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MownOdounc

Bce ymoMmsiHyTBIE B 3TOM JOKYMEHTe Ha3BaHHs MPOAYKTOB, JIOTOTHIIBI, TOPrOBble MAapK{ U
TOBApHbBIE 3HAKY IPUHAJIJIEXXAT UX BJIaJIe/TbIIaM.

Tosapubie 3Haku «MoiiOduc» u «MyOffice» npunammexxar OOO «HOBbBIE OBJIAYHbBIE
TEXHOJIOT'MWN».

Hu npu kakux 0OCTOSITENILCTBAX HEJb3sl HCTOJIKOBBIBATH JII0OOE COIEepKMMOe HACTOSIIero
JOKYMEHTa KakK IMpsIMOe WM KOCBEHHOe TpefoCTaBJieHHe JIMIeH3WW WA MpPaBa Ha MCIIOJIb30BaHHUE
TOBApHBIX 3HAKOB, JIOTOTUIIOB WM 3HAKOB OOCTYyXXWBaHUS, TpUBeJeHHbIX B HeM. Jlro6oe
HECAaHKIIMOHMPOBAHHOE HWCIIOJIb30BaHWe JTHUX TOBAPHBIX 3HAKOB, JIOTOTHIIOB WM  3HAKOB

obcrykuBaHUs 6e3 MUChbMEHHOTO pPa3peleHus UX MpaBoobJyiafaTelist CTPOTO 3aIpereHo.
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INEPEYEHb COKPAIIIEHUH, TEPMHUHOB U OIIPEJIEJIEHU

B HacTosIeM [1OKyMeHTe IpUMEHSIOT Clefylollife COKpallleHHs C COOTBeTCTBYIOIIMMU

pacimdpoBkamu (cM. Tabnuiy 1):

Tabmuia 1 — CokpaiiieHust U paciudpoBKU

Cokparrenmue,
Pacmudposka u onpenenenue
TePMUH
ocC OmnepanuoHHas cucTeMa
CPM CepBucHO-pecypcHasi Mofielib. JIorndeckast MOZIeNTb CEPBUCA, OMTUCHIBAOINAST COCTAB U
B3aMMOCBSI31 KOMIIOHEHTOB
Application programming interface (aHr:.), mporpaMMHBIN HHTEPENC TPUTOXKEeHUS
API — omnmcaHue criocoboB (HabOp KIIACCOB, poreAyp, GyHKITUNA, CTPYKTYP WA
KOHCTAHT), KOTOPBIMH OfTHa KOMITBIOTEPHAsI ITPOrpaMMa MOXeT B3aUMOJIeCTBOBATh C
JIpyroM IporpaMmon
Content Delivery Network wmu Content Distribution Network (anr:.), cetb qoctaBku
CDN (v mUCTpUOYIIMK) COMIEPXKMUMOTO — pacIipefieJieHHast ceTeBasi HHPPACTPYKTYPa,
MO3BOJISAIONIAS ONTUMHU3UPOBATh JIOCTABKY U IUCTPUOYIIUIO COJIEPKUMOTO KOHEYHBIM
MoJIb30BaTesisIM B ceTr UHTepHeT
CcO Cloud Office (anrun.), O6maunsét Oduc, obiee Ha3BaHKUe MPOAYKTA
CVvM Conversion Manager (anr:.), CepBuc ypaBieHus] KOHBePTUPOBaHHEM GaliioB
cU Conversion Unit (aHr:i.), 3k3eMIuISp npoliecca KOHBepTopa pa3iIu4HbIX GOpMaTOB
¢daitioB
DCM Document Collaboration Manager (anrn.), CepBuc yrpasieHus peJlakTHPOBaHUEM
TIOKYMEHTOB
DU Document Unit (aHrs1.), 3xK3eMIUISp Ipoliecca pelakTHPOBaHUs U KoJlilabopanuun
TIOKYMEHTOB
FM File Manager (aur.). CepBuc ¢aityioBoro MmeHepxepa
NM Notification Manager (anr:m.). CepBucC ynpaBiieHHsI OIIOBEIeHUSIMHI
High Availability (anr.), BeIcOKast JOCTYITHOCTh — XapaKTePUCTHKA TeXHUIECKOM
HA CHCTEeMbI, pa3paboTaHHOM BO M30e)kaHre HeBBITOTHEeHHOT0 00CTyKUBaHHUS ITyTeM
YMEHbINIeHUs WX YIIpaBiieHus: COOSIMU 1 MUHUMM3AIMeld BpeMeH! TUTAHOBBIX
MIPOCTOEB
JOD Java OpenDocument Converter (anri.). CepBUC KOHBEepTHPOBaHUS IOKYMEHTOB
crarnapra OpenDocument
Single Sign-On (aHr:.), TEXHOJIOTHUS €IMHOTO BX0Jla — TEXHOJIOTHS, IPU
SSO HICITOJIb30BAaHMUHM KOTOPOM MOJIh30BaTe b TIEPeXOIUT U3 OJHOU CUCTEMHI B IPYTYIO, He

CBSI3aHHYIO C [IepPBOM cucTeMol, 6e3 TOBTOPHOM ayTeHTU(HKAITUH

© 000 «HOBBIE OBJTAYHBIE TEXHOJIOT'UW», 2013-2024



MownOdounc

CoxkparieHue,
PacimmdpoBka u onpenenenye
TepMUH

PGS Pythagoras Storage (auru.). Kommonent cepsrca «MonOduc
[IpodeccronanbhbIit 2», peacTaBisieT coOO60M 00BEKTHOE XPaHUIHIIIe

WEE Web Frontend (anrt.). Obiiee HazBaHHe Beb-npunoxkeHuH «MoitOduc
[IpodeccronanbHbIit 2»

PSN Postal Solution (anrs.). Kommonent nponykra «MoitO¢wuc IIpodeccronanbablii 2»,
MIpefiCTaBIsieT COOOM MOYTOBLIM CEepBUC, CEPBUC KajleHaper U KOHTAKTOB.
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1 OBIIIME CBEJEHHSA

1.1 BBegenue

CepBucHo-pecypcHasi mofiesib (CPM) — 3T0 jlorudeckasi Mojiellb CepBHCA, OTMCHIBAIOIAs
COCTaB M B3aUMOCBSI3M KOMIIOHEHTOB (pecypcoB), KOTOpble COBMECTHO 00ecreduBaioT
npefocrasiienre ceppruca. CPM mMoskeT OBITH TTpejicTaBlieHa B BHIe HepapXU4yeckoro rpada, y3imamu
KOTOPOT'O SIBJISIIOTCSI KOMITOHEHTHI, a pebpamMu — CBI3u Mexnay HuMud. CPM  MoxeT OBITh
WCITI0JIb30BaHA ]ISl pellleHusl IIMPOKOro Kpyra 3ajia4, O/IHAKO B IIepBYIO ouepe/ib NpeiHa3HaueHa Jis
MOHMUTOPHUHTA TIapaMeTpPOB KauyecTBa CepBHCA, KOTOPBIM MOXEeT BBINOJHATBCS B paMKax Ipoliecca
yIIpaBJIeHHs JOCTYITHOCTBIO. B TaHHOM nokymeHTe rpadudeckoe npesicraBiienre CPM npuBeneHo B
pasgenie «J/lMarpamMMbl», a MeTOOMKMA IIPOBEPKM 3HAYeHWH I[apaMeTpoB cepBUCa — B

COOTBETCTBYIOIIMX pa3jienax.

1.2 T'papanuu u onpenesnenue crenenu BausHus CepBucos Ha IloacucremMsr

B 1aHHOM JI0KyMeHTe MCIIOJIb3yeTCsl HeCKOJIBKO YPOBHeH BIUsHUS oTAenbHoro Cepsuca Ha
[Toncucremy u Ha Cucremy B 11eJIoM. Y DOBHM BIIMSIHUS OIIpeJielleHbl B Tabmuiie 2.

Tabnuna 2 — YpoBHU BiusHUSA cepBUCcOoB Ha [lopcucremy

O6o3HavyenHue Ha
YpoBeHb BIUSHUS Omnrcanuve
JiarpaMmme
Critical Otka3 CepBrca IPUBOJUT K OTCYTCTBUIO
D ritica paborocnocobHoctu [loacucremsl
Mai Orka3 CepBuca K OTCYTCTBHIO KPUTUIHOMN
aor ¢$yHKIIMOHANBHOCTU TIpH 006111el focTynHocTh CepBUca
OTtka3 CepBrca IpUBOJUT OTCYTCTBHUIO
A M paboTOCIIOCOOHOCTH PEIKO UCTIOJTh3yeMOH
Hot (QYHKIIMOHATIBHOCTHY WIH K TIaJIEHUIO
MTPOU3BOAUTETHHOCTH
Warni Otka3 CepBuca He PUBOAUT ToTepe GYHKITMOHATBHOCTH
armng (HarpuMep, OTKa3 OJTHOTO U3 Y3JIOB KJIACTepa)
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2 TUAT'PAMMDBI

2.1 CepBuc «MoiitOduc IIpodpeccuonanabHbIiH 2»

-

X paHumuiie

~

-

Penakropst

~

-

1 PGS

J

-

] co

J

Pucynok 1 — CepBucHo-pecypcHast Mopeiib « MoitOduc [IpodeccronanbHbii 2
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2.2 CepBucHo-pecypcHasi mogens Pegakropsi (CO)
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Pucynok 2 — CepBucHo-pecypcHast Mosiesib Peiaktopsl (CO)
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2.3 CepBucHo-pecypcHasi Mmogens Xpanwmiie (PGS)

Penaktopst

:' IToncucrema : :' [Toncucrema ,
H obMeHa JaHHBIMU E H JIOTHUPOBaHHUs E
' [ Redis ; : o :
: . ' : slog-n '
\ O RabbitMQ ; ,‘ A Syslogng :
R EE e R PR ‘ ! Snpo API E R TR L PR ‘
ke ™, E [0 Aristoteles ' :
+ Toacuctema yrpasienus ! ! [0 Euclid E T AN
E TOCTYTIOM i E [0 Dionis | ' Tlopcucrema momcka  + .
: ; ! [0 Pheidippides : : Vo
: ——— A\ Audit Service P S 4 _ .
‘ [ Keycloak ' !‘ /\ Heraclitus ! [ Elasticsearch o
' ; e [0 RabbitMQ b
.. . A | , P
""""" y ' SisyphusWorker 1 :
A\ SisyphusSearch ; E
i Tloxcucrema xpanenus I E
E TIOJTB30BaTeNei, MeTaaHHbIX ! ' '
' QaiuioB W mpas H0CTyma ! E
O ArangoDB E ! E
' [0 PostgreSQL ' E '
"""""""" AT : !
H IToxpcucrema ' :' IToxpcucrema . E
' aIMUHUCTPUPOBAHHUS E : KOHUTYpauu b
: D CERREE . F--
: [ Polemon | ! O Etcd ;

Pucynok 3 — CepsucHo-pecypcHas mozienb Xpanunuiie (PGS)
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3 PEJIAKTOPEI (CO)

B omnncaHMM MeTOOB KOHTPOJISL WCIOJB3YIOTCS IlepeMeHHble BHJIa $PRIVATE IPV4,
scvm_http service port WIK sdcm check path, KOTOPbIe OIIPeaesIdioT [mapaMeTpbl KOHKPETHOI'O
OKpY>KeHHUsl. B kauecTBe 3Ha4eHUs [lepeMeHHOM $PRIVATE IPV4 WCIIOJb3YWTe BHYTpeHHUU [P-anpec
XOCTa TOW poJid, MpoBepKa KOTOPOM Mpou3BoAWTCS. OcTasibHble IlepeMeHHble OIMCaHbl B MeToJjaX
KOHTPOJIS.

B nanpHeliem Be3fie, I7ie ONMUCBIBaeTCs Gauil C mMyTeM /srv/docker, CTOUT YYUTBIBATh, YTO
pacnionoxeHue daiia MoXKeT OBITb WHBIM, eCJId IIPHM Pa3BepPThIBAHUU ObLJIO IlepeolipefiesieHO

3Ha4YeHue [lepeMeHHON docker volume dir.

KoHTponb QyHKIMOHMPOBAaHUS CEPBHCOB BBIIIOJIHSETCS 3allpOCaMU U3 KOMaH[IHOM CTPOKH,
BbI30BAMU YTUJIUTHI curl.

B npuMepax HI>Ke UCIONIb3YeTCsl aBTOPU3allvsl B Curl € JIOTHHOM couser U IIApOJIEM copass.
PeanbHple  3HayeHWs U1  MHCTQUIMIAKA  ClIeflyeT B3ATb M3 IIePeMeHHBIX ansible

openresty api username M openresty api password.

3.1 IlogcucremMa aBTOPU3AIUU U BeO-MPUIOKeHHH

[TapameTpsl 1O CHCTEMBI ABTOPU3AIIMKY U BeO-TIPUIOXKEeHUH TIpefiCTaBJieHbl B Tabiuiie 3.

Tabnuia 3 — [lapameTpsl ojicCTeMbl aBTOpU3aiuu U Web npusioskeHui

KonTtponvpyemslii mapameTp KoppekTHoe 3HaueHHe Kputnanocts
Auth API OK Critical
TLS GOST Proxy running Critical
SSO Application running Major
WFE Application running Major
WTE Application running Major

3.1.1 Meroguka xourpossi AuthAPI

[IpoBepka craTyca pabotsl nojcucrembl AuthAPI ocyiiecTBisieTcsi ¢ TOMOIIBIO KOMaH/IbL:

curl -s https://$PRIVATE IPV4:Sopenresty mng port/api/manage/core/status --user
couser:copass

3HayeHHe [1apaMeTpa openresty mng port IIPUBefieHO B IPWIOXKeHUH A.

[Tpumep oTBera:

"all": "OK"
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3.1.2 Meroguxa kontpoist TLS GOST Proxy

O JlaHHas MpoBepKa PacpOCTPAHSeTCs TOJIBKO Ha BEPCUU TTPUIOXKEHUS, COJIeprKalue
kpunrorpadpudeckue mpeodbpazoBanus coracHo [OCT PO,

Jlis mpoBepku cratyca TLS GOST TpeOyercs yOelWThCs, YTO KOHTelHep C IpUJIOXKeHUEeM

3dllylieH, [Uid 3TOTO B TepMKUHAJIe OT I10JIb30BaTed root BBIITOJTHUTH KOMaHY:

curl -s unix-socket /var/run/docker.sock http://v1.38/containers/json | jqg '.[] |
select(.Names == ["/nginx-gost"]) | .State'

[Tpumep oTBera:

"running"

3.1.3 MeTonuka koHTpOJs HapamMeTpoB SSO Application

s npoBepku cratyca SSO Application Ha Bcex XoCTax C pOJIBIO co lb core auth
ybeuThCs, YTO KOHTelHHep C NPUJIoXKeHUeM 3allylieH, /IJIs 3TOr0 B TepMUHalle OT I10JIb30BaTesIst root

BBITIOJTHUTb KOMdHAY:

curl -s —--unix-socket /var/run/docker.sock http:/v1.38/containers/json | jq '.[]
| select(.Names == ["/web sso"]) | .State'

[Tpumep oTBera:

"running"

3.1.4 Meroguka xkouTposst napamerpoB WFM Application

s nposepku craryca WFM Application Ha Bcex XocTax C poOjbl0 co lb core auth
ybeuThCs, YTO KOHTelHHep C NPUJIoXKeHUeM 3alylieH, /IJIs 3TOr0 B TepMUHalle OT I10JIb30BaTesIst root

BBITIOJTHUTb KOMdHAOY:

curl -s —--unix-socket /var/run/docker.sock http:/v1.38/containers/json | jq '.[]
| select(.Names == ["/web wfm"]) | .State'

[Tpumep oTBera:

"running"

3.1.5 Meroguka xoutpoJst napamerpoB WTE Application

Ilns nposepku craryca WTE Application Ha Bcex xocrax c ponblo co lb core auth
ybeauThCsl, 4TO KOHTeMHep C IPUJIoXKeHWeM 3alylleH, Il 3TOro B TepMUHaJle OT I0JIb30BaTelIst root

BBITIOJTHUTb KOMdHAY:

curl -s —--unix-socket /var/run/docker.sock http:/v1.38/containers/json | jq '.[]
| select(.Names == ["/web wte"]) | .State'

[Tpumep oTBera:

"running"
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3.2 Iloncucrema ¢ailioBoro MeHemxepa

KOHTpOJII/IpyeMBIe NapaMeTpbl  IIOACHUCTEMbIL q)aﬁHOBOFO MeHel[’Kepa IIpeJCTaBJiIeHbl B

Tabmurie 4.
Tabnuua 4 — IlapameTpsl nosicucTeMbl GpaiIoBOro MeHekepa
KonTponvpyemsiii mapamerp KoppekTHoe 3HaueHue Kputnanoctb
FM Service Up Critical

3.2.1 Meroguka xoutpossi FM Service

[IpoBepka craTyca paboTsl mojicucteMbl FM Service ocyItecTBisieTcs: C TOMOIIBI0O KOMaH/IbI:

curl -s http://SPRIVATE IPV4:$fm service port/s$fm check path | jg '.status'
3HaueHUsl TapaMeTPOB BbI30BA MTPUBEJIEHBI B IPUWIOXKEHUH A.

[Ipumep oTBera:

"Up"
3.3 IloncucremMa KOHBepTallUH JOKyMEHTOB
KonTponupyemble mapaMeTpbl NOJCUCTEMbl KOHBEpPTAllUM [IOKYMEHTOB IIpe/iCTaBjieHbl B
Tabsuie S.
Tabnuna 5 — IlapameTpsl MOJICUCTEMBI KOHBEPTAIMX IOKYMEHTOB
KonTponvpyemslii mapaMeTp KoppekTHoe 3HaueHue KputnusocTthb
CVM Service UP Critical
CU Pool of Containers true Critical
JOD Conversion Service UP Critical
3.3.1 Meromguka xourpossi CVM Service
[IpoBepka craTyca pabotel mnopcucteMbl CVM  Service ocyiecTBisieTcsi C IMOMOIIbIO
KOMaH/IbI:

curl -s http//s$PRIVATE IPV4:$cvm http service port/$cvm check path | jg '.status'
3HaYeHUsI IapaMeTpOB BbI30Bd IIpUBeJeHbI B IIPUJIOKEHUN A.

[Tpumep oTBera:

P
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3.3.2 Meronuka xoutpoass DCM Service

[IpoBepka craTyca pabotel mopcucteMbl DCM  Service ocyiecTBisieTcsi C IMOMOIIbIO
KOMaH/IbI:

curl -s http(s)://$PRIVATE IPV4:sdcm service port/sdcm check path |

jg '.status'
3HauYeHHUs IIapaMeTpPOB BbI30Ba IIpHBelIeHbl B ITPUJIOXKEeHNHN A.

[Tpumep oTBera:
P

3.3.3 Metoauka kouTposa napamerpoB CU Pool of Containers

[TpoBepka craryca pabotsl noacucrembl CU Containers on demand ocyiiecTsisieTcsi C

IIOMOIIBIO KOMAH/BI:

curl -s http://$PRIVATE IPV4:scvm http service port/scvm check path |
' .components.CVM.details.npsPool > 0'

3HauYeHHUs NapaMeTpOB BbI30Bd IIpUBeJeHbl B IIPUJIOKEHNN A.

ja

[Tpumep oTBera:

"true"

3.3.4 Mertomuka xoutpoJs napamerpos JOD Conversion Service

[IpoBepka cratyca pabotel mnopcuctembl JOD Conversion Service ocylecTBisieTcs C

IIOMOIIBIO KOMAH/BI:

curl -s http://$PRIVATE IPV4:sjod service port/sjod check path |

jg '.status'
3HauYeHHUs IIapaMeTpPOB BbI30Ba IIpHBeleHbl B ITPUJIOXKEHNHN A.

[Tpumep oTBera:
P

3.4 Ilogcucrema reHepanuu NpeBbI0 U NeYaTH JOKYMEHTOB

KoHuTtponupyemble mnapameTpbl IOJCHUCTEMBI T'eHepalliM IpeBbI0 W IeyaTH JIOKYMEHTOB
Npe/iCTaB/ieHbl B Tabmuiie 6.

Ta6J'II/II_Ia 6 — HapaMeprI IoACuCTeMbl renepaliviv IIpeBbiO U 11e4dTH JOKYMEHTOB

KonTponvpyemsiii mapamerp KoppexkTHoe 3HaueHNE Kputnunocth

Pregen Service OK Major
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3.4.1 Meronuka xoHTpoJas Pregen Service

[IpoBepka craryca paboTbl mnoacuctembl Pregen Service ocyliecTBiisieTcss C IIOMOIIbIO
KOMaH/IbI:

curl -sX HEAD -I http://$PRIVATE IPV4:spregen service ports$pregen check path |
grep HTTP | awk '{print $3 }'

3HauYeHHUs INapaMeTpOB BbI30Bd IIpUBeJeHbl B IIPUJIOKEHNN A.

[Tpumep oTBera:
"OK ™

3.5 Iloncucrema pefakTHPOBaHHS IOKYMEHTOB

KoHTtponupyemble napameTpsbl MOJICUCTEMBI peJaKTUPOBAHHUS JOKYMEHTOB IpefCTaBeHbl B
Tabsuiie 7.

Tabnuia 7 — [lapameTpsl OACUCTEMBI peJaKTUPOBAHUS JOKYMEHTOB

KonTponvpyemsiii mapamerp KoppekTHoe 3HaueHue Kputnynoctb
DCM Service UP Critical
DU Pool of Containers true Critical

3.5.1 Meromguka koutposst napamerpoB DU Pool of Containers

HpOBepKa HaJIM49Kn4 KOHTEﬁHepOB DU OCYyHIeCTBJIAeTCAd C ITIOMOIIbIO KOMdH/bIL:

curl -s http://$PRIVATE IPV4:Sdcm service port/manage/documents |

jg 'length > 0'
HOJ’IY‘IGHHOG 3Ha4YeHune JOJI’KHO COOTBETCTBOBATDL "true".

3.6 ITogcucrema HOTUPHKAITAI

KonTponmpyemsle mapameTpsl IOACUCTeMbI HOTU(UKAIMK [Ipe/iCTaBiIeHbl B Tabiule 8.

Tabmuna 8 — IlapameTpsl IoJicCMCTEMBI HOTU(UKAITUU

KonTponvpyemsiii mapamerp KoppekTHoe 3HaueHue Kputnynoctb

NM Service UP Critical

3.6.1 Meronuka koHTpOJIs HapameTpoB NM Service

[TpoBepka craTyca paboThl cepBrca NM Service ocyiiiecTBiisieTcsl C TOMOIIbI0 KOMaH/IbI:

curl -s http://$SPRIVATE IPV4:Snm service port/s$nm check path |

.status'
3HaueHUsl TapaMeTPOB BbI30Ba MTPUBEJIEHbI B IPUWIOKEHUH A.

ja

[Ipumep oTBerTa:
"Up"
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3.7 Iloncucrema ayaura

KOHTpOJII/IpyeMBIe IMapaMeTpbl IOACUCTEMBI dYJUTa IIpeICTaBJIEHbI B Ta6m/1ue 9.

Tabnuna 9 — [lapameTpsl IOJICUCTEMBI ayIUTA

KonTponvpyemsiii mapamerp KoppekTHoe 3HaueHue Kputnynoctb

Audit Service UP Critical

3.7.1 Meroguka koHTpoJIs1 mapamerpoB Audit Service

[IpoBepka craTyca paboThl cepBuca Audit Service ocyIecTBiIsIeTCs: C TOMOIIbI0O KOMaH/IbI:

curl -s http://SPRIVATE IPV4:saudit service port/saudit check path | jg '.status'
3HaueHUs TapaMeTPOB BbI30BA MTPUBEJIEHBI B IPUWIOXKEHUH A.

[Ipumep oTBerTa:

"Up"
3.8 Iloncucrema ynpaBieHHS KJIacTepoM
KonTponupyemMble mnapameTphl MOJCUCTeMBl KOHBEPTAlMM [OKYMEHTOB IIpeliCTaBJleHbl B
tabsmre 10.

Tabmuia 10 — IlapameTpbl 0/ICHCTEMBI YTIPABIIEHUSI KJIaCTEPOM

KonTponvpyemsriii mapameTp KoppekTtHoe 3HaueHme Kpurnunoctb
Redis Cluster PONG Critical
RabbitMQ Cluster ok Critical
ETCD Cluster true Critical
HA Proxy Service 200 OK Service ready Critical
Manage API Service OK Critical
CDN Service running Major
Chatbot Service OK Minor
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3.8.1 Meronuxa xonrpoas Redis Cluster

Ils npoBepku cepsuca Redis Cluster Heo6x0IMMO yCTaHOBUTH yTHINTY redis-cli.

HJ’IH rpm—based ,I[I/ICTpI/I6y'TI/IBOB YTUIINTA YCTaHABJIIMBAETCA C IIOMOIIBIO KOMAH/IbI:

yum install redis
s deb-based nucTpubyTHBOB yTHIMTA yCTaHABIIMBAETCS C IIOMOIIBIO KOMaHIbI:

sudo apt install redis-tools

ITocre YCTAHOBKHW YTWIUTBI CJIeAYyeT BBIIIOJIHUTL ITPOBEPKY KOPPEKTHOCTHU pa60TblcepBHca

Redis Cluster ¢ moMoIrb0 KOMaHIbL:

redis-cli -h $PRIVATE IPV4 -p Sredis sentinel port ping
3HauyeHUe [1apaMeTpa redis sentinel port IIPUBE/IeHO B IIPUJIOXKEHUH A.

[Tpumep oTBera:

"PONG"

3.8.2 Meronuxka xoutpoas RabbitMQ Cluster

[IpoBepka craTyca paboTel cepBuca RabbitMQ Cluster ocyiecTBisieTcss C MOMOIIbIO

KOMaH/BbI:

curl -s http://root:srabbitmg password@SPRIVATE IPV4:15672/api/aliveness-test/%2f
| jg '.status'

3HayeHUs IapameTpa rabbitmg password HEOOXOAUMO IOJIyY4WTh U3 ansible-nepemenHoi
rabbitmqiusers.root.password,HCHOHBSYGMOﬁIHHIHHCT&HHHHHH.

[Tpumep oTBera:

"OK ™

3.8.3 Meromuka xourpossi ETCD Cluster

[IpoBepka craTtyca pabots! cepsuca ETCD Cluster ocyiiecTiisieTcst C 1OMOIIbI0 KOMaH/IbI:

curl -ks
http://setcd browser username:s$etcd browser password@$PRIVATE IPV4:setcd browser
port/health | jg '.health'

3HaYeHHUs MapaMeTpOB BbI30Bd IIpUBeJeHbl B IIPUJIOKEHUN A.

[Tpumep oTBera:

"true"
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3.8.4 Meronuxa xoutpoas HA Proxy Service

[IpoBepka craTyca pabotsl cepBuca HA Proxy ocyiecTBisieTcsi C IOMOIIbIO KOMaH/IbL:

curl -s http://$PRIVATE IPV4:shaproxy stats port$api/manage/stats | sed -e
's/<[">]1*>//g"
3HaYeHUs IapaMeTpOB BbI30Bd IIpUBeJeHbl B IIPUJIOKEHNN A.

[Tpumep oTBera:

200 OK
Service ready.

3.8.5 Mertonuka xonTpoass Manage API Service

[IpoBepka craTyca paboTsl cepBuca Manage API Service BbInosiHsIeTCsSl Ha cepBepax C poiblo

co_lb core auth C IOMOILIbIO KOMaH/bI:

curl -s http://$SPRIVATE IPV4:sopenresty mng port/api/manage/config/version --user
Couser:copass

3HaueHue IapaMeTpd openresty mng port IIPpUBeJeHO B IIPUJIOKEeHUHU A.

OtBer cepBepa C KOOOM 200 OK MOXKeT CYHUTATbCA IIPU3HAKOM LITAaTHOM pa6OTbI cepBuCa.

3.8.6 Meroguka xoutpoJst napamerpoB CDN Service

s nposepku cratryca CDN Ha Bcex xocTax € posibl0 co lb core auth yOemWTbCs, YTO

KOHTEﬁHep C MpUJIoKeHreM 3dIlylleH, Ui 3TOTrO0 B TepMHUHAaJIe OT II0JIb30BaTeJId root BBIIIOJIHUTH

KOMaHY:
curl -s —--unix-socket /var/run/docker.sock http:/v1.38/containers/json | jq '.[]
| select(.Names == ["/lsyncd"]) | .State’

[Tpumep oTBera:

"running"

3.8.7 Meromuka xouTpoJist napamerpoB Chatbot Service

[IpoBepka craTyca pabotsl cepBuca Chatbot ocyiiecTiisieTcst ¢ TOMOIIbIO KOMaH/IbI:

curl -sX HEAD -I http://$PRIVATE IPV4:schatbot service portschatbot check path |
grep HTTP | awk '{print $3 }'

3HauYeHHUs MapaMeTpOB BbI30Bd IIpUBeJeHbl B IIPUJIOKEHNN A.

[Tpumep oTBera:

OK
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3.9 IToncucrema J0rupoBaHusA

KOHTpOJII/IPYEMbIe MapaMeTpbl IIOJACHUCTEMBI JIOTUPOBAHHA [JOKYMEHTOB IIpe/JCTdBJIEHbI B

Tabmure 11.
Tabmuna 11 — IlapameTpsl NOACUCTEMBI JIOTHPOBAHHUS
KonTtponupyemeiii mapameTp KoppekTHoe 3HaueHue Kpurnanoctsb
Fluent Server OK Minor
Fluent Agents OK Minor
Elasticsearch green Minor
Kibana OK Minor

3.9.1 Meroguka xkouTpoJisi napamerpoB Fluent Server

[TpoBepka craTyca pabotel Fluent Server ocyiecTBisieTcss Ha XOCTax C pPoOJIbI0 co infra C

IIOMOIIBIO KOMAH/BI:

docker exec -t fluentd server curl -svo /dev/null
http://127.0.0.1:$fluentd server port monitor/api/plugins.json | grep '< HTTP' |
awk '{print $4 }'

3HaHEHHEHapaMETpafluentd_server_port_monitorHpHBQﬂEHOIBHpHHQmEHHH[&

[TpumMep KOpPpPeKTHOTO OTBeTa:

OK

3.9.2 Meronuka xoHTpos napamMeTpoB Fluent Agents

[TpoBepka craTyca pabotsl Fluent Agents ocyiecTBiisieTcst C TOMOIIbI0 KOMaH/IbI:

docker exec -t fluentd agent curl -svo /dev/null
http://127.0.0.1:8fluentd agent port monitor/api/plugins.json | grep '< HTITP' |
awk '{print $4 }'

3HaueHUe MapameTpa fluentd agent port monitor IIPUBEIeHO B IPUIOXKEeHUU A.

[IpumMep KOpPpPeKTHOTO OTBeTa:

OK

3.9.3 Meronuka xonTpos napamerpoB Elasticsearch

[TpoBepka craryca pabotsl Elasticsearch ocyiiecTisiercss Ha xocTax C posiblo co_infra C

IIOMOIIBIO KOMAH/BI:

curl -sk
"https://admin:Selasticsearch admin password@localhost:selasticsearch http port/
cluster/health" | jg '.status'

3HayeHWe  IapaMeTpOB elasticsearch admin password, elasticsearch http po

IIPUBEJIeHO B MPUJIOXKeHUH A.
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OTBeT green OyjieT NMpHU3HAKOM KOppekTHOTO ¢yHKIMOoHUpoBaHus Elasticsearch.

3.9.4 Mertomuka kouTpoJsi napamerpon Kibana

[IpoBepka craryca pabotbl Kibana ocyiecTBisiercs Ha XOCTax C poObl0 co infra C

IIOMOIIBIO KOMAdH/BI:

docker exec -t kibana curl -svko /dev/null
https://$docker bridge ip:$kibana http port/app/login | grep '< HTTP' | awk
'{print $4 }'

3HauYeHHUs IapaMeTpoB docker bridge ip, kibana http port IMprBeJieHbI B
IIPWIOXKEeHNH A.

OTBet OK OyJleT IpU3HAKOM KOppeKkTHOro ¢pyHknroHuposanus Kibana.
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4 XPAHWIMILE PGS

4.1 Onucanue cepBHCOB 0€3 0TKA30yCTOHYUBOCTH

[TocMoTpeTh Bce CepBUCHI U UX CTAaTyC MOXHO KOMaH/IOM:

docker service ls --format 'table {{.Namel}}\t{{.Replicas }}'
Ilo YMOJIT9aHHIO ITOAEP>KHUBAECTCA MHCTAJUIAIHA C KOJIMYeCTBOM PeIlIuK = 1, COOTBETCTBEHHO

BBIBO/JI JOJIDKEeH OBITD CJIeJyIOIM:

pgs-arangodb arangodb 1/1
pgs-elasticsearch elasticsearch 1/1
pgs-etcd etcd 1/1
pgs-keycloak keycloak 1/1
pgs-nginx nginx 1/1
pgs-postgres postgres 1/1
pgs-rabbitmg rabbitmg 1/1
pgs-sisyphus_ sisyphussearch 1/1
pgs-sisyphus_ sisyphusworker 1/1
pgs_aristoteles 1/1
pgs_dionis 1/1
pgs_euclid 1/1
pgs_heraclitus 1/1
pgs_pheidippides 1/1
pgs_polemon 1/1
4.2 Iloncucrema fAnpo API

KonTtponupyembie mapameTpsi rogcuctemsl sijipa API pesicraBiens! B Tabnuie 12.

Tabmuma 12 — Iapametpsl nosicuctemsl Spo API

KonuTponupyewmsriii mapamerp KoppekTtHoe 3HaueHue Kputrunocts
Aristoteles true Critical
Euclid true Critical
Dionis true Critical
Pheidippides true Critical
Heraclitus Running Minor

4.2.1 MeTtoguka koHTpOJIA Aristoteles

[IpoBepka craTyca paboTs! Aristoteles Service ocyiiecTiisieTcst C IOMOIIbIO KOMaH/IbI:

curl -k -XPOST https://$PGS URL/pgsapi/\?cmd\=api version | jg .response.success
[Tpumep oTBera:

"true"
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4.2.2 Metoguka koutposs Euclid

[IpoBepka craTyca pabotsl Aristoteles Service ocyiiiecTiisieTcst C IOMOIIbIO KOMaH/IbI:

curl -k -XPOST https://S$SPGS URL/adminapi/\?cmd\=api version | jqg
.response.success

[Tpumep oTBera:

"true"

4.2.3 Meroguka koHTpoJs1 Dionis

[IpoBepka craTyca pabotsl Dionis Service ocyiiiecTBiisieTcst C IOMOIIbIO KOMaH/IbI:

docker service ps --format 'table {{.Name\t{{.DesiredState}} pgs dionis}}
[Tpumep oTBera:

"true"

4.2.4 Metonuka xouTpoJisa Pheidippides

[IpoBepka craTyca pabotsl Pheidippides Service ocy1iecTBisieTcsi C TOMOIIbIO KOMaH/IbL:

docker service ps --format 'table {{.Name\t{{.DesiredState}} pgs pheidippides}}
[Tpumep oTBera:

"true"

4.2.5 Metoauka xkoutposia Heraclitus

[IpoBepka craTyca pabotsl Redis Service ocyliecTBisieTcs: ¢ TOMOIIbIO KOMaH/IbI:

docker service ps --format 'table {{.Name}}\t{{.DesiredState}}' pgs heraclitus
[Tpumep oTBera:

NAME DESIRED STATE
pgs_heraclitus.1 Running

4.3 ITogcucrema odMeHa JaHHBIMHU

KOHTpOJII/IPYEMBIe IMapaMeTpbl ITIOACUCTEMBI obMeHa AdHHBIMU IIpeNCTaBJIEHbI B Ta6JII/II_[e 13.

Tabmuia 13 — IlapameTpsl nojicicTeMbl 0OMeHa JJaHHBIMU

KonTponupyemsriii mapametp KoppexkTHoe 3HaueHne Kpurnanoctsb
Redis PONG Critical
RabbitMQ Running Critical
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4.3.1 Meroguka xoHTpoJs1 Redis

[IpoBepka craTyca paboThl cepBuca Redis ocyiiiecTBiisieTcs ¢ MOMOIIIbI0 KOMaH/IbI:

docker exec -it $(docker ps -gf name=redis redis-master) redis-cli --pass
RjirbyfKfgf ping

[Tpumep oTBera:
PONG

4.3.2 Metoguka koHTpoJs1 RabbitMQ

[IpoBepka craTyca pabotsl cepBuca RabbitMQ ocyiecTBisieTcs: ¢ TOMOIIBIO KOMaH/IbI:

docker service ps --format 'table {{.Name}}\t{{.DesiredState}}' pgs-
rabbitmg rabbitmg

[Tpumep oTBera:

NAME DESIRED STATE
pgs-rabbitmg rabbitmg.l Running

4.4 Ilogcucrema ynpasJiieHHsI JOCTYIIOM

KonTponupyemble mapamMeTpbl IOACUCTEMBI yIPaBJIeHUS JIOCTYIIOM TIpefCTaBlieHbl B
Tabnuue 14.

Tabnuua 14 — I[lapameTps! ofCcUCTEMBI YIIPABIeHUS

KonTtponupyemelii mapameTp KoppekTHoe 3HaueHue Kpurnanoctsb

Keycloak Running Critical

4.4.1 Meroguka xoHTpos Keycloak Service

ITpoBepka craTyca pabotsl Keycloak Service ocymiecTBisieTcsi ¢ OMOIIbIO KOMaH/IbI:

docker service ps --format 'table {{.Name}}\t{{.DesiredState}}' pgs-
keycloak keycloak

[Ipumep oTBerTa:

NAME DESIRED STATE
pgs-keycloak keycloak.l Running

4.5 Ilopcucrema nmoucka

KonTposnpyemble mapaMeTpbl TOACUCTEeMbI IIOKMCKA MpeJICTaB/IeHbl B Tabuile 15.

Tabmuna 15 — [lapameTpsl OCHUCTEMBI TIOUCKA

KonTtponupyemslii mapameTp KoppekTHoe 3HaueHHe Kputnanoctsb
Elasticsearch green Critical
RabbitMQ Running Critical
SisyphusSearch Running Critical
SisyphusWorker Running Major
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4.5.1 Meroguka xoHTpoJs Elasticsearch Service

[IpoBepka craTyca pabots! Elasticsearch Service ocyiecTBisieTcsi ¢ TOMOIIBIO KOMaH/bI:

docker exec -it $(docker ps -gf name=elasticsearch elasticsearch) curl
localhost:9200/ cat/health | awk '{ print $4 }'

[Tpumep oTBera:

green

4.5.2 Meroguka xoHTpoJsi RabbitMQ Service

[IpoBepka craTyca pabotsl RabbitMQ Service ocy1iecTBisieTcsi C IOMOIIbIO KOMaH/IbL:

docker service ps --format 'table {{.Name}}\t{{.DesiredState}}' pgs-
rabbitmg rabbitmg

[Tpumep oTBera:

NAME DESIRED STATE
pgs-rabbitmg rabbitmg.l Running

4.5.3 Mertoauka xkouTpoJa SisyphusSearch Service

[IpoBepka craTyca pabotsl SisyphusSearch Service ocyiiecTBisieTcs: ¢ TOMOIIbIO KOMaH/IbI:

docker service ps —--format 'table {{.Name}}\t{{.DesiredState}}"
pgs_sisyphussearch

[Tpumep oTBera:

NAME DESIRED STATE
pgs_sisyphussearch.l Running

4.5.4 Metoauka xkoutposia SisyphusWorker Service

[IpoBepka craTyca pabots SisyphusWorker Service ocy1ecTBisieTcsi ¢ IOMOIIbIO KOMaH/IbI:

docker service ps —--format 'table {{.Name}}\t{{.DesiredState}}"
pgs_sisyphusworker

[Tpumep oTBera:

NAME DESIRED STATE
pgs_sisyphusworker.1 Running

4.6 Iloncucrema xpaHeHHs NOJIb30BaTe e, MeTaJaHHBIX GaiiyIOB U IIPaB A0CTyIIa

KonTponupyemsle mapameTphl IIOACUCTEMBI XpaHeHUs I10JIb30BaTesleld, MeTaJlaHHbIX (aiioB
Y IIpaB JIOCTYIIa NIpeiCTaBileHbl B Tabnuie 16.

Tabnuna 16 — IlapameTpsl noAcHCTeMbI XpaHeHNs MeTalaHHbIX (aijIoB U IIpaB JI0CTYyIIa

KonTponupyemsriii mapametp KoppexkTHoe 3HaueHNE Kpurnanoctsb
ArangoDB Running Critical
PostgreSQL accepting connections Critical
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4.6.1 Metroguka xoHTpossi ArangoDB Service

[IpoBepka craTyca pabotsl ArangoDB Service ocyIecTBisieTcs: ¢ TOMOIIbIO KOMaH/IbI:

docker service ps --format 'table {{.Name}}\t{{.DesiredState}}' pgs-
arangodb arangodb

[Tpumep oTBera:

NAME DESIRED STATE
pgs-arangodb arangodb.1 Running

4.6.2 Metoguka xoHTpOJIs1 Postgres Service

[IpoBepka craTyca pabotsl Postgres Service ocyIecTBiisieTcsi C IOMOIIbIO KOMaH/IbL:

docker exec -it s$(docker ps -gf name=postgres) pg isready

[Tpumep oTBera:

/var/run/postgresql:5432 - accepting connections

4.7 IlopcucremMa agAMUHUCTPUPOBAHUSA

KOHTpOJII/IPYEMbIe MapaMeTpbl  IIOACUCTEMBI dIMHWHUCTPUPOBAHUSA  IIpeACTaBJIEHbl B

Tabsmie 17.
Tabmuna 17 — Ilapametpsl nofcucTeMbl aIMUHUCTPHUPOBAHHUS
KonTponupyemsriii mapametp KoppexkTHoe 3HaueHNE Kpurnanoctsb
Euclid Running Critical
Polemon Running Major

4.7.1 Metonuka xouTposisa Euclid Service

[IpoBepka craTtyca pabots! Euclid Service ocyiiecTBiisieTcsi ¢ HOMOIIbIO KOMaH/IbL:

docker service ps --format 'table {{.Name}}\t{{.DesiredState}}' pgs euclid
[Tpumep oTBera:

NAME DESIRED STATE
pgs_euclid.1l Running

4.7.2 Metoguka koHTpoJsz Polemon Service

[IpoBepka craTyca pabotsl Polemon Service ocy1iecTBiisieTcsi C IOMOIbIO KOMaH/IbL:

docker service ps --format 'table {{.Name}}\t{{.DesiredState}}' pgs polemon
[Tpumep oTBera:

NAME DESIRED STATE
pgs_polemon.1 Running
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4.8 Iloncucrema KOHQUIypHPOBaHUS

Koutponupyemble mapamMeTpbl  MOACUCTEMBl  KOHQUIYPUPOBAHMSI Ipe/ICTaBIeHbl B
Tabnuiie 18.

Tabnuna 18 — Ilapamertpsl noacrucTeMbl KOHPUIYPHUPOBaHHUS

KonTtponupyemelii mapameTp KoppekTHoe 3HaueHue Kpurnanoctsb

etcd cluster is healthy Critical

4.8.1 Metonuka xouTposisas ETCD Service

[TpoBepka craTyca pabotsl ETCD Service ocyimecTBisieTcsi ¢ TOMOIIbI0O KOMaH/IbI:

docker exec -it $(docker ps -gf name=pgs-etcd etcd) etcdctl cluster-health
[Ipumep oTBerTa:

member ade526d28b1f92f7 is healthy: got healthy result from http://etcdl:2379
member bd388e7810915853 is healthy: got healthy result from http://etcd3:2379
member d282ac2ce600clce is healthy: got healthy result from http://etcd2:2379
cluster is healthy

4.9 Iloncucrema xpaHenus ¢aiijioB

KoHTponupyembie mapaMeTpsl MOACUCTEMBI XpaHeHHs HaiioB ITpe/icTaB/ieHbl B Tabmwie 19.

Tabmuma 19 — IlapameTpsl ojicucTeMbl XpaHeHUs daiiia

KonTponupyemsriii mapamerp KoppekTtHoe 3HaueHme Kputrunoctsb
MinlO Running Critical
GlusterFS Active (running) Critical

4.9.1 Metoguka konTpossa MinlO

J171s1 KOHTPOJISE HEOOXOAMMBI TTapaMeTPhl, 3aJlaHHble TP ycTaHOBKe XpaHwiuiia (PGS):
— ENV — okpyxeHune ycTaHOBKHY (IIpU HAJIMUWN);

— DEFAULT DOMAIN — fnoMmeH yCTaHOBKH;

— S3.secret_key;

— S3.access_key.

JlaHHble TlepeMeHHBbIe oOmnucaHbl B pasjaeine «KoHurypupoBanue ¢aitia inventory:

nepemeHHbIe» nokymeHTa «MonOduc Xpanwmmiie (PGS). PykoBocTBO 1o ycTaHOBKe.
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4.9.1.1 MeToauka KOHTPOJISI CTapTa cepBUCa

[IpoBepka cTapTa cepBHCa OCYIIECTBIISIeTCS C TOMOIIIbI0 KOMAaH/IbI:

docker service ps --format 'table {{.Name}}\t{{.DesiredState}}' pgs-minio minioSi

rje si — HOMep MHCTaHca (Hanpumep: 1,2,3).

[Tpumep oTBera:

NAME DESIRED STATE
pgs-minio minioZ.1 Running

4.9.1.2 MeTonuka KOHTPOJISA padOTHI CepBHCa

Il mpoBepku craTyca cepBHCa HeOOXOIMMO 3apaHee YCTaHOBUTH aonosiHuTenbHO 10

Minio Client. ¥cTraHoBKa OCyI1IeCTBIISIETCS C IOMOIIbIO KOMAH/IbI:

docker run -it --entrypoint=/bin/sh minio/mc

ITocre YCTaHOBKH HEO6XOJ:[I/IMO CO30aTh alias IIOOKJIKOYEHMS C IIOMOINBIO KOMAHOBI:

mc alias set minio http://pgs-{{ ENV }}.{{ DEFAULT DOMAIN}}:9000 {{ S3.access key
}} {{ S3.secret key }}

ITocre CO30aHHUd alias cCjegyeT BBIIIOJTHUTH IIPOBEPKY CTAaTyCa CepBHCa C IIOMOINbIO

KOMaH/BbI:

mc admin info minio

[Tpumep oTBera:

miniol: 9000

Uptime: 2 days

Version: 2021-02-01T22:56:52Z
Network: 3/3 OK

Drives: 2/2 OK

minio3:9000

Uptime: 2 days

Version: 2021-02-01T22:56:52Z
Network: 3/3 OK

Drives: 2/2 OK

minio2:9000

Uptime: 2 days

Version: 2021-02-01T22:56:52Z
Network: 3/3 OK

Drives: 2/2 OK
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4.9.2 Meroguka xoHTpOoss GlusterFS

4.9.2.1 MeTonuka KOHTPOJISI pad0THI cepBHCa

[IpoBepka cTaTyca paboThI CepBUCa OCYIECTBIISIETCS C IIOMOIbI0O KOMaH/IbL:

Systemctl status glusterd
[TprMep KOpPpeKTHOro OTBeTa:

glusterd.service -GlusterFS, a clustered file-system server

Loaded: loaded (/usr/lib/systemd/system/glusterd.service; enabled; vendor
preset: disabled)

Active: active (running) since Tue 2021-01-26 22:33:19 MSK; 4 weeks 0 days
ago

Docs: man:glusterd(8)

Main PID: 23706 (glusterd)

Tasks: 55

Memory: 2.5G

CGroup: /system.slice/glusterd.service

4.9.2.2 Meronuka KoHTpPoJIis padoTtsl Gluster Volume

[IpoBepka cTaTyca OCyIeCTBIISIeTCs C TOMOIIIbI0 KOMAH/IbI:

gluster volume status pgs-files-volume

[Tpumep oTBera:

Status of volume: pgs-files-volume

Gluster process TCP Port RDMA Port Online Pid
Brick 10.160.100.170:/data/glusterfs/ pgs-fil

t 49152 0 Y 10072
Brick 10.160.100.171:/data/glusterfs/ pgs-fil

t 49152 0 Y 23820
Self-heal Daemon on localhost N/A N/A Y 23853
Self-heal Daemon on ldap.domain.ru N/A N/A Y 10093

Task Status of Volume pgs-files-volume
KosoHnka online BO Bcex CTpOKax HOOJIX)KHAa HWIMEeTb 3Ha4eHHe Y. KomngectBo Brick(s)

INprBeieHO 4JId IpruMepd U MOXKET OTJINYaTbCA (BHBI/ICI/IT OT IIapaMeTpoOB YCTaHOBKI/I).
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INIPUJIOKEHHUE A

IIapameTpsl cepBUCOB

Cepauc [TapameTp 3HaueHUe
AUDIT Saudit_service port/$Saudit check path 9900/manage/health
KIBANA Skibana_http_port 5601
ELASTIC SEARCH Selasticsearch http port 9200,9300
OPENRESTY Sopenresty_mng_port 8888
ETCD BROWSER Setcd_browser port 8001
HAPROXY Shaproxy _stats port 20001-20002, 20004-20007
FLUENTD $fluentd server port_monitor 23100, 23200
REDIS Sredis_sentinel port 6379
PREGEN Spregen_service_port$pregen check path 8002/health
CHATBOT Schatbot_service portSchatbot check path 8004/health
FM S$fm_service port/Sfm_check path 9091/manage/health
NM Snm_http_service port/Snm_check path 9092/manage/health
CVM Scvm_http service port/Scvm_check path 9094/manage/health
DCM Sdcm_service port/Sdcm_check path 9095/manage/health
JOD Sjod service port/Sjod check path 9096/manage/health
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