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Bce ynoMsHyTble B 3TOM JIOKyMeHTe Ha3BaHUS MPOAYKTOB, JIOTOTUIIbI, TOPTrOBble MAapKU U
TOBApHbIe 3HaKU MPUHAIUIeXAT UX BJlafieJibIlaM.

ToBapubie 3Haku «MoitOduc» u «MyOfficen npunamiexxar OO0 «HOBBIE OBJIAYHBIE
TEXHOJIOT'UW».

Hu npu kakux oOCTOSITeIbCTBAX Heb3s UCTOJIKOBBIBATH JIIOOOE CO/IepXKMMOe HACTOSIIero
JIOKyMeHTa KakK IpsiMoe MJIM KOCBEHHOe IpefioCTaB/ieHue JIMIeH3UW WM MpaBa Ha KCIO0JIb30BaHUe
TOBApHBIX 3HAKOB, JIOTOTUIIOB WJIM 3HAKOB OOCTY>XHMBaHWS, TNpPUBeleHHbIX B HeM. Jlioboe
HeCaHKIIMOHMPOBAaHHOEe MCIOJIb30BaHWe J3TUX TOBApPHBIX 3HAKOB, JIOTOTUIIOB WJIM 3HAKOB

obcimykuBaHus 6e3 MMCbMEeHHOI'0 pa3pelieHus UX paBoo0IIajaTesis CTPOro 3arpeleHo.
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INEPEYEHD COKPAIITEHUN

B nacrosiiem fokyMeHTe UCIIONBb3YIOTCS ClleyIoIye coKpalleHus (cM. Tabmuny 1).

Tabmuna 1 — CokpailileHus ¥ paciumppoBKU

Coxpamenue PacmudpoBka u onpenesenue
389-ds 389 Directory Server, city>k6a KaTaJIoTOB
API Application Programming Interface, uaTepdeiic mporpaMMUpOBaHUS TPUIIOKEHHIA
AD Active Directory
CcO CloudOffice, O6maunbiii Oduc, obmee Ha3BaHWe TPOAYKTA (TPYIIIBI PeJTaKTOPOB)
Docker [IporpamMmMHOoe obecnedeHue il aBTOMAaTH3allMM pa3BepThIBAHUS W YIIpaBJIeHUS

NPUWIOXeHUSIMH B Cpejlax ¢ MOJJIeP)KKOM KOHTeHHepU3aIuu

Doveadm HWHcTpyMeHT agMUHUCTpHUpPOBaHUs cepBuca Dovecot
DN Distinguished Name - yHukanpHoe ums oobekta B HoTarmu LDAP
IMAP Internet Messagess Access Protocol, mpoTokon focTyna K SIUKy 371eKTPOHHOM MOYTHI
LDAP Lightweight Directory Access Protocol, o6serdyeHssiii mpoTOKOJI AOCTyIIA K KaTaJloTaM

Node (H0ma)

CepBep ogHOM U3 posnei

PBM

Poseidon Backend Manager, BHyTpeHHMI cepBUC KOHPUTYPUPOBaHUS

PGS

File Storage, Pythagoras, mporpamMmmusiit npoaykT « MoitOduc XpaHumiie»
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Coxpamenue PacmmmdpoBka u onpenesenue

SIEVE S13pIk onrcaHus NpaBUil GUIbTPAIMH IS IOUYTOBBIX COOOIIeHHUH

SMTP Simple Mail Transfer Protocol, mnporokon mnepemaun coobieHni
3NIeKTPOHHON MOYTHI

SSH Secure Shell, «6e3onacHas o6oouka»

URL Uniform Resource Locator, equnbIl yKa3zaTesib pecypca

WebSocket [Ipotokon cBs3u mnoBepx TCP-coenuHenus, mnpenHa3HAauYeHHBIA [Jis
obMeHa cooOiieHusIMU Mexny Opay3epoM U Beb-cepBepoM B pexume
peasybHOTO BpeMeHU

Bl Basa maHHBIX

Kontyp ycraHoBku

HpI/IBaTHaH CeTb, B PAMKax KOTOpOﬁ IMPOUCXOAUT 00MeH TeXHUYeCKUMU

OAaHHBIMHA MeXXy cepBepaMu MHCTAJUIAIIHUA

1o [IporpamMmmHoe obecrnieyeHue
ocC OmneparnuoHHas cucrema
Coib Crpoka J1JaHHBIX, peJJHa3HaYeHHas JJIs BEIYMCIIeHUs X3IlIa

TenanT (tenant)

JJIeMeHT MYJ'[bTI/IaPEHI[HOﬁ CHUCTEeMBbI

Xocr (host)

VYcTpoiicTBo, peiocTaBsoniee CepBUCH GopMaTa «KIHEeHT-CepBep»
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1 OBIIIME CBEJEHUSA

1.1 Haznauenmue

«MonOduc Iloura 2» — KopriopaThBHas IIOYTOBAasi CHUCTeMa /Il BeJleHUs [1eJIOBOM

IepelucKy, NJaHUPOBaHUs paboyero BpeMeH! U YIIpaBJIeHWSIMA KOHTAKTaMUd B T'OCYJJapCTBEHHBIX

OpraHu3alUsaX ¥ Ha KOMMepYeCcKrX MpelpUsTHSIX.

B cocraB nnpogykra BXOAAT:

CepBepHoe mporpaMMHoOe obecriedeHue [l OOpabOTKM BXOASMIIMX U UCXOASIIHAX
COOOIIIeHUN 3JIeKTPOHHOM MOYThI, COBMECTHOM pabOThl C KajeHAapsM{A W 3ajja4aMu, a
TaK)Xe BefleHUsI aJ]peCHbIX KHUT;

AnMyHHUCTpaTMBHAs TaHeNlb IIOYTOBOM CHCTeMBbl JUIsl yIpaBJieHUs I0JIb30BaTessIMU,

pecypcaMu U UX TPyIIiaMy, COIMCKaMU PacChlJIOK, IOMeHaMU U TeHAaHTaMU.

B cocraB nponykTa BXOAST CilefiyIolye MpUjIoXKeHus /i1l paboThl Ha KOMIIbIOTepax, B Beb-

Opay3epax ¥ Ha MOOMJIbHBIX YCTPOMCTBAX:

Beb-npunoxxenue asis ObICTpOM M yHoOHOM pabOThI C 3JEKTPOHHBIMH COOOIIEHUSIMH,
KaJleHJapsIMH, 33/1a4aMU U aJIpeCHbIMY KHUTaMU;

HacTonbHBIM TOYTOBBIM KJIMEHT Uil PaboTbl C 3JIEKTPOHHBIMM  COOOIIEHUSIMH,
KaJleH/lapsIMH, 3aJjlayaMM U aJJpeCHbIMHM KHMI'aMH Ha OIlepalMOHHBIX cucremax Linux,
Windows 1 macOS;

Mob6unbHble IOYTOBBIE IPUJIOXKEeHUS IS pabOThI C KOPIIOPaTUBHOM IIOYTOBOM CUCTEMOM
MoitOduc Ha cMapTdoHax U IJIaHIIeTax C oepalMoHHbIMUA chucreMamu Android u i10S;
Mob6unbhble npusnoxenus «MonOduc Pokycy» s yrnpaBieHUs paboduMH 3afadyaMy,
OpPraHM3allUM BCTped U CUHXPOHM3ALMM KajleHJaped Ha MOOWIIBHBIX YCTpOMCTBax B
OpraHU3alUSIX, VICIIOJIB3Y IO X oTedyeCTBEHHBIe CpeAcTBa obecrieyeHUst
MHG}OpMalMOHHOM 6e30I1acHOCTM Ha cMapTdoHAxX U IUIaHIIeTaX C ONepallOHHBIMU

cuctemamu Android u iOS.

[TogpobHOe omucaHWe BO3MOXHOCTEH IPOAyKTa MpHBeneHO B JokyMmeHTe «MonOduc

IToura. (DYHKLII/IOHHJ'II)HI)IQ BO3MOXHOCTH.

1.2 CucremubIe TpeOOBaHUSA

[Tepeuenb TpeOoBaHMII K IIPOIrPaMMHOMY U alllapaTHOMy o00eclieyeHUIO0 IIpMBe/leH B

nokymeHTe «MoiiOd¢uc IToura 2. CrucremHbIe TpeOOBaHUS.
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1.3 TpeGoBanus k kBanudpuxkauu
A nmunuctpaTtop «MoitOduc [Touta» 1oymkeH COOTBETCTBOBATH CIIEAYIOLIUM TPeOOBAHUSIM:

— JdJIMHWHHUCTPHUPOBdHUE I/IH(l)OpMaHI/IOHHbIX CHUCTeM,

— TeXHHn4ecCKoe O6CJIy)KI/IBaHI/Ie CpeacTB BBIYHUCIIUTEIbHOM TeXHUKU, Ha KOTOPBIX

ycranaBiuBaetcs [10 «MoiOducy;

— OmbIT paboTHI C omeparMoOHHBIME cucTeMaMu Linux, Windows, macOS.

Hns paborer ¢ I[1O «MoiOduc» agMUHUCTPATOPy HEOOXOAMMO O03HAKOMHUTBECS CO

CJIeAYIOIUMHA JOKYMEHTaMHU:

— «MonOduc [Toura. PykoBoACTBO 110 aIMUHUCTPHPOBAHUION;
— RFC3501 (IMAP);

— RFC5321 (SMTP);

— RFC5322 (IMF).
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2 OIIMCAHUE OIIEPAITUI

[Tonb3oBaTenu mMomay4arOT AOCTYN K GYHKIUSIM aAMHHUCTPATUBHOW TaHeIW dYepe3 Beb-
opaysep. [Ipu Heobxonumoctu 6osiee ToHkOM HacTporku B «MoiiOduc [Touray ucnomsdyercs: API.
JononHuTenbHble BO3MOXXHOCTH aIMUHUCTPUPOBAHUS OCYIIECTBIISIOTCS 4epe3 3ampocel K API,
KOTOPbIe BBITIOJIHSIFOTCS M3 JII0O0T0 MecTa, oTKyaa obecrieden joctyi kK [10 «MoitOduc ITogra» mo
cetu. IlocpenctBom API mopnmepxuBaeTcsi paboTa C TaKMMM CYIITHOCTSMU, KaK IT0JIb30BaTelIH,
IPYIIBl PACCHUIOK, Pecypchl, TEHaHTHl U T.J. B Takom ciy4dae aBTOpU3alus aJIMUHHUCTpaTOpa C
HACTPOEHHBIMU ITpaBaMu JOCTYTIa MTPOUCXOIUT IPU MTOMOIIM TOTy4YeHHs TOKeHa aBTOpPU3aIiuu (CM.

paspaen ABtopusaius yepe3 PBM API).

B ciydae ycranoBku 6e3 «MoitOduc Xpauwmiie» (PGS), oab30BaTeIM NOMy4atoT I0CTYH K

bYHKITUSIM aIMUHUCTPATUBHOM TaHeJd, B TOM YHMCJie yepe3 Beb-Opaysep.

2.1 3amyck, ocTaHOBKa U Iepe3arpy3ka CHCTeMBbI

BHHYCK IMOACHUCTEMBI OCYHIeCTBJIIETC IIPpU MHUIWAIIN3dIIUNU U 3dIlyCKe annapaTHoﬁ YaCTu
MMpOrpaMMHO-TeXHUYEeCKOT0 KOMILJIEeKCaA. ,HJ'ISI BBIIIOJIHEHUS KOMdH]J OCTAHOBKHU U IIepe3darpy3Ku
CHUCTEeMbl dIMUHUCTPATOPY HEO6XOJII/IMO o0ecIieYnTh SSh-}IOCTyrI K CepBepaM II10JJICUCTeM B KOHTYype

YCTaHOBKHU.

OcranoBka «MoiiOduc [louta» BBIIONHSIETCS C JIOOOW HOABI C TMOMOIIBIO CJIeAYIOIIHNX

KOHCOJIBHBIX KOMdH/:

docker stack rm psn-backend psn-nginx-proxy psn-mail psn-frontend

psn-etcd psn-ldap psn-postgres psn-redis <psn-syslog ng>

JlanHas KoMaH/a OCTaHaBJIUBaeT paboTy cepBUCOB, oTHOcAmKXCS kK MonOduc [Toura.

[TapameTp <psn-syslog ng> HUCIOJB3YeTCs TOIbKO B CIy4ae KIaCTepHOM yCTaHOBKU WU

TIPU BKJIFOUEHHOM 3KcIopTe coobiTui B SIEM cucremy.

HHH 3dIIyCKda OCTaHOBJIEGHHbIX KOMIIOHEHOB HEO6XOHHMO C nepBoﬁ HOIAbI pPOJIKX Proxy

BBIIIOJIHUTD CJIeAyroimre KOMdaH/IbI

docker stack deploy -c /opt/poseidon/psn-postgres-stack.yml --with-
registry-auth psn-postgres

docker stack deploy -c /opt/poseidon/psn-ldap-stack.yml --with-registry-
auth psn-1ldap

docker stack deploy -c /opt/poseidon/psn-back-stack.yml --with-registry-
auth psn-backend

docker stack deploy -c /opt/poseidon/psn-front-stack.yml --with-registry-
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auth psn-frontent

docker stack deploy -c /opt/poseidon/psn-mail-stack.yml --with-registry-
auth psn-mail

docker stack deploy -c /opt/poseidon/psn-redis-stack.yml --with-registry-
auth psn-redis

docker stack deploy -c /opt/poseidon/psn-proxy-stack.yml --with-registry-
auth psn-nginx-proxy

docker stack deploy -c /opt/poseidon/psn-etcd.yml --with-registry-auth psn-
etcd

<docker stack deploy -c /opt/poseidon/ psn-syslog ng-stack.yml --with-

registry-auth psn-syslog ng>

Komanpma <docker stack deploy -c /opt/poseidon/ psn-syslog ng-
stack.yml --with-registry-auth psn-syslog ng> HCIOIb3YeTCd TOJIbBKO B CiIydYae

KJIACTepHOM yCTaHOBKU WJIM IIPU BKJIFOYEHHOM 3KcropTe cobbituii B SIEM cucremy.

HEPEBHHYCK KOMITOHEHTOB CHCTeMbl OCYIIeCTBJIIeTCA KOMaHIOM1 cjlieqyroiiero Byuja:

docker service update --force --with-registry-auth <service>

Ime <service> — mepe3anmyckaeMblii cepBHC. [ TOJy4yeHUs CIIMCKA 3alylIeHHBIX

CepBHCOBHEOGXOHHMOIHﬂHOﬂHHTbCHEﬂYKHHYK)KOM&HHy:

docker service 1ls —--format {{.Name}}

2.2 ABTOopH3aus

2.2.1 ABTopuzamus yepes PBM API

s Toro, yToObl HayaTh paboty yepe3 PBM API, Heob6xoauMO OCyIlleCTBUTh aBTOPU3AIUIO

B Poseidon Backend Manager (PBM, BHyTpeHHMI CepBUC KOHPUTYPHUPOBAHMUS).

ns cynepnionb3oBaTesist (creator) aBTOpU3aIysi OCYIIECTBIISIETCS. CO CJIeNYIOIUMU
IapaMeTpaMy:

JloruH: creator@<domain>

[Taposp: HaxOOUTCS B IlepeMeHHON ds389 manager user WHBEHTAPHOIO Qaiiia
(cm. mokymeHT «MonOdwuc Iloura 2. PykoBOACTBO MO yCTaHOBKE ITOYTOBOTO

cepBepa 2.8», pasnen «KoHpUryprupoBaHvue HHBeHTapHOT O ¢alijia: IepeMeHHbIe»).

71 aBTOpU3alivK Clle[lyeT BBIIIOJHUTD CJIeIyIOIIKe 1eUCTBUS:
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1. 3amycTUTbh KOHCOJIb U3 JII0OO0OT0 MecTa, re peann3oBaH MocTyil kK «MoiOduc IToura» mo
CeTw.

2. IlonmyunTh TOKeH aBTOPU3allUH, BBIIIOJIHUB CleAyrollyto koManay ajiss PBM API:

curl -X POST "https://<pbm url>/v2/auth" -d "login=<login>"

-d "password=<password>"

I'ne:

<pbm url> — noMeHHOe uMs cepsepa PBM (nipeduxc Oynmer umers BUA pbm, HallpuMep
pbm.domain.com);

<login> — JIOTUH IO/ib30BaTeNsl (QAMUHUCTPATOPA), [UIsI KOTOPOI'O BBIMOJHSETCS

aBTOPH3AIHSI;

<password> — IMapoJib I10JIb30BAaTeJIA (a,[[MI/IHI/ICTpaTOpa), Uil KOTOPOI'O BBITIOJIHAETCHI

aBTOpHU3AII UL

3. B ClIy4dae YCIIeIIHOI'O BBLIIIOJIHEHWS KOMdH/bI ITOABUTCA COO6H_[eHI/Ie clenyroiiero BrUaa

(it PBM API):

{
"access_token": "<access_ token>",
"refresh token": "<refresh token>",
"expire": <expire time>,
"tenant-id": "<tenant-id>",
"role": <role>

}

I'ne:

<access_ token> — 3HaueHHe TOKeHa aBTOPH3AIIUU.
<refresh token> — 3HaueHue refresh-tokena, Heo6xoauMoro /st OGHOBJIEHUS! TOKeHa

aBTOPH3AIlHH.

<expire time> — BpeMs )KU3HHU TOKeHa.
<tenant-id> — id TeHaHTa, JIJI1 KOTOPOI'O CO3/1aeTCsl TOKEH aBTOPU3aIMH.
<role> — poOJib aBTOPHU30BAHHOI'O II0/Ib30BATEJIs, JJISI KOTOPOT'O CO3[aeTcsl TOKeH: 1 —

dIMUHHUCTPATOP, 2 - II0JIB30BATeJlIb, 3— cynep diMUHHUHUCTPATOP.

4. Tlomy4eHHBIM TOKEH aBTOPH3AI[UU UCIIONB3yeTCs MpH paboTe C KOHCONBIO CIIeAYIONM
obpazom (st PBM API):

<request> -H "Authorization: Bearer <access token>"
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e <request> — chpopMupoBaHHBIN 3a1IpOC.
5. ITomyuennsiii refresh-rokeH Bo3MOXXHO HUCITOIB30BaTh CIEYIOIIMM 06pa3oM:

curl -X POST "https://<pbm url>/v2/auth" -d

"refresh token=<refresh token>" -H "Authorization: Bearer <access_ token>"

Takas komMaH/a IIO3BOJISET OOHOBUTDL TOKEH dBTOpPH3allWH, He CO3aaBas HOBBIM. Pe3yanaT

orneparuu Oy/ieT aHaJIOTM4eH YKa3aHHOMY BBIIIIe.

2.2.2 ABTOpH3aIysa B af/IMUHICTPAaTHBHOMN ITaHeIH
st 3anycka agMUHUCTpAaTUBHOW naHenu «MonOduc» Heobxoaumo:

1. OTkpbITH BeO-Opay3ep MPH aKTUBHOM CETEBOM IOJIKITIOYEHUH.
2. Bectu ampec agMuHUCTpaTHBHOM maHenu «MouOducy» B agpecHYH CTPOKYy BeO-

6pay3epa " OCYyIIeCTBUTD Ilepexo/ 110 CChLIIKe.

AnvunuctpaTtiBHas naHenb « Mo Oduc» cuutaercs paboTOCTIOCOOHOM, eciid B pe3yJsibTare
TAHHBIX JIEeWCTBUM MOJIb30BaTeNIsl Ha dKpaHe 0ToOpa3uiiach CTapTOBasl CTPAHUIIA BXojia 6e3 BhIIAYH
coobrmienu#t o cboe B pabote. B citydae, eciii aiMUHUCTPAaTHBHAs TMaHeIb OTKPHIBAeTCS B COCTaBe

MoitOduc IIpodeccroHanbHbIN, Ha 3KpaHe BO3HUKAET IaHesb JIOruHa (cM. PucyHok 1).
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Pyccrmi - Russian -

MonOduc AQMUHUCTPUPOBaHUE

Appec 3NeKTPOHHOA NOYThI

[ alexander smirnov@black myoffice-app.ru |

Napons

BodTi

Pucynok 1 — CrapToBast cTpaHuiia npuyioxkeHus B cocraBe MonOduc

B Cliy4dae, eCjii aIMUHUCTPAaTHBHAs IMaHeJIb OTKPbIBAETCA B BHUJI€ OTHAEJIbHOI'O ITPUJIOKEHUA

MoitO¢uc Iloura, Ha S3KpaHe BO3HUKAET IMaHellb jJoruHa (cM. PucyHok 2).
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Pyccknia - Russian -

YnpasneHue no4YToBOM CUCTEMOW

Appec aNeKTROHHDA N4 T

alexander.smirmoviplime. myaffice-app.ru

Mapont

Bo#ATH

Pucynok 2 — CrapToBasi CTpaHuUIla JIsl OT/IeJIbHOTO IPUJI0XKEeHU ST
Ha crapToBoii cTpanuiie rnpejcTaBJeHbl:

— YIpaBJISIONIMM 3JIeMEeHT JJisi CMeHbl sI3bIKa C BO3MOXKHOCTBIO BbIOOpAa M3 BBINAAAIOIIEro
CITHCKa;

— mons e BBOOa JiorMHA (aZpeC  3JIEKTPOHHOM  TOYThI) MW maposs (s
3aperuCTPUPOBAHHBIX TOJIL30BATEJIEN C POJIBIO « AJIMUHHUCTPATOPY);

— KkHomka Boiru.

B ClIy4ae, eClii KOJIN49eCTBO O O0YHBIX BXOJOB IIPEBBLICUT AOIYCTUMOE KOJIM4YeCTBO, Hd
3KpaHe BO3HHMKHET Auajior 3alllMThI OT p060Ta, B KOTOpOM H€O6XO)II/IMO BBeCTH KOJ C KAapPTHUHKHU

(cm. Pucynok 3).
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Pycorwi - Russian -

MoinOduc AQMUHUCTPUPOBaHME

ALDEC FNEHTROHHDH No4TEI

I alexander. smimawn@black, myaffice-appra |

Napons

Hegedrnid aiges 30, NouWTel WK Naponie

CRMLKOM PGS HEYRAHHEIN MOMNE TOR
Bx04d. NogTeepauTe, 4TO Bl HE podaT,

RO EATE naohpam case

BoRTH

Pucynok 3 — 3ammTa oT NOBTOPHOT 0 BBOJA

B ciyyae, eciii aBTOpU3aIio Mpoles 1MoJb30BaTellb, KOTOPHIN SBJISIeTCS aIMUHHUCTPAaTOPOM

TeHaHTa, Ha 3KpaHe OTKPOeTCs] MEHIO TOJIBKO JIJIS TeKYIero TeHaHTa (CM. PucyHok 4).

F3 FeM Admin ® ¥oo= 2ox
« 4 B mailadmin-app.ruy=rusers o 2 3T

Pgs # Hoewh nonezoBaTens Q. Nouc >

MNosToaRIE AOMEHE] R DEMHNAR E-mail =

VIR @ 00000128 000001 000001 @lime. myofice-app.ru

Moynne pecypoos

@ 10023 GB 100gb@lime. myeTice-app.n
Mpyrnel paccsinok
AgvuHucTpRpoBaHue [

Pucynok 4 — OcHOBHOM 3KpaH afi/MUHUCTPAaTUBHOU MaHesH

Jlist  amMUHHMCTpaTOopa TeHaHTa JOCTYIIHAa KHONKA AJMHMHUCTPHPOBaHHe, KOTOpas

MepeBOJIMT HA KpaH JIOTMHA MaHeu aAMUHucTprupoBanus PGS.
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B CJIy4ae, ecJii dBTOPU3dITUIO Ipo1iIeix I10JIb30BATeJIb, KOTOprfI SIBJIA€TCA

CyliepaaiMUHHUCTPAaTOPOM IIOYTOBOM CHCTEMBI, Ha JKpaHe OTKpPOeTCd CIIMCOK BCeX OOCTYIIHBbIX

TeHaHTOB.(cM. PucyHok 5).

[ PEM Admin = + w - a =
< & & mailadmin-limemyoffice-app.rn/#/users o [ & 1 o
default & ® Homsif NoNsI0BATEN Q, M
Maomopeie pomeHy Mnar TAMMNNA E-mail
T
TS RZE L) QRogo12e Qo000 Qo000 @nme myatice-app.ru
Fpynnil pECYPCoE
10023 GB 100gbi@lime. myoffice-app.ru
Mpynnesl pACCEINOK
Bnan Kupun 10@lime myaffice-app.ru
pgs -
MoMTOELE MOMEHE @ 10Name10Name 10Mame10Mame10N...  SilMame 111 SitName1 11 SirName1115... 10gb@lime. myoMce-app.ru
Mone3aoeareni
o 111 111 111@lime myolce-appru
TEYMNG PECYPLos
o T1inew Tinew T1inew@ i 1inew new
FpyNnes! pACCsINOK .
¥ { 1 Fi = 4 2 a4 >

Pucynoxk 5 — OcHOBHOM 3KpaH aJIMUHUCTPATHBHOM MaHeIH

Ha ocHOBHOM 3KpaHe MpeJiCTaBJIeHbI:

— IaHeNb yIpaBJieHus, cojiepskaiasi KHONKA 4 (IloMeHATH SI3BIK) U (Brixopm);

— B KaX/IOM K3 TeHAaHTOB MeHIO s Iepexoja 1o pasfenaMm (IlouroBbie qoMeHBI,
Ilonw3oBartenu, I'pyniiel pecypcoB, I'pyninibl pacchLIoK);

— pabouasi maHesb, OTOOpaXkarolasi TeKyIIUi paszier;

[Ipu 3amycke npusioXkeHus 110 YMOJTYaHUIO OTKpbIBaeTcs naHess Ilonb3oBaTenn.

2.3 Pabora ¢ TeHaHTAMH

Tenant B «MouOduc I[loyray — 3TO Jsoruyeckas CyIHOCTb, HWMeIOIas BO3MOXXHOCTD

HCIIOJIb30BATh peCypChbl U CepBUCHI IIPOI'PAMMHOI'O KOMILJIEKCd. ITo YMO/TYdHHUIO, I10JIb30BATE/IN U

pecypchl co3natotcss B TeHaHTe default. Pabota ¢ TeHanTamu Bo3MokHa Toyibko depe3 PBM API

IMMOJIb30BdTeJIeM pPOJIK Cyliep dIMUHUCTPATOP (CM. pasnein ABTOQI/IBHQI/IH).

2.3.1 Ilony4yeHue MacCcUBa TeEHAHTOB

KOMaHJIa IMO3BOJIFET ITOJIYYHUTh MdCCHUB CYHIEeCTBYIOIINX B CUCTEME TeHAHTOB. HpHMep:
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curl -X GET "https://<pbm url>/v2/tenants" -H "Authorization:

Bearer <access_ token>"

2.3.2 JlobaB/ieHHe TeHaHTa

Jlnst moGaBieHUs TeHaHTa B CUCTeMy HeOOXOIMMO BBITIOJIHUTD CJIeTyIOITUH 3aITpoc:

curl -X POST "https://<pbm url>/v2/tenants”" -d domain=<domain>

-H "Authorization: Bearer <access_ token>"

I'ne:

<domain> — O6CJ'[y>KHB8€MbeI JOMeH TeHdHTa.

B YKAd3aHHOM BBbIIIIE IIpuMepe WM TeHdHTa 6YI[ET IIPpUCBOEHO daBTOMATHUYeCKH.

HEO6X0,HI/IMO CO30aTb TEHAHT C YKd3dHHbIM UMeEHeM, cjlelyeT IPUMEeHUTDb CJ'IEJ:[YIOH_II/II\/’I MeTon:

Ecnu

curl -X PUT "https://<pbm url>/v2/tenants/<tenant-id>" -d domain=<domain>

-H "Authorization: Bearer <access token>"

I'nme:

<tenant-id> — ums (id) co3naBaemMoro TeHaHTa.

2.3.3 Yaajnenue TeHaHTa

TeHaHT U3 CUCTEeMEBI yaandeTca CJIE}IYIOHIEﬁ KOMAaH/JI0M

curl -X DELETE "https://<pbm url>/v2/tenants/<tenant-id>"

-H "Authorization: Bearer <access_token>"

[Tapamerp <tenant-id> — o0si3aTeJieH.

2.3.4 CIIMCOK TeHAHTOB B a/IMUHHUCTPATHBHOM IaHe !

Pabora ¢ TeHaHTamMmu (OpFaHHBHHHHMH) B aﬂMHHHCTpaTHBHOﬁ I1aHeIn

peaii30BaHa TOJIBKO JJIsL I10JIL30BATeJI4, SIBJIAOIIEr OCs

CyllepaIMUHHUCTPAaTOPOM.

B CJIy4ae, eCJIv I10JIb30BaTeJIb dABTOPU30BdH OT KUMEHH CyllepaJMHUHHNUCTPATOPA:
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1. ITonb3oBarento nocrynen paszen Hacrpoiiku / Crmcok opranusanmi (cM. PucyHok 6).
[Tpu BrIOOpe JaHHOTO pa3fesia Ha SKpaHe MOSBJISIeTCs] CIMCOK TeHAHTOB (OpraHU3aIuit).
2. B nieBoi maHenu oTobpaXkaeTcsi CIUCOK TEHAHTOB, KX U3 HUX UMeeT CTPYKTYpPY:
— IlouToBbIE JOMEHHI;
— Ilonb3oBareny;
— ['pynnmsl pecypcos;

— ['pynnel pacceuiku.

& v @ % mailadminfice-app.nu/#/tenants e & ¥
HacTpoiiku o Cnucok opraHu3auui
CNMCOK CRraHnIaumxi + AoBaguTe Oprasniaune
Oprauvnzaumnasl - v -
OpranyzagHa Azkik
MouToRbIe AOMEHL]
TECTGEaA BPeMA S 7
Manszoearens PENujatn
TPynns! pecypcos TecTupoBaume QA Espaiiol .
Murr
Mpynni pacchinkm
recr2 Pyccrmn Vi
Opradd3auma TECT A... =

Mouroasie AOMEHE

Manbsceatend

Pucynok 6 — Ciucok TeHaHTOB (OpraHU3aIyi)

2.3.5 JlobaBJieHne TeHAHTa B aJIMHHUCTPAaTUBHOI aHe !

Ilns nmoGaBneHWsT HOBOTO TeHaHTa (OpraHu3anuy) HeoOXoauMO HaxaTh Jlo0aBHTH

opranusanuio. Ha skpaHe Bo3HUKHeT naHesib BBoAa (cM. PrucyHok 7).
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« Hoeasn opraHn3aumnAa

HazsaHwue

000 MNpoMbILLNEHHBLIE CUCTEMBI

D,UI".-H_‘H HOE UMA

promsystems.ru

A3blk

Pyccrui -
CoXpaHUTb OTmeHa

Pucynok 7 — Co3ganue opranuzanuu

ITocne BBO/Jld HA3BAHHI U IOMEHHOI'O UMeHHU CJIelyeT HAXXAaTb Coxpam/n‘b.

1. Ha skpane nosiButcs coobiienre « Opranusanus 1006aBaeHa.
2. HoBwlit TeHaHT (OpraHu3aliys) NOSIBUTCS B CIIUCKe OpPTraHU3allui.
3. CTpyKTypa HOBOM OpPraHU3alluu MOSIBUTCS B JlepeBe OpraHu3alliii B COCTaBe CJIeAyIoIIruX
3JIeMeHTOB:
— IlouTOBBIE IOMEHHI;
— Ilonw3oBarenu;
— [I'pynnmsl pecypcos;

— ['pynmsl pacchuik.

2.3.6 3smeHeHNte TeHAaHTa B Q/IMUHUCTPATHBHOM MaHeIH

HJISI pPedaKTUPOBAHHUA 3dlIMCHU TEHAHTd (OpI‘aHI/IBBHI/II/I) HEO6XO}:[I/IMO HaXXaTb HaAXXATb Hd

CTPOKY B CIIMCKe TeHaHTOB, Ju60 kHOmKy # . Ha 3KkpaHe OTKpoOeTcs OWaioropas MHaHeNb

PenaKTHPOBAHMS 3allIUCH TeHaHTa (cM. PucyHok 8).
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<« Hoean opraHn3aumnAa
HaseaHwe
000 MNpoMbILLNEHHBLIE CUCTEMBI

D,UI".-H_‘H HOE UMA

promsystems.ru

A3blk

Pyccrui -
CoXpaHUTb OTmeHa

Pucynok 8 — PenakTpoBaHue TeHaHTa

ITocne BBOJAd HA3BdAHHWSI M AJOMEHHOI'0O MMeHHM HAX4Tb COXPHHI/ITI), IIapaMeTpbl TE€HdHTAd

(opranmuzanum) 6yayT OOHOBJIEHBI B CIIMCKe.

2.4 JlobaBJieHue 1M0JIL30BaTe IS

2.4.1 [lobaBieHune 0/Ib30BaTeISA B IMHHUCTPAaTHBHOM MaHeIN

Jly1st co3maHusi HOBOTO TI0JIb30BaTesiss HeoOXxoauMmo IepedTd B paszen Ilonb3oBatenu u
HaxaTh KHONKYy HoBbIN mosnb3oBartenb. Ha skpaHe oTkpoeTcsi MaHeib BBOJIA JJaHHBIX HOBOTO

nonb3oBarens (cM. PucyHok 9):

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOTHUHW», 2013-2024

23



MonOdounc

& HOBEBbIW NONL30BATENL

Noruw @ rest-app.com  w
ANBTEOHATHEHBIA narnaw (UTF-5) @ -
P KpoTa
Monesosatent - 0 b
MNapone
HobBbIR naponk MeETOpHTE NAROIL
OononHuTensHbIe agpeca aNeKTROHHOW NoYThI + [oGaente agpec

NuyHan uHpopMauKns

Mms Pamunua
OT4ecTRD Citoen

OonwHoCTR OnucaHMe

lMopog

KoHTaKkTeI DomawHui Tenedion
Fadounn Tenadol Skype

PI/ICYHOK 9 — IlaHesnb BBOJIa JAHHBIX HOBOT'O IT0JIb30BATEJIS
,HJISI 3dIIOJTHEHH A HpO(l)I/IHH IMOJIb30BAaTeJId JOCTYIIHbBI Cliegyromniye 110JId:

1. U3zobpakenue («aBarap») ImoJib3oBaresis. s BbiOOpa u300pakeHHs HEOOXOIUMO
KJIMKHYTh B 00JIaCTh aBaTapa.
[Tone JIorus 151 BBOJIA JIOTHHA 0JIb30BATeJIS C MCIIOJIb30BAHMEM JIaTUHUIIBI.

3. Belnaparomuyii CiMcok /jis BbIOopa JJoMeHa JIOTMHa.
[Tone AnwrepuaruBubiii jgorun (UTF-8) nng BBojma jOrMHA C HCIOJIB30BAaHUEM
KUPUJUIUAITBI.

5. Brimaparonmii civcok i BbIOOpa JoMeHa ajlbTepHaTUBHOTO JIOTUHA.
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6. Boimamarommii CUCOK AJis BbIOOpa posu, AOCTYymHBI BapuaHThl Ilosb3oBaTens wiv
ApMuHHCTpATOP.

7. llone KBota, conepxaiiiee pasmep (B M6aiiT), orpaHUYMBAIONIMM pa3Mep XpaHUJIHUIIA
MHCeM.

8. Ilonms s BBOmAa W MPOBEpKH Taposis Tojb3oBaresis: HoBeiit maposs, IloBTOpuTe

NapoJIb.

TpeboBanus k mapoJito (MOXKHO U3MEHUTh, cM. TyiaBy Hacrpotika ETCD):

— MHHHMaJbHAad JJIMHA: 6 CHMBOJIOB;

— MakcuMaJibHag mivHa: 128 cuMBOJIOB;

— MHHHUMAaJIbHOE KOrM4ecTBO udp: 1 nudpa;

— JIONyCTUMble CHUMBOJIbI: JIATUHCKUE OyKBBbI, IUPHI, CIEICUMBOJb (UX
HaJIMuKe B IIapoJjie Heobs13aTeNlbHO): - |@#S5%" &*();

— I1apoJib He JIOJDKEH COJlepKaTh KUPUIUIUILY.

9. Pazmen [lomonHuTenbHBIE afpeca JJEKTPOHHONH MOYTHI il JoOaBJieHUS
JIOTIOJTHUTETbHBIX ITOYTOBBIX aJ[PeCOB (aJIMacoB).

10. [Tomnst st 3an10/IHEHW s TIMYHBIX TAHHBIX 110J1b30Baresis JImunas nadopmanus

11. [Tons st 3ani0/IHEHWsSI KOHTaKTHOW MH$oOpMaIuu B paszeiie KoHTaKThI.

12. ]Ins 3aBeplieHus] Co371aHUSI TPOGUIIS I0/Ib30BaTelsl HeoOXOOUMO HaXaTb KHOIKY

Jlo06aBUTH WM KHOIIKY € , pacllOJIOXKeHHYIO B JIeBOM BepxHeM YIiIy ¢popMbl BBOJA IS

OTMeHBI CO31aHH 4 I10JIb30BaTeJIs.

AI[MI/IHI/ICTpaTOpy AOCTYIIHBI BCe JerCTBUS, pacCMaTpruBdeMbleé B HACTOsIIEM
PYKOBOJCTBE, OI‘paHI/I"IEHI/Iﬁ Hd KOJIM4YeCTBO dJIMUHUCTPATOPOB «MOfIO(l)HC»

HeT.

B pe3yJibTaTe olepainnunu HOBBIM I10JIb30BaTeJIb 6YI[ET 0T06pa>1<eH B CIIMCKe II0JIb30BaTeJIeH.

2.4.2 Jlo6aByienne nosin3oBaresst yepes3 PBM API

Hobasnenue nonb3oBareneil B b/l Takxe MoxxeT O6bITh pou3BesieHo pu nomomy PBM APIL
O6s3arenpHas MHPOPMaLUS, yKasblBaemasl IIPU CO3[aHWM HOBOI'O I10JIb30BaTesis, IIpHMBelleHa B

Tabmuiie 2.
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Tabmuna 2 — Obs3arenbHas MHPOpPMaLKs IIPU CO3AHUU I10J1b30BaTes

ITapameTp PacmindpoBka
mail ITo4TOBBIN AIITUK
mailAlternateAdd
AsprepHaTtuHbii oruH (UTF-8)
ress
[Tapoms (TpeboBaHUSI K IIAPOJIIO MOXHO HU3MeHUTh, CM. INaBy HacTpoiika
userPassword
ETCD)
Posb coszpaBaemoro nosm3oBaresst. MoXHO ykas3aThb cilefylomue 3HadeHus: 1
employeeNumber

- QIMAHUCTPATOP, 2 - 0OBIYHBIN [10JIb30BaTENb, 3 - CyIlep aIMUHUCTPATOP

tenant-id

TenaHT mosL30BaTeId

cn Nms
sn damumms
[Ipumep 3amosiHeHMs [AOINOJHUTENLHOW WHQOPMAIlMK O II0JIb30BaTejie TIpUBE/IeH B
Tabmuie 3.
Tabmurma 3 — JlononHauTenbHas “HGOPMAaIlUs TPY CO3[[aHUU TT0JIb30BaTeIs
ITapameTp PacmudpoBka
[TapameTp oTOOpakeHWs TMOJNB30BaTeNs B afpecHON KHure. Bo3MoxHbIE
3Havenus: 0 - oTo6pakaeTcsl TOJILKO B MpeJjlaTaeMblX KOHTAKTax, 2 - TOJLKO
employeeType
B crucKe KoJuler, 1 - oTobpakaeTcs B CIHCKe MpeJjlaraeMblX KOHTAKTOB M
KoJuter, 3 - oTobpaaeTcsi B 000UX CIIUCKax
initials OTuecTBO
ou OTnen
title JomKHOCTD
1 HlomonHuTeNbHBIE aZipeca  JJIEKTPOHHOM MOYTHI  (TOYTOBBIe  aJMAachl).
alias
VYka3bIBaroOTCS Yepes 3aniaTyio 6e3 nmpobena
description Omucanue
HomarnrHuil HoMep TesledoHa. Mcnomnb3yoTcs TOMbKO HKUPHI U ClelUallbHble
homePhone

CHIMBO/JIbI
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ITapamerp PacmndpoBka
Pabounit Homep Tenedona. Hcmosb3yoTcst Tombko LHUGPHI U ClielUabHbIe
telephoneNumber
CHMBOJIBI
1 T'opon
telegram Telegram
skype Skype
KBoTa 3aHMMaeMoro mo4YTOBLIM SIIIIMKOM IPOCTPAHCTBA, OTJIMYHASI OT KBOTHI
quota .
1o ymoJrdanuto. Mcnoib3yorcs Tosbko 1iudphl, padMep 3ajiaeTcs: B 6aiTax
displayName OTobpakaemMoe B aipeCHOM KHUTe UMSI
Craryc 6mokupoBku nosb3oBaTess. locrymnabie 3HadeHus: 0 - 3a0610kMpoBaH;
1 - pas0mokupoBaH, 2 - moJb30BaTelb 3a0JIOKUPOBAaH W He TPHUHSII
inetUserStatus II0JIb30BaTeJIbCKOe comvialieHre. Ilosb3oBaTess co cTaTycoM 2 He MOXeT
OTIPABIATh W TPOCMATPUBATh IOYTY, TOJIbKO TNPUHUMATh. 3HAUYEHHE II0
YMOJTYaHHUIO - 2
1 S3bIk  moJsib30BaTess, [JOCTyNHble 3HadeHus:: en-US (3HaueHue 10
ang

yMmormaannio), ru-RU, es-PA, fr-FR, it-IT, pt-BR, ba-RU, tt-RU

[Ipumep cosmaHus TMOJB30BaTeNsl C POJblo agMuUHHUCTpaTtop (1) B TeHaHTe MO YMOJTYaHUIO

<tenant-id>, NOYTOBBIM HIIMKOM <mail>, maposeM <password>, HMEHeM WU Cl)aMI/IJ'II/IefI

<name> M <surname> COOTBETCTBEHHO:

curl -X PUT "https://<pbm url>/v2/users/<tenant-id>/<mail>"

-d "userPassword=<password>" -d "employeeNumber=1"
-d "cn=<name>" -d "sn=<surname>"
-H "accept: application/json"

-H "Authorization: Bearer <access_token>"

[Ipu ycrieltHOM BBITIOJIHEHUH 3alIPOC BepHeT CJIeyIOIIMNi OTBeT:

"success":

true
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2.5 ITouck nmosp3oBarensa

2.5.1 Ilouck nonnb3oBaresneil B aAMUHUCTPAaTUBHONI NTaHeJIN

Jly1s1 moricka moJsib30BaTesieil MCIOoJIb3yeTcsl IIOUCKOBasl CTPOKA, pacloyioKeHHasi B BepXHei
JyacTy naHenu pasnena Ilonbs3oBarenu.

Yrto6bI OCYy1IECTBUTH TOUCK, He0OxouMo epeiiTi B paszeit Ilosb3oBaTesnu, BBeCTH 3a11poc
B nmouckoByio cTpoky Ilouck u Haxxath ENTER.

Pe3ynbraT, CcOOTBeTCTBYIOLMI BBeleHHOMY 3ampocy, OyaeT orobpakeH B CIIMCKe

I10JIb30BaTeJieH.

2.5.2 Ilouck nonb3oBareseii yepe3 PBM API

s mosydeHus CliMcKa mosib3oBarteyied Heob6xomuMo BbIOMHUTH CURL-3anpoc GET co

CJlelyIoIIMMU IlapaMeTpaMu (CM. Tabiuny 4):

Tabmuma 4 — [TapaMeTpsl 3amrpoca MoJTy4eHusl CITMCKa M0JTb30BaTesien

ITapametp PacmndpoBka

tenant-id TenanT nosib3oBarestsi (06s13aTeNIbHBINA TapaMeTp)

Crpoka i moucka, paboTarolnas IO 3HAYeHHsM Iojed mail, cn © sn.

search BosBpamiaer mnepBylo CTpaHUIly C pe3yjbTaTaMM U 00Ilee KOJIMYECTBO
COBIIAJIeHUN
page Bribop cTpaHuIb pe3ysbTaTa, He BMeCTUBILIerocsl Ha OAWH 3KpaH

Tun coptupoBku. 0 - mo Bo3pacTranuio (B andaBUTHOM Hopsiyike), 1 - o yObIBaHUIO
sort

(B obpaTHOM TOpSAKE)

CopTHUpoBKa MO 3HAYEHUIO YKa3aHHOTO MOoJst. MoXeT IpUHUMAaTh 3HaueHus mail,
orderby
Cn U sn

IIpH BbI30OB€ KOMAdHJBbI 6e3 ImapamMeTpoB 6YH€T BO3BpdllleHa IIepBdd CTpdHHWIA CIIMCKAd

M0JIb30BaTeNeMu, OTCOPTHpPOBAaHHas I10 MO0 mail, a TaKXe Ux 06Luee KOJIN4eCTBO.

[IpumMep KoMaHABI, BO3Bpalllalollel IEepBYIO CTPAaHUIy CIIMCKA II0JIb30BaTeslell TeHaHTa

tenant-id, OTCOPTUPOBAHHYIO 110 IOYTOBOMY afipecy:

curl -X GET "https://<pbm url>/v2/users/<tenant-id>?

page=1&orderby=mail" -H "Authorization: Bearer <access_ token>"
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HJISI IMoJIyueHusa HOHpO6HOfI I/IHCl)OpMaI_II/II/I O KOHKpETHOM IIO0JIb30BaTejie CHUCTEMBI
HeO6XO)II/IMO BBIIIOJIHUTb 3allpOC C YKd3dHHMeM IIOYTOBOT0 MIMHWKa J3TOTr0 I10JIb30BAaTeJId.

OO6s3aTenbHbIe K YKa3aHUIO [1apaMeTpel — <mail> U <tenant-id>. [Ipumep:

curl -X GET "https://<pbm url>/v2/users/<tenant-id>/<mail>"

-H "Authorization: Bearer <access_ token>"

B Tekyrem penm3se 3ampoc BCeX MOJIb30BaTesled MOXKeT 3aBepIUThCS OIMMHOKOW Internal
server error. [IJi1 UclpaBieHUss HEOOXOJUMO Ha BCex HoOJaxX ldap BBHIMOJIHUTH ClieAyroIye

KOMaH/IbI:

docker exec $(docker ps -gf name=ldap) dsconf localhost backend index add
—-—-index-type eq --attr tenant-id --reindex userRoot

docker exec $(docker ps -gf name=ldap) dsconf localhost backend index add
—-—index-type eq --attr employeeNumber --reindex userRoot

docker exec $(docker ps -gf name=ldap) dsconf localhost backend index add

—-—index-type eq --attr employeeType --reindex userRoot

2.6 PemakTupoBaHue npo¢uis noJib30BaTes

2.6.1 PegakTupoBanue npoduis moab3oBaTesis B IMUHUCTPAaTHBHOM NaHeIH

Inst  penmakTvpoBaHMsT TpoguUis IO/Ib30BaTelsl HeoOXOIMMO IlepedTH B pasfen
ITonb30BaTe M HYXXHOT'O TeHAHTA M BbIOpPATh JIeBOM KJIaBUIIeH MBIIIA HY)XHOI'O I10JIb30BaTeJIs.
B oTKpbIBIIEMCS OKHe JOCTYIIHBI IIOJISL ITPOGUIIS IIOJIb30BaTeNIs JJIl BHECEHUs W3MeHeHUH

(cMm. Pucynok 10).

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOTHUHW», 2013-2024

29



MonOdounc

B naHenu pefakTripoBaHUsI [10/1b30BaTeJIs IPUCYTCTBYeT pasien Y IpaBjieHHe
KaJIeHAapsaAMH noJib3oBaTtesisi. OH JlaeT BO3MOXXHOCTb HaCTparBaTh llepefiauy KajleHJjapei
I10JIb30BaTesIsl HOBOMY Biiajieniblly. I1pu Haxkatuu Ha kHoNKy IlepemaTs Ha 3KpaHe MOSIBIISIETCS

MaHeslb Y IIpaBJieHHe KaJIeHAapsaMHu nojib3oBartens (cMm. PucyrHok 11).

+ HaSaﬂ. I ¥aanuTe nonesoceatens
Aleksandr
NarkH
Pray " Kuora
hd B3/ a1z
CMEHNTE NAPOAE
{oaniid napont MNoeTopuTe Naponk

JononHWTENEHBIE BAPECE INEKTPOHHOA NOYTEL

NMuunan nudopmaymn

*Mran

Aleksandr

HonskHocTe

Orofpamaemos UMA B OPECHON KHIIe

Alekzandr Smirnov

HKouTaute
Py

Mi Tenedan

DomawHui Tenedod

546516545

Ynpapnedne KaneHAapAMKH NONBIOBATENA

Bt mao

Mepenate

Pucynok 10 — PegakTrpoBanue mpoduis mojib30BaTeis

= CUIMH MR HECKONES0 KEREHAADER PSS

+ NoSaouTe agpee

adnucasme
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YnpaeneHue KaneHaapsaMu Nons20BaTens

HMOBbIM BAageney KaneHgapa 3aMeHk EKYLLErc B pONM OpradHdzaropa

OTmexa

Pucynok 11 — PenaktrpoBanue rpoduiist osb3oBarTes

st mepenmauv KajleHJapedl IpyroMmy I0OJIb30BaTesio CliefiyeT BbIOpaTh HeoOXOIHMble
KaJieHJapH, a Tak)ke HOBOTO Biajenbiia. [locie Haxatus Ha KHONKY I'0TOBO Ha 3KpaHe MOSBUTCS

COO6H_IEHI/Ie «KaJ'IEH,I[apI/I I1OJIb30BAaTeJId IlepeidHbl HOBOMY BJIdI€JIBITY» .

HHH COXpaHeHu4d W3MEHEeHHH B IaHeln PedaKTUPOBAHUM S I1OJIL30BaTeId HeO6XOI[I/IMO HaXXaTb

kHONIKY OOHOBHUTS, 11 BbIXO/la 6e3 n3MeHeHUH HaKaTh KHONKY € Ha3sap, pacronoXxeHHYIO B

JIeBOM BepXHeM YTJIy [aHesiu Ipoduils.

2.6.2 PepakTupoBanue npoduis nojb3osaress yepe3 PBM API

Jl7ist 0GHOBJIEHUSI U KOPPEKTHPOBKU TIOJIeN yKe CO3[MaHHBIX I10JIb30BaTellel HCIOIb3yeTcs
komauza PATCH.

O0s3arenbHBIMU IlapaMeTpdaMH, UCII0JIb3YEMbIMHU B 3dlIpocCe, BJIAIOTCAI tenant-id ¥ mail,

HaWMeHOBaHUs OCTAJIbHBIX TT0JIel yKa3aHbl B pasfiene JlobaBienue nonb3oBarens yepes PBM APIL.

[Ipumep komaHjibI, OOHOBJISIIONIEH TIOJle ou Ha 3HadeHWe «Development» u s3Ik web-

nHTepdelica 1ang Ha aHTJIMMCKUM JJIs 110JIb30BaTeNIss <mail>:

curl -X PATCH "https://<pbm url>/v2/users/<tenant-id>/<mail>"

--data-raw '[{ "op": "add", "path": "/ou", "value": "Development" },

{ "op": "replace", "path": "/sn", "value": "MailTest" }]'
-H 'Content-Type: application/json-patch+json'

-H "Authorization: Bearer <access_token>"

IIpu ycrellTHOM BBITIOJIHEHUH 3alIPOC BepHeT CJIeyIOIIMNA OTBeT:
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"success": true

2.7 biiokHpOBKa N0JIb30BaTeIs

llﬂﬂ 6HOKHpOBKH MOJIb30BaTe/Isd BBINOJIHAKOTCS OEeUCTBUS U3 pas3neia 2!O6aBHeHHe

nonb3oBarens yepe3 PBM API ¢ ykazaHueM 3HaueHuUs napamerpa inetUserStatus. JlocTynHble
3Hauenus:: 0 — 3abnokupoBaH; 1 — pa3biokupoBaH, 2 - M0JIb30BaTelb 3a0JIOKUPOBAH U He TPUHSIT
nosib30BarTesibckoe coriamieHuve. [lonb3oBaTens co crarycoMm 2 He MOXeT OTIPaBISTh U
IIPOCMAaTPUBATh MOYTY, HO IMCbMa, OTIIPaBJIeHHbIe 3TOMY I10J1b30BaTeNI0 OyaAyT NOCTaBJISTHCS B €ro
IIOYTOBBIN AIIUK.

[Ipumep GIOKMPOBKM TTOJIb30BaTeNsl <mail> TeHAHTa <tenant-id>:

curl -X PATCH "https://<pbm url>/v2/users/<tenant-id>/<mail>"
--data-raw '[{ "op": "replace", "path": "/inetUserStatus", "value": "0" }]°'
-H 'Content-Type: application/json-patch+json'

-H "Authorization: Bearer <access token>"

HpI/I YyCIielmiHOM BBITIOJIHEHHWH 3aIlIPOC BEepHET CJ'[E,[[YIOI.U,PIIZ OTBeET:

"success": true

2.8 Ynanenue nmosan3oBareis

2.8.1 Y najienune nosib30BaTesis B afiIMUHUCTPATHBHOM MaHe N

Hnsa ynanenusi npoduiisi ToJib3oBaresis ciieflyeT Iepedtd B pasfen Ilosb3oBartenn
BBIOPAaHHOI'0O TEHAHTA, 3aTeM JIeBOM KJIaBUIlIeH MBIIIN BbIOPATh HY>KHYIO 3alIMCh B CITHCKe.

Jlanee B OTKpPBIBIIEMCS TTaHEJIA peIaKTUPOBAHUS TPOGUIIsi HeOOX0IMMO:

— Haxarb kHonky B YAANWTE NONL30BaTeNs g gepxHeil YaCTH OKHA;

— Ha 3KpdHe ITOIBUTCS ANAJIOTOBA4 IIdHEeJIb, IIPUBEIeHHAd Ha PUCYHKe 12.

IIpH yAdjleHUH I10JIb30BaTeJId IIPpenoCTaBJ/IdeTCd BO3MOXHOCTL Ilepeldir ero KaﬂeHﬂBPEﬁ
APYroMy BJlaJesibIly. 3TO CBS3aHO C TeM, YTO II0CJIe yOaJIeHUs I10JIb30BdTelIsd OCTAIOTCA CO6bITI/I$[,
OpPraHr3daTOPOM KOTOPBIX OH saBisiercs. Ilocme yYAajieHrusl OpraHu3aTopa ero COOBITHS HUKTO He

MO>XeT OTMeHUThb WM U3MeHUThb. CMeHa Biafiesiblia KajleHJaps Mofpa3yMeBaeT 1o/l coboil cMeHY
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opra"usaropa y noiobHbIx cobbITui. [locie nepenayu kaneHaps Ipyromy Biajieliblly IOSIBIISIETCS

BO3MOXKHOCTh OTMEHUTD / U3MEHUTh BCTpeYH.

YaaneHwe none30BaTENA

@ Nepenarte KaneMaapn NoNLIDBATENA

OTmeHa

Pucynok 12 — Jluanor ynaneHus 1oib3oBaress

[Tpu Bxitoyenun mnepekiatodaresns IlepemaTh kaneHgapH I10Jb30BaTeNlsi Ha IaHeNH
MOSIBJISIFOTCSI T1OJIST J7Isl BbIOOpa KajleH/1apei U X HOBOT'O BJIaJIeJblIa.

[To naxatuio Ha YpmamuTh oToOpakeHUe YAAJEHHOTO II0Jb30BaTellsi B CIHCKe OyIeT
OTKJIIOYEHO, HO OKOHYATeJIbHOe yJiajeHre U3 6a3bl JaHHbIX MMpou3oiaeT Toiibko Yepe3 30 cytok. Ha

MMPOTsDKeHHWH 3TOT'0 BpeMeHH CO3[idHKe IT10JIb30BaTeJid C dHAJIOTUYHBIM JIOTUHOM HEBO3MOKHO.

2.8.2 Y nanenue nosn3oBarens yepe3 PBM API

[Tpu ymanenuun nomb3oBatenedd yepe3 PBM API ucnonb3ytorcsi o6si3aTesibHble I1apaMeTphbl:

tenant-id, mail.
Takum o6pasom, yOajleHue I10/1b30BaTeliss TeHaHTa <tenant-id> € AmMKAKOM <mail>

OCyIIeCTBJIETCA CIeAYIOIINM 3aIIpOCOM:

curl -X DELETE "https://<pbm url>/v2/users/<tenant-id>/<mail>"

-H "Authorization: Bearer <access_ token>"

[Ipu ycrieltHOM BBITIOJIHEHUH 3alIPOC BepHeT CJIeyIOIIMNi OTBeT:

"success": true
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2.9 N3zMeHeHMe KBOTHI I10JIL30BaTeIs
2.9.1 N3meHeHne KBOTHI 10/Ib30BaTeJIsA B a/IMUHUCTPATHBHOM IaHeIu

Jly1s1 yripaBJieHus pa3MepoM XpaHWJIMIIA IS uceM mosb3oBatens «MoitOduc» B pasperne

ITons3oBarTen HEOOXOOUMO:

1. BoibpaTh 71eBOM KJaBUIIeld MBIIIM HYXXHOTO I10/1b30BaTelisi B CIIMCKe I10JIb30BaTeliei

BBIOpAHHOT'O TEHAHTA.

2. B oTkpseiBIIeMCs OKHe Mpoduiis BBECTH HOBOe 3HAaYeHWe pa3Mepa XpaHWIMIA B I10Jie

KsBota (cm. Pucynoxk 11).

3. Haxxate kHOMKY OOHOBHTB /i1 COXpaHEHUsS W3MeHeHWH WM KHomky 4 Hasan,

PAacCIIOJIO’KEHHYIO B JieBOM BepXHEM YyI'JIy OKHA HpO(bHHH JJIA BBIXOOA 0e3 3MeHeHHH.

2.9.2 Namenenne KBOTHI MojIb30BaTess yepes PBM API

):[JISI W3MeHeHNs KBOThI I10JIb30BaTelIsl BIIIOJHSIOTCS JIeMCTBUS U3 pasneia PenakTtupoBaHue

npodwus nosb3oBaTesns yepe3 PBM API ¢ ykazanuem 3HadeHUs ITapaMeTpa quota (B 6alTax).

[Ipumep koMaHbl, 3afatolei KBOTy B 11'6 nmonbp3oBarens <mail> TeHaHTa <tenant-id>:

curl -X PATCH "https://<pbm url/v2/users/<tenant-id>/<mail>"
-—-data-raw '[{ "op": "replace", "path": "/quota", "value": "1073741824" }]'
-H 'Content-Type: application/json-patch+json'

-H "Authorization: Bearer <access_token>"
IIpu ycrielltTHOM BBITIOJIHEHUH 3alIpOC BepHeT CJIeyIOIIUNA OTBeT:

"success": true

[Tpu 3ampoce nH$pOpMaUK O OIb30BaTeNIe KBOTA 0TOOpaXkaeTcs B KMII0OANTax.

2.10 lonostHuTeILHBIE afpeca 3JIeKTPOHHOM ITOYTHI

HOHOJIHI/ITEJIbeIe aipeCa SHeKTpOHHOfI ITOYTHI UCITOJIB3YIOTCA AJI ITePeChblJIKA COO6I.[I€HHI>1.

2.10.1 /TobaB1eHre JONOTHUTEIHLHOIO afipeca B afiIMUHHUCTPAaTHBHOM IaHeIx

Ins  pobaBiieHWs JOMOJHUTENBHOTO IOYTOBOTO ajipeca IIOJb30BaTelsi B pasferne
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ITonn3oBaTenu HEOGXOHI/IMO BBIIIOJIHUTD CJlefyronme e CTBUSL:

1. BriOpaTh J1eBOM KiIaBUIEH MBI HYXXHOI'O IIOJIb30BaTelsl B CIIMCKe I10JIb30BaTesiei
BBIOPAHHOT'O TeHAHTA.

2. B otkpbiBiIeMcsi okHe Ipoduisi mosb3oBarenst B paszieie JlomosiHUTeIbHBIE ajapeca
3JIeKTPOHHOI MOYTHI HAXXaTh KHONKY JlobaBuTh anpec (cMm. Pucynok 11).

3. B mnosBuBmemcs 1oje Apnpec 3JeKTPOHHOH HOYTBI BBECTU IIOYTOBBIM ajpec

I10JIb30BATeJId, 3dTeM BbI6paTb JOMeH M3 BhIIIaJdlomniero CIiMcka.

4. Haxatp kHOnKy OOHOBHUTB Ui COXpaHeHMs U3MeHeHMH wid KHonKy < Ha3sap,

PacIioJIOXKeHHYIO B JIEBOM BepXHeM YyTJly OKHa pouiIs 1yl BbIxoa 6e3 n3MeHeHUH.

2.10.2 TobaB1eHue ONOIHUTEILHOrO afpeca yepez PBM API

,HHH HO63BH€HHH II04YTOBOI'O da/IMaca BBIITOJIHAKOTCA IerCTBUS n3 pa3neia

JlobaBnienue nosib3oBaresnis yepe3 PBM APl ¢ yka3aHueM 3HayeHUs1 mapametrpa alias. Ecmu

aJIMacoB HEeCKOJIbKO, OHU YKa3bIBAIOTCS Uyepe3 3amsTyio 6e3 mpobera.
HpHMep KOMaH/bl, 3aJlaiollel alrac MoJjib30BaTels <mail> TeHaHTa <tenant-id>:

curl -X PATCH "https://<pbm url>/v2/users/<tenant-id>/<mail>
--data-raw '[{ "op": "add", "path": "/alias", "value":
"test2@gost.myoffice-app.ru"},
{ "op": "add", "path": "/alias", "value":
"test3@gost.myoffice-app.ru"}]"’
-H 'Content-Type: application/json-patch+json'

-H "Authorization: Bearer <access token>"

[Tycroe 3HaYeHue rnmapamMeTpa alias mpu Hanu4uu 3aroJjioBKa
"isAdmin":"webAdminSolo" ypanser Bce HMMeloluecsi anvachkl. OOpaThTe BHHMaHHe, 4TO
3alpoc, MMEIONMM JIaHHBIA 3arojiIOBOK, TakKe YOAIUT BCe HeoOs3aTelbHBIe I1apaMeTphbl
nosb3oBarens. IloaToMy ecnu CTOUT 3afada OYMCTUTL ajavackl, HO IIPU 3TOM COXPaHUTH BCe
oCTa/lbHble I0JIS, HeOOXOAMMO IIpeBapUTENIbHO IIOIyYUTh BCe I1apaMeTphbl I10JIb30BaTelis, Kak

onucaHo B pasfene [louck nonb3oBarenent yepe3 PBM API, u panee mnepepatb UX B JJaHHOMU

KOMaHJIe.
[Ipumep kOMaH/IBI, YAJSIONIEN BCe ajluachl 0JIb30BaTeNsl <mail> TeHaHTa <tenant-id>:

curl -X PATCH "https://<pbm url>/v2/users/<tenant-id>/<mail>"

—--data-raw '[{ "op "remove", "path": "/alias/test2@gost.myoffice-

app.ru” }]'
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-H 'Content-Type: application/json-patch+json'

-H "Authorization: Bearer <access token>"

HpI/I YyCIielmiHOM BBITIOJIHEHHWH 3aIlIPOC BepHET CJ'[E,[[YIOI.U,PIIZ OTBeET:

"success": true

2.10.3 Y nanenue 1ONOJIHUTEIHHOTO ajipeca

HJ’IH yaajneHus JOITIOJIHMTEJIBHOT'O aJipeca SHEKTpOHHOfI ITIOYTHI B

IIaHeJI IPOGUIIS IT0Ib30BaTe I HEOGXOJ:[I/IMOI

1. Haxatb KHOIIKY m CIIpaBa OT CTPOKH JOIIOJIHUTEJIbHOI'O aJipecad.

2. Haxarbp kHomky OOHOBUTBH [Jis COXpaHeHUs W3MeHeHUN wuiaM kHomnky < Ha3ap,

PacCIIOJIO’KEHHYIO B JieBOM BepXHEM YI'JIy OKHd HpOCl)I/IJ'ISI JJIA BBIXOOA 0e3 u3MeHeHUH.

2.11 N3mMeHneHne apoJisi OJIb30BaTeJIsI

2.11.1 Vi3meHeHue napoJis 0JIb30BaTe/Is B a/IMUHUCTPATUBHOM aHeIH
s n3ameHeHus mapoJis rmosib3oBaresis «MoiOduc» B pasnene Ilosb3oBaTenu Heob6XOAUMO:

1. BribpaTh B 00IleM CIIKCKe IOJIb30BaTeNs, MAapoJib KOTOPOr0 HeoOXOAMMO HW3MEHUTb,

3aTeM JIBOMHBIM KJIMKOM MBI OTKPLITH ITIdHeJIb PeIdKTHDOBAHK .

2. B OTKpPbIBIOIEMCS OKHe HpOCl)I/IJ'ISI ITIOJIb30BATEJIA B Ppa3feiie CMeHuTh IIapoJjib BBeCTHU

HOBBIN I1apOJIb I10JIb30BATEJIA B ITOJIAX Hosprii IIapoJjb "1 HOBTOpHTE IapoJib.

3. Haxarp xHOonky OOHOBUTBH [Jis1 COXpaHeHHsI u3MeHeHWM wid kHomnkKy < Ha3apn,

PAacCIIOJIO’)KEHHYIO B JIeBOM BEpXHeEM YTI'JIy OKHA HpOCl)I/IJ'IH JJIA BBIXOd 0e3 u3MeHeHUH.

TpeboBaHusI K 11apoJIto NpHBe/ieHbl B I1aBe Jlob6aByieHue 1moap30BaTers.

2.11.2 Nisamenenue napoJis nojn3oBares yepe3 PBM API

HJISI HU3MeHeHHd IMapoJid I10JIb30BATeIA BBIITOJTHAIOTCA JeHCTBUS u3 pasfeiia

PenaktrpoBanue npoduiis monp3oBarTens JaHHOTO PyKOBOJICTBA C YKa3aHUEM 3HaueHMs MapaMeTrpa

userPassword.
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HpHMep KOMaH/Ibl, 3aJaroIen I1apoJib <password> MO0Jib30BaTejld <mail> TeHaHTa

<tenant-id>:

curl -X PATCH "https://<pbm url>/v2/users/<tenant-id>/<mail>"

--data-raw '[{ "replace", "path": "/userPassword", "value":

op
"Reader02" 3}]°
-H 'Content-Type: application/json-patch+json'

-H "Authorization: Bearer <access_ token>"

HpI/I YyCIiellTHOM BBIIIOJIHEHHWH 3aIIPOC BepHET CJ'IE‘I[YIOH_[I/Iﬁ OTBET:
{

"success": true

2.12 Pabora c rpynmamu pecypcoB

Pecypc B «MoiiOduc Iloura» mnpexacrasyiseT coO0M MHCTPyMeHT il paboTel C
3aHMMaeMbIMHM Ha 33/IaHHBIM IIPOMEXYTOK BpeMeHM oOBbekTaMHu. B BHue TakuX OOBEKTOB MOI'YT
BBICTYTIaTh, HAIIPUMep, BUPTyallbHble WM PU3NYeckue IeperoBOpHble KOMHAaThl. TakuM 06pasom,
IIOJIb30BATeIM IIOYTOBOTO KJIMeHTa WMeIT BO3MOXXHOCTb OpOHMpPOBAaTh 3T OOBEKTHI (T.e.
HeIIOCPeJICTBEHHO pecypchl), @ UHGOpMaLus 0 HUX OyZeT BHUIHA BCeM I0JIb30BaTesIsIM TeHaHTa I1px
CO3[IAHUU COOBITHSI B KJIUEHTe.

Jlyis Hayana paboThl C UHCTPYMEHTOM HeoOX0JJUMO CO3JjaTh B TeHAHTe CllellMajibHble TPYIIIbI

u )106aBI/ITb B HUX IlJIaHWpYyeMbIe K NCIIOJIb30OBAHUIO PeCYpPCHhI.

2.12.1 Co3pganue rpynnsl pecypcoB B aJIMUHHUCTPAaTHBHOM NaHeJIH

Yrobbl cO3MaTh HOBYIO TPYNIy PecypcoB, B aAMUHUCTPATUBHOM IaHeIu HeobX0IuMOo
nepeiiTy B pasnen I'pynmbl pecypcoB u HakaTh kHoNKy HoBast rpymma pecypcoB. B nipaBoii yactu

pabouert 06J1aCTH OTKPOETCsI ITaHeNIb BBOJIJa UMeHU HOBOM rpynnbl (cM. PucyHok 13).
st no6aByieHys HOBOM T'PyIIIbI peCypcoB CllefyerT:

1. B none HazpaHue rpynmnbl pecypcoB BBeCTH MMsl CO3[jaBaeMOU T'PYIIIIHI.
2. Haxarp xkHOnKy COXpaHHTBH /JIs CO3[IaHUS IPYIIIBI C YKa3aHHBIM MMeHeM WJIM KHOIIKY

OTMeHa JJIs1 OTMEeHbI CO3[IaHK A I'PYIIIIBI U BBIXO/id 6e3 COXpaHeHMUHsl.
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3 PEM Admin x +

&« & @ mailadmin -app.ru/#/resource_groups/group/new or [ & v

-

. pgs (® HosaA rpynna pecypcoe

a Hoean rpynna

MoYTOBbIE AOMEHEI HassaHue rpynnel pecypcos

Hazeasng reynne peoyEcon

rpynnkl pecypcos

OTMeHA COXpaH!Thb
rpynNNbl pacCeINOK

L] *

Pucynok 13 — Co3panue rpyIninsl pecypcoB

B pesynbrarte oneparuu B crivcke 6yer orobpakeHa HOBasI TPyTINa.

2.12.2 Co3panue rpynisl pecypcoB depe3 PBM API

st TonydeHHWs] CIIMCKA YKe HWMEIOLMXCsS TpPYyNI pecypcoB TeHaHTa <tenant-id>

(obs13aTesnibHBIN TapaMeTp tenant-id) HEOOXOJIUMO BOCIIONIb30BAThCSI KOMAHAOW BU/IA:

curl -X GET "https://<pbm url>/v2/resourcegroups/<tenant-id>"

-H "Authorization: Bearer <access_ token>"

COB)IaHI/Ie T'PYIIIIBI peCypCOB BBITIOJIHAECTCSA KOMaHJI01 clliegyromiero syuja:

curl -X PUT "https://<pbm url>/v2/resourcegroups/<tenant-id>/<name>"

-H "Authorization: Bearer <access_ token>"
['me <name> — UMs co3maBaemMoi TpyIibl, 06sI3aTeNIbHBIN TapaMeTp.

[IeperimeHoBaHMe TPYIIIIBI PpECYPCOB BBITIOIHSIETCSI KOMaHIOM ClleTyIoIero BUia:

curl -X PATCH "https://<pbm url>/v2/resourcegroups/<tenant-id>/<name>"

—-—-data-raw '[{ " ": "replace", "path": "/name", "value": "newName" }]'

op
-H 'Content-Type: application/json-patch+json'

-H "Authorization: Bearer <access_token>"

['me <newName> — HOBOe UMSI TPYIIIIHI.
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2.12.3 Y nanenue rpynnsl pecypcoB B aIMHUHHCTPAaTHUBHOMH ITaHEIN

J1st ynaneHus rpynnbl pecypcoB HeobxouMo IepeiTu B paszes I'pynmel pecypcoB, 3ateM
BBIOPATH JIeBOY KJIAaBUIIIEH MBIIIM HY)XXHYIO TPYIINY B CIIMCKe.

Jlanee B OTKpPBIBIIEMCS TTAHEJIA CO CIIMCKOM T'PYIIIbI pecypcoB HEOOXOAUMO:

— HAXAa4Tb KHOHKym B BerHEIZ HpaBOﬁ YaCTH OKHa,
— I[IOATBEPOHUTH HeO6XOHHMOCTb yaajieHusa B OTKPBIBHIEMCA  OHUAJIOTOBOM  OKHEe

(cm. Pucynok 14):

YOanwTe rpynny pecypcos

Bel A2lCTEMTENLHD XOTUTE YOANWTE FPYNNY pecypcos Hoeaa rpynna ?

OTMeHa ¥oanute

Pucynok 14 — [TonrBepsxneHue ynaneHus IpyIibl PeCypcoB

['pymmia pecypcoB OyzeT ynaneHa U3 CIUCKa.

2.12.4 IlepeMeHOBaHue rPpyNNbl pecypcoB B a/IMHHHCTPAaTHBHOMN ITaHeIH

Ilnsi neperMeHOBaHUSI TPYNIbI pPecypcoB HeoOXOJUMO TMepedTH B pasfen I'pynmsl

pecypcoB, 3aTeM BbIOpaTh JIeBOM KJIaBUILIEH MBI HY>KHYIO IPYIITY B CIIHCKe.

Jlasnee B OTKpBIBILIEMCS TTaHEJIW CO CIIMCKOM PeCypCcoB HeoOXOJMMO OTpelJlaKTHpOBaTb UMS

IPYIIIBI B [10JIe C UMeHeM M HaXkaTb KHOIKYy IlepernMeHoBaTh.

Wms rpynnsl 6yzeT o6HOBIIEHO.

2.12.5 Y nanenue rpynnsi pecypcoB yepe3 PBM API

[Tpu ynanenuu rpynmsl peCypcoB BMecTe C Hell y/IaJsiFoTCSl BCe BJIOXKEHHbIe B Hee peCypChl.

HJISI BBIIIOJIHEHUS JeMCTBUS HeO6XOI[I/IMO BOCIIOJIb30BaThCS KOMAHI0MU cjieqyroiuiero Byja:

curl -X DELETE "https://<pbm url>/v2/resourcegroups/<tenant-id>/<name>"

-H "Authorization: Bearer <access_ token>"
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2.13 PaboTa c pecypcamu

2.13.1 Jlo6aBieHne pecypca B aAMHHHCTPAaTUBHOI NaHeIH

Yrobbl H06aBHUTH HOBBIM pecypC B TpYIIY pecypcoB, HeoOXOIWMO IepedTH B pasfien
I'pynnel pecypcoB B aJIMUHHCTPAaTUBHOM IaHeNIW W BbIOpaTh I'PylIy, B KOTOPYI HeOoO6XOOMMO
no6aBuTh pecypc. B mpaBoit yactu paboueil o6siacTh OTKpOEeTCs IepeueHb PeCcypcoB, BXOJSIIMX B
rpymmy.

Hanee cienyer:

1. Haxatp kHOnIKY HOBBII pecypc, 4TOOBI 3aI10JIHUTD 10JISI BHOBb CO37JaBaeMOI'0 pecypca.

B otxpeiBiemMcs okHe BBectr MM, Agpec, I'opon, Omacanue (cM. PrucyHok 15).

Haxartp KHOIIKY COXPHHI/ITI: JJIL CO3daHUA peCypCd WUJIM KHOIIKY OTmMmeHa JAJIsI OTMEHDI

CO3/IaHUsI pecypca ¥ BbIXojia 6e3 COXpaHeHHUsI.

— HoELIN pecypc

|__." MA

Aflpec @ Tltestru

[opog

CDnucaHne

Pucynok 15 — Co3nanue HOBOTO pecypca

B pesynbrare onepanuu HOBBIM pecypc OyIeT oToOpaXkeH B CIIMCKe PecypCoB, BXOMSIIMX B

TeKYIyI0 FPyIIy.
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2.13.2 JlobaBiienne pecypca uepes PBM API

JIns 1osrydeHMsl CIIMCKa YXKe HMMEIOLIUMXCS PecypcoB B TeHaHTe <tenant-id> TIpyIIIBI

<gname>IHD6XOHHMOBOCHOHHMB&HﬂﬂKOMaHﬂOﬁBHH&

curl -X GET "https://<pbm url>/v2/resources/<tenant-id>/<group>"

-H "Authorization: Bearer <access token>"

['me group — uMsl co3aBaeMom I'pyIIIbI.

[TapameTpsl tenant-id U group 00s3aTeIbHBI K YKa3aHUIO.

CosmaHue pecypca B TeHaHTe tenant-1id BBIIOJIHSETCS KOMaHJIOM CIlelyIoiero Brja:

curl -X PUT "https://<pbm url>/v2/resources/<tenant-id>/<group>/<mail>
-d "displayName=<displayName>"

-d "description=<description>"

-d "l=<1>"

-d "employeeType=<employeeType>"

-H "Authorization: Bearer <access_ token>"
['ne ob6si3aTenbHBIE TApaMeTPHI:

— displayName — UM CO3[IlaBaeMOr'o pecypca,
— group — UM CO31aBaeMOH I'PYIIIILL;
— mail — co3maBaeMbld Il pecypca IOYTOBBIM SMK. [To wnpeHTHdMKaTOpy IaHHOrO

SITIMKa pecypc 106aBisieTcst B COObITHE.
Heobs3aTenbHbIe TapaMeTphI:

— description — onucaHHUe pecypca,
— 1 - ropofx, yka3blBaeMbIl [ pecypca.
— employeeType — IapamMeTp OTOOpakeHWsl II0JIb30BaTesss B ajpecHOW kHure. 0 —

oToOpaXkaeTcsi TOJIBKO B IIpe/jlaraeMbIX KOHTaKkTax, 1 — orTobpaxkaeTcsi B CIHCKe

ImpeajiaraéMbIX KOHTAKTOB U KOJLJIET, 2 —He OTO6pa)KaeTC$I.

Pecypc moxeT 6bITh co311aH TosIbKO B I'pymme pecypcos.
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2.13.3 OoHoBJIeHHe pecypca B aAMHHUCTPAaTHBHOM IaHeIH

Jliis obGHOBIIeHUsT pecypca HeoOXOAMMO TIepedTH B pasfen I'pymmsl pecypcoB, 3aTeM

BBIOpATH JIEBOU KJIABUIIIEH MBI HY)KHYIO TPYTIITY B CITHUCKe.
-
Jlaee B OTKPBIBIIEMCS [AHEIH CO CIIMCKOM PECypCOB HaXaTh KHOIKY # Ha BbIGPAHHOM

pecypce.
B oTkpbiBielics maHenw OTpefAakTUPOBAaThb HEOOXOAWMBble IIOJIsi pecypca, 3aTeM HaXaTb

kHornky Coxpanurs (cM. Prucynok 16).

— HoEBIA pecypc

|__," Tl=

Afpec @ Testru v

[opog

JnucaHne

Pucynoxk 16 — Ilanens pelakTipoBaHUs pecypca

2.13.4 OonoBienue uangopmanum o pecypce uepe3 PBM API

CucreMa 103BOJISIET IOTOJHSTh U OOHOBJISTH MHGOPMAIIMIO 00 yXXe CO3IaHHBIX pecypcax.

I[JISI I'IO):[O6HBIX onepaumﬁ cjieyeT BbIIIOJIHUTh KOMdHY CJIEAYIOIIero Buja:

curl -X PATCH "https://<pbm url>/v2/resources/<tenant-id>/<group>/<mail>

--data-raw '[{ "op": "replace", "path": "/displayName", "value": "test2res"

I
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-H 'Content-Type: application/json-patch+json'

-H "Authorization: Bearer <access token>"

Omnucanue napaMeTpoB aHAJIOTMYHO IIPHMBeIeHHOMY B pasfiesie JlobaBieHune pecypca depes

PBM API. [To4ToBbI} SIIMK pecypca U IPyNIly, B KOTOPOW OH COCTOUT, U3MEHUTh JaHHBIM MeTO[I0M
HeJb3sl.
Jliis mpeBpailleHMst pecypca B ZOOM-KOMHATy IIOC/le CO3[JaHMUsl pecypca Heob6Xxoaumo

OTpelakTUpoBaTh Kito4 psn/zoom B ETCD Browser (cm. pazgen Hacrpoiika ETCD).

2.13.5 Yanenue pecypca B aAMHHUCTPaTUBHOM ITaHeIN

s ynaneHus pecypca HeoOXOAMMO TeperTH B paszfesl I'pynmbl pecypcoB BbIOpaHHOTO

TEeHAHTa, 3aTeM BbIOPATh JIeBOW KJIAaBUIIIeN MBI HYXXHYIO TPy B CITHCKe.

Jlanee B OTKpBIBIIEMCsl IIaHeJId CO CIKCKOM PeCypCcOB HaXaTb KHOHKymHa BbIOPaHHOM
pecypce M TIIOATBepPJWTb HEOOXOAMMOCTb yJajeHuss B OTKPBIBIIEMCS JWaJIOTOBOM OKHe

(cm. Pucynok 17).

Ypoanute pecypc

Bul AeiCTEMTENBHO XOTHTE Y4anuTe pecypc rooml ?

Pucynok 17 — IlonrBepxieHue ynanieHus pecypca

Pecypc Oyner ynarneH u3 cucka.

2.13.6 Y nanenme pecypca yepe3 PBM API

Ins ymameHusi pecypca HeoOXOJMMO BOCIIOIb30BAaThCS KOMAHIOW CJeAyIoIero BHA

(mpuBeneHa /Jisl TEHAHTA <tenant-id> pecypca <mail>):

curl -X DELETE "https://<pbm url>/v2/resources/<tenant-id>/<group>/

<mail>" -H "Authorization: Bearer <access token>"

2.14 Pabora ¢ paccelIKaMu

2.14.1 Co3ganue rpynnsl pacChbLJIOK B aIMHHUCTPAaTUBHOM ITaHeIN

Yrobbl cO3MaTh HOBYIO TPYNIy PacChlIOK B aMUHUCTPAaTUBHOM I1aHeNM HeobXoJuMo

nepeiTy B pasfen I'pymmbl pacchlIoOK UM HaxkaTbh KHONKY HoBast rpymma paccelinok. B npaBou
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yacTu pabouel 06JaCTH OTKPOETCs MaHesIb BBOJIa IaHHBIX rpynnbl (cM. PucyHok 18), conepkarias

clegyromye 1oJis:

1. WM rpynnsl ¥ agpec COOTBETCTBYIOIIErO e IIOYTOBOTO SIIIMKA.
JlomMeH IpyInbl pacChUIOK - BBIMAAAIOIIMI CIIUCOK, COJIeP>KAIMK IOCTYITHbIe BAPUAHTHI.

3. CIHCOK y4aCTHUKOB T'PYIIIBI - BBITAJAIOIMIMM CIIMCOK, COJepKalllii MMeHa BO3MOXHBIX
Y4YaCTHUKOB.

4. dnaxox OTKIOHATH COOOIIEHHs, OTHPABJICHHbIE IPyIIIe ¢ BHEIIHHUX aJipecoB Uis
HACTPOMKU TOJTy4YeHHUs BHEIITHUX COOOITIeHUH JJaHHOW TpyTIiTie pacChlIOK.

5. KHomka mis coxpaHeHHs TAHHBIX HOBOU rpymibl (CoXpaHHTB).

d PEM Admin £

&« & @ mailadmin-app.ru/# maillists/maillist/new o k= i

default - () Hoean rpynna pacceinok HoBas rpynna

MoMTOBbIE AOMEH! Wima

K FRYNN @ adams.org -
Nonesosareny

Walters, Robles and Madden m
Fpynnsl pecypoos FHBCTHHI -
Dorsey-Christian o
Fpynntl pACCHINGK
() OmenosaTs cooflysHus, OTNPIENEHHEIE TDYANE C BHSWHIK S4DECOB
Cook, Davis and Frederick m

OTMeHE

Pucynok 18 — [Ianesnb co3nanus rpynmnsl pacchliIOK

[To naxkarrio Ha kHONIKY CoxpaHuTh Oy/ieT co3/laHa HOBasi TPYIINa pacChIOK.

2.14.2 Co3panue rpynisl paccoliiok yepes PBM API

1. I[J'[SI INoJIydeHHrsd CIIMCKAa Yy’Ke HUMEIOIINUXCd TI'PYIIl PACCbUIOK TeHdHTAd <tenant-id»>

HQO6XO)II/IMO BOCIIOJIb30BAThCSl KOMaHIOU BUIA:

curl -X GET "https://<pbm url>/v2/maillists/<tenant-id>"

-H "Authorization: Bearer <access_token>"

I'ne:

— tenant-id — TeHAHT BBIIOJIHIEMOM orlepaliuu, 06s3aTebHbIN [TapamMeTp.

2. Co3nanue TPyNIibl pacChlJIOK BHITIOIHSETCS KOMaHIOW CllelyIoIlero BUia:

curl -X PUT "https://<pbm url>/v2/maillists/<tenant-id>/<mail>"

-d "alias=<alias>"
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BHUA:

-d "displayName=<displayName>"
-d "employeeType=<employeeType>"
-d "accessTo=local only"

-H "Authorization: Bearer <access token>"

['me obs13aTebHBIMY [TapaMeTpaMHU SIBJISIFOTCSI:

— tenant-id — TEeHAHT BIIOJIHSEMOM Ollepalvy;

— mail — [IOYTOBBIN SALIMK I'PYIIIBI PACCHIIOK;

— alias — y4YaCTHUKHU TpyInbl paccbulok. CHHTAaKCUC yKa3aHUs MOYTOBBIX SIIIUKOB M

aJIMacoB sl KOMaH/Ibl CIeTyIOIIHM:

-d alias=\"[\"emaill@test.ru\",\"email2@test.ru\"\]

— displayName — oTobpakaeMoe UMsl CO3/IaBaeMOM TPYIIIbI PACCHUIKHY;

Heobs3arenbHble napaMeTpsl:

— employeeType — BapuaHT OTOOpa)KeHWsl TOJIb3oBaTesiss B ajipecHOM kHure: 0 —
OTOOpakaeTcsi TOJBKO B TMpeJjlaraeMblX KOHTakTax, 1 — oToOpajkaeTcs B CITHCKe
npeijlaraeMbIX KOHTAKTOB U KOJIJIeT, 2 — He oTobpakaeTcs. 3HaueHUe 110 yMOT4aHHUo 1;

— accessTo — BO3MOXHOCTH ITIOJIy4eHHs ITHCeM TOJIbKO BHTYPH CTeHJd, 3HauyeHHe II10

yMmoirdanuio local_only.

3. Jlns nonydeHust ”HOpPMaIMY O KOHKPETHOU IpyIiIe UCII0JIb3yeTcss KOMaHa ClleyoIero

curl -X GET "https://<pbm url>/v2/maillists/<tenant-id>/<mail>

['ne ob6s13aTeTbHBIMU ITapaMeTpaMu SIBJISIOTCS:

— tenant-id — TEHAHT BBITIOJIHSIEMOU OTlEpaIlny;

— mail — MOYTOBBIN SIIKK IPYIIIBI PACCHUIOK.

2.14.3 O6HoBJIeHHe rpynmbl paccblIoK yepe3 PBM API

Cucrema 1O3BOJISIET JOTMOJHATh M OOHOBIATH WHGOPMAIIMIO 00 HMMEIOIUXCS Ha cepBepe

r'pyIiax paCCbUIKH. HJ’[H HOI[O6HBIX onepauI/Iﬁ areayeTr BbIIIOJIHUTE KOMdHY CJIEAYIOIIero Buid:

curl -X PATCH "https://<pbm url>/v2/maillists?tenant-id=<tenant-id>

--data-raw '[{ "op": "replace", "path": "/displayName", "value":

"testgroup" 1},
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{ "op": "add", "path": "/alias", "value": "userO@gr.myoffice-

app.ru" 1},

{ "op": "add", "path": "/alias", "value": "userl@gr.myoffice-

app.ru” }1°
-H 'Content-Type: application/json-patch+json'

-H "Authorization: Bearer <access token>"
[ne:

— tenant-id — 00s3aTeNILHBIN I1apameTp, TeHdHT BBIMIOJIHSIEMOM OIrepdliuu;

— mail — obs3aTeNbHbIN MapaMeTp, TOYTOBBIN SIIKMK I'PYIIIbI PACCHIIOK.
[TapameTpsl [7151 UBMEHeHU S

— displayName — HeoOs3aTelbHbIM TapaMeTp, 0ToOpaXkaeMoe MMsl TPYTIIIbI PACChIIOK;

— newMail — HeoOsi3aTeJbHBIM I1apameTp, depe3 J@HHBIM I1apaMeTp BO3MOXHO 33/1aTh
HOBBIM ITOYTOBBIH SIIMK JIJIS TPYIIIIBL;

— accessTo — Heobs3aTenbHBIM IIapaMeTp, 3HaueHue 1o ymomnuaHuio local_only, mms
OTKJIIOYEeHHUd BO3MOXHOCTH IIOJIy4YeHHA IIhMCeM TOJIbKO BHYTPU CTeH]ad, H806XOIII/IMO
BBIIIOJIHATB 3a11poc 6e3 mepeiayy apamerpa;

— alias — HeoOs3aTelbHBbIM ITapaMeTp, IPU IIOMOIIM IAHHOI'O I1apamMeTpa BO3MOXHO

}106aBI/ITb YYaCTHHUKOB B I'PYIIITY PACCBIJIKH.

2.14.4 Y nanenue rpynnsl pacchlJIOK B aJMUHUCTPAaTUBHON NaHeIH

s ynanenus: pecypca HeobxoiMMo TmepelTy B paszien I'pynmbl pacchLIok HEoOX0IMMOro
TeHaHTa, 3aTeM pAAOM C Heob6XOOMMOM TIpYNNOM HaxaTh KHONKY [IJ, Jajgee HOATBepAMTDH

HeoOXOIUMOCTh YIalIeHusl B OTKPBIBIIIEMCSI IarioroBoM okHe (cM. Pucynok 19):

Ypoanute pecypc

Bul AeCTEMTENBHO XOTHTE Y4anuTe pecypc rooml ?

Pucynok 19 — IloaTrBepkieHue yaneHus TPYIIIbI PACCHITKA

Bri6panHas rpy1mmna OyzeT yaajneHa U3 CIucKa.
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2.14.5 Y nanenue rpynns! paccsliok yepes PBM API

Jliis ynanmeHUsl TPyIIIbl pacCbUIKM HEOOXOJMMO BOCIIOIb30BaTbCS KOMAaHION Clle/lyIoIero

BHU/A:
curl -X DELETE "https://<pbm url>/v2/maillists/<tenant-id>/<mail>"
I'ne:

— tenant-id — 00s3aTeNbHBIN IIapamMeTp, TeHdHT BBITNIOJIHSIEMOH orrepdaiuu,

— mail — obs3aTeNbHbIN MapaMeTp, TOUYTOBBIN SIIKK I'PYIIIBI PACCHIIOK.

2.15 CunxpoHu3anys aJpecHON KHUTH C BHEIITHUMH HCTOYHUKAMU TaHHBIX

Ha nanHbIi MOMEHT TO/ITIepKUBAeTCsl CHHXPOHU3AIUS ¢ buTpukc 24 u cryk60i KaTaloroB.
[Tepen wucnosib3oBaHMEM METOJIOB HeoOXoauMo 3anonHuTh 3HaveHuss B ETCD  Browser

(services/ad wmmm services/bitrix24, oM. pasgen Hacrpoiika ETCD  pmanHOro

PYKOBOJICTBA).

st butpukc 24 ucnonbdyetcs meton POST c obGsi3arenbHBIM MMapamMeTpoM tenant-id,

npumep:

curl -X POST https://<pbm url>/v2/actions/cabsync/

<tenant-id>/bitrix24 -H "Authorization: Bearer <access_ token>"

Jlist cmy6 KaTajaoroB BO3MOXKHA CHHXPOHU3AIMs TPYIIIL:

curl -X POST https://<pbm url>/v2/actions/groupsync/

<tenant-id>/ad -H "Authorization: Bearer <access_token>"

U nonb3oBaresiei:

curl -X POST https://<pbm url>/v2/actions/cabsync/

<tenant-id>/ad -H "Authorization: Bearer <access_token>"

2.16 Pabora ¢ mucbMaMu

2.16.1 Ilouck u yganeHue mucem

Ornepanuy 1ovcka 1 yajieHus MUceM peajm3yoTcsl IPY IIOMOIIM KOHCOJbHbIX koMmaHA [10
dovecot, BBIMOJHSIOIIMXCS HAa CepBepe IOYTOBOM CITy>KObI CIY>XObl C pObi0 mail u3-TIOA
aKkayHTa aiMUHMCTparopa. [lepen ncnonHeHremM KoMaH]] HEOOXO/IMMO 3alUTU B KOHTeHHep MOYThI

Ha cepBepe:
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docker exec -it s$(docker ps -gf name=dovecot) bash

2.16.2 ITouck mo copepKUMOMY IHCEM

JI7s1 BBITIOJTHEHUST TIOMCKA TI0 COJIEPXKUMOMY HeoOXOOWUMO BBHITTOHUTH KoMaHjy doveadm

search c OTHUM U3 CJIeAYIONUX KITIOUei:

— -U — MIOMCK TI0 KOHKPETHOMY IOYTOBOMY SIKKY. JlomyckaeTcst ucroab3oBaHue Macku (¥
u?);

— -A — ITIOMCK II0 BCEM I10JIb30BaTeJIsIM;

— JI7Is1 IOMCKa 110 KOHKPEeTHOMY KaTaJiory B mpoduiie MoJb30BaTesisi He06X0/IMMO yKa3aThb ero
Ha3BaHHUe IToC/Ie nmapaMeTpa mailbox;

— KJIF04eBa4d c])pa3a IIOMCKA YKAa3bIBdAeTCH I10CJIe IIapaMeTpa subject.

HpHMep KOMaH/[bl, KOTOpas BBIIIOJIHSET ITOMCK IIOMCK KJII0UYeBOI'O CJIoBa «example» B

Kartasiore INBOX IIOYTOBOI'O AIUKA user@example. com:
doveadm search -u user@example.com mailbox INBOX subject example

Eciu HeobxoquMo BBIOJIHUTH OoJjlee TOUHBIN IOWCK IO TeMe, HeOOXOAUMO HCIIOJIb30BaTh
nmapameTp HEADER [AJIs1 IIOMCKA IO 3aroJIOBKY NMCbMd, FROM miM TO — I IIOMCKA IO IIOJISIM

OTIIPABUTEJIb U I10JIy4dTeJIb. HpHMep IIOMCKaA 110 BCeM dIIMKaM 3arojIoBKa MHUCbMa «example»:

doveadm search -A HEADER example

2.16.3 IIpocMOTp COMEpPKUMOro HaHJEHHBIX ITHCEM

Haiiennble nucbMa oOTOOpaXkaloTCs B BHJIe CIIMCKAa C YyKa3aHuWeM WjeHTHudUKATOpa
MOYTOBOIO SIMKA mailbox-guid ¥ uaeHTAUGUKATOpa NUCchbMa uid. Jljisi mpocMoTpa COAEP>KUMOT0

HaWJIeHHBIX MTHCeM B dovecot HUCIOoIb3yeTcsl KoMaHa fetch ¢ OHUM U3 CIIeYIOMIKX KITFOUei:

— -U — BBIIIOJIHEHME KOMaH/Ibl U1 YKa3aHHBIX AIUKOB;

— -A — BbINOJIHEHMEe KOMaH/IbI JJIsl BCeX SIIMKOB CepBepa;

— T0CJIe KJII0Ya B KOMaH/Ie YKa3bIBAIOTCS KejlaeMble JJisi OTOOpaXKeHU s 3JIeMeHThI MHMchMa (B
KaBbIYKaxX 4epe3 mpoben): body — Telo MUChbMa, hdr — 3arojoBOK IHCbMa, text —
3ar'0JIOBOK U TeJIO IMCbMa BMecTe U T.[.;

— Jajiee B KOMaHJe yKa3bIlBaeTcd mailbox-guid 1 uid.
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[Ipumep xomaHABI [UIsI OTOOpa)keHHUsI COAEepXXUMOr0 Y 3arojioBKa IHMCeM M3 II0YTOBOIO
AIMKa I10JIb30BaTeJIs user@example.com C UJIeHTU(PUKAaTOPOM
403dcf30048f9e601b100000654d370e 1 unenTudrkaTropaMmu nucbMa 2 1 3:

doveadm fetch -u user@example.com "text" mailbox-guid

403dcf30048f9e601bl00O0OOO654d370e uid 2,3

2.16.4 Y nanenue nmucem

YJ:[aJ'IeHI/Ie IMHcCeM M3 MMOYTOBLIX SAIMIMKOB OCYIIECTBJIIETC ITPU ITOMOIIIX KOMAaHIbI expunge co

CJIeAYIOIWMU KJII0YaMU U ITdpaMeTpaMu:

— -u — TOWCK W YyHajieHWe TIHCeM B KOHKPETHOM II0YTOBOM SIIUKe, IOMYCKaeTCs
MCII0JIb30BaHue Macku (¥ u ?);

— -A —mouck U yJianeHue MUCEM BCeX T0JIb30BaTellel;

— IS yAaJjieHus ITMCeM M3 KOHKPeTHOro Karajora B npodusie moyib30oBaress, Heo6X0IuMo

yKa3aTh ero Ha3BaHUe Mocyie apameTpa mailbox;
Y naneHnvie nuceMm 1o KJIOUYeBbIM dpa3aM MTPOU3BOIUTCS ITPYU TTOMOIIY [TapaMeTpPOB:

— BODY - nouck kiroueBbIX ¢ppa3 110 COJIeP>KUMOMY ITUChMa;
— FROM - nowuck kimoueBbIX ¢pas 10 OTIPaBUTEIIO IMChMa;

— HEADER - nouck kito4eBbIiX (ppa3 1o 3aroyioBKy mvchma.

[Ipumep komaH[BI ylajieHUs] BCeX MUCEM OT aBTOpa spam@example.com B kaTajore spam

IosIb30BaresIs user@example.com:

doveadm expunge -u user@example.com mailbox spam FROM spam@example.com

Bosee nmogpo6HO 0 MapaMeTpax KOMaH]I B pyKOBOJICTBe 110 dovecot:
— search u searchquery

— fetch

— expunge

2.16.4.1 Y panenue mcem c ucnosinzosanuem PBM API

OT3bIB (y#ajieHue) MUCbMa TakXe BO3MOXHO peanu3oBarb depe3 PBM APIL Jlnga atoro

ucnonbdyercs Metosl POST co cienyomymy 06s13aTelbHbIMY I1apaMeTpaMHu:

— cmd — Imapamerp, OHpEHEJISIIOHIPIfI ornepanuio. 3HadeHHe 110 YMO/TYaHHUIO expunge;

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOTHUHW», 2013-2024 49


https://doc.dovecot.org/3.0/man/doveadm-search.1/
https://doc.dovecot.org/3.0/man/doveadm-search-query.7/
https://doc.dovecot.org/3.0/man/doveadm-fetch.1/
https://doc.dovecot.org/3.0/man/doveadm-expunge.1/

MonOdounc

— messageid — wumeHTUUKATOPp NHUChMA U3 3arojioBka (cM. pasmen IlpocmoTp

COJIIeP)KUMOLO IIUCEM);

— emails — IIOYTOBBIE SIIUKH, Y KOTOPbIX HEOOXO/IUMO YAJIUTh MTUCHhMO;

— force — napaMmetpsl yJaneHus. Bo3MoxHble 3Ha4eHUs:: 1 — yJlanuTh MUCBMO, JjaXke eciu
MOJIb30BaTeN b ero mpoudTtai, 0 — He ygansaTh MHUCHMO, €CH TOoJTydaTeslb ero MpOoYruTal
(3HaUeHMe 10 YMOTYaHUIO);

— notify — onoBeleHUe MOJIb30BaTeNs O pe3yJibTaTax OT3biBa. Bo3aMoxkHbie 3HayeHus: 1 —

OTIOBECTHUTD I0JIb30BaTeJIsl (3HaUeHue 110 YMOT4aHu10), 0 — He omoBeIaTh MoJIb30BaTeJIsl.
[Tpumep oT3bIBa MUChMa C UIeHTHGHUKATOPOM < id> IOYTOBOTO SIIIKMKa <mail>:

curl -X POST "https://<pbm url>/v2/actions/expunge
-d "messageid=<messageld>"

-d "emails=<emails>"

-d "force=0"

-d "notify=1"

-H "Authorization: Bearer <access_ token>"

[Ipumep nmapamerpa <emails>:

-d emails="[\"email3@test.ru\",\"email4@test.ru\"]"

2.16.5 Hacrpoiika o0miero gocryna K mo4ToBoMYy SIIUKY

Hacrpoiika obiero gocryna k noyroBoMy simyky B «MoiOduc [Toura» peanmusyercs npu
MOMOIIM KOHCOJBHBIX KoMaH]l [10 dovecot, BBHIMONHSIONMXCS HA CepBepe MOYTOBOM CITY>KOBI C
pOJIbI0 ma il M3-110J] aKKayHTa agMUHUCTpaTopa. Hanpumep, npepocraBiieHre IOCTyIa K KaTaJIOr'y
INBOX IIOYTOBOI'O SIIAKA testuserl@myoffice.ru ISt I10JIb30BaTEIS
testuser2@myoffice.ru C IIOMOHIbIO YTHWIUTBI doveadm OCYLIECTB/ISETCA ClIedYyIOLIIUM

obpazom:

doveadm acl set -u testuserl@myoffice.ru INBOX user=testuser2@myoffice.ru

<RIGHTS>

doveadm mailbox subscribe -u testuser2@myoffice.ru shared/

testuserl@myoffice.ru/INBOX

I'me RIGHTS — ACL (Access Control List) mist karamora INBOX

Cnucok nogaepxxuBaemMbix mpaB ACL:

— lookup;
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— read;

— write;

— write-seen;

— write-deleted;
— insert;

— post;

— expunge;

— Create;

— delete;

— admin.

Bosnee nospo6Ho napaMeTpsl KOMaH/AbI OMKUCAHBI B JOKYMEHTAIUU 110 dovecot U cTaHjaapTe
RFC 4314.

IIpOCMOTp CIIMCKAd HOHBBOBHTEHEﬁ,KOTOpHWIHpeHOCTaBHEH OOCTYII K KaTaJIOTy IIOYTOBOI'O

SIVKA OCYIIeCTBJIgeTCd IIPpyU IMOMOIIIH CHEI[y}OH_[eﬁ KOMAdH/HBIL:

doveadm acl get -u <user> <mailbox>
['me <user> — mosnb3oBarenb, I KOTOPOTO 3allpalllMBaIOTCS IIpaBa, <mailbox> — SIIUK,

JUIT KOTOPOT'0 3alpalMBarOTCs TmpaBa. OOMMM TpUMep UCIOJHEHWsT KOMAaHJIbl BBITJISAUT

CyleTy oMM 06pasom:

ID Global Rights

user=<user> <rights>

I'me <rights> — neMCTBYIOMMe MpaBa A0CTyTa IS TOIb30BaTEeNs <UsSer >.

2.16.6 Hacrpoiika MaKCHMaJIBHOI'0 pa3Mepa COOOIIeHHH M BJIOYKEeHHH

MakcuManeHbIN pa3Mep BIIOKeHHI MOXHO 3aJaTh Ha dTarle Jemios (cM. pasnesn Hacrpoiika
JDONOJIHUTE/ILHBIX NIapaMeTpPoB YCTaHOBKH B JokyMeHTe «MoiOduc [loura 2. PykoBoacTso 1o

YCTaHOBKe ITOYTOBOI'O cepBepa 2.8»).

Ecnmu 3HaueHus: HeOOXOJMMO M3MEeHHWTh Ha paboTarolield cucrteMe HeoOXOIMMO Ha BCeX

Hopax rpynmsl frontend

- B /opt/poseidon/web mail/config.json
U /opt/poseidon/web calendar/config.json U3MeHUTb 3HaYeHHE

maxUploadSizeInMb;
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- B /opt/poseidon/nginx/nginx.conf U3MeHUTb SIZE B smtp capabilities Ha

BCexX HOJax I'pynnbl mail,

— B /opt/poseidon/postfix/main.cf U3MEHUTb message size limit.

ITocne 4ero BHIIIOJIHUTD CJIeJYIOIIYIO KOMaHOY:

docker service update --force psn-frontend web calendar && docker service
update --force psn-frontend web mail && docker service wupdate --force psn-
mail postfix && docker service update --force psn-nginx-proxy nginx

Cy1iecTByeT ONOJIHUTEIbHBIM BapyMaHT: U3MeHUTh 3HAaYeHUS! B MHBEHTapHOM
¢atize ¥ BBIIOJIHUTH YCTAHOBKY C Mapamerpamu -t frontend,mail (cMm.
pasnen Hacrpoiika J0omO/JHHUTENBHBIX NapaMeTPOB YCTAaHOBKH JIOKyMeHTa

«MoiiOduc IToura 2. PykoBOACTBO M0 yCTaHOBKe ITOYTOBOTO cepBepa 2.8»).

2.17 Pabora Cc 104TOBBIMH JOMECHAMH

2.17.1 JlobaBjieHre IOYTOBOrO A0OMEHAa B a/IMUHUCTPATHBHOM MaHeIH

Yrto6bI cO3aTh HOBBIM JJOMEH B aIMUHUCTPATUBHOM MaHesH, HeoOX0quMOo MepeiTH B paszien
ITouToBBIe KOMeHBI BLIODAHHOTO TeHAHTa UM HaXkaTh KHOIKY Jlo6aBHTH moMeH. B mpaBoii yactu
paboyeil ob6sacT OTKpOeTCsl OKHO BBojia JaHHBIX (cM. Pucynok 20). B Hem ciieqyer 3amnojHUTH

nosist: ID opranmsamumu, /[lomennoe umsi, Omicanue, 1ociie 4ero HaxaTb KHONIKY CoXpaHHTD.
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« HoBbLIW NOYTOBLIK OQOMeH

D opraHu3aUmi

HAOMEHHOE MMEA

OnucaHuKe

© Npoeepsre, uto MX-3anucu gobasneHs B
HacTpoikm DNS. 310 nozeonuT
NONE30BATENAM 3TON A0MeHa 0OMeHHBATECA
COODLEHUAMM C BHELHUMK KOHTAKTAMNA.

OTMeHZ

Pucynok 20 — [Tanens co3nanus jomeHa

B pe3yJibTaTe oliepainun HOBBIM JOMEH 6y,HET OT06pa)KEH B CIINCKEe.

2.17.2 [JobaBiyieHue mouToBoro qomena yepes3 PBM API

Hpoue,uypa JIo0OaBjIeHMS IOYTOBOI'O IOMEeHA BBIIOIHIETCS e Jyrommum 06p330MZ

curl -X PUT "https://<pbm url>/v2/maildomains/<tenant-id>/<domain>" -H

"Authorization: Bearer <access_token>"

[Tocne cozmanust jomeHa U nosb3oBaTesield B HeM PSN Oyner rotoB npuHMMAaTh IOYTy Ha
HOBOM JIoMeHe (BHYTpH cTeHa). JlJist momydeHus: KOPPeCllOHIeHITUY C BHEIITHUX aipecoB TpebyeTcs

BHECTHU cooTBeTcTBYyIomre MX-3anucu B DNS.

2.17.3 PegakTHpoBaHHe JJOMeHA B a]MUHHCTPAaTUBHOMN ITaHeIH

J11st o6HOBIIeHN S JoMeHa Heob6Xx01MMO TepedTH B pasfen IlouToBbie JoMeHBI BHIOPAaHHOIO

T€HaHTd, 3dTeéM HdXXdTb KHOIIKY / Ha BbIﬁpaHHOM JOoMeHe.
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B oTkpbiBIIeNCs MaHeIu OTpelakTUpPOBAaTh HEOOXOJHMMble IOJISI JIOMEeHa, 3aTeM HaXKaTb
kHonKy CoxpanuTsb (cM. Pucynok 21).

+ PepakTupoBaHue gOMeHa

i

L opraHuzaygnm

OOMEHHOS HMA

OnycaHue

undefined

COoXpaHUTb OTMeHa
Pucynok 21 — IlaHenb pelakTUpOBaHUS IOMeHa

2.17.4 PepakTupoBanue nomena yepe3 PBM API

Hpouenypa PedaKTUPOBaHUS ITOYTOBOI'O IOMEHA BBIITOJIHAETCA CJIeAYIOINUM 06p830MZ

curl -X PATCH "https://<pbm url>/v2/maildomains/<tenant-id>/<domain>"
--data-raw '[{ "op": "add"

, "path": "/displayName", "value":
"test2domain" %},
{ "op": "add", "path": "/description", "value":
"test2domain desk" 1},
{ "op": "add", "path": "/associatedDomain", "value":

"false" }]°
-H 'Content-Type: application/json-patch+json'

-H "Authorization: Bearer <access token>"

2.17.5 YcraHoBKa ioMeHa 10 YMOTYaHHI0 B aJIMIHUCTPaTUBHON ITaHeJIN

J11st o6HOBIIeHN S JoMeHa Heob6Xx0/1MMO TepedTH B pasfen IlouToBbie ToMeHBI BHIOPAaHHOIO

T€HaHTd, 3dTeéM HdXXdTb KHOIIKY / Ha BbI6paHHOM JOoMeHe.

B oTkpbiBIIENCs MaHeIu OTpeaKTUpPOBaTh HEOOXOJMMble TOJIsSI JIOMEeHa, 3aTeM HaXKaTb
kHonky CoxpanuTsb (cM. Pucynok 22).
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+ PepakTUpoBaHue gOMeHa

D oprasuzaLmm

OOMEHHOS HWMA

COnycaHue

undefined

COoXpaHuTb OTMEHa

Pucynok 22 — Ilanesnb peJlakTHPOBaHUS IOMEHa

2.17.6 IlosryyeHue ciycka NOYTOBBIX I0MeHOB 4yepe3 PBM API

HJ’IH IMOoJIy4eHHs CIIMCKA ITOYTOBBLIX TJOMEHOB BbIIIOJIHUTE CJ'IE,HYI-OH_[I/II‘/‘I 3allpocC:

curl -X GET "https://<pbm url>/v2/maildomains/<tenant-id>"

-H "Authorization: Bearer <access_ token>"

2.17.7 Y nasieHuie moYTOBOrO IOMEHAa B a/IMUHUCTPATUBHOM MaHeIH

HJISI yYAajieHus Imo4YTOBOr'O OOMEHAd HGO6XO,HI/IMO nepeﬁTH B pasien ITouroBbIe JOMEHbI
BbI6paHHOI‘O T€HaHTd, 3daTeM pdaaIoM C HeO6XO)II/IMOI>'I CTpOKOﬁ Ha’XXdTb KHOIIKY m, Jaiee

MOATBEepAUTb HEOOXOIMMOCTD y/IaJIeHUsI B OTKPBIBIIIEMCS IMAJIOTOBOM OKHe (cM. PucyHok 23):

¥OanuTs NOYTOBLIA QomMeH Tiest ru?

Oomed GYyneT ynaned 683 so3MOoMHOCTH BOCCTAHOENEHHA
YHANHTE OTMEHS

Pucynok 23 — [lonreepxneHuve yaajieHus 10MeHa

BriOpaHHBIN TOMeH OyJeT yiaieH U3 CIIUCKa.
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2.17.8 YcraHoBKa MOYTOBOr0 JJOMEHA 10 YMOJIYAHHIO

Ha »5kpaHe co cHMCKOM TIOYTOBBIX JOMEHOB HIPUCYTCTByeT crosbery c d¢uaramu,
NIO3BOJISIIOIIMMY  YIIPABJIATh JIOMEHOM II0 yMoOJ4aHHIO. s CcMeHBI IIOYTOBOTO JOMeHa II0

YMOJTYaHHIO He0OX0JMMO CHSITh HUJIM BBIOpATh pjlar Ha COOTBETCTBYIONIEH cTpoke (cM. PucyHok 24):

3 pem Admin X v = O *
“— cC & mailadmin app.ru/#/demains O o
J pas MouToBLIE AOMEHBI
MouToBkEe QoMeHs! HoGasuTe goMed
Monesosatenm LoMeH no
OomeH Onucanue
YMon4aHum
Mpynnt pecypooe
[pynnel paccsnok lima.myoffice-app.ru + rd m
AQMUHUCTPHpoBaHNE [ .
news.new ] /s m

Pucynok 24 — [ToaTBepxneHue yaaieHus JoOMeHa

2.17.9 Y nanenue nmouroBoro nomeHa yepes3 PBM API

JlJ1s1 yasneHus MOYTOBOTO JIOMEeHA BBITIOJIHUTE CJIeYIOIINH 3arpoc:

curl -X DELETE "https://<pbm url>/v2/maildomains/<tenant-id>/<domain>"

2.18 Pabora c Be0 noMmeHaMu

Pabora c Beb6 momenamu jgoctymHa Tojibko depe3 PBM API mis momnb3oBarensi C pojibio
CyTnepaIMUHUCTpaTOpa TOYTOBOM CUCTEMBI (CM. pa3nen ABTOpHU3aIlus).

Bo3amoxkHocTe paboTel ¢ BeO [IOMeHaMM HaCTpauBaeTCs I10CPe/ICTBOM IIepeMeHHOMN
dynamic webdomains (cM. «PykoBOOCTBO II0 yCTaHOBKe IIOYTOBOIO CepBepa», pasfiel

«KonduryprpoBaHnre NHBeHTapHOTO ¢aiiyia: [IepeMeHHbIe).

2.18.1 lobaBiienue Bed momena yepes PBM API
Jiis nobaBenus Beb JoMeHa BBIMOJIHUTE CIeYIOHM 3a1poc:

curl -X PUT "https://<pbm url>/v2/webdomains/<domain>"
-d "key=<key>" -d "crt=<crt>"

-H "Authorization: Bearer <access_token>"

© 000 «HOBBIE OBJTAYHBIE TEXHOJIOT'MW», 2013-2024

56



MonOdounc

I'nme:

<domain> — JOMeH TeHaHTa /jisl Beb nHTepderica IOYTHI;

<key> — K04 cepTHdUKATa IOYTOBOTO Beb-llOMeHa, MOXHO OTIIPaBUThH 4depe3 ¢$opMy

BMeCTO IIapaMeTpa,

<crt> - CepTI/I(l)I/IKaT IIOYTOBOro BeO JAOMeHd, MOXHO OTIIPABUTL Yepe3 (1)0pMy BMeCTO

napamerpa.

HpI/I YyCIielmmHOM BBITIOJIHEHHWH 3aIlIPOC BEepHET CJ'[E,[[YIOI.U,PIIZ OTBeET:

"success": true

2.18.2 OoHoBienne Beb nomena yepes PBM API

HJ’ISI 00OHOBJIEHHS BeO JOMeHd BBIIIOJIHUTEe CJ'IEI[YI-OH_[I/II‘/‘I 3allpocC:

curl -X PATCH "https://<pbm url>/v2/webdomains/<domain>"
-d "key=<key>" -d "crt=<crt>"

-H "Authorization: Bearer <access_ token>"

I'ne:

<domain> — JOMeH TeHaHTa /jisl BeO nHTepderica IOYTHI;

<key> — K04 cepTH(UKATa IOYTOBOTO Beb-llOMeHa, MOXHO OTIIPaBUThH 4depe3 ¢opMy

BMeCTO IIapaMeTpa,

<crt> — ceprudukar Beb joMeHa, MOXXHO OTIIPaBUTh Yepe3 popMy BMeCTO IapaMeTpa.

HpI/I YyCIiellTHOM BBIIIOJIHEHHUH 3aIIPOC BepHET CJ'IEI[YIOH_[I/Iﬁ OTBET:.

"success": true

2.18.3 Y nanenue Bed nomena uepe3 PBM API

HJISI yAaajieHus BeO JOMeHa BEIIIOJIHUTE CJ'[E,[[YIOI.U,PIIZ 3dIIpocC:

curl -X DELETE "https://<pbm url>/v2/webdomains/<domain>"

-H "Authorization: Bearer <access token>"

I'ne:
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<domain> — JOMeH TeHaHTa /jisl BebO nHTepderica IOYTHI.

HpI/I YCIiellTHOM BBITIOJIHEHHWH 3aIIPOC BepHET CJIEI[YIOHJ,PIIZ OTBeET:.

{

"success": true
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3 PEBEPBHOE KOIIMPOBAHUE

Co3znaHHble pe3epBHbBIE KOTIMU CJleflyeT PeryJssspHO COXPAHSTh Ha APYroM IMCKOBbIN/CeTeBOM
pecypc it BOBMOXKHOCTH BOCCTAHOBJIEHUSI JTAHHBIX B Cilydae He0OXOJMMOCTA WA aBapUNMHOMU

CUTYyalluH.

3.1 Pe3epBHoe konupoBaHue etcd

B etcd xpaHsTCS HAaCTPOMKU KOMIIOHEHTOB CTeHJa. l[eHHOCTh IMpeJCTaBJIsIOT HEKOTOpPbIe
HACTPOMKH KOMIIOHEHTOB, OT/IMYAIOIIMEeCs OT CTaHJApPTHBIX, a TaKXe COCTOsSHHe KJlacTrepa
postgresql (B cily4ae KJIaCTepHOW UHCTAUISIIUHK). [ljiss coXpaHeHUsl 3HAYeHUUW BCeX HACTPOeK

etcd B TeKCTOBBIN (paiisl He0OOXOAUMO Ha J1I0060M HOJle TPYIIIBI et cd BBIIOJIHUTh KOMaHy

docker exec s(docker ps -gf name=etcd etcd[0-9]) etcdctl get --prefix ''

> <path to backup>/etcd keys.txt

Bce CTaHapTHbIE HaCTpOﬁKH MOT'yT OBITh BOCCTAHOBJIEHBI B cjIydde yTepu HOdHHBIX etcd

[IyTeM 3allyCcKa JeIlIos C mapaMeTpoM -t etcd, a OCTaJIbHBIe Yepe3 etcd browser.

Jlomo/THUTeTbHO peKOMeH/IyeTCs iejlaTh CHUMOK JIaHHBIX etcd

docker exec s$(docker ps -qf name=etcd etcd[0-9]) etcdctl snapshot
save /etcd-data/snapshot.db

[Tocne BbITIOTHEHUST KOMaHIbI OH Oy/IeT JOCTYIIEeH MO CIIeAyoIIeMy My TH:

/var/lib/docker/volumes/psn_etcd data/ data/snapshot.db

3.2 Okcopt 1 umMnopt karasioroB LDAP

[Iponenypa pesepBupoBaHus C1y>XObl KaTaJIOTOB BBIMIOJIHSIETCS CIeIyIOlIeld KOMaH/I0M:

docker exec $(docker ps -gf 'name=ldap') ldapsearch -xD dn=Manager,
dc=<external domain> -w <ds389 manager user> '*' > <path to backup>

/ldap.1ldif

I'ne:
— <external domain> — 3aperuCTpUpPOBaHHBIA [JOMEH WHCTA/UIALUM; 3allUChb JOMEHa

BTOpPOro ypoBHS B HOoTauuu LDAP BeIrsnuT ciegyronmm obpa3oM it example.com:

dc=example,dc=com
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— <ds389 manager user> — 3HaueHHe IIepeMeHHOW ds389 manager user M3
WHBEHTAapHOro aiia UHCTAJUIAIHAHN.

— <path to backup> —IyTb K CO3JaBaeMOH pe3epBHON KOITUH.

[Iponenypa BoccraHoBienuss AaHHbIXx LDAP w13 pe3epBHOM KONHWU BBINMOJTHSIETCS
CJIeTy oMM 06pa3om:

cp <path to backup>/ldap.ldif /var/lib/docker/volumes/psn-ldap ldap data
/_data/ldap.ldif

docker exec s$(docker ps -gf 'name=ldap') ldapadd -xD cn=Manager,

dc=<external domain> -w <ds389 manager user> -f /data/ldap.ldif -c

[lepBasi komaHza ckomupyeT ailyl pe3epBHOM KOMHWKW B MPUMOHTHpPOBaHHYIO K Docker-
KOHTelHepy UPeKTOpHIO, BTOpasi — IPOU3BefieT BOCCTaHOBJIEHK e IaHHBIX.
BrinieynnomsiHyThle cIOCOOBI He MO3BOJISIFOT U3MEHUTh yKe cyllecTBytoiue 3anucu LDAP.

B cnyuae, ecnmu 310 TpebyeTcs, BO3MOXHO IIOJIHOCTBIO OYHCTUTH HaHHble B LDAP mnepen

BOCCTaHOBJIEHUEM CllelyIOollleid KOMaHI0M:

docker exec s$(docker ps -gf 'name=ldap') ldapdelete -xD cn=Manager,

dc=<external domain> -w <ds389 manager user> -r <external domain>

Ecnu JlaHHbIe Iiepe]] BOCCTaHOBJIeHHMEM He 6YIIYT 3d4YMIIEeHbl, TO IIPHU BOCCTaHOBJIEHHH

n00aBSTCS TOIBKO OTCYTCTBYIOILMe 3amucu. CylecTByIolMe 3alKCHh He OyIyT M3MeHeHBI, Jlaxe
€CJIY IaHHbIe pa3/InyaroTCs.

Jisi  KjacTepHOM — WMHCTQUISIIMM  TIPOIleiypa  pe3epBUpPOBaHUS U
BOCCTAHOBJIEHUSI BBITIOJTHSIETCS] @ AUHOMKABI Ha JII000M M3 XOCTOB rpymibl ldap

(cM. MHBEHTApHBIN (Paiisl yCTaHOBKH).

3.3 IIpouenypa pe3sepsupoBanus b]l Postgres

[Iponenypa pesepBupoBaHust 6a3bl JaHHBIX Postgres BbINOJHSIETCS CIeIyIoleld KOMaH/I0M:

docker exec s(docker ps -gf name=postgres postgres) pg dump -Fc --clean

--create psn -U psn > <path to backup>

I'me <path to backup> — myTh 10 ¢daiia pe3epBHOW KOIMHM C yKa3aHHeM ero MMeHU!

(pekomeHTyeMoe paciipeHye . dump).

[Tpouienypa BoccTaHoBIeHUsI 0a3bl JaHHBIX Postgres BhITIONIHSIETCS CieAyoleil KOMaH 10M:

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOTHUHW», 2013-2024 60



MonOdounc

docker exec -i $(docker ps -gf name=postgres postgres) pg restore -d psn

-c -U psn < <path to restore>

'me <path to restore> — myTh 10 ¢aija pe3epBHONU KOIIUHU, U3 KOTOPOI'O BBIIIOJIHSETCS

BOCCTAaHOBJIeHHe.

3.4 PesepBHOe KOIMpPOBaHHe N¥CeM

Pe3epBHOe koIMpoBaHMe MUCEM B TeKyIlleM pejii3e PeKOMEeH]yeTCsl BBIIIOIHSTh YTUJIUTON

rsync. HJ’IH 3TOTrO HEO6XOI[I/IMO CO30aTb pPe3epBHYIO0 KOIIWIO [OdHHBIX W3 /var/dovecot/

KOMaHI0oH

rsync -a /var/dovecot <path to backup>

3.5 PezepBHOe KOMMPOBaHKe BJIOXKEHUH K COOBITHSIM B KaJIeHIape

Pe3epBHOe KkomMpoBaHWe BIIOXKEHUM K KaJleHJapHBIM COOBITHUSM B TeKYIeM peJir3e

PeKoOMeHAYyeTCsl BbIIIOJIHATDb YTHHHTOﬁ rsync. HJ’[FI 3TOro H€‘06XO)II/IMO CO30aThb pe3epBHYIO KOIINIO

JAHHBIX U3 /opt/poseidon/triton/eattach/ KOMaHOOH:

rsync -a /opt/poseidon/triton/eattach <path to backup>

3.6 PesepBHOe KOIMpOBaHHe aBaTapoB

P €3epBHOE KOIIMpOBdHHWE daBdTAPOB I10JIb30BaTelle B TeKyIllleM pejin3e PpeKOMeHYyeTCsa

BBIIIOJIHATD YTHHHTOﬁ rsync. HJ’[H 3TOro H806X0)II/IMO CO3JaTb pPe3epBHYIO0 KOIIWIO [IdHHBIX

U3 /opt/poseidon/triton/photos/ KOMaHOOM:

rsync -a /opt/poseidon/triton/photos <path to backup>
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4 PABOTA C CEPTU®UKATAMUA

4.1 I'enepamusa dkim xirroueit

[Ipontecc cosmanunst DKIM ximogeit omnncan B riaBe «['enepanus DKIM  xirouei»

PykoBojicTBa 110 yCTaHOBKe cepBepa.

4.2 3amena ceprudukaToB

Ecnu Bo3HMKaeT He06X0IMMOCTb 3aMeHUTh CepTU(QUKAT B y>Ke YCTaHOBJIEHHON CUCTeMe, IS
«MontOduc I[loura» cymecTByeT pABa aaropuTMa AeWCTBUM: uepe3 3allyCK YCTAaHOBIIMKA C

I1apaMeTpoM U BPYUYHYIO.

B mepBom citydae He0O6XOIMMO pa3MeCTHUTh HOBBIE CepTUGHUKAThl U KJIIOUYM B Karajore C
nuctpubyTtBoM (cM. pasnen «Hactporika ceptudurkaTtoB» PykoBOACTBA MO yCTaHOBKE MOYTOBOTO
cepBepa). Criocob MoAXOIUT Kak ISl KOHPUI'Ypalluu C OTKa30yCTOMYMBOCTBIO, Tak U 6e3. Ilocne
BBITTOJTHEHU S TTO/ITOTOBUTENIbHBIX IEMCTBUI ClleflyeT 3allyCTUTh YCTaHOBKY KOMaH/ON CIIeAyIOIIEero

BUJIA:
./deploy psn.sh <inventory> -t proxy

[me <inventory> - MHBeHTapHBIA ¢ailyl YCTAaHOBKMU (3allOJIHEHHBI B COOTBETCTBUU C

pasnenoM «HacTpoiika OCHOBHBIX ITapaMeTpPOB YCTaHOBKU» PykoBojcTBa 1o ycraHoBke PSN).

st pydHo# 3aMeHBbl BceX CepTU(UKATOB HeOOXOAUMO Ha KaXJAOW K3 HOJl Proxy HaWTu

KaTajor:

/opt/poseidon/certificates/

B Heit HaxogngTcs TpeOyromye 3aMeHbl cepTudukaTel. [Tociie BhIllONHeHUs onepanyii Haj

dariiamu OyieT HeoOXOIUMO TIepe3anyCTUTh CEPBUC Proxy C JIF000T0 I1eJIeBOr0o cepBepa:

docker service update --force --with-registry-auth psn-nginx-proxy nginx

B daitne ceptudkara server.crt JOIDKHBI ObITh YKa3aHbl BCe IPOMEXXYTOUHbIE

CepTI/I(l)I/IKaTbI, KpoMe KOpHeBOr'o JOBEPEeHHOT' 0. Pacmonoxxenue IMpOMEXYTOYHbIX

cepTudUKaTOB COOTBETCTBYET OMMCAHUIO B JIOKYMEHTAIIUX NZinx.)

Ecnu 6b11 3ameHen ceptudukar dkim, TO cjeflyeT BBIIOJHUTH CIIEAYIOLIYI0 KOMaHIy IS

nepe3artycka ciry>k0bl rspamd:

docker service update --force --with-registry-auth psn-mail rspamd
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5> MHTEI'PAIININ

5.1 Hacrpoiika unrerpamuu ¢ Kaspersky Security for Linux Mail Server

JlaHHBIN pa3fen onuckiBaeT mpolenypy uHTerpauuu peimieHuss Kaspersky Security for

Linux Mail Server (8 nanpHetiniem - KLMS) B moutoByto cucrtemy « Mo Oduc [Todray.

s BeinonHenus uHTerpanuu KLMS nomkeH ObITh ycTaHOBJIEH 0 BHECEHUSI U3BMEeHEeHUH B

koHurypanuoHHble ¢anibl «MorOdduc [Touray. Obias npouenypa UHCTAUIIIMKA aHTUBUPYCHOI'O

pellleHHsI ONIMCaHa B JIOKyMeHTaIluu 110 cienyioniei cceliike. KLMS B0o3MOXXHO ycTaHaBIMBATh Kak
Ha oxHy MammHy ¢ MTA (Mail Transfer Agent, modToBbIii cepBep), Tak M Ha OTJENbHYIO; B

«MoitOduc [Touray» ponb MTA ucnosnuser cepsuc Postfix.

HHCl)OpMaHI/ISI, IpeaoCTaBJieHHas HHU>Ke, OITMCbIBAeT IMOATOTOBUTEJIbHbIE JerCcTBUS, KOTOphbIe

aIMUHUCTPATOP CUCTEMBI JIOJKEH BBHITIOJIHUTD B X0jie ycTaHOBKU KLMS.
B nuamoroBom okHe Setting up integration with MTA:

— BuiOpats Tunmt MTA: Postfix;

— BriOpath MeTos1 MHTerpanuu: milter;

— B Merone xoMMyHHKaNuMy IO NMPOTOKONY milter Heobxomumo ykaszath TCP-coker,
ceobogubiii TCP-tmopT u [P-aapec ns B3aumogerictBus KLMS u «MoitOduc [Toura» mo

CeTu.

[Tpumep 3anucu:

inet:10025@10.10.22.22

B pexume c otkazoycroriuuBoctbio AO «Jlaboparopust Kacriepckoro» pekoMeHzyeT UMeTb
koJyinuecTBO ycTaHOBOK KLMS paBnoe konmnuectsy MTA. UHcTamistop [uist Tekyiero pejivsa PSN
IIPM YCTAaHOBKe ITO3BOJISIET yKa3aTh TOJIbKO OJIMH XOCT. [IJisl BBIIIOJIHEeHUS peKOMeHJalluii BeHl0pa
aHTUBHPYCHOTO pellleHUs1 Iocile ycTaHOBKU «MoiOduc Iloyra» aJMUHHCTpAaTOpy CHCTeMbI

HeobX0JIMMO CKOHGUTYpHUpPOBaTh Postfix Ha KaKIOW HOJe TaK, YTOOBI Iepechliika IHCeM C Hee

OCYIIEeCTBJISUIACh Ha OT/AEJIbHBIN BbliesieHHbIN AJist Hee KLMS.

HWHTerpanuss B KJIaCTEDHOM pexume TpeOyeT o00ecriedruBaTb CHUHXPOHHOCThb
HAacTpoeKk Ha pasHbix oJK3emiusipax KLMS. [lng BbeinosiHeHUs TOAOOHBIX
orepanuii B aHTUBUPYCHOM pellleHUH CyIeCcTByeT GyHKITMS UMIIOPTa U 3KCIIOpPTa
Hactpoek uepe3 ¢ann B XML-dopmare. Pabora ¢ UMIIOPTOM M 3KCIIOPTOM
HaCTpPOeK BBINOJHSAETCS KaK uepe3 KOMaHJHYIO CTPOKy, Tak U 4Yepe3 Beb-
uaTepdeiic KLMS. Bosnee moapobHas wHdpopMarys mpeaocTaBjieHa B OHJIAMH-
cripaBke KLMS:
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- SKCHODT [IapaMeTpOB IMPOTI'PAMMBEI;

- MMIopT mapamMeTpoB IPOrPaMMBbI;

- JKCHOPT ¥ UMIIOPT [IapaMeTPOB Yepe3 KOMAHIHYIO CTPOKY.

[Tocne ycranoBku KLMS Ha cepBepe ¢ aHTUBHUPYCHBIM pellleHUeM CllelyeT:

1. YcranoButh HCIIpaBJIeHre I ITPOTOKOJId milter, 3aMEeHUB HCHOJIHSIEMbIN ¢Bﬁﬂ II0
nyTH /opt/kaspersky/klms/libexec/klms-milter. HUcnpasnenue
3dllpdllIMBde€TCA  3dKd39YHMKOM (aI[MI/IHI/ICTpaTOpOM) CaMOCTOLATeJIbHO B KabuHeTe

Texuuuyeckou noanepxxku AO «JlabopaTopus Kacriepckoroy.

2. YcraHoBUTH IakeT msmtp W3 CTaHAAPTHBIX Pelo3UTOpPHEeB CHUCTeMbl. JlaHHBIA IIar
HeoOXOIMM /Il HAaCTPOWMKHU OTIIpaBKU IIOYTOBBIX YBeIOMJIEHWM HeINOCPeICTBEHHO OT
KLMS u BO3MOXHOCTM OTHpaBKM M3 aaMuHHUCTpaTUBHOW maHemu KLMS mnwucewm,
[IONABIIMX B KapaHTHH. [lociie ycraHOBKM IakeTa B JUPEKTOPUH YCTAaHOBKUA HeobXouMo
Co31aTh KOHQUIYpallMOHHBIA (aiil /etc/msmtprc W 3allOIHUTL €ero ClefyroIIyM

obpazom:

defaults
auth plain
tls on
tls starttls off
logfile # nmyTe OO JOTOB yTUIUTH Bupma path/to/log.log
host # anpec cepBepa «MonOduc [louTa»
account system
from # ydeTHas 3anuchb, OT MMEHM KOTOPOM OyAOYyT OTIPAaBIATLCS YBeIOMIIEHUS;
anpec Buma system@domain
port 3525
user # JIOTMH B CMUCTEMHYI Y4YeTHYI 3alMcCh M3 MHBEHTapHoOro damnna «MonOduc
[louTa»; agpec Bupga system@domain
password # maposb OT CMUCTEMHOM Yy4YeTHOM 3alucy Uu3 MHBEHTapHoro damnia
«MonOdpuc IMouTa»

account default : system

BrITIOTHUB Bce BhINIeNlepeurciieHHbIe IeMCTBUSI, aIMUHUCTPATOP CHUCTEMbl MOXeT IeperTH
HeIOCPeJICTBEHHO K BKJIIOYEHUIO UHTerpanuu Ha cropoHe cepBepa «MoutOduc [Touray. [lnsa atoro
HeoOX0OUMO:

1. B uHBeHTapHOM ¢alijie yCTAaHOBKU B CEeKI[UM IlepeMeHHBbIX integrations: klms:

— YkazaTb 3HaueHHe MMapamMeTpa enabled: true.
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— BrnwucaTh B 3HaueHMHU mapaMeTrpa host JaHHBIE, COOTBETCTBYIOIIME YKAa3aHHBIM MPH
HacTpoiike milter (aapec, mopT, TCP-coker). Ciemyer OTMETHUTb, YTO CHUHTAKCHUC
3alMCM B Postfix OTJIMYaeTcs OT CHHTaKMca milter (BMecro 3Haka @

WCIIOJIb3YeTCs IBOeTo4Yre, TOPT YKa3bIBaeTCs Iocsie xocta). [Ipumep 3anucu:

inet:10.10.22.22:10025

2. 3anyCTUTb CHellUabHbIN IJIeMOyK Uit MHTerpalluu ciieyollel KOMaH0u:

./deploy psn.sh <inventory> -t nginx, mail

5.2 Hacrpoiika unarerpamuu ¢ Infowatch Traffic Monitor

InfoWatch Traffic Monitor — DLP-cucrema, koTopasi mnpefoTBpaliaeT YTeuyKu
KOHQUIeHIIMAJIbLHOM  WH(QOpMalMM Ha OCHOBEe IIOJHOLIEHHOTO KOHTEHTHOTO  aHaju3a
VHQPOPMaIlMOHHBIX IIOTOKOB.

Paznen onuceiBaer nopsnok U ocobenHocty HacTporku «MorOduc [loura» u InfoWatch
Traffic Monitor [jii COBMeCTHOM paboTbl. Metonbl pasBeptbiBanus DLP-cucremsl

pas3/IMyaloTCs B 3aBUCUMOCTH OT pabodeli cpeibl (BeO-Opay3ep, HAaCTOJILHBIM U MOOMJIBHBINA KIIMEHT).

5.2.1 YcranoBka InfoWatch Traffic Monitor B pa3psIB Tpaduka

Meton ycranoBku InfoWatch Traffic Monitor B pa3peiB Tpadumka paboTaeT mpHu
ucnosnb3oBaHuu «MoilOduc [louta» B Beb-Opaysepe, HAaCTOJIBHOM MM MOOHJIBHOM KJIMEHTaXx.

CYH_IECTByeT JBa criocoba rmepexBdTa PIH(l)OpMaLII/IOHHbIX IIOTOKOB:

— 1o nporokoiy SMTP;
— o nporokoiy HTTP/S.

5.2.2 IlepexBat SMTP-Tpaduka MeTo10M OTHPABKH CKPBITOH KON

B pesynbraTe pabothl ganHoro metona cepBuc Postfix, BcTpoenusbiit B cucremy InfoWatch
Traffic Monitor, mony4yaer konuu muceM, otipaBieHHbIX T0 SMTP-iporokony. IIpenmonaraercs,
4TO IIMChbMa, Cofieprkalie KOHGUAeHIMaIbHYI0 NHGOPMAIUIO (B T.4. ¢albl BIIOXKeHUH), CO3/1aHbI B
xiveHTe «MoiOduc Ilouray. B DLP-cucreme co3snmaercsi cobbiTHe Ajisi KaXXAOrO0 K3 IIHCEM,
MH}OpMaIUs 0 KOTOPBIX 3aTeM IoMelaeTcsl B 6a3y JaHHBIX.

Cxema paboThbI pUBeJleHa Ha pUCyHKe 25:
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HacToneHbIA 1 MouToewIi cepsep Internet
MOBHMNEHEIA KNHEHTHI «MDEO[*]HB:@
«MoiiOdouc MNoutan

Konus SMTP-Tpadmka

DLP InfoWatch
Traffic Monitor

Pucynok 25 - YcranoBka DLP Infowatch Traffic Monitor B pa3psis

(pexxuM “ckpbITast KOnus”)

Jlnst HacTporiku repexBarta Tpaduka mo SMTP-ipoTokory Heo6xX0IMMO HAaCTPOUTH MPABUJIO,
MTO3BOJISIIOIIee OTIPABJIATh CKPHITYIO Konuio (BCC) s kakmoro oTipaBiieHHOTo nrckMa. [IpaBuio
HacTpauBaeTcsi B cepBrce Postfix Ha cropoHe modtoBoi cuctembl (cepBep «MoiiOduc Ilodra» c

ponbio mail). Ha BbIlleymoMsIHYTOM cepBepe ciieflyeT HaWTH KOHQUTYPAIlMOHHBIM aiii 1o

CJIeIyIONIeMy ajipecy:

/opt/poseidon/postfix/main.ct

U nponrcate B HeM ClelyIOlIM{ [1apaMerp:

always bcc = <dlp mail address>

I'me <dlp mail address> — IOYTOBBIM ajpec JOMeHa, MX-3anuCh KOTOPOrO YKa3bIBaeT
Ha cepBep InfoWatch Traffic Monitor.
[Iocne BbINIOTHEHWsI HACTPOMKU CjleflyeT Ilepe3alyCTUTh KOHTeHHepu3aTop Cleayrollein

KOMaH]IOM:
docker service update psn-mail postfix --force --with-registry-auth

Bosnee nogpo6HO 03HAKOMHUTBCS C COBMECTUMBIMH CHCTEMaMU U HACTPOMKON
IIPOKCH-CepBepa BO3MOXHO B JIOKyMeHTe «PyKOBOJCTBO agMHUHMCTpAaTOpa
InfoWatch Traffic Monitor 7.1» (pasmen 4.5.1 Ilpuem Komuu C IMOYTOBOrO

cepBepa).
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5.2.3 IlepexBat HTTP/S-Tpaduka meTonoM oTIIpaBKH NOYTHI HA KOPIOPAaTHBHBIH

MPOKCH-CepBep

JlaHHBIN MeToJ| aKkTyajleH TOJbKO Hpu pabore B modroBoi cucreme «MourOduc [Tourar
yepe3 BeO-Opay3ep. Ilogmeny ceptudukara u pasdop HTTPS-tpaduka ocyiectBisier
KOPIIOPaTUBHBIN POKCH-CEpPBep.

[Tocine pazbopa HTTPS-Tpaduka, mpokcu-cepBep oTmpasiisieT pa300paHHbIN TpaduK B BUE

HTTP no ICAP-mporokosny Ha cepBep InfoWatch Traffic Monitor (cM. Pucynok 26).

_I Pz AT o
4 \\'.
SN = = -
HTTPS HTTPS— 3 )
H(—&’Benumneme 0 BNoKMpOBK: . j
| B o
L = o T—
BeG-knueHT aMoilQdme Proxy-cepsep + MouToBwii cepeep Internet
Movuras ICAP-KNUEHT «MoAOdmcx

1

ICAP

DLP InfoWatch Traffic
Monitor

Pucynok 26 - Ycranoska DLP Infowatch traffic monitor “B pa3pbiB” (pexkum 6710KMPOBKH)

CymectByeT iBa criocoba paboTel MeToa:

— Komust — nvcbMa, cojiepskaiie KOHOUIeHITHAIbHYI0 WHGOPMaNUio (B T.4. BIIOXKEHUS U
n3obpakeHust) He GUIILTPYIOTCS, U UX KOMUM OTIPaBisiOTCS Ha cepBep InfoWatch Traffic
Monitor.

— BiokupoBka — o6HapykeHHe KOHOUAeHITMATbHON MH(POPMAIIMK TPOUCXOAUT HAa YPOBHE
DLP-cepBepa InfoWatch Traffic Monitor. J]anee npousBoauTcs paspeliieHre Win 3arpeT Ha
nepenagy HTTPS-tpaduka. [Ipu 61okupoBke Tpaduka KoHUIeHIMaIbHas MHPOPMaLKs

He joxoauT /10 cepBepa « Mo Oduc [Touray.

Bonee HOHPOGHO O3HAKOMUTBECA C COBMeCTUMBIMHU CHUCTeMdMHU H HaCTpOfIKOfI

MPOKCH-CepBepa BO3MOXHO B JIOKyMeHTe «PyKOBOJICTBO aqMHHHCTpATOpa
InfoWatch Traffic Monitor 7.1» (pa3men «IlepexBaT Tpadwuka, mepenaBaeMoro

nio nipotokoiry [CAP»).

[Ipu rcnonb3oBaHUM JTAHHOTO MeToJla HaCTPOMKHU CO CTOPOHBI cepBepa «MonOduc [Touray
He TpeOyeTcsl.

Jlnst 6pay3epa KaxkJIoM KJIIMEeHTCKOW pabo4yel CTaHIIMK B HACTPOMKAX HEOOXOIUMO:

— 06aBUTH CepTUPUKAT TPOKCU-CEPBepa B CIIMCOK JIOBePeHHbIX KOPHEBbIX CePTUDUKATOB;
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— ykasatb [P-afpec ncnosnp3yemMoro mpokcu-cepeepa.

5.2.4 YcranoBka arenra InfoWatch Device Monitor

Arent InfoWatch Device Monitor paboraer npu wucronb3oBaHuu ¢ cucremor «MonOduc
[Touyra» B Beb6-Opaysepe 1 HAacTONILHOM KJiMeHTe. Bech mepexBaueHHbIN 1o npotokojiaMm HTTPS u

SMTPS tpaduk OyneT oTrpaBiieH AJis aHaau3a Ha cepBep Traffic Monitor.

OnHuM U3 MpeuMyIecTB MeTo/la YCTAHOBKY areHTa Ha YCTPOMCTBA M0JIb30BaTeNled SBJISeTCs
BO3MOXXHOCTB ITOCTEIIeHHOT'0 BHeJIpeHUs aHajin3a Tpaduka B opraHusanuu. HemocraTkoM naHHOTO
MeToJla SIBJISIETCSl TIOBBIIIIEHHOe BHUMaHWe K TMOTPeOHOCTSIM Kaxaoro mosb3oBatens. Cxema

B3aUMOJENCTBUS JaHHOI'O MeToAa IpyuBe/leHa Ha pUCyHKe 27:

Fabouse mecTo NoNkI0BATENA

! AT —

i i ' L
! LHTTPS/ISMTPS —HTTPS/SMTPS >’ )
i | £ S,
E Arent Device Monitor | [rsss] —

H Beb-knueHT n | r—

| HACTOMBHEIN KNUEHT ; HOHTGE::IH cepeep

i aMoiROdme Mouran i aMorOdmcy

HTTRISMTP

b4

Cepeep Device
Monitor +
Traffic Monitor

Pucynok 27 - Vcranoska arenta Infowatch Device Monitor

Ob6HapyxeHnue koH}UIEHITNAIBHOW NHPOPMAIMK TPOMCXOAUT Ha ypoBHe areHTa InfoWatch
Device Monitor.

[Tpu GnokupoBke Tpaduka koHQHUAeHIManbHas WHOpMAIUs He OOXOIUT JI0 cepBepa
«MoitOduc ITourar.

YcraHOBKa areHTa OCYIIIEeCTBIISIETCS COOTBeTCTBeHHO AokyMeHTy «InfoWatch Traffic Monitor.
PykoBozcTBo mosb3oBaTess».

[Tocne ycranoBku arenta InfoWatch Device Monitor ans moutoBoro kiuenta «MouOduc

[Toura», ycranoBnernHoro B OC Windows Heo6XoauMo IIpOU3BeCTH Cllefylolye AelCTBUSL:

— Ha mammbe nosnb3oBaresniss He0OXOUMO 3alWTH B OCHACTKYy certlm.msc (M3 MeHIO
IIyck).

— B nepeBe ceptudukaToB HaMiTh InfoWatch Transparency Proxy Root:
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CepTudumKkaThl JIOKaJIbHBEM KOMIBITEep\/JOBEepeHHLEEe KOPHEBHE LIEHTPEH

ceptudurkauum\Ceprudurate\InfoWatch Transparency Proxy Root

— B KoHTekcTHOM MeHIO BbIOpaHHOTO cepTHduMKaTa BbiOpaTh Bee 3agaun - DKCHoOpT... U
9KCIIOPTUPOBATh BHIOpaHHBIW cepTUdHMKaT (B ¢opmare .CER, kogupoBka DER) Ha
JIOCTYITHBIN JIOKAJILHBIN WUJIU CETeBOU pecypc.

— B nouroBom kimente «MouOduc [louta» 3aiiTh B HaCTPOWKM cepTUdUKATOB (KHOIKA

- myHKT MeHI0 Hacrtpoiiku - IIpyBaTHOCTH M 3aIlUTA - KHOIKA YIpaBJieHHe
cepruduKaTaMM) U HaXXaTb KHONIKy VIMIIopTHpOBaATh...
— BriOparb sxcriopTrpoBaHHBIN paHee cepTUdUKAT InfoWatch Transparency Proxy

Root, B MOSIBUBIIIEMCS TAAJIOTOBOM OKHe MTPOCTaBUTh FaJIKU HAIIPOTUB OIITUMN:
e JloBepsTh Npy ueHTUUKAIIUU Beb-CalTOB;

e JloBepsTh 1pu UAeHTUDUKALINY T10JIb30BaTes el 3JIeKTPOHHOW ITOYTHI.

— Haxatp KHOIIKY OK JBd pad3d IJId COXpdHEHHWA HACTPOEK.

5.3 UnTerpanus co CTOPOHHEH CIIyK00iH KaTaJI0roB

CTOpOHHIOIO CITY>KOY KaTaJloroB BO3MOXHO MCII0JIb30BaTh Kak 0a3y JIaHHBIX I10JIb30BaTeser
«MointOduc Iloura». [Ing sToro crnemyer 3amnoiaHUTh OJIOK HHTerpanmuu (integrations:
catalog:) B WHBEHTAapHOM daitne PSN (mospobHee B pasnere
«KonduryprpoBanre HHBeHTapHOT0 ¢aiia: nepeMeHHble» PyKOBOACTBa 110 yCTaHOBKe IIOYTOBOTO

cepBepa).

HuTerpanus TectupoBanack ¢ AD, Samba DC, FreelPA, ALDPro, OpenLDAP
u 389ds.

5.3.1 YcranoBKa KBOTHI U3 CTOPOHHEH CIIYK0bI KaTaJI0roB

B AD Heo0xomuMo BbIOpaTh aTpuOyT, B KOTOPOM OyJleT XPaHUTLCS KBOTA. 3Ha4YeHHe

3ajaercs B OaiiTax 1esbiM unciioM. Harpumep, kBota B 11'6 aT0 1073741824,

Ha BCEX HOJIax TPYIIIBI mail B KOHQUTyPaIlMOHHOM
darine /opt/poseidon/dovecot/conf/dovecot-ad-pass.conf.ext Heo0X0IUMO

U3MEHHUTH CeKIIUU pass attrs M user attrs ClegyolmM 06pa30M:
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pass _attrs = \

=userdb gid=vmail, \

arpubyrad=userdb quota rule=*:bytes=%{ldap:aTtpubyrad}
user attrs = \

=gid=vmail, \

arpubyrad=quota rule=*:bytes=%{ldap:aTrpubyrad}

(mprMep MOXHO IIOCMOTpeThb B daiie /opt/poseidon/dovecot/conf/dovecot-

ldap-pass.conf.ext, JUid KBOT UCIOJIb3YyeTcsl aTpUbYT quota).

Ecm B arpubyte He OyleT 3ajaHa KBOTa WM OHa OyleT paBHa 0, TO KBOTa CUMTAETCS
b6eckoHeyHOM. MOXHO 3a/1aTh KBOTY 10 yModaHuio. Eciu B atpubyTe He 3afiaHa KBOTa, TO Oyner

ucnonb3oBarbcs oHa. g sroro Ha BCEX Hopmax rpynnbl mail B KOHQUIypallMOHHOM
daiine  /opt/poseidon/dovecot/dovecot.conf  HeobOXOOUMO  H3MEHUTh  IlapameTp

CJIeyIonmM 06pa3oMm:

quota rule = *:bytes=3HadyeHneKBOTHIIOYMOIIaHUIO
Hanee nocse pelakTUPOBaHUS KOHQUTYPAITMOHHBIX (PANIIOB Iepe3anyCTUTh dovecot:
docker service update --force psn-mail dovecot

3HavyeHHe KBOTHI IO MOJIb30BATEJISIM MOXKHO ITOCMOTPeTh dyepe3 doveadm Ha Ji0O0M U3 HOJ

CpynIbl mail KOMaHOOM:
docker exec $(docker ps -gf name=dovecot) doveadm quota get -u email

160 Yepe3 KOHCOJIb aIMUHUCTpHpoBanus PSN.

5.4 Unrerpamus ¢ BKC cucremamu

st unterpanuu ¢ BKC cepBep oimkeH ObITh POJIEITIOeH C TapaMeTpaMH:

— conference.enabled=True

— conference.<BKC cucrtema>.enabled=True

rae <BKC cuctema> - Tpedbyemas BKC cucrema (cm. «MoitOduc [loura 2. PykoBojcTBO

10 yCTaHOBKe ITOYTOBOTO cepBepa 2.8», pasmen «KoHduryprpoBaHue WHBEHTapHOTro daiia:

HepeMEHHbIe»).
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Eciu Ha artame Jemsos BK/IIOYeHHe WHTETpaliu He ObLIO 33/1aHO, MOXHO H3MeHUTh
3Ha4YeHHe COOTBETCTBYIOIIMX IIEpEeMEHHBbIX U [epe3alyCTUTh AeIIOM KOMaHAou ./deploy.sh

<hosts> -t frontend (cM. «MoiOduc Ilouyra 2. PykoBoncrBo mo ycraHOBKe IIOYTOBOIO

cepBepa 2.8», pa3zien «3aIycK YCTaHOBKUY).
JIubo cpmenath 3TO BpYy4YHYIO, [JIi 4Yero Ha cepBepax pojid frontend HeOOXOIUMO
BLBITIOJIHUTL Clieayromnre HEﬁCTBHH:

H3meHUTH cilefyronye 3HaYeHUs B nepeMeHHbBIX KOH}UTYPalMOHHOTO

danna /opt/poseidon/web calendar/config.json:

"useConference": true,

"use<BKC cucrtema>Conference": true,
rae <BKC cuctema> - Tpebyemast BKC cucrema,

Y I1epe3alyCTUThb CepBUC KajleHlapeil KOMaH 01

docker service update psn-frontend web calendar --force

BrlleynnomsiHyThle JeMCTBUS BBIIIOJIHATH He TpeOyeTcs, eciii HacTpOWKa yxe

ObLIa Ipon3BeieHa B MTHBEHTAapHOM (l)aflﬂe J0 MHCTAJJIAIUH.

5.4.1 Unrerpamus c cepucom TrueConf

HpeIIBapI/ITeJIbHO ciieqyeT BbLIIIOJIHUTDH O6HII/IE pPeKkomMeHJallhuK, OIIMCaHHbIe B TJlaBe

Harerpanusg c BKC cucremamu.

BapuaHThl CHHXpOHM3AI[UU 110JIb30BaTesIeH:

— npuBs3arh trueconf U «MoiOduc [louta» k ogHOM CiTykbe KaTaJIOrOB;
— CO3[1aBaTh COOTBETCTBYIOILIMX MOJIb30BaTeller yepe3 admin interface B trueconf

(c™m. pasmen Hacrpoiiku agmuHucTpatiBHOUM maHenu TrueConf );

— 1npuBs3arh trueconf K 1dap psn (cM. pa3gen HacTpoliky aIMUHUCTPAaTUBHOW ITaHeIn

TrueConf ).

5.4.1.1 Hacrpoiiku agMmuHuctTpaTusHoi nmaneiau TrueConf

— B apmunucrtpatuBHoi manemu TrueConf na Bkiamke Bed / Hacrpoiiku B paspene

Buemrnmii agpec Bed crpanmibl TrueConf Server nHeob6xomumo ykasaTh ajpec,
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COOTBeTCTBYIOIIIMM  3HAYEeHUIO MOoJd services/trueconf/url U3  pasgena
«KonduryprpoBanve nHBeHTapHOTO (paiijia: mepeMeHHbIe». PykoBoJCTBa 110 yCTaHOBKe
IIOYTOBOTO CepBepa.

— CrnenytomumM marom Oymer 3amonHeHue HacTpoek LDAP na Briagke LDAP / Active
Directory, pasnen LDAP, kHonka Hacrpoiiku LDAP B aJIMUHMCTPAaTUBHOM IaHeIU

TrueConf. IIpumep 3anosiHeHus yka3aH B Tabiuiie 5.

Tabmuma 5 - Hacrpoiiku LD AP agmunuctpatiBHoi nmadHenu TrueConf

ITapameTp 3HaueHue
Tum cepBepa 389 Directory Server
be3omacHoe coenuHeHue Ha
Py4nas HacTporika Ha

Cepsep uncTamwsimmu LD AP-cepsuca « MoitOduc
Cepgep [TouTta» (ampec xocTa C yCTaHOBJIEHHBIM

cepBucom 389 Directory Server)

[TopT 636

ou=People,dc=<domain>,dc=ru, rmge
bazoseni DN <domain> — OCHOBHOM JOMEH yCTaHOBKU

«MoitOduc IToura.

AyTentuduxanus [Ipocras

cn=Manager,dc=<domain>,dc=ru, rge

Hms
<domain> — OCHOBHOU IOMEH yCTaHOBKHU
3HayeHHe IlepeMeHHOM ds389 manage user
13 MHBepTapHOTOo ¢alila yCTaHOBKU (CM. paszell
[Taposb «KonduryprpoBanue UHBEHTApHOTO (aiiia: e

peMeHHbIe» PykoBOJICTBA IO YCTaHOBKe

MIOYTOBOT'O CEpBepa)

Bxmouuts NTLM-ayTenTudukaiuio as
aBTOMaTHYeCcKOro BXoja Iojib3oBaTesieli foMeHa |[la

Active Directory

3aroJiHeHMe HAaCTPOeK Tak)ke HeoOXoauMo U B pasfiene JlononHuTenpHO (CM. Tabmuny 6):

Tabnuma 6 - JlonoaHUTeTbHBIe HACTPOUKY B aqMUHHUCTPaTUBHOU naHenu TrueConf
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ITapameTp 3HaueHue
Login trueconflogin
Display Name cn
First Name givenName
Last Name sn
Email mail
Max Results 50000
Filter Disabled ('(nsrole=cn=nsdisablerole.*))
Group Member uniqueMember
Filter Login (trueconflogin=%s)
Filter CallID (trueconflogin=%S)
Filter Group (objectClass=GroupOfUniqueNames)
Work Phone telephoneNumber
Home Phone homePhone
TrustPartner Attr trustPartner
FlatName Attr flatName
TrustedDomain Filter (objectClass=trusted Domain)
ForeignSecurityPrincipal Filter (objectClass=foreignSecurity Principal)
Trust Enabled 1
Use Avatars 1
Allow Avatar Propagating 1
AddressBook Refresh 900
TimeOut 30
thumbnailPhoto Attr thumbnailPhoto
jpegPhoto Attr jpegPhoto

OcranbHble 3HAYEeHHE aregyer OCTaBUTH ITYCTBIMMU. ITocne 3amoniHeHMs BCex HACTPOEK
HEO6XO,HI/IMO Ha’XXdTb KHOIIKY HpI/IMeHI/ITb. HpI/I KOPPEKTHOM 3dIIOJIHEHHWKW BCeX IIdpaMEeTpPOB B
pasfeiie ITonn3oBarenu / YdyeTHbIe 3aIMCH II0JIL30BaTeJICH 3dI'PY3UTCA CIIMCOK YYETHBIX 3arMcen

cienytomiero Buaa (cM. Pucynok 28):
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NonbBEATENL TrueConf ID 3n. NoETA
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Pucynok 28 - Yuernble 3anucu «MoirtOduc [louta» B apMunucTpatiBHOM naHenu TrueConf

5.4.2 Hacrpoiika uaTerpamuu co Squadus

B mannoMm pasperne npuBenieHbl HacTpouku st «MorOdwuc [Touray, ocTanbHas nHGOPMaIHs

IOCTyTHA B IOKYMeHTanuu Squadus.

Hpe,[[BapI/ITEJ'[bHO cdlegyer BbIIIOJIHUTDH O6H_II/Ie peKoMeHOallku, OIIMCAdHHbIE B TJldBe

Huterpanusa c BKC cucremamu.

Hanee cnenyer 3amonuuTh mnapamerpsl ETCD B ceknum  services/squadus

(c™m. pasnen Hacrpoiika ETCD). [Ipu KOTIIMPOBaHUU KOPHEBOT' 0 cepTuduKaTa U3

agMuHKCcTpatuBHOM naHend Squadus B mojie ETCD services/squadus/ca cert ciengyer

MIPUBECTH ero K BUJy C TepeHoCcoM cTpok (Base64):

MIID9jCCAt6gAWIBAgIUOQ+mT23yNOfL68m4nddE]JjGIh4wDQYJIKoZIhveNAQEL
BQAwgZIxCzAJIBgNVBAYTA1JVMQ8wDQYDVQQIEWZNb3N]jb3cxDzANBgNVBACTBk1v
c2NvdzEfMBOGAIUEChMWTmMV3IENsb3VkIFR1Y2hub2xvZ211czEQMA4GA1UECxMH
CXKCiwbpavWk8c3LkQaIOCTwPJOkD5h17UyOtA7KWId7ESMDD] tmW71Ec59GsASM
x6NewlKYghE/nn7Rp8WolrO01UIkbpglHMfHHMs JENfEEOW1Z+YV6a9RIpoxtNBAO

AvxgHMKCtDIenPor6722/Sjd4LxGmjoJNSNL+i1d7Q65sI3pgw53NQHQfY7pVRNcTE
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7tAIBPPcen/ykDcTcoB6M5H22ENGbhkgnHyCKFdhQy7hssHzqUUzcjxPG3JToAMIf

WbFKGplcvt3nKA==

BapuaHTbhl CHHXpOHM3AI[UU 110JIb30BaTesIe:

— TMpuUBs3aTh squadus U psn K OJHOM cityx0e karajmoroB win «MoiOduc YactHoe

Oo6mako;

— C€O030aTb COOTBETCTBYIOIINUX MOJIb30BaTesen qepe3 aIMUHUCTPATUBHYIO I1dHeJIb Squadus.

J171s1 co3manus ojb3oBaTesieM COOBITHUI C CChIJIKOM Ha KOH(epeHIMI0 CKBaIyC
M10JIb30BATeNI0 He0OX0qUMO XO0Ts ObI OJTUH pa3 YIAauHO 3aJIOTUHUTLCS B

squadus.

5.4.3 NnTerpamus c cepsucoM Webinar

HpeHBapI/ITEJ'[bHO cdlegyeTr BbIIIOJIHUTDH O6H_II/Ie peKoMeHadlln1, OIIMCAHHbIE B TJldBe

HNuTterpamnusg c BKC cucremamu.

Hanee cienyer 3anonHuTh napamerpbl ETCD B cekuunu services/webinar (cM. pasmen

Hactpoiika ETCD).

BapI/IaHTbI CUHXPOHU3AIUU I10JIb30B areJieu:

— npuBsizaTh webinar u «MoiOduc [Toura» k onHOM ciyxbe kaTasnoros unu «MonOduc

Yactaoe O6akoy;

— CO30aTb COOTBETCTBYIOIINX M oJIb30BaTelen qgepe3 dIMHUHHUCTPATUBHYIO IIdHEJIb B

webinar.

5.4.4 Nnrerpamus c cepsucoM VideoMost

HpeHBapI/ITeJ'II)HO cjiegyeT BbLIIIOJIHUTD O6H_II/I€ PeKkoMeHIalliK1, OIIMCAdHHbIe B TJlaBe

Hurerpanusa ¢ BKC cucremamu.

Hanee cnenyer 3anonmHuTh mnapamerpsl ETCD B cekuun services/videomost

(cMm. pasnmen Hacrpoiika ETCD).

BapI/IaHTbI CUHXPOHH3aAllK1 M0JIb30BaTEeJIeH:

— npuBsi3aTh videomost U «MoiOduc ITouray k ogHOM CiTy>k6e KaTajoros;
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— CO31aThb COOTBETCTBYIOIIUX I10JIb30BaTeIen gyepe3 aIMHUHHUCTPATUBHYIO IIdHEJIb B

videomost.
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6 HACTPOMKA ETCD

ETCD — aTo pacnpesiesieHHasi cMCTeMa XpaHeHUsI KJltoued M KOH(UTYypaIdil Jyisi CepBUCOB.

Buecenne usmenenuii B mnapamerpbl ETCD mnpenocraBiiser paciivipeHHble BO3MOXXHOCTH ISt

H&CTpOﬁKH CHUCTeMbl IO KOHKPeTHbIe HYXKIbI I10JIb30BaTelld U aIMHUHHCTPATOpPAd. J:[JISI AOOCTYyIIa K

penaktrpoBanuio napamerpoB B ETCD, ciiefyeT BBIIOIHUTH Clefyloliye JIeHCTBUS Ha CTOPOHE

cepBepa UHCTaJISITUN:

1. ABropuszoBatbcs B cepuce ETCD yepe3 6pay3ep, UCIIOIB3Ys aJipec BUa:

http://domain: 8081

2. I'me <domain> — ocHOBHOM JioMeH ycTaHOBKU «MoiiOduc ITouray, 8081 — mopT.

3. JlaHHbIe 1151 aBTOPH3aI[UK:

— JIOTHUH psnuser;

— Iapojib: 3Ha4YeHue IIepeMeHHOM etcd browser user M3 HWHBEHTAapHOIO ¢aiia

ycTaHoBkH (cM. TokyMeHT « MoitOduc Iloura. PykoBoicTBO 1o ycTaHOBKEY).

[Tocne u3aMeHeHHMsI HACTpPOeK Uil MX TNPUMEHEHUs] HeoOXOauMO Iepe3anycTuTh backend

cepBHCHI triton u/umu pbm, 9TOOBI HACTPOMKY TTEPEUUTATHUCE:

docker service update --force psn-backend triton

docker service update --force psn-backend pbm

[TapameTpsl, OCTyTIHBIE ISl NU3MEeHeHUs], IpHUBe/ieHbl B Tabmulle 7:

Tabmuma 7 — Ilapamerpst ETCD

Korou

Onucanue

HdocTynHble 3HaYeHH S

autoconfig/

Cexk1ivsi HACTpOEK cepBUCa
aBTOKOH}UTrypauu

autoconfig/common/

Cexk1ivsi 00IMX HAaCTPOEK
cepBHCa aBTOKOH(UTypaluu

autoconfig/common/auth
salt

Coub 11 TOAKITIOYEHHS K
ro6abHOM aJpeCHOM KHHUTE.
Hcnosnb3yeTcst npu UHTerpanyu
CO CTOpPOHHEeH CITy>k00#1
KaTaJIoTOB.

autoconfig/common/gener
ate ldap account

['enepupoBaTh 3anMCh B
JIOKaJIbHOH CJIy>k0e KaTajoroB
IUTS1 BO3MOXKHOCTH TIOJIKITFOY € HUSI
K II06aIbHOM aIpecHOU KHUTe.
Hcnosnb3yeTcst npu UHTerparyu

true wm false
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Korou

Omnucanue

HocTynHble 3HaYeHH S

CO CTOPOHHEeH CIy>k00i
KaTaJIoTOB.

autoconfig/common/log p
ath

[IyTe fo nor-¢arina NpuiIoXeHUs

OTHOCHTeNbHBIN WK
abCOJIIOTHBIN Ty Th

autoconfig/common/recov
ery url

Ccpuika 1711 BOCCTaHOBJIeHHUS
napoJst (MCIoJb3yeTcs B
HACTOJIbHOM KJIMeHTe)

url

autoconfig/fcm/

Cexkiysl KJIMEHTCKUX HAaCTPOeK
1711 paboThl C MOOMIBHBIMU
yBegomienusmiu (Firebase Cloud
Messaging u Huawei)

HNudopmanuio o HacTpoiikax U
VX BO3MOJKHBIX 3HAUYEHHUSIX CM. B
noxyMeHTe «MoiOduc [louta 2.
PykxoBoacTBO 10 ycTaHOBKe
[I0YTOBOTO CepBepa», paszell
«Kondurypuponanue
HWHBeHTapHoro ¢arina:
IlepeMeHHbIe»

autoconfig/fcm/exists

Bxmouenune push-yBenominenuit

true (CTpOro B HMXKHEM perucTpe)

autoconfig/services

Hacrtpolika BHellIHero focTymna K
CepBHUCaM I KIIMeHTOB

autoconfig/services/ext
ernal imap host

Buernuaumii agpec nst
nogkmodenus IMAP

Homen wmu [P-agpec

autoconfig/services/ext
ernal imap port

Bueninuii nopt ans
nonkmouenus IMAP

Hudpwt (11emoe yumcio)

autoconfig/services/ext
ernal imap ssl

[IpoTokoi 6e3omacHoro
noakmodenus: IMAP

NO/SSL/STARTTLS

autoconfig/services/ext
ernal ldap host

Buemnwuii agpec s
noaxmodenus LDAP

Homen wm [P-anpec

autoconfig/services/ext
ernal ldap port

Bueninuii nopt as
nonxmouenus LDAP

[Tudps (enoe yncio)

autoconfig/services/ext
ernal smtp host

Brennaumii agpec nst
noakmouyenuss SMTP

Homen wmm [P-agpec

autoconfig/services/ext
ernal smtp ssl

[IpoToxkon 6e3omacHOro
nonkmodeHus SMTP

NO/SSL/STARTTLS

autoconfig/services/ext
ernal smtp port

BrerHui nopt 171s
noaxmodenus: SMTP

[Tudps (1enoe yucio)

autoconfig/services/ext
ernal tritonapi url

Buernuaumii agpec nst
MOAKTIOYEHHs K psnapi

Crpoka, URL
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Kmou Omnucanmne HocTynHple 3HaYeHH S
pbm/ Cexmust HacTpoek PSN Backend
Manager
pbm/auth/ Cek1ivsi HAaCTpOeK

ayteHTudukanuy B PSN Backend
Manager (HacTpoiika cepBHca
OTMCaHA B JAHHOM JIOKYMEeHTe)

pbm/auth/access_ token e
Xp time

BpeM4 )KM3HH aCCeSS-TOKEeHa B
CeKyHIaX

pbm/auth/refresh token
exp time

Bpewms xuznu refresh-rokena B
cexyHaax (mis v2)

Hudpwt (11emoe umcao). 360000

pbm/auth/enc salt

Coub 11 X3UIMPOBAHUS
ayTeHTUPHUKATTMOHHBIX JTAHHBIX

Crpoka

pbm/common/

O6mue HacTpotiku st PSN
Backend Manager

pbm/common/b24 attr to
surname

[TapameTp a1 UHTETPALVH C
Bitrix24, qobaBnsgeT 3HaueHue
aTpubyTa B KAPTOUKe
noJyib3oBareis. ITo3Bosger
nudbdepeHITMpOBaTh
[0JIb30BaTeJIed C OMUHAKOBLIMU
dUO

ATpubyT B KapTOUKe
mosb3oBaTesd Bitrix24. [Tpumep:
PERSONAL _ICQ

pbm/common/haar cascade
_tmpl

Hcnonb3yembiit mabioH
aJropuTMa paclo3HaBaHUS JIUI]
Ha ¢poTorpaduu. Ucnonb3yercs B
pa3MYHbIX LeJisIX, HalpuMep AJist
o6pe3ku potorpaduu A
aBaTapa.

Ab6comoTHbIN TyTh 10 ¢aiina.

pbm/common/log path

[TyTh mo nor-¢daitna PSN
Backend Manager

OTHOCHTeNbHBIN WK
abCOJIIOTHBIN Ty Th

pbm/common/log 1vl

Y poBeHb JI0rUpoBaHUs

info / debug

pbm/firebase

Cexrust HACTPOEK MOKITI0YeHHUS
K Firebase Cloud Messaging u
Huawei, a Taxxe napameTpsl
PBM nist paboThl ¢ MOOGWILHBIMU
yBeJOMJIEHUSIMHU

pbm/firebase/android bu
ndle

WnentudrkaTop NpuioxxeHus Ha
Android, ucniosms3yercs aiis
CcoCTaBJieHus 11abJI0Ha My1Ia

Crpoka, mpumep: amail

pbm/firebase/aquarius b
undle

WUnentudrkaTop NpUIO)KeHNS
Aquarius, ucnosns3yeTtcs s
COCTaBJieHus 1abJI0HA MyIIIa

aquarius
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Korou

Omnucanue

HocTynHble 3HaYeHH S

pbm/firebase/huawei bun
dle

WUnentudurkaTop NpuioXxeHus B
koHcoym Huawei

Crpoka, mpumep: huawei

pbm/firebase/ios bundle

WUnentudurkaTop NpUIoXeHUs B
koHcom i0S

Crpoxka, mpuMep: iosmailemb

pbm/firebase/webpush bu
ndle

Unentudukatop web-
MPUJIOKEeHUS

Crpoxka, mpumep: webpush

pbm/firebase/google key
file

Kondwurypanuonssnii mabsoH B
¢dopmate JSON s
ayteHTudukanuu B Firebase
Cloud Messaging

JSON, nmpumMep comep>XumMoro cM.

B okyMeHTe «MoitO¢uc IToura
2. PykoBOJICTBO TI0 YCTaHOBKe
IIOYTOBOTO CEpBepay», pasjen

«Kondurypuposanue
WHBEHTapHOro ¢aia:
IIepeMeHHbBIeY.
psn/ Cexkrust HACTPOEK CepBepPHOU U
web gactu PSN
psn/bruteforce Cekrust HACTPOeK CepBHCa

3alUThI OT TIepebopa mapoJiei

psn/bruteforce/enabled

Bximrounts 3amuTy oT nepebopa
rnapoJjeu

true uu false

psn/bruteforce/max atte
mpts

KomuecTBo nonbITOK BX0OA,
nocye kotoporo [P-anpec
HWCTOYHMKA Onokupyetcs. He
YUYUTHIBAIOTCS [IOIIBITKY C OJJHOM
U TOY ke HeBepHOU
KoMOWHan el JIOTWHA U apoJis

esnoe yucmno Gosblie Hys

psn/bruteforce/penalty

Bpems B cekyHziax, Ha KoTopoe
onokupyetcs IP-agpec

esnoe yucmno Gosblie HysS

psn/cab/

Cexkrust HaCTpoek
KOPIIOPaTHUBHOW afijpeCHOM KHUTU

psn/cab/bind_dn

ATtpubyTs! bind dn
aIMUHHACTPATUBHOTO aKKayHTa

[Momerit DN (distinguished
name).

psn/cab/cab _ou

OU (organisational unit)
KOPIIOPAaTMBHOW aJjpeCHOM KHUTH

Hassanune OU c HauMeHoOBaHUEeM
atpubyTta ou=NAME. [Ipumep:
ou=CAB

psn/cab/enabled BrimrouaeT noka3 kopriopaTUBHOH | true wm false
kHUTH B web-uaTepdeiice (false,
OTPAaHAYHMBAET CO3/laHUe TaM
HOBBIX T0JTb30BaTeen)
psn/cab/host BuyTpennuii agpec Homen wm [P-anipec

noaxmodenus: kK LDAP-cepsepy
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Korou

Omnucanue

HocTynHble 3HaYeHH S

psn/cab/ldapusers ou

OU (organisational unit) mms
IIPUBA3KH BHEIITHUX
nosp3oBatesei kK LDAP (B
HAaCTOJIbHOM KJIMEeHTe)

Hazsaane OU c HauMeHOBaHUEM
atpubyTta ou=NAME. I[Ipumep:
ou=ldapusers

psn/cab/maillist ou

OU (organisational unit) rpynm
PaCCBUIKH

Hazeaane OU c HauMeHOBaHUEM
atpubyTta ou=NAME. [Ipumep:
ou=Groups

psn/cab/password

Haponb OT aAMHUHHUCTPATHUBHOTI'O
dKKAdyHTa

Byxsbl, 1iudphl WM crienaibHbIe
CUMBOJIB

psn/cab/port

BHyTpeHHuUI NOPT NOOKITIOYEHUS
k LDAP-cepsepy

Luppst

psn/cab/resources_ou

OU (organisational unit)
pecypcosB

Ha3zBanue ou c HauMeHOBaHHEM
atpubyta ou=NAME. [Ipumep:
ou=resources

psn/cab/root _dn

Kopresoii DN (distinguished
name) LDAP-cepsepa

[Tocneguue nBa yposHs B DIT
(Directory Information Tree).
[Ipumep: dc=example.myoffice-
app,dc=ru

psn/cab/web cache/enabl
ed

Bxmrouenue wim oTk/IrOUeHUe
LDAP-xamia i web-kmvedra

true i false

psn/cab/web cache/lifet
ime

BPEMﬁ JKWU3HM Kollld B CEKyHIadX

Hudper, mpumep: 3600

psn/common/

Cexrmust 0611Mx HacTpoek PSN

psn/common/allow upload
_photo

Paspemienne usmeHeHus aBarapa
M0JIb30BaTeseM B web-
vHTepdeiice

true i false

psn/common/cookie domai
n

Homen PSN niist xpanenust
cookies

Crpoka

psn/common/event attach
_size limit

JIuMUT pa3Mepa BIIOXKeHUH B
cobbITUA (B MerabamT)

Hudpsel, npumep: 5

psn/common/revoke email

Pa3peume OT3bIB OTIIPABJIEHHBIX

IIMceM.

True / False.

psn/common/force revoke

Pazperienvie oT3bBa MchMa
M0JIb30BaTeNeM, JlaXke eCId OHO
MPOYUTAHO

true wmm false

psn/common/gost

[TongTBep>nenue ycraHoBKu PSN
¢ Hactpotikamu 1y 'OCT-
ndpoBaHus

true wym false
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Korou

Omnucanue

HocTynHble 3HaYeHH S

psn/common/photo path

ITyTs ny1g XxpaHeHuUs: aBaTapoB

OTHOCHUTeJIbHBIN WA
abCOJIIOTHBIN Ty Th

psn/common/password req
uirements

Tpe6GoBaHUS K CIIOXKHOCTH
napoJs. JlaHHas MoMTUKa
WTHOPUPYETCs TIPU UHTEerpaIiuu C
MoitOduc Xpanwmiie PGS u
JUId YYeTHBIX 3allMCeu U3

CTOpPOHHEeH CTy>XObI KaTaJolroB.

psn/common/password req
uirements/min length

TpeboBaHUS K CJIOXKHOCTH
MapoJisi: MUHUMAJIbHOE YUCJIO

CHMBOJIOB.

psn/common/password req
uirements/max length

Tpe6GoBaHUS K CJIOXKHOCTH
MapoJisi: MaKCUMaJIbHOEe YUCIIO

CHMBOJIOB.

psn/common/password req
uirements/min digits co
unt

TpeboBaHMs K CJI0KHOCTH

MMapoJii: MUHHUMAJIbHOE YHCJI0

udp.

psn/common/password req
uirements/min uppercase
_letter count

Tpe6GoBaHUsI K CJIOXKHOCTH
[IapoJisi: MUHUMAaJbHOe YUCJI0

OYyKB B BepxHeM perucrpe.

psn/common/password req
uirements/min_ lowercase
_letter count

TpeboBaHUS K CIIOKHOCTH
[IapoJisi: MUHUMaJbHOe YUCJI0

OYKB B HIDKHEM perucrpe.

psn/common/password req
uirements/min_ spec symb
ols count

TpeboBaHUs K CIIOKHOCTH
[apoJisi: MUHUMAaJbHOe YUCJI0

CIIeIICMMBOJIOB.

psn/common/pgs integrat
ion

Bxmouenne uaTerparuu ¢ PGS

true uu false

psn/common/photo size 1
imit

JIumMut pazMepa 3arpykaemoro
[0JIb30BaTeJIeM aBaTapa

Hudpa c o603HaUEHHEM

eINHUIbl U3MepeHusd, IIpuMep:

10M

psn/common/use friendlynam
e

VYnpasnenve oTobpakeHremM
VMIMeHH OTIIpaBUTeJIs IS TIHCeM,
OTIPAaBJIeHHBbIX U3 BHEIIHHX
cUCTeM

true - oTobpaxarb UMs
OTIpaBUTeJIS TUChMa, TaK Kak
oHO 6BUTO TIepefaHo, false -
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Kmou Omnucanmne HocTynHple 3HaYeHH S
0TOOpakaTh JOTIOJHUTEIILHO
email

psn/db CexKITrsl HACTPOEeK IO IKITIOY eHUSI
K O6ase naHHbIX Postgres
psn/db/dbname Hms ocHoBHOI 6a3bl jauHbX At | Ums B, mpumep: psn
web-nipunoskenus
psn/db/host BuyTtpennutt agpec Homen wm [P-anpec
noakmoueHus k bJ1
psn/db/login Jlorun gyis moakmoueHus K b1 Crpoka
psn/db/password [Tapomb g nogkmodenus k b/l | Byksel, udpbl Wi crienivasibHbIe
CHIMBOJIbI
psn/db/port BuyTpennuii nopt nogkmouenus | Lludper
k B]]
psn/db/schema Cxema (mpocTtpaHcTBo uMeH) st | CTpoka, mpumep: psn

b1 web-npunoxxenust

psn/file manager

Hacrpoiiku paboTbl MeHekepa
daiinoBoi cucTeMbl

psn/file manager/file d
ir

Mecto XPpaHeHUs BJIO’KEHUH B
COOBITHS Ha JHCKe

OTHOCHTeNbHBIN WK
abCOJIIOTHBIN Ty Th

psn/ldap

CexiIrysi HACTPOEK MOIKITIOY eHUSI
Kk LDAP userdb

psn/ldap/bind dn

ATtpubyTs! bind dn
aIMUHHACTPATUBHOTO aKKayHTa

[Momerit DN (distinguished
name), IpuMep:
ou=Blocked,dc=example,dc=ru

psn/ldap/password

[Tapomb OT aIMUHUCTPATHUBHOTO
aKKayHTa

BykBel, 11udpHI U ClielidajbHbIe
CHMBOJIbI

psn/ldap/blocked ou

OU (organisational unit)
3a0JIOKMPOBAHHBIX
MOJTb30BaTeNen

Mot DN (distinguished
name)

psn/ldap/domains ou

OU (organisational unit) mns
XpaHeHus: HHGOPMAIUHU 10
MOYTOBBIM JIOMeHaM

Mot DN (distinguished
name)

psn/ldap/groups_ou

OU (organisational unit) rpynm
PaCCBUIKH

[Mommerit DN (distinguished
name)

psn/ldap/people ou

OU (organisational unit)
MoJIb30BaTeJiel

[Mommwiit DN (distinguished
name)
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Kmou Omnucanmne HocTynHple 3HaYeHH S
psn/ldap/port BuyTtpennuii nopt nogkmodenns | Hudper
k LDAP-cepBepy
psn/ldap/host BuyTpennuit agpec Homen wmu [P-agpec

noaxmodenus: kK LDAP-cepsepy

psn/ldap/web cache/enab
led

Bxmouennie LDAP-ko11a g
web-kmenTa

true uu false

psn/ldap/web cache/time

Bpems xpaHeHus kara

[Tudps! u nexkcudeckoe
0003HaYeHUe BpeMeHHbIX
eqUHUI (Ha aHIVIMICKOM, depe3
npo6emn). Ilpumep: 15 minutes

psn/mail

Cekuyst HACTpPOeK BHYTPeHHero
MOAKIIOYEHHUS K TOYTOBBIM
MIPOTOKOJIAM

psn/mail/imap host

BuyTpennutii anpec ast IMAP-
MOAKITIOYeHUS

Homen wm [P-aipec

psn/mail/imap port BuyTpennuii nopt st IMAP- Hudppsr
MOAKITIOY €HHSI
psn/mail/imap protocol | BHyTpeHHMI IPOTOKOI NO/SSL/STARTTLS

be3omnacuoro IMAP-
MOAKIIFOYeHUSA

psn/mail/smtp host

BuyTpennutit agpec s SMTP-
HOJIKITFOY €HUST

Homen wm [P-anpec

psn/mail/smtp port

BHyTpenHuit mpoTokomn
oesomacHoro SMTP-
MO AK/IFOYeHUS

NO/SSL/STARTTLS

psn/mail/smtp protocol

BuyTtpennutit nopt s SMTP-
MIOJIKJTFOY €HUST

Hudpwt (11emoe yumcio)

psn/mail/sieve host

BuyTtpennutt agpec niis
nonxmouenus SIEVE

Homen wm [P-aipec

psn/mail/sieve port

BHyTpeHHu# nopT 171
noaxkmodeHus: SIEVE

Hudpst

psn/mail/xmailer

VHUKaIbHBIMA [I71S1 YCTaHOBKU
3arojioBok XMAILER B nucemax

Crpoka, nmpumep: example.ru
poseidon webmail client

psn/mail/ios

Ceknust HacTpoek npoduiieit
(xoH(UTYpaITMOHHBIX PaioB
AaBTOHACTPOMKM) IJIs1 yCTPOMCTB
Apple
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Korou

Omnucanue

HocTynHble 3HaYeHH S

psn/mail/ios/cert path

[TyTe 0o ceptudukara Apple,
KOTOPBIM TIOJITACHIBAETCS
poduib KOHPUTYpaAITUU

false mwm
OTHOCHUTeJILHBIN/a0COJIFOTHBIA
yTh

psn/mail/ios/key path

[IyTe go xmoda cepTuduUkaTa
Apple

false wm
OTHOCHUTeJILHBIN/a0COoJIIOTHBII
My Th

psn/mail/service emails

Cek1ivist HaCTpoek ¥ nHGOpPMaIIH
0 CHUCTEeMHBIX TIOUTOBBIX SIIUKaX

psn/mail/service emails |Il09TOBbIM AIMMK CUCTEMHBIX email
/system YBeIOMJIeHU
psn/mail/service emails |Ilaposb OT cuCTeMHOTO Crpoka

/system pass

IIOYTOBOI'O AIITHKA

psn/mail/service emails
/reminders name

OTobpaxkaemoe uUMs JJist
CITy>keOHBIX TTUCeM OT

MIOJCHUCTeMbl HallOMHUHAHUU

MyOffice Reminders

psn/mail/service emails
/system name

OTobpaxkaemoe uUMs st

CIIy>keOHBIX TTHCEeM

MyOffice System Notifications

psn/mail/service emails
/resourse name

OTobpakaemoe UM JIJIst
CITy>keOHBIX TTUCEM OT

MOJICUCTEMBI PeCypCOB

MyOffice Resources

psn/mail/signatures

Cexkrus HAaCTpOeK CcepBHCa
dBTOTeHepalluu MO IITUCEe

psn/mail/signatures/exc
lusions

Uckmouenus, Ay KOTOPBIX
MOJINKCH He CO3/1aeTcs,
BO3MOXXHO MCKJIIOYATh JIOMEHBI
WJIM KOHKPETHBIX T10JIb30BaTesiei

JSON-maccus. IIpumep:
{"domain":
["example.com"],"users":
["user@example.ru"]}

psn/mail/signatures/lda
p _mapping

Pacnonosxxenue moseit LDAP u
repeMeHHbIX B I1abioHe
MOITHUCH

JSON-Mmaccus.

psn/mail/signatures/templa
te path

[IyTh 0 ¢aitna c mabioHOM ISt
¢dopMupoBaHus noanucen
OTHOCHUTEJIbHO /opt/triton/ B
KOHTeHHepe triton. B Tekymem
peym3e i1 K3MeHeHUs 11a0JI0Ha
HEe0OX0/IUMO CO37aTh CBOU
mabJI0H M YKa3aTh MyTh /IO HEro.
PexomeHniyeTcs UCHOIIBL30BaTh
y>Ke IpOOpOIIeHHBIN B
KOHTeunHep

[Ipumep conepxumoro daiina:
<div style="font-family:
X0 Tahion,

Tahoma, sans-

serif; font-size: 16px;

direction: ltr">
<div style=" margin-top:

2px">--</div>
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KaTaJIoT /opt/poseidon/trito
n/eattach/, comepxumoe
KOTOPOTI'0 peIlMIUpyeTcs B
clly4ae KJIaCTepHOM YCTaHOBKHU.
B TakoMm cityyae npumep nyTh A0
HOBOTO IabJyoHa npumeT BUM,
Halpumep,
eattach/mytemplate. templat
e.

<div style="font-family:
X0 Tahion, Tahoma, sans-
serif; font-size: 16px;
direction: ltr; margin-
top: 5px">C yBakeHuem,
</div>
<div style="font-family:
X0 Tahion, Tahoma, sans-
serif; font-size: 16px;
direction: ltr; margin-
top: 1px "> {{FULLNAME}}
</div>
<div style="font-family:
X0 Tahion, Tahoma, sans-
serif; font-size: 16px;
direction: ltr; margin-
top: 5px;">
{% if TITLE is defined and
TITLE != "" %}

{{TITLE}}
{% endif %}
<br>
{% if DEPARTMENT is
defined and DEPARTMENT !=
nosy

{ {DEPARTMENT} }
{% endif %} </div>
<div style="font-family:
X0 Tahion, Tahoma, sans-
serif; font-size: 16px;
direction: ltr; letter-
spacing: 0.5px; margin-
top: 6px;">
{% if PHONE is defined and
PHONE != "" %}

{{PHONE}}<br>
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{% endif %}
{% if WORKPHONE is defined

PHONE and

and WORKPHONE

WORKPHONE !=

%}
{{WORKPHONE}} <br>
{% endif %} </div>
<div style="font-family:
sans-

X0 Tahion, Tahoma,

serif; font-size: 16px;

direction: ltr;">

<a href="mailto:
{{MAIL}}">{{MAIL}}
</a></div> <a
href="https://myoffice.ru"
target="_blank">www.myoffi
ce.ru</a><br> </div>

<img width="146"
height="45" alt="Mo#Oduc"
src="data:image/png;baseb4

, {{LOGO}}"/>

psn/mail/signatures/ten
ant id list

Crmcok TE€HAHTOB, Y KOTOPbIX
BKJIFOY€HO CO3adaHHe IIOAITNCH

JSON-maccus

psn/tokens manager

HacTtpotiku meHemxkepa paboTsi ¢
ayTeHTUPUKAIMOHHBIMU U
aBTOPU3AIIMOHHBIMU TOKeHAMH

psn/tokens manager/stor
age

Mecto xpanenus refresh-
TOKEeHOB

3HavyeHUe N0 YMOJTYaHUIO,
U3MeHITh He ciefiyet: db

psn/web/defaults

CexItysi HACTPOEK MOJIb30BaTeJIs
10 YMOJTIaHUIO B BeD-
IIPUJIOKeHNHU

psn/web/defaults/lang

531K MOJIb30BaTeeH 110

Crpoka (HauMeHOBaHUe SI3bIKa Ha

YMOJTJ4aHUIO aHrmmiickoMm). [Ipumep: Russian
psn/web/defaults/tz Yacosoii nosic nosb3oBatesiel 1o | Yacosoi nosc B popmare tz
YMOJTIaHUIO database.
[Tpumep:Europe/Moscow
psn/web/logger CexiIrusi HACTPOEK JIOTUPOBAHUS

Beb-TIpUIOKeHUst
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psn/web/logger/cef enabled

Bxmouenne norupoBaHus
COOBITHIA

true/false

psn/web/logger/cef filenam
e

Wms datina xxypHana aiis
coxpaHeHus1 ”HGOPMAIIUH O
COOUTHSAX

CEf, HU3MEeHATb He clieyeT

psn/web/logger/cef prefix

[Ipedukc mns SIEM
nojcucteMsl. ['eHepupyeTcs
aBTOMATHYECKH Ha 3Talle JeIvios

CEF:23|MyOffice|MyOffice Mail|
<release_version>

psn/web/logger/date

dopmar gaThl B sor-gaiiax
web-npunoskenus

Cpoxa, ctaagapt datetime.
[Mpumep:D, Y-m-d H:i:s O

psn/web/logger/default

Hasanwue sor-datina no
YMOTIaHUIO

Crpoka

psn/web/logger/dir

[TyTp XpaHeHus y0roB

OTHOCHTENbHBIN WIH
abCOJIIOTHBIN Ty Th

psn/web/logger/format

dopmaT CTPOKH B JIor-datise

CTpoka ¢ nepeMeHHbIMU JIOT-
¢datinos. [Ipumep:%date% [%
type%] Y%message%

psn/web/logger/loglevel

VY poBeHb JIorupoBaHus syslog

Yucio ot 0 mo 8: EMERGENCY
0, CRITICAL 1, ALERT 2,
ERROR 3, WARNING 4,
NOTICE 5, INFO 6, DEBUG 7,
CUSTOM 8

psn/web/secure

Cexiust HacTpoek 6e30MacHOCTH
Y UppOBaHUS

psn/web/secure/cipher

Anroputrm nmbpoBaHus

Crpoka (HauMeHOBaHUe
aJropuTMa), mpumep: aes-128-
cbc

psn/web/secure/jwt key |Kimou JSON Web Token JWT) | Ctpoka

psn/web/secure/key OTKpBITHIN KITIOY Crpoka
Encryption/Decryption

psn/web/secure/secret k | 3aKpBITBIA KIIOY Crpoka

ey

Encryption/Decryption

psn/web/websocket

Ceknust HaCTpoek paboTsl €
npoTtokosioM WebSocket

psn/websocket/calendar
sync

CUHXpOHM3AIMS COOBITUN MPU
nomotu WebSocket

true uu false

psn/zoom_info

[TapameTtpsl Zoom st pecypca

[Tpumep kak creynaThb
zoomdemo@url.domain Zoom-
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KOMHAaTOM:
{"zoomdemo@url.domain"

"link":"https:V
Vus02web.zoom.usVjV123?
pwd=123"

,"login"
"zoom@url.domain"
,"password":"1234"}}

push/aquarius/server_ ap

API-xmou 111 BK/IIOYEHUs BeO-

API-xmrou u3 HacTpoek Aquarius

i key mytet Aquarius
push/firebase/ Cekuysi KIMeHTCKUX HacTpoek | MHbopmalrio 0 HacTporKax u
Ist  paboThl €  MOOWIBHBIMH | UX BO3MOJXHBIX 3HAaUYEeHUSIX CM. B
yBenomiienusimu (Firebase Cloud | nokymente «MoitOduc Ilouta 2.
Messaging u Huawei) PykoBojicTBO 110 yCcTaHOBKE
II0YTOBOTO CepBepay», paszfes
«Koundurypuposanue
WHBEHTapHOIo ¢aia:
rlepeMeHHbIe.
services Cekuyss  BHEIIHUX  HACTpOeK
MOAK/IIOYEHHs K CepBUCaM
services/ad Cekmusi HaACTpOeK IapaMeTpoB

HUMIIOPTa a):[peCHOﬁ KHUTHU U3

CTOPOHHEH CITy>KObI KaTaJIOTOB

services/ad/groups

Cekiysi HacTpoek I1apaMeTpoB
MMIIOpTAa TIpYII pacchUIOK B

aJIpeCHYI0 KHUTY

services/ad/groups/alia

ses

Ammacsl

rpyni,
CTOPOHHEeH CITy>kObI KaTaJIoToB

(ICBeiOHUMBI)  1JIA

HUMIIOPTHUPOBAHHBIX U3

[Tapst "kmou":"3HaueHue",
3aKoYeHHble B GUTypHbIe
ckobkwu { }, mpumep
{"test@example.com":

"test@domain.ru"}

© 000 «HOBBIE OBJTAYHBIE TEXHOJIOT'UW», 2013-2024

89



MonOdounc

Korou

Omnucanue

HocTynHble 3HaYeHH S

services/ad/groups/cab

exclusions

Maccus rpymni

KOTOpbIe He OymyT mobaBieHb B

PaCChIIOK,

aZIpecHyI0 KHUTY

Ha6op 3HaueHuit, pa3jeyieHHbIX
3anaTeiMA. Haxonurcst BHyTpH
KBaJIpaTHBIX CKOOOK []. [Tpumep:
["testl @test.ru", "test2.test.ru"|

services/ad/groups/base

dn

[Tomsit DN (distinguished

name)

Crpoka

services/ad/groups/filt

er

@unbTp rpynn pacchbuiok

PexomeH/i0BaHHOe 3HaUeHHe AJIs
AD: (&(objectClass=group)
(mail=%*)). PekomeHmoBaHHOE
3HavYeHHe JJIs
Free[PA/ALDPro/OpenLDAP/38
9ds:

(& (objectClass=groupOfNames)

(mail=*))

services/ad/groups/mapp

ing

3azjaeT COOTBeTCTBHUE aTPUOYTOB

TPy
CTOPOHHEHU "

PacCBUIOK MEeXIy
JIOKaJIbLHOM

CITy>k00M KaTaJoToB

[Taps "kmou":"3Ha9eHme",
3aKII0YeHHOe B PUTypHBIE
cko6ku «{ }. 'me xwmod - aTpubyT
B AD, a 3HaueHHe - K04 B
LDAP. 3nauenue 1o
YMOJTYaHHIO:

"o

"mail":"mail","cn":"cn","display

name":"displayname"}

services/ad/groups/rena

me domains

3azaeT BO3MOXHOCTbL U3MEHATH
JIOMeH BCeX TPy PacChiIOK MPU

HMMIIOpTe

[Tapst "kmou":"3HaueHue",
3aKMoueHHble B GUTyPHBIE
ckobku { }. [Ipumep: {"test.com":

"test.ru"}.

services/ad/groups/rena

me emails

BaI[EIET BO3MO>XHOCTb H3MEHATDH

IIOYTOBBEIE aZipeCa

[Tapsr "kmou":"3Ha4eHue",
3aKII0YeHHbIe B GUTYpPHbIE
ckobku { }. [Ipumep:
{"test@domain.ru":

"alias@domain.ru"}

services/ad/enabled

Bxmouenne CHHXPOHH3aIWN

ampecHodt kHuru C  Active

true uu false
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Directory

services/ad/host

Anpec KoHTpoJUIEpa IoMeHa

Crpoka

services/ad/password

[Taposs yuyeTHOM 3amucH, OT

VMMeHU KOTOpPOM Oyner
OCYIIeCTBISITbCSL BXOJA U IOUCK

o BJl ciry»x6bI KaTaoroB

services/ad/port I[loptr pmua mnonkmodenuss k| Hudpol. O6bp19HO npUHUMAaeET
ciy>k0e KaTaJoTOB 0 MPOTOKOJY | 3HaYeHus 389 (711 Mo AKITFOUeHus
LDAP 6e3 mudpoBanus) wm 636 (c
M poBaHUEM)
services/ad/ssl Ucnonb3oBanme mpoTokosa ¢ | true wm false
mrdpoBaHueM

services/ad/users

Cekiidsi HACTpOeK IapaMeTpoB
MMIIOPTA  MOJIb30BaTeJied B

aZipecHyl0 KHUTY

services/ad/users/base

dn

I[Momaei DN (distinguished

name)

Crpoka

services/ad/users/filte

r

dunbTp nosb3oBaTeNeR

3HauyeHHe 110 YMOJTYaHHUIO

(& (objectClass=person)(mail=*))

services/ad/users/mappi

ng

CooTBeTcTBHE aTPpUOYTOB
[0JIb30BaTes e MeXny
CTOPOHHEH U JIOKaJIbHOH

CJTy>k0011 KaTanoros

[Tapst "kmou":"3HaueHue",

3aKIIIOYeHHbIe B pUTYpHBIE
ckobku { }. ['me wiod - aTpudyT
B AD, a 3HaueHwue - KIOY B
LDAP. 3Hauenue 1o

YMOJ9aHHUIO:

"mail":"mail","cn":"cn","display

name":"displayname","title":"title

,"physicaldeliveryofficename":

physicaldeliveryofficename","tel

ephonenumber":"telephonenumb

er,

mobile":

mobile","streetaddr
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ess":"streetaddress","I":"1","sn":"s
n"

services/bitrix24 Cexiusi HaCTpoOeK MOJKITI0YeHH s

k API Bitrix24

services/bitrix24/admin |[ID agMunaucTpatuBHoro | CTpoka

_userid aKKayHTa

services/bitrix24/enabl | Brxmodyenue CHHXPOHM3aIWH | true wm false

ed

aJipecHOl kHuTH C Bitrix24

services/bitrix24/url

URI cucremsr! Bitrix24

uri, mpumep:

https://example.b24.ru

services/bitrix24/webho | AyTeHTUHKAITMOHHBINA TokeH | CTpoka
ok 1S TMIOJTy YeHUs JTAaHHBIX
HoJib30BarTesen
services/co Cexkiusi HACTpPOEK MHTerpanmuu K
CcO
services/co/landing url |URL-agpec ma nenpunra CO Crpoxka
services/co/public link |Ilybmmunas ccouika muis ¢aiinos | CTpoka
_url PGS
services/co/psn mail{{e |Hacrpoiixa PSN xax xmenTa IIpumep:

xternal domain}}

Single Sign-On g CO.

{"client_secret":"MAIL OAUTH
2 CLIENT SECRET","redirect

uri":"https://mail{{external doma

in}}/sso",

client id":"psn","sso_u

rl":"https://auth{{external domai

n}}"}

services/doveadm

CexIysi HaCTpPOEK IOIKITFOYeHHUS
k HTTP API Doveadm

services/doveadm/login

Jlorun dIMUHUCTPATUBHOI'O

akkayHTa B Doveadm

3HaueHue U3

KoHbUrypanuoHnHoro ¢atiina PSN
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services/doveadm/url URI pgma  HTTP-mocryma k| uri, npumep:
Doveadm http://dovecot:2222/doveadm/v1
services/pbm Cexiusi HaCTpoOeK MOJKITI0YeHH s
k APl  Poseidon  Backend
Manager
services/pbm/pbm url BuyTtpennuit URL PBM API url

services/pgs

CexIysi HaCTPOEK MOKITFOYeHHUS

K cepucam PGS

services/pgs/adminapi 1

ogin

Jlorun B Adminapi PGS

3HaueHue U3

KoHurypanuonHoro ¢aina PGS

services/pgs/adminapi p

[Maponb ot Adminapi PGS

3HaueHue U3

assword koHUrypanuoHHoro ¢aria PGS
services/pgs/adminapi u | Buemnuit URL Adminapi PGS url

rl

services/pgs/api url Bremrauit URL PGSAPI url

services/psnapi

CexIysi HaCTpPOEK MOIKITFOYeHHUS
k PSN RESTAPI

services/psnapi/admin 1

ogin

Jlorun dIMUHUCTPATUBHOI'O

akkayHTa B PSN RESTAPI

3HaueHue U3

KoHurypanuonHoro ¢aiia PSN

services/psnapi/url

Bremnuit URL PSN RESTAPI

url

services/redis

Ceknyss HAaCTPOEK TIIO0KIII0YeHHUs
k B]I Redis

services/redis/host

Xoct g bJI Redis

Crpoxka (agpec momeHa)

services/redis/password

[Tapoms ot B/l Redis

3HaueHue U3

KoHurypanuonHoro ¢aiia PSN

services/redis/port

[Topt mna BJ1 Redis

Hudpot
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services/redis/sentinel

_enabled

Ucnonb3yercs /M cucreMa

cbopkwm kmactepa Redis Sentinel

true wym false

services/squadus/

CEKI_II/IH HAaCTpOEeK MHTerpanmyun co

Squadus
services/squadus/ca_cer | KopHesoi ceptudHUKaT u3 | CTpoka
t HacTpoek Jitsi MecceHmxepa
Squadus
services/squadus/confer | URL kondepennmu Crpoxka Bupa https://im-

ence url

<squadus_domain>/call

services/squadus/delete

VYcraHaBmMBaeMbld TalMayT Ajis

3HaueHHe B CeKyHAaXx, IO

_after HWHTerpanuu ymogaauio 120
services/squadus/enable |Bxmouenne  wuHTerpamum  co | true wm false
d Squadus
services/squadus/host Xoct cepBuca 6e3 mnopra u3|Crpoka
HacTpoek Jitsi MecceHmkepa
Squadus
services/squadus/port [TopT cepBurca U3 HaCTpPOeK Yuciio
MecceHkepa Squadus
services/squadus/squadu |llenouka ceprudukaros B Crpoka
s _client ¢popmare PEM
services/squadus/squadu |lIpuBaTHbI K0T B hopmaTe Crpoka

s_key

PEM

services/squadus/servic

e url

URL nocryna k Squadus

Crpoka Bupa https://im-

<squadus_domain>

services/trueconf

CexIysi HaCTpPOEK IOIKITFOYeHHUS
K CepBUCY BHUIeOKOHpepeHII

Trueconf

services/trueconf/delet

e after

Bpems B CeKyH/Iax, 110

IpouieCTBUM KOTOPOI'O C KOHIIA

[Tudps (enoe yncio), IpuMep:
1234000
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coObITUsSI KOHQepeHIUsT Oyner

ynaneHa
services/trueconf/enabl |Bkmouenue UHTerpanuu c | true v false
ed Trueconf
services/trueconf/url URL gma API Trueconf url

services/trueconf/clien

t secret

CekpeTHBIN KITIOY, TOJIyYaeMbli

npu CO31daHHUHA TIPpUJIOXKEeHH L

OAuth g Trueconf

Boree I'IO,I[pO6HO O 3HAYeHHH

BO3MOXHO Y3HATD I10 CCHUIKe

services/trueconf/clien

t id

Unentudukarop, moJydaeMbli

NP CO3JaHUM  IIPUIOXKEeHUS

OAuth mg Trueconf

Bonee monpo6bHO 0 3HAaUEHUU

BO3MOXHO Y3HATD 110 CCBbUIKEe

services/videomost/enab

led

Bxorouenue HHTerpamnuvu C

videomost

true umu false

services/videomost/url

Videomost API URL

Crpoka

(https://im?2.videomost.com)

services/videomost/auth |URL gms  ayrentudukaimu | CTpoka

~url Videomost (http://im2.videomost.com:8443)
services/videomost/secr |[lapamerp aBTOPU3AINU B| Crpoka

etword Videomost

services/webinar/enable | Bwmouenne — wuHTerpammu | true wm false

d webinar

services/webinar/api ur

1

Webinar API URL

Crpoka

(https://userapi.webinar.ru/v3)

services/webinar/auth t

oken

Token g Webinar API

Crpoka
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MonOdounc

7 TH®OPMAIIMOHHASA BE3OITIACHOCTD

«MoiiOduc ITouyra» mO3BOJSET HKCIOIB30BaTh CTOPOHHee IporpaMMHOe obecredeHHe C

1eJIbIO MOBBIIIeHUs MHPOPMAITMOHHOM 6e3011aCHOCTH.

7.1 AuTHCnIaM

Hns ¢unbrpanuu cnama «MoirOduc Ilodra» ucnonp3yer nporpamMmHoe obecredeHHe
Rspamd.

[Tporpammuoe obecnieuenve Rspamd — 3To coBpeMeHHasi cucTeMa (PUIIBTPAllMM CIama,
KOTOpasl M03BOJIsSIeT OLleHUBATh COOOIeHUs N0 psAy IpaBWJl, BKIIIOYAsl peryJisipHble BbIPaXKeHH,

CTaTUCTUYECKUM aHAJIM3 U I10JIb30BaTeJIbCKHe CepBHUCHI.

Bonee mompo6HO O HAcTpoiiKe JAaHHOIO IIPOrPaMMHOIO 0OOecredeHus

pacckKas3aHo B JIOKyMeHTaruu Rspamd.

7.2 COop 1 aHATIH3 JIOTOB

JlormpoBanuve Ha cepBepe «MonOduc I[loytay NpPOM3BOAUTCS B >KypHAJbHbIe GaNIbI

COOTBETCTBYIOIIEro cepBucad. K JdHHBIM CepBHUCAM OTHOCATCs 3JIEMEHTDBI IIOYTOBOI'O g4pa.:

— postfix (Tmepecbuika MOYTHI, CTaTUCTHKA M0 THChbMaM);
— dovecot (TmoyyeHHe OYTHI, IOJKJII0YEHUS K imap-cepBepy);
— rspamd (aHTHCIIaM-QUIIBTP).

Taxoke joru B mouroBor cucreme «MortOduc Ilouta» cobuparoT cienyomnpe CepBUCH:

triton (backend Be6-unTEpdetica);

— pbm (Poseidon Backend Manager);

nginx (IIpoKCH-CepBep);

autoconfig (cepBuc pacpocTpaHeHHsl aBTOKOHOUTYPAIUH /ISl KITHEHTOB).

Jl1st jocTyna K AUPeKTOpPUY JIOTOB He0OXO/IMMO BOMTH Ha cepBep YCTaHOBJIEHHOM CHCTEMBI
II0J] aKKayHTOM aJIMUHMCTPATOpa WM CyIlep afMUHUCTpaTopa. I1o yModaHuio yTe K JUPEKTOPUU

JIOT OB BBITJIAOUT ClIeAyIOoIrM O6p830M:

cd /opt/poseidon/logs/<service>

I'me <service> — ouH U3 BBIIIEyKa3aHHBIX cepBUCOB. [1pumep ans postfix:
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cd /opt/poseidon/logs/postfix

[TpocMoTp KypHanbHBIX (AMIOB CEepBUCOB OCYILIECTBIISIETCS INTaTHBIMUA CpelCTBaMU
CUCTeMBl, HallpuMep peflakTopoM Vim:

vim /opt/poseidon/logs/<service>/<log>.log
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8 KOJIbI 1 PACIIN®POBKA OIIINBOK B KOHCOJIN

[Ipu BosHukHOBeHun oumbku B API-3ampoce, kOHCONIb MOXeT BbIJIAaTh CJeAyIOIIHe

COOOIIeHUS:

1. Ommuoka 400: He mepemanbl ob6si3aTesibHbIe MapamMeTpbl KOMaH[bI (YKa3aHbl B JAHHOM

PYKOBOJICTBe, KaK 00si3aTesIbHble, UJIU BblJleJIeHbl IT0TY>KUPHBIM HIPUPTOM).

"message" :

{
"{REQUIRED PARAM NAME}": "{REQUIRED PARAM NAME} is a required value"

}

2. Ommboka 401: Hcrek cpok peiictBusi TokeHa. Heobxomumo T1epeco3faTh TOKeH

aBTOopu3anuu (pasznen 2.4.1 JaHHOTO pyKOBO/ICTBA).

"message": "TOKEN EXPIRED"

3. Ommoxka 403: [Toctyn 3anpeiied. Heo6xoarmo npoBepuTs IpaBa A0CTYIIA K pecypcy.
"message": "You don't have the permission to access the requested resource.

It is either read-protected or not readable by the server."

}
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9 TEXHUYECKAM{ IIOJJEPKKA

KonrtakTtHas mHpopmanus ciayx6bl TexHudeckod nonamepxku OOO ««Hosrie obnaunbie
TEeXHOJIOTUU» B CTyyae BO3HMKHOBEHHSI BOIIPOCOB, He OIIMCAaHHBIX B JAHHOM PYKOBOJICTBE!

Anipec 31ekTpOHHOM NOYTHI: support@service.myoffice.ru
Tenedon: 8-800-222-1-888.
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