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MonOdounc

Bce ynoMsHyTble B 3TOM JIOKyMeHTe Ha3BaHUS MPOAYKTOB, JIOTOTUIIbI, TOPTrOBble MAapKU U
TOBApHbIe 3HaKU MPUHAIUIeXAT UX BJlafieJibIlaM.

ToBapubie 3Haku «MonOducy, «MyOffice» u «Squadus» npunamnexxar OO0 «HOBBIE
OBJIAYHLBIE TEXHOJIOT U W ».

Hu npu kakux oOCTOSITeIbCTBAX Heb3s UCTOJIKOBBIBATH JIIOOOE CO/IepXKMMOe HACTOSIIero
JIOKyMeHTa KakK IpsiMoe MJIM KOCBEHHOe IpefioCTaB/ieHue JIMIeH3UW WM MpaBa Ha KCIO0JIb30BaHUe
TOBApHBIX 3HAKOB, JIOTOTUIIOB WJIM 3HAKOB OOCTY>XHMBaHWS, TNpPUBeleHHbIX B HeM. Jlioboe
HeCaHKIIMOHMPOBAaHHOEe MCIOJIb30BaHWe J3TUX TOBApPHBIX 3HAKOB, JIOTOTUIIOB WJIM 3HAKOB

obcimykuBaHus 6e3 MMCbMEeHHOI'0 pa3pelieHus UX paBoo0IIajaTesis CTPOro 3arpeleHo.
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INEPEYEHD COKPAIITEHWH, TEPMHUHOB U OITPEJIEJIEHUI

B HacCTodieM JOOKYMeHTe IIpUMeHdI0OT Cdleayriqrue COKpdlleHHsa C COOTBETCTBYIOIIMMU

pacmdpoBKamu (Tabu. 1).

Tabauua 1 — CokpaweHusa u 0603HaueHus

Lo, PacimidpoBka u onpenenenue
TepMUH
API Application Programming Interface, unrepdeiic nporpaMMupoBaHUsI IPUII0KEHUIA
CA Certificate Authority, ynoctoBepsitomiuii ieHTp 71l IO TBEP>KAeHUS TOITTIMHHOCTH
KIo4el mudpoBaHus

CcO CloudOffice, Obmaunsiii Oduc, obiiee HazBaHUe NPOAYKTA (TPYIIIBI peJaKTOPOB)
DNS Domain Name System, cucreMa JOMeHHBIX UMeH

ETCD Pacnipenenennas cucrema xpaHeHust KOHQUTYpaIUU

FQDN Fully Qualified Domain Name, nosiHOCTBIO OTIpefieieHHOe UMs JOMeHa

Inventory ®aiin niist HacTpoiiku Ansible ¢ mepeuncnennrem porneit u ux IP-ampecos
PGS Pythagoras, cepBucs ¢aiyioBoro xpanwmiia, paboraroliine 1o nporokosam PGS
(Web API, App API, Card API)

SMTP Simple Mail Transfer Protocol, mpoTokos nepefgayu moYTOBBIX COOOIIEHUN
SSL Secure Sockets Layer, kpurnrorpaduieckyii IpOTOKOJI
SSH Secure Shell, «6e3omacHast o60m0uKa»
SSO Single Sign-On, moacucreMa equHOrO BXojAa (ayTeHTUDUKAIIMU U aBTOPU3aIINN)
URL Uniform Resource Locator, enunbIf ykazaTens pecypca
oC OmnepannoHHas cucteMa
K [TepconanbHBINM KOMIIBIOTED
110 [IporpammHoe obGecrniedenue
Y1 Y nocTtoBepsomui eHTp
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1 OBIIIME CBEJEHUSA

1.1 Haznauenmue

Hacrosiiiiee pykoBOJICTBO OIKMCHIBAeT MOPSIOK YCTAaHOBKHM U HACTPOHMKU CHCTeMbI XpaHeHUs
nmauabIX (PGS).

1.2 O xoMmmoHeHTax

Cucrema xpaHeHHUs JaHHBIX — KOMITOHEHT, MTpeIHa3HaYeHHbIN I 6e301MacHOTO XpaHeHU s

KOPITOPATHUBHBIX @aﬁHOB 1 obecredeHHss BO3MOXKHOCTEH dBTOpHU3dllnu, BYTEHTI/ICl)I/IKaI_[I/II/I 151

pa3rpaHrvdeHus IIpaB JOCTYIIA M0JIb30BaTeNeH.

Cucrema XpaHeHHU JaHHBIX BXOOUT B COCTaB CJIEAYIOIINX IMPOAYKTOB:

«MoiOduc YactHoe O6mako 3»;
«MonOduc [IpodeccrionanbHBIN 2%;
«MonOduc [IpodeccrionanbHbIl 3»;
«MoiOd¢uc Cxemay;

«Squadus PRO».

CrMcoxk BO3MOXKHOCTEH NpUWIOXeHWd IIpuBeleH B HOOKYMeHTe «q:’YHKLII/IOHaJ'IbeIe

BO3MOXHOCTH».

1.3 Ilepeuens n3MeHeHMI TeKyIleil BepCcHu

HN3menenus B Bepcuu 3.2

1.

® N AW

Hsmenunuch  backup/restore  ckpunTbl Ui BOCTAHOBJIEHHST  0a3  JJaHHBIX
aranga/postgres.

[TosiBUJICS HOBBIU CepBHC: restriction rules.

J71st cepBUCa aranga coordinator IPU YCTAHOBKE CO3/JAIOTCS TIOCTOSTHHbIE Pa3/ieibl.
[[06aBI/IJII/ICb HOBBIE ITPaBWJIA Ul alert manager (arango/aristoteles).

W3meHeHa maHesb Jij1sl cepBrca aristoteles B grafana.

H3menusics MeToJ1 OAKJIIOUEHUS] KACTOMHBIX CepTU(UKATOB JIJIsl CepBUCaA keycloak.

Bce o6pasbl B iuctpubyTrBe ObLIH TepeBefieHbl Ha Astra based oOpasbi.

BrinonHeH mepexop C KaCTOMHOI'O IJIaTMHA Jyis paboThl keycloak C delepanusiMu,
ocHOBaHHBIMU Ha LD AP Ha HaTMBHBIN IIJIaTWH W3 COCTaBa keycloak.

ITpu ycranoBke PGS Ha Linux quctpubyTuB KcIionb3yeTcs Ipyroe sapo.
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1.4 CTpykTypa

Buyrpennsisi ctpykrypa PGS mnpencraBnsier coboit Habop cepBHUCOB, ob6ecliedyrBaroIyX

paboty 10O u B3auMojielicTBHe C IPYTrUMU KOMITOHeHTaMu TpojiykTa. CepBUCHI (TIpe/icTaB/IeHHbIE B

BH/Jle YCTAHOBOYHBIX poJieii) I0/IpOOHO OMKCAHbI B IOKYMeHTe «ApPXUTEKTypay.

HeranbHasi apxuTekTypHas cxemMa PGS mnpuBeneHa Ha pucyHke 1. OmnmcaHue cepBUCOB

NpeACTaBJIeHo B Tabmuile 2.

Clients

co

PSN

Clients

Nginx

Data and config

Optional component
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Tabnuua 2 — IlepeueHsb cepBucob PGS

Haumenosanue
Omnucanue
cepBuca

Arangodb baza manHbIX, cofiepxaliias MeTailaHHble GaiioB (Hampumep,
vH(pOPMAIHIO O Bjajiesiblle JOKyMeHTa, IpaBax JOCTYIIA | TIp.)

Aristoteles CepBep npunoXxeHu#, BoicTynatomui backend-yacToio miis
koMmnioHeHTOB CO B 4acTH BhIMIOIHEeHUs GaMIOBBIX Onepalui,
pas3rpaHUYeHus IpaB AOCTyIa, BEpCUOHUPOBAHUSI, PUKCAIIUH UCTOPUU
COOBITHIA 110 00BEKTaM

Dionis CepBuc, oTBevaloIuii 3a yJjajeHue U epeHa3HavueHue IIpaB I0CTyIIa
VI 00BEeKTOB I0JIb30BaTeel
Elasticsearch CepBuc, 0TBeYarOINIHiA 32 TIOUCK TI0 COJIEPXUMOMY B XPaHSIIIHUXCS
dattnax
Epicure Cepsuc ¢popMHUpOBaHUS U OTIIPABKU COOOIeHNI 6e3011aCHOCTH C
MOCTIeAyIOMel OTIPaBKOM B ayAuT cucteMbl (SIEM)
Etcd CepBuc, cofiep>kaiiuii KOHUTYPAIUIO IPUJIOXKEeHUH, TIPU KIIaCTepHOM
pa3BepTHIBAHUH TaK)Xe UCIOJb3yeTcs: cepBrcoM Postgres 1y co3manus
KJacrepa
Euclid Rest API cepBuc, oTBeuaronuii 3a aAMHUHACTPHUPOBaHKe TI0JIb30BaTelei
B cUCTeMe, BbIcTymnaromui backend-yacThio miis komnoHeHnTa Polemon
(Be6-amIMUHUCTPUPOBaHUE)

Heraclitus CepBHUC OYHCTKYA APXUBHBIX JJAHHBIX, YIAJeHHbIX MOJb30BaTEISIMU U3
Kop3uHbl. O61a71aeT BO3MOXHOCTBIO HACTPOMKU CPOKOB XpaHeHUs
apXMBHBIX JaHHBIX U aBTOY/IaJieHHs UX C JMCKa M0 3a/IaHHOMY
PacCIyUCaHUIO

Keycloak Cepsuc SSO, xpaHsmuii B cebe HaCTPOUKK UHCTAJUIAIMM, JaHHbIe 110
TeHaHTaM U M0JIb30BaTeJisIM

Nginx [Ipokcu-cepBuc, obecneduBatoiuii foctyn f0: Rabbitmg, Aristotels,
Euclid, Polemon
Pheidippides Cepsuc, ocyiecTistonuit 06paboTky cobwiTuii B Redis kanamax
(aBromaruueckas 6s10kupoBKa [P-afipecoB/my GIMIHBIX CCBUIOK)

Polemon Cepeuc Beb6-anmunuctpupoBanus Euclid (Be6-unrepdeiic
aIMUHUCTPATHUBHOM NaHem)

Postrgres PostgreSQL, 6a3a maHHbIX A1 cepBrca aBropusaiuu Keycloak

RabbitMQ Ouepenp coobuienuii. Micronb3yeTcs A1 epefjadyl IOKyMeHTOB B
Elasticsearch ans nowvcka 1o coyiep>kiMoMy JOKYMEeHTOB U JIJist
nepeiayy MeXXKOMIIOHeHTHbIX yBesiomyieHuit ot PGS B CO 006
M3MeHeHUH HACTPOeK XPaHWIHNIIA

Redis basa maHHBIX «K/IIOY-3HaYeHuey J|JIs1 He IIepCUCTEeHTHBIX aHHBbIX. B

OCHOBHOM HCIIOJIb3YeTCd OJId XPdHEHUA TOKeHOB U APYTIHUX
dBTOPU3aIJMOHHBIX JdHHBIX.

Restriction_rules

CepBHUC HACTPOWKY MTPaBUJI 3aIIPETOB

Sisyphus_sisyphussearch

CepBuc, oCyIIeCTBISIIOIINMI MTOUCK 10 COTEPXUMOMY JIOKYMEHTOB B
Elasticsearch

Sisyphus_sisyphusworker

CepBuc, ocyIiecTBISIIOIIMN nepenady ¢aiio u3 RabbitMQ B
Elasticsearch
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HaumenoBanue
Omnucanue
cepBHCa
Storage bnok Storage ocyimectBisier XxpaHeHue GaiioB CUCTEMBI.
S3/FS B kauectBe xpanwmiia FS B npoekre ucnomnbsyercs GlusterFS.
B kauectBe xpanwmiia S3 B mpoekTe ucnosb3yercs MinlO

1.5 CocraB aucTpudyrnBa

Huctpubytus PGS npepcrasiisier coboit apxuB B dopMare *.tgz u BKJIIOYaeT B ceOst:
— Habop Ansible nefibykoB /1711 pa3BepThIBAHUS POJIEH;

— apxuB obpasa Docker Registry;

— Habop KOHTelHepoB AJis 3anycka PGS;

— ¢parinel xema B popmatax MD5 u SHA256.

1.6 Ilepeyens TexHUYECKOM JOKYMEHTAIUH

[Iepeyenb TexHUYECKOM TOKYMEHTAIIMU, Ipe/ICTaBJeHHbIN B Tabiulle 3, NpeJHa3HavYeH Jis
pa3BepThIBaHUsI CEPBEPHOM YaCTH, HACTPOWMKHU U IAJIbHEeNIIIero afIMUHUCTPUPOBAHUS ITPOTYKTA.

KommiekT qokymMeHTaIMu pacipoCTpaHseTCs HA KOMIIOHEHThI ITPOyKTa:

— Cucrema peflakTUpOBaHUs U coBMecTHOM paboTel (CO);

— Cucrema xpaHenus nanubix (PGS).

Tabauya 3 — IlepeueHb mexHuyeckoil doKymeHmauuu

H Hcnons3yemsle
arMeHOBaHUe IOKyMeHTa Copepxanue JOKyMeHTa
KOMIIOHEHTHI

«CucremMHble TpeOOBAHUSY CO, PGS CucreMHble ¥ IpOrpaMMHBIE
TpeboOBaHUs K IPOAYKTY

«ApXuTeKTypa» Omnmcanue apxXUTeKTypbl IPOAYKTA AJIS

CO, PGS BbIOOpA THIA YCTAHOBKU U BbIJleJIeHUS

pecypcoB JiJi1 CepBepoB

«Cucrema pejakTUPOBAHUS U [Topsimok yCTaHOBKUA CUCTEMBI

COBMeCTHOM paboTsl. PykoBoicTBO 10 CcO PellaKTUPOBAHUS U COBMECTHOM

yCTaHOBKe» paboThl

«Cucrema xpaHeHUs JaHHBIX. PGS [Topsimok yCTaHOBKU CUCTEMBI

PykoBozCTBO 110 yCTaHOBKE» XpaHeHHs JaHHBIX

«PykoBOICTBO 110 HACTPOWKE» Hacrpoiika cepBepoB npoayKTa 1nocie

CO. PGS YCTAHOBKH U B XOJle OKCIUTyaTalluu

CUCTEMBI, a TaKkxe IIPOIeCCOB
MOHHTOPUWHTA U JIOTUPOBAHUS

«PykoBoaCTBO 110 CO. PGS DyHKIIMM yIIpaBIeHUsI TEHAHTOM B

aIMUHHCTPHUPOBAHUION X0Je dKCIUTyaTallui CUCTeMBbl

«PyxoBosicTBO IO pe3epBHOMY [Topsimok pe3epBHOTO KOMPOBAHUS

KOTIPOBaHUION PGS 0a3 MaHHBIX, PACIOJIOXKEHHBIX B
CUCTeMe XpaHeHHs JaHHbIX
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Hcnonbzyemblie
KOMITOHEHTHI
«CepBHUCHO-pecypcHasi MOJIeb) Jlornueckast Mofiesh CepBUCa,
OTMCHIBAOIIASl COCTaB U B3aUMOCBSI3U
CO, PGS KOMIIOHEHTOB (PecypcoB), KOTOpPbIe
COBMeCTHO 06ecrieunBaioT
pefioCTaBJieHre cepBrca
«PyKoBOJICTBO 10 MOHUTOPHUHTY» ®yHkMM 0ToOpakeHUS TEKYIIero
CO, PGS COCTOSIHUSI CUCTEMBbI U OTAEeJIbHbIX
CepBUCOB
«PykoBonicTBo mo pabote ¢ API» Habop meTonoB mis
CO. PGS aBTOMAaTU3WPOBAHHOTO yIIPaBJIeHHUs
M0JIb30BaTESIMH, TPYTIIIaMH, 0OIUMHU
MarnkaMu, JJOMeHaMHU U TeHAHTaMHU

HaumenoBanue gokymeHnTa Conepxanue JOKyMeHTa

1.7 TpeboBanus k nepcoHaxy

st pabotel ¢ 11O ApmuHKCTpaTOpy HEoOXOAMMO 06JlafiaTh pejleBaHTHBIM OIBITOM IIO
CJIeyIOIMM HallpaBJIeHUsIM:

1. OcHOBBI CeTeBOro aIMMHUCTPHUPOBAHUSL:
— ceteBas moziesib OSI u crek npotokosioB TCP/IP;
— [P-azipecanivist © MaCKH IOJICETH;
— MapIIPyTU3alysl: CTaTUYecKasi U TMHaAMUYecKas;

— MIPOTOKOJI 0becrnedeHUs: 0TKa30ycTornunBocTH 1uito3a (VRRP).

2. Pabora c mogcucreMoi BUPTyalnu3aluu:
— pabota ¢ VMware vSphere ESXi 6.5 nimu KVM,;
— ycranoBka Docker;
— 3aIyCK, OCTAaHOBKA U Iepe3anyCck KOHTeHHEePOB;
— paboTa ¢ peecTpoM KOHTeMHEepOB;
— MoJy4yeHue TapaMeTpOB KOHTEHHEepPOB;
— B3aUMO/IeHCTBH e NPUJIOKeHUM B KOHTeHepax (ceTh B Docker);

— peleHHe 1pobseM KOHTeHHepHON BUPTya/IN3alluu.

3. Pabota c komananow crpokoi OC Linux:
— OIIBIT CUCTEMHOT0 aJ]IMUHUCTPUPOBaHus Linux;
— 3HaHUs B 00beMe kypcoB AL-1702, AL-1703 (wnm ananoruunbix KypcoB apyrux OC);

— 3HaHUs B 06beMe, JOCTaTOYHOM IS CIaYu cepTUdHUKalMOHHOr0 3k3ameHa ALCSA-1.7

(M1 aHaNIOTrMYHBIX 3K3aMeHOB Apyrux OC).
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4. Pabora co cimy»60# 1oMeHHbIX HMeH DNS:
— 3HaHWe oCHOBHBIX TepMuHOB (DNS, IP-ampec);

— rnoHWMaHue npuHIUNoB pabotsl DNS (xopHeBble cepBepnl, TLD-cepsepsl, cepBepsl
VIMeH JIOMeHOB, pa3pelialolii cepBep NMeH);
— 3HaHMWe TUIIOB 3alliCcH U 3anpocoB DNS.
5. 3HaHUe BUOB apXUTEKTYpHl, a TAKXKe OCHOBHBIX KOMIIOHEHTOB UH(PACTPYKTYPbI

oTKpBITHIX Kitoue (PKI);
— 3aKPBITBINA U OTKPBITHIA KIIIOYY;
— cepTUPUKAT OTKPHITOTO KIII0YA;
— peructpaioHHbI 11eHTp (RA);
— ceprudukanmoHHbIA MeHTp (CA);
— xpanwuile ceptu¢pukaros (CR).

6. Pabota c cucremol aBTOMaTU3aIiM pa3BepThiBaHus Ansible.

7. IlpakTudeckuil onbIT AAMUHUCTPUPOBAHUS Ha YPOBHE 3KCIIepTa:
— CYB]] ArangoDB;
— ¢arioBoi cuctembl GlusterFS;
— SSO-cepBuca Keycloak;
— CYB]] PostgreSQL;
— nouckoBoH cucremsbl Elasticsearch;
— Redis;
— obpaboTunka coobiienuit RabbitMQ);

— cepBepa koHurypamuu ETCD.

1.8 TumnoBbIe cxeMBI YCTAaHOBKH

CTpyKTypa cepBHca MOXeT ObITh IpeJICTaBJIeHa BYMsI TUIIaMH YCTaHOBKHU:

— standalone — Ha OIH1H BI/IpTyaJ'[beII\/’I cepBep UK Hda HEeCKOJIbKO BUPTYAJIbHBIX CepBepPOB B

paMKax OJJHOT0 GU3MYECKOTO CepBepa;

— KJIaCTepHasi — BCe pOJIM yCTAHABJIMBAIOTCS Ha pasHble BUPTyallbHble WK (U3UYecKue

CepBephI.
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1.8.1 Standalone

Koudurypanus 6e3 0Tkaz0yCcTOMUHMBOCTH UCIIOJIb3YeTCs ISl pa3paboTKU WM JIeMOHCTpaluy
BO3MOXKHOCTe! IIPOayKTa.

Jljis yCTaHOBKM IPOAyKTa B MUHUMaJIbHON KOHPUTypald HeoOX0IMMO UCIIOIb30BaTh TPU
cepsepa:

— CepBep C POJbIO operator JJIS YIIpaBJIeHUs IIPOLIeCCOM YCTaHOBKY;

— cepBep C POJIbIO CO ISl yCTAHOBKU PeJJaKTOPOB U JonoyHUTenbHOro I10;

— CcepBep C POJIbIO PGS Ui pa3MellleH sl U XpaHeHUsI 0a30BbIX OUOIHMOTEK U PaitiyioB.

1.8.2 KnacrepHas ycTaHOBKa

KitacrepHas ycraHOBKa — OTKa30yCTOHYMBast KOHPUTypaLus, UCIIOJIb3yeMasl 111 TUTIOBOU
YCTaHOBKH IIPOAIYKTA.

Jl1st coxpaHeHUsl YPOBHSI OTKa30yCTOMYMBOCTA He peKOMeHIYyeTCsl COBMellaTb CepBepHble
ponu Mexxty coboit. CoBMellleHHe JJONyCKaeTCs B OTAeIbHBIX CIydasx IJIsi 3KOHOMHUH PecypCoB.

Jl1s1 MUHUMaNbHOW KOHGUTypalliM KJIAaCTepHOM YCTAaHOBKU HEOOXOOUMO MCIIOJIb30BaTh He

MeHee Tpex cepBepoB. llpumepbl koHUIypallMu IpeCTaBiieHbl B JWCTPUOYTHBE IPOAYKTa

~/install MyOffice PGS/inventory/

1.9 Ilopsimok ycTaHOBKU cepBepoB

1. HeobxoquMo THOATOTOBUTH CepBep C POJIbI0 operator B COOTBETCTBHU C pasfielioM
«IToaroroBka cepBepa C poJiblo operatory.

B kadectBe cepBepa C pojbl0 operator MOXXeT MCIOJIb30BaTbCs pabOYMK KOMIIBIOTEP
M0JIb30BaTeNIsl, OTBEYAIOIIMM TpeOOBaHUSIM, YyKa3aHHbBIM B JIOKyMeHTe «(CucTeMHble
TpeOOoBaHUS.

2. Ecmm xomruiekT nocrapisiemoro [10O BkitodaeT B cedst mpoaykTt «MouOduc Iloura 3», To
B IIEPBYIO O4Yepe/lb He0OXOIMMO BBINIOJIHUTE YCTAaHOBKY IIOYTOBOI'O CepBepa C IOMOIIBIO
cepBepa C poyibl0 operator. IIOpsiIOK yCTaHOBKM ITOYTOBOTO CepBepa Ipe/CTaBJIeH B
nokyMeHTe «PyKOBOJICTBO IO YCTAaHOBKe IIOYTOBOI'O CEepBepay.

3. C nomomipio cepBepa C poJIbl0 operator HEOOXOAWMO MOATOTOBUTh MHPPACTPYKTypy U
BBINIOJIHUTh yCTAaHOBKY CHCTeMbl XpaHeHHsl JaHHBIX B COOTBETCTBUM C HACTOSIIUM
PYKOBOJICTBOM.

4. C moMmoIIpio cepBepa C POJIbI0 operator CJelyeT MOATOTOBUTh WHQPACTPYKTYpy U
BBIMIOJIHUTh yCTAaHOBKY CHCTeMbl pellakKTUpPOBaHUSI U coBMecTHOM pabotel (CO) B
COOTBETCTBUU C JOKYMeHTOM «CucrtemMa pelakTHpOBaHHWS W coBMecTHON pabotel (CO).

PYKOBO)ICTBO II0 YCTaHOBKe)».
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5. Ilocne ycTraHOBKM TIPOJlyKTa CepBep C POJIbI0 operator MCIIOJb3yeTcs s
IlepeyCTaHOBKU OT/IeJIbHBIX CepBUCOB, 3aMeHbl SSL.-cepTuduKaTOB, MepeycTaHOBKH WU
obHoByieHus mnpoaykra. CepBep XpaHUT HACTPOeHHBbIe KOHQUTYpaIMOHHBIE Qaibl,
coJiep>kalliyie apoju oT cepBrucoB. Heo6x01MMO OrpaHUYUTh IOCTYII K CepBepy C pOJIbIO
operator B IIeJisiX obecredeHus: 6e30acHOCTH.

6. C moMompio JIOKYMEHTOB 110 HACTpOWKe, IepeuyrciieHHbIX B pasfeiie «llepeuenb
TeXHUYeCKOH JOKyMeHTalllr», BBIIIOJIHUTDH HeO6XO)II/IMI)Ie HHTerpaiilii M YCTaHOBHUTDb

rapaMeTpbl CEPBUCOB.

1.10 ITIporpaMmmHbIe ¥ anmapaTHBIE TPeOOBaHMS

HpOI‘paMMHble U allllapaTHbIe Tpe6OBaHI/I$I K TEKYIIIGI)'I BepCcruun I10 YKa3dHbI B IOKYMeEHTe

«CucremHabIie TpeOOBaAHUS.
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2TIOAT'OTOBKA K YCTAHOBKE

2.1 IlonroToBKa cepBepoOB YCTAaHOBKH

[lepen HayanoM yCTaHOBKM HEOOXOJMMO O3HAKOMHUTBCS C JIOKYMEHTOM «ApXUTEKTypa». B

COOTBETCTBHUU C THUIIOM YCTAHOBKHU CjieyeT IOATOTOBUTH HEO6XOHHMDE KOJIM4eCTBO ¢H3quCKHX

WJIU BUPTYaJIbHBIX CEPBEpOB.

2.2 IToarorosxa OC

Ha cepBepsl, npeqHa3HadyeHHble I pa3BepThIBaHUSI CUCTeMbl, HEOOXOJMMO YCTAaHOBUTH
OC, cooTBeTCTBYIOITYIO TpeOOBAHUSIM IOKyMeHTa « CuCTeMHble TpeOOBaHU .
VcranoBka Ha OC Astra u ucnonb3oBanue OC CentOS mnoTpebyeT AONOIHUTENBHBIX
HACTpPOeK:
— quist yctaHOBKM Ha OC Astra He00XOAUMO BBITIOJIHUTE OTlepaliiy, U3NI0KeHHbIe B pasfielie
«Koundurypuposanue OC Astray;
—npu  wucnonb3doBanuu  OC CentOS cjlelyeT  O3HAaKOMHUTBCS C  pas[eioM

«Kondurypuposanue CentOS».

2.2.1 Konpurypuposanue CentOS

B cBs3u c npekpamenuem nogaepxku CentOS 7 co croponnl komnanuu RedHat yncras
ycraHoBka PGS na Linux nucrpubytus CentOS HeBo3MOHa.
Crnenyer OTK/IIOUMTE OOHOBJIEHHUe SIpa B COOTBETCTBUM C pasfiesioM «llopsiok o6HOBIIeHUs

snpa Linux».

2.2.1.1 OoHOBJICHHE

Homyckaercss 0OHOBJIeHHe paHee ycCTaHOBJieHHOro auctpubyrtuBa PGS. s oO6HOBIeHUS
IUCTpUOyTHBa HEOOXOIMMO HCITOIb30BaTh TUPEKTUBY ansible: --skip-tags.

HpHMep KOMdH/JbI IUId 3allyCKa OOHOBJICHUS:

./deploy.sh <inventory file>.yaml --skip-tags "python3,chrony, common,
iptables, kernel ml, kernel ml deb, locale, package tools, packagemanager,
selinux, sysctl, timesyncd, timezone, common, cluster add brick,
cluster remove brick, cluster volume, glusterfs-install, storage, minio"
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2.2.1.2 BoccraHoBieHHe JoCTyna

Z[JISI BOCTAHOBJIEHHA OOCTyIld K dKTyaJIbHBIM PeIlO3UTOPHAM Ha LejieBbIX XOCTaxX Cciieayer

BBITIOJTHUTD CJIEAYIONIYI0 KOMaHy:

sed -1 s/mirror.centos.org/vault.centos.org/g /etc/yum.repos.d/*.repo
sed -i s/"#.*baseurl=http/baseurl=http/g /etc/yum.repos.d/*.repo
sed -i s/"mirrorlist=http/#mirrorlist=http/g /etc/yum.repos.d/*.repo

2.2.1.3 Murpamusa Ha apyryio OC

Hnst murpanuu Ha pyryto OC Linux Heo6xouMmo:

1. BoinoaHUTh pe3epBHOE KOMMpPOBaHKe CepBUCOB: arangodb, postgress M MoJIb30BaTEIbCKUX
TAHHBIX (B COOTBETCTBUHU C JOKYMeHTOM «PyKOBOJICTBO 110 pe3epBHOMY KOITMPOBAHUION).

O [Ipu ucnosnb3oBanuu cepucoB GlusterFS nim MinlO coBMecTHO cO CTOpPOHHUM S3
XPpaHUJIMIIEM pe3epBHOe KOIMPOBaHMe Iepe]] 0OHOBJIeHHEeM He TpebyeTcsl.

2. YcranoButhb PGS Toi1 ke BepcrM, C KOTOPOM OCYIIECTBJIsIeTCs MUTparius, Ha HoByio OC
Linux c ucnons3oBanreM koHPUrypanruoHHbix ¢aiios (hosts.yaml) OC CentOS.

3. BoccraHOBUTH J[JaHHble W3 pe3epBHOM KOMHMU (B COOTBETCTBUU C JIOKYMEHTOM
«PyKOBOJICTBO 110 pe3epBHOMY KOIIUPOBAHUIOY).

4. ITpu HeOOXOAMMOCTH BHITIOJHUTHL 00HOBJIeHWe PGS 1o moceiHe Bepcuu.

2.2.2 Konpurypuposanue OC Astra

2.2.2.1 YcranoBka Ha Astra SE 1.7 B 3anuieHHbIX BapHaHTaxX

OcHOBHBIE OTIMYMSL MeX]y BapuaHTaMu 3amuileHHocTd Astra SE 1.7 npuBenensl B

Tabnuie 4.
Tabauua 4 — Ypo6ru 3awuwenHocmu OC Astra
DyHKITUS YpoBeHb 3alUThI YpoBeHb 3alUThI YpoBeHb 3alUThI
06e301acHOCTH «bazoBbIiin* «YcuneHHbIAN ¥ «MakcuManbHbIA» ¥
OCTYTIHA OCTYyIIHA
3aMKHyTast Hlocty Hlocry
He moctymnHa (TT0 yMOJTYaHHIO (110 yMOJTYaHHIO
nmporpaMMHasi cpejia
BBIKJTIOUEHA) BBIKJTIOUEHa)
Ouucrka HoctynHa HoctynHa
0CBO60XKIaEMO He nocrymHa (Mo yMOJTYaHuUIO (0 yMOJTYaHHUIO
BHEITHel MaMsTH BBIKJTFOYEHA) BBIKJTFOU€HA)
. OCTYTIHA OCTYIIHA
MangaTHBIN KOHTPOJTh Jlocty Jlocty
He noctynna (1o yMoJs4aHuIo (110 yMOT4aHHUIO
[IEJIOCTHOCTH
BKJIIOYEHA) BKJTIOYEHa)
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DyHKIUS VpoBeHb 3alUTHI VYpoBeHb 3alUTHI VYpoBeHb 3alUTHI
0e301acHOCTH «ba3oBeIi»* «YcunmeHHBIA» * «MaxkcuMansHbIA» *
OCTVIIHA
MangaTHoOe Jlocty
He nocrynHa He pocrynHa (Mo ymMoT9aHUIO
yIpaB/ieHHe JOCTYTIOM
BKJIFOUEHA)

* — nanmeHoBaHue OC AcTpa B COOTBETCTBUU C YPOBHEM 3allUTHI:
— Basosslit ypoBeHb — Actpa 1.7 «Opemn»;

— Vcunennslit ypoBeHb — Actpa 1.7 « Boponex»;

— MakcumanbHbii ypoBeHb — AcTpa 1.7 « CMostleHCKk»

TEKYH_II/Iﬁ YPOBHEHD 3dIIIUIIEHHOCTH IIPpOBePAeTCs C IIOMOIIBIO KOMdH/bI:

root@voronezh:~# astra-modeswitch list

o] base(orel)
1 advanced(voronezh)
2 maximum(smolensk)

root@voronezh:~# astra-modeswitch get
1

TEKYH_II/Iﬁ CTaTycC SHMKHYTOﬁ HpOFpaMMHOﬁ Cpenbl ITpoBepAeTCAd C IOMOIIIbIO KOMAHbI:

root@voronezh:~# astra-digsig-control status
ACTIVE

TEKYH_II/Iﬁ CTaTyC O4YUCTKHU 0CBO60)K,I[8€MOI>1 BHEILIHEH I1aMsTHh (O‘II/ICTKa pa3nielioB IIOAKAYKH

U IrapdHTHUPOBdAHHOE yJldJIeHne (baﬁJIOB) IMpoOBepPSETCA C ITIOMOIIBIO KOMdH/IbI:

root@voronezh:~# astra-swapwiper-control status
ACTIVE

root@voronezh:~# astra-secdel-control status
ACTIVE

on /

TeKy'H_II/If/'I CTATyC MaHJATHOI'O KOHTPOJIA HeJIOCTHOCTHU IIPOBePAETC C IIOMOIIBIO KOMdH/bI:

root@voronezh:~# astra-mic-control status
ACTIVE

TeKy'H_II/If/'I CTATyC MaHIATHOI'O YIIpaBJIeHH A JOCTYIIOM ITPOBepseTCs C IOMOIIbI0O KOMdH/IbI:

root@voronezh:~# astra-mac-control status
INACTIVE

TGKYI_LII/Iﬁ CTaTyC 3dllpeTd BKJIFOUeHH 0HTa BBIIOIHEHUS IMpoBepsdeTCd C IIOMOIIBIO
KOMaH/JBbI.

root@voronezh:~# astra-nochmodx-lock status
ACTIVE
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2.2.2.2 YcTaHOBKA HAa YCWJIEHHOM YPOBHe 3aliuIeHHOCTH («BopoHe»)

YcraHoBka ocyiecTBisiercss Ansible oT ©MeHU 1osib30Baresns astra, AJis KOTOPOTO JIOJDKHA
ObITb HACTPOEHA BO3MOXXHOCTb BBIIIOJIHATH sudo 6e3 mapossi.

1. ITosib3oBaresto astra HEOOXOJMMO YCTAaHOBUTbh MaKCMMAJIbHBIM YPOBEHb IeJIOCTHOCTA —
63 (cootBerctByeT ammuuucTpaTopy OC). [lis mpoBepKkM YpOBHSI I[€JIOCTHOCTH ITIOJTh30BaTENs

HEO6XOHHMO]MﬂHOHHHTbCHEHYKHHYK)KOMaHHYZ

root@voronezh:~# pdp-id -1
63

2. YcranoBka Ansible u paboTa HeBO3MOKHaA IMPU BKJIIOUEHHOM 3aripeTe OMTa UCIIOJHEeHUS.

HQPEH Ha4dJIOM YCTaHOBKH Hd BCeX CepBepaXx CJieAyeT BbIITOJIHUTb KOMdH/bI:

astra@voronezh:~$ sudo astra-nochmodx-lock disable
astra@voronezh:~$ sudo astra-nochmodx-lock status
INACTIVE

3. YcranoBka Ansible u pabora PGS HeBo3MoOXxHa NIpHU BKJIIOUEHHOM peXuMe 3aMKHYTOMU
MpOrpaMMHOM cpefbl. s TpOBEpPKU cTaTyca peXXuMa HeOOXOAUMO BBINOJHUTH CIIeTYIOMIYIO
KOMaHJIy:

astra@voronezh:~$ sudo astra-digsig-control status
INACTIVE

4. ITpu cratyce ACTIVE nepen HauasoM yCTaHOBKM Ha BCeX cepBepax ClellyeT BBIIOJIHUTD

KOMaH/BbI:

astra@voronezh:~$ sudo astra-digsig-control disable
astra@voronezh:~$ sudo reboot

astra@voronezh:~$ sudo astra-digsig-control status
INACTIVE

5. Heobxomumo mpoBepuTh CTATyChl I1apaMeTpoB 0e3011aCHOCTH, 3HAYeHUsS KOTOPbIX
JIOJDKHBI COOTBETCTBOBATH TAO/IUIe 5.

Tabauua 5 — [Tapamempbl 6e30nacHOCMu NO YMOMUAHUIO

HamMeHoBaHMe KOMaHIbI Craryc
astra-bash-lock status INACTIVE
astra-commands-lock status INACTIVE
astra-docker-isolation status INACTIVE
astra-hardened-control status INACTIVE

astra-interpreters-lock status ACTIVE
astra-lkrg-control status INACTIVE
astra-macros-lock status INACTIVE
astra-modban-lock status INACTIVE
astra-overlay status INACTIVE

astra-ptrace-lock status ACTIVE
astra-sumac-lock status INACTIVE
astra-shutdown-lock status INACTIVE
astra-ufw-control status INACTIVE
astra-ulimits-control status INACTIVE
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6. [l mpoBepKU IOCTYITHOCTH Pero3uTOpreB HeoOX0UMO BHITIOTHUTD KOMaH/Y:

apt-get update

Komanpa nomxHa 3aBepmiaTbest 6e3 ook,

[Tpu HaIM4uU cboitHOrO 3epkasna pero3uTopus (manpumep,
http://mirror.yandex.ru/astra/stable/orel/repository orel InRelease), ero Heob6xoaWMO yHaIUTbL U3

JHUPEKTOPHHU /etc/apt/sources.list.

2.2.2.3 Ilopsinok ooHoBIeHus sigpa Linux

[Tpu ycranoBke OC Ha cepBepsl KjlacTepa sIp0 MOXKeT ObITh aBTOMAaTUYeCKU OOGHOBJIEHO JI0
MUHUMAJIBHON TpebyeMou Bepcuu. 1o ymomdanuio simpo obHosiisiercs Ha kernel-lt (LTS) B OC
Redhat-based (CentOS, PEJI OC). B OC Debian-based (Ubuntu, Astra) mo ymMos4aHUIO PO He
obHoBJsiercs. [lonneprka Apyrux sifep He rapaHTHUPYyeTCs, 00paTUTECh B TEXHUYECKYIO TOIIEPKKY
3a 6osiee moApoOHOM MHGOPMaITHei.

Hns otkmouenuss obHoBiieHusi B OC Redhat-based (CentOS, PEJI OC) npu 3amycke

yCTaHOBKHIJEO6XOHHDK)HCHOHbBOBHTbCHQHYKHHYK)KOM&HHY:

-e kernel ml enabled=false
Hnst oonoBnenus sapa ao kernel-lt (LTS) B OC Debian-based (Ubuntu, Astra) npu 3amycke

yCTaHOBKHI{eO6XOHHNK)HCHOHBSOB&TBCHGHYKHHYK)KOMaHHy:

-e kernel ml deb enabled=true

B OC Anbr aBTOMaTH4eckoe 06HOBIIeHHe sfipa He MOiepXXUBaeTcsl.

2.3 Hacrpoiika ceTeBBIX COeINHEeHUH

Hacrpoiiky cereBOro coefuHeHHUsI HeOOXOJMMO BBIIOJIHUTH Ha BCeX CepBepax,
IpeJHa3Ha4eHHbIX JIJI1 YCTAHOBKH CHCTEMBbI, B TOM YK CJie Ha CcepBepe C POJIbIO operator.

J11s1 paboThI cepBepoB B JIOKAJILHOM CeTH HeOOXOJUMO 3aaTh CIleAyIolye 1apaMeTphl:

— [P-anpec;

— Macka II0/ICeTH;

— OCHOBHOM IIIJTIO3;
— DNS-cepsep.
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2.4 IlonroroBKa cepBepa C pojibio operator

2.4.1 YcranoBka gonoaaureabHoro I10

B cootBercTBUM € oKymMeHTOM «CHcTeMHble TpeOOBaHUs» Ha CepBepe C POJIbI0 operator
HeoOXO0JIMMO YCTaHOBUTD MaKeThl jononHuTensHoro [10.

Pexomennyetrcs ucnosnb3oBaTh «uucTyio» OC s npeqoTBpallleHUsl MOSIBJIeHUs! OMUOOK,
CBSI3aHHBIX C UCI0JIb30BaHHWEM KOHMUTYPaIlMOHHBIX (HANIIOB.

Koudurypauunonssie anibl, yCTaHOBJIEHHBIE o YMOJIYaHUIO
(HaripuMep: /etc/ansible/ansible.cfg), HEOOXOAUMO YIAJIUTh WM 3aMeHUTh QailaMu U3
KOMILIeKTa nocrasisiemoro [10.

JlJisl yCTaHOBKHM IaKeTOB HEOOXOAMMO 00eCrneduTh CepBepy C POJbI0 operator BBIXOA B

VIHTEepHeT.

3arpelnaeTcs yCTaHOBKa IIOCJIeAHUX Bepcui JonojHuTenpHoro 110, focTynHeix B
periosutopui. Ilepes ycraHOBKO¥ ciieflyeT 03HAKOMUTHLCS C TPeOOBaHUSIMU K
BepcusM ansible-core u mopyssim Python.

2.4.2 YcraHOBKa B ceTH 0e3 BBIX0/Ia B HHTePHeT

J1J1s1 yCTaHOBKY MPOJIyKTa B JIOKAJILHOM CeTH, 6e3 MPSMOT0 BBIX0OJ]a B MHTEPHET, HeoOX0IMMO
obecreurTh JOCTYITHOCTb AONOMHUTENbHBIX makeToB [10. Ilepeuens Heobxogumoro 10 nmpusenen
B okyMeHTe «CHuCTeMHbIe TpeOOBaHUS.

Jlyis obecriedeHus AOCTYITHOCTA HeOOXOAUMBIX JIJIsl yCTAHOBKH ITAKETOB CJIeyeT:

1. CkayvaTh makeThl U UX 3aBUCUMOCTH CO CTAaHJIJAPTHOT'O PElO3UTOPUSI C TIOMOIIBIO TTPSIMOTO

BbIXO/ld B MHTEPHET, BBIIIOJIHUB KOMAHAOY:

python3 -m pip download "bcrypt==3.1.7" "docker==6.0.0" "passlib" "pyyaml" \
"jsondiff" "requests<2.29.0" "pip<21.0" "urllib3<2.0.0" \
"websocket-client==0.59.0"

2. HEPEHECTI/I CKdYaHHbIE IIdKeThbl U X 3aBMCHMMOCTHU Ha BCe CcepBepd YyCTaHOBKH. HpHMep

KOIIMPOBaHUS (alIoB:

scp <file> <remote user>@<remote server>:/<path on remote server>
rue:

<file> — MM CKaYaHHOI'O I1AKeTa;

<remote user> — HUMJ I10JIL30BATEJIS;

<remote server> — I[P-ampec nmu DNS-ums cepBepa M3 rpymmnsl cepBepoB YCTaHOBKH,
IIpe/ICTaBJIEHHBIX B Qaiile hosts.yml;

<path_on_remore_server>-—-KaTaHOFpHBMEHKHHﬁIHaKeTOB.
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3. BuIIIOJTHUTD YCTAHOBKY CKAd4YaHHBIX IIdKETOB C IIOMOMIBIO KOMdH/IbI:

pip install --no-index --find-links ./<file>
rue:

<file> — HUMS CKAQYaHHOI'O IIdKeTa,

2.5 IloaroroBka HHPPACTPYKTYPHI YCTAaHOBKH

2.5.1 IlpoBepka u noaroroBka pucrpudyrusa I10

J17151 TOITOTOBKY ¥ MPOBEPKU JUCTPUOYTUBA HEOOXOIUMO:

1. ITocne konmMpoBaHMS apXMBA MPOBEPUTH €ro KOHTPOJIbHYI0 CYMMY M CPAaBHUTDb 3HAaUeHHUe C
JTAHHBIMHU, I10JIy4eHHbIMU OT BeHjiopa [10:

— g MD5 ¢ moMoIipbio KOMaHbL:

md5sum -c MyOffice PGS 3.2.tar.gz.md5

— g SHA 256 ¢ moMoIpio KOMaHIbL:

sha256sum -c MyOffice PGS 3.2.tar.gz.sha256

2. PacniakoBaTb cojiep>KUMOe apXyWBa B ITPOX3BOJIbHBIN KaTalor U ITepeiTH B Hero:

mkdir install MyOffice PGS
tar xf MyOffice PGS 3.2.tgz -C install MyOffice PGS
cd install MyOffice PGS

O He pexoMennyeTcs pacliakoBbIBATh HOBBIM JUCTPUOYTHB B KaTaJloT Ipe/bliyIei
BepCUH.

2.5.2 Hacrpoiika DNS

[Tepen HavasioM ycTaHOBKM Heo6xoauMo HacTpoutb DNS-cepBep, yka3aB ajipeC yCTaHOBKH
cepBepa Nginx (cM. Tabnuny 6).
Tabauua 6 — Hacmpotika DNS

JloMeHHOE UM C JlomeHHoe ums 6e3
Xoct Omnucanue
WCII0JIb30BaHUEM <env> WCIIOJIb30BAHMS <env>
admin-<env>. admin.<default domain> Nginx | Anpec Be6-maHem
<default domain> host angMuHUCTpUpoBaHus PGS
pgs-<env>. pgs.<default domain> Nginx | Anpec Touku Bxoja ays API
<default domain> host

[TepemenHble <env> U <default domain> 3alIOJIHSIOTCS B COOTBETCTBUM C pasfielioM
«KoudurypupoBanue nepeMeHHbIXx ¢amna hosts.yml» npannoro pykoBoactBa. Nginx host
COOTBETCTBYeT aJipecy, YyKazaHHOMY B dalijie inventory Jijisi pojiM nginx (IOAPOOHee CM. B paszfele

«Konduryprposanue poseii daitia hosts.yml»).

Cnenyer obecneduTb JOCTyH K ajpecy BHJAQ admin-<env>.<default domain> JJIs

CUCTEMHBIX dIMUHHUCTPATOPOB.
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2.5.3 Hacrpoiika ceprudpukaToB

Hnst  pabotel Beb-uHTepdeiica PGS Heobxomymma ycraHoBka SSL-cepTrduKaToB.
CepTtudukarsl HeO6XO/IMMO pa3MeCcTUTh B KaTajlore, COOTBETCTBYIOIeMY IoMeHHOMy MMeHU PGS
(<default_domain>)

[Tpumep pacrnonoxeHust KaTauora:

~/install MyOffice PGS/certificates/<default domain>

rjie ~/install MyOffice PGS — KOPHEBOM KaTajloI yCTaHOBKH.

[ToppobHoe omnucaHue nepeMeHHBIX CM. B pasfene «KoHduryprpoBaHue IepeMeHHBIX
¢atina hosts.yml» maHHOTrO pyKOBOJCTBA.

Cnmcok HeoOXOUMBIX CepTUPUKATOB pa3MellleH B Tabmuiie 7.

Tabauya 7 — IlepeueHb Heobx0dumblx cepmughukamob

HanmeHnosanue
Onucanue
ceprrudurkaTa
server.crt Conepxur SSL-ceprudukat nis *.<default domain> u Bce mpomeXxyTodHbIe

cepTUHUKATHI, KpOMe KOPHEBOTO JioBepeHHOro. PacrosoxxeHue
MIPOMEXYTOYHBIX CepTUPUKATOB COOTBETCTBYET OIKMCAHHUIO B JOKyMeHTaIlUuU
Nginx

server.nopass.key [IpuBaTHbBIN K04 cepTUdUKaTa, He TPeOYIOU KOJI0BOM dpassl

ca.crt [Ipy HaMmMIMKM caMONOANIMCAHHBIX WIK He 1Ty OJIMYHBbIX JOBepeHHbIX SSL-

cepTUPUKATOB

PEKOMEH,I[YETCH HCIIOJIb30BATDH CepTI/ICl)I/IKaTbI, IMoJIydeHHble OT HY6J'[I/I‘IHI)IX HeHTPOB

cepTudUKaIu.

2.5.4 Co3maHue cCaMOMOANMCAHHOT0 cepTH(HKATa

Hnst  co3manus camomnoinucaHHoro ceprtudukata B PGS  Heobxomumo  3amycTuThb
WCIOJIHSeMbId (ailyl gen self signed cert.sh M3 Karajgora ycTaHoBku. [Ipu 3amycke daitna
YKa3bIBAETCs IOMEeH, MPUBSI3aHHBIN K CO3/1aBaeMOMY CePTUHUKATY.

[Ipumep koMaHIbI CO3AaHUs cepTUdUKaTa:

bash gen self signed cert.sh <DOMAIN>
[Tocne cosmanus daiin ceptudurkata OymeT aBTOMAaTHYECKU pasMellleH B HeoOX0IUMOM

KaTajore (cM. B pasfiene «HacTpoiika cepTudpukaToBy).
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2.6 Hacrpoiika mapaMeTpoB YCTaHOBKH

JlvpeKkTOopusl  YCTaHOBKM  COZAEpXXUT  IIpel3allojiHeHHble  (aliibl  KOHQUIypaluy,
IIO/ITOTOBJIEHHbIE /ISl YIIPOIlleH!sI HaCTpOMKU cucreMbl. Heobxoqumo ckonvpoBaTh I1a0/IoH ¢aitia
inventory B KOpHeBOM KaTaJioT AUCTPUOYTHBA U 3allOJHUTh CEKIIMU hosts U vars. [11abmoHbI J1st
3aI0JIHeHU s B 3aBUCUMOCTH OT THIIa KOHPUTYpallUM IIpefiCTaBjIeHbl B Tabmuile 8.

Tabauua 8 — IlIabnonwl ¢atinob koHpuypauuu

Tun koHpurypanuu Pacnonoxxenue mabiaoHa
Kondurypamus 6e3 ~/install MyOffice PGS/inventory/hosts-sa.yaml
OTKa30yCTOMIUBOCTHU
KrnacrepHas ycraHoBKa ~/install MyOffice PGS/inventory/hosts-hl.yaml
Krnacrepnas ycranoBka c ~/install_MyOffice_ PGS/inventory/hosts-hl-sa.yaml
ArangoDB Ha onHOM
cepBepe

@aiin inventory ucrosbdyeT ¢dopMar .yaml, CHHTaKCUC KOTOPOTO OMKCAH B JOKyMeHTaI[uu
Ansible.

OHepaHI/IH KOITMPOBAHMA BBIIIOJIHAETCA C IIOMOIIIbIO KOMaH/IbI:

cp ~/install MyOffice PGS/inventory/hosts-sa.yaml hosts.yml

[Tocsie 3anonmHenus ¢ain KOHQUTYpallMd PeKOMEeHyeTCsl XPaHUThb OT/IeJIbHO Ha BHeIHeM

pecypce. @aiin MoXeT TOTpe6oBaThCsI IPU BOCCTAHOBJIEHUU U/UJIH T1epeyCTaHOBKe CUCTEeMBbI.

2.6.1 Konpurypuposanue poJieii ¢gaiina hosts.yml

715 onipesiesieHusI PoJid cepBepa He0OXoMMo N06aBUTh ero joMeHHOoe ums wim [P-amgpec B
COOTBETCTBYIOIIYIO CeKI[MI0 B mabiioHe ¢aiiia inventory. Ilociie HazHayeHUs posid cepBepy IIpU
yCTaHOBKe OYyIyT BbIIOJIHEHBI KOMaH Ikl Ansible.

O Homen host.example.com (yka3aH ajs npuMepa) JopKeH pe3onBurcs B IP-afmpec Ha
cepBepe C poJIbio operator ¥ Ha BCeX cepBepax KiacTepa.

[Ipumep. [Ins HazHayeHUs TPYIIbl poOjiell pythagoras CepBepy C JIOMEHHBIM HMeHeM
host.example.conlH€O6XOHHNK)yKa3aTbCHeHyKHHHe3HaquHH:

pythagoras:
hosts:
hostl.example.com:

[Ipu coBMelieHUM BCex poJied Ha OJTHOM CepBepe B IabiioHe daiiia inventory nybmaupyercs
ceknus hosts. [Ipy n3MeHeHUM KOHQUIypalluM YCTAHOBKM BO3MOXHO H00OaBiieHWe WK ylajeHue
CepBepoB B Ipymnax.

B pexxriMe KJlaCTepHOM yCTaHOBKHM B ¢aiiie inventory ykasblBaeTcsl HeCcKoJibko [P-anpecos

WJIM JOMEHHBIX UMEeH CepBepOB B COOTBETCTBYIOIIEH I'pyIIIie.
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[Tpumep

(dparmeHT

hosts—sa.yaml). Bce

YCTaHaBJIMBAIOTCS HA OJWH CepBep I10 aJpecy host.example.com:

all:
children:
pgs:
children:
pythagoras:
hosts:

host.example.com:

keycloak:
hosts:

host.example.com:

arangodb:
hosts:

host.example.com:
volume device arangodb:
volume device arangodb path:

False

poiu

U TpyHIbl

"/dev/disk/by-uuid/<UUID>"

ponen

Tekymieit Bepcuert 110 mognep>xuBaeTcst KjacTepu3alys yisi CEPBUCOB, MepedrCIeHHbIX B

Tabmuie 9. B Tabnuie ykazaHO MUHHUMAJIBHO HeOOXOAMMOe KOJINYeCTBO CepBepOB /i pabOThI

KJIaCTepa. B 3aBucumoctu ot I/IHCl)paCTPy'KTypr "N THUIIAd YCTAHOBKU KOJIMYECTBO CEPBEPOB MOXKET

OBITH U3MEHEHO.

Tabauua 9 — Iod0epoicka knacmepusayuu

HavmeHoBaHue KommyectBo
['pynmna
cepBUca CepBepoB
Aristoteles
Dionis
Epicure
Euclid
Heraclitus Pythagoras 2
Pheidippides
Polemon
Sisyphusworker
Keycloak Keycloak 2
% ArangoDB 2(1%)
ArangoDB Arangodb_agent 3(1%*)
Elastlcsearch Search 3
Sisyphussearch
Redis Redis 3
RabbitMQ RabbitMQ 3
Etcd Etcd 3
Nginx Nginx 2
Postgres Postgres 2
Docker Registry
Syslog-ng Infrastructure 1
Monitoring
Storage Storage 3

* — donyckaemcs ycmaroBka cepBuca ArangoDB Ha oduH cep6ep npu knacmepHoii ycmaHo6ke
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2.6.1.1 Kondurypamus i KJIacTepHOH YCTaHOBKH

[Tpumep koHPUTYpauK [yIs KJIACTEPHOM YCTAaHOBKU HAaXOJUTCS B IMA0JIOHe hosts-hl.yaml.
['pynma XocTOB arangodb agent HMCIIOJIB3yeTCs UIsl KJIACTEePHOM YCTAaHOBKM C UCIOJIb30BAaHUEM
agent.

J171st paboThl rpymnbl He0OXOOUMO BBIJENIUTh He MeHee 3-X OT/AeJIbHBIX XOCTOB (KOJINYeCTBO
XOCTOB [IOJDKHO OBITh HEYeTHBIM 4YHCJIOM). B WHOM ciydae Tpymmy ciefyeT OCTaBUTh

He3aIll0JIHeHHOMU:

arangodb agent:
hosts:

Pomm arangodb, arangodb agent, search, postgres COOepXaT OOIIOJIHUTEeJIbHbIe
IepeMeHHble volume device <role> H volume device <role> path, H€O6XOHHNHﬂe JIs1
XpaHeHMU sl JaHHbIX Ha OJIOYHBIX YCTPOMCTBAX, POPMATHPOBaHHBIX B dailnoByto cucremy XFS.

[TpumMep 3HaueHU [71s TepeMeHHbIX:

volume device <role>: "True"
volume device <role> path: "<filesystem path>"

Fne <role> — JIOTWYeCKasd pPOJiIb, <filesystem path> — HOYyTb OO @aﬁHOBOﬁ CHUCTEeMBbI
YCTPOWCTBA.
OcobenHoCTH pabOTHI B peXXUMe volume device <role>: "True':

1. He nonyckaeTcst UCIoib30BaHMe OJJHOTO M TOTO e pasfielia /IMCkKa Ha OJHOM cepBepe
(MM BUPTYyaJIbHOM MalllMHe) ISl HECKOJIBKUX POJIeH.

2. luck crnenyet otdopmatupoBaTh B ¢aisioByto cuctemy XFS. Ha MoMeHT pa3BepThIBaHUS
CHUCTeMBbl IUCK JTIO/KeH ObITh Pa3MOHTUPOBAH (KpOMe CUTyallMy ITOBTOPHOTO 3aIlyCKa).

B pexuMe volume device <role>: "False" NEUCTBHUH OT IIOJIb30BAaTesls He Tpe6yeTc3,
JlaHHbIe XPAHSITCS B COOTBETCTBYIOIIMX KaTajlorax:

/var/lib/docker/volumes/<volume name>

[me <volume name> — ToM (karajgor Docker), mnpuBs3aHHBIA K KOHTeWHEpPY
YCTaHaBJIMBAEMOU POJIU.

JlonyckaeTcss MCHONb30BaHWe JJIsi HEKOTOPBIX pOJied pexxrMma volume device <role>:
"True", a I OPYTUX volume device <role>: "False".

[Tpu kacTepHOM yCTaHOBKe IPOAYKTA IOTpebyeTcsl HacTpolKa OajlaHCUPOBIIKKA HArpy3Ku
mexnty PGS u ero auth-uogamu. [l1st aToro B inventory ¢aiisie PGS npegycMoTpeHs! [iBe FPYIIIbL:

—co 1lb — Tpyllla XOCTOB, Ha KOTOPbIX OyAeT YyCTaHOBJIEH U HACTPOeH CepBUC

6aslaHCUPOBKU HArpy3KU keepalived;
— co_auth — rpyIna, B KOTOPOM HY>XHO yKa3aTh ceTeBble ajipeca auth-unoj CO.
HomnonaurtenbHas nHpopmaiius mo unterpanuu ¢ CO onucada B JokyMmeHTe «PykoBoncTBO

[10 HACTPOUKE).
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2.6.1.2 Kondurypamus aisa kiacTepHo yctaHoBkY ¢ ArangoDB

Ecmu npu akcrutyatanuu  (MCIO/Ib30BaHWM) TPOJyKTa IpegycMmarpuBaercs Oosee 3000
OJJHOBpeMeHHO paboTaroIyX 0JIb30BaTesield, TO peKOMeHlyeTcsl ycTaHOBKa cepBuca ArangoDB nHa
OJIMH CcepBep.

OpnHoBpeMeHHO paboTarolire M0JIb30BaTeId — I10JIb30BaTel eIMHOBPEMEeHHO
O BBITIOJTHSIOIIHE ONepalvy Mo peJakTHPOBAHUIO OKYMeHTOB. O6Iiee KOJIMYeCTBO

TaKUX M0JIb30BaTesleld CYMMUPYETCSl U3 COOTHOIIIEHUS O[JUH T0JIb30BaTesb = OJIHA

ceccusi pelakTUPOBAHUS WJIM COBMECTHOTO peJakKTHPOBAHUs OJTHOTO JOKYMEHTa.

[Ipumep TakoW KOHPUTypallMM HAXOOUTCS B Qaijie hosts-hl-sa.yaml. [ BKIIOUeHUS
onHOocepBepHOM ycTaHOBKM ArangoDB daiin inventory (hosts-hl-sa.yaml) JOJDKEH COJiepXXaThb
repeMeHHbIe CO CJIeJTyIOIMMU 3HaUeHUsIMU ;

PGS CLUSTER = true
ARANGO CLUSTER = false

[Ipu ycranoBke cepBrca ArangoDB Ha oauH cepBep 0TKa30yCTOMYUBOCTh
CepBUCOM He obecrieuriBaeTcs. OTKa30yCTOMYMBOCTB ClleffyeT 06eCliedrTh C
IIOMOIIIBIO HACTPOMKY TUIIepPBHA30pa U allllapaTHOW YacTH yCTaHOBKU. J1ys
COXpaHEeHMUsI IAHHBIX PEKOMEeH/TyeTCsl HACTPOUTD PeryJsisipHoe pe3epBHOe
KOIIMPOBaHUe.

2.6.1.3 COop coOBITHIT 1 METPHK, XpPaHeHHe 00pa3oB

I'pynma posneil infrastructure CIY>XHUT [yl XpaHeHHs 0Opa3oB yCTaHOBKH, a Takxxe cbopa
COOBITHH U MeTPUK MOHUTOPUHTA chcTeMbl. Mx pabota He 6iokupyet pabory PGS.

CobbITHs, coObrpaeMble CO BCeX CEPBEPOB YCTAaHOBKU CcepBUCOM Syslog-ng, 6yayT XpaHUTBCS
Ha CepBepe, Ha3HAYeHHOM TIpylllle pojiel infrastructure B ¢ause inventory. IIyTs k >xypHamy

COOBbITHH OyIeT BBITJISAETH CIIeAYIOMUM 00pa3oM:

/var/log/pgs/<env>.<default domain>/<service name>/<element>.log

I'ne:

— <env>.<default domain> — IIepeMeHHbIe, 3alIOJTHEHHbIEe B COOTBETCTBHH C pas3aejioM
«KonduryprpoBanue nepemeHHbIX daitna hosts.yml»;

— <service name> — HUM4 CE€PBHUCAQ;

— <element> — Ha3BaHHUe ¢alijia jora.
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2.6.2 KonpurypupoBanue nepemeHHsbIx ¢aiiia hosts.yml

[Tporiecc HacTpoKY TepeMeHHBIX ¢aiiyia inventory COCTOWUT B 3alOJTHEHHUU CEKITUU vars.
JlocTyTHBIE 3HAYEHUS U CIIOCOOBI 3aIIOJTHEHUSI CeKITUU YKa3aHbl B Tabmuiie 10.

[TapameTpsl nepeMeHHBIX HEOOXOIUMO yKa3bIBaTh B JIBOWHBIX KaBbluKax. CIEICUMBOJIbI
«<>{}|&;*?@S!» B 3HAUEHUIX IlepeMeHHBbIX HeOoOXOIMMO 3KpPaHUPOBAaTb CHUMBOJIOM «\». Jljs
obecrieuenus: 6e3onacHoctu npu pabore 1O pekoMeHmOBaHO MCHOJIB30BATh Ha/leXKHble MAPOJIHU,
cojiep kariiye CeIlCHMBOJIBI U POU3BOJIbHBIE CHMBOJIBI PAa3HBIX PETUCTPOB.

Hoctyn k cepBucam PGS obecniedrBaeTcsi ¢ MOMOIIbIO TepeMeHHbIX:

— DEV_MODE;

— PGS _CLUSTER,

DEFAULT DOMAIN;

— ENV,

SWARM NETWORK ENCRYPTION;

ADMIN INTERFACE EXT PORT.
[locne 3amonHeHWs] TepEYMCIIEHHBIX  TIepeMeHHBIX OyzeT chopMHpOBaH  ajpec:
https://admin-<env>.<default domain>:<admin interface ext port>, KOTOprfI CITYyKUT

1715 06ecriedeHus OCTYIIA K CePBUCY.

Tabauua 10 — IlepemeHHble cekuyuu vars

[Tlepemennas 3HavYeHHe U CII0CO0 3armoTHeHusI

PGS CLUSTER Bxrouenne u OTKIFOUEHVE KJIACTEPHOTO peXXyMMa yCTaHOBKU
CHUCTEMBI.

[Ipunumaet 3Hauenus True u False. B ma6mone hosts-sa.yaml o
yMmorganuio — False, B ma6sone hosts-hl.yaml no ymomuanuio —
True, B mabmone hosts-hl-sa.yaml mo ymomuaauro — True
ARANGO_ CLUSTER Bxmouenne u OTKIIOUeHVe KJIAaCTEePHOTO peXkrMa yCTaHOBKHU
cepBuca Arango.

[Tpunumaer 3HaueHus True u False. B mabsone hosts-sa.yaml u
hosts-hl-sa.yaml no ymomaanuto — False, B mrabmone hosts-hl.yaml
1o ymosmyanuio — True

DEFAULT DOMAIN 3aperucTpupoBaHHbIM IoMeH ycTaHOBKU PGS. JIns koppekTHOM
paboThl HEOOXOAMM yCTAHOBJIEHHBIN aKTyanbHbll SSL-cepTudukaT
ENV OJleMeHT JOMEeHHOTO UMeHHU yCTaHOBKY, IIpegHa3HauYeHbI I
pasrpaHuydeHus JocTyna k cepsucam PGS
ADMIN_ INTERFACE ITopt Nginx myisa mocryna k nHTepdeicy agMUHUCTPATopa,
EXT PORT 3HaUeHHe 110 YMOTYaHUI0 — 443.

[Ipu u3mMeHeHUM 3HAUeHUS IO yMOJ4aHuUIoO 11 opTa B PGS
HeobxonuMo yuecTh HOBoe 3HaueHue B CO (IlompobOnee cM. B
nokyMeHTe « CucTeMa pe/lakTUPOBAHUS U COBMECTHON pabOThI
(CO). PykoBOACTBO 110 yCTAaHOBKEY).

[Ipu BrIIOYEHUM UHTerpaluu ¢ mo4ToBou cuctemoit PSN cregyer
HW3MEeHUTH TOPT JJI OCTyMa k uaTepdeiicy anmunuctparopa PGS
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[Tepemennas

3HaveHMe U CIIoCco0O 3aroIHeHNs

B PSN (Ilonpobnee cM. B mokyMeHTe «PyKoBOJCTBO IO yCTaHOBKe
[I0YTOBOTO CepBepa»)

API_INTERFACE_
EXT PORT

[TopT Nginx nns nocryna k APl untepdeiicy, 3HaueHue 1o
yMOJYaHui0 — 443.

[Ipu u3mMeHeHUM 3HAYEeHUS IO YMOT4aHuUIO 171 opTa B PGS
HeoOX0IMMO yuecTh HOBOe 3HaueHre B koMmnoHeHTe CO
(ITompobuee cM. B mokymeHTe «CrucTtemMa pelakTHPOBaHUS U
coBMecTHOU paboThl (CO). PykoBo[ICTBO 10 yCTaHOBKeY).

[Ipu BTIOYEHUM UHTETpaIuK ¢ moYToBoM cuctemoit PSN crenyer
M3MeHHUTh MOPT JJIsl AOCTYA K pgs_api B napamerpax PSN
(ITompobuee cM. B okyMeHTe « PYKOBOJICTBO IO YCTAaHOBKE
II0YTOBOTO CEpBepa)

CUSTOM_CA

3aroJHgeTCs IPU UCIIOIb30BAaHUM CaMOTIOITTMCAHHBIX
cepTudUKATOB, MOMyCTUMbIe 3HaueHus: True umm False. [Ipn
3HaueHuu True — daiin kmoda (Hanpumep, B dopmare .crt)
pa3merniaercs B nupektopuu Certificates B kopHeBoM kaTasore
YCTaHOBKHA

HERACLITUS_CRON

3anaet BpeMs 3amycka cepsrca Heraclitus. [l onpesenienus
BpeMeHHU 3alycKa UCIoyb3yeTcs GpopMarT, aHaJIOTUYHbIM popMaTy
Cron. 3HaueHue 1o ymomuanuto — "0 2 * * *",

KEYCLOAK PASSWORD

[Taposs gns mosme3oBaTenst PGS B Keycloak (o ke
Anpmunuctpatop Master Realm). JlyimHa 3Hayenus He Meree 10
CHUMBOJIOB

KEYCLOAK REALM_
PASSWORD

BuyTpeHHu# naposb At agMUHUCTpaTopoB TeHaHTOB Keycloak
(MCTIOb3YeTCS TOJBKO ISl CEPBUCHOTO 00CITy KUBAaHUSI CUCTEMBI).
JiiHa 3HaueHus He MeHee 10 cUMBOJIOB

KEYCLOAK POSTGRES

[Taposs BJ1 PostgreSQL (vcrionb3yeTcs: kKak XpaHWIMIIe OJ1s

PASSWORD Keycloak). /lmmnra 3nauenus He MeHee 10 cuMBOJIOB
ARANGODB [Taposs monb3oBarens PGS B8 ArangoDB
PASSWORD

RABBITMQ PASSWORD

[Taposs momb3oBatens RabbitMQ

REDIS PASSWORD

[Tapoms goctyna B Redis

PATRONI REPLICATION P

[Tapomp nnsa permkanuu b/ PostgreSQL (Tombko 1711 K1acTepHON

ASSWORD YCTaHOBKH)
GRAFANA ADMIN [Tapoms noctymna k uatepdeiicy Grafana B ciiydae yCTaHOBKH C
PASSWORD KIIFOUOM:

-e monitoring enable=true

SELINUX ENABLED

IIpoBepsieT pexkxuM paboThl SELinux ¥ nepeximoyaeT ero B pexxum
enforcing. Mcnonbayetcs Tombko st RedHat-based OC
(manpumep, CentOS). Hoctrynnele 3Ha4yenus: True u False, o
ymosganuio — False

Buox default_tenant

bmok default tenant

IIpenHa3HaueH AJs CO3/laHUS TeHAHTA 110 yMOJTYaHHUIO,
HeobXoAMMOoro [j1s JajbHelIell paboThI C 0JIb30BaTe/sIMU B Beb-
unrepodeiice PGS

ADMIN PASSWORD

[Taposb 119 aIMUHUCTPUPOBAHHUS TeHAHTA
(obs13aTENBbHBIN TAapaMeTp, IPU OTCYTCTBUAX 3HAYeHHs TeHAHT
co3/1aH He OyJeT)
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ADMIN RECOVERY

ITouTa 1J11 BOCCTaHOBJIEHUS OOCTYyIId K TEHAHTY

EMAIL (oGs3aTeNbHBIN TapaMeTp, IPU OTCYTCTBUY 3HaYeHHs] TeHAHT
co3maH He Oyjer)
MAX USERS KomidecTBo nosib3oBaTesiel B TeHaHTe, 3HaUYeHHe 110 YMOTYaHHUI0

— 1000

QUOTA_PER _USER

BrinesieHHOe 110/1b30BaTeNI0 MEeCTO B XpPaHWIUIIE, YKa3bIBAaeTCs B
baiiTax, 3HaueHure o ymomiaanuio — 1000000000 (~1 I'6awT)

QUOTA_PER_GROUP

BrigenenHoe MecTo 71 XpaHeHHs OOIIUX MamnoK. yKa3bIBaeTcs B
faliTax, 3HaueHue 1o ymomdanuo — 10737418240 (10 I'6aiir)

Biok storage

biok storage

Biiok HacTpoek crucTeMbl XxpaHeHus GaijioB

type

Bribop Tuma cuctembl xpaHeHus: GaiioB, TOCTYIHBI 3Ha4eHus fs
(dpatinoBas cucteMa) u s3 (06BEKTHOE XpaHUJMILIE).

B kauecTBe xpanwmiia fs B npoekte ucnosn3yercst GlusterFS.

B kauecTBe xpaHwmIa s3 B poekTe ucnosb3yetcs MinlO.

Iia pasBepteiBanus GlusterFS Heo6xoaumo mo6aBUTh B
nepeMeHHbIe inventory ¢aiia cieAyIonlyto nepeMeHHYyO:
CENTOS7: false

Baok fs

path

[Tyt no daiinoBoii cucteMbl xpaHeHus fs. 3HaueHMe JOIDKHO
3aKaHYMBATHCSI CUMBOJIOM «/». 3HaUeHHe 10 YMOJTIaHUIO
— /media/storage/

retention_file time

Bpems xpanenus GpaiioB mocie yaajaeHus U3 KOP3uHHI,
yKa3bIBaeTCs B JIHIX, 3HaUYeHHe 0 yMomdaHuio — 30

Biaox s3

binok s3

[TapameTpsl [OCTyTa K XpPaHWIMINY S3, €CJIM UCIIOb3yeTCst
storage: type: "s3".

HudopManuio 1o 3aroHeHHI0 lepeMeHHBIX ClleflyeT 3allpOCHUThb Y
XOCTHHI-IIpOBalziepa, HIbKe [IpUBeeHbl YKa3aHUs AJIs1 3al10JTHeHUs
[IpY MCI0JIb30BaHUU cepBuca MinlO

minio_used

True — ecsm ucnomnb3yercs cepsuc MinlO.
False — ecym ncrosb3yeTcsi CTOpOHHee S3-XpaHWIMIIe

minio_access_key

[TepeMenHas 3afjaeTcsi IpU UCIOJb30BaHMU cepBrca MinlO.
3HavueHHe B IPOU3BOJIbHOM BHJe, MUHHAMAaJIbHAs AJIMHa — 8
CHUMBOJIOB

minio_secret key

[Tepemennas 3aaeTcst Mpu UCIOIb30BaHUM cepBruca MinlO.
3HaueHHe B IPOU3BOJIbHOM BUJe, MUHHMMaJIbHAs AJIMHa — 8
CHMBOJIOB

use_old minio

[Ipunumaet 3Hauenus: True/False

ITpu 3Hauenuu False u3 nuctpubyrtusa Oyner ycraHosieH MinlO
Bepcuu RELEASE.2023-12-13T23-28-55Z

[Ipu 3Hauenuu True 6ygeT ycraHosieH MinlO makcuManbHO
coBmectumoit Bepcuu RELEASE.2022-06-25T15-50-16Z

[lepemenHnast co 3HaueHueM False npenHazHaveHa:

1. Jlyit mepBUYHOM YCTAHOBKHM ITPOAYKTA.

2. Ecm B uHGpacTpyKType He UCIOb3yeTcsl COOCTBeHHOe S3-
XpaHWIMIIe.
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3. Eciu B uHdpacTpykType He npenycTtaHoBieH MinlO paHHux
Bepcuii JaToM Bhiycka a0 2022-06-26.

[lepemenHast co 3HaueHHeM true npeHa3HavYeHa:

1. [l mocrepytoriei yCTaHOBKU MPOYKTa (He MepBUYHOM).

2. JIng ucniosb3oBaHus paHHUX Bepcuii MinlO, npu ycioBur 4To
MinlO panee 6b11 ycTaHOBJIEH (TEKyIasi UCIIOJIb3yeMasi BepCus
BoimymeHa jio 2022-06-26).

3. [l o6HOBIIeHHs C BepCUM > 2.7 10 aKTyaJlbHOW BepCUHU
IIPOAIYKTa, I7le B KauecTBe storage type MCII0JIb30BaJIOCh 3HaYeHUe
s3.

Hnsa obnoBnenus MinlO ¢ Bepcun RELEASE.2022-06-25T15-50-
16Z no RELEASE.2023-12-13T23-28-55Z Heob6xoaumo
HCIIOJTb30BaTh OQUITHAJIbHOE PYKOBOJICTBO
https://min.io/docs/minio/linux/operations/install-deploy-
manage/migrate-fs-gateway.html

url

Cchlyka it TOCTyTa K CeTeBOMY XpaHWmIly. [Ipy ucmob3oBaHUU
MinlO umeer crenytommii BUm:

http://pgs-<ENV>.<DEFAULT DOMAIN>:9002

3HaueHus <env> U <default domain> COOTBETCTBYIOT
TlepeMeHHbIM, YKa3aHHBIM B Havajie JaHHOU TaOJHIThI

secret key

[TapameTp, cOOTBeTCTBYIOIIMM HacTpoiikaM xpaHwmiia s3. [Ipu
HCIosb30BaHuU cepBuca MinlO coBmafaeT co 3HaUYeHHEM
lepeMeHHOM minio secret key

access_key

[TapameTp, cOOTBeTCTBYIOIIMIM HacTpoiikaM xpaHwmiia s3. [Ipu
HCIob30BaHuU cepBuca MinlO coBmafaeT co 3HaUYeHHEM
IepeMeHHOM minio access key

bucket

Konreitnep s xpaHeHrs 006beKTOB B XpaHudile s3. [1pu
HCIIOJTb30BaHUU XPaHWIMIIA S3 He0OXOIUMO yKa3aTh 3HAaUeHUe.
[Tpu oTcyTCcTBUM KOHTelHepa — OH OyJleT CO3JlaH IIPU IepBOM
3anucu $aiyioB

service name

[Ipu ucnonws3oBanuu cepsuca MinlO yka3sbiBaeTcst 3HaUeHUe s3

region_name

[Tpu ucnonbs3oBanuu cepruca MinlO ykasbiBaeTcs 3HaUeHHe
myoffice

acl

CyIHoCTh A1 pa3rpaHudeHus MpaB JOCTYyMa, B ciaydae ¢ MinlO
Heo0s13aTesbHa K 3aII0JHEHUIO

s3_max_capacity

[TapameTp, onpeensiomuii MaKCUMalbHOE TIPOCTPAHCTBO,
JOCTYITHOE B S3, yKa3blBaeTcs B bakTax

Biok system

TIMEZONE Bpemennas 30Ha (4acoBo 10sC) YyCTaHOBKU B popmaTe Haswhl tz.
3HavyeHUe 0 YMOJYaHUIO — "Europe/Moscow"
Baok co
bnok co [TepemenHnble, KOTOPbIe HEOOXOAUMO 3aTIOJIHUTD JIJI1 UHTETpaluu C

CO.

Bonee nonpo6Ho o0 3anonHeHnu 6yioka cM. B JokyMeHTe CrcTeMa
pelnakTUpoBaHus U coBMecTHOUM paboTsl (CO). PykoBoncTBo 1o
yCTaHOBKe»
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coapiurl

[Tyt moctymna k API CO. JlaHHas nepeMeHHast ipeficTaBsieT COOOH
URL-aznpec u nopTt, yka3plBalollive Ha 11eJieBOM cepBep C POJIbIo
auth CO. [Ipumep: coapiurl: "https://co-api-url.ru:8443"

co Ib

BxirodaeT v BHIKITFOUaeT HACTPOUKY OalaHCUPOBKYU C TOMOIITBIO
cepuca Keepalived. [Ipuaumaet 3nauenus True u False (Tombko
JIJIS1 KJIaCTePHOM yCTaHOBKK)

[Ipu 3Hauenuu True Heob6xoAMMO M06ABUTH B inventory dar

ClIeayIOINYIO IIepeMeHHYI0: CENTOS7: false

vip_auth

Buptyansnsbiii [P-anpec, nocTynHoe 3HaueHre — IPOU3BOJIbHBIN
cBobonubil [P-afipec B ceT yCTaHOBKU (TOJIBKO JIJIs KIIACTepHOM
yCTAHOBKH)

Ib_keepalived pass

[Taposs s cepBuca keepalived (Tosbko 1711 KJlacTepHOM
YCTaHOBKH)

Biok installation_commons

biok installation_commons

FS_ TOKEN SALT_
EXT

FS_APP_ENCRYPTION _
KEY

FS APP ENCRYPTION
vV

FS_APP ENCRYPTION _
SALT

AUTH_ENCRYPTION
KEY

AUTH_ENCRYPTION
IV

AUTH_ENCRYPTION
SALT

APP_ADMIN _
PASSWORD

3HaYeHUs TIepeMeHHbIX IaHHOTO 0JI0Ka JOJDKHBI COOTBETCTBOBAThH
aHanoruyHbeM B CO, 3a UCKIIOYeHreM app admin password.
3HaueHHe 3TOM NlepeMeHHOW reHepupyeTcsl aAIMUHUCTPAaTOPOM MIPU
ycranoBke PGS.

Bonee nonpobHo 0 3anosHeHuu 6y10Ka CM. B IokyMeHTe « CucTeMa
penakTUpoBaHus U coBMecTHOU paboTsl (CO). PykoBoncTBo 1o
YCTaHOBKE)

CO_MANAGE API_
USERNAME

Hms momb3oBartens mist API-apropuszanuu B CO. [lo/mkHO coBMaaTh
CO 3HaYeHHeM IIepeMeHHOM co manage api username B

koHpurypanuu CO

CO_MANAGE API_
PASSWORD

[Taposms ans API-aBropuzanuu B CO. [lommkeH coBnagaTh CO
3HaYeHUeM IlepeMeHHOM co manage api password B
koHpurypanuu CO

KEY

TWO _FA ENCRYPTION _

Kirou gt mudposanus 2FA cekpeToB, mmHOM 64 cuMBOIIa

AUDIT LOG _ENABLED

HEPEMEHHHH ImpeaocCTaBiiIeT BOSMOXXHOCTDL BKJIIOYEHHS B
aIMUHUCTPATUBHOM HHTepdelice pacIIMpPeHHOTOo JIoTa COOBITUIMA.
HocTynHble 3HaYeHUs: True U False, 10 yMOJUaHUIO — False

CHATBOT ENABLED

Brmouenne u oTkmouenve unrerpanuu CO ¢ cepBucom ChatBot.
3HaueHMe 3aBUCUT OT Haymuus cepBuca B CO. [locTynHble
3HaYeHMs: True U False, II0 YMOJIMAaHUIO — False

POSEIDON _
INTEGRATION

BximodeHue 1 BHIKITIOUEHUe HWHTerpamnuru C rmo4YTOBbIM CepBepoM,
JOCTYyIIHbIe 3HaYeHUs: True U False
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baoxk POSEIDON
bmox POSEIDON [TapamMeTpsl MOAKIIOYEHUS K IOYTOBOMY CEpPBEpPY, eCiv BKIIoUeHa

HWHTerpamnus. HOIIpO6HbIe CBeJieHus 00 YCTaHOBKe U HaCTpOfIKe B
HOKyMeHTe «PYKOBOZ[CTBO II0 YCTAHOBKe IIOYTOBOI'0 CepBepa»

PBM URL Ccplyka i1 TOCTYTa K IOYTOBOMY CepBepy B popmare

https://pbm.example.com

PBM USER [Tepemennas ansa aBropusaiuu yepe3 API . CooTBeTcTByeT

PASSWORD 3HavyeHUIO NlepeMeHHoM ds389 manager user IpU yCTaHOBKe
IIOYTOBOTO CepBepa

SSL. VERIFY [Tapamertpsl mudpoBanus s mo4THL. [IpuHuMaeT 3HaueHus True u
False, False — B cityyae ucnosib30BaHUsI CaMOTIOITTMCAHHBIX
CcepTUPHKATOB

[lepemenHbie, ykazaHHble B Tabnuie 11, HaCTpoeHbI MO YMOJTYAHUIO U OMPENeNIsioTCS B
mpollecce yCTaHOBKH cucTeMbl. He pekoMeHlyeTcs U3MeHSITb 3HAueHUsl IlepeMeHHBbIX 6e3
HeoOXOOUMOCTH.

J1y1st i3MeHeHUs 3HaUeHU M 10 YMOJTYaHUIO AOMOIHUTENILHBIM IIepeMeHHbIM ClIeflyeT OTKPHITh

dails1 ~/install MyOffice PGS/hosts.yml M JO0OaBUTh He0OXO/AKMbIe IlepeMeHHbIe B OJIOK vars.

Tabauua 11 — JJononHumenbHble nepemeHHble

[Tepemennas 3HavYeHHe U CITI0CO0 3armoTHeHUsT

DEV_MODE Developers mode, pexxum paspabotunka. [IppHrMaeT 3HaueHus
True u False.

[Tpu 3Hauenun True — OTKpBIBaeT MOPTHI CEPBUCOB JIJIsl BHEIITHETO
MOJIK/TFOYEHUS, B IIeJSIX OPTaHU3aI|K JOCTYTA pa3paboTINKOB K
CTeH/Ty YCTAHOBKH (He WCIIOJb3yeTCs B paboTaroIel ¢
10JIb30BaTEJIMUA CUCTEME)

MAX TENANTS 3aJiaeT MaKCUMalbHO BO3MOXKHOE YKCJI0O TeHAHTOB B TEKYIIeH
yCTaHOBKe (MakCUMalbHO Jorryctumoe 3Hauernne 100)
IPTABLES ENABLED VYcraHaBMBaeT U HaCcTpauBaeT CIy>KObl MeXCeTeBOTO 3KpaHa

(ommmonanbHO). JlocTymHble 3HaueHus: True u False, no

yMmoyrganuio — False

ENABLE CUSTOM CA Hns ncnosmb3oBanust CA cepTudUKaToOB ¢ XpaHWIMIEM S3 ciefyeT
CONNECTION_ S3 yCTaHOBUTH 3HaYeHHe True, CKOMUPOBAaTh KOPHEBOM cepTUHUKAT B

IUpeKTopuIo ¢ cepTuduKkaTamu B gaiii s3_ca.crt

Ecimm nepemenHas oTcyTcTByeT B ¢aitnie hosts.yaml, 3Hauenue 1o

ymosganuio — False

ENABLE CUSTOM CA _ s ucnonmb3oBanus CA ceptudukatoB ¢ LDAP-cepepom u

CONNECTION_LDAP XpaHWwmIeM S3 cileflyeT YCTaHOBUTh 3HaUeHHe TTue, CKOIMPOBATh

KOpPHEBOH cepTU(}UKAT B AUPEKTOPHIO C cepTUdUKaTaMH B Paiin

ldap_ca.crt

Ecmu nepemennasi oTcyTcTByeT B daitie hosts.yaml, 3Hauenue mo

yMmorganuio — False

SWARM NETWORK BxmrodaeT mmdpoBaHue BHyTpeHHel oBepJieriHo# ceTu Docker
ENCRYPTION swarm, 3HaueHue 1o yMoiriaHuio — False. BimsieT Ha

MIPOU3BOUTELHOCTh CUCTEMBI
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SWARM NETWORK Anpecanus BHyTpeHeit cetu "pgs-network" B docker swarm,
ADDRESS 3HavyeHue 1o ymosdanuio "10.0.0.0/24". Ucnonb3yeTcs npu

nepecedenuu agpecannu docker swarm c agpecanyeil BHyTpeHHelH
CeTH MeCT yCTaHOBKU

SWARM NETWORK GW [Imr03 1Mo yMoJT4aHUIO [t BHyTpeHel ceTu "pgs-network”,
3HavyeHue 110 ymomdanuio "10.0.0.1". Ucnonb3yeTcs npu
nepecedeHuu agpecanuu docker swarm c agpecanyeil BHyTpeHHelH
CeTH MeCT yCTaHOBKU

SWARM NETWORK Anpecanus ingress cetd B docker swarm, 3HaueHuHe 110
INGRESS ymomganwuio, "10.0.1.0/24". Ucnionb3yeTcs pu nepecedeHun
aapecanuu docker swarm c agpecanyieil BHyTpeHHel CeTH MecT
yCTaHOBKH
minio_drives_per node OmnpepessieT KOJIMYECTBO JUCKOB JIJIST KAXKIIOIO cepBepa B KlacTepe
MinlO. HUcnosmb3syercs npu ycraHoBke PGS coBmectHO ¢ MinlO
data_path port HsmenseT nopt nepefayu naHHbix B docker swarm. 3HaueHue 1o

yMoJsrganuo 9999

2.6.3 PexomeHganum 1o HaCTPOHKe IMCKOB ISl PoJieit

1. HJ‘ISI CepBepoB C pPOIsIMU storage, postgres, arangodb M search pPeKOMeHOYyeTCsd
BBIJIEJTUTh He3aBHUCUMbIe JTMCKU WK OJI0YHbIEe YCTPOMCTBA.

2. HJ‘ISI poneﬁ postgres, arangodb U search MOHTHPOBaHHWE BBIIIOJIHAETCA aBTOMAaTH4YeCKH
BO BpeMsl yCTaHOBKHU. [1yTh kK CMOHTMPOBAHHBIM POJISIM:

/var/lib/docker/volumes/<service name>

F,He <service name> — UMM PDOJIU.

3. Jlnst cepBepoB C pOJIbIO storage MOHTHPOBAaHHME HE3aBHCHUMBIX IUCKOB WM OJIOYHBIX
JIMCKOB aBTOMaTHW4yeCcKU He npousBoauTcs. [Ipu HeobxomumocTu nepen ycranoBko PGS 6iiounbIe
yCTpoWcTBa (pasfesibl WIM [JIMCKH) CJllefyeT MOHTHUPOBATh 10 AUPEKTOPUSIM, YKa3aHHBIM B
tabnune 12. Pekomennyercs ucnosnbs3oBaTh popmarrpoBanre X FS nosepx popmatupoBanus LVM.

Tabauua 12 — Touku moHmupoBaHus 01 poau storage

Tum Pexxum ycraHoBku
C IO/IJIEP>KKOM 'Todka MOHTHMPOBAHUS KommenTapuit
XpaHUIMIIA -
OTKa30yCTOMYMBOCTH
fs* - /media/storage Bo3morkHO uCTob30BaTh
JIOTUYeCcKUH pasjien
fs* + /gluster_bricks/pgs-files -
s3 - /opt/Pythagoras/minio/data -
/sa0/
s3 + /opt/Pythagoras/minio/data | 0-9 — Homep
[0-9] WCII0JIb3YeMOTO JIUCKA
* — npu ucnoav3oBaHuu XpaHuauwa muna fs mouka moHmupo6aHus Ha cepBepax ¢ posbio
pythagoras 3adaemcs c nomowpto nepemerHoli path 6 ¢aiine inventory.
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4. llpm BbIOOpe THUIA XPaHWIUIIA S3 CleyeT O3HAaKOMHUThbCS C TpeDOOBaHUSIMHU K

KOHGUTYpallMX 0TKa30yCTOMYMBOCTU U pasnesioM « Beibop xpanusuiia tumna S3».

2.6.4 Be10op xpanwimima tumna S3

2.6.4.1 TpeooBanus k xpanwtuiry GlusterFS

Xpanwmuiie GlusterFS ycranaBiuBaeTcsi B pexxuMe replicated, B KOTOPOM KOJIMUECTBO
HOJI/CEepBEpPOB B POJIM storage He BJIMSEeT Ha IMOTEeHIHAIbHO JoCTyrHoe Mecto st PGS. Ilpu
yBeJIMYeHUH KOJIMYeCTBa HOM/CepBepOB MOBBINIAeTCS 0TKa30yCTOMYHUBOCTb.

MecTo XxpaHeHHUSsI OrpaHHYEHO pa3MepoM paszejia TOMa XpaHeHUs brick. IIpu co3manuum
paszena brick peKOMeHJIyeTCs HCIO/Ib30BaTb MeHeKep JIOTMYeCKuX muckoB LVM s

obecredyeHus BO3MOXKHOCTHU pacuimpenusa obnema JHUCKOBOI'O ITPOCTPAHCTBA.

2.6.4.2 TpedoBanusa k xpanmwtumy MinIO

TpeboBanus k xpanwiuiy MinlO npeacraBiensl B Tabnuie 13.

Tabnuua 13 — KoHgueypauus omxkazoycmotiuu6ocmu das xpaHuauuia S3 MinlO

Koudurypanus Konuyectso Komuuecrso
OTKa30yCTOMYUBOCTH HOJI/CepBepoB He3aBUCUMBIX JTUCKOB*
MUHUMaJbHas 2 2
peKoMeHTyeMast 4 4

* — koauuecmBo HezaBucumbix duckoB Ha cepBep 3adaemcst C NOMOWBIO NePeMeHHO
minio_drives_per node. Eciu 3HaueHue 015 nepemeHHOl He YKa3aHHO, NpU yCmaHoBke 3HaueHue
6ydem 3adaHo aBmomamuyecku u pabHo «2».

2.6.4.3 TpeGoBaHNA K KOJIHYECTBY CepBepOB WIH IHUCKOB

[Tpu mpoeKTUPOBAHUM KOJIMYeCTBA CePBEPOB/IUCKOB IS S3 ClleflyeT YIYUThIBaTh TPeOOBAHUS
[10:
1. B /opt/Pythagoras/minio/data JOJDKHBI MOHTHMPOBATHCS IHUCKUA C HMCIIOJIb30BAaHUEM
daiinioBoii cucrembr XFS.
2. OO011iee KOIMYECTBO JUCKOB BKJIIOYAeT B Ce0sl TUCKU Il XpaHeHU sl U30bITOUHBIX JAHHBIX
(MinlO O6yner ucnonb30BaTh MOJIOBUHY €MKOCTH JIsi U30BITOYHOTO XPaHEHUS JTaHHBIX)
(Tabm. 14).

Tabauua 14 — PacnpedeneHue duckoB 0 u3bblmoyHO20 XPAHEHUS

KomuuecTtBo AN CKOB

,HI/IEIHEIBOH HCIIOJIb3yeMBIX TN CKOB
JUIA U30BITOYHOTI'O XpaHeHHd JaHHBIX

5 WM MeHblIIe 2
6-7 3
8 mmu boJbie 4
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3. [Ipu wucnonb3zoBaHum Oojiee 16 IHUCKOB KOMMYECTBO OyJeT MOAeleHO Ha MeHblue
HabOpBI, AJI1 KOTOPBIX OYIYT ClIpaBeyIuBbI TPeOOBaHUS 11.2.
4. TpeboBaHus K paclpefie/IleHUIO TUCKOB M. 3 OMNHCAaHBl Juis HacTpoek MinlO mo
YMOJTYaHUIO.
Jlns wm3MeHeHHs IapaMeTpOB HeOOXOOMMO BOCIIOJIb30BaThCsS MHCTPYKIIMEW C CcaWTa
IIPOM3BOJIUTEISL:

https://min.io/docs/minio/linux/reference/minio-server/settings/storage-class.html#minio-server-envvar-

storage-class

H3-3a coBpemeHHOM apxuTekTyphl cepBepHbix CPU cytmecTByeT BeposSTHOCTD
JlerpaJialiiy MPOU3BOIUTEILHOCTH TIPU UCTOIb30BaHuu 6ojiee 8 NVMe Ha ofuH

O cepeep. [Ipu ncnomp3oBannu HDD-nrckoB n3meHeHwi B pab0oTe CUCTEMBI TIPU
BO3pPACTaHUM KOJIMYECTBA HOJ/ITUCKOB He 3aMeYeHo.

2.6.5 Hacrpoiika MexceTeBOro 3KpaHUPOBaHHUSA

Hnst obecrieuenusi crabunbHOM paboTrbl PGS He pekoMeHjyeTCsi MCIIOIb30BaTh CeTeBOe
SKpaHWpoBaHUe Mexay cepBepamu. Heobxomumbie ajis pabotsl 110 ceTeBble MOpPTHI MpHUBEAEHBI B
Tabnute 15.

Tabauya 15 — CemeBble nopmul, ucnonsdyembvie PGS

[Topt Hasnauenue

8851 Hoctyn k ocHoBHoMYy API PGS
8852 REST API gocryna k agmunuctprupoBanuio PGS
8854 Beb6-anmunuctpupoBanve PGS (agiMuHHCTpaTHBHAS NTaHEe b yIIpaBeHuUs)

s pocryna k uHTepdeiicy anMuHucTpatopa Nginx 1o yMOJ4aHHIO HAacTpoeH 443 1opT.
J171st KoppeKkTHOM paboTel He06X0IMMO J106aBUTH ITOPT B UCKJIIOUeHUs OpaHMayapa B COOTBETCTBUU
¢ HacTpoikamu BeiOpaHHOM OC yCTaHOBKH.

His nocryna k APl unTtepdeiicy mo ymomuanuito B Nginx HactpoeH 443 mopt. s
KOPPEeKTHOUW paboThl cCJiefflyeT OTKPBITh JOCTYIl TOJBKO CO CTOpPOoHbI cepBepa CO, s Bcex
OCTaJIbHBIX ITOJK/IFOUEeHUH MOPT J10JDKeH ObITh 3aKPHIT.

B mnensix orpanunuenusi pocryna k APl uHTepdelicy pexkoMeHAayeTcCs MCIIOIb30BaTh

pa3iivuHble TOPTHI 1711 HHTepdelica anMuHuctpaTtopa U APl untepdeiica.

2.6.6 Hacrpoiika 10I0/THUTeIbHBIX IAapaMeTPOB YCTaHOBKH

JlomoNMHUTeIbHbIe IapaMeTpbl YCTaHOBKH HaXOMATCS B datine
~/install pgs/group vars/all/main.yml. MeHsTb UXx 6e3 corjlacoBanusi ¢ Beraopom [IO He

PEKOMeH/1yeTCsl.
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2.6.7 OrruMu3anus Npou3BoaUuTeTI-HOCTH ArangoDB

B Bepcuun 3.1 pnobGaBieHa HacTpoWKa YIpaBjeHUs] JIUTEILHOCTBIO 3allpPOCOB IS
IIpe/IOTBpAllleHrs] IOBBIIIEHHOr0 T1oTpebieHuss mnamsatu cepBucoM ArangoDB. 3nauenue
YCTAHOBJIEHO TI0 YMOJIYaHHIO, U MOXeT ObITh M3MeHeHO JJjisi 0ojiee TOUYHOM HACTPOMKU paboThl
CepBrca B COOTBETCTBUM C Tabmumed 16. B cimydae mpepoiBanus mo Tamayty AQL-3ampoca
KJIMeHTckoMy TipuiiokeHuto (Aristoteles, Euclid) BosBpamaercss kon ommbku 410, a 3ampoc
COXpaHSeTCs B XXypPHAJI COOBITHM C KOIOM OMIMOKM 1500 - ERROR QUERY KILLED.

[Ipu paboTe c mepeMeHHOM peKOMeHJIyeTcsi MUHUMHU3UPOBaTh ee 3HaueHHWe BO u3bexaHue
nepernoiHeHus: ouepenu 3anpocoB CYB]l u mocienyoliero moBbIIIeHHOTO MOTpeO/ieHusl pecypcoB
nmamaty v CPU. Ilpu wucnonb3oBaHuMM HeOONBIIMX 3HAYEeHUW MOTYT BO3HUKHYTH OIMOKU
BBITIOJIHEHUS JUIUTEJIbHBIX MUTPAIUi U Apyrux GoHOBbIX AQL 3ampocoB, He CBSI3aHHBIX C pabOTOM
MIPUJIOXKEeHUSL.

s cepBepoB B MMHUMAaIbHOW KOHQUIypallud INpYM BO3HUKHOBEHWM OIIMOOK CileflyeT
OJIHOBPEMeHHO yMeHbIIIaTh 3HaYeHUsl TallMayTOB KJIMeHTa u nepeMeHHOU
ARANGODB MAX RUNTIME.

Inst cepBepoB C OOJIBIIMM KOJIMUYECTBOM CBOOOJHBIX PECYpCOB, IPH BO3HUKHOBEHUU
OIIMOOK BBITIOJIHEHUS JUTUTEJIbHBIX 3alIPOCOB JIOMTYCKAeTCsl YBEJIMYUTh 3HAaUeHHe ITepeMeHHOM.

Tabauua 16 — YnpaBneHue dnumenbHOCMblO 3anpocob

3HayeHUe
Haumenosanue . EpuHuie:
. Pacrnionoxxenune nepemeHHoM Tun o
IepeMeHHOU U3MepeHUs %
YMOTYaHUIO
ARANGODB MAX ~/install MyOffice PGS/ Integer CexyHpa 61
RUNTIME group_vars/all/main.yaml
* — 3HaueHue no ymoauaHuio cocmoum u3 6pemenu matimayma kauenma CYB/] 0ns npunosiceHull
Aristoteles u Euclid + 1 cexyHda.
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3 YCTAHOBKA

3.1 Ilopsimok 3amycka yCTaHOBKH

st 3anycka ycraHoBkd PGS Heob6xoquMo nepedTH B KaTajlOI YCTAaHOBKU U BBIIIOJIHUTh
CJIeIyIOIIYI0 KOMaHy':

./deploy.sh <hosts.yml> <additional ansible keys>

[ne:

— <hosts.yml> — ¢aii inventory (MM MyTh K HEMY), CKOHGUTYPUPOBAHHBIN B

COOTBETCTBUH C pasziesioM «HacTpoiika mapaMeTpoB yCTaHOBKUY;

— <additional ansible keys> — JONOJHUTEJIbHbIE KJIIFOYX YCTAHOBKHU (Tabs. 17);

[Tpu ycrientHoM BBIIOJTHEHUU KOMaH bl cepBUCHl PGS BynyT 3amyiiieHbl aBTOMaTU49eCKH.

ABTOMaTHyeckoe 0OOHOBJIEHME KOMIIOHEHTOB CUCTeMBbl He BKJIIOUEHO B IPOIeCC YCTaHOBKU
ITO, obHOBIIEHNEe BBHIIIOIHSETCS BPYYHYIO aIMUHUCTPATOPOM.

Tabauua 17 — JJonorHumenbHbule Kaouu ycmaHo6Ku

3HayeHNe KJIro4ua Onucanue

-e monitoring_enable=<value> VY craHaBnuBaeT pu 3HaUYeHUM True WM He yCTaHaBIMBaeT
1ipu 3HayeHnu False cepBucel MonuTopunra Prometheus u
Grafana. ITo ymomuaauio — True

-e content_search enable=<value> VY craHaBnMBaeT Npu 3HaUYeHUM True WM He yCTaHaBIMBaeT
npu 3HaueHuu False cepBuCH! [I7ist TOMCKA IO COAEPKUMOMY
IIOKYMEeHTOB B 00/1auHbIX pegakropax CO.

ITo ymomyanuio — True

-e kernel ml enable=<value> Bxmouaet True wm otkimovaet False o6HoBieHue simpa OC
(perm3el BeTku mainline). ITo ymomuanuto — True

-e kernel ml deb enable=<value> Bximowaer True wm otkmodaeT False o6HOBneHue siyipa
Debian-based OC (pem3st BeTku mainline). Ilo ymomianuto
— True

3.2 IlpoBepka KOPPeKTHOCTH YCTAaHOBKH

Jlyis IpOBepKM KOPPeKTHOCTH YCTaHOBKM HEOOXOJMMO Ha CepBepe C POJIBIO pythagoras

BBITIOJIHUTD CJIEAYIOIYIO0 KOMdHAY:

curl -X POST\
https://pgs-<env>.<default domain>:<api interface ext port>/pgsapi/?\
cmd=api version | python3 -m json.tool

Fne <env>, <default domain> H®W <api interface ext port> -— IIepeMEHHELIE,

3all0JIHEeHHbIe B COOTBETCTBUU C pasnenoM «KonuryprupoBanue nepeMeHHbIX daitia hosts.ymly.
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HpHMep 0K 1deMOrI'o BbIBOJA:

{
"response": {
"Aristoteles": "19.0.1",
"success": "true"
o
"success": "true"
}

It npoBepku 3anycka ceppucoB PGS He06X0IMMO BBIIIOJIHUTE CJIeIyIONTyI0 KOMaHy:

docker service 1ls |grep pgs| awk -v OFS='\t' '{print $2, $4}'\
| column -t

[Tpumep BrIBOJA:

pgs-arangodb arangodb 1/1
pgs-elasticsearch elasticsearch 1/1
pgs-etcd etcd 1/1
pgs-haproxy haproxy monitoring 1/1
pgs-keycloak keycloak 1/1
pgs-nginx nginx 1/1

pgs-postgres postgres 1/1
pgs-rabbitmg rabbitmg 1/1
pgs-redis redis 1/1

pgs-sisyphus sisyphussearch 1/1
pgs-sisyphus sisyphusworker 1/1
pgs_aristoteles 1/1

pgs _dionis 1/1

pgs_epicure 1/1

pgs_euclid 1/1

pgs _flower 1/1

pgs_heraclitus 1/1
pgs_pheidippides 1/1

pgs_polemon 1/1

[Tpu ommbxke 3anycka 3HaYeHHe HAIIPOTUB UMeHU cepBuca OynieT BhITaneTs «0/1».

3.3 OoHoBIeHUE

[Ipu obuoBnenun PGS c¢ mpomyckom Bepcum (Hampumep ¢ 2.5 1o 2.8) Heobxoaumo

BBIIIOJIHUTD CJIEAYIOIYIO0 KOMdHAY:

docker exec s(docker ps -g -f name=pgs aristoteles)\
bash -c "./run_all migrations.sh"

B Bepcun 3.1 s noseleHrst 6e3011aCHOCTY OOHOBJIEHB! HACTPOWKY XpaHEeHUs U Iepefadu
SMTP-naposneii [j1s1 TeHAHTOB.

[Tpu obHOBNIEHUM Bepcum npoaykra ¢ 3.0 (Wiy HUXe) Ha Bepcrio 3.1 Ha KaXX[IOM TeHaHTe
HeobX0JIMMO BBIIIOJIHUTH Cllefylolye JelCTBUSL:

1. B agMuHucTpaTUBHOM HHTepdelice mepedTH Ha BKJaaky Opranmuzamusi > OcHOBHBIe
HACTPOMKH > 1ojipasfien HacTpoiku ucxoasamux CHCTeMHbBIX YBeJJOMJIeHUI.

2. BBectn 3HaueHue Tekyiero maposs st SMTP-cepBrca u HaxkaTh KHOTIKY COXpaHHUT.
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be3 BrimonHeHus BBINIIEYKA3dHHBIX ITYHKTOB, MOT'YyT Ha6JIIOHaTbC$I HpOﬁJIEMbI C OTHpaBKOﬁ

Im1ceM U YBelIOMHeHI/Iﬁ I10JIb30BATEJIAM.
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4 KAPTA IIOPTOB

4.1 KapTa nopToB /i1 BHyTPeHHUX COeJUHeHUH

Kapra nopToB /17151 BHyTpeHHUX COeJlMHeHUH IpeficTaBjieHa B Tabiuiie 18.

Tabauua 18 — Kapma nopmo6 dns HympeHHux coeduHeHull

[IpociymmBaeMblii

[Topt

Kyna obparmaercs

I'pynna Ansible CepBuc (nMs swarm
IOpPT MOJIKJTFOYEHU S -
5672/tcp rabbitmg
5464733/Etccpp 15672/tcp rabbitmg
nginx nginx 15673 /tcp 8851/tcp aristoteles
9002/tcp 8852/tcp euclid
8854 /tcp polemon
polemon 8854/tcp - -
2379/tcp etcd
6379/tcp redis
8080/tcp keycloak
euclid 8852/tcp 8529/tcp arangodb
7002/tcp dionis
8080/tcp restrictions
5672/tcp rabbitmq
2379/tcp etcd
6379/tcp redis
8080/tcp keycloak
aristoteles 8851/tcp 3333225 ::;EESE
2379/tcp euclid
8080/tcp restrictions
5672/tcp rabbitmq
pythagoras 2379/tcp etcd
6379/tcp redis
. 8529/tcp arangodb
heraclitus - 8852/tcp enclid
5672/tcp rabbitmq
8080/tcp keycloak
epicure ) 8529/tcp arangodb
6379/tcp redis
8529/tcp arangodb
flower 5555/tcp 6379/tcp odis
o 6379/tcp redis
dionis 7002/tcp 2379/cp ted
8851/tcp aristoteles
postgres (B
restrictions 8080/tcp >000/tcp Klf)lgj:lfr?;z)
5432/tcp postgres B SA
8852/tcp euclid
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Kyna obpariaercs

. 1 % I1
I'pynna Ansible CepBuc POCIyIHHBACMELH opT (nMst swarm
IOpT IIOJKJIFOYEHUS .
service)
6379/tcp redis
pheidippides - 2379/tcp etcd
8851/tcp aristoteles
8080/tcp keycloak(s
paMKax KiacTepa)
2379/tcp etcd
keycloak keycloak
eycloa eycloa 8080/tcp 5432/tcp postgres B SA
5000/tcp posigres 5
KJIacTepe
arangodb arangodb 8529/tcp 8529/tcp ara(fllsg():;l;;iem
& & 8530/tcp 8530/tcp P
KJlacTepa)
arangodb(s
arangodb_agent arangodb_agent 8529/tcp 8529/tcp exume
£0€b_as £0€b_ag 8530/tcp 8530/tcp P
KJlacTepa)
2379/tcp etcd
search sisyphus 7000/tcp 9200/tcp elastlclsearch
5672/tcp rabbitmg
elasticsearch 9200/tcp - -
. . 5672/tcp
rabbitmg rabbitmq 15672/cp - -
redis redis 6379/tcp - -
etcd etcd 2379/tcp - -
5432/tcp 2379/tcp etcd
5432/tcp
8008/tcp
postgres postgress 8008/tcp
5000/tcp postgress
5001 /tcp 5000/tcp
5001/tcp
% IUIs1 Bcex postgres
haproxy_postgres 20432/tcp 5432/tcp CepBHCOB
20432 /tcp* 5432/tcp AUl BCex postgres
CEepBHUCOB
1T BCex
23529/tcp* 8529/tcp arangodb
CEepBHUCOB
1151 BCex
. 23080/tcp* 8080/tcp keycloak
infrastructure
haproxy CEepBHUCOB
1151 BCex
30692/tcp* 15692/tcp RabbitMQ
CEepBHUCOB
% IUTS BCeX
23852/tcp 8852/tcp cepcos Euclid
IUTsL BCeX
22851 /tcp* 8851/tcp CEepBUCOB
Aristoteles

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOTHUHW», 2013-2024




MonOdounc

i [pociynBaembiit Topr Kyna o6parmaercs
['pynma Ansible CepBuc (1na5t Swarm
110pT ITOZIK/TFOYeHU ST .
service)
oJrl cepBHCa
20555/tcp 5555/tcp o

* — yBenMYeHUe KOJIMYecTBa MOPTOB B 3aBUCUMOCTH OT KOJIMYECTBa CepBEpPOB B CEPBUCE.
[Tpumep:

Hnst 3-x cepBucoB arangodb mopthl 6ynyT: 23529/tcp, 23530/tcp, 23531/tcp.

Jlnst 4-x cepBucoB arangodb mopter 6yayT: 23529/tcp, 23530/tcp, 23531/tcp, 23532/tcp.

*¥% — st paboTthbl docker swarm HeOOXOIMMO OTKPBITh MOPTHI: 2376/tcp, 2377/tcp, 7946/tcp,

7946/udp, 4789/udp.
*¥¥ — Ha MOMEHT yCTaHOBKM Heobxomarmo, 4Tobbl Ob1 moctymeH 5001/tcp ¢ cepBepa ¢

POJIBIO infrastructure.

4.2 KapTa BHelIHHUX IIOPTOB

Kapra nopToB npejicraBiieHa B Tabnuiie 19.
Tabauua 19 — Kapma 6HewHux nopmo6

Kyna obpariaercs
(uMs swarm
service)

[Tpocmyum- [Topt

I'pynma Ansible CepBuc .
BaeMbIi MTOPT MOJIKITIOYEHU ST

Buermuue MOIKJ/IIOYEHHU S OTHOCHTEJIBHO Swarm KJjacTepa

CepBepblI C poJIbIO
Storage nns
443/tcp 9000/tcp KOHHeKTa K S3
nginx nginx 5673/tcp minio u K Ipyrum
15673/tcp cepBepam c s3
9002/tcp CepBUCOM

syslog nokanbHO
>14/udp wa IP 172.17.0.1

] SYSlOg JIOKAJIbHO
polemon S14/udp wa IP 172.17.0.1

CepBepblI C poJibIo
Storage nns
KOHHeKTa K S3
minio ¥ K Ipyrum
cepBepaM C S3
CepBHUCOM

9000/tcp

eulid -

pythagoras
PSN(ecmu ny>xHa

WHTeTparms)

syslog noxanbHO

514/udp na IP 172.17.0.1

CepBepbl C poJIbIO
aristoteles - 9000/tcp Storage nst
KOHHEKTa K S3
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['pynma Ansible

CepBuc

[Tpocmyum-
BaeMbIU [MOPT

[Topt
MIOJIKJIFOYEeHU ST

Kyna obpariaercs
(uMs swarm
service)

minio ¥ K Ipyrum
cepBepaM C S3
CepBHUCOM

PSN(ecimm ny>xHa
WHTeTpanus)

514/udp

syslog noxanbHO
Ha [P 172.17.0.1

heraclitus

9000/tcp

CepBephblI C poJibio
Storage nns
KOHHeKTa kK S3
Minio ¥ K Ipyrum
cepBepaM C S3
CepBUCOM

514/udp

syslog nokanbHO
Ha [P 172.17.0.1

epicure

514/udp

syslog noxanbHO
Ha [P 172.17.0.1

flower

514/udp

syslog nokanbHO
Ha [P 172.17.0.1

dionis

9000/tcp

CepBephl C poJIbIO
Storage nns
KOHHEKTa K S3
minio ¥ K Ipyrum
cepBepaM c s3
CepBHUCOM

514/udp

syslog noxanbHO
Ha [P 172.17.0.1

restrictions

514/udp

syslog nokanbHO
Ha I[P 172.17.0.1

pheidippides

514/udp

syslog noxanbHO
Ha [P 172.17.0.1

keycloak

keycloak

514/udp

syslog nmokasnpHO
Ha [P 172.17.0.1

arangodb

arangodb

514/udp

syslog nokanbHO
Ha [P 172.17.0.1

arangodb agent

arangodb_agent

514/udp

syslog nokanbHO
Ha [P 172.17.0.1

search

sisyphus

9000/tcp

CepBepblI C poJibIo
Storage nns
KOHHeKTa K S3
minio ¥ K Ipyrum
cepBepaM C S3
CepBHUCOM

514/udp

syslog nokanbHO
Ha [P 172.17.0.1

elasticsearch

514/udp

syslog noxanbHO
Ha [P 172.17.0.1
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Kyna obpariaercs

. I1 - I1
I'pynna Ansible CepBuc pocTytiu opT (nMst swarm
BaeMBbIU I10PT IIOJKJIFOYEHUS .
service)
: . i syslog nokanbHO
rabbitmq rabbitmq 514/udp wa IP 172.17.0.1
. . i syslog nokanpHO
redis redis 514/udp wa IP 172.17.0.1
i syslog noxanbHO
etcd etcd 514/udp wa IP 172.17.0.1
postgres postgress - 514/udp Iizsll;gl ;IgKf;HBHCI)
haproxy_postgres 20432 /tcp* 514/udp Iizsllggl ;gkla;nbml)
alertmanager
81/tcp 81/tcp JokasjbHO Ha [P
172.17.0.1
% syslog nokanbHO
20432/tcp 514/udp wa IP 172.17.0 1
% syslog nokanbHO
23529/tcp 514/udp wa IP 172.17.0 1
infrastructure % syslog nokanpHO
haproxy 23080/tcp >14/udp wa IP 172.17.0.1
% syslog nokasnpHO
30692/tcp 514/udp wa IP 172.17.0 1
% syslog nokanbHO
23852/tcp 514/udp wa IP 172.17.0.1
% syslog nokaibHO
22851/tcp 514/udp wa IP 172.17.0.1
syslog nokanbHO
20555/tcp 514/udp wa IP 172.17.0 1
3a npeneslaMu swarm cepBHCa
storage minio 9002/tcp - -
alertmanager exte 81/tcp i i
rnal port
nct _syslog ng 514/udp - -
syslog nokanbHO
>14/udp ma IP 172.17.0.1
grafana 3000/tcp prorEletheus
9090/tcp (epBbIit cepBep ¢
POJIBIO
infrastructure infrastructure )
syslog nokanbHO
>14/udp ma IP 172.17.0.1
pgs_node_export
prometheus 9090/tcp 9100/tcp er(Bce XOCTHI B
WHBEHTOpPH)
cadvisor (Bce
9101/tcp XOCTHI B TpyIIIie

pgs)
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['pynma Ansible

CepBuc

[Tpocmyum-
BaeMbIU [MOPT

[Topt
MIOJIKJIFOYEeHU ST

Kyna obpariaercs
(uMs swarm
service)

9187/tcp

pgs_postgres_exp
orter(Bce XOCTHI B
rpymie postgres)

23080/tcp*

haproxy(o6partien
Ve uzeT depe3
docker gwbridge

_ip)

23529/tcp*

haproxy(obpartien
Ve uzeT depe3
docker gwbridge

_ip)

30692/tcp*

haproxy(o6paren
Ve ujieT Jepes
docker gwbridge

_ip)

9121/tcp

redis_exporter(sc
€ MaIlllvHbI B
rpyie redis)

redis_exporter

9121/tcp

6379/tcp

redis(Bce MaIIUHbBI
B rpye redis)

postgresql export
er

9187/tcp

20432/tcp*

haproxy(o6paien
ve ueT Jepes
docker gwbridge

_ip)

cadvisor

9101/tcp

node-exporter

9100/tcp

Docker-
registry**¥

5001/tcp

Hpumep:

cep6Buca.

infrastructure.

* — y6enuueHue koauuecmBa nopmo6 6 3a6ucumocmu om koauuecm6ba cep6epo 6 cepBuce.

Jns 3-x cepbucoB arangodb nopmut 6ydym: 23529/tcp, 23530/tcp, 23531 /tcp.

Jns 4-x cepbuco6 arangodb nopmut 6ydym: 23529/tcp, 23530/tcp, 23531 /tcp, 23532/tcp.
** — dns pabomowl docker swarm Heob6xo0umo omkpwuimb nopmol: 2376/tcp, 2377/tcp, 7946/tcp,
7946/udp, 4789/udp. JlonoaHumenbHo omkpbim nopm 9323/tcp das noayueHus mempuk ¢ docker

*%% — na MoMeHm ycmaHoBKu Heobxodumo, umobsl 6bi1 docmynen 5001/tcp ¢ cepBepa ¢ poabio
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4.3 PexoMeHJauIMHU 0 OTKPBITHIM NOPTaM M I0CTyIIaM

HeobxomuMo obecrieunTh BHeIIHME BXOASIIMe COeUHEHHUs Ui CepBepoB C POJIbI0 nginx
(mmopThI epeunciieHbl B Tabmwuite 19):

— Ha BCeX cepBepax /il UCI0Ib30BaHUs ssh He00X0IMMO OTKPBITh TTOPT 22/tcp;

— Bce MopThl, HeobxoauMbie 15t paboThl ITO Docker Swarm u Docker;

— IOCTYI JIO cepBepa C Polblo infrastructure i mpocMoTpa Grafana dashboard;

Hocrtyn ans nononuutensHoro 110 v nHTerpanuu:

—npu ycranoBke GlusterFS Heobxomumo oTkpbiTh mopthl: 24007/tcp, 24008/tcp, 49152-

49156/th JUIA CEPBEPOB C POJIBIO storage U pythagoras,
— MIPU UHTEerpalyu C S3 IOCTYII JI0 S3 XPaHUJIUIIIA;

— IIpU UHTErpaliin C IIOYTOBBIM CepBepOM UCXOIMIIre ITOAKII0YEeHN K CepBepy ITOYThI.
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IMPWIOKEHME A

M3BecTHBIE IP00JIEMBI U CIIOCO0BI X PellleHHs

A.1 Beckoneunas 3arpy3ska Bo BKJIagke «I'pynmsei» nmaHeid afiMUHHCTpPaTopa

Omicanue npooseMbI:

BosHukHOBeHHe GeCKOHeYHOW 3arpy3kd BO BKJaake «['pynmbl» MaHenu agMUHUCTPATOpa
PGS.

Jlyis mpocMoTpa >KypHana COOBITMM HeOoOXOOMMO IOAK/IIOUMUTBCS K CepBepy C POJIbIO
infrastructure ¥ BBIIIOJHUTSH CIIEAYIONIYIO KOMaHLy:

tail -n 100 /var/log/pgs/<env>.<default domain>/euclid/critical.log

rfie <env>, <default domain> — IlepeMeHHble U3 aiijia inventory.

[Tpumep oToOparkeHMs OLIMOKY B XXypHajie COObITHI:

RITICAL - 2023-10-31 12:53:04,037 - pgs.euclid - GET /tenants/Default/groups,
Internal server error 500 | - ms
Headers: {'X-FORWARDED-FOR':

Error: None
Traceback (most recent call last):
File "/usr/local/lib/python3.11/site-packages/falcon/api.py", line 269, in
__call
responder (req, resp, **params)
File "/usr/local/lib/python3.11/site-
packages/falconswaggerautodoc/schema decorators.py", line 42, in wrapped
f(self, *f args, **f kwargs)
File "/opt/Pythagoras/Euclid/endpoints/groups.py", line 91, in on get
tenant=req.tenant).data}
File "/opt/Pythagoras/Euclid/serializers/group serializers.py", line 64, in
data
return [self. serialize group(group) for group in self.groups]
File "/opt/Pythagoras/Euclid/serializers/group serializers.py", line 64, in
<listcomp>
return [self. serialize group(group) for group in self.groups]

AAAAAAAAAAAAAAAAAANAAAAAAAANAAANA

File "/opt/Pythagoras/Euclid/serializers/group serializers.py", line 47, in
_serialize group
res["users"] = self.serialize groupmembers(users)
File "/opt/Pythagoras/Euclid/serializers/group serializers.py", line 78, in
serialize groupmembers
if "middle name" in user["attributes"] else ""
KeyError: 'attributes'
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Penrenne:
1. 3anycTUTh Ha cepBepe C poJibio keycloack CJIEAYIOIIYIO KOMaHY:

docker exec s$(docker ps -gf name=keycloak)\
/opt/jboss/keycloak/bin/kcadm.sh create clear-user-cache\
-r <realm> -s realm=<realm> --server\
http://localhost:8080/auth --realm master\
--user pgs --password <KEYCLOAK PASSWORD>

2.BaHYCTHTbIﬂlCepBQPE(IpOHbK)pythagorasCHEﬂYKHHYK)KOMaHHYI

docker exec S(docker ps -g -f name=pgs aristoteles)\
bash -c "python initializers/RedisInit.py"

A.2 He 3anmyckaetcs cepBuc SisyphusWorker
Omucanue NpoosIeMbI:

He 3amyckaercsi cepBuc SisyphusWorker u kypHajqm COOBITHH COJIEPXKUT CJeAyIoIre

OIMOKU:

pgs-sisyphus sisyphusworker.l.hvjracizck85@ | etcd

pgs-sisyphus sisyphusworker.l.hvjracizck85@ | 2379

pgs-sisyphus sisyphusworker.l.hvjracizck85@ | 2023/11/13 16:58:24 can't
get arango config with error: client: etcd cluster is unavailable or
misconfigured; error #0: client: endpoint http://etcd:2379 exceeded
header timeout

pgs-sisyphus sisyphusworker.l.r7xpttilp7an@ | etcd

pgs-sisyphus sisyphusworker.l.r7xpttilp7an@ | 2379

pgs-sisyphus sisyphusworker.l.r7xpttilp7an@ | level=error ts=2023-11-

13T16:58:31Z type=rabbit wrapper err="dial tcp 10.0.1.14:5672: connect:
connection refused"

pgs-sisyphus sisyphusworker.l.r7xpttilp7an@ | panic: Can't create rabbit
wrapper

pgs-sisyphus sisyphusworker.l.r7xpttilp7an@ |

pgs-sisyphus sisyphusworker.l.r7xpttilp7an@ | goroutine 1 [running]:

pgs-sisyphus sisyphusworker.l.r7xpttilp7an@ | main.main()

pgs-sisyphus sisyphusworker.l.r7xpttilp7an@
/go/src/cmd/worker/main.go:29 +0x80a

pgs-sisyphus sisyphusworker.l.krylr9x8vcdg@ | etcd
pgs-sisyphus sisyphusworker.l.krylr9x8vcdg@ | 2379

Heob6xonuMo mpoBepuTh cTaTyc paboThl cepBrca RabbitMQ ¢ momortibio koMaH/IbI:

docker service ps pgsrabbitmg rabbitmg --format \
"table {{.Namel}}\t{{.DesiredState}}"'

[Ipumep oTBera:

NAME DESIRED STATE
pgs-rabbitmg rabbitmg.1l Running
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[TpoBepuTh, 4TO XypHaI cobbITHl RabbitMQ comepxuT cieyrolnye COOOIeHus:

Try to reach pgs-rabbitmg rabbitmg.3.yg5fexvo3g5g9afw5c8hkotkt
Try to reach pgs-rabbitmg rabbitmg.3.yg5fexvo3g5g9afw5c8hkotkt
Try to reach pgs-rabbitmg rabbitmg.3.yg5fexvo3g5g9afw5c8hkotkt
Try to reach pgs-rabbitmg rabbitmg.3.yg5fexvo3g5g9afw5c8hkotkt
Try to reach pgs-rabbitmg rabbitmg.3.yg5fexvo3g5g9afw5c8hkotkt
Try to reach pgs-rabbitmg rabbitmg.3.yg5fexvo3g5g9afw5c8hkotkt

W W W W W

Pemrenue:

1. YMeHBIIUTh KOJTMYeCTBO pQHJII/IKaHI/Iﬁ IJId CepBHCa C IIOMOIIBIO KOMaH/bI:
docker service scale pgs-rabbitmg rabbitmg=1

2. BemmomauTh niepesanyck mocieqaero docker konteiiHepa ceppuca RabbitMQ
docker service update pgs-rabbitmg rabbitmg --force

3. [IpoBeputs craryc pabotsl cepBuca SisyphusWorker ¢ momorpo KOMaH/Ibl:

docker service ps pgs-sisyphus sisyphusworker --format \
'table {{.Name}}t{{.DesiredState}}"

[Ipumep oTBera:

NAME DESIRED STATE
pgs-sisyphus sisyphusworker.1 Running
pgs-sisyphus sisyphusworker.2 Running
pgs-sisyphus sisyphusworker.3 Running

4. BoccranoBuTh KitacTep i cepBrca RabbitMQ ¢ moMoIibio KOMaH/TbI:

docker service scale pgs-rabbitmg rabbitmg=3
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A.3 Omrubka ycraHoBkH cepBuca MinIO

Onucanne npooJieMsl:

Oumbka ycraHoBku cepBruca MinlO Bo3HukaeT npu ucnosib3oBaHuM DNS-3anuceit B
¢arisie /etc/hosts B popMare:

127.0.0.1 <IoJIHOe OOMEeHHOe uMda XocTa>

[Tpu 3anycke ycraHoBku cepuca MinlO koHTeliHeps! pacnpesie/sifoTCs 10 HOIaM KJjlacTepa.
Obpaienusi Mex/y HOJIaMH BBINIOJIHSIIOTCSL 110 IIOJIHOMY JIOMEHHOMY HMMeHU XOCTa, KOTOpHIM B
COOTBETCTBHMU C 3alMChi0 B ¢aille /etc/hosts OTHpaBisier 3ampockl Ha [P-ampec 127.0.0.1.
BosHukaer onmbka ckpyunTa yCTaHOBKHY IIPY ITPOBepKe CBsA3U Mexay Hojamu MinlO.

[Tpumep ommbxu:

Get "http://172.17.0.1:9000/minio/health/live": dial tcp 172.17.0.1:9000:
connect: connection refused

Pemenmue:
1. Hsmenuts ¢aiin IP-anpeca B dailsie /etc/hosts Ha BHemHue [P-ampeca miu ynanurthb
DNS-zanucu u3 daiia.

2. 3amenutb DNS-3anucu [ijisg cepBepoB ¢ poJiblo STORAGE Ha [P-ampeca.

A.4 OmnoOka cuaxpoHusanuu noJsisb3oBareeii ¢ AD/OpenLDAP
Omucanue NpooseMbI:
[Ipu mombiTke cUHXpOHHU3aUU Tmoib3oBarened ¢ AD/OpenLDAP B xypHaiie coObITHI

keycloak mosiBsiercst cnemytoinasi onmoka:

[LDAPStorageProviderFactory] (executor-thread-17) Sync all users from LDAP
to local store: realm: 9aacad43-4aa0-43e5 -a3c6-dd4a85b6ad0f, federation
provider: pgsldapnew pgs-keycloak keycloak.l.sbOgpfSmwsde@invsr-pgs-bel |
2024-07-11 13:24:52,522 ERROR [org.keycloak.services.error.KeycloakErrorHandler]
(executor-thread-17) Uncaught server error: java.lang.NumberFormatException:
Cannot parse null string

Penrenne:

B Be6-unTepdeiice cepsuca Keycloak BkitounTh U BBIKIIIOUUTE Qefiepariyio pgsldapnew
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A.5 OxoH4YaHHe CpOKa JeliCTBHSA NapoJis i nojb3oBareiss PGS

Onucanne npooJieMsl:

ABTOPHU30BaTLCS BHe 3aBUCUMOCTH OT POJIeBOM MOJIeJIM HeBO3MOXKHO, B ClIydae ecild HUCTeK
I1apoyib /7S CITy>keGHOr 0 IT0JIb30BaTeNIsl C UMeHeM Pgs.

[Ipu momneiTKe aBTOpU3alMK Bo3HUKaeT coobirieHue 06 ommbke Invalid login or password.
O Cpok nericTBUSI TApOJIs IO YMOJTYaHHUIO COCTaBJisieT 365 AHEH.

B >xypnaie coObITHM cepBrca Aristoteles BOSHUKAIOT CllefyIoIye OMMOKHU:

ERROR - 2024-07-16 16:37:36,306 - pgs.aristoteles - failed to get tenant with
error:
None
Traceback (most recent call last):

File "/usr/local/lib/python3.11/site-packages/tenant model/keycloak realm.py",
line 39, in get admin

admin = KeycloakAdmin(

File "/usr/local/lib/python3.11/site-packages/keycloak/keycloak admin.py", line

91, in init

AAAAAAAAAAAAAAAAAAAAAAAANA

File "/opt/Pythagoras/Aristoteles/utils/controllers.py", line 50, in
get tenant or 401
raise NotAuthorizedError()
errors.http responses.auth errors.NotAuthorizedErrorERROR - 2024-07-16

16:37:36,310 - pgs.aristoteles - auth, 403 | 115 ms

Headers: {'X-Forwarded-For': '10.5.156.197, 10.115.34.214"', 'X-Forwarded-Proto':
'"https', 'X-Real-Ip': '10.115.34.214', 'Host': 'a stage host', 'Content-Length':
'52', 'Accept': 'application/json', 'X-Client-Useragent': 'Mozilla/5.0 (X11;
Linux x86 64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/126.0.0.0
Safari/537.36"', 'X-Forwarded-Host': 'a stage host', 'X-Forwarded-Ssl': 'on',
'Content-Type': 'application/x-www-form-urlencoded', 'User-Agent': 'lua-resty-
http/0.06 (Lua) ngx lua/10026', 'X-Pgs-Request-Id':
'3e6f41533a21942f0adlc9fbb4d494997#b517fblcc3d533ab0d04da7723c3e4c9 '}

Parameters: {'login': 'a login of user', 'password': '"*#****'  ‘'expire': '259000'}
Response headers: {'Content-Type': 'application/json; charset=utf-8', 'x-request-
id': 'zrefyevcwdbwrpi', 'X-pgs-request-id':
'3e6f41533a1942f0adlc9fbb4d494997#b517fblcc3d533ab0d04da7723c3e4c9 "'}

Error: {'error code': '00l1', 'error msg': 'Not Authorised', 'ext msg': 'Not ad
user', 'success': 'false'}

B xypnaine cobsituii cepBuca Keycloak Boznukarot ciepyromye onmmoku:

Jul 16 16:01:00 a stage stamd keycloak[51172]: 2024-07-16 16:01:00,611 WARN
[org.keycloak.events] (executor-thread-45) type=LOGIN ERROR, realmId=master, clientId=admin-
cli, userId=null, ipAddress=10.0.0.4, error=resolve required actions, auth method=openid-
connect, grant type=password, client auth method=client-secret, username=pgs
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Pemenue:
1. OrtkpeiTe nmoctyn k cepBucy Keycloak u3 BHemmHell ceT, BBIIIOJIHUB CJIeIyIONIyIO
KOMaHJYy:

docker service update --publish-add published=8091,target=8080 \
pgs-keycloak keycloak

2. OTkpeiTh  BeO-uHTepdeiic  cepBuca Keycloak (agpec 1o  ymMon4aHuIO
http:/<DEFAULT DOMAIN>:8091/auth ).

3. BBectu uMs mosb3oBaresis ¥ apoJib, YKazaHHbIe Mpy ycraHoBKe. [1pu ucrekiem mapoisie
Oyzmer moyydeHO Npeyio)keHHe W3MeHUTh WCTeKIHW Mmapoib (puc. 2). Ilaponmb momb3oBaTens

COJIEP>XKUTCS B IlepeMeHHOU KEYCLOAK PASSWORD, pacIlojIo>KeHHOU B ¢aiiie inventory (hosts.yaml).

You need to change your password to activate your
account.

New Password

Confirm password

Submit

Pucynox 2 — CoobuieHue o Heo6xodumocmu uaMeHeHUs Napoas

4. YBenmu4yeHMe CPOKA KM3HU ITapoJis (BBIMOIHSAETCS TPH HeoOX0JUMMOCTH)
4.1 Beibpates Realm Master (puc. 3).

(MAKEYCI

master hd

Q

master v

Create Realm

Users

Groups

PucyHok 3 — Bwibop Realm Master
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4.2 Tlepeittu B paznen Authentication 1 otkpbiTh Briaznky Policies (puc. 4).

= @IKEYCL

Expire Password * @ 3650

PucyHok 4 — Bknadka Policies 6 pasdene Authentication

4.3 YCTaHOBUTD CPOK >KM3HHU apoJis JaHHoro Realm.

A.6 OxoHuaHue CpoKa HeliCTBHS IapoJis A nojab3oBarens APP-CO

Omucanue NpoosIeMbI:

[Tocne aBropmzanuu psin GYHKIWKA HEJOCTYIeH, B CiIydae eCjid HCTeK I1apoib IS
CITy>keGHOT 0 TI0JIh30BaTelsl C UMeHeM app-Co.

HaHpI/IMepI HEeBO3MOXHO IIpeJOCTaBUTb O6H.[Hﬁ HAOCTYII K JOKYMEHTY.

Mponzowna ownéka

HOETO[)MTE NONBITKY NO3XEe UK ObpaTMTECb K CUCTEMHOMY
afjMUHHCTPaTOpY

test

06wmid gocTyn K «HoBbIH AOKYMeHT.docx» co MoAenuTbCA cebiNKoi

-

-~

~  TecToBblil Monb3oBaTens (%) () E5 PenaktvposaHue ~

Owwubka dpannosc XpaHunuila

@ MBaH MBaHOBMY @ Bnapeney
Pucynox 5 — Omcymcm6ue Heob6x00umo20 pyHKUUOHANA app-CO
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B >xypHane cobbITuit cepBuca Aristoteles BOBHUKAIOT CJIeYIOIIHe OIHUOKHU:

ERROR - 2024-07-16 18:35:13,951 - pgs.aristoteles - auth, 400{"'login': 'app-
co', 'password': '"*****'}["error code": "147", "error msg": "Current password has
expired", "ext msg": "", "success": "false"}

Traceback (most recent call last):
File "/usr/local/lib/python3.11/site-packages/tenant model/model.py", line 915,
in get token
token = self.keycloak realm.oidc.token(username, password)
File "/usr/local/lib/python3.11/site-packages/keycloak/keycloak openid.py",
line 207, in token
return raise error from response(data raw, KeycloakGetError)
File "/usr/local/lib/python3.11/site-packages/keycloak/exceptions.py", line 98,
in raise error from response
raise error(error message=message,
keycloak.exceptions.KeycloakGetError: 400:
b'{"error":"invalid grant", "error description":"Account is not fully set up"}'

errors.http responses.auth errors.ExpiredPasswordErrorERROR - 2024-07-16
18:35:13,955 - pgs.aristoteles - auth, 400 | 299 ms

Headers: {'X-Forwarded-For': '10.5.156.1, 10.115.34.2', 'X-Forwarded-Proto':
'"https', 'X-Real-Ip': '10.115.34.2', 'Host': 'a stage stand', 'Content-Length':
'54', 'X-Co-Request-Id': '6c335a927bc24932926098calafcb204', 'Content-Type':
'application/x-www-form-urlencoded;charset=UTF-8', 'X-Pgs-Request-Id':
'6c335a927bc24932926098calafcb204#70dtcWoV200DQvnXefHpyMmz3bEib5GN', 'Accept-
Encoding': 'gzip, x-gzip, deflate, br', 'User-Agent': 'Apache-HttpClient/5.3.1
(Java/21.0.3)"'}

Parameters: {'login': 'app-co', 'password': '***®x*x'}

Response headers: {'Content-Type': 'application/json; charset=utf-8', 'x-request-
id': 'xtnkyjtctalwfkg', 'X-pgs-request-id':
'6Cc335a927bc24932926098calafcb204#70dtcWoV200DQvnXefHpyMmz3bEib5GN ' }

Error: {'error code': '147', 'error msg': 'Current password has expired',

[l

'ext msg': , 'success': 'false'}
Pemenmue:
1. OTkpeITh  BeO-uHTEPdEIC cepuca  Keycloak (ampec o YMOJTYaHUTO
http:/<DEFAULT DOMAIN>:8091/auth ).
2. BBectu nMs M0JIb30BaTeNIs U TIapOJib YKa3aHHbIe TPU ycTaHoBKe. [lapomnb mosb3oBaTens
COJIEPXKUTCSL B TepeMeHHOW APP ADMIN PASSWORD, pacIlOJIOKeHHON B daiiyie inventory
(hosts.yaml).

3. VBemUYUTb CPOK KM3HU TAPOJIs (BBITTOIHSETCS ITPU HE0OXOIMMOCTH).

BbIOpaTh Realm Master (puc. 3);

nepeiiT B pasnen Authentication Bxiaska Policies (puc. 4);

YCTaHOBHUTDH CPOK XU3HU I1dpOJIst AdHHOT'O Realm.
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INPUJIOMEHUE b

IlepeueHs U3MeHeHUI B IOKyMeHTe

B [1aHHOM TIpUJIOXKEHUM IIpe[iCTaBjieH IlepeyeHb M3MEeHeHUM OTHOCUTENIbHO JaThl
ny0OJIMKaluy ¥ BepCUU JJOKyMeHTa.

17.12.2024 TloAroTOBNEH JOKYMEHT BepPCHH 1.
19.12.2024 TloaroToBneH MOKyMeHT BEPCHH 2 CO CJIeIYIOIIUM U3MeHHeM: 0OHOBIIEH pa3jient
«YcTaHOBKa B ceTU 0e3 BbIXO/la B UHTEPHET).
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