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Bce ynoMsHyTble B 3TOM JIOKyMeHTe Ha3BaHUS MPOAYKTOB, JIOTOTUIIbI, TOPTrOBble MAapKU U
TOBApHbIe 3HaKU MPUHAIUIeXAT UX BJlafieJibIlaM.

ToBapubie 3Haku «MonOducy, «MyOffice» npunamnexxar OO0 «HOBBIE OBJIAYHBIE
TEXHOJIOT'UW».

Hu npu kakux oOCTOSITeIbCTBAX Heb3s UCTOJIKOBBIBATH JIIOOOE CO/IepXKMMOe HACTOSIIero
JIOKyMeHTa KakK IpsiMoe MJIM KOCBEHHOe IpefioCTaB/ieHue JIMIeH3UW WM MpaBa Ha KCIO0JIb30BaHUe
TOBApHBIX 3HAKOB, JIOTOTUIIOB WJIM 3HAKOB OOCTY>XHMBaHWS, TNpPUBeleHHbIX B HeM. Jlioboe
HeCaHKIIMOHMPOBAaHHOEe MCIOJIb30BaHWe J3TUX TOBApPHBIX 3HAKOB, JIOTOTUIIOB WJIM 3HAKOB
obcimyxuBaHusl 0e3 MHCbMEHHOTO pa3spellleHUs WX IpaBoobiajartens CTPoOro 3ampeleHo.Bce
YIOMSIHYTbIe B 3TOM JOKyMeHTe Ha3BaHUS MPOJYKTOB, JIOTOTHIIbI, TOPTrOBble MapKd M TOBAapHbIe

3HAKHU IIPDHUHAJIEXAT UX BJldJe/Ibl[dM.
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3.11.9 Ynanenue 3anpeToB Ha 3arpy3Ky MeIMaTUIIOB JIJIs I0JIb30BaTeJIs
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IMEPEYEHD COKPAIIIEHUM, TEPMHHOB U OITPEJIEJIEHUI

B HacCTodleM JOOKYMeHTe IIpUMeHSI0T ClIeAyrolqre COKpallleHHWda C COOTBETCTBYIOIMHMMU

pacimdpoBKaMu (cM. Tabmuny 1).

Tabnuna 1 — CokpailleHus ¥ paciumppoBKU

Coxkpaiienve Pacmmdposka
API Application Programming Interface, wHTepdelic nporpaMMHpOBaHUS
NIPWIOXKEHUN
CcO CloudOffice, Obmaunbiii Oduc, obiiee HazBaHUE MPOAYKTA (TPYyIIIBI
penaKkTOpOB)
PGS File Storage, Pythagoras, «MoiOd¢uc YactHoe Ob6mako 3» B BapuaHTe
vcnonHenus [OCTy». Cucrema xpaHeHuUs: TaHHBIX
SMTP Simple Mail Transfer Protocol, mnpoTokon mnepemaun coobueHUI
IeKTPOHHOM I1OYTHI
SSH Secure Shell, «6e3onacnHas o6004uka»
«MoitOduc AnvunnctparusHas naHess [10 MoitOduc
AnMUHHCTPUpOBaHHUE»
0cC OmnepanuoHHas cucTeMa
1O MoiOduc [IporpammHuoe obecnieuenne «MoitOduc ITouTta»

TenanT (tenant)

OJileMeHT MYJIbTHaPeHTHOM CUCTEeMBbI

XocT

Y cTpo#cTBO, IpefocTapsiioliee CePBUCH GOpMaTa «KIHMEeHT-CepBepy»

I1O MoiOduc

[IporpammHuoe obecnieuenne «MoitOduc ITouTta»

© 000 «HOBBIE OBJTAYHBIE TEXHOJIOT'UW», 2013-2024
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1 OBIIIME CBEJEHUSA

1.1 Haznauenmue

«MonOduc YactHoe Obmako 3» B BapuanTe ucnonHenuss [OCT — komriekc 6e30macHbIX
Be0-CepBHUCOB M NPUIOXEeHUHN [Jii OpraHM3alluM XpaHeHMs, JOCTYlla U COBMEeCTHOW paboThl C
daiaMid M JOKyMeHTaMHd BHYTPU KOMIIAHWM, MCIIOIb3YIOIMX OTe4YeCTBeHHble Cpe/iCTBa
KpUNTOrpadgpuueckor 3aumThl MHPopManuu. B3amMopeiicTBre BCex KIMEHTCKUX MPUJIOXKEeHUH C
CepBepPHbIMU CHCTEMaMU OCYIIeCTBIISIeTCS 110 CeTeBbIM KaHalaM, 3alUIIeHHbBIM C IIOMOIIbIO
npotokoisia TLS ¢ ucnosnb3oBanreM o0TedeCTBEHHOUW KpUnTorpaduu.

B cocraB npogykTa BXOAST:

— Cucrema XpaHeHHs JaHHBIX Jyisi 0e30MaCHOrO XpaHeHUsl KOPIOpPaTUBHBIX GalioB U
obecrieueHUs] BO3MOXKHOCTeW aBTOPU3AIlUM, ayTeHTUPUKAIIMKA U pa3rpaHUYeHus MpaB
JIOCTYIIa I10JIb30BaTeseun;

— Cucrema peJlakKTHPOBAHHUS ¥ COBMECTHOM pabOoThl ISl UHAUBUAYAJILHOI'O U COBMECTHOTO
PeIaKTHPOBAHMS IIPpe3eHTallui, TeKCTOBBIX U TAOIMYHBIX IOKYMEHTOB;

— AZIMUHUCTPAaTUBHAs IIaHeJlb CUCTEeMbl XpaHeHWs Ui YIpaBJeHUs I10JIb30BaTeJIsIMU,
rpynmnamMu, o0IIMMHU HankaMu, JOMeHaMHU Y TeHaHTaMH.

B cocraB npopykra BXOIAT cCilefylollie IpUJIOXKeHUs JUisi paboTbl B Beb-Opay3epax u

HaMOOMJIbHBIX YCTPOMCTBAX:

— «MoutOduc JlokymeHTbI» — BeO-IIPUJIOXKeHUe I OPraHU3allud CTPYKTYPUPOBAHHOTO
xpaHeHUs] GaWJiOB, BBINOJIHEHUs omepanuid ¢ ¢aiaMu U TalKaMy, HaCTPOMKHU
COBMECTHOTO JIOCTYTIa;

— «MonnOduc Tekcr» — Beb-pemakTop i ObICTPOTO W YIOOOHOTO CO30aHUSI U
dopmMaTUpOBaHUS TEKCTOBBIX IOKYMEHTOB JIF0O0H CIIOKHOCTY;

— «MontOduc Tabmuma» — BeO-pedakToOp Uisl CO3[AAHUS 3JIEKTPOHHBIX TaONUI], BeleHUs
pacyeToB, aHAJIM3a IAHHBIX U IPOCMOTPA CBOJIHBIX OTYETOB;

— «Mou1Oduc I1pe3zenTanus» — BebO-peaKToOp /ISl CO3IaHUsI, 0GOPMIIEHUSI U JIEeMOHCTPAIuU
[Ipe3eHTallvi;

— «MouOduc JlokyMeHTbI» Jisi MOOMJIBHBIX TJIaTGOPM — TPUJIOKEHHe JIJIsl IPOCMOTpa U
pPelakTUPOBAHUSI TEKCTOBBIX JJOKYMEHTOB, OJJIEKTPOHHBIX TabiuI] U Ipe3eHTaIui,
npocmotpa PDF-¢aiinos, a Takke ocTyra K 00Ja4HbIM XpaHWINIAM Ha cMapTdOHaX U
mranIerax ¢ OC Android, i0OS u iPadOS.

[logpobHoOe  omMcaHue  BO3MOXXHOCTEM  IpPOJyKTa  IMPUBEIEHO B  JIOKYMeHTe«

«"MonOd¢uc Yactnoe Obmako 3" B  BapuanTe ucnonHeHuss ['OCT. @dyHknuoHanbHbIE

BO3MOXHOCTH.
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1.2 TpeGoBanus k KkBanudpukauu

[Tonb3oBarens Admin API nommken umeTs cienyromyie HaBbIKU:
— pabora c REST API;

— dJIMHWHHUCTPHUPOBdHHE I/IHCIDOpMaHI/IOHHbIX CHCTEM.

Hns paborer ¢ IIO «MouOduc» anmMuHUCTpaTOPy HEOOXOAUMO O3HAKOMUTHCS CO
CJIeIyIOUMMU IOKYMEHTaMU:

— «"MoitO¢uc YactHoe Obmako 3" B BapuanTe wucnonHenuss ['OCT. PyxoBozacTtBo 10

HaCTPOUKey;

—  «"MoitO¢uc YactrHoe Ob6mako 3" B BapwanTe wucnomHenus ['OCT. PykoBoactBo 10

dJIMUHUCTPHUPOBAHHUIO».

1.3 Cucremurbie TpedoBaHusA

[Tepeuenb TpebOBaHWII K TMPOTPAaMMHOMY U alllapaTHOMYy o00eclieyeHUI0 IpUBe/ieH B

nokymeHTe «"MounOd¢uc Yactnoe Obmako 3" B BapuanTe wucnonHeHuss ['OCT. Cucremnsle

TpeboBaHUS.

1.4 Orpannyenus

3anipocsl k API Beinonsstorcs o nporokony HTTPS. ITo ymonmuanuio cepBuc Bo3Bpaliaer
nanHbie B dopmate JSON.

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOTHUHW», 2013-2024
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2IIOATI'OTOBKA K PABOTE

2.1 ABTopu3zanusa

st aBTOpU3auu U ayreHTUGUKAIUKU ucnoib3yercs mpotokoia OAuth 2.0. ITonb3oBaTens B

COOTBETCTBHUH C paspeltieHusiMu mostydaet noctym k API cepeuca PGS Euclid o agpecy:

https://pgs-<ENV>.<DEFAULT DOMAIN>/adminapi
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3 CIIPABOYHHK 3AIIPOCOB

JlaHHBIN pa3fienl CONEepXKUT CBeleHUs Mo pabore C PpYHKIIMOHATBHBIMA BO3MOXHOCTSIMU
npoaykra uepe3 API cepBuca PGS Euclid, Bkitouass BO3MOXHOCTH, He peajii30BaHHbIe B
M0JTb30BaTeIbCKOM HHTepdeice aIMUHUCTPATOpa.

3.1 3anpoc TokeHa aBTOpHU3AIUH

MeTtoa 1 KOHeYHass TOYKA
POST/auth

Omnucanme

OTmnpasisier JaHHBIe TOJib30BaTess. Bo3BpaljaeT TOKeH aBTOpPU3aIlMM aJMUHUCTPATOPY

T€HaHT4d, B OCTAJIbHbIX CJTy4YdsdaX BbIJdeT OIHI/I6Ky

ITapameTps1
[TapameTpsl [1s1 MeTOla YKa3aHbl B Tabmulie 3.

Tabnumna 3 — [1epeyeHb TOCTYTHBIX TapaMeTPOB JIJIs1 aBTOPU3aI[AU

Hassanue O06s3aTeIbHBIN Tun paHHBIX Omnucanue

HUMsI I10JIb30BaTe I

username na string aIMUHUCTpaTOpa Beb-
MHTepderica
. MapoJsib aMUHUCTpaTopa Beb-
password na string P A partop
uHTepdeiica

OIHOPAa30BbIM NapoJib (one-time

ofp et string password) 11 BX0ja, ecim
MOAKTIOYeHa By X(daKTOpHAsI

ayTeHTUPUKAIISL

3anpoc

curl -X 'POST' \
'https://pgs-<ENV>.<DEFAULT DOMAIN>/adminapi/auth?
username=<ADMIN USERNAME>&password=<ADMIN PASSWORD>&otp=<OTP>' \
rae:
— <ADMIN_USERNAME>———HMﬂIHNHBOBaTeHHaHMHHHCTpaTopaB€6%Hﬂﬁp¢eﬁcm

— <ADMIN PASSWORD> — I1apOJIb a/IMUHHUCTpaTopa BeO-nHTepderica;
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— <OTP> — OIHOPA30BBIM MapoJIb Jisl ABYX(aKTOPHOW ayTeHTUPUKALIUH, OT 6 1o 8 nudp.

OTtBer

BOBMOHGHﬂEBapHaHTLIOTBETOBZ

— 200 — Success — YcnemHast asTopusanus. [Ipumep BeiBoja:

"id": 0,

"password expiration time": O,
"tenant": "string",

"token": "string"

— 401— Unauthorized — He aBTopu3oBaH. [Ipumep BbIBOA:

"message": "string"

— 404 — Tenant not found — TenanT He HaiizeH. [Ipumep BriBOIA:

"message": "string"

3.2 Pabora c mqoMeHaMu

3.2.1 Urenue cmicKa IOMEHOB

MeToa 1 KOHeYHasl TOYKa

GET/domains

Omicanue

BBIBOOUT mepedyeHb BCeX JOMEHOB BO BCeX TeHAHTaX.
IIapameTtps1

He Tpebyer BBOJ]a TapaMeTpoB.
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3anpoc

curl -X 'GET' \

'https://pgs-<ENV>.<DEFAULT DOMAIN>/adminapi/domains' \
-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

OtBer

BOBMOXGHﬂEBapHaHTbIOTBETOBZ

— 200 — Success — YcrnemHo. [Ipumep BbiBOJA:

{
"domains":
[ "string"
]
3
3.2.2 UteHue CIHECKa JIOMEHOB B TeHAHTE
MeToa ¥ KOHeYHasl TOYKA
GET/tenants/{tenant name}/domains
Omicanue
BrIBOUT nepedyeHb BCeX JIOMEHOB B YKa3aHHOM TeHaHTe.
ITapameTpsI
[Tepeuenb mapameTpoB MpeJCTaBjIeH B Tabiuile 4.
Tabmuna 4 — [lepeueHb mapaMeTpOB JIsI BBIBOJIA CITMCKA JOMEHOB B TeHAHTe
HasBanmue O6s3aTeIbHBIN Twun maHHBIX Omnucanue
tenant name na string UMS TeHaHTa
3anpoc

curl -X 'GET' \

'https://pgs-<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/domains' \
-H 'accept: application/json'

-H 'Authorization: <TOKEN>
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OtBer

BOBMOHﬂﬂﬂeBapHaHTbIOTBeTOB:

— 200 — Success — YcnerHo. [Ipumep BbiBoAa:

{
"domains":
[ "string"
]
b
3.2.3 JlobaBIeHue joMeHa B TeHAHT
MeTon 1 KOHeYHas1 TOYKa
POST/tenants/{tenant_name}/domains
Onucanue
HobaBJisieT ToMeH B YKa3aHHBIM TeHaHT.
ITapameTps1
[Iepedenb mapamMeTpoB NpeAcTaBieH B Tabiuie 5.
Tabmumna 5 — [Iepeyenb napamMeTpoB 715l 100aBJIeHUS JOMeHa B TeHAHT
Hasganue O6s13aTembHBIN Tun gaHHBIX Omnurcanue
name na string UM 106aBIIIEMOTO JIOMeHa
tenant name na string MM TeHaHTa
3ampoc

curl -X 'POST' \

'"https://pgs-
<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/domains&name=<DOMAIN NAME>
"\

-H 'accept: application/json'

-H 'Authorization: <TOKEN>
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OtBer

BOSMOXGHﬂEBapHaHTbIOTBETOBZ

— 200 — Success — YcnemHo. [Ipumep BriBOMA:

"domains":
[ "string" ],

"name": "string"

— 400 — Domain is invalid — HeBepHo yka3aH nomeH. [Ipumep BriBoza:

"message": "string"

— 409 — Domain already exists —JlomeHn y>ke cyiectByert. [Ipumep BrIBOfA:

"message": "string"

3.2.4 Ynaneuue noMeHa U3 TeHAHTa

Mertop 1 KOHeYHas TOYKa
DELETE/tenants/{tenant name}/domains/{domain}
Onmucanue

Ynasnsier IoMeH U3 TeHaHTa.

ITIapameTps1

[Iepedenn mapamMeTpoB IpefcTaBJieH B Tabiuile 6.

Tabnuna 6 — Ilepeuens mapameTpoB y1s yialeHUs JoMeHa

Ha3zsanue O6s3aTeIbHbIN Tun gaHHBIX Omnucanue
domain Ia string UM yIanseMoro JoMeHa
tenant name na string UMS$ TeHaHTa
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3anpoc

curl -X 'DELETE' \
'"https://pgs-

<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/domains&domain=<DOMAIN NAM

-H 'accept: application/json'

-H 'Authorization: <TOKEN>

OtBer

BOBMOXGHJEBapHaHTbIOTBETOBZ

— 200 — Success — YcnemHo. [IpuMep BriBoaa:

"domains":
[ "string"

]

— 400 — Cannot delete default domain or cannot delete domain because some users have emails

with it — HeBo3moXHO yHamuTh AOMeH, Tak KakK y HEKOTOPBIX II0JIb30BaTesiel ecThb

IOYTOBBIN SIIKUK C €0 UMEHEM. HpHMep BbBIBOJId:

"message": "string"

3.3 Pabora c napamerpamu SMTP kondurypanuu

3.3.1 UYrenue napamerpoB koHpuryparuu SMTP

Merton u KoHeYHas TOYKa

GET/smtp_conf/{tenant name}

Onmcanue

BoasBparaet 3Hauenust mapamMmetpoB koHuryparnuu SMTP TenanTa.
ITapameTpsI

[TapameTpsl [y1s1 MeTO/la YKa3aHbl B Tabmuiie 7.
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Tabnuna 7 — IlepeueHb TOCTYIIHBIX TapaMeTPOB Ui YTeHUs apameTpoB SMTP

HazBanue O0s3aTeLHbIN Tun ma"HHbIX Onucanue
tenant name Ia string YMs TeHaHTa
3anpoc

curl -X 'GET' \
'https://pgs-<ENV>.<DEFAULT DOMAIN>/adminapi/smtp conf/<TENANT NAME>' \
-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

rjie <TENANT NAME> — WM TeHaHTa.
OTtBer

— 200 — Success — YcnertHo. [Ipumep BbiBoAA:

{
"response": {
"default domain": {
"enc_ssl key": "string",
"name": "string",
"ssl cert": "string"},
"id": "string",
"name": "string",
"props": {
"esia": {
"can_esia auth": 0O,
"esia cert": "string",
"esia client id": "string",
"esia expire ts": O,
"esia key": "string",
"support esia auth": 0
3
"support": {
"email": "string",
"phone": "string",
"smtp": {
"address": "string",
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"enc_password": "string",
"login": "string",
"port": 0O,
"ssl": O
b
b
By
"success": "string",

"support domains": [
"string"

]

By

"success": "string"

b

— 404 — Tenant not found — TenanT He HaiineH. [Ipumep BrIBOIA:

"message": "string"

3.3.2 Hacrporika koupurypauuu SMTP
Meroa u KOHeYHas1 TOYKa
POST/smtp_conf/{tenant name}
Omucanue

OTnpasinsier 3HaueHus: napameTpoB KoH$urypanuu SMTP TenanTa.

ITapameTpb1
[Tapametpsl 11t MeTOJla yKa3aHbl B Tabnurie 8.

Tabnuma 8 — [1epedyeHs TOCTYIMHBIX TapaMeTPOB JIsl HACTPOMKU KoHburypamnuu SMTP

Hassanue O0s13aTebLHBIA Tun ma"HBIX Omnucanue

tenant name na string VMsl TeHaHTa
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curl

{

3anpoc

-X '"POST' \

'https://pgs-<ENV>.<DEFAULT DOMAIN>/adminapi/smtp conf/<TENANT NAME>'

-H 'accept: application/json' \
-H 'Content-Type: application/json' \
-d '{
"cert": "string",
"config": {
"can_esia auth": 0O,
"esia cert": "string",
"esia client id": "string",
"esia expire ts": O,
"esia key": "string",
"smtp login": "string",
"smtp port": O,
"support esia auth": 0
3
"key": "string"
1

-H 'Authorization: <TOKEN>'

OtBer

200 — Success — YcnernHo. [Ipumep BbiBoAA:

"response": {

"default domain": {

vign

"enc_ssl key": "string",
"name": "string",
"ssl cert": "string"},

"string",

"name": "string",

"props": {

"esia": {
"can_esia auth": 0O,
"esia cert": "string",
"esia client id": "string",

"esia expire ts": O,
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"esia key": "string",
"support esia auth": 0
By
"support": {
"email": "string",
"phone": "string",
"smtp": {
"address": "string",
"enc_password": "string",
"login": "string",
"port": 0O,
"ssl": O
b
b
By
"success": "string",
"support domains": [
"string"
]
By
"success": "string"
b

— 404 — Tenant not found — TenanT He HaiijeH. [Ipumep BrIBOIA:

"message": "string"

3.3.3 OonoBnenue koupurypanuu SMTP
Meroa u KOHeYHas1 TOYKa
PUT/smtp conf/{tenant name}

Onucanue

OTtnpasinsier 06HOBJIeHHe NTapaMeTpoB KoHGurypauuu SMTP TenanTa.

ITapameTpb1

[Tapametpsl 11t MeTOJla yKa3aHbl B Tabnurie 9.
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Tabmuna 9 — Ilepeuenb HOCTYIIHBIX TapaMeTpPOB It 0OHOBJIeHMs KoHUrypauuu SMTP

HazBanue O0s3aTeLHbIN Tun ma"HHbIX Onucanue
tenant name Ia string YMs TeHaHTa
3anpoc

curl -X 'PUT' \
'https://pgs-<ENV>.<DEFAULT DOMAIN>/adminapi/smtp conf/<TENANT NAME>' \
-H 'accept: application/json' \

-H 'Content-Type: application/json' \

-d '{

"cert": "string",

"config": {
"can_esia auth": 0O,
"esia cert": "string",
"esia client id": "string",
"esia expire ts": O,
"esia key": "string",
"smtp login": "string",
"smtp port": O,
"support esia auth": 0

By

"key": "string"

1

-H 'Authorization: <TOKEN>'

OtBer

— 200 — Success — YcnemHo. [Ipumep BriBosa:

{

"response": {

"default domain": {
"enc ssl key": "string",
"name": "string",

"ssl cert": "string"},

"id": "string",

"name": "string",
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"props": {
"esia": {
"can_esia auth": 0O,
"esia cert": "string",
"esia client id": "string",
"esia expire ts": O,
"esia key": "string",
"support esia auth": 0
+
"support": {
"email": "string",
"phone": "string",
"smtp": {
"address": "string",
"enc_password": "string",
"login": "string",
"port": 0O,
"ssl": O
}
}
+
"success": "string",
"support domains": [
"string"
]
+
"success": "string"
}

— 404 — Tenant not found — TenanT He HaiijeH. [Ipumep BrIBOIA:

"message": "string"
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3.3.4 Y nanenue 3Ha4yeHuii napamMerpoB KoHgurypamuu SMTP

Meton 1 KOHeYHas1 TOYKaA

DELETE/smtp conf/{tenant name}

Onmucanue

Y nansier 3Ha4eHUs mapaMeTpoB koHpUrypanuu SMTP Tenanra.
IIapameTps1

[TapameTpsl [y1s1 MeToa Yka3aHbl B Tabmuiie 10.

Tabmuna 10 — [Tepedens IOCTYNIHBIX TapaMeTPOB ISl yAasieHUs: napamerpoB SMTP

Ha3sBanue O0s3aTebLHbIN Tun ma"HHbIX Onucanue
tenant name na string UM TEeHaHTa
3ampoc

curl -X 'DELETE"' \
'https://pgs-<ENV>.<DEFAULT DOMAIN>/adminapi/smtp conf/<TENANT NAME>' \
-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

rjie <TENANT NAME> — WUMS TEHaHTa.
OtBer

— 200 — Success — YcnerHo. [Ipumep BbiBoAA:

"message": "string"

— 404 — Tenant not found — TenanT He HaiijeH. [Ipumep BrIBOIA:

"message": "string"
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3.4 PaboTa c TeHaHTaMH

3.4.1 IlepeueHb TeHAaHTOB

Meroj 1 KOHeJIHasl TOYKa

GET/tenants

Onucaumne

BriBoUT nepeyeHb TEHAHTOB.

ITapameTps1

[Tapamertpsl [1s1 MeTO@ YKka3aHbl B Tabmuie 11.

Tabmuna 11 — [lepedenb JOCTyIHBIX ITapaMeTpPOB AjIsl pabOThl C TeHAHTaMHU

Ha3sBanue O0s3aTeIbHbIH Tun ma"HHbIX Onucanue

eCJIM 3TOT TIapaMeTp yCTAaHOBJIEH,
TO TIOUCK OCYIIEeCTBISIETCS B
COOTBETCTBUH CO 3HAaYEHHEM, eClli
napaMeTp He yCTaHOBJIEH,
BBIBOJIUTCS TIOJTHBIN CIIMCOK BCEX
TEeHAaHTOB

query HET string

napameTp i1 pa3fesieHus BbIBO/A
page HeT string Ha CTpaHuIlpl. Pazmep cTpaHUIIb]
— 50 cTpok

3anpoc

curl -X 'GET' \

'https://pgs-<ENV>.<DEFAULT DOMAIN>/adminapi/tenants?
query=<QUERY>&page=<PAGE>" \

-H 'accept: application/json'

-H 'Authorization: <TOKEN>'
I'ne:

— <QUERY> — IIapaMeTp YCIOBHM IIOMCKa;

— <PAGE> — IIapaMeTp, 33Jal0IIMi pa3ziejieHre BbIBOJla Ha CTPAHUIIbI.

OtBer

BOSMOXGHﬂEBapHaHTbIOTBETOBZ

— 200 — Success — Success — YcnerHo. [Ipumep BeIBofa:
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{
"tenants": [
{

"autoversion settings": {
"autoversion time": O,
"enable autoversion": O,
"max autoversions": 0

¥

"default domain": "string",

"domains": [

"string"
1

"enable recovery email": 0,

"enabled": true,

"enabled users count": O,

"excluded locales": true,

"history settings": {

"has history events": true,
"history enabled": true,
"history events max count": O,
"history expiration period": O,
"history strategy": "string"

¥

"id": "string",

"lang": "string",

"max_users": O,

"name": "string",

"passwordPolicies": {

"length": 0O,

"max keep passwords": O,

"min digits": O,

"min lower case": O,

"min upper case": O,

"password exp time": O,

"special characters": 0
¥

"public link settings": {

"public link access time without password": O,
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"public link corp folders enabled":

true,

"public link enabled": true,

"public link password required": true,

"public link threshold attempts number": O

Ve

"security log settings": {
"is protect data in security log": true,
"is security log": true,
"siem host": "string",
"siem port": "string",
"siem protocol": "string"
Fo
"users count": 0O
}
]
}
3.4.2 Co3maHne HOBOr0 TeHaHTa
MeToa 1 KOHeYHasI TOYKa
POST /tenants
Onucaume
Co3znaeT HOBBIY TEHAHT C 3a/IAaHHBIMU [TapaMeTpaMH.
ITapameTpsI
[TapameTpsl [1s1 MeTOa YKa3aHbl B Tabmuie 12.
Tabmumna 12 — [lepedeHb OCTYIIHBIX [TapaMeTPOB Jisl CO3[JaHUsI TeHAaHTa
Tun
Haspanue O0bs3aTebHbINA TaHHBI Omnucanue
X
name na string MM HOBOT'O TeHaHTa
default_domain na string UM JOMeHa TI0 YMOJTYaHHUI0
admin_password na string MapoJib aAMHUHUCTPATOpa
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Tun
Ha3sBanue O06s3aTesbHbII aHHBI Omnucanue
X
. . : azpec d1eKTPOHHOM MOYTHI J1d
admin_recovery email na string
- - BOCCTaHOBJIEHUSI IIapOJIst
. MaKCUMaJlbHOe KOJIMYeCTBO
max_users HeT string

M0JIb30BaTeJlel TeHaHTa

M4 I10JIb30BaTeJId OJIs1 y‘{ETHOI;'I 3aIllMCcHu
admin_username HeT string aIMUHUCTPATOPA, [0 YMOJTIaHHIO
admin@ {default domain}

JIOITyCTAMOE KOJIMYeCTBO 6auTOB
(xBOTA) 1711 MOKYMEHTOB T0JIb30BaTeJs.
[To ymomianuio 1 T'b.

intege

quota_per_user HeT r

KOJIN9eCTBO 68ﬁTOB,p83pEH]€HHOE,HHH
AOKYyMEeHTOB 110JIb30BaTejie B 3TOM
TeHaHTe

tenant_quota HeT Intege

JIOMyCTUMOE KOJIMIeCTBO OAUTOB JJis
KOPIIOPATUBHBIX JIOKYMEHTOB B 3TOM
TeHaHTe

intege

tenant_corp_quota HeT c

yKaXkuTe 3TOT [lapaMeTp, YTOObI
V3MEeHHUTb HaCTPOWKHU
aBTOMATHYeCKOT0 BepCHOHUPOBAHUS B
TeHaHTe

autoversion_settings HeT string

lang HeT string SI3BIK I10 YMOJTYaHUIO

ctpoka JSON co 3HaueHussMu

smtp _config HeT string .
- napamMeTpoB smtp 1 esia

3ampoc

curl -X 'POST' \

'https://pgs-<ENV>.<DEFAULT DOMAIN>/adminapi/tenants?
name=<TENANT NAME>&default domain=<DEFAULT DOMAIN NAME>&admin password=<ADMIN PA
SSWORD>&admin recovery email=<ADMIN RECOVERY EMAIL>&max user count=<MAX USER COU
NT>" \

-H 'accept: application/json'

-H 'Authorization: <TOKEN>'
rue:

— <TENANT NAME> — HM{ HOBOT'O TEHAHTA,
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— <DEFAULT DOMAIN NAME> — HWM{ JOMeEHaA I10 YMOJ/IYaHHIO,

— <ADMIN PASSWORD> — IAapOJIb aAIMUHUCTPATOPA;

— <ADMIN RECOVERY EMAIL> ——-aﬂpecaHEKTpOHHOﬁ]]OquIHHHBOCCT&HOBHQHHH]]apOHﬂ;

— <MAX USER COUNT> — MdKCHMAJIbHOE€ KOJIMIeCTBO MOJIb30BaTeley TeHAHTa, 3HAa4YeHue I10

ymomrganuio — 1000.

OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOB:

— 200 — Success — Success — YcnemHo. [IpumMep BriBOja:

"autoversion settings": {
"autoversion time": O,
"enable autoversion": O,
"max autoversions": 0

I

"default domain": "string",

"domains": [

"string"
1,

"enable recovery email": 0,

"enabled": true,

"enabled users count": O,

"excluded locales": true,

"history settings": {

"has history events": true,

"history enabled": true,

"history events max count": O,
"history expiration period": O,
"history strategy": "string"

oo

"id": "string",

"lang": "string",

"max_users": O,

"name": "string",

"passwordPolicies": {
"length": 0,
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"max keep passwords": O,
"min digits": O,
"min lower case": O,
"min upper case": O,
"password exp time": O,
"special characters": 0
¥
"public link settings": {
"public link access time without password": O,
"public link corp folders enabled": true,

"public link enabled": true,

"public link password required": true,

"public link threshold attempts number": O

¥
"security log settings": {
"is protect data in security log": true,
"is security log": true,
"siem host": "string",
"siem port": "string",
"siem protocol": "string"
¥
"users count": 0

— 400 — Tenant name or default domain contains space symbols — Wms TenaHTa unu 1omMeHa

10 YMOJTYaHUIO COJIEP>KUT CUMBOJIBI 1Tpobera. [Iprumep BriBoAA:

{
"message": "string"

}

— 409 — Tenant or domain already exists — TeHaHT uam joMeH yxe cymlecTBYIOT. [Ipumep

BBIBOJIA!

{
"message": "string"

}
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3.4.3 UteHue mapaMeTpoOB TeHaHTa

Metona 1 KOHeYHasl TOYKa
GET/tenants/{tenant name}

Omicanue

BriBoUT nepeueHb mapaMeTpoB TEHAHTA.
IIapameTps1

[TapameTpsl [ MeToja YKa3aHbl B Tabiuile 13.

Tabmuna 13 — Ilepedens IOCTYNIHBIX TaPaMeTPOB ISl pabOThI C TEHAHTOM

Ha3zBanue O0s3aTeIbHbIN Tun paHHBIX Omnucanve
tenant name Ja string MM TeHaHTa
3ampoc

curl -X '"GET' \

'https://pgs-<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>'

-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

rjie <TENANT NAME>— HUMs TeHaHTa.
OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOB:

— 200 — Success — Success — YcnemHo. [IpumMep BriBofa:

"autoversion settings": {
"autoversion time": O,
"enable autoversion": O,
"max autoversions": 0

I

"default domain": "string",

"domains": [

"string"
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"enable recovery email": 0,
"enabled": true,
"enabled users count": O,
"excluded locales": true,

"history settings": {

"has history events": true,
"history enabled": true,
"history events max count": O,
"history expiration period": O,
"history strategy": "string"
¥
"id": "string",
"lang": "string",
"max_users": O,
"name": "string",
"passwordPolicies": {
"length": 0O,
"max keep passwords": O,
"min digits": O,
"min lower case": O,
"min upper case": O,
"password exp time": O,
"special characters": 0
¥
"public link settings": {
"public link access time without password": O,
"public link corp folders enabled": true,

"public link enabled": true,

"public link password required": true,

"public link threshold attempts number": O
¥
"security log settings": {
"is protect data in security log": true,
"is security log": true,
"siem host": "string",

"siem port": "string",
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"siem protocol": "string"
By

"users count": 0

— 401 — Auth header is not provided or token is invalid — He yka3an mapameTrp aBTOpU3aiiuu

WJIM HeKOPPeKTHBIN TokeH. [IpuMep BriBosa:

"message": "string"

— 404 — Tenant not found — TenanT He HaiteH. [Ipumep BbIBOJA:

"message": "string"

3.4.4 JleakTHBAIMA TeHaHTa

Merton 1 KoHeYHas TOYKa
DELETE/tenants/{tenant _name}

Onmucanue

OTkJTtOYaeT TeHaHT.

IIapameTps1

[TapameTpsl 11t METO/Ia YKa3aHbI B Tabiuile 14.

Tabmuna 14 — [lepedyeHb JOCTYITHBIX ITApaMeTPOB JIJIsl pabOTHI C OTKJTFOYeHWeM TeHaHTa

Ha3ssanue O06s13aTeIbHBII Tun gaHHbIX Omnucanue

tenant_name Ia string UM TeHaHTa

3anpoc

curl -X 'DELETE' \
'https://pgs-<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>' \
-H 'accept: application/json'

-H 'Authorization: <TOKEN>'
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rae <TENANT NAME> — HWMd T€HAHTAd.

BOBMOXGHJEBapHaHTbIOTBETOBZ

200 — Success — Success — YcrnemnHo. [Ipumep BbiBoOJA:

"autoversion settings": {
"autoversion time": O,
"enable autoversion": O,
"max autoversions": 0

3,

"default domain": "string",

"domains": [

"string"
1,

"enable recovery email": 0,

"enabled": true,

"enabled users count": O,

"excluded locales": true,

"history settings": {

"has history events": true,
"history enabled": true,
"history events max count": O,
"history expiration period": O,
"history strategy": "string"

3,

"id": "string",

"lang": "string",

"max users": O,

"name": "string",

"passwordPolicies": {

"length": 0,

"max keep passwords": O,
"min digits": 0,

"min lower case": O,
"min upper case": O,

"password exp time": O,
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"special characters": 0
By
"public link settings": {

"public link access time without password": O,

"public link corp folders enabled": true,
"public link enabled": true,

"public link password required": true,

"public link threshold attempts number": O

By
"security log settings": {
"is protect data in security log": true,
"is security log": true,
"siem host": "string",
"siem port": "string",
"siem protocol": "string"
By
"users count": 0

— 404 — Tenant not found — TenanT He HaiijieH. [Ipumep BrIBOIA:

"message": "string"

3.4.5> Yaanenue TreHaHnTa

()HHHH HOOCTYIIHA TOJIbKO IIPpHU HeIloCpeJCTBeHHOM IIoCeleHrWHr CcepBepa, rue

cepsuc Euclid. Pekomenparuu:

pa3BepHYT

— ybemutech B HEOOXOJWMOCTH yJaJleHUs TeHaHTa, JHMOO0 BOCIOJb3YHTeCh (QYHKITHEeH

OTKJIIOUEHUSI TeHAHTa;
— TpPOU3BOJIUTE YIajieHWe B Yachl, KOTJla OCHOBHAsi aKTUBHOCTb OTCYTCTBYeT.
TeHaHTa B pabo4ue 4achbl MOXXeT BEPHYTh OIIUOKY;
— o0parvTe BHUMaHHe Ha PErMCTp B UMEeHU yAaJiseMOoro TeHaHTa.
J1ns1 ynaneHus TeHaHTa BBITIOJIHUTE IIIary:
1. 3aitauTe Ha cepBep, rie pa3BépHyT cepuc Euclid.
2. HpOBeprecyumCTBOBaHHeCepBﬂcaKOMaHHOﬁckmker ps | grep euclid

3. YioanuTe TeHaAHT:
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— I ydaJleHHUd OJHOT'O TeEHAHTAd — BbIIIOJIHUTE KOMaHY:

docker exec -i $(docker ps -gf name=euclid) python3.11 delete tenant/main.py --

tenant name <TENANT NAME>
rge <TENANT NAME> — HM4 YIa/I1eMOIro TeHaHTa,
— UIA yJaJleHWs HeCKOJIbKMX TeHAHTOB:

— IodjnefoBaTejIbHO BBIIIOJIHUTE KOMAHAY JJIA Ka>XKOO0TO0 yAAJIAeMOTr' 0 TeHaHTd;

— s yoanienus: "Bcex TeHaHTOB, KPOME ..." BbIllOTHUTE KOMaHY:
docker exec -1 $(docker ps -gf name=euclid) python3.11 delete tenant/main.py --

all except <TENANT NAME 1>,<TENANT NAME 2>, ..., <TENANT NAME N>
['’me <TENANT NAME 1>, <TENANT NAME 2>, <TENANT NAME N> — KMMeHa TeHaHTOB, koTopble HE

OynyT yaasieHsbl.

3.4.6 UreHue yCcTaHOBJIEHHBIX IIAPaMeTPOB HAaCTPOeK TeHaHTa
Meron 1 KOHedHas TOYKa

GET/tenants/{tenant name}/common_settings

Omnucanme

BbIBO)II/IT YCTaHOBJIEHHbIe 3Hd4YeHH I[1apdMEeTPOB HACTPOEK TeHdHTa.

ITIapameTps1
[Iepedenb mapaMeTpoB mpefcTaBJieH B Tabmuie 15

Tabmumna 15 — Ilepedyens mapamMeTpoB yist YTEHUS YCTaHOBJIEHHBIX HACTPOEK TeHaHTa

HazBanue O0s3aTeILHbIN Tun ma"HHbIX Omnucanue
tenant name za string VM TeHaHTa
3anpoc

curl -X 'GET' \
'https://pgs-

<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/common settings' \
-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

rae <TENANT NAME> — HUMJ T€HaHTAd.
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OtBer

BOBMOMGHﬂEBapHaHTbIOTBeTOBZ

— 200 — Success — Success — YcnerHo. [Ipumep BeIBofa:

{
"ctypes prohibition enabled": true,
"enable recovery email": true,
"excluded locales": true,
"id": "string",
"lang": "string",
"max users": O,
"name": "string"
}
— 401 — Auth header is not provided or token is invalid — He yka3zan nmapameTrp aBTOpHU3aniuu
WJIM HeKOPPeKTHBIN TOKeH. [Ipumep BrIBOzA:
{
"message": "string"
}
— 404 — Tenant not found — TenanT He HaiineH. [Ipumep BbIBOJA:
{
"message": "string"
b

3.4.7 i3MmeHeHue 3HaUeHMII IapaMeTPOB HACTPOeK TeHaHTa

MeToa 1 KOHeYHas1 TOYKa
PUT/tenants/{tenant name}/common_settings
Omucanue

OTnpaBisier 0OOHOBJIeHWe 3HAaYeHWM I[1apaMeTpoB HAcCTpoek TeHaHTa. Meron Moxer

OTHOBpeMeHHO 06pabaThIBaTh BCe YKa3aHHbBIE B 3alIPOCe MTapaMeTphl.
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ITapameTpsI
[Tepeuenb napameTpoB IpejcTaBJieH B Tabmue 16.

Tabmuma 16 — Ilepedyens mapamMeTpoB sl U3MEHeHUsl 3HaYeHU M ITapaMeTpoB TeHaHTa

. Tun
HasBanue 0O06s13aTenbHbII Omnucanue
JTAaHHBIX
. MaKCHMaJlbHOe KOJIN4eCTBO
max_users HeT integer -
- 1I0JIb30BaTeslell TeHaHTa
. . BKJTFOUUTH/BBIKIIFOUUTD
enable recovery_email HeT string .
- - recovery _email
. BKJTIOYUTB/BBIKIIIOYUTH
excluded locales HeT string
- excluded locales
o . BKJIIOYUTH/BBIKITIOYUTD
ctypes_prohibition enabled HeT string o
- - ctypes_prohibition
lang HeT string M3MEHUTb OCHOBHOM SI3bIK TeHaHTA
BKJTIOUYHTH/BBIKIIFOUUTD
autolock users enabled HeT string aBTOMAaTUYECKYyI0 OJIOKHPOBKY
[I0JIb30BaTejlel B TeHaHTe
. . . JUTUTEJIbHOCTb 110JIb30BaTebCKON
users_session_duration HeT string
- - CeCcCHU B TEeHaHTe
BKJIIOYMTH/BBIKIIOYUTH IUPPOBYIO
signature_enabled HeT string HIOJIITUCH JIJIsE TI0JIb30BaTeJIs B
TeHaHTe
. en . BKJTIOYUTH/BBIKITIOYUTH YBEIOMIIEHUS
security notification enabled HeT string
- - 6e3011acCHOCTH B TEHAHTe
. P . BKJIIOYUTH/BBIKITIOUUTD yBEIOMIIEHUS
files notifications_enabled HeT string N yBea
- - 0 pasMmepe GaiyioB B TEHaHTe
. M3 TeHaHTa
tenant_name na string

3anpoc

curl -X 'GET' \
'"https://pgs-
<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/common settings&max users=

<MAX_USERS_COUNT>&lang=<LANGUAGE>' \
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-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

rue:

— <TENANT NAME> — MM T€HdHTa,
- <MAX_USERS_COUNT>-—-MaKCHMaﬂbHOEKOHHQECTBOIHMHBOBHTEHEﬁ]BTeHaHT&

— <LANGUAGE> — OCHOBHOM $3bIK TEHAHTA.

OtBer

BOBMOMGHﬂeBapHaHTbIOTBeTOBZ

— 200 — Success — Success — YcnerHo. [Ipumep BbIBoja:

{
"ctypes prohibition enabled": true,
"enable recovery email": true,
"excluded locales": true,
"id": "string",
"lang": "string",
"max users": O,
"name": "string"
}
— 401 — Auth header is not provided or token is invalid — He yka3an napameTrp aBTOpU3aniuu
WJIM HeKOPPeKTHBIN TOKeH. [Ipumep BbIBOzA:
{
"message": "string"
b
— 404 — Tenant not found — TenanT He HaiieH. [Ipumep BbIBOJIA:
{
"message": "string"
}
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3.4.8 UreHne ycTaHOBJICHHBIX TAaPaMeTPOB Pab0THI C COOBITHSMH 10 00beKTaM
Meton 1 KOHeYHas TOYKaA
GET/tenants/{tenant name}/history settings

Omucanme

BbIBOI[I/IT YCTaHOBJIEHHbIe 3HaU€HW I1apaMeTpOB paGOTbI C COOBITUSIMU I10 OOBEKTaM.

IIapameTps1
[Iepedyenb mapaMeTpoB npeAcTaBJieH B Tabiuile 17.

Tabmumna 17 — [IepedyeHb mapaMeTpoOB [IJisl YTEHUS TapaMeTPOB PabOThI C COOBITUSMU

Ha3zBanue O0s3aTeIbHbIN Tun paHHBIX Omnucanve
tenant name Ja string MM TeHaHTa
3ampoc

curl -X 'GET' \
'"https://pgs-

<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/history settings' \
-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

r7ie <TENANT NAME> — WUMS$ HACTPaHBaeMOT0O TeHAHTa.
OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOB:

— 200 — Success — Success — YcnemHo. [IpumMep BriBOJIa:

{

"history settings": {
"has history events": true,
"history enabled": true,
"history events max count": O,
"history expiration period": O,
"history strategy": "string"

By
"id": "string",
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"name": "string"

b

— 401 — Auth header is not provided or token is invalid — He yka3an nmapameTrp aBTOpU3aiiuu

WJIM HeKOPPeKTHBIN TokeH. [IpuMep BriBosa:

{
"message": "string"
}
— 404 — Tenant not found — TenanT He HaiteH. [Ipumep BbIBOJA:
{
"message": "string"
}
3.4.9 N3menenne napamMeTpoB paboTHI C COOBITHSIMH 110 00BeKTaM
Mertoa 1 KOHeYHas TOYKa
PUT/tenants/{tenant _name} /history _settings
Onmucanue
OTrpasisier 0OHOBJIEHHE 3HAYeHU W TapaMeTPOB PabOThI C COOBITUSIMU 10 0OBEKTaM.
IIapameTps1
[Iepeuenb napameTpoB mpeJicTaBJieH B Tabinuiie 18.
Tabnumna 18 — Ilepedyens mapameTpoB Jyisi U3MeHeHUs1 pab0Thl C COOBITHSIMU 10 OOBEKTaM
Hasganue O6s3aTeNTbHbII Tun gaHHBIX Omnucanue
rnapaMeTp [ji1  HaCTPOMKU
history settings HeT string paboTBl C COOBITMSAMHU TIO
00BeKTaM
tenant name aa string UM TEeHaHTa
3ampoc
curl -X 'PUT' \
'https://pgs-<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>
-d history settings='{"history enabled": false, "history events max count":
100, "history expiration period": 31536000}
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{

-H

'accept:

application/json'

-H 'Authorization: <TOKEN>'

rue:

<TENANT NAME> — WM HACTPAWBAEMOT'O TEHAHTA,

history s
HalpuMmep:

OTtBer

ettings — HaCTpOﬁKH JJIsL pa60Tm C COOBITUSIMU II0 OOBEKTaM B TeHaHTe,

"history enabled": false — BKJIIOYCHUE/OTKJIIOUCHUE BO3MOXKHOCTHU
pPEruCTpupoBaTh U I10OKA3bIBATDH COOBITHS TIO O6B€KT8NU BO3MOXHBIe 3HA4YeHHd
true UK false, IIO YMOJTYAHHUIO false;

"history events max count": 100 — MaKCHMaAJIbHOe KOJIN4eCTBO
peErucTpupyemMbiX M I1OKA3bIBAEMbIX COOBITHH IIO OOHOMY O6’b€KTy; 3HA4YeHue
rapaMeTpa — liejioe YMcIIo (int), 10 yMOTYaHHUIO 100;

"history expiration period": 31536000 — MaKCHMAaJIbHBIM nepuosa B
CeKyH/dX, 34 KOTOprfI ITOKa3bIBAIOTCS COOBITHS 110 O6’B€KTy; 3Ha'4eHHe IlapaMeTpa

— 1esioe 4iciio (int), 1O YMOTYAHUIO 31536000.

BOBMOHGHﬂEBapHaHTLIOTBETOBZ

200 — Success — Success — YcremHo. [Ipumep BeiBoja:

"history settings": {

Bo

"id":

"name" :

}

"has history events": true,
"history enabled": true,
"history events max count": O,
"history expiration period": O,
"history strategy": "string"
"string",

"string"

401 — Auth header is not provided or token is invalid — He ykazan mapameTp aBTOpH3aniuu

WJIM HeKOPPeKTHBIN ToKeH. [IpuMep BriBoza:
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{
"message": "string"
b
— 404 — Tenant not found — TenanT He HaiiyeH. [Ipumep BrIBOIA:
{
"message": "string"
}

3.4.10 VI3meHeHue mapaMeTpoOB »KypHaJia 0€30IacHOCTH
Meron u KOHeYHas TOYKa
PUT/tenants/{tenant name}/audit_settings

Omucanme

[Io3BosisieT WM3MeHUTH IapaMeTpbl >XypHajla ©Oe3omacHOCTH (security log) W HacTpoOUTH
B3auMozericteue ¢ SIEM-cucremoii.

IIapameTps1
[lepeyens mapamMeTpoB MpejicTaBJieH B Tabsuiie 19.

Tabmuna 19 — Ilepedyens nmapamMeTpoB 1yist U3MeHeHUs paboThI € )KYpHaJIOM 6e3011aCHOCTH

Ha3zBanue Obs3aTenbHbBIA Tun maHHbIX Omnucanve

rapamMeTp Uil HaCTPOMKHU

security log settings HeT string paboTs o KypHaJIoM
Oe3omacHoCTH
tenant name na string UMS TeHaHTa
3anpoc

curl -X 'PUT' \
'"https://pgs-
<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/audit settings
-d security log settings='{"is protect data in security log": true,
"is security log": true, "siem host": <HOST>, "siem port": <PORT>,
"siem protocol": <PROTOCOL>}"'
-H 'accept: application/json'

-H 'Authorization: <TOKEN>'
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rue:

— <TENANT NAME> — HM$ HaCTpauBaeMOI'O TeHaHTa,;
— security log settings — HACTPOMKH AJisg pabOThI C COOBITUSIMU IO OOBbEKTaM B TeHaHTe,
HalpuMep:
— "is protect data in security log": true — BKJIIOUYCHUE/OTKIIIOUYCHHE
3alUIIEHHOr0 XypHasla 0e30I1aCHOCTH; BO3MOXKHbIE 3HAUEHUSs true UJIU false,
10 YMOJIYAHHUIO true;
— "is security log": true — BKJIFOUEeHHe/OTKIIIOUeHH e KypHaJa
©e3011aCHOCTH; BOBMOXKHBIE 3HAYEHUs true UJIM false, 10 YMOJTYAHUIO true;
— “siem host": <HOST> — aJipec XocTa nojakiaodaemor SIEM-cucremsr;
— “siem host": <PORT> — NIOPT nojkiodaemMor SIEM-cucremsr;
— “siem protocol": <PROTOCOL> — IIPOTOKOJI, II0 KOTOPOMY IIOIEJII0YaeTCs

SIEM-cucrema.

OtBer

BOBMOXGHJEBapHaHTbIOTBETOBZ

— 200 — Success — YcrnemHo. [Ipumep BbiBOJA:

{
"id": "string",
"name": "string"
"security log settings": {
"is protect data in security log": true,
"is security log": true,
"siem host": string,
"siem port": string,

"siem protocol": "string"
— 401 — Auth header is not provided or token is invalid — He yka3an mapameTrp aBTOpU3aIiiuu
WJIM HeKOPPeKTHBIN TokeH. [IpruMep BriBoA:

"message": "string"
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— 404 — Tenant not found — TenanT He HaiijeH. [Ipumep BrIBO/IA:

"message": "string"

3.4.11 i3ameHeHue napamMeTpoB aBTOBEpPCHOHMPOBAHUS
Mertoa u KOHeYHas TOYKa

PUT/tenants/{tenant name}/autoversion_settings

Omucanme

ITo3BONsEeT U3MEHUTH IIdapaMeTpPbl dABTOBEPCUOHHUPOBAHHA IJId TEHAHTA.

ITapameTps1
[Tepeuenb napameTpoB npezcTaBiieH B Tabmuie 20.

Tabmuma 20 — [lepedensb mapaMeTpoB it ©3MeHeHUsT paboThl C aBTOBEPCUOHUPOBAHUEM

Ha3zsanue Obs3aTenbLHbBIN Tun gaHHbIX Omnucanue

napameTp Ui HACTPOUKU
autoversion_settings HeT string paboThl €

dBTOBepCHUOHHUPOBaHHEM

Ha3ssanue O0s3aTenbLHbIN Tun gaHHbIX Omnucanue
tenant name a string UMS TeHaHTa
3anpoc

curl -X 'PUT" \
'"https://pgs-
<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/autoversion settings

-d autoversion settings='{"enable autoversion": 0, "autoversion time": O,

"max autoversions": 0}'
-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

rue:

— <TENANT_ NAME> — WM HACTPAWBAEMOTI'O TeHAHTA,
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— autoversion settings — HaCTpOﬁKH JJId pa6OTbIC dBTOBEpCHUOHHMPOBdAHHMEM B TEHAHTE
Haltpumep:
— "enable autoversion": 0 — BKJIIOYEHUE/OTKITI0UeHH e dBTOBEpPCHOHHWPOBAHU I,
BO3MOXXHbIe 3Ha4YeHUsd 1 UK 0, 10 YMOJTYaHUIO O (BbIKJIIO‘IeHO);
— Mautoversion time": O — YdCTOTA BBIIIOJTHEHHWA aBTOBEPCHMOHHWPOBAHHUA B
MUJIJIMCeKYH/IaX;
— ‘"max_autoversions": 0 — IJIyOMHa BBIIIOJIHSEMOI'0 BepCHOHNPOBAHUI.

OTtBer

BOBMOHGHﬂEBapHaHTLIOTBETOBZ

— 200 — Success — YcnenHo. [Ipumep BriBoja:

{
"id": "string",
"name": "string"
"autoversion settings": {
"autoversion time": O,
"enable autoversion": O,
"max autoversions": 0
3,
b
— 401 — Auth header is not provided or token is invalid — He yka3an mapameTrp aBTOpU3aIiuu
WJIM HeKOPPeKTHBIN ToKeH. [IpuMep BriBoa:
{
"message": "string"
b
— 404 — Tenant not found — TenanT He HaiizieH. [Ipumep BrIBOJA:
{
"message": "string"
b
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3.4.12 CMeHa HMeHM OpraHU3alilii B TeHAHTe

Meton 1 KOHeYHas TOYKaA
PUT/tenants/{tenant name}/organisation name

Omucanme

ITo3BonsIeT N3MEHHUTH UMS OpraHKr3dallU B TEHAHTe.

IIapameTps1
[lepeyens mapameTpoB mpejicTaBiieH B Tabmuie 21.

Tabmumna 21 — [Iepedyenb mapaMeTpoB [IJisl K3MEeHEeHWs UMeHU OpraHU3alluy B TeHaHTe

Haspanue O0s13aTesbHBINA Tun gaHHBIX Omnmucanue
name na string HOBOE MMsl OpraHU3aluu
tenant name na string UMS TeHaHTa

3anpoc

curl -X 'PUT' \
'https://pgs-

<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/organisation name&name=<NA
ME>" \

-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

rae:

— <TENANT NAME> — WM HACTPAWBAEMOI'O TeHaHTa,

— <NAME> — HOBOe€ UM Vi1 OPraHru3alli B TEHAHTe.

OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOBZ

— 200 — Success — YcrnemHo. [Ipumep BbIBOjIA:

"message": "string"
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— 401 — Auth header is not provided or token is invalid — He yka3an mapameTrp aBTOpU3aiiuu

WJIM HeKOPPeKTHBIN TokeH. [IpuMep BriBosA:

"message": "string"

— 404 — Tenant not found — TenanT He HaiteH. [Ipumep BbIBOA:

"message": "string"

3.4.13 Urenue mapobHBIX MOJIUTHK B TeHaHTe

Merton 1 KOHeYHas TOYKa

GET/tenants/{tenant name}/password_policies

Onmucanue

[To3BossieT mpocMOTpeTh MapaMeTphbl TapOJIbHBIX MOJUTHK TeHAHTa.
IIapameTps1

[Iepeuenb napameTpoB NpeJicTaBJieH B Tabinuie 22.

Tabmumna 22 — Ilepedens mapamMeTpoB Jisi U3MeHEeHUs UMeHU OpraHU3allui B TeHAHTe

Hassanue O0bs3aTenbLHbIN Tun gaHHbIX Omnucanue

tenant_name Ia string UM TeHaHTa

3anpoc
curl -X 'GET' \
'"https://pgs-
<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/password policies' \
-H 'accept: application/json'

-H 'Authorization: <TOKEN>'
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OtBer

BOBMOMGHﬂEBapHaHTbIOTBeTOBZ

— 200 — Success — YcremHo. [Ipumep BbIBOIA:

{

"id": "string",

"name": "string"

"password policies": {
"length": 0O,
"max keep passwords": O,
"min digits": O,
"min lower case": O,
"min upper case": O,
"password exp time": O,
"special characters": 0O,

Je

— 401 — Auth header is not provided or token is invalid — He yka3an nmapameTrp aBTOpU3aniuu

WJIM HeKOPPEeKTHBIN ToKeH. [Ipumep BhIBO/Ia:
"message": "string"

— 404 — Tenant not found — TenanT He HaiineH. [Ipumep BbIBOJA:
"message": "string"

3.4.14 NIsmeHeHNe NapoOJILHBIX OJMTHK B TEHAHTe

MeToa 1 KOHeYHast TOYKa
PUT/tenants/{tenant name}/password policies

Omnucanne

ITo3Bosier IMIPOCMOTPETH I1apaMeTpPhI ITaPOJIbHBIX ITOJIMTUK TEHAaHTd.
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ITapameTpb1
[Tepeuenb napamMeTpoB IpeJiCTaBJieH B Tabmuie 23.

Tabmuma 23 — Ilepedens mapamMeTpoB Jyisl U3MEHEeHHWsI UMEeHU OpraHU3alliy B TeHAHTe

Ha3zsanue Obs3aTenLHbINA Tun gaHHbIX Omnucanue

HACTPOWKUA Ui IapOJIbHOM

password_policies HeT string
- IIOJIMTUKY TeHaHTa
tenant name a string UMS TeHaHTa
3anpoc

curl -X 'PUT" \ '
https://pgs-

<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/password policies' \

-d password policies='{"length": 0, "max keep passwords": 0, "min digits": O,
"min lower case": 0, "min upper case": true, "password exp time": O,
"special characters": 0}

-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

rue:

— <TENANT NAME> — WM/ HaCTPAaWBaeMOI'0 TeHaHTa,
— password policies — HACTPOHKH /ISl pabOTHI C Kalyel B TeHaHTe:
— "length": 0 — JJIMHA I1APOJI,;
— "max_ keep passwords": O-—-KOHHHGCHM)YHHKaHbeD(HBPOHeﬁ]Iepeﬂ
IIOBTOPHBIM HCIIOJIb30BAHHEM,
— "min digits": 0 — MHWHUMAaJIbHOE KJINYeCTB HUp;
— "min lower case": O-—-MHHHNBHLHOGKOHHQECTBOCTquHbD(6YKB;
— "min upper case": true——-MHHHNmﬂbHOEKOHquCHM)HpOHHCHbD(6YKB;
— '"password exp time": O-——CpOKLwﬁCTBHHHapOHHISHHHX;

— "special characters": 0 — MHHHMAaJIbHOE KOJIMYECTBO CIIEIICMMBOJIOB.
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OtBer

BOBMOMGHﬂEBapHaHTbIOTBeTOBZ

— 200 — Success — YcremHo. [Ipumep BbIBOIA:

{

"id": "string",

"name": "string"

"password policies": {
"length": 0O,
"max keep passwords": O,
"min digits": O,
"min lower case": O,
"min upper case": O,
"password exp time": O,
"special characters": 0O,

Je

— 401 — Auth header is not provided or token is invalid — He yka3an nmapameTrp aBTOpU3aniuu

WJTM HeKOPPEeKTHBINM ToKeH. [IpuMep BeIBOA:
"message": "string"
— 404 — Tenant not found — TenanT He HaiineH. [Ipumep BbIBOJA:

"message": "string"

3.4.15 Yrenue napaMeTpoB KBOT B TeHaHTe

MeToa 1 KOHeYHast TOYKa
GET/tenants/{tenant_name}/quota
Omucanue

[To3BossieT mpocMOTpeTh TapaMeTpPhbl KBOT (0OBIYHOM U JI7Is1 OOIIUX IallOK) B TEHAHTe.
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ITapameTpb1
[Tepedenb mapamMeTpoB MpejCTaBieH B Tabmuie 24.

Tabmuma 24 — [1epeuenb mapaMeTpoB JIjIsl YTEHUsI TapaMeTPOB KBOT B TEHAHTE

Ha3zsanue Obs3aTenLHbINA Tun gaHHbIX Omnucanue

napaMeTp Uil IpocMoTpa

with_used bytes HeT string WCIIONIb30BaHHOTO MecTa B
TeHaHTe
tenant name a string UMS TeHaHTa
3anpoc

curl -X 'GET' \

'"https://pgs-

<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/quota&with used bytes=<USE
D BYTES>' \

-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOB:

— 200 — Success — YcnemnHo. [Ipumep BbiBoa:

"reserved bytes": O,
"storage space": O,
"success": true,
"tenant corp quota": O,
"tenant quota": O,
"tenant used bytes": O,

"used corp bytes": 0,

— 401 — Auth header is not provided or token is invalid — He yka3an nmapameTrp aBTOpU3aIiiuu

WJIM HeKOPPeKTHBIN TokeH. [IpruMep BriBoA:
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{
"message": "string"
}
— 404 — Tenant not found — TenanT He HaiiyeH. [Ipumep BrIBOIA:
{
"message": "string"
}
3.4.16 VIameHeHnue mapamMeTpoB KBOT B TeHAHTe
Mertoa u KOHeYHas TOYKa
PUT/tenants/{tenant name}/quota
Onmcanue
[To3BoJisleT U3MeHUTDh pa3Mepbl KBOT (OOBIYHOM U JIjisl OOIIMX I1allOK) B TEHAHTE.
ITapameTps1
[Tepeuenb napamMeTpoB NpeJCTaBJieH B Tabmuie 25.
Tabmuma 25 — Ilepedens mapaMeTpoB il U3MEHEHHsI pa3MepoOB KBOT B TeHaHTe
HasBanue O0bs13aTesbHBINA Tun 1aHHBIX Omnwucanue
HOBBII pa3Mep KBOTHI IS
tenant_corp quota HeT string 0o0IIMX TamnoK B TeHaHTe (B

bairax)

HOBBI pasMep KBOTBHl g
tenant_quota HeT string MOJIb30BaTeNbCKUX (aliioB B
TeHaHTe (B 6alTax)

tenant name na string UM TEeHaHTa
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3anpoc

curl -X 'PUT"' \
'"https://pgs-
<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/quota&tenant corp quota=<B

YTES>&tenant quota=<BYTES>"' \
-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

OtBer

BOBMOXGHJEBapHaHTbIOTBETOBZ

— 200 — Success — YcrnemHo. [Ipumep BbiBOJA:

{
"tenant corp quota": O,
"tenant quota": O,
}
— 401 — Auth header is not provided or token is invalid — He yka3an mapameTrp aBTOpU3aIiuu
WJIM HeKOPPeKTHBIN TOKeH. [Ipumep BhIBOJA:
{
"message": "string"
}
— 404 — Tenant not found — TenanT He HaiineH. [Ipumep BriBOIA:
{
"message": "string"
b
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3.4.17 Yrenue napamMeTpoB ABYX(aKTOPHOM aBTOPHU3alliH B TEHAHTe
Meton 1 KOHeYHas TOYKaA
GET/tenants/{tenant name}/two fa settings

Omucanme

ITo3Bomnsier IMPOCMOTPETH ITapaMeTpPhbL HBYX(I)aKTOpHOfI dBTOpPH3dlIUU B TEHAHTE.

IIapameTps1
[lepeyens mapamMeTpoB MpejicTaBJieH B Tabiuiie 26.

Tabmuna 26 — Ilepedyens napameTpoB JBYX($aKTOPHOM aBTOPU3AIlUU B TEHAHTe

Ha3zBanue O6s3aTeIbHbIN Tun paHHBIX Omnucanue
tenant name na string MM TeHaHTa
3ampoc

curl -X 'GET' \
'"https://pgs-

<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/two fa settings' \
-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOBZ

— 200 — Success — YcrnemHo. [Ipumep BbIBOJIA:

{

"id": "string",

"name": "string"

"password policies": {
"length": 0,
"max keep passwords": O,
"min digits": O,
"min lower case": O,
"min upper case": O,
"password exp time": 0O
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"special characters": 0O,

— 401 — Auth header is not provided or token is invalid — He yka3an nmapameTrp aBTOpU3aniuu

WJIM HeKOPPeKTHBIN TokeH. [IpuMep BriBosa:

{

"message": "string"
}

— 404 — Tenant not found — TenanT He HaiteH. [Ipumep BbIBOJA:

{

"message": "string"
b

3.4.18 smeHenne napaMeTpoB AByX(aKTOPHOI aBTOPHU3allMM B TeHAHTe

Mertoa 1 KOHeYHas TOYKa

PUT/tenants/{tenant name}/two fa_ settings

Onmcanue

[To3BossieT M3MEHUTH pa3Mephl lTapaMeTphl IBYX(paKTOPHOW aBTOPU3allUU B TEHAHTe.

ITapameTpsI

[Iepeuenb napameTpoB mpeJicTaBJieH B Tabiuie 27.

Tabmnuna 27 — [lepedyeHnb mapameTpoB /jisl U3MeHeHHsI TapaMeTpoB /IBYX($aKTOPHOM
aBTOpPHU3AllM{ B TEHAHTe
HasBanue Obs3aTesbHBIN Tun JaHHbIX Omnucanue
nmapaMmerp Uil M3MeHeHUs
two_fa_ settings HeT string HapOJIbHBIX HOJIUTUK B
TeHaHTe
tenant name a string UMS TeHaHTa

3anpoc

curl -X 'PUT' \

'"https://pgs-
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<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/two fa settings' \

-d password policies='{"length": 0, "max keep passwords": 0, "min digits":
"min lower case": 0, "min upper case": true, "password exp time": O,
"special characters": 0}

-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

rue:

— <TENANT NAME> — UM HACTPAWBAEMOT'O TeHAHTA,
— password policies — HaCTPOMKH Ajisl paboThI C ABYX(aKTOPHOU aBTOpU3aLhel B
TeHaHTe:
— "length": 0 — JJIMHA I1APOJI;
— '"max keep passwords": O — KOJIMYeCTBO YHUKAJILHBIX ITapOJIei repen
IIOBTOPHBIM HCIIOJIb30BAHHEM,

— "min digits": O-—-MHHHMaHbHDeKHquCH3HH¢p;

— "min lower case": O———MHHHNwﬂbHoeKOHHQECTBOCTquHbD(GyKB;

— "min upper_ case": true——>MHHHNmﬂbH0eKOHHHQCHM)HPOHHCHBD(6YKB;
— '"password exp time": O-——CpOKIwﬁCTBHHHapOHHIBHHHX;

— "special characters": 0 — MHHHMAaJIbHOE KOJIMYECTBO CIIEIICMMBOJIOB

OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOB:

— 200 — Success — YcnemnHo. [Ipumep BbiBoa:

{

"id": "string",
"name": "string"
"password policies": {

"length": 0,

"max keep passwords": O,
"min digits": O,

"min lower case": O,
"min upper case": O,
"password exp time": 0O

"special characters": O,
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— 401 — Auth header is not provided or token is invalid — He yka3an nmapameTrp aBTOpU3aiiuu

WJIM HeKOPPeKTHBIN TokeH. [IpuMep BriBosa:

"message": "string"
}
— 404 — Tenant not found — TenanT He HaiteH. [Ipumep BbIBOJA:
{
"message": "string"
}

3.5 Pabora c npoBepounbiM kojqoMm (CAPTCHA)
3.5.1 YcraHoBKa IpoBepoOYHOro Kojia

Meron u KOHeYHas TOYKa

POST/tenants/{tenant name}/captcha

Omucanue

[TosBosnster ycranoBute CAPTCHA n71s1 TeHaHTa.
IIapameTtps1

[Tepeuenb napameTpoB IpeJiCTaBJieH B Tabmuie 28.
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Tabnuna 28 — [lepedens napamerpos asist ycraHoBkM CAPTCHA B TeHaHTe

Ha3zsanue O6s3aTeIbHbIH Tun gaHHBIX Omnucanue
. KJIIOY IIPOBEPOYHOI0 Koja
key HeT string POBEP a
(xam4a)
Ha3zsanue Obs3aTenLHbINA Tun gaHHbIX Omnucanue
tenant_name na string WM TeHaHTa
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3anpoc

curl -X 'POST' \

'https://pgs-<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/captcha?
key=<KEY>"' \

-H 'accept: application/json'

-H 'Authorization: <TOKEN>'
OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOB:

— 200 — Success — YcnenHo. [Ipumep BbiBoa:

"message": "string"
}
— 400 — Missing parameter — He yka3zaH nmapamerp aBropusanuu. IIpumep BbiBOA:
{
"message": "string"
b
— 404 — Tenant not found — TenanT He HaiteH. [Ipumep BbIBOJA:
{
"message": "string"
}

3.5.2 IIpocMoOTp HacTpoek NMPOBEpPOYHOro Koja

Merton 1 KoHeYHas TOYKa

GET/tenants/{tenant name}/captcha settings

Onmucanue

[To3BossieT MOMy4YUTh CIIMCOK HACTPOEK JIJIsl Kalldl TeHaHTa.
IIapamerps1

[Iepeuenb napameTpoB mpeJicTaBJieH B Tabinuie 29.
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Tabmuita 29 — Ilepeuens mapamMeTrpoB st npocMoTpa Hactpoek CAPTCHA

Ha3zBanue O6s3aTeIbHbIH Tun gaHHBIX Omnucanue
tenant name na string UM TEeHaHTa
3ampoc

curl -X 'GET' \

'https://pgs-

<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/captcha settings' \
-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

OtBer

BOSMOXGHﬂEBapHaHTbIOTBETOBZ

— 200 — Success — YcremHo. [Ipumep BbIBOIA:

{

"id": "string",

"name": "string"

"captcha settings": {
"bruteForceProtected": true,
"failureFactor": 0,
"maxDeltaTimeSeconds": 0,
"minimumQuickLoginWaitSeconds": O,
"permanentLockout": true,

"quickLoginCheckMilliseconds": 0O

"waltIncrementSeconds": O,
By
}
— 400 — Auth header is not provided or token is invalid — He yka3an nmapameTrp aBTOpU3aniuu

WJIM HeBepHbIN TOKeH. [Ipumep BhIBO/Ia:

{
"message": "string"

}

— 404 — Tenant not found — TenanT He HaiineH. [Ipumep BbIBOJA:
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{
"message": "string"
b
3.5.3 3ameneHne HaCTpOeK NPOBEPOYHOro Kojia
MeTon 1 KOHeYHas1 TOYKa
PUT/tenants/{tenant name}/captcha_settings
Omucanue
[To3BosisieT U3MEHUTh HACTPOUKHU VIl KalTdM TeHAHTA.
ITapameTps1
[Iepeuenb mapaMeTpoB npeAcTaBiieH B Tabmuile 30.
Tabmuna 30 — [lepedyens mapamMeTpoB Jyisi U3MeHEeHUs] HAaCTPOeK KaIuu
Hasganue O6s13aTeNmbHBIN Tun gaHHBIX Omnurcanue
captcha_settings her string TRpSMET] A K ereHA
tenant name na string MM TeHaHTa

3ampoc

curl -X 'PUT' \
'"https://pgs-

<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/captcha settings

-d captcha settings='{"bruteForceProtected": true, "failureFactor": O,
"maxDeltaTimeSeconds": 0, "minimumQuickLoginWaitSeconds": 0, "permanentLockout":
true, "quickLoginCheckMilliseconds": 0, "waitIncrementSeconds": 0}'

-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

rue:

— <TENANT NAME> — HUMS HACTPAXUBAEMOTI'O TEHAHTA;

— <captcha settings — HaCTpOfIKH JJI pa6OTbI C Kan4eyd B TeHAHTe:
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OtBer

"bruteForceProtected”: true — BKJIIOUeHUEe/OTK/IIOUeHNe 3alUThl [1pU
HOHOBpHTEHbHOﬁaKTHBHOCTH;BOBMOXGHJGBHaquHﬂtrueINH{false,HO
YMOJIYAHUIO true (BKJIIOUEHO);

"failureFactor": 0 — KOJIMYeCTBO HeBePHBIX IIOIIbITOK BBO/A I1apPOJI;
"maxDeltaTimeSeconds": O-——BpEMHlK)C6pocaCQETqHKaIHHHﬂTOK;
"minimumQuickLoginWaitSeconds": O — BpeMs II0OKa3a Kalluu I1pU
IMpeBbINIEHHWHY JIMMHWTA IIOIIBITOK;

"permanentLockout”: true — BKJIIOYEHMe/OTKIIOUeHHe 6J'IOKI/Ip0BKI/I y‘lETHOﬁ

3dIIMCH IT10JIb30BaTeJId IIPU JOCTHUXXKeHHNH MdKCUMAJIbHOT'O KOJIMYeCTBa ITOIIBITOK
BBOJ1d KaIl9X, BO3MOJXXHbIe 3HAYEeHU true UK false, IO YMOJTYAaHUIO true
(BKJTFOUEHO);

"quickLoginCheckMilliseconds": O — MHHMMAaJIbHbIA HWHTepBa/l MeXy
IMOIIBITKAaMK BBO/A I1APOJIA;

"waitIncrementSeconds": O-—-ﬂHHTEHbHOCTbHOKa&lKquHIHHI6OHee

YdCTBIX ITOIIBITKAX.

BOBMOXGHJEBapHaHTbIOTBETOBZ

— 200 — Success — YcrnemHo. [Ipumep BbiBOJA:

{

"id": "string",

"name": "string"

"captcha settings": {

"bruteForceProtected": true,

"failureFactor": 0,

"maxDeltaTimeSeconds": 0O,

"minimumQuickLoginWaitSeconds": 0,

"permanentLockout": true,

"quickLoginCheckMilliseconds": 0

"waitIncrementSeconds": 0O,

— 400 — Auth header is not provided or token is invalid — He yka3an nmapamerp aBTopuzanuu

WJTH HeBepHbIHN TokeH. [Ipumep BbIBOmA:
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{
"message": "string"
b
— 404 — Tenant not found — TenanT He HaiiyeH. [Ipumep BrIBOIA:
{
"message": "string"
}
3.6 PaboTa c 001umMu mankamMu
3.6.1 ITosrygyenue ciucka o0IIHX MANIOK B TeHAHTE
Meton 1 KOHeYHasI TOYKA
GET/tenants/{tenant name}/corporate
Omicanue
[To3BouisieT MOMYYUTh CIIMCOK OOIMX MAllOK B TEHAHTe.
IIapamerpsb1
[Iepedyenb mapaMeTpoB npeAcTaBJieH B Tabmuile 31.
Tabmuna 31 — [lepedyens nmapamMeTpoB MOJTyYeHUs CIIMCKa OOIUX ITAallOK TeHaHTa
Ha3zBanue O06s3aTebHBIH Tun maHHBIX Omnrcanue
. rmapaMeTp HaCTPOMKH BBIIAYU
offset HeT string P P P o
pe3yJbTaToB MOKMCKa
limit HeT string OrpaHWYeHHs NOUCKa
TIOMCKOBBIN 3aIpoC, B
COOTBETCTBUH C KOTOPHIM
. BBINOJIHSIETCS TTOMCK (eciu
query Ja string
mapaMeTp He YCTaHOBJIEH,
BBIBOJIMTCS TIOJIHBIN CITUCOK
TaIioK)
MOPSIIOK COPTUPOBKHU
. e3yJIbTaTOB BbIJJaYH, MOXeT
sort_order HeT string pesy A
- MPUHUMATDH 3HAYEHUS asc WA
desc
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Ha3zBanue Obs3aTenbHBIA Tun maHHBIX Omnucanve

COPTHUPOBATh II0 NapamMeTpam,

sort b HeT strin ATy CTHMBIE o7
) g COPTHUPOBKM: admin, size, id
name.
tenant_name na string VMSs TeHaHTa
3anpoc

curl -X 'GET' \

'https://pgs-<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/corporate?

query=<QUERY>&0offset=<OFFSET>&1imit=<LIMIT>&sort order=<SORT ORDER>&sort by=<SOR

T BY>'

-H

\

'accept: application/json'

-H 'Authorization: <TOKEN>

{

rue:

<TENANT NAME> — KMs TEHaHTa;
<QUERY>— T[IOMCKOBBIM 3ampoc. Ecaum 3TOT mapameTrp yCTaHOBJIEH, TO IIOUCK

OCYyIIEeCTBJIFETCA B COOTBETCTBHUU CO 3HAYEHUEM. Ecmm ITapaMeTp He YCTAdHOBJIEH, BBIBOJUTCS
HOHHbﬁ&CHHCOKBCEXprnH;

<LIMIT> — OTpPaHUYEHUS IOUCKA;
<OFFSET> — I1apaMeTp HAaCTPOWKH BbIJIa4X pe3ysIbTaTOB [10MCKA;
<SORT ORDER> — IIOPSIOK COPTHPOBKU Pe3yJIbTaTOB IIOUCKA;

<SORT_BY> — COPTHPOBKA II0 YKA3dHHOMY IIapaMeTpy.

OtBer

BOBMOXGHﬂEBapHaHTbIOTBETOBZ

200 — Success — Ycnemno. [Ipumep BriBoAa:

"corp_ folders": [

{

"admin email": "string",
"admin first name": "string",
"admin id": "string",
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"admin last name": "string",
"admin username": "string",
"id": 0,
"name": "string"
"size": O
By
]
b
— 404 — Tenant not found — TenanT He HaiizeH. [Ipumep BrIBOIA:
{
"message": "string"
}
3.6.2 Co3nanue obmIell MaNKyu B TEHAHTe
Mertoa u KOHeYHas TOYKa
POST/tenants/{tenant_name}/corporate
Onmcanue
[To3BosisteT co3aaTh 0010 MTANKY B TEHAHTe.
ITapameTps1
[lepeyens mapamMeTpoB MpeJiCTaBJieH B Tabiuile 32.
Tabmuia 32 — [Iepedyenb mapaMeTpOB [IJisl CO37JaHUSI 0DI1el ManKyd B TeHAHTe
HasBanue O0bs13aTesbHBIN Tun gaHHBIX Omnrcanue
name HeT string UMl CO3[]JaBaeMOi MarKu
tenant_name Ia string UM TeHaHTa
3anpoc

curl -X 'POST' \
'"https://pgs-

<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/corporate&name=<NAME>"' \
-H 'accept: application/json'

-H 'Authorization: <TOKEN>
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rue:

— <TENANT NAME> — WM T€HAHTA;

— <NAME> — HMMS$ CO3[IaBaeMOM IaIlKH.

OtBer

BOBMOXGHJEBapHaHTbIOTBETOBZ

— 200 — Success — YcrnemHo. [Ipumep BbiBOJA:

"message": "string"
}
— 403 — Corpfolder with same name exists — OOmass mamka C TakMM HMeHeM Yxe
CyliecTByerT. HpHMep BbIBO/1d.
{
"message": "string"
}

— 404 — Tenant not found — TenanT He HaiineH. [Ipumep BriBOIA:

"message": "string"

3.6.3 ITosryyenue nadopManmu 00 001IIel Manke
Meron u KOHeYHas TOYKa
GET/tenants/{tenant_name}/corporate/{id}

Omucanue

[To3BossieT MOTyYUTh CIIUCOK OOIIMX MAllOK B TEHAHTE.
IIapameTtps1

[Tepeuenb napamMeTpoB IpeJiCTaBJIeH B Tabmuie 33.
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Tabnuna 33 — [lepedyens mapameTpoB noslydyeHUst “HGopManuu o6 obiiel narnke

Hazsanue O6s3aTebHbIH Tun gaHHbBIX Omnucanue
id na string W eHTUPUKATOP HWCKOMOU
MaIKu
tenant_name Ia string MM TeHaHTa
3anpoc

curl -X 'GET' \

'"https://pgs-
<ENV>.<DEFAULT_DOMAIN>/adminapi/tenants/<TENANT_NAME>/corporate/<ID>' \

-H 'accept: application/json'

-H 'Authorization: <TOKEN>

rue:

— <TENANT NAME> — WM/ T€HAHTQ;

— <ID> — WJeHTHPUKATOP UCKOMOMU MalKHU.

OtBer

BOBMOHﬂﬂﬂeBapHaHTbIOTBeTOB:

— 200 — Success — YcnenHo. [Ipumep BbiBoA:

{
"admin email": "string",
"admin first name": "string",
"admin id": "string",
"admin last name": "string",
"admin username": "string",
"id": 0,
"name": "string"
"size": O

b

— 401 — Unauthorized — HeBepHblii TokeH ayTeHTHUKanuu. [Ipumep BriBoja:
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{
"message": "string"
b
— 404 — Corpfolder or tenant not found — OG61mas manka Wi TeHaHT He HaijeH. [Ipumep
BBIBOJIA:
{
"message": "string"
}
3.6.4 Namenenne aTpubyTOB 001I1€# AIKH
Meton 1 KOHeYHas TOYKaA
PUT /tenants/{tenant name}/corporate/{id}
Onucanue
[To3BosisieT M3MeHUTDH aTpUOYTHI 0OIIEH MANKU B TEHAHTe.
IIapamerpsbl
[Tepedenb mapamMeTpoB MpeJCTaBieH B Tabmuie 34.
Tabmnura 34 — [lepedennb mapamMeTpoB U3MeHeHHUsI aTpUbyTOB 0OIIIel anKu
Hasganue O06s3aTeTBbHBIHA Tun maHHBIX Omnrcanne
new_name HeT string HOBOE MMsI U3MEHSIeMO MalKu
. . HOBBIY Bilafiesiel] U3MeHs1eMou
admin_username HeT string
- NEVIN
tenant name Ia string VM TeHaHTa
. . UJIeHTUPHUKATOP U3MEHSIeMOM
id na string A ¢ p
EVIN

3anpoc

curl -X '"PUT' \
'"https://pgs-
<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/corporate/<ID>&new name=<N

EW_NAME>&admin_username:<NEW_OWNER>' \
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-H

-H

'accept: application/json'
"Authorization: <TOKEN>
rue:

<TENANT NAME> — HMs TeHaHTa;
<ID> — WAeHTU(PUKATOP UCKOMOM MaIKH;
<NEW_NAME> — HOBOe MMsI U3MeHsIeMOU MalKH;

<NEW_ OWNER> — HMJ HOBOI'O aIMUHUCTPATOPA U3MEHSIeMOU TIalKH.

OTtBer

BOBMOHGHJEBapHaHTbIOTBETOBZ

200 — Success — Ycnemno. [Ipumep BriBoAA:

"message": "string"

400 — Admin with such admin username not found — agMUHHUCTpAaTOpP C TaKUM UMeEHEM

M0JIb30BaTeJIsl He HalIeH. HpHMep BBIBOJIA:

"message": "string"

403 — Corp folder with same name exists — OO6mas mamka C TaKUM HMeHeM Ye

cyuiectByer. [Ipumep BbIBOzA:

"message": "string"

404 — Corpfolder or tenant not found — O6mas manka wiM TeHAHT He HaWgjeH. [Ipumep

BBIBOJA:

"message": "string"
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3.6.5 Ynajienue o01ei mamnku

Meton 1 KOHeYHas TOYKaA

DELETE/tenants/{tenant name}/corporate/{id}

Onucanue

[To3BosisieT ynanuTh 0OIIyI0 MANKY CO BCEMU COJIePXKUMBIM.
IIapameTps1

[Iepedyenb mapaMeTpoB MpeAcCTaBJieH B Tabiuile 35.
Tabmuma 35 — [lepedens mapaMeTpoB ISl yAaieHUs OOITel Tanku

Ha3zBanue O6s13aTempHbIH Tum maHHbBIX OmnmcaHue
i na string UneHTUGUKATOD  yIaisieMou
MaIKu
tenant_name Ia string UM TeHaHTa
3anpoc

curl -X 'DELETE' \
'"https://pgs-
<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/corporate/<ID>"' \
-H 'accept: application/json'
-H 'Authorization: <TOKEN>

rue:

— <TENANT NAME> — WM T€HAHTA;

— <ID> — UJEHTUPUKATOP yIaIsieMOH IallKHU.

OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOBZ

— 200 — Success — YcnenHo. [Ipumep BriBoja:

"message": "string"
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— 404 — Corpfolder or tenant not found — OG61mas manka Wi TeHaHT He HaijeH. [Ipumep

BBIBO/IA.

"message": "string"

3.7 Pabora c nmosp3oBaTeiMu

3.7.1 Ilepeuens noJib30BaTeei

MeTon 1 KOHeYHas1 TOYKa
GET/tenants/{tenant_name}/users

Omicanue

BrIBOUT nepeveHb MoJIb30BaTeseu.
ITapameTps1

[TapameTpsl [1s1 MeTOa YKa3aHbI B Tabmulie 36.

Tabmuma 36 — [lepedens mapaMeTpoB ISl 3alIpoca MepeyHsi C M0JIb30BaTeN MU

Ha3zsanue O06s3aTeILHBIN Tun paHHBIX Omnucanue

TIOMCKOBBIN 3aIpoC, B
COOTBETCTBUH C KOTOPBHIM

query HeT string BBITIOJIHSIETCS TTIOUCK (ecim
rapaMeTp He yCTaHOBJIEH,
BBIBOJIUTCSI TIOJIHBIN CITUCOK TPYIIIT)

POJIb TIOJIb30BATeJIsl U3 TTepevHs
role HeT string JIOCTYTIHBIX pOJiel B TeKyIeM
TeHaHTe

eCJIM 3TOT TlapaMeTp yKa3aH, TO
MoJib30BaTeNb OyaeT

enabled HeT string pa3bJI0KUpPOBaH (CMOXKET BOUTH B
CHUCTEMY), eCJIi OH ObUI
3a0JI0KMPOBaH paHee

limit HeT string OrpaHUYeHUs II0MCKA

IapaMeTp HaCTPOMKH BbIIauU

offset HET string
pe3yJIbTaTOB IIOMCKA
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Ha3sBanue O6s3aTebHBIA Tun maHHbIX Omnucanue

Ha4aJio Mana3oHa BpeMeHHU I
dwibTpanuu noJyib3oBaTelew,
OTMeTKa BpeMeHH Unix B
MUJUTMCEKYHIax

start_ctime HeT string

OKOHYaHHe Inaria30Ha BpeMeHH! JIJisI
bUIbTpaIMK MoJIb30BaTeNeH,
OTMeTKa BpeMeHH Unix B
MWUTMCEKy HIaX

end ctime HET string

JOITy CTUMBIE IOJII COPTUPOBKHU:
ctime, used bytes, first name,
. . middle name, position
sort_field HeT string - ' P C
- last name, username, email
password expiration, enabled,

role

TUII COPTUPOBKHU pe3yJibTaTOB
sort_type HeT string BbIJIa4U, MOXKeT IPUHUMATh
3HAYeHMs asc WIH desc

oTOOpaXkaTh ylaJleHHbIX
with_deleted HeT string M0JIb30BaTeJIeH, eciv 3HaueHue
napameTrpa True

dwibTpanus mo cTaTycy;
status HeT string OOCTYIIHbIe 3HAYeHHd act ive,
blocked, deleted

. o 3aIrpoc BBIBOJIA N0JIb30BaTesel ¢
with_prohibited c P A

tDes HeT string yKa3aHUEeM 3arperieHHbIX
yp MeJIUaTUIIOB

. . 3arpoc BBIBOJIA MOJIb30BaTeJeN C
has_deleted files HeT string P .

yllaJleHHbIMU pailyiaMu

tenant name na string MM TeHaHTa

3ampoc

curl -X 'GET' \

'https://pgs-<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/users?
query=<QUERY>&role=<ROLE>&enabled=<ENABLED>&1imit=<LIMIT>&offset=<OFFSET>&start
ctime=<START CTIME>&end ctime=<END CTIME>&sort field=<SORT FIELD>&sort type=<SOR
T TYPE>&with deleted=<WITH DELETED>&status=<STATUS>&with prohibited ctypes=<WITH

_PROHIBITED CTYPES>&has deleted files=<HAS DELETED FILES>' \
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-H 'accept: application/json'

-H '"Authorization: <TOKEN>>
rie:

— <TENANT NAME> — WM TeHAHTAa;

— <QUERY> — TIOMCKOBBIM 3ampoc. Eciu 3TOT 1napaMeTp YCTaHOBJIEH, TO IIOMCK
OCYIIIeCTBJISIeTCS. B COOTBETCTBUM CO 3HaueHMeM. Eciii mapameTp He yCTaHOBJIeH, BBIBOJUTCS
MOJIHBIN CITIUCOK BCeX I'PYIIIL;

— <ROLE> — POJIb [10JIb30BaTeJIsl U3 TIepevyHsi IOCTYIHBIX poJiel B TeKyIleM TeHaHTe;

— <ENABLED> — eCJIM 3TOT IlapaMeTp yKa3aH, TO I10JIb30BaTesIb OyJieT pa3bjiokupoBaH (CMOXeT
BOUMTH B CUCTEMY), €CJIK OH ObLJ 3a0JI0KUPOBAH paHee;

— <LIMIT> — OrPAaHUYEHHUS MOUCKa;

— <OFFSET> — IapaMeTp HaCTPOWKU BbIJ]Ja4M pPe3yJIbTaTOB MOMCKa;

— <START CTIME> — HauyaJO JlMana3oHa BpeMeHU [jisi GUIbTPAIlMK MOJIb30BaTeslel, OTMeTKa
BpeMeHH UNiX B MUIJIMCEeKYHAX;

— <END CTIME> — OKOHYaHHUe Jjialia30Ha BpeMeHHU Jijisi GUIIbTPaAIlUU I10JIb30BaTesel, 0TMeTKa
BpeMeHH Unix B MUJITUCEKYHAX;

— <SORT_FIELD> — JIOIIyCTHUMBbIe I10JIs1 COPTHPOBKY;

— <SORT_TYPE> — THUII COPTUPOBKH pe3yJIbTaTOB BbIJ]AuH;

— <WITH DELETED> — OTOOpaXaTb yIaJleHHBIX I10JIb30BaTesleli, eCcllM 3HaueHHe IlapaMmeTrpa
True,

— <STATUS> — QUIBTPALUS IO CTATYCY;

— <WITH PROHIBITED CTYPES> — 3allpOC BbIBOJIa I10JIb30BaTeJIel C yKa3aHUeM 3allpelleHHbIX
MeIMaTUIIOB;

— <HAS DELETED FILES> — 3allpOC BBIBOJIa I10JIb30BaTellel C yJjalleHHbIMU (paijiaMHu.

OtBert
Bo3MoskHble BapuaHThI OTBETOB:
— 200 — Success — YcnenHo. [Ipumep BriBoJa:
{
"count": O,
"users": [

{
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"ctime": "string",
"domain": "string",
"enabled": true,
"except ctype prohibition": true,
"first name": "string",
"id": "string",
"is deleted": true,
"lang": "string",
"last name": "string",
"middle name": "string",
"password": "string",
"position": "string",
"quota": O,
"recovery email": "string",
"roles": [
{
"clientRole": true,
"composite": true,
"containerId": "string",
"description": "string",
"id": "string",

"name": "string"

Il

"username": "string"

Il

"users count": O

— 404 — Tenant not found — TenanT He HaiijeH. [Ipumep BrIBOIA:

"message": "string"
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3.7.2 Co3maHue HOBOIO II0JIL30BaTeIS
Meton 1 KOHeYHasI TOYKA
POST/tenants/{tenant name}/users

Omucanme

COBHHTL HOBOT'O ITOJIb30BAaTeJIs C 3dJaHHBIMU I1dpaMeTpPaMH.

IIapamerpsbl

[TapameTpsl [ MeToja YKa3aHbl B Tabiuile 37.

Tabnumna 37 — [lepedeHb JOCTYIIHBIX [TApaMeTPOB AJIsE CO3[JaHUSI HOBOT'O T10JIb30BaTesIst

Ha3sBanue O6s3aTebHBIA Tun maHHBIX

Omnucanue

username na string

IIpPY CO3[JaHKUU eJUHUYHOI0
10JIb30BaTess 00s13aTeIbHO
YKaXkuTe UMsl [10JIb30BaTel,
[IapoJib ¥ afipec JeKTPOHHOU
MOYTHI JJIs1 BOCCTAHOBJIEHUS, B
MPOTUBHOM CITydae OyneT
BO3BpallleH cTaTyc 400

password na string

IapoJib HOBOT'O II0JIb30BaTeJIAd

recovery email na string

azipec MeKTPOHHOU TOYTHI IS
BOCCTAHOBJIEHHUSI TTapOJIsI

user_id HeT string

UIeHTU(UKALIMOHHBI HOMep
M0JIb30BaTeJIs, TapaMeTp
vcnombiyetrcs LDAP-imaruaom (He
BBOJIUTH BPYUYHYIO)

role HET string

POJIb II0JIb30BaTeJIA U3 IIepevYHa
OOCTYITHbIX pOJ'IEfI B TeKylleM
TeHaHTe

email na string

azpec 1eKTPOHHOM MMOYThI
I1I0JIb30BaTeJIs1

quota HeT string

MaKCHMaJbHbINA 00beM XPaHWUIMIIa
IJId TI10JIb30BaTeJI, 10 YMOJIYaHHIO
Ha3HA4YadeTCd B COOTBETCTBHH C
HaCTpOﬁKaMH TeKyliero TeHaHTa

personal na string

JIMYHbIEe JaHHBbIe ITOJIb30BaTeJId

tenant name aa Stl“il’lg

M4 TeHaHTa
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3anpoc

curl -X 'POST' \

'https://pgs-<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/users?
username=<USER NAME>&password=<PASSWORD>&recovery email=<RECOVERY EMAIL>&email=<
USER EMAIL>&quota=<QUOTA>&role=<ROLE>&personal=<PERSONAL>"' \

-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

rue:

— <TENANT NAME> — WM TEHAHTAa;

— <USER_NAME> — UM TOJIb30BaTeJIs;

— <PASSWORD> — I1apOJIb ITOJIb30BATEIS;

— <RECOVERY EMAIL> — aJIpec 3JIeKTPOHHOM IOYTHI ISl BOCCAHOBJIEHUSI ITapOJIs;

— <USER_EMAIL> — ajipec 3JIeKTPOHHOM MOYThI [10JIb30BaTeJIs;

— <QUOTA> — MaKCHMAaJIbHBIH 00beM XpaHWIWINA /i MoJib3oBatesis. [lo ymosyaHuio
Ha3HAvYaeTcs B COOTBETCTBHUU C HACTPOMKAMU TeKYIIero TeHAHTa;

— <ROLE> — POJIb [10JIb30BaTeJIsl U3 TIepevyHsl IOCTYITHBIX poJiel B TeKyIleM TeHaHTe;

— <PERSONAL> — JIMYHbBIe JIaHHbBIE [10JIb30BaTeJis, Takue kak Mms, @amumus u ap.

OtBer

BOBMOXGHﬂEBapHaHTbIOTBETOBZ

— 200 — Success — YcrnemHo. [Ipumep BbIBOJIA:

"ctime": "string",

"domain": "string",

"enabled": true,
"except ctype prohibition": true,
"first name": "string",

"id": "string",

"is deleted": true,

"lang": "string",

"last name": "string",

"middle name": "string",

"password": "string",
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"position": "string",
"quota": O,
"recovery email": "string",
"roles": [
{
"clientRole": true,
"composite": true,
"containerId": "string",
"description": "string",
"id": "string",
"name": "string"
b
1
"username": "string"
b
— 400 — Bad username, password or other parameter, check error message — Wwms
M0JIb30BaTeJIsl, TTApOJIb WIIK APYTOM IapaMeTp He COOTBETCTBYET TpeOOBaHHSM, MPOBepbTe
coobmienue o6 ommbke. [Ipumep BbIBOfA:
{
"message": "string"
}
— 404 — Tenant not found — TenanT He HaiineH. [Ipumep BbIBOJA:
{
"message": "string"
b

3.7.3 Ytenue undopmanyu o0 noJib3oBarTese

Merton u KoHeYHas TOYKa

GET/tenants/{tenant name}/users/{id}

Onmcanue

3arpoc yCTaHOBJIEHHBIX 3HAaUeHUH ITapaMeTpOB 110JIb30BaTeJIs.
ITapameTpsI

[Tapametpel 11 MeTOa yKa3aHb! B Tabinuie 38.
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Tabmuna 38 — [IepedyeHb NOCTYITHBIX ITapaMeTPOB JIJIsl YTeHUs MHPOPMaLUK O

I10JIb30BaTeJISIX
Hazsanue O6s13aTeIbHbIN Tun gaHHBIX Onmucanue
tenant name n1a string UMS TeHaHTa
i na string U eHTUDHKAIIMOHHBIA HOMeD
M0JIb30BaTeJIS
3ampoc

curl -X '"GET' \

'"https://pgs-

<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/users/<ID>" \

-H

-H

'accept: application/json'
"Authorization: <TOKEN>'
rmue.

<TENANT NAME> — HUMJ T€HAHTA,

<ID>-—-HHEHTH@HKHHHOHHbﬁiHOMQPIHHHBOBBTEH&

OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOB:

200 — Success — YcnenHo. [Ipumep BbiBoa:

"ctime": "string",
"domain": "string",
"enabled": true,
"except ctype prohibition": true,
"first name": "string",
"id": "string",

"is deleted": true,
"lang": "string",

"last name": "string",
"middle name": "string",
"password": "string",

"position": "string",
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"quota": O,
"recovery email": "string",
"roles": [
{
"clientRole": true,
"composite": true,
"containerId": "string",
"description": "string",
"id": "string",
"name": "string"
b
1
"username": "string"
b
— 404 — Tenant not found — TenanT He HaiizeH. [Ipumep BrIBO/IA:
{
"message": "string"
3

3.7.4 NIamenenue uadgopmanyu o0 noJib3oBaree
Meron u KOHeYHas TOYKa

PUT/tenants/{tenant name}/users/{id}

Onucanue

OTHpaBJ’IHET 00OHOBJIEHHEe 3HaYeHUH IIapaMEeTPOB I10JIb30BATeJIA.

ITapameTps1
[Tapametpsl 11 MeTO/ia yKa3aHbl B Tabnuie 39.

Tabmuma 39 — [lepedeHb IOCTYITHBIX TapaMeTPOB IS KU3MeHeHUsT HHpOpMaIiiu o
MOJIb30BATeJISIX

HasBanue Obs3aTenbHbBIA Tun maHHBIX Omnucanue

eCJIM 3TOT IIapaMeTp yKa3aH, TO
MoJb30BaTesb 6yneT

enabled HeT string pa3bI0KUpoBaH (CMOXET BOUTH B
CHUCTEMY), eCJIi OH ObUT
3a0JI0OKUpPOBaH paHee
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Ha3sBanue Obs3aTenbHbBIA Tun maHHBIX Omnucanue

rapamMeTp MOXeT IPUHUMATh 3
3HaYeHHs: with email
(nonb3oBaTemo OyeT OTIpaBiieHO
3NeKTPOHHOE MHUCHMO C IPOChOOi
BOCCTAHOBUTB IIapoJib), hard
reset password HeT string (He0O6X0IMMO BBECTH HOBOE
3HauYeHUe MapoJsl, WK

new password), simply (cpok
TeMCTBUS apoJIsl NI0JIb30BaTeJIst
WCTedeT W aJIMUHUCTPATOP CMOXeT
U3MEeHUTH [1apoJib)

POJIb IOJIL30BATEJIS U3 IIEPeYHs
role HeT string IOCTYIIHBIX POJIEN B TeKYIleM
TeHaHTe

MaKCHMaJbHBIA 00beM XpaHWMIIA
I mob3oBaTesd. I1o YMOJ9aHUIO

quota HeT string
Ha3Ha4aeTcsl B COOTBETCTBUU C
HACTPOMKaMHU TeKyIllero TeHaHTa
. . azipec 3JeKTPOHHOU MOYTHI JJISI
recovery email HeT string
- BOCCTAHOBJIEHHS TIAPOJIs
- : WCKJTIIOUeHUs] JIJIs1 3a1lpeTa 3arpy3Ku
except_ctype_prohibition HeT string a p Py
- - MeJIMaTUIIOB
. JIMYHbIe IaHHbIe [10JIb30BaTeJ,
personal HeT string
Takue Kak YUms, @amwmms u 1p.
tenant name n1a string MM TeHaHTa
WAeHTUPUKAIMOHHBIM HOMep
i na strin H0JIb30BaTeJIs, TapaMeTp
8 ucnoibdyetcs LDAP-nmarunom. He
BBOJIUTH BPYyYHYIO
3ampoc

curl -X 'PUT' \

'"https://pgs-
<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/users/<ID>?
username=<USER NAME>&password=<PASSWORD>&recovery email=<RECOVERY EMAIL>&email=<
USER EMATL>&quota=<QUOTA>&role=<ROLE>&personal={<PERSONAL>} \

-H 'accept: application/json'

-H 'Authorization: <TOKEN>'
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rue:

— <TENANT NAME> — UM TeHAHTa;

— <ID> —UJeHTUGHUKAIMOHHBIM HOMED ITOJIb30BaTeJIsl;

— <USER_NAME> — UM I10JIb30BaTeJIs;

— <PASSWORD> — IT1apOJIb ITOJIb30BATEJIS;

— <RECOVERY EMAIL> — aJipecC 3JIeKTPOHHOM IIOUTHI /ISl BOCCAHOBJIEHUS I1apOoJis;

— <USER_EMAIL> — ajipec 3JIeKTPOHHOM MOYTHI M10Ib30BaTeJIs;

— <QUOTA> — MaKCHMAaJIbHBIH 00beM XpaHWIUINA /i MoJib3oBatesis. [lo ymoyaHuio

Ha3HA4YdeTCs B COOTBETCTBHHU C HaCTpOﬁKaMH TeKyIero TeHaHTd,

— <ROLE> — POIJIb II0OJIb30BaTeJId U3 ITepedHa JOCTYITHBIX pOHEﬁ B TEKYIIEM TEHAHTE;

— <PERSONAL> — JIMYHBIE JJaHHBIE I10JIb30BaTes, Takre Kak Mmd, damunug u ap.

OtBer

BOBMOMGHﬂEBapHaHTbIOTBeTOBZ

— 200 — Success — YcremHo. [Ipumep BbIBOIA:

"ctime": "string",
"domain": "string",
"enabled": true,
"except ctype prohibition": true,
"first name": "string",
"id": "string",
"is deleted": true,
"lang": "string",
"last name": "string",
"middle name": "string",
"password": "string",
"position": "string",
"quota": O,
"recovery email": "string",
"roles": [

{

"clientRole": true,

"composite": true,
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"containerId": "string",
"description": "string",
"id": "string",
"name": "string"
b
1
"username": "string"
b
— 404 — Tenant not found — TenanT He HaiizeH. [Ipumep BrIBOIA:
{
"message": "string"
}
3.7.5 Y manenue u 0JI0KHPOBKa II0/1b30BaTeJIs
Mertoa 1 KOHeuYHas TOYKA
DELETE/tenants/{tenant name}/users/{id}
Onmcanue
Y namuth unu 3a6710KMpPOBATH MOJIB30BATETIS.
ITapameTps1
[TapameTpsl 11 MeTo/Ia YKa3aHbI B Tabiuiie 40.
Tabmuma 40 — [TepeyeHb JOCTYITHBIX TAPAMETPOB IS YIaJIeHUs T0Ih30BaTeIeH
. Tun
HasBanue O06s13aTenbHbIA Omnucanue
JTaHHBIX
ompejielssleT  HapaMeTpbl  OTpAaHMYeHUHA  paboOTHI
noJib3oBaTesl. OCHOBHbIE 3HAYEHHS:
e disable, 3a6JI0KMPOBATH M1OJIH30BATEJIS;
® reassign, IlepeHa3HAYUTb  BCe  JJOKYMEHTHI
. NOJb30BaTEJI0 C TpefoCTaBleHHbIM user id u
delete._ mode |Her string -
- CcBOOO/IHBIM UMEHeM I10JIb30BaTeJIs;
® keep files, COXpPaHUTH GAWIBl U OCBOOOIUTH UMS
NI0JIb30BaTeJIs;
e full delete, yoa/muTb Bce ¢alibl U 0CBOOOOUTH
UM T10JIb30BATeJIs;
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. Tun
Ha3zpanue Obs13aTenbHbIN Omnucanue
JTAHHBIX
e I BCeX OCTAJbHBIX 3HAUEHHUM IapaMeTpa —
OTKJIIOUUTD TOJIb30BaATEJISI

raeHTU(UKAIIMOHHBIA HOMep HOBOI'O
new user id |HeT string aJIMUHUCTpaTOPa/Blajiesblla MalKy, YKa3blBaeTCs MpU

3Ha4YeHHWHM IlapaMeTpa delete mode == 'reassign’
tenant name |na string UMs TeHaHTa
id na string HAeHTU(PUKAIMOHHBIA HOMep MaIKy

3anpoc

curl -X 'DELETE' \

'"https://pgs-
<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/users/<FOLDER ID>?
delete mode=<DELETE MODE>&new user id=<NEW USER ID>"' \

-H 'accept: application/json'

-H 'Authorization: <TOKEN>' curl -X 'PUT' \

rue:

— <TENANT NAME> — WM TEHAHTa;

— <FOLDER_ID> — UJEHTH(}UKAIIMOHHBIN HOMEp IaIKH;

— <DELETE_MODE> — 3Ha4eHHe IlapaMeTpa, OIpeIeJISIONIero IEHCTBUS C MOJIb30BaTesIeM;

— <NEW _USER_ID> — WJIeHTU(}UKALUOHHBI HOMep HOBOTO aJMHUHUCTPATOpa/Biajiesibila

IIaITKH.

OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOBZ

— 200 — Success — YcnenHo. [Ipumep BriBoja:

"message": "string"
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3.7.6 IlpunyauTesnbHas JeaBTOPU3ANHS II0JIH30BaTeIs
Meton 1 KOHeYHasI TOYKA

POST/tenants/{tenant name}/users/{id}/logout

Omucanme

[IpuHyauTENBbHO leaBTOpU3YeT I10JIb30BaTellsl U3 cucTeMsl (fesaet log out).

IIapameTps1
[Tapametpsl 11t METO/Ia YKa3aHbI B Tabiuiie 41.

Tabmuna 41 — [lepedeHb JOCTYITHBIX [TApaMeTPOB JIJIS IeaBTOPU3AIMK MOJIb30BaTeJIst

Hazpanue O6s3aTe/TbHbINA Twum maHHbBIX Onucanue
tenant name na string UM TeHaHTa
id na string HJIeHTHUPUKAITMOHHBIM HOMep I10JIb30BaTeJIs
3ampoc

curl -X 'POST' \
'"https://pgs-
<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/users/<ID>/logout' \
-H 'accept: application/json'
-H 'Authorization: <TOKEN>'

rue:

— <TENANT NAME> — WM T€HAHT4,

— <ID> — I/I,I[EHTI/ICl)I/IKaL[I/IOHHbII‘/JI HOMeDp nedaBTOpU3yeMOoro I10JIb30BaTesIs.

OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOB:

— 200 — Success — YcnemnHo. [Ipumep BbiBoA:

"message": "string"
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— 401 — Auth header is not provided or token is invalid — He yka3an napameTp aBTOpU3anuu
WJIM HeKOPPeKTHBIN TOKeH. [Ipumep BrIBOzA:

"message": "string"

3.7.7 UTeHne CIIMCKa OOIIHMX MAIOK II0IH30BaTeJIs
Meron u KOHeYHas TOYKa

GET/tenants/{tenant name}/users/{id}/corporate
Onucanue

ITo3Bonser IMMOJIYYUTDb CIIMCOK 06H_[I/IX IIaIIOK, K KOTOPBIM I10JIb30BaATeJIb UMeeT NOCTYII.

ITapameTps1
[Tapametpsl 11t METO/Ia YKa3aHbI B TabiuIle 42.

Tabmuna 42 — [lepeyeHb JOCTYITHBIX [TAPAMETPOB JIJIsl YTeHUS CITUCKA OONMX Aok
[10JIL30BaTeNIs

Ha3zBanue O6s3aTeIbHBIA Tun maHHBIX Omnucanue

tenant name na string MM TeHaHTa

id na string HAeHTUPUKATTMOHHBIA HOMEp M0JIb30BaTels

3anpoc

curl -X 'GET' \
'https://pgs-

<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/users/<ID>/corporate' \
-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

rae:

— <TENANT NAME> — HMJ T€HaAHTa,

— <ID> — UJeHTUPUKAIIMOHHBIM HOMEepP UCKOMOTO I10JIb30BaTelIsl.
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OtBer

BOBMOMGHﬂEBapHaHTbIOTBeTOBZ

— 200 — Success — YcremHo. [Ipumep BbIBOIA:

{

"corp_folders": [

{
"admin email": "string",
"admin first name": "string",
"admin id": "string",
"admin last name": "string",
"admin username": "string",
"id": 0O,
"name": "string"
"size": O
¥
]
}
— 404 — User not found — ITonb3oBarens He HaiijieH. [Ipumep BbiBofA:
{
"message": "string"
}

3.7.8 Urenue crcka ¢ailyioB moJIb30BaTeJIs

Meroa 1 KOHe4YHas1 TOYKa
GET/tenants/{tenant_name}/users/{id}/files

Omucanme

[To3BossieT MOMyYUTh KOMYEeCTBO (PaitioB T0JIb30BATEIISI M MX OOIIMIA pa3mep.

IIapamerps1

[TapameTps! 11 MeTo/la YKa3aHbI B TabiuIle 43.
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Ta6m/1ua 43 — Hepequb JOCTYITHBIX I1apdMETPOB JIsI YTeHHW CIIMCKd CbaflﬂOB I10JIb30BATeIA

HazBanue O0s13aTeNbHBIN Twun maHHbBIX Omnwmcanue
tenant name Ia string VM TeHaHTa
id na string HUeHTUGUKAIIMOHHBIA HOMep T0JIb30BaTeis
3anpoc

curl -X 'GET' \

'"https://pgs-

<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/users/<ID>/corporate' \

-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

rue:

— <TENANT NAME> — HMJ T€HAHTa,

— <ID> — I/I,JIEHTI/I(l)I/IKaI_[I/IOHHHﬁ HOMep MCKOMOTI'O I10JIb30BaTeJIsd.

OtBer

BOBMOHﬂﬂﬂeBapHaHTbIOTBeTOB:

— 200 — Success — YcnenHo. [Ipumep BbiBoA:

"files count": 0O;
"success": true;

"used bytes": 0;

3.7.9 UYrenue undpopmanuu o ¢aityioBoii KBOTe N0JIL30BaTeJIs

MeToa 1 KOHeYHast TOYKa

GET/tenants/{tenant_name}/users/{id}/quota

Omnucanne

[To3BosiseT nmosy4nTh KHGPOPMANKIO O PalIOBOM KBOTE MOJIb30BaTesl.
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ITapameTpb1
[Tapametpsl 11t METO/Ia YKa3aHbI B TabiuIle 44.

Tabmuna 44 — [lepedeHb OCTYITHBIX MTAPAMETPOB ISl YTeHUs MH(pOPMauK 0 $GarIoBoM
KBOTe I10JIb30BaTeJIst

Hazsanue O06s3aTeIbHbIA Tun paHHbIX Omnucanue
tenant_name na string WM{ TeHaHTa
id na string UIeHTUGUKATIMOHHBIA HOMep T0JIb30BaTe s
3anpoc

curl -X 'GET' \
'"https://pgs-

<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/users/<ID>/quota’' \
-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

rue:

— <TENANT_ NAME> — HMJ T€HAHTa,

— <ID> — UAeHTUPUKAIIMOHHBIM HOMep UCKOMOTO I10JIb30BaTellsl.

OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOBZ

— 200 — Success — YcnenHo. [Ipumep BriBoja:

{

"id": "string";
"quota": 0O;
"success": true;
"used bytes": 0;

"username": "string";
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3.7.10 3smeHenue ¢aiiyioBoi KBOTHI IIOJIB30BaTeJIs
Meton 1 KOHeYHasI TOYKA

PUT /tenants/{tenant name}/users/{id}/quota

Omucanme

[To3BonsIeT U3MEHUTD (1>a1?m013y}0 KBOTY II10JIb30BATeJIs.

IIapameTps1
[TapameTpsI 11t METO/Ia YKa3aHbI B TabiuIIe 45.

Tabmura 45 — [lepedeHb OCTYITHBIX ITAapaMeTPOB JIJisl U3MeHeHus GailJioBOM KBOTHI

M10JIb30BaTeNs
Ha3zBanue O6s3aTenbHbBIH Tum maHHBIX Onmcanue
quota na string pasMep TpebyemMoi KBOTHI B HarTax
tenant_name Ia string MM TeHaHTa
id Ia string UAeHTUDUKAIMOHHBINA HOMEp MOJIb30BaTes
3anpoc

curl -X 'GET' \

'"https://pgs-
<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/users/<ID>/quota&quota=<QU
OTA> \

-H 'accept: application/json'
-H 'Authorization: <TOKEN>'
rmue.

— <TENANT_ NAME> — HMJ T€HdHTa,
— <ID> — I/I}IeHTI/I(l)I/IKaIlI/IOHHHﬁ HOMep HCKOMOTI'O IT0JIb30BaTeJIsd;

— <QUOTA> — pa3Mep TpedyeMoU KBOTHI B OaiTax.

OtBer

BOBMOHﬂﬂﬂeBapHaHTbIOTBeTOB:

— 200 — Success — YcnenHo. [Ipumep BbiBoA:
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{
"id": "string";
"quota": 0O;
"success": true;
"used bytes": 0;
"username": "string";
}
3.7.11 Nsmenenue craryca AByX()aKTOPHOM aBTOPHU3aI[UH 0JIb30BaTeJIs
MeTon 1 KOHeYHas1 TOYKa
DELETE/tenants/{tenant name}/users/{id}/two_fa_settings
Onucaume
[To3Bounsier ynanuth (crenaTh reset) craTyc AByX(paKTOPHOM aBTOPU3AIlUH TOIb30BaATEISI.
ITapameTps1
[TapameTpsl 11t METO/a YKa3aHbI B Tabiuiie 46.
Tabmura 46 — [lepedyeHb MOCTYMTHBIX MTApaMeTPOB JIJIsl U3MEHeHUs CTaTyca JIBYX(paKTOPHOU
aBTOPU3ALIMHU T10JIb30BATeJIs
HasBanmue O6s3aTeIbHbIN Twun maHHBIX Onucanue
tenant_name Ia string UM TeHaHTa
id na string naeHTUPUKATOP N0JIb30BaTeJIs

3ampoc

curl -X 'DELETE' \

'https://pgs-

<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/users/<ID>/two fa settings

\
-H 'accept: application/json'
-H 'Authorization: <TOKEN>'
rue:

— <TENANT NAME> — MM T€HdHTA,

— <ID> — I/I,I[EHTI/ICl)I/IKaL[I/IOHHHﬁ HOMep MCKOMOTI'O IT0JIb30BaTeJIA.
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OtBer

Boamoxknabie BAPHWAHTHEI OTBETOB:

— 200 — Success — YcnenHo. [Ipumep BbiBoA:

{
"files count": 0O;
"success": true;
"used bytes": 0;
b

3.7.12 IIpocMoTp ynaneHHBIX (aiIoB NOJIb30BaTeIs
MeTon 1 KOHeYHas1 TOYKa

GET/tenants/{tenant_ name}/recover/{user id}
Onmcanue

[Io3BosisieT BBIBECTM CIIMCOK YJaJleHHBIX 3a OIpefleJIeHHBIM BpPEeMeHHOW IIPOMEXYTOK
aityioB mosb3oBaTesl.

IIapameTps1
[TapameTpsl 11t METO/a YKa3aHbI B Tabiuile 47.

Tabmuma 47 — [1epeueHb NOCTYITHBIX TAPaMETPOB /ISl TPOCMOTPA CITMCKA YAaJeHHBIX
(aitioB mosb3oBaTens

HasBanmue O6s3aTeIbHbIN Twun maHHBIX OmnucanHue

MOMEHT BpeMeHU B dopMaTe unix timestamp,
from HET string eCliM TlapaMeTp YKa3aH — TOKa3biBaTh (aiiiml,
HAaYWHAs C JAHHOTO MOMeHTa

MOMEHT BpeMeHH B ¢popMaTe unix timestamp,
to HeT string eCJIM TapaMeTp yKa3aH — I0Ka3blBaTh (aMbI,
3aKaHYMBas JAaHHLIM MOMEHTOM

tenant name JAa StI‘il’lg HMA TeHaHTa

user_id na string W eHTUPUKATOP MOJIb30BaTEeIs
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3anpoc

curl -X 'GET' \

'"https://pgs-
<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/recover/<USER ID>&from=<TI
ME1>&to=<TIME2>

-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

rue:

— <TENANT NAME> — WM TEHAHTAa;

— <USER_ID> — WJIeHTU(UKAIMOHHBI HOMEep UCKOMOTI'0 110JIb30BaTeJIs;

— from=<TIMEl> — BpeMeHHasi Touyka B ¢opmare unix timestamp, obo3Hadarolllas Hadayio
otrbopa $aisios;

— to=<TIME2> — BpeMeHHas Touka B ¢opmaTe unix timestamp, o603Hauaro1ast KoHell 0TOopa

¢aitnos.

OtBer

BOSMOMGHﬂeBapHaHTbIOTBeTOBZ

— 200 — Success — YcremHo. [Ipumep BbIBOIA:

{
"files": [
{
"id": "string",
"name": "string",
"owner id": "string",
"rtime": O
}
]
}
— 400 — User does not belong to current tenant — Ilonp3oBaTens He HaleH B TeKylleM

TeHaHTe. [Ipumep BbIBOJA:
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{
"message": "string"
}
— 404 — Tenant does not exist — TeHaHT He cy1iectByeT. [Ipumep BbIBOJa:
{
"message": "string"
}
3.7.13 BoccraHnoBieHHe yiajieHHBIX (aiijioB MOJIL30BaTeIs
Mertoa u KOHeYHas TOYKa
POST/tenants/{tenant name}/recover/{user id}
Onmcanue
[To3BosisieT BOCCTAaHOBUTD yiajleHHbIe (paniibl T0JIb30BaTesl.
ITapameTpsI
[TapameTpsl 11 MeTo/Ia YKa3aHbI B TabuIle 48.
Tabmura 48 — IlepedeHb OCTYITHBIX TapaMeTPOB JJIsi BOCCTAHOBJIEHUS yIaJIeHHbIX (aljioB
M10JIb30BATeJIs
Haspanue O06s13aTesbHBIN Tun paHHBIX Omnmcanue
' . . HUOeHTUPUKATOPHI alJIOB 1o JJIeXXaImnux
file ids Ia string A ¢ P ¢ At M
- BOCCTAHOBJICHUIO
. . UOeHTUPHUKATOP HOBOI'O BiaJesiblla (B ClIy4dae
new_owner id |HeT string A ¢ P Aemua (8 ciry
- - repeiavyu MpaB)
tenant name na string UMS TeHaHTa
user_id na string VI eHTUPUKATOP NOJIb30BaTeIIs
3anpoc
curl -X 'POST' \

'https://pgs-

<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/recover/<USER ID>&file ids

=<ID1>,<ID2>,<ID3>&new_owner id=<OWNER ID>
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-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

rue:

— <TENANT NAME> — WM TeHAHTAa;

— <USER_ID> — HJIeHTU(UKAIMOHHBIA HOMEep UCKOMOTI'0 I10JIb30BaTeJIs;

— file ids=<ID1>,<ID2>,<ID3> — UJIeHTUPUKATOPBI ¢daiinos, IIOJIeXXAIIUX
BOCCTAHOBJIEHUIO (Yepe3 3allsITyI0);

— new owner id=<OWNER ID> — HJAEHTH(UKATOP HOBOrO Biajeblla (B Ciy4ae Ieperadu

¢daitnoB

OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOBZ

— 200 — Success — YcnenHo. [Ipumep BriBoJa:

"ids": [
0
]
}
— 400 — File or user do not belong to current tenant — ®atin uim noib30BaTelb He Hal[IeHbl B
TekylileM TeHaHTe. [Iprmep BrIBOAA:
{
"message": "string"
}
— 404 — Tenant not found — TenanT He HaiizieH. [Ipumep BriBOJA:
{
"message": "string"
}
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3.7.14 OxoHuaTenbHO YAAIHUTH (aiilabl I0IH30BaATENS
MeTton 1 KOHeYHasi TOYKa

DELETE/tenants/{tenant name}/recover/{user id}
Onucanue

[To3BoMnsIeT OKOHYATEIHHO YAAJIUTDb q)aﬁﬂbl I10JIb30BATeIA (I/IS KOpBI/IHbI).

IIapameTps1
[TapametpsI 11t METO/Ia YKa3aHbI B Tabiuile 49.

Tabmura 49 — [lepedyeHb JOCTYITHBIX ITApaMeTPOB JIJIsl OKOHYATEJILHOTO y/ianeHus GpaiyioB
[1OJIL30BaTesId

HasBanmue O0s3aTesbHbIH Tun ma"HHbIX Omnucanue

o . HAeHTUPHUKATOPHI alJIoB  MOJJIeXKallux
file_ids na string A ¢ P ¢ a1 m
- OKOHYaTeJbHOMY yJaJIeHUIO

tenant name na string UM TEeHaHTa

user_id na string HUIeHTUPUKATOP MOJIb30BaTe s

3anpoc

curl -X 'DELETE"' \
'"https://pgs-

<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/recover/<USER ID>&file ids
=<ID1>,<ID2>,<ID3>

-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

rue:

— <TENANT NAME> — HMJ T€HAHTa,
— <USER ID> — I/II[eHTI/ICl)I/IKaHI/IOHHHﬁ HOMep MCKOMOTI'O IT0JIb30BaTeJIsd;

— file ids=<ID1>,<ID2>,<ID3> — UJeHTUPUKATOPbI ¢arinos, IIO/ITIeXKaIMX

OKOHYaTeJIbHOMY y/laJieH!Io (depe3 3amsTylo).
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OtBer

BOSMOXGHﬂEBapHaHTbIOTBETOBZ

— 200 — Success — YcremHo. [Ipumep BbIBOIA:

{
"message": "string"
}
— 400 — File or user do not belong to current tenant — ®aiin WK 10IL30BATEb HE HAIEeHbI B
TekyIeM TeHaHTe. [IpuMep BbIBOfA:
{
"message": "string"
}
— 404 — Tenant not found — TenanT He HaiineH. [Ipumep BbIBOJA:
{
"message": "string"
}

3.8 Pabora c rpynnamu noJin3oBaresiei
3.8.1 Ilepeuens rpynm nmoJib3oBaTesiei
Meroa u KOHeYHas1 TOYKa
GET/tenants/{tenant_name}/groups
Omucanue

3arpoc repeyHsi CyleCTBYIOMKX TPYyIII.

ITapameTpsI
[Tapametpe! 11 MeToa yKa3aHb! B Tabnuie 50.

Tabnuma 50 — [lepedenn mapamMeTpoB it BRIBOZA CITMCKA TPYIII MOJIb30BaTesen

HasBanmue O0bs3aTebHbIH Tun maHHBIX Omnucanue

MOMCKOBBIN 3anpoc. Ecimm aToT mapametp
YCTAHOBJIEH, TO TIOUCK OCYIIECTBIISIeTCS B
query HeT string COOTBETCTBUU CO 3HaYeHueM. Ecmm
napaMeTp He YCTaHOBJIEH, BBIBOJIATCS
MOJIHBINA CITUCOK BCEX TPYTII
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Haspanue O06s13aTesbHBIN Tun paHHBIX Omnmcanue
limit HeT string OrpaHUYeHHs MOUCKa
. IapaMeTp HaCTPOMNKH BbIauu
offset HeT string P P P A
pe3yJbTaTOB IIOKCKA
. . nepeveHb 3allpeTOB Ha 3arpy3Ky ¢aiijios
with_ctypes HeT string P p pysKy ¢
- OIIpefieJIeHHBbIX THUIOB JJISl TPYIIIIBL
exact na string TOYHBIN IOUCKOBBIHM 3aIIPOC
tenant_name Ia string UM TeHaHTa
3anpoc
curl -X 'GET' \

'https://pgs-<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/groups-?

query=<QUERY>&1imit=<LIMIT>&offset=<OFFSET>&with ctypes=<WITH CTYPES>&exact=<EXA

CT>" \

-H 'accept:

-H 'Authorization:

rue:

— <TENANT NAME> — UMs TeHaHTa;
— <QUERY> — IIOMCKOBBIN 3al1poc;

— <LIMIT> — OIrpaHH4YeHHd IIOKCKa

application/json'

<TOKEN>"

— <OFFSET> — IIapaMeTp HaCTPOMKHU BbIJIa4M pe3yJIbTaTOB I10MCKa;

— <WITH CTYPES> — BOSMOMUHOCH)pa6OTbIC ¢aﬁHHMH B COOTBETCTBHUU C IIpdaBHUJIaMH JIs

olipeniej;ieHHbIX MeJUdTUIIOB;

— <EXACT> — TOYHbIX [IOMCKOBBIX 3aIIPOC.

OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOBZ

— 200 — Success — YcrnemHo. [Ipumep BbIBOjIA:

{
"groups": [

{
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"ctypes": [
{
"grouped ctype": "string",

"prohibited": true

}
1
"id": 0,
"name": "string",
"subgroups": [
{
"id": 0,
"name": "string"
}
1
"users": [
{
"first name": "string",
"id": "string",
"last name": "string",
"middle name": "string",
"username": "string"
}
]
}
]
}
— 400 — File or user do not belong to current tenant — ®aiin WK 1MoOJIL30BATEb HE HAIeHbI B
Teky1iem TeHaHTe. [[prumep BhIBOAA:
{
"message": "string"
}
— 404 — Tenant not found — TenanT He HaiieH. [Ipumep BbIBOJA:
{
"message": "string"
}
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3.8.2 Co3maHue HOBO¥ rpyIIbI MOJIb30BaTeJIeH
Meton 1 KOHeYHas TOYKaA
POST/tenants/{tenant_name}/groups

Onucanue

Co3maTh HOBYIO TPYIIITY MOJIb30BaTEei.
IIapameTps1

[TapameTpsl [y1s1 MeTofla yka3aHbl B Tabmuiie 51.

Tabmuna 51 — IlepedeHb TOCTYNIHBIX TAPaMeTPOB ISl CO3AHUSI TPYIII

Haspanue O0s3aTesbHBIN Tun paHHBIX Omnwucanue
name na string HMMS$I HOBOU TPYTIIbI
. nepeydeHb WeHTU(PUKAIMOHHBIX HOMEPOB
users HeT string N
0JIb30BaTeel 100aBisieMbIX B IPYIITY
tenant name Ia string YMs TeHaHTa
3anpoc

curl -X 'POST' \

'https://pgs-<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/groups?

name=<NEW GROUP_ NAME>&users=<USER ID>"'
-H 'accept: application/json'

-H 'Authorization: <TOKEN>

rue:

— <TENANT NAME> — WM Te€HaHTa,

— <NEW GROUP NAME> — HMs HOBOU T'DYIIIIbI;

— <USER_ID> — WJIeHTUUKAIMOHHbIe HOMepa 0Jib30BaTeell JoOaBJisieMbIX B TPYIITY.

OtBer

BOSMOXGHﬂEBapHaHTbIOTBETOBZ

— 200 — Success — YcremHo. [Ipumep BbIBOIA:
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{
"groups": [
{
"ctypes": [
{
"grouped ctype": "string",
"prohibited": true
}
1
"id": 0O,
"name": "string",
"subgroups": [
{
"id": 0O,
"name": "string"
}
1
"users": [
{
"first name": "string",
"id": "string",
"last name": "string",
"middle name": "string"
"username": "string"
}
]
}
]
}
— 404 — Tenant not found — TenanT He HaiijeH. [Ipumep BrIBOIA:
{
"message": "string"
}

— 409 — Group with such name already exists — ['pymma ¢ TakuM UMeHeM yke CYyIIeCTBYeT.

[Tpumep BrIBOJA:
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{
"message": "string"
}
3.8.3 Urenue nndopmaiiuu o rpynime
MeTon 1 KOHeYHas1 TOYKa
GET/tenants/{tenant name}/groups/{group id}
Omicanue
3anpoc yCTaHOBJIEHHBIX 3HAYEeHUM ITapaMeTpOB TPYIIIL.
ITapameTps1
[TapameTpsl [i1s1 MeTOla YKa3aHbI B Tabmulie 52.
Tabmuma 52 — IlepedeHb TOCTYMHBIX TapaMeTPOB ISl YTeHUsI UHGOPMAIIUHU O TPYIIe
Hazsanue O6s3aTenbHbIN Tun gasHHBIX OnucaHue
with_ctypes et siring mepevyeHb 3alpeToB Ha 3arpysky ¢aiyios
OTIpe/IeJIeHHBIX TUIIOB JJIsl TPYIIIIbI
tenant name na string MM TeHaHTa
group_id Ia string WIeHTUPUKATIMOHHBIA HOMEP TPYIIITbI

3anpoc

curl -X 'GET' \

'https://pgs-
<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/groups/<GROUP ID>?
with ctypes=<WITH CTYPES>' \

-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

rae:

— <TENANT NAME> — UM TEHaHTa;
— <GROUP_ID> — UM HOBOM I'PYIIIIEL;

<WITH CTYPES> — BOBMOMGHOCH)pa6OTbIC ¢aﬁHaMH B COOTBETCTBHUU C IIpaBHUJIaMH JIsd

oripenejieHHbIX MeJHUaTUIIOB.
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OtBer

BO3MOMﬂﬂﬂeBapHaHTbIOTBeTOB:

— 200 — Success — YcnenHo. [Ipumep BbiBoA:

{
"groups": [
{
"ctypes": [
{
"grouped ctype": "string",
"prohibited": true
}
1
"id": 0O,
"name": "string",
"subgroups": [
{
"id": 0O,
"name": "string"
}
1
"users": [
{
"first name": "string",
"id": "string",
"last name": "string",
"middle name": "string",
"username": "string"
}
]
}
]
}

— 404 — Tenant not found — TenanT He HaiijieH. [Ipumep BrIBOIA:
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{
"message": "string"
}
3.8.4 I3MmeHeHHne HMeHH IPyIIIbI
MeTon 1 KOHeYHas1 TOYKa
PUT/tenants/{tenant name}/groups/{group id}
Omicanue
OTrpasisier 0OHOBJIEHHE 3HaYeHU I ITapaMeTpPOB I'PYIIIHI.
ITapameTps1
[TapameTpsl [i1s1 MeTOa YKa3aHbI B Tabmulie 53.
Tabnuna 53 — [lepeyeHb OCTYIHBIX [1apaMeTpPOB /ISl [IeperMeHOBAaHUS TPYIIIIBI
HazBanue O6s3aTenbHbIN Tun gaHHBIX Omnmcanue
new_name HeT Stl"il’lg HOBO€ UM4 I'DYIIIbI
tenant name na string UM TeHaHTa
group_id hi:| string WIeHTUPUKATTMOHHBIA HOMEep TPYIIITbI
3anpoc

curl -X 'POST' \
'https://pgs-

<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/groups/<GROUP ID>?

new name=<NEW NAME>'
-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

rae:

— <TENANT NAME> — UM TEHaHTa;
— <GROUP_ID> — UM HOBOM I'PYIIIIEL;

<WITH CTYPES> — BOBMOMGHOCH)pa6OTbIC ¢aﬁHaMH B COOTBETCTBHUMU C IIpaBHUJIaMH JIsd

oripenejieHHbIX MeJHUaTUIIOB.
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OtBer

BOSMOMGHﬂeBapHaHTbIOTBeTOBZ

— 200 — Success — YcremHo. [Ipumep BbIBOIA:

{
"groups": [
{
"ctypes": [
{
"grouped ctype": "string",
"prohibited": true
}
1y
"id": 0O,
"name": "string",
"subgroups": [
{
"id": 0O,
"name": "string"
}
1y
"users": [
{
"first name": "string",
"id": "string",
"last name": "string",
"middle name": "string",
"username": "string"
}
]
}
]
}

— 404 — Tenant not found — TenanT He HaiineH. [Ipumep BriBOIA:
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{
"message": "string"
b
— 409 — Group with such name already exists — ['pynmna c TakuM UMeHeM yKe CYIeCTBYeT.
[Ipumep BBIBOAA:
{
"message": "string"
b
3.8.5 Y manenue rpynmsl
MeTton 1 KOHeYHasi TOYKa
DELETE/tenants/{tenant name}/groups/{group id}
Omicanue
Ynanser 3aiaHHyIO0 TPyIIYy.
IIapameTps1
[Tapametpsl 11t METO/Ia YKa3aHbI B TabJvIle 54.
Tabmura 54 — [lepedeHb NOCTYIHBIX TApaMeTPOB 7Sl YAAJIeHUs TPYIIIbI
Ha3zBanue O6s13aTeNbHBIN Tun gaHHBIX Omnmcanue
tenant name na string MM TeHaHTa
group_id hit:) string UIeHTUPUKAITUOHHBIM HOMep TPYIIITbI
3anpoc

curl -X 'DELETE' \

'https://pgs-

<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/groups/<GROUP ID>"'

-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

rae:

— <TENANT NAME> — HMJ T€HaAHTa,

— <GROUP_ID> — UM yIaJIIeMOH I'PYIIIIEL.
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OtBer

BO3MOHﬂﬂﬂeBapHaHTbIOTBeTOB:

— 200 — Success — YcnenHo. [Ipumep BbiBoA:

"message": "string"

— 404 — Tenant not found — TenanT He HaiizeH. [Ipumep BrIBOIA:

"message": "string"

3.8.6 [TobaBieHHe MOJIL30BaTEISI B IPYIITY

METOI[ H KOHEeYHad TOYKaA

POST/tenants/{tenant_name}/groups/{group id}/users

Ommucanme

HO63BJ’IHET IMOJIb30BATeJIA B 3dIdHHYIO I'DYIIILY.

ITapameTps1

[Tapametpsl 11 MeTO/a yKa3aHbl B Tabinuiie 55.

Tabmuma 55 — IlepedeHb TOCTYIMHBIX TapaMeTPOB yist 10OaBIIEeHUs TTOIb30BATENS B TPYIIITY

HasBanue O06s13aTesbHBIN Tun 1aHHbIX Omnwucanue
users HeT string nepedeHb N00aBisIeMbIX II0JIb30BaTesen
tenant_name Ia string UM TeHaHTa
group_id na string W eHTU(UKAIIMOHHBIM HOMep T'PYIIIbI
3ampoc

curl -X 'POST' \

'https://pgs-

<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/groups/<GROUP ID>/users?

users=<USER>"

\
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-H 'accept: application/json'

-H 'Authorization: <TOKEN>

rue:

— <TENANT NAME> — WM TeHAHTAa;
— <GROUP_ID> — HMS IPYIIIIHI;

- <USER>-——HO6&BHH€MBﬁiHOHBBOBaTeHh

OtBer

BOBMOMGHﬂEBapHaHTbIOTBeTOBZ

— 200 — Success — YcremHo. [Ipumep BbIBOIA:

"message": "string"
}

— 400 — One of the following parameters is required: username, id. Or user with such
id/username does not exist — Tpebyercs OAWH U3 ClelylOIMX I[1apamMeTpoB: UMs
nosb3oBaress, id. My momp3oBaTesb C TaKUM WIeHTUHUKATOPOM/UMEHeM I10JIb30BaTeis He
cymectByeT. [Ipumep BbIBOIA:

{
"message": "string"
}
— 404 — Tenant not found — TenanT He HaiineH. [Ipumep BbIBOJA:
{
"message": "string"
}

3.8.7 Y nanenue nosn3oBareisi U3 rpynmbl

Meroa 1 KOHe4YHas1 TOYKa
DELETE/tenants/{tenant name}/groups/{group_id}/users
Onmcanue

Vnansier mosib3oBaresisi U3 TPYIIIIH.
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ITapameTpsI
[Tapametpsl 11 MeTOa yKa3aHb!l B Tabinuiie 56.

Tabnuma 56 — [lepedeHb JOCTYITHBIX ITApaMeTPOB IS yIaJieHUs IT0JIb30BaTeJIsl U3 IPYIIIIbI

HasBanmue O6s3aTebHbIH Twun maHHBIX OmnucanHue
users HeT string nepevdeHb 700aBIsIeMbIX M0JIb30BaTeNen
HasBanue O0s3aTeIbHbIN Tun ma"HHbIX Onucanue
tenant name Ia string MM TeHaHTa
group_id na string HUIeHTUDUKAITMOHHBIA HOMep TPYIIIbI
3anpoc

curl -X 'DELETE' \

'"https://pgs-
<ENV>.<DEFAULT_DOMAIN>/adminapi/tenants/<TENANT_NAME>/groups/<GROUP_ID>/users?
users=<USER>" \

-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

rue:

— <TENANT NAME> — WMs TeHaHTa;
— <GROUP_ID> — WMS IPYIIIbI;

- <USER>'—-YHaﬂﬂeMbﬁiHOHBSOBaTeHh

OtBer

BOBMOHGHJEBapHaHTLIOTBETOBZ

— 200 — Success — YcrnemHo. [Ipumep BbiBOJIA:

"message": "string"

— 400 — User is not a group member — [lonp30Barens He BXOAUT B rpymnmy. [Ipumep BbIBofa:
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{
"message": "string"
b
— 404 — Tenant, user or group not found — TenaHT, MonB30BaTeNb WM TPYIIa He HAWJEH.
[Ipumep BBIBOAA:
{
"message": "string"
}
3.8.8 Iosryyenue cnvicKa OATPYIII
Meton 1 KOHeYHas TOYKaA
GET/tenants/{tenant name}/groups/{group id}/groups
Onucanue
BrIBOUT CIMCOK MOATPYIN B UCKOMOM T'pyIIIIe.
IIapameTps1
[TapameTpsl [ MeToja YKa3aHbl B Tabiuile 57.
Tabmuna 57 — IlepedeHb TOCTYNIHBIX TAPaMeTPOB ISl [IOJTy4YeHUsl CIIMCKa TOATPYII
Ha3zBanue O06s3aTeTbHBIHA Tun maHHBIX Omucanwe
. . BBIBO IIOATPYIIII C IIpaBUJIaMH JIA
with_ctypes HeT string A Py p A
- MeOqUuaTUIIOB
tenant name na string UMS TeHaHTa
group_id Ia string VI eHTUPUKAIIMOHHBINA HOMep TPYIIILL

3anpoc

curl -X 'GET' \

'https://pgs-
<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/groups/<GROUP_ ID>/groups?
with ctypes=<WITH CTYPES>' \

-H 'accept: application/json'

-H 'Authorization: <TOKEN>'
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rue:

— <TENANT NAME> — UM TeHAHTa;
— <GROUP_ID> — HMS IPYIIIHI;

— <WITH CTYPES> — IIpaBWJia U1 MeINAaTUIIOB.

OtBer

BOBMOXGHﬂeBapHaHTbIOTBETOBZ

— 200 — Success — YcremHo. [Ipumep BbIBOjIA:

"ctypes": [
{
"grouped ctype": "string",
"prohibited": true
}
1y
"id": 0O,
"name": "string",
"subgroups": [
{
"id": 0O,
"name": "string"
}
1y
"users": [
{
"first name": "string",
"id": "string",
"last name": "string",
"middle name": "string",

"username": "string"

— 404 — Tenant not found — TenanT He HaiigeH. [Ipumep BbIBOJA:
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"message":

"string"

3.8.9 [lobaBiieHHe morpynimel

MeTon 1 KOHeYHas1 TOYKa

POST/tenants/{tenant_name}/groups/{group _id}/groups

Omnucanue

JlobaBiieHre NOATPYIIIIBL B TPYIITY.

ITapameTps1

[TapameTpsl [i1s1 MeTOa YKa3aHbI B Tabmulie 58.

Tabnuna 58 — [lepedyeHb OCTYIIHBIX TapaMeTPOB IS J0OaBJIeHU s IO/ PYIIIIbI

Ha3ssanue O06s3aTeIbHbIN Tun paHHBIX Omnucanue
subgroup name |ga string MM CO3/TaBaeMOM MOJTPYIIIIBI
. MMeHa T0JIb30BaTejiel, KOTOPhIX TpebyeTcs
users HeT string
00aBUThH B IIOJPYIIITY
tenant name na string UM TeHaHTa
. . UAeHTUDUKAIIMOHHBINM HOMep TPYIIILL, B
group_id na string A (P 1 P Ipy
- KOTOPOU CO3[1aeTcs NOATPYIa
3anpoc
curl -X '"POST' \

'"https://pgs-

<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/groups/<GROUP ID>/groups-?

subgroup name=<SUBGROUP NAME>&users=<USER1>,<USER2>"' \

-H 'accept:

-H 'Authorization:

application/json'

<TOKEN>"
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rue:

— <TENANT NAME> — UM TeHAHTa;

— <GROUP_ID> — HJIeHTU(UKATOP TPYIIIILI;

— <SUBGROUP_ NAME> — IIpaBHUJIa Ji/Isl MeJUaTUIIOB;

— users=<USER1>, <USER2> — HMeHa JJ00aBJIsieMbIX B TIOJICPYIIITY MOJIb30BaTesei.

OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOB:

— 200 — Success — YcnemHo. [Ipumep BbiBoa:

"ctypes": [
{
"grouped ctype": "string",
"prohibited": true
}
15
"id": 0O,
"name": "string",
"subgroups": [
{
"id": 0O,
"name": "string"
}
15
"users": [
{
"first name": "string",
"id": "string",
"last name": "string",
"middle name": "string",

"username": "string"

— 404 — Tenant not found — TenanT He HaiizieH. [Ipumep BrIBOJA:

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOTHUHW», 2013-2024 113



MonOdounc

{
"message": "string"
b
— 409 — Failed to create subgroup — HeBo3mMoHO cO371aTh MOATPYIITY, CKOpee BCero, UMs
ye 3aHsTO0. [IprMep BbiBOIA:
{
"message": "string"
}
3.9 PaboTa ¢ my0IMIHBIMH CCHLIKAMH
3.9.1 Ilosryyenue cnucka MyOJTHYIHBIX CCHLIIOK
Mertop 1 KOHeYHas TOYKa
GET/tenants/{tenant name}/public_links
Onmucanue
BosBpainaer crivcok my0iIdYHbIX CChUIOK B TEHAHTe.
ITapameTps1
[Tapamertpsl [1s1 MeTOa YKa3aHbl B Tabmuie 59.
Tabmuna 59 — [lepedeHb OCTYIHBIX ITApaMeTPOB IS ITOJTy4YeHUs CIIMCKa [TyOIMYHbIX
CCBUJIOK TeHaHTa
Ha3Banmue O6s3aTe ILHBIN Tun JaHHBIX Onucanmue
. napaMeTp HAaCTPOMKHU BbIJAYH pe3yIbTaTOB
offset HeT string P P P 4 pesy
MIOMCKa
limit HeT string OTpaHUYeHUs MOUCKa
sort_by HeT string COpPTHPOBATH 110 ITapaMeTpaM
asc HeT string NOPSAOK COPTUPOBKU Pe3yJbTaTOB Bbla4u
tenant_name na string UMl TEHaHTa
3anpoc
curl -X 'GET' \
'"https://pgs-
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<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/public links?

offset=<OFFSET>&1imit=<LIMIT>&sort by=<SORT BY>&asc=<ASC>

-H

'accept: application/json'

-H 'Authorization: <TOKEN>'

{

rue:

<TENANT NAME> — WM TeHAHTa;

<OFFSET> — I1apaMeTp HaCTPOMKH BbIIAaYM Pe3yJIbTaToOB IIOMCKA;
<LIMIT> — OrpPaHHUYEeHUSsl [IOMCKa;

<SORT_BY> — COpPTMPOBKa II0 I1apaMeTpaM;

<ASC> — COPTHPOBKA Pe3yJIbTaTOB MTOMCKa.

OtBer

BOBMOMGHﬂeBapHaHTbIOTBeTOBZ

200 — Success — YcnemHo. [Ipumep BrIBOAA:

"count": 0,{

"public links": [

"end time": O,
"first name": "string",
"is password": true,
"key": O,
"last name": "string",
"object name": "string",
"object type": "string",
"owner id": "string",
"start time": "string",
"status": "string",
"type": "string",

}
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3.9.2 BiiokupoBKa U pa30JIOKMPOBKA IO THIHON CCHIJIKH

Meton 1 KOHeYHas TOYKaA

PUT/tenants/{tenant name}/public_links/{link key}

Onucanue

[To3BonsieT 3a6510KUPOBATH U pa30JIOKUPOBATH YKa3aHHYIO MyOIUYHYIO CCBUIKY.
IIapameTps1

[TapameTpsl [y1s1 MeTo/la YKa3aHbl B Tabmuiie 60.

Tabmuna 60 — Ilepedenb TOCTYNIHBIX TapaMeTPOB IS OJIOKMPOBKU U Pa30JIOKUPOBKU
MyOIUYHOU CCHUIKU

Ha3zpanue Ob6s13aTenbHbIN Tun paHHbBIX Omnucanue
. 3a06JI0KMpOBaTh / pa3bI0KUPOBATh
enabled HeT string P P P
My OJIMYHYIO CCBUIKY
tenant name na string VMsl TeHaHTa
ueHTUUKATOp (KIFOY) CCHUTKU, MOXKET
link key na string 0bITh osTy4deH metonom GET u3
MpeIbIIYIIero pasziena
3anpoc

curl -X 'PUT' \

'"https://pgs-

<ENV>

.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/public links/<LINK KEY>?

enabled=<ENABLED>

-H

-H

'accept: application/json'

'"Authorization: <TOKEN>'

rue:

<TENANT NAME> — MM TEHaHTa;

<LINK KEY> — 3HaueHHe uaeHTHuHKaTOpa (K/Ir04Ya) CChUIKH, IapaMeTpa key, MOTY4YeHHOTO
metoioM GET u3 npeapbinyiero passena;

enabled=<ENABLED> — eCJId IIapaMeTp YyKa3aH, TO CCbIJIKa OyaeT pa3biokvpoBaHa (true)

WM 3abJ10KMpoBaHa (false).
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OtBer

BOSMOXGHﬂEBapHaHTbIOTBETOBZ

— 200 — Success — YcremHo. [Ipumep BbIBOIA:

— 404 — Tenant not found — TenanT He HaiineH. [Ipumep BriBO/IA:

{

"message": "string"
}
{

"message": "string"
3

3.9.3 Y nanenue my0THIHOMN CCHLIIKH

MeToa 1 KOHeYHas TOYKa

DELETE/tenants/{tenant name}/public_links

Onucanue

[To3BosisieT ymanuTh YKa3aHHYH NyOIMYHYIO CCBUIKY WA BCe IyOJIMYHBIE CCBUIKU

YKA3dHHOI'O I10JIb30BaTeJIs.

ITapameTps1

[TapameTpsl Jiy1s1 MeTo/la YKa3aHbl B Tabmuiie 61.

Tabmura 61 — [lepedeHb TOCTYITHBIX ITApaMeTPOB IS yIaJieHUs! Ty OTMIHOM CChIUIKU

HazsBanue O0g3aTeIbHbIN Tun maHHBIX Omnucanue
B 3aBUCHMOCTHU OT 3Ha4YeHUs — KIII0Y
. CCBUIKYA WM UIeHTUUKATOP MOJTb30BaTess
query HeT string
— yIasieT yKa3aHHYIO CChUIKY WM BCe
CCBUIKH I10JIb30BaTeJIsI COOTBETCTBEHHO
tenant_name Ia string UM TeHaHTa
3anpoc

curl -X 'DELETE' \

'"https://pgs-

<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/public links?query=<QUERY>
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-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

rue:

— <TENANT NAME> — WM TeHAHTAa;

— query=<QUERY> — €CJIM MapaMeTp YyKa3aH KaK WAeHTU(UKATOP CCbUIKU (key), TO
nybmuyHas ccbulka OyneT yjAajgeHa, ecjid IlapaMeTp YyKa3aH Kak HJeHTHU(UKATop
nosib3oBaressi (owner id), TO BCe MyOJIMYHBIe CCHUIKM yKa3aHHOI'O IOJIb30BaTessi OyAyT

YAdJIEHBI.

OtBer

BOBMOHﬂﬂﬂeBapHaHTbIOTBeTOB:

— 200 — Success — YcnenHo. [Ipumep BbiBoa:

"message": "string"
}
— 404 — Tenant not found — TenanT He HaiijeH. [Ipumep BrIBOIA:
{
"message": "string"
}

3.9.4 NzameneHne HaCTPOEK IMyOJIMYHBIX CCHIJIOK B TEHAHTE
Meron u KOHeYHas TOYKa

PUT/tenants/{tenant name}/public_link settings

Omucanue

[To3BosiseT U3MEHUTh HACTPOMUKU MyOIMYHBIX CCHIIOK B TEHAHTE.
IIapameTtps1

[TapameTpsl [iy1s1 MeTO/la YKa3aHbl B Tabmuiie 62.
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Tabnuna 62 — [IepedeHb OCTYITHBIX ITapaMeTPOB 711 U3MeHeHM sl HaCTpoeK IyOIMYHbIX
CCBIJIOK TeHaHTa

. Tun
Ha3zsanue O06s3aTeILHbIH OmnucaHue
JTAaHHBIX
L . . rnapaMeTp AJi1 HaCTPOMKU Iy OJIMUHBIX
public_link settings HeT string P pa p Y
- = CCBIJIOK
tenant name na string UM TeHaHTa

3ampoc

curl -X 'PUT' \

'https://pgs-<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>"' \

-d public link settings='{"public link access time without password": O,
"public link corp folders enabled": true, "public link enabled": true,
"public link password required": true, "public link threshold attempts number":

0}’
-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

rue:

— <TENANT NAME> — WM T€HdHT4,
— public link settings — HaCTpOfIKPI JJIs1 pa6OTbI C HY6JII/I‘IHI>IMI/I CCBhIJIKAMH B TE€HAHTe.
— “public link enabled": true — pa3pellldTb CO3[laHMe MyOJIMYHBIX CChUIOK;
BO3MOJXHBIe 3HAYeHHUS true WM false, IIO YMOJTYAaHHUIO true (BKJ’II—O‘{eHO);
— “public link corp folders enabled": true — pa3pelIUTb MIyOJIUYHbIE
CCBLJIKH IJIs1 06H_II/IX IMaIIOK 1 UX COOEepKMMOI'0; BO3BMOXXHEBIE 3HAYeHU S true UIIA
false, [10 YMOJIYAHHUIO true (BKJIIOYEHO);
— ‘"public link password required": true — BKJ/IIOYUTH 3alIUTY I1apojieM IJId

BCeX CCBIIIOK;

— "public link access_ time without password": 0 — IPOOOJIKHTEJIBHOCTb
JOCTYIIa II0CJIe BBOJa I1apoJIsd;

— "public link threshold attempts number": 0 — KOJHWYeCTBO JOITYCTUMBIX

HEeyJdYHbIX ITOIIBITOK BBOMd I1apPOJI.
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OtBer

BOBMOMGHﬂEBapHaHTbIOTBeTOBZ

— 200 — Success — YcremHo. [Ipumep BbIBOIA:

{

"id": "string",

"name": "string",

"public link settings": {
"public link access time without password": O,
"public link corp folders enabled": true,
"public link enabled": true,
"public link password required": true,

"public link threshold attempts number": O

}
}
— 401 — Auth header is not provided or token is invalid — He yka3zan nmapameTrp aBTOpHU3aniuu
WJTM HeKOPPEeKTHBIN ToKeH. [IpuMep BeIBOA:
{
"message": "string"
}
— 404 — Tenant not found — TenanT He HaiineH. [Ipumep BbIBOA:
{
"message": "string"
b

3.10 PaboTa c ki1rouamu A0CTyna

3.10.1 ITosyuenue criMcKa KJIlo4ei 0CTyIIa B TEHAHTe
Merton u KoHeYHas TOYKa

GET/tenants/{tenant name}/domains/{domain}/promo_codes
Onmcanue

[To3BossieT MOMy4YUTh CIIMCOK KJIFOYeM JI0CTyIa, CreHepUpPOBAHHBIX B yKa3aHHOM JIOMeHe
TeHaHTa.

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOTHUHW», 2013-2024 120



MonOdounc

ITapameTpb1
[Tapametpsl 11 MeTOa yKa3aHbl B Tabinuiie 63.

Tabnuma 63 — [lepedeHb TOCTYITHBIX ITApaMeTPOB IS TTOTYyYeHUs CITMCKa KJTIoUed JTOCTyIia

Hassauue O0s3aTeIbHbII Tun gaHHbIX Omnucanue

aZIMUH TeHaHTa, [IPU yKa3aHUu OyIyT
creator HeT string BO3BpallleHbl TOJBKO CO3/JaHHbIe UM KITIOYU
JOCTyTa

IIOKAd3aThb TOJIbKO KJIFOYX OOCTYIIA C

status HeT string
YKa3aHHBIM CTaTyCOM
tenant name na string UM TeHaHTa
. . OMeH, B KOTOPOM CreHepUpOBaHbl KIIIOYU
domain na string A : p pHp
JOCTyTa
3anpoc

curl -X 'GET' \

'https://pgs-
<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/domains/<DOMAIN>/promo cod
es?creator=<CREATOR NAME>&status=<STATUS>

-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

rae:

— <TENANT NAME> — HMJ T€HaAHTa,
— <DOMAIN> — JIOMEH, B KOTOPOM BbIdHEI KJIIOYH JJOCTYIIA,;
— <CREATOR NAME> — OrpaHMYeHHe BbIBO/id 10 YKa3aHHOMY CO31aTeJIt0 KJII0uen HOOCTYyIId;

— <STATUS> — OrpaHHMYeHue BbIBOJIa [10 CTATyCy KJIl0uel JOCTyIia.

OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOBZ

— 200 — Success — YcrnemHo. [Ipumep BbIBOjIA:

{

"promo codes": [
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"string",

]

}
3.10.2 Co3ganue KiI04a JOCTYIIa B TEHAHTe
MeTon 1 KOHeYHas1 TOYKa
POST/tenants/{tenant_name}/domains/{domain}/promo_codes
Omicanue
[To3BoJiseT co31aTh KIIIOY AOCTYIIA B YKa3aHHOM JJOMeHe TeHaHTa.
ITapameTpsI
[TapameTpsl 11t METO/a YKa3aHbI B Tabiuile 64.
Tabmuma 64 — [lepedyeHb OCTYMMHBIX TAPAMeTPOB JIJIsl CO3[IAHUS KJTF0YA JOCTyTa
HazBanue O06s13aTeIbHBII Tun gaHHbBIX OnucaHue
count i:| string KOJIMYeCTBO CO3/]aBaeMbIX KJIIOUel JJOCTyIIa
lifespan HeT string )IJII/ITeJIubHOCTb IeWCTBUSA CO3IaBaeMbIX
KITI0YeH JI0CTyTa
suing | {bopnen ot crnepuposans e
tenant name a string UMS TeHaHTa
dormain 1 string JIOMEH, B KOTOPOM CTeHepPUPOBaHbI KIIIOYH
JIocTyna

3ampoc

curl -X 'POST' \

'"https://pgs-
<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/domains/<DOMAIN>/promo_ cod
es' \

-d promo codes='{"count": <COUNT>, "lifespan": <LIFESPAN>, "output":
<OUTPUT>}"'

-H 'accept: application/json'

-H 'Authorization: <TOKEN>'
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rue:

— <TENANT NAME> — MM T€HdHTA,

— <DOMAIN> — JOOMEH, B KOTOPOM BbIJJdHbI KJIIOYX JOCTYIIA,

— <COUNT> — KOJIMYeCTBO BbIJJaBaeMbIX KJIFOUeH JJOCTYIIa;

— <LIFESPAN> — JJINTEJIbHOCTb eV CTBUS BbIJABAEMbIX KIIIOUYEM HAOCTYyIIa;

— <OUTPUT> — ¢opMar BBIBOJIA CreHEepUPOBAHHBIX KJIOYed JIOCTyIa: json WM file, 1o

YMOIYaHHUIO json.

OtBer

BoamoxxabIe BdpPHUAHTHI OTBETOB:

— 200 — Success — YcnenHo. [Ipumep BbiBoa:

{

"promo_codes":

"string"

]

3.10.3 Y nanenue kjaio4a I0CTyna B TeHaHTe

MeToa 1 KOHeYHas: TOYKa

[

’

DELETE/tenants/{tenant name}/domains/{domain}/promo_codes/{promo_code}

Onucanme

[To3BosieT yianuTh yKa3aHHBINM KIII0Y JJOCTYTIA.

IIapameTps1

[Tapametprl [y1s MeToja yKa3aHb! B Tabinuiie 65.

Tabmuna 65 — IlepeyeHb JOCTYITHBIX [TapaMeTPOB ISl yAalleHUs KJlto4a JI0CTyIa

HasBanmue O0bg3aTeIbHbIN Twun maHHBIX Omnucanue
promo_code a string KJTFOY JTOCTYTIA, MOJIeXaIluid yaale A0
tenant name na string HMMs TeHaHTa
. . OMeH, B KOTOPOM CreHepHUpOBaHbl KIIFOUH
domain na string A p pHp

AOCTYyIIa
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3anpoc

curl -X 'POST' \

'"https://pgs-
<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/domains/<DOMAIN>/promo cod
es' \

-d promo codes='{"count": <COUNT>, "lifespan": <LIFESPAN>, "output":
<OUTPUT>}"

-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

rae:

— <TENANT NAME> — HMJ T€HaAHTa,
— <DOMAIN> — JIOMEH, B KOTOPOM BbIdHEI KJIIOYH JJOCTYIIA,;

— <PROMO_CODE> — y/laJIsIeMbl{ KJIFOY JIOCTYTIA.

OtBer

BOBMOXGHJEBapHaHTbIOTBETOBZ

— 200 — Success — YcrnemHo. [Ipumep BbiBOJA:

{
"promo_codes": [
"string",

]

}
— 404 — Tenant not found — TenanT He HaiizieH. [Ipumep BrIBoJA:
{
"message": "string"
}
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3.11 Pabora c MequaTunamMmu

3.11.1 IlonyyeHue ciMcKa IPYMII C 3allpeTaMH Ha 3arpy3Ky MeJUaTHIIOB
Metona 1 KOHeYHas1 TOYKaA

GET/tenants/{tenant_ name}/ctypes prohibition/groups

Omnucanme

[Io3BosisieT IIONMYYUTH CIMCOK TPYI, Ui KOTOPBIX YCTAaHOBJIEH 3alpeT Ha 3arpysKy
olpeJleJIeHHbIX Me/IMaTUIIOB.

ITapameTps1
[TapameTpsl [i1s1 MeTOa YKka3aHbl B Tabmulie 66.

Tabnuna 66 — [IepeyeHb JOCTYITHBIX [TapaMeTPOB JIJIsl IPOCMOTPA CIIMCKa TPy C
3ampeTaMH Ha MeJIMATHUIIbI

Hassanue O0s3aTeIbHbII Tun gaHHbIX Omnucanue
. MIOPSINOK COPTUPOBKU Pe3yJIbTaTOB BbIAA4H,
sort order HeT string P3Nl PTHP pesy A
— MOXeT MPUHUMATh 3HaUYeHUs asc WK desc
tenant_name na string WM{ TeHaHTa
3anpoc

curl -X 'GET' \
'"https://pgs-

<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/ctypes prohibition/groups?
sort order=<SORT ORDER>

-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

rue:

— <TENANT NAME> — HMJ T€HAHTa,

<SORT_ORDER> — IIOPSJIOK COPTUPOBKHU Pe3yJIbTaTOB BbIIAYM, MOXKeT IIPUHUMATh 3HAUYeHHsI

asc WM desc.
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OtBer

BOBMOXGHﬂEBapHaHTbIOTBETOBZ

200 — Success — YcnemHo. [Ipumep BriBOAA:
{
"count": O,
"ctypes": [
{
"ctime": O,
"ctypes": [
{
"grouped ctype": "string",
"prohibited": true
}

"etime": O,
"id": 0O,

"name": "string",

404 — Tenant or group not found — TenanT unu rpynna He HaieHbl. [Ipumep BbIBOA:

"message": "string"

3.11.2 Vi3meHeHue crivicKa IPYIII C 3allpeTaMH 3a 3arpy3Ky MeJJHaTHIIOB
Mertoa u KOHeYHas TOYKa

PUT/tenants/{tenant name}/ctypes_prohibition/groups

Onucanue

ITo3BoONsieT WM3MEHHUTh CITMCOK rpyi1in, i KOTOPBIX YCTAHOBJIEH 3dllpeT Hd4 3dI'PY3KY
ornpenejJIeHHbIX MeIHUdTHUIIOB.
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ITapameTpb1
[Tapametpsl 11 MeTOla yKa3aHbl B Tabinuiie 67.

Tabmura 67 — IlepedeHb TOCTYITHBIX TapaMeTPOB ISl U3MEHEeHUsI CITUCKa TPYIIII C
3alpeTaMu Jisi MeIMaTUIIOB

HasBanue O0g3aTeIbHbIN Tun maHHBIX Omnucanue
. I JI1 KOTOPBIX O T W3MeHeHLI
groups na string Py A p yay
3ampeThl Ha 3aTPy3Ky MeuaTUIIOB
tenant name oa string M4 TeHaHTa
3anpoc

curl -X 'PUT" \

'"https://pgs-
<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/ctypes prohibition/groups?
groups=<GROUPS>

-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

rue:

— <TENANT NAME> — WM T€HaHTa,

— <GROUPS> — UJeHTU(UKATOPBl TPYINI I0JIb30BaTese, IJil KOTOPbIX OyIyT W3MeHeHBI

3arpeTsl Ha 3arpy3Ky MeIMaTUIIOB.

OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOBZ

— 200 — Success — YcnenHo. [Ipumep BriBoja:

"ctime": O,
"ctypes": [
{
"grouped ctype": "string",
"prohibited": true
}
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P

"etime": O,
"id": 0O,
"name": "string",
b

404 — Tenant or group not found — TenaHT unu rpynna He HaiaeHbl. [Ipumep BbIBOA:

{
"message": "string"
}
3.11.3 Urenue 3anpeToB Ha 3arpy3Ky MeUATHIIOB /IJIsl TPYIIIbI
Mertoa u KOHeYHas TOYKa
GET/tenants/{tenant_name}/ctypes prohibition/groups/{group id}
Onmcanue
[Io3BosisieT TOMYYUThb CIHMCOK 3allpeToB [l MeJUATUIIOB OIpeJlelIeHHONM TpPyNIibl
[10JIb30BaTeJIeN.
IIapameTps1
[TapameTpsl [j1s1 MeTO/la YKa3aHbI B Tabmuiie 68.
Tabmuna 68 — IlepedeHb OCTYNIHBIX ITapaMeTPOB AJIsE IPOCMOTpA 3allpeTOB MeUaTUIIOB y
IPYIIIBI
HazBanue O6s13aTenbHbIA Tun maHHBIX Omnucanue
. . mmna, A9 KOTOpPOH HeoOXOAWMO HaWTU
group_id na string Py a p *
- 3dlIPEeThl HA 3aIrpy3Ky MeOnaTHUIIOB
tenant name Ia string YMs TeHaHTa

3anpoc

curl -X 'GET' \
'https://pgs-

<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/ctypes prohibition/groups/
<GROUP_1ID>

-H 'accept: application/json'

-H 'Authorization: <TOKEN>'
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rue:

— <TENANT NAME> — MM T€HdHTA,

— <GROUP_ID> — HJIeHTU(}UKATOP UCKOMOW T'PYIIIIHL.

OtBer

BOBMOXGHJEBapHaHTbIOTBETOBZ

— 200 — Success — YcrnemHo. [Ipumep BbiBOJA:

{
{
"ctime": O,
"ctypes": [
{
"grouped ctype": "string",
"prohibited": true
¥
1,
"etime": O,
"id": 0O,
"name": "string",
¥
— 404 — Tenant or group not found — TenanT unu rpymnmna He HaiieHbl. [IpuMep BbIBOAA:
{
"message": "string"
}

3.11.4 VIsmeHeHuHe 3anipeTOB Ha 3arpy3Ky MeIHaTHIIOB /ISl IPyIIIbI
Mertop 1 KOHeYHas TOYKa
PUT/tenants/{tenant name}/ctypes prohibition/groups/{group id}

Omnucanme

[Io3BosisieT W3MEHUTb CIKCOK 3allpeToB [l MeJUATUIIOB OIpeJlelIeHHONW TpPyIIibl
I10JIb30BaTeJIeH.

ITIapameTps1

[Tapamertpsl [1s1 MeTOa YKa3aHbl B Tabmiuie 69.
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Tabnuna 69 — [lepeyeHb JOCTYITHBIX ITapaMeTPOB 71l U3MEeHeHUs 3alIpeTOB Me[JUaTUIIOB y

TPYIIIBL
. Tun
Hasganwue O6s13aTembHBIM Onurcanue
JTAHHBIX
prohibited ctypes na string HU3MeHsieMble 3aIpeThl I MeJUaTUIIOB
. . Tma, Ji7ii KOTOPOi Heo6X0IMMO U3MEHUTD
group_id na string rpyrma, & P A
- 3ampeThl Ha 3aTPy3Ky MeHUaTUIIOB
tenant name aa string MM TEeHaHTa

3ampoc

curl -X 'PUT' \

'https://pgs-
<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/ctypes prohibition/groups/
<GROUP_ID>?prohibited ctypes=<CTYPES>

-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

rue:

— <TENANT NAME> — WM TeHAHTa;
— <GROUP_ID> — HJIeHTU(}UKATOP UCKOMOW T'PYIIIILI;

— <CTYPES> — HW3MeHseMbIe 3allpeThl JJId MeIaTUIIOB.

OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOBZ

— 200 — Success — YcrnemHo. [Ipumep BbIBOjIA:

"ctime": O,
"ctypes": [
{
"grouped ctype": "string",
"prohibited": true
}
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"etime": O,
"id": 0O,
"name": "string",
b

404 — Tenant or group not found — TenaHT unu rpynmna He HaiaeHbl. [Ipumep BbIBOA:

{
"message": "string"
b
3.11.5 YaaneHue 3anpeToB Ha 3arpy3Ky MeJUATHIIOB /JIsl TPYIIIbI
Metop 1 KoHedHast TOYKa
DELETE/tenants/{tenant name}/ctypes_prohibition/groups/{group id}
Onucanme
[Io3BossieT yIoanuThb CIMCOK 3alpeTOB  [JIi  MeAWATUIIOB  OINpelleJleHHOW TIpPyNIibl
M 0JIb30BaTeJIeH.
IIapameTps1
[TapameTpsl [y1s1 MeTo/a YKa3aHbl B Tabmuiie 70.
Tabmuna 70 — IlepedeHb TOCTYNIHBIX TapaMeTPOB AJIs yAaJleHUs! 3alIPeTOB MeIMaTUIIOB Y
IPYIIIBI
. Tun
Ha3zsanue O6s3aTeLHBINA Omnucanue
IIaHHBIX
. . I11a, IJI1 KOTOPOM HeoOXOOUMO YyIaUuTh
group_id na string Py a p A ya
- 3dlIPEeThl Ha 3aIrpy3Ky MeqHnaTUIIOB
tenant name na string MMSs TEeHaHTa
3anpoc

curl -X 'DELETE' \

'https://pgs-

<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/ctypes prohibition/groups/
<GROUP_1ID>

-H 'accept: application/json'

-H 'Authorization: <TOKEN>'
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rue:

— <TENANT NAME> — MM T€HdHTA,

— <GROUP_ID> — HJIeHTU(}UKATOP UCKOMOW T'PYIIIIHL.

OtBer

BOBMOXGHJEBapHaHTbIOTBETOBZ

— 200 — Success — YcrnemHo. [Ipumep BbiBOJA:

{
{
"ctime": O,
"ctypes": [
{
"grouped ctype": "string",
"prohibited": true
¥
1,
"etime": O,
"id": 0O,
"name": "string",
¥
— 404 — Tenant or group not found — TenanT unu rpymnmna He HaiieHbl. [IpuMep BbIBOAA:
{
"message": "string"
}

3.11.6 IToyyeHue ciMcka MoJIb30BaTeJIel ¢ 3aipeTaMy Ha 3arpy3Ky MeiliaTHIIOB
Mertop 1 KOHeYHas TOYKa
GET/tenants/{tenant name}/ctypes prohibition/users

Omnucanme

[To3BoisieT MOMYYUTh CIIMCOK MOJIb30BaTeNeH, /il KOTOPhIX YCTAaHOBJIEH 3allpeT Ha 3arpy3Ky
orpeJieJIeHHbIX MeIMaTUIIOB.
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ITapameTpb1

[TapameTpsl Jy1s1 MeTo/la YKka3aHbl B Tabmuiie 71.

Tabmuma 71 — IlepedeHb TOCTYITHBIX ITapaMeTPOB Il IPOCMOTpPA CIIKMCKA MOJIb30BaTesIel C

3dllpeTaMX Ha MearaTUIIbI

HasBanue O0g3aTeIbHbIN Tun maHHBIX Omnucanue
. IOPSIAOK COPTUPOBKH Pe3yJIbTaTOB BbIAA4H
sort_order HeT string Pt pTHP pesy Alati,
— MOJKeT IPUHUMATh 3HaUYeHUs asc WM desc
tenant name oa string M4 TeHaHTa
3ampoc

curl -X 'GET' \

'https://pgs-

<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/ctypes prohibition/users?

sort order=<SORT_ORDER>
-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

rue:

— <TENANT NAME> — MM T€HdHTA,

— <SORT_ORDER> — MOPAA0K COPTHPOBKH Pe3yJIbTaTOB Bbla4M, MOXET IIPHUHUMATh 3HAUeHHA

asc Wik desc.

OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOBZ

— 200 — Success — YcnenHo. [Ipumep BriBoja:

{
"count": O,
"users": [
{

"ctime": "string",
"domain": "string",
"enabled": true,
"except ctype prohibition": true,
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"first name": "string",

"id": "string",

"is deleted": true,

"lang": "string",

"last name": "string",

"middle name": "string",

"password": "string",

"position": "string",

"quota": O,

"recovery email": "string",

"roles": [

{

"clientRole": true,
"composite": true,
"containerId": "string",
"description": "string",
"id": "string",

"name": "string"

P

"username": "string"

P

"users count": 0O

— 404 — Tenant not found — TenanT He HatifieH. [Ipumep BrIBOfIA:

"message": "string"

3.11.7 Urtenue 3anpeToB Ha 3arpy3Ky MeUATHIIOB /I/Isl OJIL30BaTeJIs
Mertoa u KOHeYHas TOYKa

GET/tenants/{tenant_name}/ctypes prohibition/users/{user id}

Onucanue

ITo3Bonser IMOJIYYUTD CIIMCOK 3dlIpeTOB MeJUATHUIIOB JId OIIpeJeJIEHHOI'O I10JIb30BaTeJIl.
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ITapameTpb1

[TapameTpsl [ij1s1 MeTO/la YKa3aHbl B Tabmuile 72.

Tabmuma 72 — IlepedeHb TOCTYITHBIX ITapaMeTPOB ISl IPOCMOTPA 3allpeTOB MeJIMaTUIIOB

orpeziej;IeHHOr 0 I10Jib30BaTelisd

HasBanue O0g3aTeIbHbIN Tun maHHBIX Omnucanue
. . MOJb30BaTeNb, JJII KOTOPOTO HeobXOoAuMOo
user_id na string o
- HAWTH 3aMpeThl Ha 3arPy3Ky MeJIUaTUIIOB
tenant name na string UM TeHaHTa
3ampoc
curl -X 'GET' \

'"https://pgs-

<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/ctypes prohibition/users/<

USER ID>
-H 'accept:

-H 'Authorization: <TOKEN>'

rue:

application/json'

— <TENANT NAME> — WM T€HdHT4,

— <USER_ID> — WJIGHTUPUKATOP MCKOMOM TPYyTIIIHI.

OtBer

BOBMOXGHﬂeBapHaHTbIOTBeTOB:

— 200 — Success — YcnemnHo. [Ipumep BbiBoa:

{
"count": O,
"users": [
{
"ctime": "string",
"domain": "string",
"enabled": true,

"except ctype prohibition
"first name": "string",

"id": "string",

": true,
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"is deleted": true,

"lang": "string",

"last name": "string",

"middle name": "string",

"password": "string",

"position": "string",

"quota": O,

"recovery email": "string",

"roles": [

{

"clientRole": true,
"composite": true,
"containerId": "string",
"description": "string",
"id": "string",

"name": "string"

P

"username": "string"

P

"users count": 0O

— 404 — Tenant not found — TenanT He HatifieH. [Ipumep BrIBOfA:

"message": "string"

3.11.8 Vi3meHeHue 3anpeToB Ha 3arpy3Ky MeAHATHIIOB /ISl I0JIb30BaTeJIs
Mertoa u KOHeYHas TOYKa

PUT/tenants/{tenant name}/ctypes prohibition/users/{user id}

Onucanue

ITo3BonseT U3MEeHUTh CIIMCOK 3dlIpeTOB MeIMdaTUIIOB JJIA OIIpee/IeHHOI'O ITOJIb30BaTeJIA.

ITapameTps1

[Tapametpsl 11 MeTO/ia yKa3aHbl B Tabinuie 73.
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Ta6m/1ua 73— Hepequb AOCTYITHBIX IIapaMETPOB I W3MEHEeHH 3daIIPETOB MeIudTUIIOB
orpeie;IeHHOr o I10JIb30BaTeisd

. Tun
HasBanue Obs3aTesbHBIN Omnucanue
JTaHHBIX
o . H3MeHseMble 3anpeTsl JIsT
except ctype_ prohibition na string p A
- - MeJIMaTUIIOB
Ipynmna, il KOTOpOH Heob6XoguMo
user_id na string W3MEeHUTh 3alpeThl Ha  3arpy3Ky
MeJIMaTUIIOB
tenant name na string UMS$ TeHaHTa

3anpoc

curl -X 'PUT' \

'"https://pgs-
<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/ctypes prohibition/users/<
USER ID>?except ctype prohibition=<CTYPES>

-H 'accept: application/json'

-H 'Authorization: <TOKEN>'

rue:

— <TENANT NAME> — HMJ T€HAHTa,
— <USER ID> — I/II[eHTI/ICl)I/IKaTOp KMCKOMOT' O IT0JIb30BaTeId,
— <CTYPES> — H3MeHsdeMble 3allpeThl IJId MeJUaTUIIOB.

OtBer

BOBMOXGHﬂEBapHaHTbIOTBETOBZ

— 200 — Success — YcrnemHo. [Ipumep BbiBOJA:

{
"count": O,
"users": [
{

"ctime": "string",
"domain": "string",
"enabled": true,
"except ctype prohibition": true,
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"first name": "string",

"id": "string",

"is deleted": true,

"lang": "string",

"last name": "string",

"middle name": "string",

"password": "string",

"position": "string",

"quota": O,

"recovery email": "string",

"roles": [

{

"clientRole": true,
"composite": true,
"containerId": "string",
"description": "string",
"id": "string",

"name": "string"

P

"username": "string"

P

"users count": 0O

404 — Tenant or group not found — TenaHT unu rpynna He HaieHbl. [Ipumep BbIBOA:

"message": "string"

3.11.9 Y ganenue 3anpeToB Ha 3arpy3Ky MeJHATHIIOB JIJISI II0JIH30BaTeJIs

METOI[ H KOHEeYHad TOYKaA

DELETE/tenants/{tenant name}/ctypes_prohibition/users/{user id}

Onucanue

ITo3Bonser YAAJINTH CITUCOK 3alIPETOB MeIUdTUIIOB [JId OllpeleJ]IeHHOTI'0 IT0JIb30BaTeJIs.
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ITapameTpb1

[TapameTpsl 11 MeTo/la YKa3aHbI B Tabinulle 74.

Tabmuna 74 — [lepedeHb NOCTYITHBIX ITAPAMETPOB VIS YAAJIeHUs 3alIPEeTOB MeUaTHIIOB

orpeziej;IeHHOr 0 I10Jib30BaTelisd

. Tun
HasBanue O0bs13aTesbHBINA Omnucanue
JTAHHBIX
. . [10J1b30BaTeNb, [JII KOTOPOIOo HeoOXOAuUMO
user_id na string
- yIaJUTh 3allpeThl Ha 3aTPy3Ky MequaTUIIOB
tenant name Ia string MM TeHaHTa

3ampoc

curl

'"https://pgs-

=X "DELETE" \

<ENV>.<DEFAULT DOMAIN>/adminapi/tenants/<TENANT NAME>/ctypes prohibition/users/<

USER_ID>

-H 'accept:

-H 'Authorization:

rue:

— <TENANT NAME> — WM T€HdHT4,

application/json'

<TOKEN>"

— <USER ID> — I/I,Z[E‘HTI/ICl)I/IKaTOp HCKOMOT O IIOJIb30BAaTeJIsl.

OtBer

BO3MOHﬂﬂﬂeBapHaHTbIOTBeTOB:

— 200 — Success — YcnenHo. [Ipumep BbiBoA:

{
"count": O,
"users": [
{
"ctime": "string",
"domain": "string",
"enabled": true,

"except ctype prohibition":

"first name": "string",

"id": "string",

true,
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"is deleted": true,

"lang": "string",

"last name": "string",

"middle name": "string",

"password": "string",

"position": "string",

"quota": O,

"recovery email": "string",

"roles": [

{

"clientRole": true,
"composite": true,
"containerId": "string",
"description": "string",
"id": "string",

"name": "string"

Il

"username": "string"

Il

"users count": 0O

— 404 — Tenant or group not found — TenaHT unu rpynna He HaiaeHbl. [Ipumep BbIBOA:

"message": "string"
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