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MownOdounc

Bce ynomsiHyThle B 3TOM [IOKyMeHTe Ha3BaHHWs IPOAYKTOB, JIOTOTUIIbI, TOPIOBble MapKu U

TOBapPHbIe 3HAKH IMTPHUHAJIeKaT WX BjlaJeIbIlaM.

Tosapabie 3Haku «MoitOduc» u «MyOffice» npunamiexxar OO0 «HOBBIE OBJIAYHBIE
TEXHOJIOT'UW».

Hu IIpHU KaKHUX 00CTOATEILCTBAX HeJb3s MCTOJIKOBBLIBATL JIIOOOE COJiep’KrMMoOe HacCTodIero
JOKYMeHTa KaK IIpgMOe WM KOCBeHHOe IIpeaoCTaB/IeHHe JIMIeH3WKW WJIM IIpdBd Hd HKCIIOJIb30BaHHE
TOBAPHBIX 3HAKOB, JIOTOTUIIOB WM 3HAKOB 06CJIY>KI/IBaHI/IH, IIprBeJeHHbIX B HeM. JIroboe
HeCaHKINMOHWMPOBAHHOE  HCIIOJIb30BdHHWE 3TUX TOBAPHBLIX 3HAKOB, JIOTOTHUIIOB HW/IKM 3HAKOB

obcrmykuBaHUs 6e3 MMChbMEHHOTO pa3pellieHus UX MpaBoobyiafaTesist CTPOTO 3aIpereHo.
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INEPEYEHb COKPAIIIEHWM, TEPMHHOB U OIIPEJIEJIEHUIA

B HACTOMIIEM [JOKYMEHTe HUCIIOJIB3YIOTCA ClIeiyloliye COKpallleHWda C COOTBETCTBYIOIIUMH

pacmudpoBkamu (cM. Tabmuiy 1).

Tabmuna 1 — CoxkpaiieHys ¥ paciimdpoBKU

Cokparrenue,
Pacimudposka u onpenenenue
TEepMUH
AD Microsoft Active Directory
Ansible Cucrema ynpasieHust KOHOUTYPAIUSIMU, UCTIOIB3YIOIIASCS AJIs aBTOMATHU3aI[UN
HACTPOMKU U pa3BepThIBaHUS POTPAMMHOTO 0becrieyeHusI
API Application Programming Interface, uarepdetic nporpaMmMupoBaHUsI TPUTOXKEHUH
CcO CloudOffice, Obmaunsiii Oduc, obiiee HazBaHUE TPOAYKTA (TPYIIIIHI PeIAKTOPOB)
Docker Registry MacitabupyeMoe cepBepHOe MPUWIIOXKEeHYe JIJIsl XpaHeHUs. ¥ paCIipOCTPaHeHUs
koHTetiHepoB Docker
Inventory ®aiin [10 Ansible c nepeuncnenvem poseii u ux [P-agpecos
PGS Pythagoras, Crucrema xpaHenus JaHHbIX B cocTaBe «MoiiOduc Yactaoe Obmako 2»
PSN Poseidon, nipustoskenue mouThl, kaseHaaps: ¥ KOHTaKTOB («MoiOdwuc [Touray)
REST API ApXUTEeKTYpHBIN CTHIb B3aUMOJIeCTBHSI KOMIIOHEHTOB pPacrpeielIeHHOTO

IIPpWIOXKEHUs B CeTU

S3 xpanunuiie

CepBuc xpaHeHHs: 00bEKTOB, MpejiaraeMblii TIOCTABIIUKAaMH 00Ia4HbIX YCIYT
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1 HASBHAYEHMUE

«MoitOduc YactHoe O6mako 2» — KOMIUIEKC 0e30TmacHbIX BebO-CePBHMCOB U MPUIIOXKEHUN
IUIsl OpraHU3allMM XpaHeHus, JOCTylla ¥ COBMeCTHOW paboThl ¢ dailyiaMu U JOKyMeHTaMH BHYTpU
KOMIIaHUH.

B cocraB nposiykTa BXOAST:

— CHCTeMa XpaHeHHWs JaHHbIX JJig 0e3011aCHOTO XpaHeHWs] KOpPHOpaTUBHBIX ¢ailioB u
obecrieueHrsT BO3MOXKHOCTeM aBTOpM3allMM, ayTeHTU(UKAIMM W pa3rpaHUueHusl IIpaB
JIOCTYIIA I10JIb30BaTesel;

— CcHCTeMa pe/IaKTUPOBaHUSI U COBMECTHOW PabOTHI JIJIi MHAWBUIYAJIbHOIO M COBMECTHOTO
pPelakTUPOBAaHUSI TEeKCTOBBIX M TabOJIMYHBIX [JIOKYyMEHTOB, a TakKe IIpOCMOTpa U
JeMOHCTpAIUU [IPe3eHTallul;

— QJIMMHUCTPaTUBHAsl TlaHeJlb CHCTeMbl XpaHeHWs UIsl YIIpaBjeHWs I[10JIb30BaTesIsiMH,
rpynmnamu, ob1yMMu narnkamu, JoMeHaMU U TeHaHTaMH.

B cocraB mnpojykTa BXOIAT CleAyloIIve TPWIOXKeHHUs 1yisi paboThl B BebO-Opay3epax M Ha

MOOHWJIbHBIX YCTPOMCTBAX:

— «MoiOduc JlokyMeHTb» — BeO-TIpUIOXKeHHe [JIsi OpraHM3allui CTPYKTYPHUPOBAHHOTO
XpaHeHUs (QaWJIoB, BBINIOJIHEHUS Olepalui C ¢ailaMd W TalkaMW, HACTPOWKHU
COBMECTHOTO JIOCTYIIa;

— «MouO¢uc Tekcr» — Beb-pemakTop i OBICTPOTO U yIOOHOTO CO3JIaHUS U
¢$bopMaTHpPOBaHUSI TEKCTOBBIX JJOKYMEHTOB JIF000U CII0KHOCTH;

— «MouOduc Tabmuma» — Beb-pelakTOp VI CO3J]aHHUsI 3JIeKTPOHHBIX TaOJIHII, BeJeHUs
pacueToB, aHa/IM3a JIaHHBIX ¥ IIPOCMOTPA CBOAHBIX OTYETOB;

— «MouOo¢wuc Ilpesentarus (Beta)» — Beb-pemakTop yIsi CO37aHUs, OQOPMIIEHUS U
JIeMOHCTpAIUU [IPe3eHTallul;

— «MouOdwuc JlokymMeHTbI» I MOOMJIBHBIX TUIAaTGOpPM — MPUJIOXKEeHUe ISl TPOCMOTpa U
pPelaKTUPOBAaHUSI TEKCTOBBIX JIOKYMEHTOB, OJJIeKTPOHHBIX TaOJMII U  IIpe3eHTalui,
npocMmoTtpa PDF ¢aitnios, a Takke [0oCTyma K 0b6Ja4HBIM XpaHUJIMINIAM Ha CMapTdoHax U
IJIaHIIIeTaxX C orepanoHHbIMU ciucteMamMu Android, iOS u iPadOS.

[TogpoOHOe omumcaHrWe BO3MOXHOCTEM TIPOJyKTa IpuBefieHO B JokyMeHTe «MoutOduc

YactHoe O61ako 2». @yHKITMOHATbHBIE BO3MOXKHOCTHY.
B HacrosiiiemM JIoKyMeHTe OmMcaHa apXUTeKTypa W B3auMojieHcTBHe cepBHUCOB «MonOduc

Yactroe O61axo 2».
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2 OBIIIASI KOMIIOHEHTHASI CXEMA «<MOHO®VC YACTHOE OBJIAKO 2»

Ha pucynke 1 mpescraBieHa o0mias cxeMa B3aUMOJIEMCTBHUsI KoMIioHeHTOB «MouOduc

Yactroe O61axo 2».

[ ]
i MoyToBaA cHCTemMa (WCNOMNb3YeTCA TONBKD OgHa) i
| - BHewWHAA noyTa i
Squadus i Mailion SMTP PSN i
! «MoitOduc YacTroe OBnako 2» ;
' co PGS P
HacToneHsie i i :
PenakTopEl ' , T
MoiOdHe . Cepeep COBMECTHOr0 PedaKTHPOBaHKA CHCTemMa yNpaeneHus KxpadeHven ainoe | | : KES
: <
MofunsHoe | vl
npunoKesye | - BeG-uxtepderic AR N
MonOdmc : BeB-ukTepmeic 550 XpaHunuie meTonDoRae Pl ' BuewHue
i thaidnogoro 33/ GlasterFs = R OUCKN I
| MeHeLxepa o :
ESIA-bridge 5 Chatbot P
i Beb-wHTepdeiic |_ | | i f Brewsve
! penakTopa Lol Keycloak i L CHCTEMEI :
| ) v ' xpaHemA
i Mogyne [ N
i WHTErpaLMK Pl
e S FE : Microsoft
Active
Directory
BHewHAR SIEM

CUCTEME

Pucynok 1 — O6mias komnoHeHTHast cxema « MoitOduc YactHoe Obiako 2»
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2.1 CocraB kommouentros CO

CocraB ¥ HasHayeHue KoMIlOHeHTOB (CepBepa coBMecTHOro penaktupoBanusi (CO)
npuBeJieHbl B Tabmuie 2.

Tabmnuiia 2 — CocraB 1 HazHaveHUe KoMiioHeHToB CO

HaumenoBanue
KOMIIOHeHTa

Omnucauue

CepBep COBMECTHOTO
pelaKTUPOBaHUS

CepBepHbBI KOMIIOHEHT, 00eCIIeIBaIONTHHN:

— COBMECTHOe peJJakTHpOBaHue NoKyMeHTOB B O6J1ake C UCIOIb30BAHUEM
mo6oit atdopmel (Beb, MOOUITbHBIE WITH HACTOJIbHBIE TIPUITOXKEeHHS);

— B3aUMOJIEHCTBHE KJIMEHTCKUX MPUIoXKeHui ¢ CUCTeMOM XpaHeHUs TAHHBIX
(PGS);

— WHTErparumio C MOYTOBLIMUA CUCTEMAMU

Beb6-unTepdeiic
dattoBoro MeHemKepa

Beb6-nipunoxxennie « MonOduc JlokyMeHThI» TpeHa3HaueHO JIJIs OpraHU3aliy
CTPYKTYPHUPOBAaHHOTO XpaHeHUs (aiiyioB, BHITIOTHEHYs OTepalvii ¢ daiiaMu u
ManKaMu, HACTPOMKH COBMECTHOTO JIOCTYTIa

Beb6-unTtepdeiic SSO

Beb-nnTepdeiic npepHazHaueH st aBTOPU3ALIUH, ayTeHTHUKAIMY B CUCTEMe
U ynpaBiieHus IpoduieM I10JIb30BaTerIs.
I'maBHas cTpaHuMIia JOCTYIIA K IPHIOXKEHUSM (JIEHIUHT)

Beb6-unTepdeiic
pelakTopoB

CoCTOuT 13 pelakTOPOB C Pa3TUYHbIM PYHKIMOHAIOM:

— Beb-nipunoxenue «MoinOduc TekcT» — st co3nanus U GopMaTUPOBAHUS
TEeKCTOBBIX JIOKyMEHTOB;

— Beb-nipuioxenue «MoinOduc Tabnuiia» — 11 CO3aHUSL 37IeKTPOHHbBIX
TabJHIIl, BeJIeHHs] pacYeToB, aHAJIM3a IAHHBIX U IPOCMOTpA CBOJHBIX
OTYETOB;

— Beb-mpunoxenue «MorOduc [Ipesentanus (Beta)» — s co3manus,
odopMITeHUS U IEMOHCTPAIUY TIPe3eHTaIui

MoburnbHble
npwioxenus: MotOduc

MobwunbHoe npurnoxkerre « MorOdwuc JlokyMeHTBD peqHa3HAYeHO IS
MIPOCMOTpPA U PeJTaKTUPOBAHUS TEKCTOBBIX JJOKYMEHTOB, 3JIEKTPOHHBIX TaOJIHII
v ipe3enTaIui, mpocmotpa PDF ¢aitnos, a Takxke mocTyna Kk 06a4HbIM
XpaHuMnam Ha cMaptdonax u wiadmerax ¢ OC Android, i0S u iPadOS. Ha
ycrporictBax ¢ OC ABpopa noCTyIieH ITPOCMOTP 0OBEKTOB XPaHUIHIIA

chatBot

Cepsuc, obecrieunBaromuyi paboty BumkeTa Squadus B OKHe BeO-peilakTopa

Monynb uHTerparum

Cepauc, 06ecreurBaoMui OTIPABKY COOBITHM 6€301TaCHOCTH BO BHEIITHIOIO
SIEM-cucremy

Cepsep

IoJIb30BaTesen

COBMeCTHOIo

HACTOJIbHBIX

penaktrpoBanus  (CO)

KOMILJIEKTa

IpelycMaTpyBaeT

pPefaKkTopoB U3 npwioxeHnd — «MonOduc

CranpaprtHelii» (nogpobrHee cm. B nokymeHTe «MoiOduc HYactHoe O6mako 2». PykoBoncTBO 1O

HACTPOWKeY).
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2.2 CocraB kommouentoB PGS

CocraB ¥ HasHaueHHe KOMIIOHeHTOB CucreMbl xpaHeHus JaHHbIX (PGS) npuBenensl B

Tabsuiie 3.
Tabmnuia 3 — CocraB 1 Ha3HaueHUe KOMIIOHeHTOB PGS
Havmenosanue
Onucanue
KOMIIOHeHTa

CucremMa ynpaBiieHUs CepBepubiii kommoneHT «MorOduc Yactroe O6mako 2», 06ecrnedruBaronIyim:
xXpaHeHreM ($aiiioB

XpaHeHHne 00BEeKTOB II0JI30BATeJId,

XpaHeHHe 00X KOPIOPAaTUBHLIX 00HEKTOB;

MTOVICK 110 UIMEHU U COZIePKUMOMY;
— BBITIOJIHeHUe (aMIOBLIX ONepanyi JjIs TI0JIb30BaTelIs;
— pa3rpaHWYEeHHe IpaB JIOCTYIIA;

ayTeHTUUKALIMIO Y BaJIMJAIMIO CTaTyCOB YYETHBIX 3alKCel T0Ib30BaTesiel u
MpaB JIOCTYIa K CUCTEME.
B kadectBe Beb6-uHTepderica UCIOb3yeTcs GpaiioBLIN MeHemKep

Keycloak CepBHC COIEPKUT CITUCOK II0JIb30BATEJIeH CUCTEMBI U UX aTPUOYTHL.
ITpegycMmoTpeHa BO3MOXHOCTb CUHXPOHU3ALIMU 110JIb30BaTeslell U3 BHEIIHUX
kaTanoroB (Active Directory).

Keycloak obecrieurBaeT xpaHeHue Clivcka TEHAHTOB U UX aTPUOYTOB IS
«MoitOduc YactHoe Obsako 2». [liig ynpaBiieHusl apaMeTpaMu YCTAaHOBKU OT
MMeHU Cyllepa/IMUHHCTpaTopa MUCIob3yeTcs rpaduyueckuil uHTepdeiic

X paawuiiie Tun ¢aityioBoro XpaHWIHKINA ONPeiesiIeTCs Ha 3Tare MePBUYHON YCTaHOBKU
KoMIoHeHTa. Ycronb3yeTcs /1Ba TUIA XpaHWIUIIA:

— ¢arinosas cucrema (GlusterFS);

— 00bekTHOe xparwmie S3 (minlO)*

AMUHUCTPUPOBAHHE CepBepHbIif KOMIIOHEHT, 06eCeYnBaIOIIHI:

— ylIIpaBjieHye ITOJIMTUKaMK 06e30I1aCHOCTH U IPYTMMU HaCcTPOMKaMy TeHaHTa
(opranuzaiun);

— pOJIeBYIO MOJieJlb IOCTYIIa K CUCTEME;

— yIIpaBJieHre JOMeHaMH, TI0JIb30BaTesIsIMU, TPYIIIaMH I10JIb30BaTes e, 00IuMU
Hankamy, IIyOJIMYHBIMU CChIJIKAMU OT JIMIA a]MUHUCTPATOpa CUCTEMBI;

— HaCTPOMKY OCTYNMHOCTH GyHKIMOHAIBHBIX 06510K0B «MoiiOduc YactHoe
O6iako 2» 1yis Ios1b30BaTesel.

JlJis yripaBJieHHs] KOMIIOHEHTOM HCIOJIb3YyeTcsl BeO-uHTepdeiic

* — g XpaHWJIMINA TUIIA S3 IpefyCMOTpeHa UHTerpanus C IpyruM S3 XpaHWINIIEM B yKe
CYLLeCTBYIOIel UHPPACTPYKTYpe.

s obecniedenusi ypoBHs Oe3omnacHoctyd B PGS mpenycmotpena unrterpanusi ¢ Kaspersky
Endpoint Security (KES) (mompobnee cM. B pokymente «MoiOduc YactHoe O6mako 2».

PykoBozicTBO 110 HACTpOMKe»).

©
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3 OIIMCAHUME APXUTEKTYPbBI

3.1 ApxurtektypHas cxema CO

Ha pucyHke 2 mpejicTaBieHa cxemMa B3aMMOIEHCTBHS TojicucTeM CHCTeMbI peJJaKTHPOBAHUS
u coBMectHOH paboTel (CO).

Mpumeyaxua
i % External LB - BHELWHAA ponb

External LB
~ ~ REST
efcd api
MessagePack

Ib-core-auth SS0
Squadus API
[ | I
wie 4—,_ wfm > chatbot ‘l
’7 pgs API
‘ Ib—cor‘e—auth I
¥ ¥ ¥ ¥ v v
fm nm cvm dem jod audit
\ | ! | |
REST REST
REST AMQP AMQF,
AMQP AMQP etcd apl AMOQP (audit_queue)
AMQP (audit_gfishe) AMQP (audit_gdebe) MessagePack eted api RE\ST HEST
etcd api etcd api haproxy api MessagePack eted api AMQFP (audit_gueue)
MessagePack MessagePack nanraty 8pi TCPIUDP
syslog
cu pool du pool
HAPI’OXY REST REST fluentd api via MessagePack tcp/24225, TCRIUDR
etcd api AMQP elasiic api via HTTP/9200
MessagePack efcd api
cu via tcp/3080 MessagePack Elastic
redis api du via tcp/8080
haproxy api via HTTP/2000x redis api SIEM (opfional)
log
> H etcd api
pregen ack T
haproxy api
|

Kibana & elastic api

etcd api via HTTP/2379 redis api via RESP tcp/6379 rabbitMQ api via AMQP tcp/5672

haproxy api
b B Prometheus ——( tcpi80
ElEnie Redis cluster RabbitMQ cluster i
Etcd-1 ime-1 MQ-1 Grafana

Pucynok 2 — ApxutexTtypHas cxema CepBepa coBMecTHOro pefaktrposanus (CO)
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3.1.1 Onucanne apxurexktypst CO

Onucanue noscucteM u cepsucoB CO npuBesieHo B Tabmuiie 4.

Tabmura 4 — Onucanue noacucteM u ceppucoB CO

HaumenoBanue
IO CUCTEeMBbI
WJIY CcepBuUca

Onucauue

Lb-core-auth
(nginx-wfe)

Pacivpennsiii Be6-cepBep NGINX ¢ noanepxxkoit Lua.
OTBeyaeT 3a aBTOpHU3aIMIO, JOCTymHOCTb API, 6amancupoBky

HAProxy BanaHcupoBIIMK HAarpy3Ku MeXXly BHYyTPEHHUMU CepBUCAMU
FM File Manager, cepsuc ¢aitnoBoro menemkepa. OTBedaeT 3a co3maHue, yaalleHue,
nobasieHre GaiyioB, IpeioCTaBIeHre JOCTYIIA /IS APYTUX HOIb30BaTesei
NM Notification Manager, cepBuc ynpaBiieHus YBeJJOMIEHUSIMH.
CVM Conversion Manager, cepBucC yIpaBiieH!s1 KOHBepTUpOBaHWeM (aiioB.
[Ipu KoHBepTaMM 1OKyMeHTOB uctofb3yeT mys1 CU roruToB, Pregen wmu Jod
CU Conversion Unit, 3x3eMIIIsIp nporiecca KOHBEPTOPa Pa3iu4YHbIX (pOpPMaToB aityioB
(oducHBIX WM U300paskeHM)
Pregen CepBuc koHBepTanuu AokyMeHTOB B pdf u json ¢popmatst
DCM Document Collaboration Manager, cepBucC yIipaBjieHHs peJJaKTUPOBAaHUEM
TIOKYMEHTOB.
[Ipu pepakTpoBaHMY JOKYMEHTOB UCTOJb3yeT My DU 1oHUTOB
DU Document Unit, sk3eMIyisip mporecca pefJakTUpOBaHUs U Kosslabopanuu
IOKYMeHTOB
JOD Java OpenDocument Converter, cepBuc KOHBepTallu OpUCHBIX (HaiIoB
ycrapeBimmx ¢dopmatoB (Harpumep MS Office 1997) B coBpemenHble dbopMaThl WA
pdf
Audit CepBuc aynura, mmojry4aeT coowiTrs ayauTa u3 cepsrcoB u PGS gepe3 RabbitMQ.
Bemonnsier otmipaBky cobbrtuit ayaura (TCP/UDP) B syslog wnu SIEM (ae Bxogut
B CTAHIAPTHYIO ITOCTaBKY)
Elastic Elastic (Opendistro Elastic Search), morckoBbIi 1 aHATUTUYECKUI CEPBUC.
OTtBegaet 3a c60p, 06pabOTKy ¥ XpaHEHHe JIOTOB BCeX CEPBHUCOB
Fluentd CepBuc, KOTOpBIN COOMPAET JIOTU OT BCeX CepBUCOB U nepefaet ux B Elastic Search
Kibana Kibana, nHcTpyMeHT BU3yayiM3arvivl U U3y4eHus JaHHBIX, aHAJIA3 JIOTOB
NPUJIOXKeHUs], UCTIoNb3yeT AaHHble U3 Elastic
Etcd XpaHWIHIlle TUTA «KJII0Y-3HaYeHUe.
OtBevaer 3a XxpaHeHHe CBOMCTB (HACTPOEK) BCEX CEPBHUCOB
Redis noSQL in-memory xpaHWIHIIe, THMa «KITI0Y-3HAYeHHEeY.
OtBevaer 3a XxpaHeHHe KeIIMPOBAaHHOM MHPOPMAIMH ITPY paboTe ¢ 00JIakoM
(datinamu, mpoduny MoaL30BaTesIeH, TOKeHbI)
RabbitMQ Bpoxkep coobienuii Ha ocHoBe npoTokosia AMQP.
OrtBeyaer 3a OTIpaBKy COODIIEHUI MeX]ly cepBHCaMU, HallpuMep 3a OTIIPaBKy
yBeJIOMJIeHUN, COOBITHH ayuTa
LCS License Service, cepBuC ynpaBiieHUs JTUTIEH3USIMHA
NPS Native Process Service, cepsuc ynpasnenus cu, du
SDD Service Detector Docker, o6Hapy>kenue ceppucoB. OmnpammmBaeT cepBuckl NPS uepe3
docker api u coker
Prometheus HucTtpymeHT cb60pa MeTpPHUK CO BCEX CEPBHUCOB
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HavnmenoBanue
IIOJICUCTEeMBI Omnucanue
WU CepBUCca
Grafana HHcTpyMeHT BU3yann3anyy MeTpuk npusoxenus. [lomydaet MeTpuku u3
Prometheus
SSO Single Sign-On (SPA Be6-npusnoxxenrie). OTBedaeT 3a aBTOPU3AIIHMIO TI0JIb30BaTeJIs,
PETUCTPAIIHIO MTOJTb30BATENIS M0 TPOMOKO]TY, CTPAHHUITY ITPOdUIIs, IEHAUHT (CITUCOK
MIPWIOKEHUH B CUCTEME)
WFM Web file manager (SPA Be6-npunoxenue). Beb-kimneHT ¢aitioBoro MeHemkepa
(Bumxet Bnoxxenwuit). OTBedaeT 3a onepanuu ¢ ¢paisiaMmu (KpoMe peJJakKTUPOBAHUS) U
MPOCMOTP (aiiJIOB 10 MyOJIMIHOHN CCBUIKe
Chatbot Nodels cepsuc. OTBevaeT 3a co3/aHue 4aTa 1o JOKYMeHTY, Jo0aBIeHus Tya
TM0JTb30BaTelIel, OOHOBJIEHUSI CITUCKA TOJTb30BaTeJled B yaTe
WTE Web text editors (Beb-kimuenT oducHoro npunoxenus). OTBedaeT 3a
pelakTUpOBaHUe U yTeHue (HaiiioB

3.2 ApxuTtekTtypHas cxema PGS

Ha pucynke
nanabix (PGS).

Clients ===

Mginx

co

k.

3 IpeacTraB/ieHa CXeMd B3aMMOJEeMCTBUS KOMIIOHEHTOB Cucremnl XpaHeHu4d

— Keycloak II
@

Aristoteles

f—ﬁ
Pheidippides

p

Epicure

Elasticsearch ||

Heraclitus

Ojl

—

Pucynok 3 — ApxurekTtypHas cxema Cucrtembl xpaHeHus JaHHBIX (PGS)
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3.2.1 Onucanue apxurexktypsl PGS

Omnwucanue noacucreM u cepsrucoB PGS npuBenieHo B Tabmuie 5.

Tabnuma 5 — Onucanue nojcucreM U cepBucoB PGS

HavmenoBanue
Omnwucanue
cepBuUca

Arangodb baza mannbIX, comeprkaiias MeTagaHHbie GaiyioB (B T.4. MHGOPMAIIHIO O BiIaebIle
JIOKYMEHTa, IpaBax J0CTyTa U Tp.)

Aristoteles CepBep npuiioxkeHu#, BoICTymarommui backend-vacteio asis kommnonenToB CO B
YaCTH BHITIOJTHEeHUs (HalIoBbIX Olleparivii, pa3rpaHUYeHus MMpaB JI0CTYIIa,
BEPCHOHUPOBAHUS, GUKCAITMH UCTOPUH COOBITHH 110 0OBeKTaM

Dionis CepBuc, OTBevaloIyii 3a yajieHre U iepeHa3HayeHye TpaB J0CTyma it 06’beKTOB
I10/1b30BaTesen

Elasticsearch CepBuc, 0TBevaroIyii 3a MOKCK 110 COAEPXKUMOMY T10 XPaHSIIUMCS daiiyiaMm

Epicure CepBuc $opMHPOBaHUS U OTIPABKH COOOITIeHUH 6e30MMacHOCTH, C MOCIeayIome

OTHPAaBKOM B aynuT cuctemsl (SIEM)
Etcd Cepsuc, comep>xanivii KOHQUTYPaIUIO IPUIOKEeHUH, TIPU KJIAaCTEPHOM

pa3BepTHIBAHMH TaK>Ke UCIIOIb3yeTCsl CepBUCOM Postgres i co3manust Kiacrepa

Euclid Rest API cepBuc, oTBevaroIuii 3a aAMUHHUCTPUPOBAHME TI0JIb30BaTeliel B CUCTEME,
BeICTYTAtoIMi backend-dacTeio s komnoneHTa polemon (Be6-
aIMUHUCTPUPOBAHKE)

Heraclitus CepBUC OYHMCTKY aDXUBHBIX JTAHHBIX, YAAJIEHHBIX [T0JIb30BATEJISIMUA U3 KOP3UHBHI.
Mo2xeT HacTpauBaTh CPOKU XpaHEHHS apXUBHBIX JAHHBIX U aBTOYIAJIeHUsI UX C
JIMCKA TI0 33J]aHHOMY PaCIMCaHUIO

Keycloak Cepauc SSO, xpaasmuii B cebe HaCTPOWKY MHCTAJIISAITNH, TAHHbIE TI0 TeHAaHTaM 1
TMIOJTb30BaATEJISIM

Nginx IIpokcu-cepBuc, obecnednBaroIuil JOoCTyn 10: rabbitmg, aristotels, euclid
Pheidippides Cepsuc, ocytecTBIsoImil 06paboTKy cobbrTuii B Redis kananmax (aBToMaTH4ecKast

oiokupoBka IP-agpecoB/myOIMYHbBIX CCHUTOK)

Polemon Cepsuc Beb-anmuuucTprpoBanus Euclid (Be6-uHTEepdeiic aqMUHICTPaTUBHOM
TTAHeJIN)

Postrgres PostgreSQL, 6a3a nannbIX 11 cepBrica aBTopu3aruu Keycloak

RabbitMQ Ouepens coobmmennii. Mcnonb3yeTcst s mepenadd JoKyMeHTOB B elasticsearch mis
MIOUCKA I10 COIEPKUMOMY JIOKYMEHTOB U JJisl TiepeJlaui MeXXKOMITOHEHTHBIX
yBegomiieanii PGS>CO 06 naMeHeHNH HACTPOeK XPaHWIHINA

Redis baza maHHBIX «KITIOY-3HAYEHHe) JIJIs HeIIepPCUCTeHTHBIX JIAHHBIX (B OCHOBHOM

HCIIOJIb3YeTCd IJid XpaHeHWA TOKeHOB U IPYTUX aBTOPHU3alIHOHHBIX IIaHHbIX)

Sisyphus_sisyphus

CepBuc, OCYIIECTBIISIONIHIMA MTOVCK 110 COZIEPXKUMOMY JIOKyMeHTOB B elasticsearch

search
Sisyphus_sisyphus | Cepsuc, ocymecTsisitomuii iepefady ¢aitsior u3 rabbitMQ B elasticsearch
worker
Storage Brok storage — ocymecTBisieT XxpaHeHue GpaiioB CUCTEMBI.
S3/FS B kadectBe xpanwnuina FS B mpoekte ucnomnb3yercs GlusterFS.

B kavectBe xpaHwuiiia S3 B IpoekTe UCoib3yeTcss minlO

Hnst xpaHenus gaHHbix B o6beMe cBbiliie 100 ThailT pekoMeHyeTcst UCIIOIb30BaTh
S3
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4 TUITIOBBIE CXEMbI YCTAHOBKHA

4.1 Kondurypanus 6e3 0TKa3oyCTOHINBOCTH

Kondwuryparust 06e3 0OTKa30yCTOMYMBOCTHM MOXET MCIIOIb30BaThbCS TMPU  YCIIOBUM

IIpeJIOCTaBIIeH!s] 0TKAa30yYCTOMYMBOCTU HAa yPOBHE BUPTYaIU3allUH.

HanHast koHUTypaIusl XapakTepyu3yeTcsl TeM, YTO BCe CepBepHble POJId Pa3BepTHIBAIOTCS B

eIMHCTBEeHHOM cepBepe. B Takoi KoHUTypalliK poJid yCTaHABIMBAIOTCS:

— Ha HEeCKOJIbKO BUPTYaJIbHBIX CepBEepPOB C 00beIMHEHUEM POJIeH;

— Ha HeCKOJIbKO BUPTYaJIbHBIX CEepBEPOB, I'7le OJJHOMY CepBepy COOTBETCTBYeT O/IHA POJib.

YcTraHoBKa TakoOro TUma He TpeOyeT UCIIOIb30BaHUS TTOJICUCTEMbI OalaHCUPOBKH.

AnmnapatHble TpeboBaHUS [IJIsl YCTAHOBKM Ha JIByX BUPTYalbHBIX CepBepax IpUBe/IeHbl B
Tabsuiie 6.

B onmaHHOM pasnene nmpuBefieHbl TpeOOBaHWS Il pa3BepThIBAHUS CHUCTeMBbI  0e3
0TKa30yCTOMYMBOCTH CO CJIEAYIOIIMM MaKCHUMaJlbHbIM IpoduiieM 3KCIUTyaTallyu:

— BCero noJib3oBaTesei - 999;

— KOJIMYeCTBO OJTHOBPEMEHHO aKTHBHBIX MOJTb30BaTedei - 400;

— KOJIMYEeCTBO NOKYMEHTOB, peIlaKTUPYEMBIX OJHOBPEMEHHO - 200.

Braumanue:
— ¥3-3a HEBO3MOXKHOCTH MacCITabMpoBaHUs KOHGUTYpauu 6e3 0TKa30yCTOHYUBOCTH
(standalone) B Teky1ieM pexxumMe MaKCHUMAaJIbHBIN JIOITyCTUMBINM JIUMUT T0JIb30BaTesen

<1000;
- Tpe6OBaHI/Iﬂ HWJeHTHUYHbI OJIs CUCTEM C 06HII/IM KOJIMYeCTBOM IT10JIb30BaTesier oT 1 a0
999.
Tabnuna 6 — AnnaparHble TpeboBaHuS AJIs KOHGUTIypaniuu 6e3 0TKa30yCTONYUBOCTH
Pomu cepepoB CPU, vCPU RAM, I'baut SSD, I'bauit
operator® 1 4 50
Bce PGS 8 20 100
Bce CO 8 20 100
* — cepBep C POJbIO operator PeKOMEH/yeTCsl pa3MellaTb Ha OTAEIbHOM BUPTYalbHOM

cepBepe. ITocre YCTaHOBKHU CepBep C POJIbIO operator MOXHO BBIKJIIOYUTD.
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4.2 KiacrepHasi 0TKa30yCTOHYNBasE KOHQUrypanus

B  kylacTepHOM  OTKa30yCTOWYMBOM  KOHPUIypallMd KaK{ash  KpUTUYecKas  poJlb
peluIMIypyeTcss Ha pasHbIX BUPTYalbHBIX cepBepax. Pa3Hele poyiy MOryT ObITh 0ObequHEHB! Ha
OJIHOM BHUPTyaJIbHOM cepBepe. ApXWUTEeKTYPHBIX OIpaHH4YeHUM II0 OObeqUHEHWIO pOoJledl Her.

BI/IpTyaJIbeIe CepBepbl PA3HOCATCS 110 Pa3HbIM (l)I/ISI/I‘leCKI/IM cepBepaM WiIv r'uiiepBru30paM.

Anmnaparsble TpebGOBaHMS Jisi YCTAaHOBKM IpHBelleHbl B Tabmuile 7. B pganHOoM paspgesne
NpuBeJleHbl MUHUMaJlbHble TpeOOBaHUs I pPa3BepThIBaHUs CHUCTeMbl B peXXuMe KiacTrepa CO

clenyomuM npoduseM 3KCILTyaTalluu:
— Bcero mosb3oBaresei - 2000;
— KOJINYeCTBO OJTHOBPEMEHHO aKTUBHBIX IoJib30oBaTesei - 1000;

— KOJIM4eCTBO JIOKyMeHTOB, peJJakTHPYeMbIX 0JIHOBpeMeHHO - 90.

Tabmuia 7 — AnmapaTHble TpeOOBaHUS /ISl KJIACTEPHOM OTKAa30yCTOMYMBOM KOHUTYPAITUHA

Hauverosaive| KOMMMECTBO | opry (opyy | RAM, [6aiir | SSD, T6air | HDD, C6aiir
pos CepBepoB
operator 1 1 4 0 50
LB 2 2 4 50 0
core 2 12 24 100 0
infra 1 2 12 100 0
mg+imc+etcd 3 6 16 50 0
PGS-APP 2 8 8 0 70
STORAGE 2 4 12 12 055 0
STORAGE-A 1 4 12 1 550 0
PGS-BE 3 4 12 0 3350
PGS-DB 2 16 10 1 300 0
PGS-LOG 1 4 8 0 100
PFE 2 8 16 0 200
PBE 2 8 20 0 5250
PDB 2 8 16 100 0
PLOG 1 4 8 0 100

PexomMenpanuu 1o KiacTepHOH 0TKa30yCTOMYMBON KOHQUIYPALUU:

— cepBep operator He PeKOMEHJyeTCs yCTaHaBJIMBaTb Ha OJHOM BHPTYyaJbHOM CepBepe C

MIPWIOXKeHHeM, HO OH MOXeT OBbITb BBIKJIIOUeH I10CIe yCTAaHOBKY;
— B 3TOM KOHPUTypaluu o6beJuHeHbl POJu cvm/cu-pool U dem/du-pool;
— POJIM log ¥ PGS-LOG He SIBJISIOTCS KPUTUIECKUMU;
— poJib LB — BHEITHUIN 0aJIaHCUPOBIIUK;

— JIJIS1 KJIaCTePHBIX poJied etcd / mqg / imc HEOOXOJMMO MCIOJIB30BaTh MUHUMYM 3 y3Ia, JJis

etcd peKOMeH/IyeTCsl HCII0JIb30BaTh 5 Y3JI0B.
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4.3 TpeboBanus nya kinacrepa c npodunem dosee 2000 monn3oBaTeneit

Jl1s1 KjlacTepHOM YCTAaHOBKH, Ha KOTOPOM IlaHUpyeTcs: pabora 6osee 2000 mosib3oBaTesiei,
HE0OX0MMO 00paTUTHCS K BEHAOPY [JIs pacdyeTa pa3MepoB CepBEpHBIX PeCypCoB U TONy4YeHUs

peKoMeHJialvi 110 06beJUHEHUIO POJIey.

4.4 Pacuer TpeboBanuii IOPS

TpeboBanus IOPS k paznu4HbIM posisiM IIpeficTaBjieHbl B Tabiuie 8.

Tabmuna 8 — Tpebosanusx IOPS nist poneit

HaumenoBanue CpenHye 3HaueHUe MakcumanbHOe 3HadeHHe

poiu IOPS IOPS

APP 70 100

BE* 30 100
STORAGE N#*** N#***
DB** N*** N%HHE

INFRASTRUCTURE 20 50

¥ — Ha JaHHOM CepBepe pa3MellleHbl ClIeAyrollre pOJik: keycloak, arangodb agent

redis, rabbitmqg, search, etcd.
*¥ — Ha JaHHOM cepBepe pa3MellleHbl ClIeAyIolhe POJIU: postgres, arangodb.
N*** — 3aBUCUT OT KOJIMYECTBA OJHOBPEMEHHO PeJIaKTUPyeMbIX JIOKYMEHTOB.

[IpumepHBIH pacyeT TpebOBaHUM K TMCKOBOM mojicucteMe ijis poiieit ST u DB Bo3morkeH 1o

crepyrolen popmyilie:
KOJIMYECTBO O/ITHOBPEMEHHO PeJaKTUPYEMBbIX JJOKYMEHTOB

= 06 I0PS
KOBQ)CIJHHI/IGHT TpeObOBaHHSA K

KoaddurmenT st pacyera TpeboBaHUM MTpe/iCTaBieH B Tabmuiie 9.

Tabmuima 9 — Koaddurment IOPS s poneit

Haumenosanue Cpennaue MaxkcumanbHoe

[Tpumeuanue
ponu 3Ha4YeHue 3Ha4YeHUe

®opmyna paboTtaeT oT
1000 ogHOBpEeMeHHO
pelaKkTUPyeMbIX
JIOKYMEHTOB

STORAGE 52 9

®opmyna paboTtaeT oT
5000 ogHOBpPEMEHHO
pelaKkTUPyeMbIX
JIOKYMEHTOB

DB 90 55

[Tpu pacuere cienyeT NpUHSATH BO BHUMaHHe, 4TO popMysia HOCUT OI[€HOYHBIM XapakTep.

J171s1 BO3MOXHOCTH PabOoThI CepBUCa MPOITYCKHAsl CIIOCOOHOCTD JIMCKOBOM MOJICUCTEMBI AOKHA OBIThH
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He HUXe cpenHero 3Hadenus [OPS, nns komdopTHOM pabOThI MPOIMyCKHas CIIOCOOHOCTH JIOKHA

OBITB BBIIIIE MaKCUMaJIbHOTO TpeboBanus IOPS.

4.5 TunoBasi cxeMa MacIITa0OHPOBaHUS

HOJ'IHOLIGHHOG MaCH_ITa6I/IpOBaHI/Ie BO3MO>XXHO HCIIOJIb30BATb TOJIBKO JJId KHaCTepHOﬁ

0TKa30yCTOMYMBOM KOHGUT'YpaIUHU.

s  xondurypaunu  (standalone)  BO3MOXXHO  MCIOJIb30BaHHWE  BepTUKAJIbHOIO

MaCH_ITa6I/IpOBaHI/I$I C Y4eTOM OI'pdHUYEHH Docker n JAPYIr'uX CUCTeMHbIX CEpPBHUCOB.

[lepexon oT koHdurypamuu (standalone) Kk KjIacTepHOM BBINOJHSAETCS TIPU  IOJHOU
nepeycTaHoBke ImporpamMmHoro mnpoaykra. B PGS mnepexom ob6ecrieunBaeTrcss C MHOMOIIBIO

IMpeaBapUuTeJIbHOT'O pe3epBUPOBaHNU ba3 JdHHBIX.

B nmnepByio odepeny nans koMmioHeHTa CO crenyer MaciiTabUpoBaTh y3/bl KilacTepa C

POJISIMHU:
— dcm (B/IMsIeT HAa KOJIMYECTBO OIHOBPEMEHHO OTKPBITBHIX JJOKYMEHTOB);

—cvm M pregen (BJ'[I/ISIET Ha KOJIM4YeCTBO KOHBepTaHHﬁ, CKOPOCTb 3dI'py3KH, CKdAYMBdHMHAI,

Ie4yaTur JIOKYMEHTOB) .
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5 TEXHUYECKAS IIOJJAEPHKA

KonraktHas wHbopmanusi ciayk0bl TexHudeckor momanepxkku OO0 «Hosble obiayHbie

TEXHOJIOTUM» B CJTydae BOSHUKHOBEHHUSI BOIIPOCOB, He OITMCAHHBIX B JIAHHOM PYKOBOJICTBE:
Anipec 371eKTpOHHOM TOUTHI: support@service.myoffice.ru

Tenedon: 8-800-222-1-888
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INIPUWIOXKEHHME A

IIpumep ¢aiina inventory CO (ycranoBka Standalone)

all:
children:

co:
children:
co_chatbot:
hosts:
co-infra-1l.installation.example.net:

co_etcd:
hosts:
co-infra-1.installation.example.net:

co mq:
hosts:
co-infra-1.installation.example.net:

Cco_cvm:
hosts:
co-infra-1l.installation.example.net:

co_cu:
hosts:
co-infra-1.installation.example.net:

co_dcm:
hosts:
co-infra-1.installation.example.net:

co du:
hosts:
co-infra-1l.installation.example.net:

co fm:
hosts:
co-infra-1.installation.example.net:

co_jod:
hosts:
co-infra-1.installation.example.net:

co_nm:
hosts:
co-infra-1.installation.example.net:

co_pregen:
hosts:
co-infra-1.installation.example.net:

co_imc:
hosts:
co-infra-1.installation.example.net:

co lb core auth:
hosts:
co-infra-1l.installation.example.net:

co_infra:
hosts:
co-infra-1.installation.example.net:

Co_setup:
hosts:
co-infra-1l.installation.example.net:
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INPUJIOAEHUE b

IIpumep ¢aiina inventory CO (kacTepHasi yCTaHOBKaA)

all:
children:

co:
children:

co_etcd:

hosts:
etcd-1.installation.example.net:
etcd-2.installation.example.net:
etcd-3.installation.example.net:
etcd-4.installation.example.net:
etcd-5.installation.example.net:

co_mqg:
hosts:
mg-1.installation.example.net:
mg-2.installation.example.net:
mg-3.installation.example.net:

CO_Ccvm:
hosts:

cvm-1.installation.example.net:

cvm-2.installation.example.net:

co_cu:
hosts:

cvm-1.mcs.installation.example.net:

cvm-2.mcs.installation.example.net:

co_dcm:
hosts:
dcm-1.installation.example.net:
dcm-2.installation.example.net:
dcm-3.installation.example.net:

co _du:
hosts:
dcm-1.installation.example.net:
dcm-2.installation.example.net:
dcm-3.installation.example.net:

co fm:
hosts:
fm-1.installation.example.net:
fm-2.installation.example.net:

co_jod:
hosts:
cvm-1.installation.example.net:
cvm-2.installation.example.net:

co_nm:
hosts:

nm-1.installation.example.net:

nm-2.installation.example.net:

Co_pregen:
hosts:

pregen-1.installation.example.net:

pregen-2.installation.example.net:

co_imc:
hosts:
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imc-1.installation.example.net:
imc-2.installation.example.net:
imc-3.installation.example.net:

co_lb core auth:
hosts:
auth-1.installation.example.net:
auth-2.installation.example.net:

co_infra:
hosts:
log.installation.example.net:

CO_setup:
hosts:

auth-1.installation.example.net:
auth-2.installation.example.net:
cvm-1.installation.example.net:
cvm-2.installation.example.net:
dcm-1.installation.example.net:
dcm-2.installation.example.net:
dcm-3.installation.example.net:
etcd-1.installation.example.net:
etcd-2.installation.example.net:
etcd-3.installation.example.net:
etcd-4.installation.example.net:
etcd-5.installation.example.net:
fm-1.installation.example.net:
fm-2.installation.example.net:
imc-1.installation.example.net:
imc-2.installation.example.net:
imc-3.installation.example.net:
log.installation.example.net:
mg-1.installation.example.net:
mg-2.installation.example.net:
mg-3.installation.example.net:
nm-1.installation.example.net:
nm-2.installation.example.net:
pregen-1.installation.example.net:
pregen-2.installation.example.net:
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INMPUJIOKEHUE B

IIpumep ¢aiina inventory PGS (ycranoBka Standalone)

all:
children:
pgs:
children:
pythagoras:
hosts:
host.installation.example.net:
keycloak:
hosts:
host.installation.example.net:
arangodb:
hosts:
host.installation.example.net:
volume device arangodb: "False"
volume device arangodb path: \

"/dev/disk/by-uuid/<UUID>"
arangodb agent:
hosts:
host.installation.example.net:
search:
hosts:
host.installation.example.net:
volume device elasticsearch: "False"
volume device elasticsearch path: \
"/dev/disk/by-uuid/<UUID>"
redis:
hosts:
host.installation.example.net:
rabbitmg:
hosts:
host.installation.example.net:
postgres:
hosts:
host.installation.example.net:
volume device postgres: "False"
volume device postgres path:
"/dev/disk/by-uuid/<UUID>"
etcd:
hosts:
host.installation.example.net:
nginx:
hosts:
host.installation.example.net:
infrastructure:
hosts:
host.installation.example.net:
storage:
hosts:
host.installation.example.net:
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INIPUIOKEHUE I

IIpumep ¢aiina inventory PGS (kiacTepHast ycTaHOBKa)

all:
children:
pgs:
children:
pythagoras:

hosts:
hostl.installation.example.net:
host2.installation.example.net:

keycloak:

hosts:
hostl.installation.example.net:
host2.installation.example.net:

arangodb:

hosts:
hostl.installation.example.net:
volume device arangodb: False

volume device arangodb path: "/dev/disk/by-uuid/<UUID>"

host2.ingtallation.example.net:
volume device arangodb: False

volume device arangodb path: "/dev/disk/by-uuid/<UUID>"

arangodb_ageﬁt:
hosts:
hostl.installation.example.net:
volume device agent: False

volume device agent path: "/dev/disk/by-uuid/<UUID>"

host2.ingtallation.example.net:
volume device agent: False

volume device agent path: "/dev/disk/by-uuid/<UUID>"

hostS.ingtallation.example.net:
volume device agent: False

volume device agent path: "/dev/disk/by-uuid/<UUID>"

search:
hosts:
hostl.installation.example.net:
volume device elasticsearch: False
volume device elasticsearch path: \
"/dev/disk/by-uuid/<UUID>"
host2.installation.example.net:
volume device elasticsearch: False
volume device elasticsearch path: \
"/dev/disk/by-uuid/<UUID>"
host3.installation.example.net:
volume device elasticsearch: False
volume device elasticsearch path: \
"/dev/disk/by-uuid/<UUID>"
redis:
hosts:
hostl.installation.example.net:
host2.installation.example.net:
rabbitmg:
hosts:

hostl

host2.
host3.

etcd:
hosts:
hostl

nginx:
hosts:
hostl

.installation.
installation.

installation

.installation
host2.
host3.

installation.
installation.

.installation.
host2.

installation

example.
example.
.example.

.example.
example.
example.

example.
.example.

net:
net:
net:

net:
net:
net:

net:
net:
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postgres:
hosts:
hostl.installation.example.net:
volume device postgres: False
volume device postgres path: "/dev/disk/by-uuid/<UUID>"
host-2.installation.example.net:
volume device postgres: False
volume device postgres path: "/dev/disk/by-uuid/<UUID>"
infrastructure:
hosts:
infra.installation.example.net:
co lb:
hosts:
co-1lbl.installation.example.net:
co-1b2.installation.example.net:
co_auth:
hosts:
co-authl.installation.example.net:
co-auth2.installation.example.net:
storage: #3 minimum
hosts:
hostl.installation.example.net:
host2.installation.example.net:
host2.installation.example.net:
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