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MonOdounc

Bce ynoMsHyTble B 3TOM JIOKyMeHTe Ha3BaHUS MPOAYKTOB, JIOTOTUIIbI, TOPTrOBble MAapKU U
TOBApHbIe 3HaKU MPUHAIUIeXAT UX BJlafieJibIlaM.

ToBapubie 3Haku «MonOducy, «MyOffice» u «Squadus» npunamnexxar OO0 «HOBBIE
OBJIAYHLBIE TEXHOJIOT U W ».

Hu npu kakux oOCTOSITeIbCTBAX Heb3s UCTOJIKOBBIBATH JIIOOOE CO/IepXKMMOe HACTOSIIero
JIOKyMeHTa KakK IpsiMoe MJIM KOCBEHHOe IpefioCTaB/ieHue JIMIeH3UW WM MpaBa Ha KCIO0JIb30BaHUe
TOBApPHBIX 3HAKOB, JIOTOTUIIOB MJIM 3HAKOB 00CITyKHMBaHUSI, IPUBEJIEHHBIX B HEM.

JItoboe HECAaHKIIMOHUPOBAHHOE MCIIOJIb30BAHUE 3THUX TOBAPHBIX 3HAKOB, JIOTOTHUIIOB WJIM 3HAKOB

obcimykuBaHus 6e3 MMCbMEeHHOI'0 pa3pelieHus UX paBoo0IIajaTesis CTPOro 3arpeleHo.
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IMEPEYEHD COKPAIIIEHUM, TEPMHHOB U OITPEJIEJIEHUI

B HaCTodmeM JOOKYMeHTe IIpUMeHAI0T ClIeAyrolre COKpallleHHWda C COOTBETCTBYIOIMHUMU

pacimdpoBkamu (Tabu. 1).

Tabauua 1 — CokpaweHus u 0603HaueHus

Copamieinze, PacimmidpoBka 1 onpenienenue
TepMUH
API Application Programming Interface, uarepdeiic mporpaMMupoBaHUsI IPUIIOKEeHUI
Auth SSO Single Sign-On, noacucTeMa equHOTO BX0o/a (aQyTeHTUDUKAIIAN ¥ aBTOPHU3AIIHN)
CA Certificate Authority, yIoCTOBepSIIOIITNE IEHTP JIJIS IO TBEP>KAEHUS TIOIJTAHHOCTH
KIIF0Yel MUppOBaHUs
CDN Content Delivery Network, ceTh ocTaBKU COAEPXUMOTO (B JAHHOM CJIy4dae OJlHA
u3 posiert Auth SSO cepsepa)
CO CucreMa pefjakTUPOBAaHUS ¥ COBMECTHOU pabOTHI
CU Converter Unit, cepBuC KOHBepTUPOBaHUs pa3HbIX GOpMaTOB PailyioB
DNS Domain Name System, cucreMa JOMeHHBIX UMeH
DU Document Unit, curonnm DCS
ETCD Pacnpenenennas cucreMa xpaHeHUst KOHUTYpallid
FCM Firebase Cloud Messaging, cepBuc yBeoMJleHHI MOOWIbHBIX ITpwiIoxeHni Google,
panee HazwBasics GCM
FQDN Fully Qualified Domain Name, mosiHOCTBIO OTIpefie;ieHHOe UMs JoMeHa
GCM Google Cloud Messaging, cepBuc HoTuHKaLIUK MOOMIBbHBIX NTpUIoxeHuid Google,
3ameHeH cepucoM FCM
Inventory daiin, comeprkamuit HAbop ynpapisieMbIX XOCTOB /IJIs1 aBTOMAaTH3aI[UM yCTAHOBKU U
yIpaBieHust KoHbUrypaiiyeit s cepBuca Ansible
PGS Cucrema XxpaHeHHs TaHHBIX
SMTP Simple Mail Transfer Protocol, mpoTokos nepefgayu mOYTOBBIX COOOIIEHUI
SSH Secure Shell, «6e3omacHas o60JI0UYKa»
Ul User Interface, monmb3oBaTesibCkuid nHTEPEIC
URL Uniform Resource Locator, equnblii ykazaTesib pecypca
0]@ OmnepammoHHas cucreMa
IIK [TepcoHanbHBIN KOMITbIOTEP
1o [IporpamMmmHoe obecrnieyeHue
VI Y mocToBepsIOmui eHTP
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1 OBIIIME CBEJEHUSA

1.1 Hazuauenue

Hacrosiiiiee pykoBOJICTBO OIHUCHIBAaeT MOPSIOK YCTAaHOBKM W HAcTporku Cucrembl

peaaKTAPOBaHUs U coBMecTHOU paboTsl (CO).

1.2 O xoMmmoHeHTax

Cucrema peJaKTUPOBAHUS U COBMECTHOM pabOThI — KOMITOHEHT, NpefAHa3HauYeHHBbIN s
VH/IMBUYaJIbHOTO U COBMECTHOT'O PeJJaKTUPOBAHUS TEKCTOBBIX U TAOJIIMYHBIX JOKYMEHTOB, a TaKXKe
IIPOCMOTpA U JeMOHCTPAIINH MTpe3eHTaIui.

Cucrema pPedaKTUpPOBaHUA U COBMECTHOM pa6OTbI BXOOUT B COCTaB ClleAyIOMKUX ITPOAYKTOB:

«MoiOduc YactHoe O6mako 3»;

— «MoiOduc IIpodeccronanbHbIN 2%;

— «MoiOduc IIpodeccroHanbHbIN 3»;

— «MouOduc Cxemay;

— «Squadus PRO».

[TonpobHOe  omnmcaHWe  BO3MOXXHOCTeH  IpPOJAYKTa  IpUBeJleH0O B JIOKyMeHTe

«CDYHKI_II/IOHEU'IBHBIE BO3MO>XXHOCTH».

1.3 Ilepeyens u3mMmeHeHMii C 00HOBJIeHHEM BepPCHH

HN3menenus B Bepcun 2.7

1. B datine inventory hosts.yml yJajeHbl TPyIIbl co service U co lcs.

Z.IIpH KJIACTEPHOM YCTAaHOBKe OT/eJbHbIe cepBepa i TPYIIL co service U co_ lcs He
BBIJIEJISIOTCS.

HN3meHnenus B Bepcuu 2.8

B daitnie inventory hosts.yml o6aBjeHa rpyimna co audit.

HN3menenus B Bepcuu 3.0

1. JobaByieHbI HOBBIE TTlepeMeHHble B Galil main.yml (HHXKe IPUBeIeHbl CO 3HAYeHUSIMU 110

YMOJTYaHUIO):

Count CU (conversion units) for SA
cu pool size: 4

Count PGU (pregen units) for SA
pregen pool size: 6

Credentials for integration with messenger. Possible values are: "none" (default
value), "squadus".
chatbot messenger: "none"

chatbot squadus login: ""
chatbot squadus password: ""
chatbot squadus_ server: ""
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HNsmenenus B Bepcuu 3.1
1. Jlo6aBieHBbl NepeMeHHBIe [JIs HaCTPOMKM Sentry (HM)Ke IpHBeieHbl CO 3HAUYEeHUSIMU 110
YMOJTYaHUIO):

chatbot sentry dsn: ""
openresty sentry log sentry dsn:
openresty sentry log sentry url:
openresty sentry sso log dsn: ""
openresty sentry wfe log dsn:

2. Jlob6aBneHbl nlepeMeHHble /il HACTPOWKK IapaMeTpoB wfe (Huke mpuBelieHBl CO
3HAYeHHSIMHU 10 YMOJIYaHUIO):

openresty wfe loader pending ms: 400
openresty wfe mobile apps site url:
openresty wfe page size: 0

3. JlobaBnena komaHzia B Hactpoiiku cepBuca confd ams mepesanycka CU u DU Docker
KOHTerHepoB (pu n3MeHenuu Hactpoek B ETCD).

4, JlobaBneH ¢yHKIIMOHAN HAcTpoWku Alertmanager Juisi OTHPAaBKH YBEeIOMJIEHWH B
KOMMYHUKAIIMOHHbIe KaHallbl, TO/IIep>KUBaeMble CEPBUCOM.

5.1106aBneHa InmepeMeHHasaA force cleanup monitoring [Id COXpPaHEHHA [OdHHBIX
CEepPBHMCOB MOHUTOPUHIA W >ypHajia cobObiTMii npu mnepeycraHoBke CO ¢ momHOM
OUYUCTKOU JIaHHBIX.

HN3menenus B Bepcuu 3.2

1. JlobaBnena 3arpy3ka mopyined sapa Linux bridge u br netfilter (mma ymydmenus
B3auMojercTBusa ¢ Docker v27+).

2. ,HO6EIBJ'I€HLI HOBbIE ITepeMeHHbIe (HI/DKE InprBeJeHbl CO 3HAYeHUAMU 110 YMOH‘laHI/II-O)I

chatbot squadus_ token: ""
openresty wfe max request delay: 60

3. V3aMeHeHbl 3HaueHUs Ul IlepeMeHHbIX (HU>Ke NpHBelleHbl C HOBBIMHM 3HAYEHUSIMU 10
YMOJTYaHHUIO):

cu max memory heavy: 5G
du max time for inactive collaborator mins: 30

1.4 CocraB aucTpudyTHBa

Kommsexkt mocraBku [1O0 mnpenHasHadeH i NOATOTOBKU HWHQPACTPYKTYpHl CepBepa C
POJIBIO operator W AajibHEeHIIeld YCTaHOBKU NPoAyKTa. KOMIIeKT BKIIIO4aeT B ceds:
— UCHOJIHSIeMBI  (palyl co_ansible bin 3.2.run, IIpeJHAa3HAYeHHBIM [UIsI YCTAHOBKHU
IIO/ICUCTEMBI yIIpaBJIeHHUsl KOHQUTyPaLlUsIMH;
— WCIIOJNHSEMBINA Palil co_infra 3.2.run, IpefHa3HA4YeHHBIN [yl yCTAHOBKY XPaHWJINIIA
obpazoB Docker;
— aiti1, comepKallvi JIMIeH3UOHHOe COoTJIallleHue, ITIOJIUTUKY KOH(UIeHITUaIbHOCTH U

Ccnucok uneH3ui ucnosnszyemoro [10 B popmate HTML.
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1.5 Ilepeyenb TeXHUYECKOH IOKyMeHTaI[UH

[TepeueHb TeXHHUYECKOM IOKyMeHTAllUH, IIpe/iCTaB/IeHHbIA B TabiuIle 2, NIpefiHa3HavYeH [

pa3BepThIBaHM S CepBepHOM YaCTH, HACTPOUKHU U JaJIbHeHIlero aIMAHUCTPUPOBAHUS IIPOJIYKTA.

KomrnekT fokyMeHTaIliuy pacipoCcTpaHsieTcs Ha KOMIIOHeHThI TPOJTyKTa:

— Cucremy peflakThpoBaHus U coBMecTHOU paboTsl (CO);

— Cucremy xpanenus nanubix (PGS).

Tabauuya 2 — IlepeueHb mexHuuyeckoii doKymeHmauuu

u Hcrnons3yemsie
arMeHOBaHUe JIOKyMeHTa Conepxanue JOKyMeHTa
KOMIIOHEHThI
«CucremHble TpeOOBAHUSY CO, PGS CucreMHble ¥ IpOTpaMMHEIE
TpeboBaHUsI K IPOYKTY
«ApxuTeKkTypa» OmnucaHue apXUTeKTypbl IPOAYKTa IS
CO, PGS BbIOOpA TUIA YCTAHOBKU U BbIJleJIeHHUS
PecypcoB JiJis CepBepoB
«Cucrema pefjakTUPOBAHUS U [Topsimok yCTaHOBKUA CUCTEMBI
COBMeCTHOM paboThl. PykoBOZICTBO 110 CO pelakTUPOBaHUS U COBMECTHOM
YCTaHOBKe) paboTh
«Cucrema xpaHeHUs JaHHBIX. PGS [Topsimok yCTaHOBKUA CUCTEMBI
PyxoBozcTBO 10 ycTaHOBKe» XpaHeHHUs! JaHHbIX
«PyKoBOICTBO 110 HACTPOWKE» Hacrpoiika cepBepoB IpoayKTa 1noce
CO. PGS YCTAHOBKH U B X0Jle SKCIUTyaTallux
CUCTEMBI, a Takxe IIPOIeCCOB
MOHUTOPHHTA U JIOTUPOBaHUs
«PyxoBoacTBO 110 CO. PGS DYHKIUU yIIpaBJeHs] TEHAaHTOM B
aIMUHHACTPUPOBAHUION ’ X0ie JKCIUTyaTallui CUCTEeMBI
«PyKoBOACTBO 110 pe3epBHOMY [Topsiiok pe3epBHOTO KONIMPOBAHHUS
KOTIMPOBaHUION PGS 0a3 MaHHBIX, PACTIOJIOKEHHBIX B
CHCTeMe XpaHeHUs TaHHbIX
«CepBUCHO-pecypCHas MOZelb) Jlornueckas Mozesb cepBHCa,
OTIMCHIBAIOIAsl COCTAB U B3aUMOCBSI3U
CO, PGS KOMIIOHEHTOB (pecypcoB), KOTOpbIe
COBMECTHO 00eCIequBaroT
Ipe/loCTaBJIeHre cepBHCca
«PyKkoBOJICTBO 110 MOHUTOPHUHTY > PyHKIUU 0TOOpakeHUs TeKyIlero
CO, PGS COCTOSIHHSL CUCTEMBI U OTJeJIbHbIX
CepBUCOB
«PykoBoncTBo o pabote ¢ API» Habop metonoB mis
CO. PGS aBTOMAaTU3WPOBAHHOTO yIIpaB/IeHHUs

M0JIb30BaTeJSIMH, TPYIIIAMH, 0OIUMHU
IIalKaMy, JJOMeHaMH ¥ TeHaHTaMHU

1.6 IIporpaMmHBIe U anmapaTHbIe TPe0OBaHHUS

HpOI‘paMMHbIe " allllapdTHbIe Tp860BaHI/I$I K TEKYHLEIZ Bepcrun I10 YKa3daHbI B JJOKYMEHTe

«Cucremuble TpeOOBaHUSDY.
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1.7 TpeboBanus k nepcoHaxy

Hnst pabotel ¢ 10 apMuHUCTpaTOpy HEOOXOMMMO OOJIa[laTh peleBaHTHBIM OIBITOM IO
CJIeTyIOIUM HallpaBJIeHUSIM:

1. OCcHOBBI CETEBOT0 aIMUHUCTPUPOBAHUSL:

— cereBast mojientb OSI u crek mpoTtokosnos TCP/IP;

— [P-azipecaniyisi ¥ MacKU TOJCETH;

— MapUIPyTU3aIIUS: CTaTU4ecKasi U JUHAMUYecKas;

— IIPOTOKOJ obecrieyeHus oTkazoycrorurnsocty nuio3a (VRRP).

2. Pabota c nojicucreMoi BUPTyajv3allMd Ha YPOBHE 3KCIepTa:

— pabora ¢ VMware vSphere ESXi 6.5 i KVM;

— ycranoBka Docker;

— 3aIlyCK, OCTAaHOBKA U Tlepe3alyCK KOHTelHepOoB;

— paboTa c peeCTpOM KOHTEHHEepOB;

— ToJy4YeHue apaMeTpOB KOHTEMHEepPOB;

— B3aMMOJIeliCTBUe TIPUJIOXKeHU B KOHTelHepax (ceTh B Docker);

— peliieHue MpobJieM KOHTeHHepHON BUPTYaJn3alliu.

3. Pabora c komangHo# crpokoit OC Linux:

OIIBIT CUCTEMHOI'0 aJMUHUCTPUPOBaHus Linux;

3HaHUs B 00beMe KypcoB AL-1702, AL-1703 (unu aHasmoruyHbix KypcoB 1o apyrum OC);

3HaHUS B 00BbeMe, TOCTAaTOYHOM JIJIsl CIaYM cepTUdUKarnoHHoro 3k3ameHa ALCSA-1.7
(MM aHAJIOTUYHBIX 3k3aMeHOB 110 pyrum OC).

4. Pabora co ciyx60i1 nomeHHbix nmMeH DNS:

— 3HaHHe ocHOBHBIX TepMuHOB (DNS, [P-aapec);

— NoHrMaHue npuHIunoB pabotel DNS (xopHeBble cepBepsbl, TLD-cepBepsl, cepBeprl IMeH

JIOMEeHOB, pa3pelIaloli cepBep UMeH);

— 3HaHMe TUIIOB 3anKrcy U 3arnpocoB DNS.

5. 3HaHUe BUJIOB apXUTEKTYPhI, a TaK’Ke OCHOBHBIX KOMITOHEHTOB UHMPACTPYKTYPhI
OoTKpbITHIX Kitoder (PKI):

— 3aKPBITBIN U OTKPBITHINA KIIIOYY;

— cepTUdUKAT OTKPHITOTO KITI0YQ;

— peructpaioHHbIH 11eHTp (RA);

— ceprudukanmoHHbii meHTp (CA);

— xpanwinile ceprupukaros (CR).
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6. [IpakTHUYeCKUii OMBIT AIMUHUCTPHUPOBAHMS Ha YPOBHE JKCITepTa:
— Etcd;

— Elasticsearch;

— Prometheus;

— RabbitMQ;

— Redis.

7. Pabora ¢ cucteMol aBTOMaTH3aliuy pa3BepTbiBaHust Ansible.

1.8 TumoBbIe cxeMBbI YCTaHOBKH

CTpyKTypa cepBrica MOXeT ObITh ITpefiCTaBieHa ABYMsI TUIIAMH YCTAHOBKU:
— standalone (Ha oJMH BUPTYaJbHBIM CepBep WM Ha HECKOJIbKO BHUPTYaJbHBIX CEpBepoB B
paMKax OIHOT0 PpU3NIECKOTo cepBepa);

— KJIaCTepHasd (BCQ pPOJIn YCTAHABJIMBAIOTCA HA Ppd3Hble BHUPTYdJIbHbIE WU Cl)I/IBI/IIIECKI/Ie

cepBephl).

1.8.1 Standalone

Koudurypanus 6e3 0Tka30yCTOWYHMBOCTH UCIIOJIb3YeTCs ISl pa3pabOTKU WM JIeMOHCTpaluy
BO3MO)XHOCTEH IIPOJyKTa.

YcraHoBka B MUHUMaJIbHOM KOHGUTypalliy UCIIOJIb3yeT TPU CepBepa:

— cepBep C POJIblO operator AJIS yIIpaBJieHUs IIPOLeCCOM YCTaHOBKY;

— CepBep C POJbIO co Ul yCTaHOBKU PelakTOPOB U JonojHuTenpHoro 110;

— cepBep C POJIbIO pgs JIs pa3MellleHus U XpaHeHust 0a30BbIx OUOIMOTEK U dailIioB.

1.8.2 KnacrepHas ycraHOBKa

OTkazoycroiunBasi KOHPUTYypalusl, UCIIOIb3yeMast Il TUTIOBOM YCTaHOBKU IPOAYKTA.
Jl71s1 coxpaHeHUsl YPOBHSI OTKa30yCTOMYHMBOCTU He peKOMEeHIYeTCs COBMellaTh CepBepHble

POJI MeXxnay coboi. COBMeH_[eHI/Ie AOITYCKdeTCd B OTAEJIbHbIX CITy4dsaX IOJis SKOHOMHH peCcypCoB.
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2TIOAT'OTOBKA K YCTAHOBKE

2.1 IloaroToBKa cepBepoOB YCTAaHOBKH

[lepen HayanoM yCTaHOBKM HEOOXOJMMO O3HAKOMHUTBCS C JIOKYMEHTOM «ApXUTEKTypa». B

COOTBETCTBHUU C THUIIOM YCTAHOBKHU CjieyeT IMOATOTOBUTH HEO6XOﬂHMOe KOJIN49eCTBO ¢H3HHECKHX

WJIM BUPTYaJIbHBIX CEPBEpOB.

2.2 IToarorosxa OC

Ha cepBepsl, npeqHa3HadyeHHble I pa3BepThIBaHUSI CUCTeMbl, HEOOXOJMMO YCTAaHOBUTH
OC, cooTBeTCTBYIOITYIO TpeOOBAHUSIM IOKyMeHTa « CuCTeMHble TpeOOBaHU .
VcranoBka Ha OC Astra u ucnonb3oBanue OC CentOS mnoTpebyeT AONOIHUTENBHBIX
HACTpPOeK:
— quist yctaHOBKM Ha OC Astra He00XOAUMO BBITIOJIHUTE OTlepaliiy, U3NI0KeHHbIe B pasfielie
«Koundurypuposanue OC Astray;
—npu  wucnonb3doBanuu  OC CentOS cjlelyeT  O3HAaKOMHUTBCS C  pas[eioM

«Kondurypuposanue CentOS».

2.2.1 Koupurypupoanme CentOS

C cBsizu c npekpaienvem noanepxxkd CentOS 7 co croponsl komnanuu RedHat ymcras
ycraHoBka Ha Linux auctpubytus CentOS HeBo3MoXkHa.
Crnenyer OTK/IIOUYMTH OOHOBJIEHHE SITTPA B COOTBETCTBUM C paszienioM «llopsiiok o6HOBIEHUS

snpa Linux».

2.2.1.1 BoccraHoBieHue focryna

,Hﬂﬂ BOCTAHOBJIEHHMS OOCTyIld K AKTya/JIbHBIM PeIlO3UTOPHAM Ha IejieBbIX XOCTaxX Ciieayer

BBITIIOJIHUTD CJIEAYIOIYI0 KOMdHAY:

sed -1 s/mirror.centos.org/vault.centos.org/g /etc/yum.repos.d/*.repo
sed -i s/*#.*baseurl=http/baseurl=http/g /etc/yum.repos.d/*.repo
sed -1 s/"mirrorlist=http/#mirrorlist=http/g /etc/yum.repos.d/*.repo

© 00O «HOBLIE OBJTAYHBIE TEXHOJIOT'UHW», 2013 — 2024

12



MonOdounc

2.2.1.2 Murpamus Ha gpyryio OC

st murpanuu npoaykra Ha pyryto OC Linux Heo6xoaumo:

O [Tepen murparueiit CO He0OxX0qUMO BBHIMOMHUTE Murpanuio PGS B cooTBeTCTBUM C
nokyMeHToM «Cucrema xpaHenus naHHbiX (PGS). PykoBocTBO o ycTaHOBKeY.

1. Ilepen ycranoBkor CO ciiegyeT y4uThIBaTh, YTO HACTPOMKH, BHECEHHble B CHUCTEMY C

nomolipio etcd, He COXpPaHSIFOTCSL.

2. YcranoButh CO ToMt ke Bepcuu Ha HoBylo OC Linux ¢ wucrnoigb3oBaHuEM

KoHGUTypanmuoHHbIX daisoB (hosts.yaml 1 main.yaml) oT mpeabIayIel yCTaHOBKH.

S.IIPH HEO6XOHHMOCTH BBHIIIOJIHUTL OOHOBJIEHWE KOMIIOHEHTOB IIpoAayKTa 10 nocaegHen

BepCHH.

2.2.2 Konpurypuposanue OC Astra Linux SE

2.2.2.1 YcranoBka Ha Astra SE 1.7 B 3anuieHHbIX BapHaHTaX

OcHOBHBIE OTIMYMSI MeX]y BapuaHTaMu 3amdineHHoctd Astra SE 1.7 mnpuBenensl B

Tabnuue 3.
Tabauua 3 — Ypo6ru 3auuwenHocmu OC Astra
DyHKIUS YpoBeHb 3aUThHI YpoBeHb 3alUThHI YpoBeHb 3alUThI
0e30macHOCTH «bazoBbiiin* «YcuneHHbIA»* «MakcumanbHbI» ¥
OCTyTTHA OCTyTIHA
3aMKHyTas Jlocty Jlocty
He noctynna (mo ymoyaHuio (Mo ymoT4aHUIo
mporpaMMHasi cpejia
BBIKJTFOUEHa) BBIKJTIOUEHa)
Ouncrka HoctynHa Hoctynna
ocBobOXIaeMou He noctynna (mo ymomyaHuio (mo ymor4aHuIo
BHeIITHe! MaMsTH BBIKITIOUEHA) BBIKJTIOYUEHA)
. OCTyIIHA OCTYyIIHA
MaHaaTHBIN KOHTPOJIb Jlocty Jlocty
He noctynna (mo ymoyaHuio (mo ymMmoT4aHUIO
1eJIOCTHOCTH
BKJIIOUEHA) BKJTIOUEHa)
OCTyIIHa
ManpgaTHOe Hlocty
He noctynHa He noctymnHa (mo ymorgyaHUIO
yIipaBJieHHe JI0CTYTIOM
BKJTIOUEHa)

* — gaumeHoBaHue OC AcTpa B COOTBETCTBUU C YPOBHEM 3alUTHI:
— bazossiit ypoBenb — Actpa 1.7 «Opemn»;
— YcunenHsl ypoBeHb — AcTpa 1.7 «BopoHex»;

— MakcumanbHbiil ypoBeHb — Actpa 1.7 « CMoseHCK»

TeKYIIII/Iﬁ YPOBEeHb 3allINIIIeHHOCTHU ITPOBepseTCs C IOMOIIbIO KOMaH/IbI:

root@voronezh:~# astra-modeswitch list

0] base(orel)
1 advanced(voronezh)
2 maximum(smolensk)

root@voronezh:~# astra-modeswitch get

1
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TGKYI_LII/Iﬁ CTaTycC BHMKHYTOfI HpOFpaMMHOﬁ Cpedbl IpoBepseTcsd C IIOMOIIbIO KOMdH/IbI:

root@voronezh:~# astra-digsig-control status
ACTIVE

TeKy'H_II/Iﬁ CTaTyC O4YUCTKHU 0CBO60)K,I[8€MOI>1 BHeIIIHEeH IaMsTU (O‘lI/ICTKa pa3feyioB IMMOAKAYKH

U IrapdHTHUPOBdAHHOE yJdJIeHne (baﬁHOB) IMpoBepsEeTCd C TIOMOMIBIO KOMdH/IbI:

root@voronezh:~# astra-swapwiper-control status
ACTIVE

root@voronezh:~# astra-secdel-control status
ACTIVE

TEKYIIII/If/'I CTaTyC MaHJATHOI'O KOHTPOJIA NeJIOCTHOCTHU IIPOBepPAeTCd C IIOMOIIBIO KOMdH/IbI:

root@voronezh:~# astra-mic-control status
ACTIVE

TEKYIIII/If/'I CTAaTyC MaHATHOI'O YIIpaBJIeHHW JOCTYIIOM IIPOBepseTCs C IOMOIIbIO KOMdH/IbI:

root@voronezh:~# astra-mac-control status
INACTIVE

TeKYHII/Iﬁ CTaTyC 3dllpeTd BKJIFOUeHH 6I/ITa BBIIIOJIHEHHWA IIpOBEpsgeTCd C IMOMOIIbIO
KOMaH/IbI.
root@voronezh:~# astra-nochmodx-lock status

ACTIVE

2.2.2.2 YcTaHOBKAa Ha YCWJIEHHOM YPOBHe 3aiuiieHHOCTH («BopoHexk»)

YcranoBka ocyiectBisieTcsi Ansible oT UMeHM TOJIb30BaTes, AJisi KOTOPOTO JIOJDKHA OBITH
HaCTpoeHa BO3MOXXHOCTh BBITTOJTHSTE sudo 6e3 maposisi.

1. [Tonw3oBarento astra HEO6XOJIUMO YCTAaHOBUTh MAaKCHMAJIbHBIA YPOBEHb I1eJIOCTHOCTU 63
(cootBetrcTByeT agmuHuctparopy OC). [IpoBeputh ypoBeHb 1eJI0CTHOCTH MOJIb30BaTENs BO3MOXKHO

C IIOMOIIIBIO KOMaH/IbI:

root@voronezh:~# pdp-id -1
63

2. YcranoBka Ansible u pabora CO HeBO3MOXHA TIpU BKJIIOYEHHOM 3amlpeTe OHTa

ucrnonHenus. [lepes HauanoM yCTaHOBKHM Ha BCex cepBepax HeoOXO0MMO BBIIOIHUTH KOMaHAY:

astra@voronezh:~$ sudo astra-nochmodx-lock disable
astra@voronezh:~$ sudo astra-nochmodx-lock status
INACTIVE

3. YcranoBka Ansible u pabora CO HeBO3MOXXHA NPU BKIIFOYEHHOM peXHMe 3aMKHYTOM

HpOFpaMMHOfI cpenbl. HeO6XOI[I/IMO ITPOBEPUTDH CTATYC PEXXHMd C ITIOMOIIbIO KOMdH/IbI:

astra@voronezh:~$ sudo astra-digsig-control status
INACTIVE

4.:HPH CTaTyCe ACTIVE TIiepell Ha4aJIOM YCTAHOBKKM Ha BCeX CepBepax HEO6XOHHMO

BBIIIOJIHUTb KOMaHIY:

astra@voronezh:~$ sudo astra-digsig-control disable
astra@voronezh:~s$ sudo reboot

astra@voronezh:~$ sudo astra-digsig-control status
INACTIVE
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5. Heobxomymo mpoBepuTh CTaTychl IlapaMeTpoB 0e30I1acHOCTH,

JOJIDKHBI COOTBETCTBOBATDH Ta6m/111e 4.

Tabauua 4 — ITapamempbl 6e30nacHOCMu NO YMOMYAHUIO

HamMenoBaHme KoOMaHIbI Craryc
astra-bash-lock status INACTIVE
astra-commands-lock status INACTIVE
astra-docker-isolation status INACTIVE
astra-hardened-control status INACTIVE

astra-interpreters-lock status ACTIVE
astra-lkrg-control status INACTIVE
astra-macros-lock status INACTIVE
astra-modban-lock status INACTIVE
astra-overlay status INACTIVE

astra-ptrace-lock status ACTIVE
astra-sumac-lock status INACTIVE
astra-shutdown-lock status INACTIVE
astra-ufw-control status INACTIVE
astra-ulimits-control status INACTIVE

6. J171s1 MpoBepKyU JOCTYITHOCTU Perio3uTOpreB He0OXOAUMO BHITIOTHUTh KOMaH/IY:

apt-get update

Komanpa nmoimkHa 3aBepiiaThest 63 OnmoOKH.

3HAYeHHdA KOTOPbIX

[Ipu HaJTUYUU cOOMHOTO 3epKasa Pero3uTOpUst (Harrpumep,
http://mirror.yandex.ru/astra/stable/orel/repository orel InRelease), ero Heobxomumo yaamuTh U3

JUPEKTOPHH /etc/apt/sources.list.

2.2.2.3 IloproroBka koHQpHUrypanuoHHoro ¢aiina main.yml

s BeimonHeHus ycraHoBkM mnpoaykra Ha OC Astalinux SE Tpebyercss OTKIHOYUTH
00s13aTeNlbHYI0 TNPOBEpPKYy BCTpoeHHBIM ckaHepoM OpenSCAP o6pa3oB Docker. B daiin

group vars/co_setup/main.yml C IIOMOWIBIO TEKCTOBOI'O peaaKTopa HeoOX0oIuMO H00aBUTH

Clleffytoliye apaMeTphl:

docker daemon parameters:
debug: true
astra-sec-level: 6

© 00O «HOBLIE OBJTAYHBIE TEXHOJIOT'UHW», 2013 — 2024


http://mirror.yandex.ru/astra/stable/orel/repository

MonOdounc

2.3 Hacrpoiika ceTeBBIX COeINHEeHUH

Hacrtpoiika cereBoro coequHeHUsl J[O/DKHA OBbITh BBITIOJTHEHA Ha BCeX cepBepax,
NpeHa3HAYeHHBIX JIsl YCTAHOBKY CUCTEMbI, B TOM YHCJIe Ha CepBepe C POJIbIO operator.

J11s1 paboThl cepBepoB B JIOKAJIbHOM CeTH He0OXO0IMMO 3a/iaTh CieAyIoIIre mapaMeTphl:

— IP-anpec;

— Macka nojcetu;

— OCHOBHOH HUTIO3;

— DNS-cepgep.

[IpuMep HACTpOMKH CETEBOI'O COeNWHEHHs C IOMOIbI0 KoMaHjaHOW cTpokd B OC Astra

IpeJiCTaBJieH B IIPpUJIOKEHWU N B.

2.4 IlonroroBKa cepBepa c pojibio operator

2.4.1 YcraHoBKa B ceTH 0e3 BBIX0/Ia B HHTePHeT

Hns ycranoBku CO B JiOKa/ibHOW ceTH, 0e3 MpSIMOro BBHIXOJla B MHTEpHeT, HeoOXOAMMO
obecrieurTh JOCTYITHOCTb AONOMHUTENbHBIX MmakeToB [10. Ilepeuens Heobxomumoro 10 nmpusenen
B JJokyMeHTe « CHCTeMHble TpeOOBAHUS.

Jly1st obecriedeHu s IOCTYITHOCTH CJIeAyeT BBIIIOJIHUTD Clelytolye NerCTBUS:

— cKkavaTh Paiiibl CO CTAHIAPTHOI'O PEMO3UTOPHS C TIOMOIIIBIO MIPSIMOT0 BBIXOJIa B UHTEPHET;

— pa3MecTUThb (aityibl Ha JIOKAJTbHOM CepBepe;

— obecrneyuTh IOCTYT K CepBepy 10 JIOKAJIbHOW CeTH;

— ycranoBuTb [10 1 HacTpoUTH JIOKAMBHBIN pero3utopui (cM. [Ipunoxenue A);

— BBITIOJTHUTD 3aMeHY CTaHJIapTHOTO Pero3UTOPUS Ha JIoKaibHbIHM (cM. [Ipunoskenue b).

3aMeHa CTaHJAPTHOI'O PEeNO3UTOPHsI Ha JIOKAJIbHBIM BBINOJIHSETCS Ha CepBepe C PpOJIbIO

operator.

2.4.2 YcTaHOBKA NOJCHUCTEMBI YIPaBJIeHUsI KOHQUTYypausMHu

YcraHOBKa BBINIOJHSETCS HAa CepBepe C PpONbI0 operator. Ilopsmok pelicTBui Iipu
YCTaHOBKE:

1. CkomnupoBarh ¢aiil co _ansible bin 3.2.run B KOPHEBYIO JUPEKTOPHIO I10JIb30BATEJIS
(rzme 3.2 — UMSI BEPCUN).

2. 3aryCTUTh CKPUIT YCTaHOBKM:
bash co ansible bin 3.2.run
3. JlaTh corsjacue Ha IIpOJIOJDKeHHe YCTaHOBKH, HaXXaB Ha KJlaBUIIy « Y ». [Ipumep 3ampoca:

Do you want to continue-? [y/N] vy
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4. Tlocne 3aBepileHUsi YCTAaHOBKM Ha 3KpaHe IIOJIb3oBarTenss OyAeT oOTOOpaXkeH CIIHCOK
BBIIIOJIHEHHBIX oOIlepaniuii U coobmieHusi. Heobxomumo yb6equThCs, YTO CHHCOK COJIEP>KUT
COODIIeHMsl [ OK ] WM [ CHANGE ] — 3TO CBUJIETEJILCTBYeT 00 yCIIellIHON yCTaHOBKe.

[1pu mosydeHuun coobIeHus [FAIL] HeOOXOAMMO OOPaTUTHCS B TEXHUYECKYIO TTOJIIIEPKKY.

[Tocre BeITTONIHEHUS CKPUIITA yCTAHOBKU OyZeT co3fjaHa IUPeKTOpus ~/install co.

2.4.3 YcranoBka gonoaHureasHoro 110

B cootBercTBUM C okyMeHTOM «CHucTeMHble TpeOOBaHHUS» Ha CcepBepe C POJIbI0 operator
HeoOXOMMO YCTaHOBUTD MAKeThI onoyiHuTenbHoro [10.

Pexomennyetrcs ucnosnb3oBaTh «aucTyio» OC s npeqoTBpallleHusl MOSIBJIeHUS OIMMUOOK,
CBSI3aHHBIX C UCIIOJIb30BaHWEM KOHGUTYPAITMOHHBIX (ParsIOB.

Koudurypannonssie darbl, yCTaHOBJIEHHbIE Io YMOJTYaHUIO
(HapuMmep: /etc/ansible/ansible.cfg), HEOOXOAUMO YIAIUThb WIM 3aMeHUTh (aillaMu U3
KOMIIJIeKTa rmocrasiisiemoro I10.

JIns1 yCTaHOBKM TIAKeTOB HeoOXOAMMO 00ecreyuTb CepBepy C POJibI0 operator BBIXON B

HWHTEpPHET.

3arpelaeTcsl yCTaHOBKA IIOCJIeAHUX Bepcrii jononHuTenbHoro 110, focTynHbIiX B
penio3uTopuu. [lepen ycTaHOBKOM clielyeT 03HAaKOMUTHCS C TPeOOBAHUSIMU K
BepcusM ansible-core u mopysisim Python.

2.4.4 ABTOMaTH4YeCcKasi yCTaHOBKA JonoyiHuTeabHoro 110

VYcranoBka gomonHuTenbHoro 110 mMokeT OBITH BBINTOJHEHAa aBTOMATUYECKH C IIOMOIIBIO
CKpPHIITA YCTAHOBKH venv_setup.sh, PACIIOJIO’)KEHHOI'O B IMPEKTOPHHU ~/install co/contrib.
J11s1 3amycKa aBTOMaTU4eCKOM YCTaHOBKU He0OXOAMMO BBITIOTHUTH KOMaH/Y:
bash ~/install co/contrib/venv setup.sh
[Tocne BbIMOJIHEHUsI CKPHUIITa OyIEeT co3faHa TUPEKTOpHs ~/venv. [Jid HCIOMb30BaHUS
IMPEKTOPUH CJleflyeT BBIIIOJIHUTh KOMaHly':
source ~/venv/bin/activate
Bce nocnepyromue onepanuu, ceszanublie ¢ [10 Python u Ansible, Heo6xo1¥MO BBITIONHSTH

C BKJIFOUEHHOM JUPEKTOpUen ~/venv.
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2.4.5 YcranoBka xpanmwtuiia oopa3zoB Docker

YcraHoBKa BBINIOJIHSIETCSI HA CepBepe C PpOJbI0 operator. [IOpsmok merdcTBUM 1pU
YCTaHOBKE:
1. CxonupoBaTb ¢aiii co_infra 3.2.run Ha CepBep C POJIbIO operator (T1e 3.2 — uUMs
Bepcuu).
2. 3anyCTUTb CKPUINT YCTaHOBKH:

bash co infra 3.2.run
3. JloXXnaTbCst POBEepPKU 1eJIOCTHOCTU ¢aijia U ero pacliakoOBKH.

[Ipumep BBIBOAA:

Verifying archive integrity... 100% MD5 checksums are OK. All good.
Uncompressing Co Infrastructure Node Package [RELEASE] 100%

4. Jlatb corylacrie Ha IPO/IOJDKEHHe YCTAaHOBKH, HAXKAaTh HAa KJIABUITY « Y ».

Do you want to continue? [y/N] vy
5. Ilocne 3aBepmieHusi paboTbl HcCIONHSeMOro daijla Ha SKpaHe I10Jib30Baresis Oyner

oTOOpaXkeH CITMCOK BBINIOJTHEHHBIX omnepanuii. HeobxomumMo y0emuTbcs, YTO CIIMCOK
CONIEPXKUT COOOIIeHUsl [ OK ] WM [CHANGE] — 3TO CBHUJIETEJILCTBYET 00 YCIIelnrHoM
yCTaHOBKe.

[Ipu nmosydyeHuun coobIieHust [FATIL] HeOOXOAMMO OOPAaTUTHCS B TEXHUUYECKYIO TTOJIJIEPKKY.

O JlJ1s ucosTb30BaHUS IPYTHUX CUCTEM KOHTeHWHepU3aIuyd Heo0X0IuMo 00paTUTHCS B
TeXHUYeCKYI0 OIIePXKKY .

2.4.6 Hacrpoiika 3aBucumocreii Python

Ha cepBepe <c pombio operator 3aBUCMMOCTH Pyhton ykazanbl B daiine
~/install co/contrib/co/requirements.txt

J171s1 vicrionb3oBaHMs 3aBUCUMOCTel 13 ¢aiiia Heo6X0/IMMO BBIIIOJIHUTh KOMaH[Ty:

pip3 install -r ~/install co/contrib/co/requirements.txt

O [Tpu ycranoBke Mofysieit Pyhton c momoripio ckpunTa venv_setup. sh HaCTpOMKa
3aBHCUMOCTEH BBITIOIHSETCS aBTOMaTUYeCKH.
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2.5 IloaroroBka KoHPUrypanoHHBIX ¢aiilnoB

Bce omepanuy ¢ KOHQUI'ypallMOHHBIMU (paijlaMU BBINIOJIHSIOTCS Ha CepBepe C POJIbIO

operator.

2.5.1 Ilopsaaok pa3MeneHus 1 3anotHeHus ¢ailyioB KOHPUTrypauu

JlvpeKkTopusi  YCTAaHOBKM  COAEpPXXUT  Ipe[3alojiHeHHble  (aiiibl  KOHQUTypaluu,
MIOATrOTOBJIEHHBIE IJIsl YIIPOIeHWsl HACTPOMKM CUCTeMbl. [[upekTopusi ~/install co/contrib/co
COJIEP>KUT JIBa KaTtajiora ¢ ¢aiyiaMu koHduUryparyu: Jijis standalone ¥ kj1acTepHON yCTaHOBKH.

[Ipu 0OHOBIIEHHUM CHUCTEMBbI JIOMYCKAeTCsl UCIOIb30BaHUEe CKOIMMMPOBAHHBIX U 3aIlOJTHEHHBIX
$aiyioB KOHQUIypalu Ipedplylleld Bepcuu. [l akTyanus3anuy 3HA4eHUW I1epeMeHHBbIX U
[apaMeTpoOB YCTAaHOBKU HeOOXOJIMMO 03HAKOMHUTBHCSI CO CIIMCKOM M3MeHeHUH B pasfeiie «Ilepeuenb
V3MeHeHUH ¢ OOHOBJIEHHMEM BepCUm».

B npumepe mokazaH NOpS/IOK pa3MellleHWs] M HACTPOMKU (alyIoB KOHPUIYpallUM ISt
KJIACTePHOM yCTaHOBKHU:

1. IlepeiiTu B KaTayoT ~/install co/ C IIOMOIIbIO KOMaH/IbI:
cd ~/install co

2. CkonupoBatb ¢ailil ~/install co/contrib/co/ansible.cfg B KOPHEBOM pasfein

IVMPEKTOPUH YCTAaHOBKH C ITOMOIIbIO KOMaH/IbI:
cp ~/install co/contrib/co/ansible.cfg ansible.cfg

3. IloaroroBuTh Paii hosts.yml

[Iprmeps! 3ar10HEeHHBIX (PaiIOB MOXXKHO HAWUTH B KaTajlore ~/install co/contrib/co/.

BryTpu nupekTopuu ~/install co/contrib/co HAXOHATCS JIBA KaTajora: cluster U
standalone.

B 3aBucuMocCTH OT THIA YCTaHOBKHU (CM. paszell « TUIoBble CXeMbl YCTaHOBKH»)
HeobX0/ITMMO BbIOpaTh COOTBETCTBYIOIIYIO TUPEKTOPHIO U CKOTMPOBATh (aiiil hosts . yml C
IIOMOIIIbIO KOMaH/IbI:
cp ~/install co/contrib/co/cluster/hosts.yml hosts.yml

B npumepe ykazaH myTb /Jisl KJIACTEPHOM YCTaHOBKH.

4. 3amomHUTDH Gall hosts.yml B COOTBETCTBUU C pellieHreM 00 UCIIOJTb3yeMOou

apXUTeKType.

5. CkonupoBath SSL-KJTI0UYH ISl BHEIITHETr0 JIOMeHa B KaTajlor certificates. [logpoOHee

cM. B paszenie «Pasmemenue SSL-ceprudukaToB 1 IMPOBaHUSD.

6. Co3narb B IMPEKTOPUU T'PYIIIOBBIX IEPEMEHHBIX ~/install co/group vars KaTajor

IUIsl CepBepOB C MMeHeM T'PyIIIbl yCTaHOBKHY U3 daiia hosts.yml. [Io ymonyanuro npu

YCTaHOBKe B YKHSBHHOﬁ AUPEKTOPHUHU CO3dEeTCA KaTaJlol' co setup.
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7. CKoIMpoBaTh B AUPEKTOPUIO IPYIIIOBBIX IIEPEMEHHBIX group vars KaTajor C

TepeMeHHbIMU JIJ151 3al10JIHeHUSI:
cp -r ~/install co/contrib/co/cluster/group vars/co setup/* group vars/co_setup
8. OTKpBITh Pailyi main.yml U3 KaTajora pa3MelleHrs U OTPeIaKTHPOBATh 3HAUeHU I
IapaMeTpoB B COOTBeTCTBUHU C paszeyioM «KoHnduryprpoBanue ¢arina main.ymb».

9. CkonupoBaTth run_integration.sh B KOPHEBOM pa3fes JUPEKTOPUH YCTAHOBKHU C

IIOMOIIBI0 KOMaH/IbI:

cp -r ~/install co/contrib/co/run_ integration.sh run integration.sh

2.5.2 Koupurypuposanmue ¢aiina hosts.yml

Jly1s1 onipesiesieHys posid cepBepa HeOOXOAMMO /106aBUTh ero AoMeHHoe nMs uinu [P-agpec B
COOTBETCTBYIOIIYIO CeKI[MIO B ITabioHe aiina hosts.yml. [locne Ha3HaYeHUs ponu cepBepy IIpU
ycTaHOBKe OyAyT BbITTOJHeHbl KoMaHibl Ansible. B ¢aiiim hosts.yml BHOCSTCS TOJIBKO MOTHOCTBIO
onpepeneHHbie uMeHa joMeHOB (FQDN).

[Ipennactpoennsbit daiia hosts.yml (CKOMMPOBAHHBIM B COOTBETCTBHM C M. 3 pasfeia
«Ilopsimok pasmernieHus 1 3aronHeHus GailioB KOHQUTYpaIuK») COJIEP>KUT ITPUMephl 3all0JIHeHUs B
CHEHyKHHEM(bOpMaTe:co—etcd—l.installation.example.net:

rae: — co-etcd-1 — UMs cepBepa Jijisl HOArPYyNIbI co-etcd;

— installation.example.net — WM JJOMeHa YCTAaHOBKH.

3anuch B ¢aijie hosts.yml MPU UCIOIb30BAHWU TPYNIbI CEPBEPOB OTIMYAETCs 3alMChIO
HWMEeHHU CepBepa: co-etcd-[1:3].installation.example.net:

rge: co-etcd-[1:3] — I'PyIllla CePBepoOB co-etcd.

B kractepHOl KOHQUIypalMM HCIIOJB3yeTCsl OJUH WJIM HEeCKOJIbKO CepBepoB ISl OAHOM

poJn.

[Tpumep 3anonHenus gaina hosts. yml JJIs KJIaCTepHOU KOHGUTypalluu:

all:
children:
co:
children: # IlepedeHr TPy
co_audit: # Tlogrpymnma co_audit
hosts:

co-audit-[1l:2].installation.example.net: # DNS uMa cepBepa

co_chatbot:
hosts:
co-chatbot-1.installation.example.net:

co _etcd:
hosts:
co-etcd-[1:3].installation.example.net:

B xonduryparnuu standalone ajist Bcex posiei KCIIOJIb3YeTCsl OJIMH U TOT e CepBep.
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[Tpumep 3anonHenus gaina hosts . yml A KOHUrypanuu standalone:
all:

children:

co:
children:
co_audit:
hosts:
co-infra-1l.installation.example.net:

co_chatbot:
hosts:
co-infra-1l.installation.example.net:

co_etcd:
hosts:
co-infra-1l.installation.example.net:

OOBenvHeHrde poJied MOXKeT TPUMEHSITbCS B KJIACTEepHOM YCTAaHOBKe, eC/IM pecypChl
opraHu3anuu orpaHuyeHsbl. IlofjpoGHee 0 BbIieJIeHMM pecypcoB i YCTAaHOBKH CM. B JIOKyMeHTe
«ApXUTeKTypay».

[Topsimok  3amosiHeHusi aiyia hosts.yml 3aBHUCHAT OT BbIODAHHOM ApPXWUTEKTYphbl

yCTaHaBJIMBaeMOU cucTeMbl U HacTpoek DN S-3anucei.
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2.5.3 Kondurypuposanmue ¢aiiia main.yml

J1nst mepBUYHOM yCTAaHOBKK CHUCTeMbl HEOOXOJMMO CKOIMPOBATh Ipe/3anojiHeHHbIN ¢aiil
KOHQUI'ypallul W3 JUPeKTOPUMU ~/install co/contrib/co. llopsmoxk mnoaroroBku darna
main.yml onpenesieH B pa3nene «[lopsaok pa3menieHus U 3an10IHeHUs GaiiioB KOHPUTYpaLIUN».

[Ipu moBTOpPHOM yCTaHOBKe HEOOXOAUMO OTKPBITh C ITOMOIIIBIO TEKCTOBOTO peflakTopa ¢aii
main.yml, paCHOHOM«HHHﬂﬁ B JIHWPEKTOpPHMHU ~/install co/group vars/co setup M HW3MEHHTb
3Ha4YeHUs IJIs1 00s13aTeIbHbIX IIepeMeHHbIX, IepedYrCcIeHHbIX B Tabiuiie S.

Hns obecrieuenusi coBMecTHOW pabotel CO um PGS HeobxonMMO yka3aThb OJMHAKOBBIE
3Ha4YeHUs JIJis IepeMeHHbIX, ITepedrciieHHbIX B paszene « O01iue mepeMeHHbIey.

Tabauua 5 — OcHOBHblE nepemeHHble

HavmenoBanue 3anonHeHue Omnuncanue
nepeMeHHON 00s13aTesTbHO
Kondurypamusa Ansible
ansible_user - Hms nonb3oBaTesisi, C KOTOPBIM

Ansible mogximoyaeTcd k
xocTaM 110 ssh

co_domain_module Crpoxka-1mabsmoH GopMHUpPOBaHUS
) II0JIHOT'O JOMEeHHOI'0 UMeHHU
co_external domain OcHoBHO ToMeH, Ha KOTOPOM
) Oymer pabotaTh cuctema
domain_env JloMeH 30HBL,yCTaHaB/IMBAeTCs B

- COOTBETCTBHUH C pa3fieJioM
«Buemraue DNS-3amucu»

domain_name Hms nomeHa, yka3biBaeTcs B
+ COOTBETCTBUM C JOMEHOM
yCTaHOBKHU
Kondurypamus CA (IlenTpa ceprupukamum)
ca_main_config.auth keys.services.key + CreHepupoBaTh KIIIOY IS

noctyna k CFSSL API c
IIOMOIIBI0O KOMAaH/IbI:
"openssl rand -hex 16"

Kondurypamusa Docker

docker daemon_parameters: insecure- HacTtpotika xpanwmiia

registries 00pa3oB..
3amenutb Ha [P-agpec wm nms
+ cepBepa C poJIblo operator U
nopt 5000
(mammpumep
["10.1.2.3:5000"])
bip Anpec cereBoro nHTepdeiica
(mocta) Docker
dns Buytpennue DNS-cepBepbl
- (ecr1 He UCTIOJIB3YETCS
unbound)
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HavmenoBanue 3anonHeHue Omnuncanue
nepeMeHHOU 00s13aTesTbHO
mtu Pasmep cereBoro nakera cetu
- Docker (Mo>eT u3MeHSITbCS B
BUPTYaJbHbBIX ceTsax OpenStack)
docker_image registry Hacrpoiika xpanummina
06pa3os.
N 3amenuTh Ha [P-afpec Ha ums
cepBepa C pOJIbK0 operator U
nopt 5000
(Hanpumep 10.1.2.3:5000)
cu_pool size KommaectBo conversion units
i (ocTaBuUTh 6€3 U3MEHEHUS)
pregen_pool size KosmdecTBo pregen units
) (ocTaBuTh 6€3 M3MEHEHUS)
du_pool size KommuectBo document units
i (ocTaBUTh Oe3 U3MeHeHUS)
Kondurypamusa ETCD
etcd_browser password + Hms nonb3oBaTens aiist Be6-

JIocTymna K etcd

etcd _browser username

Hms nonw3oBaTess aJist Be6-
nocTyma K etcd

Kon¢urypamusa Grafana

grafana_admin_password + [Taposnb agMuHHACTpaTOpa
grafana
Kondurypanus ELK
elasticsearch_admin_password N [Taposnb agMuHHACTpaTOpa
elasticsearch
elasticsearch_admin_password hash N Xer1ll mapoJisg aIMUHHACTPATOpPa
elasticsearch
elasticsearch_kibana_password hash N Xelll mapoJisi MOJIb30BaTes
elasticsearch Kibana
kibana_elasticsearch password +

Kondurypanus KEEPALIVED

(MCmoIb3yeTCs TOJIbKO

JUISA KJIACTePHOM YCTaHOBKH)

keepalived redis password + [Taposs mosb30BaTes

keepalived redis vip address + [P-appec nosceTy cepBepoB

KJIACTEPHOU YCTaHOBKU
Kon¢urypamusa LCS
lcs license key - Kitou cepBepa mureH3upoBaHuUs
lcs_server base_url - Ccpuika aJisi cepBepa
JIMIIeH3UPOBaHUs
Koundurypamnusa RabbitMQ

rabbitmqg federation enabled - Bxmouenve deneparum
RabbitMQ (3HayeHHe: true WK
false)

rabbitmq_users.root.password . [Taposb Ay root mosb30BaTesst

RabbitMQ
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HavmenoBanue 3anonHeHue Omnuncanue
nepeMeHHOU 00s13aTesTbHO
rabbitmq_users.couser.password . [Taposb ass couser
nosib3oBatesst RabbitMQ
Kondurypamua REDIS
redis_password + [Taposb gns Redis komaHab!
AUTH
Kon¢urypamusa TLS
tls_ca_filename - Ceptudukat 1eHTpa
cepTuUdUKAITIN
tls_cert filename - CeptudukaT cepepa
tls_key_filename - CeptudukaT KIO4a JOCTyNa
Kondurypamusa Openresty
openresty api password N [Taposs monb30BaTens A

noctyna k CO Manage API

HacTpotrika

uHTerpanuu ¢ PSN

openresty mail integration mode

YcranoBka PSN (3HaueHnus:
none, psn2) M0 YMOTYaHUIO —
none

openresty mail oauth? client id

Unentudukatop kmmeHTa
OAuth2 nng unTterparuu ¢ PSN2

mail base url

Anpec cepsepa PSN2

openresty mail oauthZ client secret

CexpeTHBbIH KIIOY KJIMeHTa
OAuth2 nng unTterparuu ¢ PSN2

openresty mail oauth2 redirect uri

Anpec mepeHamnpaBJieHUs
kmenTa OAuth2 npu
vuHTerpanuu ¢ PSN2

Hacrpoiika uaTerpamuu ¢ Squadus

chatbot_messenger

HpHHHMaET 3HAaYeHusI: none,
squadus. [lo ymomuanuio —
none

chatbot squadus login

Hms nonb3oBaTess ajis
IIOAKIIOYeHHA

chatbot squadus password

Haponb II0JIb30BaTeJIAd OJId
IMOJKITIIOYeHUA

chatbot squadus_server

Anpec cepBepa Squadus

Hacrpoiiku nocryna k PGS

fs_api url

+

HTTP ccpuika noctyna k PGS
WebAPI

fs_app url

HTTP ccruika moctymna k PGS
AppAPI

fs card url

HTTP ccouika noctyna k PGS
CardAPI

(B IpebIAYIINX BEpPCUSIX
MailAPI)

fs_app_login

JloruH noJsib3oBaTesId It
MTOTKJTIOY e HUS

fs app password

Haponb I10JIb30BaTeJId OJId
IIOAKIIOYeHHA
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HaumeHnoBauue
[epeMeHHOoun

3arnojiHeHue
00s13aTeNILHO

Onucanue

HacTtpoiiku mudpoBanus (oomue s CO u PGS)

auth encryption_key

+

Bekrop nnuimanmmzanuu
anmroputma AES-256-GCM,
WCIOJIb3YeMOoro JIJIs
mmdpoBaHus mail session
TOKeHa

auth encryption_iv

CexpeTHBbIH KIIIOY aJroprUTMa
AES-256-GCM, ucnosnb3yemoro
11 mrdpoBanus mail _session
TOKeHa

auth _encryption_salt

Salt nya maHHBIX, TepelaBaeMbIX
B airoputm AES-256-GCM,
HCII0JIb3YeMBbIU IS
nrupoBaHus mail _session
TOKeHa

fs_app_encryption key

Bexrop nHHMNMamM3anuu
amroputrma AES-256-GCM,
HCII0JIb3YeMOT0 IJIs
mMdpoBaHUs HACTPOEK
TEHAHTOB, Nojy4yaeMbix oT PGS

fs_app_encryption_iv

CexpeTHBIH KIIOY aJropyUTMa
AES-256-GCM, ucnosnb3yemblit
11 M pOBaHUS HAaCTPOeK
TEHAHTOB, Mojy4yaeMbix oT PGS

fs_app_encryption_salt

Salt nna maHHBIX, Tepe/laBaeMbIX
B asroputMm AES-256-GCM,
HUCIIOJIb3Y eMBbIH JJIS1
mrdpoBaHUs HACTPOEK
TeHaHTOB, NoJiy4aeMbix oT PGS

fs token salt ext

+

Salt Toxena

Hactpoiika PGS

pgs_rabbitmq amgqgp_uri

+

[TosHOE moMeHHOe UMs cepBepa
PGS pnis nosydenus
yBegomiienuit ot PGS

pgs_rabbitmq_password

[Tapose gns RabbitMQ B PGS

pgs_rabbitmg_user

HNms nosb3oBaTests O
RabbitMQ B PGS

HacTpoiika Sentry

chatbot_sentry_dsn

OTnpaBka omnbOK cepBrca
Chatbot B cepsuc Sentry

openresty sentry log sentry dsn

Sentry DSN nns oTripaBku
OIIHUOOK B sentry

openresty sentry log sentry url

Sentry DSN ccbuika asis
paspeleHust KpOCC JJOMEeHHBIX
3alpoCcoB

openresty sentry sso log dsn

SSO Sentry DSN pist oTiipaBku
OIIMOOK B sentry
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HavmenoBanue 3anonHeHue Omnuncanue
nepeMeHHOU 00s13aTesTbHO
openresty sentry wfe log dsn - WFE Sentry DSN nns ornpaBku

omuboK B sentry

openresty wfe loader pending ms - 3asepkka (ms) nepej IOKa3oM
3arpy3udka B noJjie ¢aisioBoro
MeHeJkepa

openresty _wfe_mobile apps_site_ur - Be6-cTpanuiia ¢ MoOUIbHBIMU
HPUJIOXKEeHUSIMU

openresty wfe page size - KosmaecTBo aneMeHTOB Ha

CTpaHHIle B CIIMCKe GaiyioB B
Be0O-dalioBoM MeHexepe.
[TpuHUMaeT nenoYrcIeHHbIe
3HaueHUs {4uCio}

0 - paccuer koM9IeCTBa 1O
JIOCTYITHOMY Ha JKpaHe MecCTy
1 - OTKIIIOYUTHL OTpaHUYEHHE

J1nst reHepanuy maposiei U salt pekoMeHyeTcs MCIIOIb30BaTh YTWIATY pwgen. be3onacHbi
MapoJib HeOOXOMMO TeHepUpPoBaTh C ITOMOIIbI0 KOMAH/IbI:
pwgen <OJMHa napoJssa> 1

rlle <gnuua naposis> — JOJDKHA ObITh He MeHble 20 CMBOJIOB.

Jlns TeHepamuu Xellled ITapojiel HeoOXOAMMO WCIOIb30BaTh yTHiHMTy htpasswd. Xernn
reHepupyeTcsl C IOMOIIBIO KOMaH/IbI:
htpasswd -bnBC 12 "" <maponb> | tr -d ':\n'

JonomHUTeIbHbIEe TIepeMeHHbIe Mpe/lHa3HavYeHbl JIJIs K TOHKOW» HACTPOWKU U TepedrciieHbl
B Tabmuile 6. JIj1s1 uaBMeHeHUsl 3HaUYeHUsI HeOOXO0/IMMO OTKPBITh C MOMOIIBI0 TEeKCTOBOT'O peJlakTopa

¢aﬁﬂ,paCHOHOHG&HHﬂﬁ]BHHpeKTOpHH:~/install_co/group_vars/co_setup/extra_vars.yml.

Tabauua 6 — JJonorHumenbHble NepemeHHble

HaumenoBanue 3anoyiHeHue Onucanue
poiu 06s13aTesIbHO
unbound forward - Criucok BHeImHUX Wi BHyTpeHHUX DNS, Ha
addresses KOTOpBIe OyAYT OTCHUIATHCS 3aIIPOCHI U3
unbound
openresty api_username - Hms nonmb3oBaTests aiist noctymna kK CO Manage
API

Jlist BBINONIHEHWSI KOppeKTHOM ycraHoBkM npongykra Ha OC Astalinux SE B daiin

group vars/co setup/main.yml C IIOMOIIBIO TEKCTOBOTO PeIakTOpa He0OXOAUMO 100aBUTh:

docker daemon parameters:
debug: true
astra-sec-level: 6
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2.5.4 Oourue nepemennsie g CO u PGS

[Tepemennsie ¢aiinos inventory s CO u PGS, 3HaueHus KOTOPBIX IIpY YCTaHOBKE JOJKHBI

COBIIaJIaTh, TPUBEJIeHbI B TabsuIie 7.

[Ipu wnuTerparum CO u PSN mepemeHHBIe yKazaHbl B JOKymMeHTe «PyKoBOACTBO I10

HACTPOMKE.
Tabauua 7 — CBodHaa mabauua obuiux nepeMeHHbIX
CO PGS
(pacnonoxenue group vars/co_setup/main.yml) | (pacrionoxxenue hosts-sa.yml, hosts-hl.yml, hosts-
hl-sa.yaml)
auth_encryption_key AUTH_ENCRYPTION KEY
auth encryption_iv AUTH_ENCRYPTION IV
auth_encryption_salt AUTH _ENCRYPTION SALT
fs_app_login APP _ADMIN LOGIN#*
fs_app_ password APP_ADMIN PASSWORD
fs token_salt ext FS TOKEN SALT EXT
fs app_encryption key FS APP ENCRYPTION KEY
fs_app_encryption_iv FS APP ENCRYPTION IV
fs app_encryption_salt FS APP ENCRYPTION SALT
openresty api_username CO_MANAGE API USERNAME
openresty api password CO_MANAGE_ API PASSWORD
pgs_rabbitmq_password RABBITMQ PASSWORD
pgs rabbitmq user RABBITMQ USER*
* — IlepeMeHHBIe pacIOJIOXKeHBl group vars/all/main.yml

[Ipyu u3MeHeHUH 3HAYeHUs! MepeMEeHHOW ADMIN INTERFACE EXT PORT B KOHQUIypaluu
PGS (mo ymomuanuio 443), HeobxomuMo J100aBUTh  CJIEAYIOUIyl0 IIepeMeHHYI0 B
group vars/co_ setup/main.yml:
ADMIN BASE URL: "admin-<domain env>.<domain name>:<ADMIN INTERFACE EXT PORT>"

[Tpu u3aMeHeHWU 3HAYEHUs ITepeMeHHOM API INTERFACE EXT PORT B KoHurypanuu PGS
(mo ymomuaHuio 443), HeobxomuMo [00aBUTh HOBOe 3HAueHHWe IIOpTa B IlepeMeHHble B
group vars/co_setup/main.yml, YKa3aB ClIeQYIOLINe 3HAYEeHHW .

fs _api url: "https://pgs-<domain env>.<domain name>:\
<API INTERFACE EXT PORT>/pgsapi"
fs app url: "https://pgs-<domain env>.<domain name>:\
<API INTERFACE EXT PORT>/pgsapi"
fs _card url: "https://pgs-<domain_env>.<domain name>:\
<API INTERFACE EXT PORT>/pgsapi"
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2.6 Co3ganue u pa3smenieHnue cepTHPUKATOB

2.6.1 Co3panue SSL-cepTudukaToB

st obecrieveHysl 3alllMIIIEHHOTO COeIUHEHHUs] Mexay Iojib3oBareneM U cepBepom CO
vcrosb3yercsi mpoBepka SSL-ceptudumkarta. OpraHuzanuy HeoOXOAUMO yCTaHOBUTH SSL-
cepTudUKaT Ha CBOM CcepBep, 4YTOOBI IOJiepXXMBaThb 0e30MaCHYIO CecCUl0 C Opay3epamu
[10JIb30BaTeJIeN.

SSL-cepTudukarh! BBINTYCKAIOTCS JOBEPEeHHBIM IIeHTpoM ceptudukanuu. bpayseper, OC u
MOOUJIbHBIe YCTPOMCTBA MOJIepXXUBAIOT CIIMCOK KOPHEBBIX CepTH(UKATOB J0BEpeHHBIX LeHTPOB
cepTUdUKAIHH.

B otnmenpHBIX Ciiydasx (Hampumep AJis  JIEMOHCTpAllMM  IPOJYKTA) JIOIyCKaeTcs
VCIIOJIb30BaHUe CaMOIIOJIMUCAaHHOIO cepThudukaTta. llopsmok co3maHus  CaMOIOOIIKMCAHHBIX
cepTU(PUKATOB OMUCAH B MPUIOXKeHUH [

Hns YIIPOILIEeHUS HAaCTPOMKH darin IepeMeHHbIX
~/install co/group vars/co_ setup/main.yml (HOHFOTOBHEHHbﬂi B COOTBETCTBUU C
TpeboBaHusIMHU paszienia «Ilopsnok pasmernienus U 3anonHeHus GaiyioB KOHGUIYypaIMU») COIEP>KUT
HMEH&CQpTH@HKaTOBIH)yMOanHHK)ﬁEKHHHTLS cert and key filenames)

HeobxonuMo ncnonb3oBaTh CepTU(PUKATHI, BbIIaHHbIE I[eHTPOM CepTU(UKAIUK ISl Balller

OpraHu3alivuy, UK CO30d4Thb I'PYIIITY HOBBIX CaAMOITOAIIMCAHHBIX CepTI/ICl)I/IKaTOB.

2.6.2 Pazamemenue SSL-ceprudukaToB misa mudpoBaHus

[Topsimok pa3meliieHust CepTUPUKATOB:
1. PazmectuTh cepTrdUKaT BHEIIHEro IOMeHa:
~/install co/certificates/server.crt
2. Pa3mMecTuTb KJII0Y BHEIIIHero JOMeHa:
~/install co/certificates/server.nopass.key
3. Pa3mecTUTb Llel04YKy CepTU(UKATOB IPOMEXYTOYHBIX IIeHTpoB cepTudukanuu (CA)
BHeEIIHero JIoMeHa:

~/install co/certificates/ca.pem
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2.7 Hacrpoiika DNS

2.7.1 Bayrpennue DNS-3ammicu

Baytpennune DN S-3anucu npegHa3HadeHbl sl yCTaHOBKH CHCTEMbl Ha CepBephl KJlacTepa.

Jlns Bcex cepBepoOB, IepedUCIIeHHBbIX B ¢aijie hosts.yml B COOTBETCTBHM C PasleiioM
«Kondurypuposanue ¢arina hosts.yml» Heobxogumo cozgats DNS-3anucu. s co3nanus 3anucen
HeobxomuMo ucnosnbszoBaTb DN S-cepBep Balileil opranusanuu.

[Tpu orcyrctBun DNS-cepBepa opranusanuu HeoOXOAMMO CO3/1aTh 3allMCH Ha cepBepe C
POJIBIO operator B ¢awiie /etc/hosts

[Ipumep conmepxuMoro ¢aiina /etc/hosts JjIsl yCTAaHOBKM THIIA standalone:
192.168.1.100 co-infra-1.installation.example.net

ITpumep conmepxumoro ¢aina /etc/hosts Ul KJIACTEPHON YCTaHOBKHU:

192.168.1.100 co-etcd-1.installation.example.net
192.168.1.101 co-etcd-2.installation.example.net
192.168.1.102 co-etcd-3.installation.example.net
192.168.1.103 co-imc-mg-1.installation.example.net
192.168.1.104 co-imc-mg-2.installation.example.net
192.168.1.105 co-imc-mg-3.installation.example.net

KonnyectBo 3amucelt COOTBETCTBYeT KOJIMUECTBY HCIIOJIb3yeMbIX (U3NYECKUX HWIIU
BUPTYyaJIbHBIX CEPBEPOB.
DNS-cepBep opraHuzaniuu [OJDKeH COflep)KaTb aHAJIOTWYHBble 3allUCA B COOTBETCTBUM C

TpeOOBaHUSIMHU COOCTBEHHON HAaCTPOUKH.

2.7.2 Buemraue DN S-3ammicu

Brermaune DNS-3anvcu npeHazHaueHbl IJTs TOAKITIOUYEeHHS TI0JIb30BaTeIed K CePBHUCAM.

Ha DNS-cepBepe Bariiieii opraHusaiiid Heob6XOAMMO CO3/aTh 3allUCM B COOTBETCTBUM C
Tabmuien 8 uian 9.

[Tpu orcyrcrBun DNS-cepBepa opranusanuu HeoOXOAMMO CO3/1aTh 3allMCH Ha cepBepe C

POJIbIO operator B aiiie /etc/hosts (cM. pa3nen «Buyrpennue DNS-3anucuy).

BHHPGH_IBGTCH HCIIOJIb30BATb B Ka49eCTBE IOMEHd 30HY * local

Tabnuna 8 chopmupoBaHa Iy Iapamerpa co domain module CO 3HaYeHUEeM {service}.
{domain} (T. e. bOpMHPOBaHME CCHUIOK Yepe3 TOUKY K YKa3aHHOMY JIOMeHY).

IIpH ¢OpMHpOBaHHH 3allUCU {service}.{domain} IIepeMeHHasd <domain env> He
ucnosnb3yercsi. B daiine ~/install co/group vars/co setup/main.yml 3HaueHHe IlepeMeHHOU

domain_ env OOJDKHO OBITH ITyCTBbIM:

domain env:
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Tabauua 8 — BrewHue DNS-3anucu co 3Ha4eHuem {service}.{domain}

Tun .
WUms 3anucu 3HavyeHHe KommenTapuii
3aIUCH
auth.<domain_name> A [P-ampec cepBepa, Anpec npynoXeHUst
YKa3aHHOTO B IpyIIle | aBTOpPH3allMH U IeleBOH
co lb core auth ctpanunsl Auth SSO.
KomiuectBo A 3amnuceit
JIOJDKHO COOTBETCTBOBAaTh
KOJIM4eCTBY CepBepoB
cdn.<domain_name> CNAME | auth.<domain_name> | Anpec CDN
coapi.<domain_name> CNAME | auth.<domain name> | Agpec COAPI
docs.<domain name> CNAME | auth.<domain_name> | Axpec npusioxeHHUs
pelakTopoB
files.<domain_name> CNAME | auth.<domain_name> | Axpec mpwioXXeHHs
¢daiinoBoro MeHeKepa
links.<domain_name> CNAME | auth.<domain_name> | Axpec CCBIJIOK Ha JOKYMEHThI
_https._tcp.<domain_name> SRV auth.<domain_name> | OnnuoHaabHO, JIs
MOOWIbHBIX KJIMEHTOB

Tabmuna 9 chopmupoBaHa 15l mapaMeTpa co domain module CO 3HAUYEeHUEM {service}-

{domain} (T. e. pOpMUPOBaHME CCHUIOK Yepe3 TUpe K YKa3aHHOMY JJOMeHY).

Tabauua 9 — BHewrue DNS-3anucu co sHaueHuem {service}-{domain?}

Hms 3anucu Tun 3anucu 3HaueHUne KommenTapun
auth-<domain_env> A [P-anipec cepsepa, Anpec npunoxeHUst
.<domain_name> YKa3aHHOTO aBTOpU3AINH U
B rpynme co_lb core auth | meneBoit cTpaHHUIIBI
Auth SSO.
KomtuectBo A
3amucen JOJDKHO
COOTBETCTBOBATh
KOJINYeCTBY
CepBepoB
cdn-<domain_env> CNAME auth-<domain_env> Anpec CDN
.<domain_name> .<domain_name>
coapi-<domain_env> CNAME auth-<domain_env> Anpec COAPI
.<domain_name> .<domain name>
docs-<domain_env> CNAME auth-<domain env> Anpec npusnoxeHus
.<domain_name> .<domain_name> pellaKTopoB
files-<domain_env> CNAME auth-<domain_env> Anpec npynoXeHUs
.<domain_name> .<domain_name> ¢daitnoBoro
MeHeKepa
links-<domain_env> CNAME auth-<domain env> Anpec cchUIOK Ha
.<domain_name> .<domain_name> JIOKYMEHTBI
_https. tcp-<domain env> SRV auth-<domain env> OmnmuoHansHO, AJIs
.<domain_name> .<domain_name> MOOUJIbHBIX
KJIMeHTOB

© 00O «HOBLIE OBJTAYHBIE TEXHOJIOT'UHW», 2013 — 2024

30



MonOdounc

2.7.3 Hacrpoiika BayTpennnx DNS-3amiceii

Bo Bpems yCcTaHOBKY NMPOM3BOJUTCS HACTPOMKA M 3allyCK JIOKAJIbHOTO Kemmpyomero DNS-
cepepa (Unbound) Ha cepBepax rpynmbl co etcd. CepBep CiIy>XUT Ajisi 06pabOTKU 3alpoCcoOB
BHYTPHM YCTAHOBKH U Ipe/IHa3HaueH /i pab0Thl KOHTEIHEPOB U CepBepoB uepe3 COOTBETCTBYIOIINe
MapaMeTphl IPYINOBBIX TePEeMeHHbIX.

[Io ymosnuanuio cepBepbl OyAyT IepeHAacTpoeHbl Ha pabory uyepe3 Unbound u He OGyayr
npuHuMath napamerpsl DNS-cepsepos mo DHCP.

[Tpu Heobxogumoctr Unbound mMoxeT ObITh CKOHPUTYPUPOBaH it pabOThl C BHYTPEHHUMU
DNS-cepBepamu. Ilo ymomyanuio Unbound HacTpoeH Ha MapIIpyTH3allMIO 3allpOCOB Ha ajipeca
8.8.8.8 u 8.8.4.4.

DNS-zanucu, ucmonb3yemble IS paboThl BHYTPH YCTAaHOBKH, (POPMHUPYIOTCS depe3
«.» (TOYKYy) OTHOCUTEJIbHO BIIMCAHHOTO B ¢ai inventory uMeHu cepBepa. DNS-3anucu co3narotcs
B Unbound aBTOMaTHuyecku Ha ocHOBe nepeMeHHBIX Ansible.

ITOT IapameTp MOXHO I1epeolpelesIuTh ABYMsI CIIOCO0aMM:

1. 3amomHUTH BCe ajipeca BPyYHYIO Ha OCHOBe IIPMMepoB B ¢alijie rpyInoBbIX

IlepeMeHHbIX, PaCIIOJIOXKeHHOT'0 B ClIe[lyIolllel AUPeKTOPUM:
~/install co/group vars/co_setup/extra vars.yml
2. 3amnosHUTH BCe HeoOXonvMble 3anucu Ha BHemHeM DNS-cepBepe 6e3 ncnosb30BaHUS
Ansible. IIpu nogo6HoM BapuaHTe He0OXOJUMO CO3[aTh «A» — 3allMCH ISl KaXI0TO
cepBepad, BIIMCAHHOI'O B (baﬁn ~/install co/contrib/co/cluster/hosts.yml, a
takxke CNAME azpeca Ha Bce MOJIOMeHBl «*» K KaXJOMY CepBepy, BIIMCAHHOMY B
hosts.yml.
[Tpumep 3anonHeHMs TakKKX 3anuced puBeieH B Tabmuie 10.

Tabauua 10 — IIpumep 3anoaHeHus

HWUwmsa 3anucu Tur 3anucu 3HaueHue
co-infra-1 A 10.10.1.110
*.co-infra-1 CNAME co-infra-1

[Tocne nactporiku Unbound fomkeH ObITh HeJIOCTYIIEH U3 BHEIITHEH CeTH.

[Ipu vcnonb3oBaHUM /etc/hosts g co3gaHusi DNS-3anumceii Heo6X0IUMO T00AaBUTH B
¢aﬁn ~/install co/group vars/co_setup/extra vars.yml BCe 3aIllMCH, IIepe4YuC/IeHHbIe

B /etc/hosts. Hanpumep:

unbound local zones:

- type: "transparent"
zone: "installation.example.net"”
local data:
- domain: "co-etcd-l.installation.example.net"
type: "A"

ip: "10.1.2.3"
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2.7.4 IIpoBepka padborst DNS Ha cepBepe ¢ posbio operator

[Tocne HacTpoiiku Heob6XoiWMO NpoBepuTh JocTynHOCTb DNS Ha cepBepe c poiibio

operator.

I[Ipu  wucnonb3oBanuu  BHemHero  DNS-cepBepa  Heob6xXxoguMO  OTKpBITH  aiin

~/install co/group vars/co_setup/extra vars.yml C IIOMOLIBIO TEKCTOBOI'O pedaKTopa Hu

nobaButhb afapec DNS-cepBepa, uamenus [P-anpec:

# DNS settings in /etc/resolv.conf
unbound forward addresses:
"127.0.0.1"
"8.8.8.8"

J171st IpoBepku COOTBeTCTBUS IoMeHHOIr0 UMeHU [P-azipecy cepBepa Heobxoaumo:
1. YcranosuTth I1O c nmomoInbio KOMaHIb!:

apt install dnsuntils
J50)15¢

yum install bind-utils
Bri6op koman bl 3aBucUT OT THIa OC.

2. Ilocne ycranoBku 10 BBINOTHUTE CIIeAYIONTYIO KOMAH/Y:

> dig A co-infra-1l.installation.example.net

[Ipumep oTBera:

; <<>> DiG 9.18.1-lubuntul.2-Ubuntu <<>> A co-infra-1l.installation.example.net
; global options: +cmd

;; Got answer:

;; opcode: QUERY, status: NOERROR, id: 45369

;; flags: gqr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;5 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 65494;;

QUESTION SECTION:

;co-infra-1.installation.example.net. IN A ;;

ANSWER SECTION:

*.co-infra-1l.installation.example.net. 900 IN CNAME co-infra-
l.installation.example.net.

co-infra-1l.installation.example.net. 900 IN A 192.168.0.1

;3 Query time: 23 msec

;; SERVER: 127.0.0.53#53(127.0.0.53) (UDP) ;; WHEN: Tue Jan 10 15:56:32
MSK 2023

;5 MSG SIZE rcvd: 95

B oTBere HEOOXOMMO HAWTU CEKITUIO ANSWER SECTION M IPOBEPUTbh, YTO JIOMEHHOe HMs

cooTBeTcTBYeT [P-anpecy.

* . co-infra-1l.installation.example.net. 900 IN CNAME
co-infra-1l.installation.example.net.
co-infra-1l.installation.example.net. 900 IN A 192.168.0.1
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2.7.5 IIpoBepka coemmuennsi ¢ CucTemMoi XpaHeHHsI JaHHBIX

[Topsimok  ycranoBkrn CO (cm. B pasgene  «llopspgok  ycraHOBKM — CepBepoB»)
IpelycMaTpuBaeT, YTO Iepe]l pa3BepThbIBAHWEM CHUCTeMbl y)Ke BBIIIOJIHeHAa YCTaHOBKA CHUCTEeMbl
xpaHeHus naHHbIX (PGS).

HeobxomvMo npoBepuTh IOCTYITHOCTh CEepBepa pgs . domain . name JIJIS1 CEPBEPOB CUCTEMBI.
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3 JOIIOJIHUTEJIbHBIE ITAPAMETPBI YCTAHOBKH

B paspmene mpejcraBiieHbl AONOJIHUTENIbHbIE TTapaMeTpbl YCTaHOBKU cHUcTeMbl. Hacrpoiika
IepeurcieHHbIX GyHKIIUHN He o0si3aTeslbHa.
Ecnu crieninanusupoBaHHble TPeOOBAHUS K yCTaHOBKe OTCYTCTBYIOT, HEOOXOIUMO IleperTu

B pasfiell «3amyck YCTaHOBKI.

3.1 Ilopsanok ooHoBIeHus sigpa Linux

[Ipu ycranoBke OC Ha cepBephl KjlacTepa SIpO MOXET ObITh aBTOMAaTU4YeCKH 0OHOBJIEHO 10
MUHUMAaJIbHOU TpebyeMon Bepcuu. Ilo ymomdanuio simpo obHosiistercs Ha kernel-lt (LTS) B OC
Redhat-based (PE/I OC «Mypom» (Bepcus ®CTIK)). B OC Debian-based (Ubuntu, Astra Linux
Special Edition, Astra Linux Common Edition) no ymomuanuio siipo He obHoBisiercs. [loanepkka
IpPYyTUX sfiep He rapaHTUpyeTcs, oOpaTuTech B TeXHUYECKYIO IOJJIep)KKy 3a Oosiee moapobHOM
vHpOpMaLuen.

Hns orkimouenus: ooHoBleHUus1 B OC Redhat-based (PE] OC «Mypom» (Bepcusi @CTIK))

MIpH 3aITyCKe YCTaHOBKH He0OXOAMMO MCITOIb30BaTh CJIEYIOITYI0 KOMaH/y:

-e kernel ml enabled=false

Hnst oonoBnenus sapa ao kernel-lt (LTS) 8 OC Debian-based (Ubuntu, Astra Linux Special
Edition, Astra Linux Common Edition) mpu 3amycke yCTaHOBKHM HEOOXOIHMMO HCIIOJIb30BaTh
CJIeYIOIIYI0 KOMaH/IY:
-e kernel ml deb enabled=true

B OC Aunbt 9/10 aBTOMaTryeckoe 0OHOBJIEHHUE SiIpA He TIO//Iep>KUBAETCSl.

3.2 Hacrpoiika yBenomienuii oT CucreMsbl XpaHeHUsI JaHHBIX

s mosydeHust yBeIOMJIeHUWA O JeHMCTBUSX C MpoduiieM IoJib30Baresis Ha cropoHe PGS
HeoOX0AUMO aKTUBUPOBATH (peJlepalivio OJJHUM U3 ITepedrCIeHHbIX CIIOCO0O0B:
1. Co cropons! CO ¢ IOMOIIBIO TEKCTOBOTO peJJakTopa He0OX0UMO OTKPBITH daiii
~/install co/group vars/co setup/main.yml Y BBIIOJHUTH CJIeAYIOIIMe HACTPOUKHU:
— pgs_rabbitmg_user — II0JIb30BaTeJlb RabbitMQ PGS;
— pgs_rabbitmg password — IapoJib nojb3oBaresis RabbitMQ PGS. Heobxoaumo ykaszaTb
3HayeHWe  IlepeMeHHOW  aHAJIOTUYHO  IlepeMeHHOM  RABBITMQ PASSWORD U3

KOHUTypanMoHHOro ¢aiia npu ycranoBke PGS;
2. Hacrpoiika Bo3MOXHA C IIOMOIIIBIO OTIITMH 3allyCKa CKPUIITa pa3BepThIBaHUSI:

— rabbitmg federation enabled: true — BKJIO4YeHHe ¢penepanuu RabbitMQ;

[IpoBepka craTyca ¢enepanyu nprBejieHa B JOKyMeHTe « PyKOBOJCTBO 110 HACTPOMKe.
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3.3 HacTpoiika qOI0JHUTEeJIbHBIX CepBepoB /ISl ayAUTa

Hacrpoiika nonomnutenbHbix Fluentd cepBepoB st cbopa COOBITUH BBITIOJHSIETCS C
IIOMOIIIBIO TEeKCTOBOI'O peaakTopa B (baﬁne ~/install co/group vars/co setup/main.yml

HeobxoauMo no6aBuTh B (aii mepedrciieHHble KOMaHIbl, u3MeHUB [P-ajpeca u mopThr:

# LOG servers for the environment
fluentd server upstream log servers:
- ip: "10.10.10.10"
port: 24225
- ip: "11.11.11.11"
port: 24225
,HaHHaH HaCTpoﬁKa IIPUMEHAETCA TOJIBKO IIPDHW HCIIOJIb30BAHHMK B YCTAHOBKe POJIM log.

Bxirouenue GpyHKIMHY 3a7jaeTcsl ¢ TOMOIIIBIO IIepeMeHHOM, yKazaHHOU B Tabmmie 11.

Tabauua 11 — IodknoueHue cepbepol ayduma

Pacnonoxenne HanmeHnoBanue .
. . Tun nepemeHHON 3HavyeHHe
IlepeMeHHOU IlepeMeHHOU
group_vars/co_setup/ common_fluent boolean true / false (o
main.yml logging_enabled YMOT4aHHIO)

3.4 OcTraHoOBKa M 3aIlyCK CHCTeMBI C IOMOIIbI0 KOHCOJIBHBIX KOMaH/

st paborel ¢ koHcombto IIO MoiOduc agMuUHHUCTpAaTOpPy CUCTeMBl HeobXoJuMOo
obecriedydTh Ssh-IOCTYNl K cepBepaM IIOJICKCTEM B KOHType YCTaHOBKM. OCTaHOBKA U 3allyCK
Cucrembl pefakKTAPOBaHHs M COBMeCTHOW pabotrbl, [loutei u CuHcTeMbl XpaHeHMS! JAHHBIX
BBITIOJIHSIIOTCS. OTAEJIBHO IS K&KOOW MOICUCTEMBI.

Cepsucel CO ynpasistoTcs ¢ momotreio Docker.

HpOCMOTp CIIMCKad CeEPBHCOB Ha CepBepe IIOACHCTEMBI:
docker ps

,HHH OCTaHOBKHM CepBHCa <service name> M3 CIIMCKA CEepBHCOB HEO6XOHHMO BBLIITOJIHUTD
CIIeqyIOIIyI0 KOMaHAy:
docker stop <service name>

J171s1 mepe3anycka cepBrca cjiefiyeT BBIIIOJTHUTD CJIeYIOIIYI0 KOMaHy:
docker restart <service name>

J171s1 ocTaHOBKY cepBHca docker HEOOXOJMMO BBIIIOJIHUTD CJIEYIONIYI0 KOMaH/Y:
systemctl stop docker

JInsi KOppeKTHOTrO 3aBepiieHHus pabOThl CEpPBUCOB Clle[lyeT BBINIOJHUTh CIIETYIOMIYIO
KOMaHJy:
shutdown <option>

Honbl cepBrcoB pekoMeHiyeTCsl BBIKJIIOUATh 10 o4epeny. Ilapamerp <option> MO3BOJISIET
HCIIOJIb30BATb MOOIIOJIHUTEJIbHbIE IIdpaMEeTpbl BBIKJIIOUEHHWdA, B TOM 4YHUCIIe TaﬁMep N OIIOHIO

nepesarycka.
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[Ipumep (HemensIeHHOe BHIKJIFOYeHHe C OCTAaHOBKOM CEpPBUCOB):

shutdown -h now
3anyc1< Ka)KI[Oﬁ IMOACHUCTEMBI OCYIIECTBJIAETCA IIPU MHUIIUAJIN3dITUN U 3dITyCKe annapaTHoﬁ

Y9dCTH.

3.5 Hacrpoiika 00padoTKH ;KypHaJIOB

Hacrpoiika o6paboTku >xypHanoB (logrotate) B Tekyieit Bepcuu 110 He aBTOMaTH3UpOBaHa U

HaCTpanBdeTCsd CAMOCTOATEJIbHO dIMUHUCTPATOPOM.

3.6 Hacrpoiika poramuu :xypHanoB coobiTuii B ElasticSearch

JIist 3auMTeEl MCKAa OT IIepellOIHeHMWs 3alMCy XypHana coOblTWi crapme 120 pHei
aBTOMaTU4eCKU yaassitoTcs. [Iponenypa ncmosnb3yeT NOMUTHUKY yalleHNUs yCTapeBIINX UHEKCOB B
ElasticSearch.

[Tepyonn aBTOMaTMYeckoro ypajgeHus (B [AHSX) 3a/laeTcsl NpYM pa3BepThiBaHUU B aiise

~/install_co/group_vars/all/main.yml(ZHONKHHBK)HEPEMEHHOﬁ co logs retention days.

3.7 Kapta noptoB

Kapra nopToB npejicraBiieHa B Tabnuiie 12.

O Jlnst oGecrniedeHuys: BHEITHETO JOCTYTIA K BHyTPEHHUM CepBHUCAM 4Yepe3 UHTepHeT
cnemyet oTKpbITh OPTHI 80 (HTTP) u 443 (HTTPS).

Tabauua 12 — Kapma nopmo6

['pynma [IpocnymmmBa- [TopT Kyna
: CepBuc 5
Ansible MBI TTOPT [MOOKJIFOYECHU S obparmaercst
node_exporter 9100/tcp - -
cadvisor 9101/tcp - -
5140/udp
5160/udp
5165/udp
co fluentd agent 5180/tcp 24225/tcp fluentd server
24224/tcp
5185/udp
23100/tc
docker - 5000/tcp docker-registry
confd - 2379/tcp etcd
co_chatbot, 8443/tcp openresty-lb-core-
Cco_cvm, co_cu, 20001/tcp auth
co_dcm, co_du, 9094 /tcp cvim
co fm, co jod haproxy 20002/tcp 9096/tc jod
o - ’ 20004-20007/tcp P J .
co_lb_c_ore_au th 5672/tcp rabbitmg
co_audit audit 9900/tcp 20002/tcp haproxy
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'pynna [TpocnymmBa- [Topt Kyna
. CepBuc 5
Ansible MBI TTOPT [IOIOKJIFOYEeHU S obpartaercst
24224/tcp fluentd agent
[lopT BHemIHeN Bremmusisa SIEM-
SIEM cuctemsl cucremMa
20001/tcp,
20002/tcp, haproxy
20004-
20007 /tcp
80/tcp, 443/tcp pgs
443/tcp,
co_lb _core_auth openresty-Ib-core- 8080/tcp, >160/udp, fluentd agent
auth 5165/udp
8443/tcp,
8888/tcp 9091 /tcp fm
9092/tcp nm
9095/tcp dcm
30000- du
65535/tcp
8443 /1cp openresty-lb-core-
auth
co_chatbot chatbot 8004/tcp 20002/tcp haproxy
24224/tcp fluentd agent
443/tcp pgs, squadus
co_eted etcd 22%%//% ’ 2380/tcp** etcd
etcd browser 8001/tcp 2379/tcp etcd
4369/tcp,
co_mq rabbitmq 155667722/;5513’ 5673/tcp squadus rabbitmq
25672/cp
2379/tcp etcd
20002/tcp,
20004/tcp, haproxy
co_fm fm 9091/tcp 2222/5t/ct;p .
26379/tcp redis_sentinel
6379/tcp redis
24224/tcp fluentd agent
2379/tcp etcd
20002/tcp,
20005/tcp, haproxy
20006/tcp
443/tcp pgs
co_cvim cvim 9094/tcp 26379/tcp, redis_sentinel,
6379/tcp redis
24224/tcp fluentd agent
30000-
65535/tcp pregen, cu
co_cu cu 30000- 24224/tcp, fluentd agent
- 65535/tcp 5180/tcp -
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'pynna [TpocnymmBa- [Topt Kyna
. CepBuc 5
Ansible MBI TTOPT [IOIOKJIFOYEeHU S obpartaercst
24224/tcp fluentd agent
26379/tcp, redis_sentinel,
6379/tcp redis
sdd cu 9097/tcp 9097 /tcp** sdd_on
30000-
65535/tcp i
2379/tcp etcd
20002 /tcp,
20004 /tcp, haproxy
20005/tcp
443/tcp pgs
co_dem dem ) 26379/tcp, redis_sentinel,
6379/tcp redis
24224/tcp fluentd agent
30000- du
65535/tcp
30000- 24224/tcp,
du 65535/tcp 5180/tc§ fluentd_agent
24224/tcp fluentd agent
26379/tcp, redis_sentinel,
co_du ad d 9098/t 6379/tcp redis
see_du cp 9098/tcp** sdd_du
30000- du
65535/tcp
. . 2379/tcp etcd
co_jod Jod 9096/tcp 24224/tcp fluentd agent
2379/tcp etcd
20002/tcp haproxy
co nm nm 9092/tcp 24224/tcp fluentd agent
- 443/tcp pgs
26379/tcp, redis_sentinel,
6379/tcp redis
pregen 622322&) 24224/tcp fluentd agent
24224/tcp fluentd agent
co_pregen 2(?%3773//‘[‘[@, redis_s((je.ntinel,
- cp redis
sdd_pregen 9901/tcp 9901 tep** sdd_pregen
30000-
65535/tcp presen
co_dcm,
co_lb_core_auth, Isyncd** 9022/tcp 9022/tcp Isyncd
co_nm,
co_pregen
: 6379/tcp, :
co_ime redis 16379/t(lsz 6379/tcp** redis
redis_sentinel 26379/tcp 6379/tcp redis
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'pynna [TpocnymmBa- [Topt Kyna
. CepBuc 5
Ansible MBI TTOPT [IOIOKJIFOYEeHU S obpartaercst
ca 8890/tcp - -
9090/tcp prometheus
| 80/tcp 3000/tcp grafana
nginx 81/tcp* 9093/tcp alertmanager
5601/tcp kibana
8001/tcp etcd browser
9093/tcp alertmanager
9115/tcp blackboxr_exporte
9101/tcp cadvisor
2379/tcp etcd
9100/tcp node_exporter
9121/tcp redis_exporter
openresty-lb-core-
prometheus 9090/tcp 445/tcp, B445/cp auth
9900/tcp audit
. 9094 /tcp cvm
co_infra
- 9095/tcp dcm
9096/tcp jod
9092/tcp nm
9097/tcp sdd cu
9098/tcp sdd_du
9901/tcp sdd_pregen
grafana 3000/tcp 9090/tcp prometheus
alertmanager 9093/tcp - -
blackboxr_exporte 9115/tcp i i
redis_exporter 9121/tcp - -
9200/tcp
elasticsearch 9300/tcp - -
9600/tcp
kibana 5601/tcp 9200/tcp elasticsearch
fluentd _server gigggﬁgg 9200/tcp elasticsearch
operator docker-registry 5000/tcp -

* — TOJIbKO /711 YCTAaHOBKM THHA standalone

*¥* — TOJIBKO /IJI YCTAHOBKY THIA cluster
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4 YCTAHOBKA

4.1 3anmyck ycTaHOBKH

BEIHYCK YCTaHOBKHU IIPOAYKTA BLIINIOJIHAETCA Ha CepBepe C POJIbI0 operator C IIOMOIIBIO
KOMaH/bI:
ansible-playbook playbooks/main.yml --diff

CKOpOCTb YCTaHOBKU 3dBHUCHUT OT BblJEJIEHHBIX BbIYUCIWUTEIIbHBIX pPeCypCOB. ,HJ'IH
obecrieyeHUus HEeIIpepbIBHOCTU YCTAHOBKH PEKOMEHAYEeTCd HCIIOJIb30BATh OOIIOJIHUTEJIbHOe I10
Screen, Tmux.

B Iponecce BbLIIIOJIHEHUS KOMdHJBI 3dIIyCKAIOTCd PpOJIM, OIIMCAHHbIe B pd3sjeiie
«Konduryprposanue ¢arina main.ymly».

[Tocne BbITIOTHEHUS] YCTAHOBKH JIJIsl pesiv3a 3.2 Ha cepBepe C POJIbI0 operator HEOOXOIUMO

BBITIOJIHUTb KOMAHY:

curl -ks -XPUT "https://<etcd server>:2379/v2/keys/nct/\
co/config/dcm/dcm.enable.recheck.heavyfile" -d "value=false"

rfe: <etcd server> — IIepBBIA CepBep B I'pyIlle co etcd ¢aﬁﬂa hosts.yaml(HaHpHMEp
co-etcd-1l.installation.example.net).
[Ipumep BBIBOJIa KOMAH/IBI:

{"action":"set","node":{"key":"/nct/co/config/dcm/dcm.enable.recheck.heavyfile",
"value":"false", "modifiedIndex" :850185, "createdIndex" :850185},
"prevNode":{"key":"/nct/co/config/dcm/dcm.enable.recheck.heavyfile",
"value":"false","modifiedIndex":850183, "createdIndex" :850183}}

4.2 IlpoBepKa KOPPEKTHOCTH YCTAaHOBKH

Jlnst mpoBepku pabotocniocobHocTy ycraHoBieHHOro [IO M KOpPpeKTHOCTHM yCTaHOBKHU
HeobxouMo 3anyctuThb [10 «MoitOduc JTokyMeHTb», BBIIIOIHUB Cllefyiolliye AefCTBUS:
1. OTKpBITH B TTOf/IepKMBaeMOM BeO-Opay3epe CTpaHUITy 110 afipecy:
auth.[-<domain env>.]<domain name>, HacCTpOeHHOMY B paszfene «Buemmnne DNS-
3anucu» (HalpuMmep: auth.installation.example.net).
2. BoiiTu B cucTeMy C IOMOIIBIO YYETHBIX JIJAHHBIX I10JIb30BaTeNsl WM aJIMUHUCTPATOPA,
CKOHQUI'YPUPOBAHHBIX BO BpeMsl YCTAaHOBKU M HacTpouku PGS (Tabum. 13).

Tabmumna 13 — IlepemeHHble 0151 aBmopusauuu admuHucmpamopa 6 cucmeme

Tun nepemenHon 3HaueHVe ITlepeMeHHOU Pacrnionoxenue nepemMeHHOM
Hms nonb3oBartens admin -
[Taposs monb30BaTes 3azaeTcs MoJb30BaTeNieM B ~/install MyOffice PGS/
IlepeMeHHON ADMIN PASSWORD inventory/hosts.yaml
npu ycraHoBke PGS

[Tpumep mpoBepk# It cepBepa C UCIOIb30BaHKEeM JIoMeHa example.net:
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HJIH dBTOPHU3dlIUHU ClleJyeT HGPEﬁTH 110 afipecy auth.example.net N BBECTH HMA I10JIb30BATeIA
u IMapoJib, 3aJlaHHbIA B HEPEMEHHOfI ADMIN PASSWORD (baﬁna

~/install MyOffice PGS/inventory/hosts.yaml

4.3 IIpoBepka MHTerpamuM C NOYTOBOM CUCTEeMOM

[Tepen mpoBepko# cjefyeT HAaCTPOUTb COOCTBEHHBIM IIOYTOBBIM CepBep MJisl OTIIPAaBKHU
yBenomieHui (mo SMTP) unu yctaHoBUTh U HACTPOUTH TOYTOBYIO cructeMy PSN.
[TpoBepka UHTErpaIvu C IOYTOBBIM KJIMEHTOM BKJIOUaeT B cebsi IPOBepKY:
— HaJIMYM UKOHOK IIPUJIOKEHU! Ha I'JIaBHOW CTPaHULle;
— HaJIM4MSI UKOHOK B MeHIO BbIOOpa NMPUIIOKEeHNH;
— OTIIPAaBKU U NOJTy4YeHHsI IOYTOBBIX YBeAOMJIEHUM;
— SMTP-nacrpoiiky;
— BUJIXKeTa.
J11st IpoBepKy HalW4Ks UKOHOK IIPUJIOKeHUH Ha IJIaBHOW CTpaHUIle ClleflyerT:
— OTKPBITh CTPAHUIY aBTOPU3allMH1 auth. [-<domain env>.]<domain name>;
— BBECTH MM I10JIb30BaTess U MapoJlb;
— HOBBIM I10JIb30BaTeJISIM HEOOXOOMMO 03HAaKOMMTBCS C JIMIIEH3MOHHBIM COrJIallleHueM U
IIPUHSTH ero, HaXkaB COOTBETCTBYIOIIYIO KHOIIKY;
— I[IOCJIe aBTOPM3allMM Ha OTKPBIBIIEMCS TJIaBHOM CTpPaHMIle BbIOpATh JIIOOYI0 MKOHKY U

HakaTb Ha Hee JIeBOW KHOIIKOM MbIIM (puc. 1):

MounOduc

4 L4 \J

JoKyMeHTbI MoyTta KoHTakTbl Kanengapb

ANMWHUCTPUPOBaHUe

PucyHok 1 — HKoHKu npunodiceHuil Ha 2naBHoli cmpaHuue

— [IpM  KOPPeKTHOW paboTe OTKpOeTcsi IpUJIOXKeHHWe COOTBETCTBYIOIlee HKOHKe

(ITouta/Kanennaps/KOHTAKThI — B 3aBUCUMOCTU OT MTOYTOBOTO KJIIMEHTA).
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J1J1st IpoBepKyM HalW4Ks UKOHOK IIPUJIOXKeHUH B MeHIO BbIO0Opa IPUIIOXKEeHUH Cleflyer:

— OTKPBITh CTpaHUIy $aiIoBOro MeHeXepa;
— HaXaTb Ha KHOMNIKY JIoKyMeHTHI B IIpaBOM BepXHeM YTy CTPAaHUIIbI;
— BbIOpaTh npusoxeHue Jyist npoBepku (Iloura/Kanennaps/KoHTakTel — B 3aBUCHMMOCTU

OT IMOYTOBOT'0 KJIMEHTA) ¥ HaXKaTh Ha HEro JIeBOM KHOIMKOW MBITH (puC. 2):

O [OKYMEHTbI ~

o 0 6

LoKyMeHTBI Sguadus MouTa
KaneHpaps KoHTaKTsI MouTa

‘ ImaeHanA cTpaHuua ‘

Pucynox 2 — HkoHku npunodiceHuli 6 meHio Bbi60pa

— YAOCTOBEPUTHCS, YTO COOTBETCTBYyIIee HKOHKe IIPpUJIOKEeHHWEe OTKPbIBAETCSA B HOBOH

BKJIdIKe.

J1y1st TpoBepky Hanu4us ObICTPBIX AeMCTBUI B MeHIO BbIO0OpA IIPUJIOXKEHUN ClleflyerT:
— IIepelTH B (PpaiJIOBBIA MeHeIpKep;
— HaXkaTb KHOIIKY JIOKyMeHTHBI B [IpaBOM BepXHeEM YIJIy;
— B BBINIAJIAIONIEM MeHI0 YOeIuTbCs, YTO IPU HaKaTUM Ha JelCTBMe B HOBOM BKJIaJKe

OTKpbIBAeTCsI COOTBETCTBYIomass ¢opma (bopma co3maHus THUCbMa, GopMa CO3[MAHUS

BCTpeun) (puc. 3):

O [loKyMeHTBI ~ Mou pokym

4 “4d 4

Mouta Kanengapo KoHTakTbl

a a

LoKyMEHTbI ALMWHWCTPHpOBaHHE

‘ InasHas cTpaHMua

Hanucars nucsMo

m C034aTs COBLITHE

B CO3AaTb JOKYMEHT

ﬂ Co3pgats Tabnuuy

Co3aaTs NpeseHTaLmio

Pucynok 3 — Bvicmpble deticmBust 6 MeHo npunodiceHull

J1nst mpoBepky paboThl TOYTOBBIX yYBeAoMileHU U SMTP-HacTpoek Ucnonb3yeTcs OTIIPaBKa

¢daitia B kauecTBe BiiokeHUs1. [Topsanok nedcTBU:

© 00O «HOBBIE OBJTAYHBIE TEXHOJIOT Uy, 2013 — 2024



MonOdounc

1. Co3pmatb daiii.

2. BpibpaTb CO3AaHHBIN (aiil.

«w

OTKpBITb KOHTEKCTHOE MEHIO UJIM B BBINIAJaloleM MeHI0 BeiOpaTh MyHKT OTHpaBUTH 1O
noyure.

4. Haxartp OTIIpaBUTH MHE KOIIHIO.

5. HaxaTtb kHONIKY OTHPaBHUTH.

6. Hoxnatecs yBenomienus Coo0IieHue oTIpaBiieHo.

7. IIpoBepuTh B IOYTe HAJIMYMe MUCbMA C PaitioMm.

Jlnst mpoBepku pabOTOCIIOCOOHOCTH BUJKETA CJieflyeT MCIOJIb30BaTh IMOYTOBBIM KJIMEHT.
[Topsinok nericTBuMiA:

1. Co3pmarb HOBOe MUCHEMO B TOYTOBOM KJTMEHTe.

2. Haxartb kHotiky IIpukpenurs ¢paiibl.

3. BbiOpaTh MyHKT 3arpy3uTh B 00JIaK0 U IPUKPeNHTh (PUC. 4):

3arpyska B oGnako X

[ 3arpysuts dainol (32 3arpyswTb nanky

° MoitOduc TekeT.docx 10 KB @ rorosc

PucyHok 4 — OxHo 3azpy3ka 6 obnako
4. BwiOpathb daiin WiIv Marky OTKPBIBIIIEMCSI OKHe.
5. Haxatb kHOTIKY IIpUKpenuTs.

6. IIpoBepuTh B 1OYTe HAJIMYKMeE TUCHbMA C (PaIoM.
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4.4 JInarHoCTHKA COCTOSIHHSA IOJCHCTEeM

4.4.1 TnarHocruka cocrossHust Nginx

[TepedeHb MPOBEPOK It AMATHOCTUKHU COCTOSIHUSI NgnixX yKaszaH B Taburie 14.

Tabauya 14 — IlepeueHb npoBepok dast duazHocmuku Nginx

Tun npoBepku

Anpec

[Ipumeuanue

[IpoBepxka craTyca
paboThl mosICKUCTEM
Auth/SSO u Core

https://<nokanbHbINA-aipec-cepBepa>:

8443/api/manage/core/status

https://<nokanbHblif-aipec-cepBepa>:

8443/api/manage/docs/status

[Tapametp «all» B
OTBeTe JIOJDKeH OBITh
paBeH cTpoke « OK»

[TpoBepka Teky1iei
KOHUTYyparmu

https://<mokanbHbIi-aipec-cepBepa>:

8443/api/manage/config

[IpocMoTp XypHanoB
JIOCTYyTIa U OMUOOK
cuctembl Auth/SSO (B
cilyyae OTCYTCTBUS
cepBepa C poJIbio

co log)

https://<mokanbHbI-aipec-cepBepa>:

8443/api/manage/logs/error

https://<mokanbHbI-aipec-cepBepa>:

8443/api/manage/logs/access

https://<mokanbHbIi-aipec-cepBepa>:

8443/api/manage/logs/access_full

B kauecTBe
dJIbTepHATUBLI
HCIIOJIb3YeTCAa
IIPOCMOTP XypPHAJIOB
CcobOBITHI Ha cepBepe C
pOJIbIO
co_lb core auth, IIO
YMOJTYaHUIO MeCTO
PacCIIOJIO)KeHu A
XypHaa

COOBITHI: /srv/docke
r/openresty/logs/

[IpocmoTp crimcka
AKTUBHBIX CECCHUM U
aBTOPHU30BAHHbBIX
M0JIb30BaTejier
noacucteMbl Auth/SSO

https://<nokanbHblif-afipec-cepBepa>:

8443/api/manage/sessions

https://<mokanbHbI-aipec-cepBepa>:

8443/api/manage/users

Az[pec cepBepa BBI6I/IpaETCH W3 YKA3aHHBIX B I'PYIIIIe co 1b core auth cl)al?ma hosts.yml.

Jliis obecnievenust 6e30MIaCHOCTH JIOCTYT K OPTY 8443, orpaHu4eHHbIN Ha ctopoHe Nginx,
JIOJDKEeH PacIpOCTPaHSIThCS HaA JIOKAJIbHBIM CepBep U BHYTpPeHHHe (YacTHble) CeTH C aJipecaMu I10
craagapty RFC1918. Karteropudecku 3amperraercs OTKPBIBATh JOCTYH K IOPTY W3 MYOIMYHBIX

ceTel.
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4.4.2 lnmarnocruka cocrostausi Lsyncd

Huarnocruka cocrosiuus Lsyncd npuMeHsieTcs TOJIbKO JIsl KIIaCTEePHOT'0 peXXUMa YCTaHOBKHU
(B standalone kondurypanuu Isyncd He ucmosnb3yeTcs).

[TpoBepuUTh CHHXPOHU3AIMIO HEOOXO/IMMO B XKypHasle COOBITUM C IIOMOIIIBIO KOMaH/Ibl:
docker logs --tail 10 lsyncd

Konreitnep Isyncd nmomkeH  ObITh — 3amymieH Ha  BCeX  y3lMax C  POJIbIO
co_lb_core_authre_wopi.IIpOBepHTbCTaTyceropmﬁoTbICHeHyET(ZHOMOHHm)KOMaHHbH

cat /srv/docker/lsyncd/conf/lsyncd/lsyncd.status

4.4.3 JlInarnocTuxa cocrossaus RabbitMQ

[TpoBepka craTyca ouepeu COOOIIEHUM OCyllecTBisieTcs yepe3 Beb-uHTepderic RabbitMQ
o ajapecy http://<mokanbHbll-afpec-cepBepa>:15672. JIOrvH U napoJib AJisk aBTOPU3AIUKA HAaXOIUTCS
B IepeMeHHbIX, UCITOJIb3YeMbIX B TEKYIIEH yCTaHOBKe.

Anpec cepBepa BbIOMpaeTcsi H3 yKazaHHBIX B TIpylne co mg aiya inventory.
[TpegycMoTpeHBI BOBMOXXHOCTHU IIPOBEPKU COCTOSIHUS KiacTepa RabbitMQ, co3manus unu ynanenus
ouyepen oOMeHa WX OTAeTbHBIX COOOIIeHUH.

st npoBepku denepanuu RabbitM(Q mocne HacTpoliky Heo6XO[MMO MCIOJIB30BaTh Beb-
uHtepdeiic RabbitMQ (CO), pacnonoXxeHHBIM 1O aJpecy http://<jgoKajbHEII-ampec-
cepBepa>:15672/#/federation

[Tocne kaxporo pa3BepThiBaHUsI W Tepe3arpy3ku 4dactd PGS umu CO Heobxomumo
npoBepsTh, uTo B RabbitMQ (PGS) pazBepHyT BupTyanbHbIN cepBep ¢ uMeHeM «COy.

[Ipy oTCyTCTBHMU BHUPTYaJIbHOTO XOCTa HEOOXOJHWMO CO3[aTh ero C IOMOINLIO IaHeu
agMuHHUCcTparopa RabbitUL

Jliis ocTyna K IaHenu aJMUHUCTpaTOpa MCIOJIb3yWTe JIOMeHHOe KMs, yKasblBalolllee Ha
cepBep PGS. [TomenHnoe ums dopmupyetcsi Ha 6aze 3aperiCTpUpPOBaHHOIO JJoMeHa ycTtaHOBKUA PGS
(cM. B nmokymenTte «Cucrema xpaHenus aaHHbIX (PGS). PykoBojcTBo 1o ycTaHoOBKe») W MoOpTa
«15673»:
http://pgs-<env>.<default domain>:15673

B kavecTBe JIorMHa ¥ MapoJIsl UCIOJIB3YIOTCS 3HAYEHHS TePeMEeHHBIX pgs rabbitmg user H
pgs_rabbitmg password.

st obecriedyenmst 6e30I1aCHOCTH JIOCTYIl K JAHHOMY IIOPTy [JOJDKeH OBITb OrpaHUYeH
JIOKAJIbHBIM CEPBEPOM U BHYTPEHHUMHU (ITPUBATHBIMH) CEeTSIMU C afpecamu 1o crangapty RFC1918.

Kareropuruecku 3amnperaercsi OTKpbIBaTh IOCTYI K HeMy U3 IyOJIUYHBIX CeTel.
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5 IIOPAJOK OBHOBJIEHUA

5.1 Ouuncrka HaHHBIX

[Tpu o6HOBIEHMY BepCUM NMPOAYKTA WM ITOBTOPHOW yCTAaHOBKE BO3MOXHO UCIIOJIb30BaHUe

HEpEMEHHOﬁ cleanup all CO 3Ha4YeHHEM frue, KoTOpasg MO3BOJIIET OYUCTHUTL BCe JaHHbIe Ha

cepBepe YCTAHOBKH, KpOMe IdHHbIX MOHUTOPHUHTA.

5.2 CoxpaHeHHe JaHHBIX MOHUTOPHUHTA

B mnponykre c Bepcuu 3.1 mosiBUIaChb BO3MOXKHOCTb YaCTUYHOI'O COXPAaHEHHUs AAHHBIX
MOHUTOPHWHTIA U KypHAJIOB COOBITUH (pacrionokeHbIX B qupekTopusix /elasticserch, /kibana, /grafana,
/prometheus). CoxpaHeHUe BBITIOTHSETCS aBTOMaTUYECKH.

HJISI yaajleHus JaHHbIX MOHHUTOPUHI A HQOGXOIII/IMO YCTaHOBUTL 3HAYeHHe true HQPEMQHHOﬁ,
yKa3aHHOU B Tabmuiie 15.

Tabauua 15 — CoxpaHeHue 0aHHbIX MOHUMOPUH2A

HaumenoBanue Tun .
. . JInara3oH 3HaYeHUH
repeMeHHOU repeMeHHOU
o false
force_cleanup monitoring boolean
- - (3HaueHMe 0 YMOTYaHUIO)

[TprMeps! UCIIONIB30BAHUS IepeMeHHOM:
1. Jlna szamycka ansible ¢ coxpaHeHneM [aHHBIX MOHHUTOPUHTIA (OCTajibHblEe MAHHBIE

YAQJISIOTCS) ClleflyeT BBIIOJIHUTD CIelyIoIIy0 KOMaHAdYy:

ansible-playbook -i hosts.yml playbook/main.yml -e cleanup all=true
ITo YMOJIYaHUIO 3HAYeHUe IIepeMeHHOM force cleanup monitoring = false, IIpHU

3amycke ansible 1onyckaercst He yka3pIBaTh IOBTOPHO ee 3HAaYeHue.
2. Jlnsa 3amycka ansible ¢ MOMHBIM yiajeHueM JaHHBIX CJielyeT BBIOTHUTD CJIeIyIOIIyIO
KOMaH/Y:

ansible-playbook -i hosts.yml playbook/main.yml -e cleanup all=true -e
force cleanup monitoring=true

IIpy TakoM KOMaHJe HCIOJIb30BaHUe ¢rara -e force cleanup monitoring=true

IepeoripegenuT 3Ha4eHre I10 YMOJYaHHUIO C false HA true.
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6 I3BECTHBIE ITPOBJIEMbBI 1 CIIOCOBbI PEHITEHUSA

6.1 ITpoGsiema yTedyek mamsaTu pu ycraHoBke standalone

[Ipu pasBepteiBannu CO B pexume standalone HeoOXOaMMO yKa3biBaTh 3HAYEHHeE
MepeMeHHOU fm heap limit paBHBIM 512m. [IpoBepuTh TekyIye HAaCTPOMKU MOXHO Ha cepBepax
C POJNIBKO co_ fm:

# docker inspect fm | grep Xmx
"JVM OPTS=-Dmail.mime.encodeparameters=false
-Dmail .mime.encodefilename=true -Dspring.main.banner-mode=off -Xmx512m
-XX:+HeapDumpOnOutOfMemoryError
-XX:ErrorFile=/srv/docker/fm/logs/hs err.log
-XX:HeapDumpPath=/srv/core dumps",
Jl71s1 cHY>KeHHUsI BepOsITHOCTH ommbok npu pabore FM cepBuca Bo BpeMsl 3arpy3ku, IpU

BKJIIOYEHHOM IIpOBEpKe THUIIOB, HGO6XOHHMO YBeJIMYHUTL KOJIMYeCTBO IIaMATH [JId CepBHCa C

[IOMOIIILIO KOMaH/IbI:

fm heap limit: 512m
fm max memory: O (mnu B ABa pas3a 6onbue fm heap limit)

6.2 IIpo6sema ycranoBku monyis python3-libselinux

Onmcanue npo6JieMsl:
B HekoTOpBIX ciyyasix B npoiecce pabotsl ycraHoBkM Ha OC Redos BO3MOXHO MOsIBIeHUe
CJIefyIOIIel OIMMOKU:

2023-01-01 12:00:00,001 p=28456 u=root n=ansible | fatal: [10.100.100.100]:

FAILED! => {"changed": false, "msg": "No package matching 'python3-libselinux’
found available, installed or updated",
"rc": 126, "results": ["No package matching 'python3-libselinux' found
available, installed or updated"]}

Pemrenue:

BrimmonauTs CJIeAYIOUIYIO KOMaHAy U TPOOOJIKUTE YCTaHOBKY':

sed -i 's@python3-libselinux@libselinux-python3@"'\
./_versions/3.1/collections/ansible collections/nct/system/roles/python3/vars/R{E
D,edHat}.yml

6.3 Pemenue mpo0J1eMslI C JIOraMu

[Tpu ocraHOBKe poTanuu (apXUBHpPOBaHUs) JIOTOB cepBrcoB Nginx nnu Pregen Heobxogumo
O0OHOBUTH TOJIMTUKU 0e30MaCHOCTM Ha CepBepax C POJIbI0 openresty-lb-core-auth U POJIbIO
pregen.

O0HOBIEHMS MOTUTHKN 0€30IT1aCHOCTH BHIIIOJIHSIOTCS C IIOMOIIIBIO KOMaH/bI:

restorecon -R /srv/docker
[Tocne 06HOBIEHUS TOIUTUKH HEOOXOIUMO ITPOBEPUTH POTAITHIO JIOTOB Yepe3 48 4.
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Hamnpumep:

[root@jenny ~]# cd /srv/docker/openresty/logs/

[root@jenny logs]# 1ls

access full.log access full.log-20231224-1703378461.gz access.log-20231222-
1703205421 .gz error.log error.log-20231224-1703378461.gz

access full.log-20231221-1703118661.gz access_full.log-20231225-1703464201
access.log-20231223-1703290201.gz error.log-20231221-1703118661.gz
error.log-20231225-1703464201 access full.log-20231222-1703205421.gz
access.log access.log-20231224-1703378461.gz error.log-20231222-
1703205421 .gz nginx.pid

access full.log-20231223-1703290201.gz access.log-20231221-1703118661.gz
access.log-20231225-1703464201 error.log-20231223-1703290201.gz

6.4 IlepennotHeHue AMCKa JAHHBIMU MOHUTOPHHTA

Omucanue NpoosIeMbI:

bricTpoe 3amosiHeHne IMCKA IpU yCTaHOBKe standalone miy [yist KjlacTepHOM YCTaHOBKHU, Ha
y3J1e KjiIaCcTepa C POJIbIO co _infra.

Pemenmue:

BricTpoe 3anonHeHre Mcka MOXeT IPOMCXOIUTh MPU MOCTYIJIeHUH OOJIBIIOro KOJIM4ecTBa
JAHHBIX MOHUTOpPYMHIA WM JIOTUPOBAHUS, W3-32 HEINPAaBUIIBHO HACTPOEHHBIX IIOJINTUK UX
XpaHeHus.

ITo YMOJTYaHUIO JlaHHbIe MOHUTOPUHTA pacIIoJIararTcs B
JIMPEKTOPUU /srv/docker/prometheus/data. Bpemsi XxpaHeHUs TaHHBIX 3a/1aeTCS IPU yCTAaHOBKE
CO c mnomoIlpio MepeMeHHOU prometheus storage tsdb retention time (To  yMoI4aHHIO
"21d", To ectb 21 OeHb).

[Ipu nepernonHeHWM JYMcKa JaHHBIMA MOHUTOPUHrA 6a3a JaHHbIX Prometheus moxer ObITBH
IIOBpeX/ieHa. st BOCCTaHOBJIEHU S paboTOCIOCOOHOCTH HeobOXoauMo YIAIUTD
IIMPEKTOPUI0  /srv/docker/prometheus/data. Ilocie ypamenus IAPEKTOpUU  ciefyer
IIepeyCTaHOBUTh pOJIb, OIPAHUYMB ee ONLMUeld -limit, TOIBKO IJIS POJIA co infra M YyKas3aB
CIleHapui playbooks/infra.yml. [[pumMep koMaHbL:

ansible-playbook -i playbooks/infra.yml --tags prometheus --limit co_infra
O6beM TaHHBIX XXypHala COOBITUM 3aBUCUT OT KOJIMYECTBA y3JI0B KJIacTepa, KOJIM4YecTBa UX

KOHTeMHepoB U yPOBHSI IIPOTOKOJIMPOBAHMS pa3lMYHbIX CEPBHMCOB (HACTPaUBAIOTCS C ITOMOIIBIO
Etcd). ITo YMOJTYaHUTO JTaHHbIe >KypHasia COOBbITHI pacroJiaraloTcs B
JUPEeKTOpPHUH /srv/docker/elasticsearch/data. BpeMH XpaHeHHsd [OAaHHBIX 3aJdeTcda IIPpU
ycraHoBke CO ¢ 1oMoOIIbIO  IepeMeHHOU co logs retention days B  ¢ailie
~/install co/group vars/all/main.yml. 3Ha4yeHHe I10 yMOJIYAHHUIO "120", 9TO 03Ha4aeT — 120

OHeH.
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B cnyuyae mepenosiHeHMs IMCKa JAaHHBIMM >KypHajla COOBITHH, IIPeJyCMOTPEHO yAajieHue
Hosee crapbple MHIIEKCOB BPYUYHYIO (CTPYKTYpbl XpaHeHMs U II0MCKa JaHHBIX B o6beMe 1 nHs). s
3TOr0 Ha y3/Ie C POJIbIO co_infra HEOOXOAMMO BBIIIOJIHUTD ClleflyIoIlye KOMaH bl

# mapoJsib BBOOUTHL M3 IepeMeHHOM elasticsearch opendistro admin password
curl -k --user admin https://localhost:9200/ cat/indices

# BHOpaTk MHIOEKCH, IHoJjexauue yhaJleHMI0, HaduHawumecs ¢ "co-"

curl -X DELETE -k --user admin https://localhost:9200/co-<YYYY.MM.DD>

Jlnst yMeHbIIIeHHsS] YPOBHS JIOTUPOBAHHUS HEOOXOIMMO HW3MEHHWTb 3Ha4YeHHs MepeMeHHBIX,
NpUBeJIeHHbIX B Tabmuile 16.

Tabauua 16 — IlepeueHb nepeMeHHbIX HCYPHANAd MOHUMOPUH2A

H o 3HaveHue Jisl yMeHbIIIeHUsI
anuMeHOBaHNe IlepeMeHHON 3HavyeHHe M0 YMOJTYaHUIO
rTyOHHBI JIOTa

common_co_log level info warn/error
chatbot log level info warn/error
cvm_cu_log level info warn/error
cvm_log level info warn/error
dcm_du_log level info warn/error
dcm_log level info warn/error
du log level info warn/error
du nps_log level info warn/error
fm_log level info warn/error
sdd log level info warn/error

6.5 Omruoka pu 3amycke/mepe3anycke KOHTeHHepOB

Onmcanue npo6JieMsl:

[Ipu 3amycke docker-koHTeliHepOB €O CTaTyCOM Exited IMOSBJSIETCS OMMOKA Id already in

use.
Pemenue:
1. BbIBeCTH CIIHMCOK MPOIECOB C MOMOIIBIO KOMaH/IbI:
for i in $(docker ps -a -f status=exited --format '.ID'); do ps aux | grep $i |

head -1; done

2. OCTaHOBUTH MPOITECCCHI U3 CITHCKA C TIOMOIIBIO CJIeYIOIe KOMaH /b

for i in $(docker ps -a -f status=exited --format '.ID'),; do proc id=s(ps aux
grep $i | head -1 | awk '{print $2}'); kill sproc_id; done

3. YIanuTh KaTaJIoTy C IIOMOIIBIO KOMAHIbI:

for 1 in $(docker ps -a -f status=exited --format '.ID'); do rm -
rf /run/docker/containerd/s$i*; done

4. TlpoBepuTh UMeHa KaTaJIOrOB, COOTBETCTBYIOIIME ID Exited KOHTEHHEPOB B CIIEAYIOIIMX

OUPEeKTOpUX: /var/run/docker/runtime-runc/moby/ U /run/docker/runtime-runc/moby/.
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5.IIOBTOpHO BBIIIOJIHUTL YyJidJIeHWe KaTaJIOr'OB, 3dMEeHHB IIYTb O KOHEYHOI'O KaTajiora, C
IIOMOIIIBIO KOMAH/HI:

for i in $(docker ps -a -f status=exited --format "{{.ID}}"); do rm -
rf /var/run/docker/runtime-runc/moby/$i*; done

6. 3anyctuth Exited KoHTelHepHI:

docker ps -a -f status=exited --format '.ID' | xargs —--no-run-if-empty docker
restart

6.6 Ommnboka ycranoBku Redis Ha PE]] OC «Mypom» (Bepcust CTIK)

Omucanue NpooIeMbI:

[Ipy TecTMpoBaHMM YCTAaHOBKM IIpoAyKTa HaumHas c Bepcuum 3.1 Ha PEJl OC
«Mypom» (Bepcusi ®CTIK) Bo3HuMKaloT OmmbKHA yCcTaHOBKM cepBrca Redis, ecin 3HaueHue
IlepeMeHHOW maxclients ycraHoBjieHO Ha 30000. OTo 3HaueHHe ompefenseT MaKCHMalbHOe
KOJIMYeCTBO KJIMEHTOB, KOTOpPble MOT'YT OJHOBpeMeHHO NojkIounThcs K Redis. Ilpu ycranoske
atoro 3HadeHus1 Ha 30000, ycTaHOBKA BBIIOIHSETCS C OIIMOKOM.

[Tpobema cBsi3aHa C OorpaHUYEHUEM CUCTeMbI WM KOHUTYypallkel, KoTopasi He MO3BOJIsSeT
obpabaTbIBaTh Takoe OOJIbIIOe KOJIMYeCTBO KIIMeHTOB OJHOBPEMeHHO. DTO MOXeT OBbITh CBSI3aHO C
OrpaHMYeHMsIMU Ha YPOBHe OllepallOHHOM CHUCTeMbl UJIM HacTporkamu camoro Redis.

Pemenmue:

J1J1s1 ycTaHOBKM peKOMeHyeTCsl yMeHbIIIUTh 3HaueHre IlapaMeTpa maxclients J0 3HAUeHUS
lOOOOEBKOH@HpraHHOHHON[¢aﬁHeinventory/group_vars/co/main.yml

redis parameters:

"maxclients": 10000

nubo depesz —--extra-vars
'--extra-vars={ redis parameters:
{ maxclients: 10000 }

)
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sudo

INIPJIOKEHHME A
Ilopsipok ycTaHOBKH M HACTPOMKH JIOKAJIBHOTO Pelo3UTOopHs

1. COBH&TL KaTaJIOT I pasMellleHrs peltoO3uTOpUs C ITIOMOIIBIO KOMaHbI:

mkdir -p /srv/repo/alse/main
2. IlpumonTHpOBaTh 00pa3 yCTaHOBOYHOIO 1uCKa (ecIM Ha KOMIIbIOTepe HeT

KaTasora /media/cdrom — To co3math Karajor /media/cdrom) ¢ MOMOIIbIO KOMaH/IbI:

[ -d
sudo

sudo

sudo

/media/cdrom ] || sudo mkdir /media/cdrom
mount /nyTe K ISO-o6pasy /media/cdrom
3. CxonupoBaTh ¢aiijibl U3 obpa3a B KaTaJOT PElO3UTOPUSI C ITOMOIIbI0 KOMAH/IbI:

cp -a /media/cdrom/* /srv/repo/alse/main
4. OrmonTHpOBaTh ISO-06pa3 ucKa ¢ TOMOIIBIO KOMaH/Ib:

umount /media/cdrom
Ecmu TpebyeTcs, BBIMOIHUTDL aHAJIOTUYHbIe IeWCTBHUS 1y 6a30BOTO Pero3uTopys (IMCKa CO

cpeacrBaMu pa3pa60TKH) C IIOMOIIIbIO KOMAH/BI:

sudo
[ -d
sudo
sudo
sudo

sudo

sudo
sudo
sudo

mkdir -p /srv/repo/alse/base

/media/cdrom ] || sudo mkdir /media/cdrom

mount /nyTe K ISO-o6pa3y /media/cdrom

cp -a /media/cdrom/* /srv/repo/alse/base

umount /media/cdrom

5. JIns 06HOBJIEHMSI OCHOBHOI'O Pero3uTOpUsi (OCHOBHOTO JIMCKA) C TIOMOIIbI0O KOMaH/Ibl:

mkdir -p /srv/repo/alse/update-main
/media/cdrom ] || sudo mkdir /media/cdrom

mount /nyTe K _ISO-o6pasy /media/cdrom

cp —-a /media/cdrom/* /srv/repo/alse/update-main
umount /media/cdrom

6. Jlyiss o6HOByIeHMs: 6a30BOr0 peno3uTopus (AucKka ¢ 0OHOBJIEHMEM CpelCTB pa3paboTKu) C

IIOMOIIIBIO KOMAdH/HI:

sudo
[ -d
sudo
sudo
sudo

mkdir -p /srv/repo/alse/update-base
/media/cdrom ] || sudo mkdir /media/cdrom

mount /nyTe K ISO-o6pasy /media/cdrom

cp -a /media/cdrom/* /srv/repo/alse/update-base
umount /media/cdrom
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ITPHWIOKEHUE b
3aMeHa CTaHZAPTHOI0 PeNo3UTOPHS Ha JIOKAJIbHBIHI
3aMeHa CTaHJAPTHOI'O PEeNO3UTOPHs Ha JIOKAJIBHBIM BBINOJHSETCS Ha CepBepe C PpOJIbIO

operator. [lepeuncieHHbli moOpsIOK JedcTBUM wucnombdyercsi B OC Astra. [lns 3aMeHbl

Perno3uTopus He0OXOAUMO:
1. OTKJTFOUUTD BHEIITHHUE Per03UTOPHH, 3aIyCTUB KOMAH/Ty:

sed -i "s/"/#/" /etc/apt/sources.list
2. J106aBUTh JIOKaJIbHBIM BHEIIHUIM PeNlO3UTOPHUH, 3aIlyCTUB KOMaH/Y:

tee -a /etc/apt/sources.list << EOF

deb http://$IP_ ADDRESS:8081/repository/astra/ 1.7 x86-64 \
main contrib non-free

deb http://$IP_ ADDRESS:8081/repository/astra-ext/ 1.7 x86-64 \
main contrib non-free

EOF
rae $IP_ADDRESS — IP-ajpec jokanbHOr0 cepBepa [yisl XpaHeHUs (PaiyioB.
3. OGHOBHUTD MHJIEKC PellO3UTOPHUS, 3al1yCTUB KOMaHTy:

apt update

4. TlpoBepuTb IOCTYIMHOCTb Perno3uTopusl (MPOM3BECTH IIOMCK IPOM3BOJILHOIO I1aKeTa),

3allyCTUB KOMaH/Ty:

apt search pwgen
5. YbenuThbcs, YTO B BBIBOJIe KOMaH/IbI MPHUCYTCTBYeT Ha3BaHHe IMakeTa pwgen. BruiBoj

KOMaH/JBbI.

root@operator:~# apt search pwgen
Sorting... Done

Full Text Search... Done

pwgen/stable 2.08-1 amd64
Automatic Password generation
root@operator:~#
6. Hactpouts MeHemkep Mopysel (pip) Ha MCIIOJIb30BaHME JIOKAJIbHOTO Ppero3uTOpus,

3dIIYCTUB KOMdHY:

tee /etc/pip.conf << EOF
[global]
trusted-host = $IP ADDRESS
index = http://S$IP _ADDRESS:808l/repository/pypi-proxy/pypi
index-url = http://$IP _ADRESS:808l/repository/pypi-proxy/simple
EOF

FﬂeslPAADDRESS——-HLaHPECHOKaHbHOFOCepBepaHHﬂXpaHEHHHQHﬂHOB
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IIPUJIOEHUE B

HacTpoiika ceTeBBIX COeTUHEHHH

[TprMep HACTpPOWKYU CETEeBOTO COeUHEHHSI C TTIOMOIIIbI0 KOMaHIHOM cTpoku B OC Astra.

1. Ilns mpoBepku HeOOXOMMMO OTKPBITH (alijl C CeTeBLIMM HACTPOMKAMU C TIOMOIIBIO
KOMaH/Ibl:

nano /etc/network/interfaces
B OTKPBIBIIEMCS OKHe peJdKTOpPd IIPOBEPUTDb HaJIMIHNe CﬂeJIYIOHIEﬁ CTPOKHU:

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).
source /etc/network/interfaces.d/*

1.1 3aKpbITh OKHO ¥ BepHYThCS K CTPOKe TepMUHAIA.

1.2 Co3maTh HOBOe coequHEeHUe C ITOMOIIBI0 KOMAHIbI:

sudo nano /etc/network/interfaces.d/ethO
[Ipumedanue: eciu Ha BallleM CepBepe YCTAHOBJIEHBI JpPyTrye pelakTophl (vim, vi) 3ameHUTe

B KOMaH/JIe nano Ha JPYyrOW pellakTop.

2. B OTKpBIBIIIEMCS OKHe peflakTopa B 3aBUCMMOCTH OT THIIa UCIO0JIb3yeMOro JijIsi HaCTPOeK
BBeCTH KoMaHAy u3 1. 2.1 i 2.2.

2.1 Ilpu ucnonb3oBaHuu cratudeckoro [P-ampeca Heo6x0IMMO BBECTH:

echo "auto ethO

iface ethO inet static

address 192.168.1.100

netmask 255.255.255.0

gateway 192.168.1.1" > /etc/network/interfaces.d/ethO

B npumepe ucnosnb3yroTCs IPOM3BOJIbHBIE HACTPOMKU ceTeBOro coequHeHus. Heobxogumo
3aMeHUThb TpeiokeHHble HacTpouku (192.168.1.100, 255.255.255.0, 192.168.1.1) Ha HacTpoWku
CeTeBOT0 OKPY>KeHUsI CO3/IaHHBIX CEPBEpOB.

2.2 Ilpu ucnons3zoBanuu DHCP B okHe pefakTopa He00X0/IMMO BBECTH:

echo "auto ethO
iface ethO inet dhcp" > /etc/network/interfaces.d/ethO
s KoppekTHOM paboThl HeoOXOomuMMo 3akpenuTh [P-ajmpeca 3a cepBepamMu C MOMOIIBIO

Hacrpoek DHCP-cepBepa Bailero nuito3a (koMMyTaTopa).

3. Ilocne BBoja MepeMeHHBbIX ¢ai COXpaHWUTh. [IOBTOpPHO OTKPHITH ¢aii KOMaHAOM U3
IyHKTa | J1s TpoBepKu.

4. 3amate DNS-cepBep

echo "nameserver 8.8.4.4" > /etc/resolv.conf
Anpec DNS-cepepa 8.8.4.4 ykazaH TPOM3BOJIBHO, €CIM B JIOKAJIBHOW CETH CYIIEeCTBYET

BHyTpeHHU DNS-cepBep, He0OX0AMMO U3MeHUTH azpec 8.8.4.4.

5. HpI/IMeHI/ITb HaCTpOfIKI/I CeTeBOIro coeguHeHuda

sudo systemctl restart networking
HOBTOpI/ITb BBITIOJIHEHHM e HeﬁCTBHH AJIL KaXXKA0r'o cepBepd, UCII0JIb3yeMOT' o IJId YCTaHOBKH.
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IMPUJIIOAEHUE I
Ilopsmok co3maHusA CaMONOAIIHCAHHOr0 cepTuduKaTa
[To ymonmyanuio 6pay3epsl He JOBEPSIIOT CAMOIOAIMCAHHBIM CcepTUdUKATaM, peKOMEeHyeTCsl

HCIIOJIb30BaTh €ro TOJILKO ISl BHYTPEHHUX I1eJiel WK B I[eJIsIX TeCTUPOBAaHUSI.

1. ITpoBepka unm ycranoBka OpenSSL.

OpenSSL moctyrieH mo yMOTYaHHUIO BO BCEX OCHOBHBIX MUCTPUOyTHBax Linux.

Hns noucka ycraHoByieHHoro [I0 OpenSSL u npoBepky Bepcur HeoO6XOAWMO BBITIOJIHUTh
KOMaHJY:

$ openssl version
Ecm BrBon ¢ uHdopMmanueir o Bepcuum OpenSSL  orcyrcTByeT — mporpamMma He

yCTaHOBJIeHa.
st ycranoBky OpenSSL BhIIOJIHUTE ClelyIOIIy0 KOMaHAY:

$ sudo dnf install openssl
150)15¢

$ sudo yum install openssl

Bo160p koman bl 3aBrcUT oT TH1a OC.

2. Co3manme SSL-ceptudukara.

IIns  co3maHus caMOIOANHCAaHHOTO ceptudmkata SSL.  HEoOXOAWMO HCIOJIb30BaTh
CJIeIyIOITYI0 KOMaHy':

$ openssl req -x509 -nodes -days 365 -newkey rsa:4096 -keyout server.nopass.key -
out server.crt

C momomplo KOMaHAbI OyfeT CO3[0aH CaMOIIOANMCAHHBINA CepTUUKAT, KOTOpBHIA Oyner
IeUCTBUTEJIPH B TeyeHUe 365 mHew.

[To ymonuanuto ceprudukar v ¢ain kiaoda OyOyT CO3[aHBI B TeKyllleM Karajiore (B
Karajiore, U3 KOTOPOT'O BBIIIOJIHSIETCSI KOMaH/Ia).

Omnucanue ¢raros UCIOIB30BaHHBIX B KOMaH e Ip1UBeieHo B Tabmuie 17.

Tabauua 17 — 3HaueHus ¢aazo6 komaHObl

@ar Omnucanue
req BrimonmauTh 3amipoc Ha MOANUCH cepTUUKATA
-newkey rsa: | CosgaTb kmod RSA mmHoMi 4096 6UT.
4096 Ecmu He yka3aHO MHOe, IO YMOJTYaHUIO OyIeT co3faH Kimod qiHoi 2048 6uT
-keyout VYkazaTb uMs aiiia I XpaHeHHs 3aKPBITOTO KITFo4Ya
-out Yxkazate uMs ¢aitnia 111 XpaHeHUs HOBOTO cepTUdUKaTa
-nodes [IpomycTuTs 1m1ar mo co3maHuio cepTudUKaTa C IapojbHOM dppas3oit
-x509 Co3spaTh ceprudukar popmara X.509
-days YkazaTb BpeMsi IeHCTBUS CepTUPHUKATA B THAX
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Omnucanue nojen Ipyu Co3qaHuy cepTUdUKaTa IpUuBeneHo B Tabnuie 18.

Tabnuua 18 — 3nauerus noaeii CSR

[Tone Onuncanue
C-= Ha3panue cTpanbl (1ByxXOyKBeHHBIN KOJT)

ST = HasBanwue mrrata wiv MpoBUHIIUN
L= Ha3BaHue HaceneHHOTO ITyHKTa
0= [TomHoe Ha3BaHWe Ballleil OpraHU3aIuu

ou = Ha3BaHue opraHu3allMOHHOM eJIMHUIIBI

CN = [TomHoe foMeHHOE UM

3. Co3aHue 3aKphITOrO KIIIOYa.
3aKpbITBIM K04 HeoOxomuM [yl moanucu Bamtero SSL-ceprudukara. s co3gaHus u

COXpPdHHA 3dKPBITOI'O KJII04d H€O6XO)II/IMO BBIIIOJIHUTb KOMaHY:

$ openssl genrsa -out server.nopass.key
3HaueHus $IaroB KOMaH/IbI:

— genrsa — CO3/1aTh 3aKPbIThIA KIII0Y RSA;

— —out — BBIXOJIHOU (ail.

[Io ymosyaHHIO 3aKpBITBIM KJIIOY OyIeT XpaHWUThCS B TeKyIlleM Karajore (B KaTajore, U3
KOTOPOT'O BBITIOJIHSIETCSI KOMAH/Ia).

4. Co3nmanue 3arpoca Ha moanuck ceprudukara (CSR).

CSR — wundopmartius, oTipasisieMas B yaoctoBepsitomuil 1eHTp. s cosmanus CSR
HeobOX0JIMMO BBITIOJIHUTD CJIeIyIOIIyI0 KOMaHAY:
$ openssl reqg -new -key server.nopass.key -out server.csr

Omnucanue ¢raros, UCIOIB30BAHHBIX B KOMaH/Ie, TpHUBeieHo B Tabmuiie 19.

Tabauya 19 — 3HaueHusa nazo6 komaHIbl

®ar Omnucanue
req 3arpoc Ha NOANUCH cepTUdUKATa

-new Hoswi#i 3an1poc

-key [TyTh, roe xpaHuTCs Bail ¢aiiyl 3aKphITOTO KJII04a
-out Hwms BeixoHOTO atiia

ITocne 3dIIyCKa KOMdH]bI, Hpe}ICTaBHEHHOﬁ HUXe, 6y,11€T CO3ZIaH CaMOIIOAIIMCAaHbIM

ceptudUKaT, KOTOPBIN OYyIeT IeiCTBUTeNIeH B TeueHue 365 JTHel.

$ openssl x509 -req -days 365 -in server.csr -signkey server.nopass.key \
-out server.crt
5. [IpoBepka nerasieii ceptTudrkaTa BBIIIOJIHSIETCS C ITOMOIIBI0O KOMAaH/IbI:

$ openssl x509 -text -noout -in server.crt

ul
ol
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MonOdounc

IMPWIOKEHUE N1

Ornmcanue poseii st cepBepoB CHCTEMBI

B OHAaHHOM IIPpUJIOXKEHHWHW IIpelCTaBJIeH IiepedeHb pOJ'IQfI, HCIIOJIb3yeMbIX [JI1 YCTaHOBKU

CHUCTEeMBI.

Tabauua 20 — Ponau 0aa knacmepHoli ycmaHoBku

HaumenoBanue

Omnucanue

Ib-core-auth

CepBep 6anaHCHPOBKU HaTPy3KU

infra Cepgep, o0beuHsIONMMN MHGPACTPYKTYPHBIE POJIM cOOPa JIOTOB U MOHUTOPUHTA.
Moxet comepxartb poiib chatbot
pregen CepBep reHepanyy NpeBbio ¥ UHJEKCHBIX JOKYMEHTOB
etcd [Moxcucrema koudurypanuu c ucnoiab3oBanuem Etcd
core-cvm CepBuc yIipaBJieHUs UMIIOPTOM, 3KCIIOPTOM Y MH/IEKCUPOBAaHHEM JIOKyMEHTOB
cu-pool [Tyn koHTelHepoB ¢ KOHBepPTepaMH JIOKyMeHTOB
core-dcm Cepgep ympaBiieHus peJlakTUPOBaHUEM, Koymtaboparuu u jokyMmeHTHOTO API
du pool ITyn koHTelHepoB ¢ MOJYJIIMU peJlaKTUPOBaHUS JOKYMEHTOB B pexuMe
KoJUlabopanuu
core-fm [Togcucrema cepsuca ¢aiiooro API
core-nm [Toncucrema cepsuca push-yBenomieHuit
imc CepBep KelIMPOBaHUS CeCCUN U XpaHeHUs [IPOMEXXyTOYHBIX Pe3yJIbTaTOB B IaMSITH
mq CepBep o4epenu cO0bOIIEHHIA U TOATIMCOK
core [Ipu cokpalleHHOM COCTaBe poJieil — coBMelleHHble posu *-core-* st CepBepa
coBMecTHOr0 peflaktTupoBaHus (CCP)
Tabauua 21 — TexHuueckue poau
HanmenoBanue Onucanue
operator TexHosnorudeckas posb. Pabodee MecTo, C KOTOPOro IPOU3BOJAUTCSI YCTAHOBKA BCEX
KOMIIOHEHTOB
LB CepBep 6anaHCUPOBKYU HATPY3KU AJIs BCEX KOMIIOHEHTOB (MUCIOJIb3YeTC s TOIbKO TIpU

KJIACTepPHOM YCTAaHOBKE)
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MonOdounc

INIPJIOKEHME E

IlepeueHb U3MeHeHUI B JOKyMeHTe

B [aHHOM TIpUJIOXKEHUM IIpe[iCTaB/ieH IiepeyeHb M3MeHeHUM OTHOCUTENIbHO JaThl
nyOIMKayy ¥ BepCuu JJOKYMeHTa.

17.12.2024 TloAroTOBJEH JOKyMEHT BepCUH 1.

19.12.2024 TloaroToBneH IOKyMeHT BEPCHH 2 CO CJIEIYIONIUM U3MeHHeM: 1006aBjeH mopasesn
«IloaroroBka koHpUTypaIrMoHHOTO ¢aiia main.yml» B pasgene « Konpurypuposanue
OC Astra Linux SE»
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