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MonOdounc

Bce ynomsiHyTBIE B 3TOM [OKyMeHTe Ha3BaHMs IIPOJYKTOB, JIOTOTWIIBI, TOPIOBble MapKu U
TOBapHbIe 3HaKHU NPUHA/IJIeXXaT UX BilafiellbliaM.

Toapuble 3Haku «MoiOduc» u «MyOffice» nmpunamnexxar OOO «HOBBIE OBJIAYHBIE
TEXHOJIOT'UW».

Hu npu xakux oOCTOSITeNIbCTBaX HeJIb3sl MCTOJIKOBBIBATH JIH0O0E COfep)KMMOe HaCTOSIIero
JOKYMEeHTa Kak IIpsiMOe WIM KOCBeHHOe IIpe/loCTaBJjleHMe JIMIIeH3UM WM IIpaBa Ha HCIOJIb30BaHUe
TOBapHBbIX 3HAKOB, JIOTOTHIIOB WIM 3HAaKOB OOCIIy)XMBaHWs, IIpUBefleHHbIX B HeM. JIro6oe
HECAHKIMOHUPOBAHHOe MCIIOJIb30BaHMe OSTHX TOBApHBIX 3HAKOB, JIOTOTUIIOB WM  3HAKOB

obcrykuBaHuUs 0e3 MMCbMEHHOTO Pa3peleHus UX MpaBoobIaiaTesis CTPOro 3alpeleHo.
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B Hacrosimem nokyMeHTe UCI0JIb3yIOTCS Clleiylolie CoKpaleHus (cM. tabmuiy 1).

Tabmnura 1 — CokpaiiieHust ¥ pacimbpoBKU

Coxpamenue

PacmudpoBka u onpeneenue

389-ds, 389 Directory Server

Ciry>0a kaTajioroB

Ansible Cucrema ynpasiieHUs1 KOHUTYPaAUSIMU, UCTIOTB3YIOMIAsCS JITIs
aBTOMAaTH3allM{ HAaCTPOMKH U Pa3BepThIBAHUSI [IPOIPaMMHOI0 00eciiedeHust

API Application Programming Interface, uatepdetic nporpaMmmupoBanus
NIPUJIOKEeHUN

CO CloudOffice, O6maunsiit Oduc, obiiee HazBaHUE TPOIYKTA (TPYIIITEL
PemaKTOpOB)

DNS Domain Name System, cucrema JOMeHHBIX UMEH

Docker [TporpammHOe obecriedeHvre /iJisi aBBTOMATU3aAUK PA3BEPTHIBAHUS U
yIIpaBjieHus! IPUIOXKEeHUSIMU B Cpefiax C I10Z/1ep>KKOM KOHTeHHepHu3aluu

IMAP Internet Messagess Access Protocol, mpoTokos nocryna K sIuKy
3JIEKTPOHHOM IIOYTHI

LDAP Lightweight Directory Access Protocol, 06ier4éHHbIi TPOTOKOJI AOCTYTIa K

KaTaJioraM

Node (a011a)

CepBep ofHOM U3 poJieit

PGS

File Storage, Pythagoras, nporpammusiit npoaykt « Cucrema XpaHeHHs!

naHHbix MoitOduc»
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Coxpamenue

PacmudpoBka u onpenesienue

PSN

POSEidOl’l, IMMpUJIOKeHHre MMOYThl, KaJIeHAdPsa U KOHTAaKTOB (OHO Xe

«MoitOduc ITouTtar)

PSNAPI, PBMAPI

API «MoitOduc [Togara»

Resource overcommit

Curyanusi, npy KOTOPOW BUPTYyaJIbHBIX PECypCOB BbllesisieTcs O0sIblile, 4yemM

dusnyeckux

SMTP Simple Mail Transfer Protocol, mpoTokoJ nepegauu coooOIeHui
3JIEKTPOHHOM IIOYTHI

SSH Secure Shell, «6e3omacuas o6om0uKa»

URL Uniform Resource Locator, enuHBIH yKa3aTeb pecypca

bJ1 baza manHbIX

Bennop (vendor)

[TocraBimk 6peHANPOBAHHOTO MPOAYKTA

Kiacrep (cluster)

O0benvHeHHas TPYIINIAa CEPBEPOB

KonTyp uncramwianum

HpI/IBaTHaH CeTb, B PpaMKax KOTOpOfI IIPpOUCXOOUT 00MeH TeXHUYeCKUMH

JAAHHBIMU MeXy CepBepaMy MHCTAJUIAIINA

[Ineitbyx (playbook) Habop nocnenoBaTenbHBIX HHCTPYKITUH JIJIS1 BBITIOJIHEeHUsI KoMaH[T Ansible
1o [TporpammHoe obecrieueHme

0C OmneparvoHHas cuctema

Comp CTpoka IaHHbIX, [TpeJJHa3HAYeHHasl U1 BBIYUCIIeHHs X3IIa

TenanT (tenant)

JyileMeHT MyJIbTHApeH/IHOM CUCTeMBbl

Xocr (host)

Y CTpPOHCTBO, ITpeiocTaBiIsiiolee CepBUCH popmara “KiMeHT-cepeep”
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1 OBIIME CBEJEHMUSA

1.1 Haszuauyenue

«MoiitOduc [IpodeccroHanbHbIA 3» — MPOOYKT IUIsl OpraHU3alnyyd 6e30MacHOr0 XpaHeHUs
daityioB, COBMECTHOM pabOThI C JOKYMEHTaMH, BeJleHUs TepPerucKd IO 3JeKTPOHHOW TouTe |
IJTAHUPOBAHUS paboyero BpeMeHH B T'OCY/IAPCTBEHHBIX OpPraHM3allMsX M KPYMHBIX KOMMeEepPYeCKUx

NpeANpUsTHSX.
B cocraB npojykra BXOASAT:

— CucreMa XpaHeHMsI JIaHHBIX /i1 0e30IIaCHOTO XpaHeHHsl KOPIIOpPaTHBHBIX GailioB U
obecrieyeHrss BO3MOXXHOCTeH aBTOpHM3alluM, ayTeHTU(UKAlMM W pasrpaHUYeHus] IIpaB
JIOCTYIIa II0JIb30BaTellel;

— CucremMa peJJaKTUPOBaHUSI ¥ COBMECTHOM PabOThl /JIsi WHAWMBHAYAJIbHOTO U COBMECTHOTO
pellaKTMPOBaHUS TEKCTOBBLIX IOKYMEHTOB, 3JIeKTPOHHBIX TaOJIUII U IIpe3eHTal|i;

— [louroBas cucrema s obecriedeHuss paboThl C TOYTOBBIMM CepBHCAMH, KaJleHAApsIMHU,
JIMYHOU U T7100albHOM aJIpeCHBIMU KHUraMH, a TakKXe HWHCTPYMeHTaMM YIIpaBJIeHHs
3aJjauamy;

— AZIMUHHCTpaTHBHasl TaHeJlb CMCTeMbl XPaHeHWs JUIsl YIpaBjeHWs I10JIb30BaTelIsIMY,

rpyImmnamu, OOIIMMHU MarkaMu, JIOMeHaMU U TeHaHTaMM.

1.2 TpeboBanus k kKBaIMPUKALMHU IIEPCOHAIIA
Anmunnctparop «MoiOduc [Touray moymkeH COOTBETCTBOBATh CIIeAYIOLIMM TpeOOBaHKUSM:
- OcHOBBI CceTEBOro aIMUHUCTPUPOBAHMUSL:

* CereBas mojnenb OSI u crek npotokosioB TCP/IP;
» [P-azpecarniusi U MaCKy MOJICETH;
* MapmpyTusanys: cTaTudeckasi i JUHaMu4ecKas;

* IIporokon obecniedenus oTkazoycrorunBocty nuito3a (VRRP).
- OmnbIT paboTsl co cityx060i qoMeHHbIX UMeH (DNS):

* 3nanue ocHOBHbIX TepMuHOB (DNS, IP-agpec u 1.11.);
* Ilonumanue npuHunos pabotel DNS cepBepos;

e 3HaHUe OCHOBHLIX TUIOB 3amuceit DNS:

* A (address)

© 000 «HOBDBIE OBJTAYHBIE TEXHOJIOT'MW», 2013-2024
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« MX
« SRV
« PTR

« TXT (SPF, DKIM)
OmnpiT obpamenus k RFC no ciiegyroniym pecypCcHBIM 3aIIUCSIM:

* Simple Mail Transfer Protocol;

* Anti-Spam Recommendations for SMTP MTAs;

* DomainKeys Identified Mail (DKIM) and Mailing Lists;

» Sender Policy Framework (SPF) for Authorizing Use of Domains in Email;

* Use of SRV Records for Locating Email Submission/Access Services;

* Locating Services for Calendaring Extensions to WebDAV (CalDAV) and vCard
Extensions toWebDAV (CardDAV).

- OmnpiT pabotsl ¢ komaHaHOH cTpokor OC Linux.

- Omprt pabortsl ¢ [10 s konTelinepusanu Docker/Docker Swarm.

- 3HaHMe BWJIOB apXWUTEKTypbl, a TaKKe OCHOBHBIX KOMIIOHEHTOB WH(QPPaCTPYyKTyphI

oTkpbIThIX Kitouel (PKI), k koTopsiM oTHOCSTCSE:

3aKpBITBIM U OTKPBITBIN KITIOY;
CepTuduKaT OTKPBITOTO KIIHOYa;
Perucrtpanuonnbiii 1ieHTp (RA);
Ceptudukarmonnsii rientpa (CA);

Xpanunuiie ceptudukatos (CR).

- IlpakTrueckuii onbIT paboThl U aIMUHUACTPUPOBaHus cepBUcoB: Redis, PostgreSQL, 389

Directory Server, Dovecot, Postfix, GlusterFS, etcd.

- OmbIT paboTHI C CUCTEMOM aBTOMAaTHU3aIlMK pa3BepThiBaHusl Ansible.

1.3 CucremubIe TpeOGoOBaHMS

— IlonnepxxuBaemble onepanvoHHble cuctembl: Centos 7.9, Astra Linux 1.7 SE, AnbT

Cepgep 9, 10.1, RedOS 7.3.2;

— CKOpoCTh CeTeBOM TOACUCTEMBI [Isl B3aUMOJIEHCTBHUSI MeXIy CepBepaMu B Ciydae

kiactepHoi unctayuisiimu — 1 Gbit/s vnm Beiie;

— B Tabunuile 2 npuBe/ieHbl XapaKTepPUCTHKU alllapaTHOro obecriedeHus KOHPUTYypaIuu

IU1s1 PYHKIIMOHAJIBHOTO TeCTUPOBaHUs (6e3 0TKa30yCTOWYMBOCTH).

© 000 «HOBDBIE OBJTAYHBIE TEXHOJIOT'MW», 2013-2024
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Tabnuma 2. XapakTepuCTHKY alllapaTHOM KOHPUrypauu 6e3 0TKa30yCTOMYMBOCTH

Koudurypaumus CPU RAM (Gb) HDD (Gb)
50 + KBoTa nosib3oBaTesieil Ha HCI0JIb30BaHNe
MHUHUMAaJIbHAS 4 8
JIMCKOBOTO TIPOCTPAHCTBA
100 + KBora nosib3oBaTesieid Ha UCIIO/Ib30BaHue
PEKOMeH/I0BaHHas 8 16

JIMCKOBOTO TPOCTPaHCTBa + ba3a maHHbIX

— Pexomennanuu 1o pa3bueHuio IUCKOB IiesieBoro cepBepa st OC U 1oJib30BaTeIbCKUX
KBOT IIpUBeJIeHbl B Tabmule 3.

Tabmnuma 3. Pazouenune TUCKOB

Hasuauenmne Touka MOHTHPOBAHHS O6Bem
oC / 50GB
KBoTa n0YTOBBIX SIIUKOB /var/dovecot CyMMapHbIY 00beM KBOT II0JIb30BaTesiel +
M0JTb30BaTes el IIpu 20%
standalone-kondurypammu

[TompobHee 0 kyIacTepHOM WHCTAJUISIMM HANKMCAHO B pasjesie TUIlOBble CXeMBI

YCTAHOBKH IAHHOI'O PYKOBO/ICTBA.

1.3.1 PexoMeHgamum 1o UCNo/Ib30BaHUI0 (aiyIOBBIX CHCTEM

B cooTBeTcTBHUM C peKOMeHIANUsSMH TIPOU3BOMTENNeN orepalMoHHbIX cucTeM st CentOS
pPeKoMeHTyeTCsl MCTIojib3oBaTh darnoByto cuctemy XFS, nns Anbt CepBep, Astra Linux 1 RedOS
- ext4.

P€:136I/IBKy AVCKOB peKoOMeHyeTCs BbIIIOJIHATE CJIeAYIOIIUM O6p830MZ

— B pexuMe C OTKa30yCTOMYMBOCTHIO (cluster) misi cepBepoB Bcex poied, kpome syslog,
pekoMeHTyeTcsl BbIeNuTh He MeHee 40 Gb ams mrratHoi pa6otet OC;

— B pexxuMe 6e3 OTKa30ycTOMUMBOCTH (standalone) pekomeHpayetcst BbienuTh He MeHee 50
Gb Ha kopHeBoU paszer;

— B peXuMe C OTKa30yCTOMYMBOCTBIO (cluster) masis cepBepa poiu syslog peKOMeHIyeTcs

BbIZIeUTh He MeHee 100 Gb ayis mrraTHoOM paboTel OC M XpaHeHHs BCeX JIOTOB;
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— bostee noipoOHast nHdOpMaIus 0 pa3dMBKe JTUCKOB ISl KOHKPETHBIX POJiel MOJCHUCTEMBI

«MonOduc Iloura» ykazaHa B pasnerne PexoMmeHJAIIMM 10 pa3bUeHUIO JTMCKOB JIAHHOTO

PYKOBOZCTBA.

OxoHuaTe/lbHble CHUCTeMHble TpeboBaHMSI M TpeOOBaHMS K JMCKOBOH

noAgcucTemMe paCUUTbIBAIOTCS 110 3dlIPOCY UCXOOA U3 CaM3UHra.

1.4 Orpanuyenus

— He pomyckaercsi B cpefie BUpPTyajM3alliy MCIIO/Ib30BaTh KJIIOHUPOBAHHbIE BHUPTYyallbHbIE
MalIWHBI I WHCTAJUIAOWX IIPOAYKTA,

— He [fomyckaeTcss KONMPOBAaHWE YCTAHOBJIEHHBIX —OINEPAI[MOHHBIX CHUCTEM  MeXIy
du3MUeCKUMHU CepBepaMU WK HCIIOIb30BaHKe 0Opa3a MpelyCTaHOBJIeHHON OMepalnroHHON
CUCTeMBbl JIJIs1 pa3BepThIBaHUsI PU3NUECKUX CepBepoB;

— He nonyckaetcs resource overcommit B cpejie BUpTyanu3aiuu (CM. Tabmuity 1);

— He nonyckaetcs ucnosnb3zoBanue DHCP-city»x6 B cerMeHTe ceT MHCTaJUISIIUU.

© 000 «HOBDBIE OBJTAYHBIE TEXHOJIOT'MW», 2013-2024
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2 OIIUCAHUE APXUTEKTYPbI <MOHMO®PUC IIOYTA»

Bayrtpennsisi crpykrypa «MoiiOduc Iloura» mnpeacraBnsier coboil HabOp CepBUCOB,

obecnieunBaronux paborty 10 u B3aumosmeiictBue ¢ komrnoHeHTaMu «MorOduc YactHoe Obakoy.

Bosee nmogpo6bHO cepBUCH! (TIpeficTaB/leHHbIE B BHJle MHCTAJULSIIMOHHBIX pOJiel) OIMCaHBl B paszielie

OnucaHve posjed JAaHHOTO PYKOBOACTBA. [leranbHast apxurexkTypHas cxema «MonOduc Ilogra»

npuBefieHa Ha Pucyske 1.

—
f——q

1
1
1

—>

PostgreSQL
‘-._._________,_.-‘

Syslog-ng

—‘J.- RabbitMQ

S5L/ GOST SSL NO SSL
il ~.
i Frontend i
I i
I [ Calendar ] [ Contacts ] [
ol I
'I I
I [
'l [ Mail ] [ Admin ] i
, —_— I
pomEEEEE" I _________ %
d Backend
I
: [ Autoconfig ] [ Avatars ]
o] :=I
nginx I [ PBM ] [ Triton ]
I
I
|
' ’
[
' 1
i .
B O [ Postfix l I Rspamd l 1
< > -
' 1
- -
Ne— ' ‘

I Glusterfs |

Pucynok 1. ApxurexrypHas cxema « MortOduc ITourta»
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3 TUIIOBBIE CXEMbBI YCTAHOBKU «MOHO®PUC ITIOYTA»

3.1 Kondurypanus 6e3 0TKa30yCTOHIUBOCTH

JaHHas koHUTypallys XapaKTepu3yeTcsl TeM, YTO BCe CepBepHble POJIM Pa3BepTHIBAIOTCS B
e[UHCTBEHHOM 3K3eMIuisgpe. MHcTayuidiysg Takoro Tuma He TpeOyeT YCTAaHOBKU IOJICHCTEMbI
6as1TaHCUPOBKY — BCe POJIM YCTaHABJIMBAIOTCS Ha OJWH pU3MUeCKuil (WIK BUPTYaJIbHBIN) cepBep, Win
Ha HECKOJIbKO BHUPTYaJIbHbIX CEpPBEPOB B paMKaX OAHOrO PpU3NYECKOro CepBepa, MpU KOJIUYeCTBe
XOCTOB B KaXXJIOM pOJIY, He TPeBBIIIAOIIeM OJMH. Takas KOHUTypallys MOXeT HCII0Ib30BaThCS B

1eJIsIX pa3paboTKU WIK JeMOHCTpallMy BO3MOXHOCTeH npoaykra (virtual appliance).

3.2 KiracTepHasi 0TKa30yCTOHYHUBasA KOHPUTypanus

B nanHOM koHOUTrypanyu poiu (BCe WIM HEKOTOpble) YCTAHABIIMBAIOTCS HAa pa3Hble
BUpPTYyaJlbHble CepBepa, a TakKe, 10 BO3MOXXHOCTH, Pa3HOCSATCSI Ha pa3Hble pU3UYeCKre cepBepa WU
TUIePBU30PHI.

Bonee mnoapo6HO O KOHPUIYPUPOBAHMU KiIacTepHOM HHCTausimuu «MoiOduc [logra»

PaCCKa3aHO B pa3ziejie IToaroroBka MHGPACTPYKTYPhI YCTAHOBKU JAdHHOT'O PYKOBOJCTBA.

3.3 TunoBas cxemMa MacHITaOUPOBaHUS

st omHOCepBepHOM (He KilacTepHOM) KOH(UIypaliM BO3MOXHO TOJIBKO BepTHKalIbHOe
MacitabupoBanve. [Ipy aTom criemyeT y4uuThiBaTh OorpaHudeHrsi Docker W Jpyrux CHUCTeMHBIX
cepBucoB. Ilepexoll OT TakoM KOHQUIypallMM K KJIACTEPHOM BO3MOXEH TOJIBKO ITyTeM
pe3epBUpOBaHMsl 0a3 JAHHBIX M IIepeyCTaHOBKU IIPOrPaMMHOIO IPOAYKTa B COOTBETCTBUM C

PYKOBOACTBOM 11O ycTaHOBKe «MonOdwuc ITouTay.
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4 YCTAHOBKA

4.1 CocraB qucTpudyTuBa

Huctpubytus «M
.tgz v painmer SHA256 n

oriOduc [louray» npencrasisieT coO60V MHCTAJUISAIIMOHHBIN apXUB B ¢popMare

MD5-xe11a ¢ KOHTPOJIbBHOW CyMMOM. ApPXUB BKJIIOYaeT B Cebs:

— Habop Ansible reibykoB /1151 pa3BepThIBaHUS pOJiel;

— apxuB obpasa Docker Registry.

4.2 IloaroroBKa K yCTaHOBKe

4.2.1 Onucanue posei

B nponiecce passépteiBaHus Ansible paboraeT ¢ jormdeckrMy rpynnaMy (Wid posisiMu), Ha

KOTOpble OyneT pa3fiesiéH IiejieBOM cepBep (WIK TpyIia cepBepoB) MHCTaUIsAuMu. OHU yKa3aHbl B

Tabuure 4.

Tabnura 4. Jlornueckue ponu cuctemsl «MoitOduc [lograr

Poan

3HaueHue

check-certificates

[IpoBepka Hanuuus ssl-cepTudrkaroB, Heo6XOAUMBIX 71t paboTe! [IpoaykTa

chrony Hacrpoiika cepBrca CHHXpOHHU3AIUX BpeMEeHH!

timezone YcTaHOBKA CUCTEMHOTO YacOBOTO T0sICa

sysctl KoudurypupoBanue Heo6x0AUMBIX [TapaMeTPoB sifipa C IOMOIIbIO sysctl
common YcraHoBka HeOOXO/IUMBIX MTAKeTOB U 3aBUCUMOCTel

docker Poub, oTBeuarolnas 3a ycTaHOBKY U HacTpoiiky Docker

swarm Ponb miia Brimrouenus cuctemnsl opkectparnuu Docker Swarm

docker registry 3aryck cepBUca Jis XpaHeHUs U pacpocTpaHeHus: KoHTeliHepoB Docker

load balancer

Ponb myia HacTpoiiky BHellero 6alaHCHPOBIIMKA TpaduKa

etcd 3armyck pacripefiefieHHOM CUCTeMbl XpaHeHUsI KOHPUTypalliii Jis CepBUCOB

postgres 3aryck 0CHOBHOM 0a3bl JaHHBIX

redis 3amyck cepBuca 6a3 TaHHBIX "K/II0Y-3HaYeHue"

ldap 3armyck cepBuca CITy>KObI KaTaJloTOB

frontend 3anyck Beb-unrepdeiica «MonOduc [Tourar

backend 3aryck cepBUCOB, OTBEYAIOIIMX 3a GYHKIIMOHUPOBaHHe BHYTPeHHel
nporpaMMHoM yacty [Ipogykra

proxy 3aryck MpOKCUPYIOIIeHTo cepBrca (nginx)
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Ponsb 3HaueHHe
mail 3aryck CepBUCOB ITOYTOBOU MOICUCTEMBI
syslog 3amyck cepBuca cbopa JI0roB paboThl KOMIIOHEHTOB ITPOTPAMMHOTO KOMILIEKCA
users Co3nanue mepBoro TeHaHTa C CHCTeMe (BBITIONHSETCS B CJTy4ae YCTAaHOBKU 0e3
unTerparuu ¢ YactabiM O61akom)

4.2.2 IlogroroBka HHpPACTPYKTYphl YCTAHOBKH

4.2.2.1 IloaroroBka HHPPACTPYKTYPHOI MAaIlIHHbBI

HNudpacTpykTypHasi MallldHA — BbIJeJIeHHBIM cepBep Ui NpoBefieHWs WHCTaUAMU. C
MHPPACTPyKTYPHOW MalllMHBI JOJDKeH ObITh obecriedyeH AOCTYI KO BCeM CepBepaM, Ha KOTOpbIe
IIPOM3BOAMTCS MHCTAUISNMS. [I71s1 uHCTamsamu koHpurypanyuy 6e3 0Tka3oyCTOMYUBOCTH JIOITyCTUMO
WCIIOJIb30BaTh OJJMH CepBep B KadeCTBe HMH(pPACTPYKTYpHOro u IejieBoro. OCHOBHBIe [eHCTBUS,

KOTOpble He0OXOAUMO BBITIOJIHUTE HA MHOPACTPYKTYPHOM MallliHe:

1. CkayaTh ¥ HWHCTAJUIMPOBAaTh MHHUMAJbHBIA CepBepHbIM BapuUaHT BbIOpaHHOMU

OTlepaloOHHOM cucTeMbl (CM. paszienn CucteMHble TPeOOBAHUS JAaHHOTO PYKOBOZICTBA).

2. IlpenycranoButs Ha 1esieByto OC python3 (Bepcuu He Huxe 3.6), rsync.

3. C uHbpacTpyKTypHOW MalIWHBI JO/DKeH OBbITb BO3MOXeH ssh JocTynm Ha Bce XOCTBHI
I1eJIeBOI0 CepBepa MHCTAJUISIIIMK, peKOMeH/yeTcsl CliesiaTh 3TO IpW MoMoIM ssh kiroda

oJib30BaTejieM root uiun JAPYTUM I10JIb30BATeJIeM C sudo IMIPpUBUJIETUSAMMUA.

4. Ha nHdpacTpyKTypHYIO MalIUHY JODKeH ObITh MHCTAJUIMPOBAH MakeT ansible-core Bepcuit
2.11 v 2.12. Pabota npyryx Bepcuii BO3MOXXHA, HO He TapaHTUPOBaHa.

5. B nekortopeix auctpubytrBax RedHat mexanusm SELinux BkimodeH B pexxum Enforcing,
YTO MOXeT IIOTeHIMAJIbHO IIpUBecTW K mpobsiemam ¢ ycraHoBKoM. Ilpesiaraercs
niepeBecTy ero B pexxuM Permissive, pu KOTOpOM JIeHCTBUSI He OJIOKUPYIOTCS, a B JIOT

dyuTad I10llalaeT OTYeT O JIeUCTBUSIX.

[TonpobHag mokyMeHTaIud 1Mo yctaHoBke Ansible
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4.2.2.2 TloaroToBKa 1eJIeBBIX CepBEPOB, Ha KOTOPbIe 0yAeT MPOU3BOIHUTHCA
HHCTAJUISIMS TUCTPHOYTHBA (00IIIe peKoMeH/IaI{HH)

Bo uzbexanue HpO6JI€M He peKOMeHyeTCsd UCIIOJIb30BATb CUCTEMbI, Hd KOTOPBIX
paHee OBLIH IMpoBeieHbl HWHCTAJUIAIOKUKW I[IPOI'PAMMHOIO O6€CH€‘I€HI/IH, He

OTHOCSITErocs K nuctpubytuBy « MorOduc IToutay

HJ’[H IOATOTOBKM IIeJjIeBbIX CepBepOB K YCTAdHOBKe I HUX HEO6XOHI/IMO BBITIOJTHUTDH

CJIeIyIOIIYIO0 M0CJIeJI0BATeIbHOCTD AeMCTBUM:

1. HacTtpouTh MMs XOCTa U TTapaMeTphl CeTU. B cilyyae KjlaCTepHOW YCTAaHOBKU MMSI KaXKJI0TO
X0CTa [IOJDKHO OBbIThb YHHKajgbHbIM. Heob6xonumo yuuThIBaTh, YTO UHTepderic,
WCIIO/Ib3yeMbli B MHCTAJUISAILMKU Ui TlepeJladi JaHHbIX, OMNpeJiesIsieTCsl 110 HaJIWu4UI0 MyTU

no ymommuanuio (default route) B konduryparmu natepderica Ha 11eJIeBOM cepBepe.

2. Jlns xoppektHoM paboTel «MonOduc Ilouta» Heobxomuma cityk0a CHHXPOHHU3AIUU
BpeMeHH Ha BCeX cepBepax KOHTypa yCTaHOBKU. HacTpolka CHHXPOHH3AIlMM BpeMeHU
MIPOU3BOJIUTCS B Tpoliecce nerwiosi. Jlyis yka3aHusi afpecoB ntp-cepBepoB, HEOOXOAUMO
M3MEHUThb IIepeMeHHYI0 ntp servers B group vars/all/main.yml. 3Ha4eHHe IIO

YMOJ/TYaHHUIO:

ntp servers:
"O®.centos.pool.ntp.org"
- "l.centos.pool.ntp.org"
"2.centos.pool.ntp.org"

- "3.centos.pool.ntp.org"

3. IlpemycranoBuTh Ha nesieBele OC python3 (Bepcum He HiKe 3.6).

4.2.2.3 IloaroTroBKa 1eJIeBbIX CEpPBEPOB, HA KOTOPbIe 0yAeT MPOU3BOIHTHCSA
HHCTAJUIAIMS JucTpudyTnBa (c mocrynom B UHTepHeT)

,HJ'IH IIOATOTOBKHK IIeJjIeBbIX CepBepOB K YCTAHOBKe I HHUX H€O6XOI[I/IMO BBITIOJIHHUTDH

MOCJIeJOBaTeJIbHOCTh JeMCTBUM M3 pasfena [loAroroBka MHGPACTPYKTYPBI YCTAHOBKUA JTAHHOTO

PYKOBOZICTBA.
IIpy Haymmuum nocrtyma B MIHTepHeT Ha IieleBbIX MalllMHAX HUKAKWX JlalbHEMNIINX JeHMCTBUHN

He TpebyeTcsl.
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4.2.2.4 IloaroroBKa cepBepoB, Ha KOTOpbIe 0y/ieT MPOM3BOAUTHCSA HHCTAJUISAIUS
mucTpudytuna (be3 mocryna B urepuer)

B ciyuae, ecniu nndpacTpyKTypHas MalllvHa U IleJieBble CepBephbl PacIioyioXKeHbl B JIOKAJIbHOU

CeTh U He HMelT IpAMOro AOO0CTyIlla B I/IHTepHET, HWHCTAJUIAOUIO MOXHO IIPpOU3BECTH, 3dpdHee

IpeyCTaHOBHYB Hd HUX HeOGXO,I[I/IMbIe IIdKeThbl, YKa3dHHbIE B Ta6n1/1ue 5.

Tabmuma 5. [lakeTs! 17151 IperycTaHOBKU Ha cepBephl 6e3 foctyna B MHTepHeT

oC

ITaker

IIpumeuanus

Ausbt JIunykc

ansible-core, ansible, jinja2

Bepcus ansible-core 2.11 v 2.12

docker-engine / docker-ce

B nHoBbIX Bepcusix docker-engine, B cTapbIX BepcHsiX
nakeT HasblBaeTcs: docker-ce.

[Tonp3oBaresib, OT KMEHH KOTOPOIO IIPOUCXOIUT
pasBepThIBaHME I1AKeTOB, AO/DKEH HMeThb IIpaBa Ha

YCTaHOBKY M 3dIlyCK KOHTEP'IHepOB.

python3-module-bcrypt

python3-module-docker

python3-module-jsondiff

python3-module-passlib

python3-module-

policycoreutils

python3-module-pyaml

ISync

glusterfs9-server

B ciy4ae kacTepHO# yCTaHOBKH.

Astra Linux

ansible

B AstraLinux 1.7 Ansible Heo6X0oquMo yCTaHaBIUBATh

yepes pip:

python3 -m pip install ansible-core==2.11.6
python3 -m pip install ansible==4.7.0
python3 -m pip install jinja2

docker.io

HOHBSOBBTEHB, OT HWIMEHM KOTOpOro IIpoUuCxXoauT
Pa3BepThiBaHMe IIdaKeTOB, [JOJ/DKeH HMeTb IIpdBa Ha

YCTaHOBKY U 3aIlyCK KOHTeHHepOB.

python3-bcrypt

python3-docker

python3-jsondiff

python3-passlib

python3-requests
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ocC Ilaker IIpumeuanus
python3-yaml
ISync
glusterfs-server B cny4ae kacTepHO yCTaHOBKUY.
VcranoBky GlusterFS pekomeHayercsi IpoU3BOINUTE U3
odwurmanbHOro penosutopus glusterfs, B cTaHIapTHBIX
peno3utopusx Astra Linux ycrapesiias Bepcust)
CentOS ansible-core, ansible, jinja2 Bepcus ansible-core 2.11 v 2.12
docker-ce [Tosmb3oBarenb, OT WMEHHM KOTOPOTO IPOUCXOJUT
pasBepThIBaHME I1AKeTOB, AODKEH HMeThb IIpaBa Ha
YCTAaHOBKY U 3aITyCK KOHTEHHEpOB.
ISync
ITakersI pip3:
bcrypt Bepcus 3.1.7
docker
jsondiff
passlib
pyyaml
requests Bepcus < 2.29
selinux
glusterfs-server B ciryuae kj1acTepHOU yCTaHOBKHY.
RedOS ansible-core, ansible, jinja2 Bepcus ansible-core 2.11 nnu 2.12

docker-ce [lonb3oBarenb, OT WMeHH KOTOPOIO IIPOMCXOIUT
pasBepThiBaHUe I1aKeTOB, AOJ/DKEH HMeTb IIpaBa Ha
YCTaHOBKY U 3aIlyCK KOHTelHepoB.

ISync

ITakeTsI pip3:

berypt Bepcus 3.1.7

docker

jsondiff

passlib

pyyaml
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ocC Ilaker IIpumeuanus
requests Bepcus < 2.29
selinux
glusterfs-server B citygae kimactepHOit yCTaHOBKUY.

B ciy4ae oddnaiin ycraHoBKY M1eli0yK He0OX0IMMO 3aIlyCKaTh C lTapaMeTpoM
--skip-tags common,docker (cM. opoOHOCTH O 3aITyCKe YCTAHOBKY B pasjere

3amnycK YCTaHOBKH)

4.2.2.5 IlpoBepka 1 MOATrOTOBKA HHCTAJUIAIIMOHHOI0 apXuBa
J11s1 BBITIOJTHEHMS [TPOBEpPKY U IIOATOTOBKY IUCTPUOYTHBA, HEOOXOAUMO:

1. ITocne xonvpoBaHWS WHCTAUISIIMOHHOIO apXWBa IPOBEPUTh €ro KOHTPOJIBbHYIO CyMMY

MD5 w/unu SHA256, B nanbHeliieM cBepuB ee C nepefaHHou BeHopoM [10:

md5sum -c¢ MyOffice PSN SRV-XXX.tgz.md5sum
sha256sum -c MyOffice PSN SRV-XXX.tgz.sha256sum

B umenu dPXHBd I_II/I(I)pr BepCHUKX KOMMepPYeCKOI'o pejin3ad IpeacTaB/IeHbl 3HAKaMA
X.

2. PacnakoBaTh COfilepXXMMOe MHCTaJUISLIMOHHOTO apXWBa B IPOM3BOJIBHYIO JUPEKTOPHIO U
[IepelTy B Hee:
mkdir install-psn

tar xvzf MyOffice PSN SRV-XXX.tgz -C install-psn
cd install-psn

He pPeKoMeHyeTCd pPaCIlaKOBbIBATb HOBBIA HHCTpH6YTHB B IUPEKTOPHUIO

MpeJIbITy1iel BepCUH.

3. Ilepen HayajOM WMHCTAJUISIIMA O3HAKOMbBTECH C TJlaBOM M3BecTHbIe pobiaemMbl U Criocobbl

HX pelieHusd.
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4.2.3 HacTpoiika 0CHOBHBIX IapaMeTpPOB YCTaHOBKH

st KoHGUTYPHUPOBaHUS YCTAaHOBKH HEOOXOMMO U3MEHHUTh HHBEHTapPHbIN ¢aiin (inventory

file), koTOpBIY HAXOUTCS TIO aJIpecy:
inventory/hosts.yml

@aiyl MOXKHO OTKPBITb B TEKCTOBOM pelaKTope KW OOHOBWTh CEKIIMM hosts M vars B

COOTBETCTBUH C JJAJIbHEUIIIUMHA HUHCTPYKIUAMMU.

WuBenTapHblil ¢daiin ucronb3yeT ¢opmat .yml, 601ee moapobHO O CHHTaKCHCe

MOJXHO MPOYUTaTh B JokyMeHTanuu Ansible. [Tocie okoHuaTeIbHOTO 3amoIHEHUS

HMHBEHTapHOI'O c])afma HEO6XO,I[I/IMO CoejlaTb ero pe3epBHYKO KOIIMKO, B
JaJIbHEeMIIIeM OHa MOXeT HOHaI[O6I/ITbC5I IJId  TIOCIIeJYIOIIUX OOHOBJIGHUH H

HEKOTOPBIX Olepalyil o 006CITy>KMBaHHUIO TeKYIeld YCTaHOBKHU.

4.2.3.1 KondpurypupoBanue nHBeHTapHOro ¢aiina: hosts

B ceknusax hosts cienyer yka3aTb AoMeHHOoe umsi win [P-azipec nenieBoro cepsepa, Ha
KOTOpPbIM OyIeT TPOM3BOJUTLCA HWHCTA/UIIMS TOW WIM WHOW ponu. [ljisg onpeneneHus
IIPYHA/JIe)XHOCTH 11eJIeBOT'0 CcepBepa K Pojii Heo6Xo/1MMo J106aBUTH ero joMeHHOe uMs uin [P-agpec
B COOTBETCTBYIOIYIO CEKIIMIO B IIIabjioHe MHBeHTapHOro ¢aiina. [Ipumep:

redis:

hosts:

host.example.com

Takum o0Opa3oMm, ponb redis OblJla TPUCBOEHA CepBepy C JOMEHHbIM HMeHeM
host.example.com, U Ha JJaHHOM XOCTe B JlaJibHeHIIeM OyayT HWCIOJIHeHbl YCTAaHOBOYHbBIE

komaunsl Ansible.

Bornee nonpo6Ho 0 3HaUeHHU posiel paccka3aHo B pazfiesie OmnvicaHue posied

JTAHHOT'O PYKOBO/JICTBA.

Bce pomu moryT ObITh COBMeIlleHbI Ha OJIHOM CepBepe, B TaKOM Cjy4yae B Ia0yioHe
MHBeHTapHOro (aiina ayomupyetcs: cekiusl hosts. [Ipu Heo6x0IUMOCTH BO3MOXKHO JT0OABUTH WU
yAQJIATh CepBepa B Ipynnax. B 1aHHOM npumepe Bce poiid OyAyT yCTaHABJIMBATLCS Ha OAWH CepBep

1o agpecy host.example.com:
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all:
children:
### SECTION 1: grouping by Roles
infra:
children:
docker registry:
hosts:
host.example.com:
db:
children:
etcd:
hosts:

host.example.com:

volume device etcd:

volume device etcd path:

redis:
hosts:
host.example.com:
postgres:
hosts:

host.example.com:

volume device postgres:

"False"

volume device postgres path:

ldap:
hosts:
host.example.com:
frontend:
children:
proxy:
hosts:
host.example.com:
backend:
hosts:
host.example.com:
mail:
hosts:
host.example.com:
loadb:
hosts:

loadb.example.com:

"/dev/disk/by-uuid/<UUID>"

"False"

"/dev/disk/by-uuid/<UUID>"
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Cnenyer 0OpaTWTh JIONOJHUTESIbHOe BHMMaHHe Ha POJIM etcd M postgres: Yy HUX ecTb
JOIIOJIHWUTENbHbIe IIepeMeHHble volume device <role> M volume device <role> path.
3allo/IHeHVe 3TUX IIepeMeHHbIX He00XO0IMMO IIpY HCIIOJIb30BaHUM pa3/ielioB Ha BbIJEJIEHHBIX
GII0YHBIX YCTPOWCTBAX JIsl XpaHeHUs JaHHBIX yKa3aHHBIMU CepBHCaMH. B TakoM cilydae, 3HaYeHUsS
MEHSIOTCS Ha:

volume device <role>: "True"

volume device <role> path: "<filesystem path>"

I'me <role> — norudeckass posb, <filesystem path> — IyTb A0 (aiIOBOM CHUCTEMBI

ycrporcTBa. OcobeHHOCTH paboThI B pexxuMe volume device <role>: "True":

1. He monyckaetcs ucnosbp3oBaHMe OAHOIO U TOTO XKe pa3fielia IUCKa Ha OJJHOM cepBepe (WIH
BUPTYQJIbHOM MalllMHe) JJisi HeCKOJIbKUX posied. HeobxoanMo ykasbIBaTh MyTH, KOTOpPbIE
He U3MeHSITCS TI0Cye Tiepe3arpy3ku cepBepa WM JobaBjIeHUM HOBBIX YCTPOUCTB. B citydae
KJIaCTepHON yCTAaHOBKU HeOOXOJMMO YKa3blBaThb WUJEHTUYHbIEe ITyTH JI0 YCTPOWMCTB IS
BCeX HOJl COOTBeTCTBYIOIIel poiu. TakuM o6pa3oM, JIydllle BCero MCIO0JIb30BaTh TOMAa 1vm

Y yYKa3bIBaTh IyTh JI0 HUX B popMaTe /dev/mapper/<rpymnrna TOMOB>/<JIOTUYeCKM

TOM>
2. Ha pasgene nmomkHa ObITh co3faHa ¢aiyioBas CHCTeMa, pa3fesl He JOJDKeH ObITh
CMOHTHPOBAH Ha MOMEHT HWHCTAJUIIOUU (KpOMe CUTyalluk IIOBTOPHOT'O 34IlyCKa WX

0OHOBJIEHMS C NIPeIbIAYIINX BEPCUM).

B pexume volume device <role>: "False" HUKaKUX JOIIOJIHUTEJIbHBIX IEUCTBUH OT

I10JIb30BaTeJIsd He Tp€6y€TCH, JaHHbIe XPpaHATCA B COOTBETCTBYIOIIKX KATa/IOIrdX I1I0 YMOJIYdHHIO.

/var/lib/docker/volumes/<volume name>

I'me <volume name> — ToMm (xatasor Docker), mpuBSi3aHHBII K KOHTelHepy

YCTaHaBHHBaeMOﬁ poJu.

JlomyckaeTcst UCIOJIb30BaHUe [l HEKOTOPBLIX pojieil pexxuMa volume device <role>:

"True", a s OPyrux volume device <role>: "False".

Pexum volume device <role>: "True" peKOMEHAyeTCS MCIIOJIb30BaTh
TOJIbKO €eCJIM BblJleJIeHHOe YCTPOMCTBO OoJiee IIPOM3BOJUTeNIbHOe, HalpuMep,

ssd.
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B pexume KJIaCTepHOﬁ HHCTAJUIAIIMHA HA BCeX HOOaX COOTBGTCTBYIOH.[Eﬁ pojin

HUCIIOJIb3yeTCdaA IIyTb [0 YCTpOﬁCTBa, YKaBBHHbﬁa JUIA HepBOﬁ HOIbI POJIA

(cm. myHKT 1).

B Tekymem pemuse mnpu ycraHoBke B standalone pexume BbIesieHHOe
YCTPOMCTBO Uil pOJIM etcd He WCIOJb3yeTcs, Jaxke eciau ykazaHo. Eciu

YCTpOﬁCTBO HeO6XOHHMO HCHOHBSOBaTb,O6paTHT€Cb K paBﬂEHy:HCHOHBSOBaHHe

BBIJIJIEHHOI'O0 YCTPOMCTBA U1 POJIH etcd.

B pexuMe kj1acTepHONl MHCTAUISIMUM B HMHBEHTApHOM (ailjie yKa3blBaeTCs HEeCKOJIbKO
XOCTOB (@/ipecoB CepBepoB) B COOTBeTCTBYMOIIeH rpyrme. Ha [aHHBIE MOMEHT NOJJep>KUBAeTCs
KJIaCTepu3alys [l BCeX IepeYMCIIeHHbIX B I1a0JI0He WHBeHTapHOro ¢ailjla CepBUCOB KpOMe
docker registry.

[Tpumep koupurypammu (bparMeHT UHBEeHTapHOTO daia hosts . yml ):

db:
children:
etcd:
hosts:
host.example.com:
volume device etcd: "False"
volume device etcd path: "/dev/disk/by-uuid/<UUID>"
host-2.example.com:
volume device etcd: "False"
volume device etcd path: "/dev/disk/by-uuid/<UUID>"
redis:
hosts:
host.example.com:

host-2.example.com:

XocThbl B rpynmnax ldap U etcd JOMMKHBI ObITh CKOHPUIYPHUPOBAHBI C Pa3HBIMHU
rMeHamu (hostname), MeHSITh KOTOpBIe B MpPOIeCCe 3KCIUTyaTalluu He Cile[lyeT BO
n3bekaHre HEeKOppPeKTHOM paboTel cucteMbl. B cioydae, ecnmu Ha yxe

yctaHoBieHHOM PSN TpebGyercss mamenutb hostname Ha xocTax rpymnmsl ldap,
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obpatuTtech k pasfeny H3menenuwe hostname Ha XocTax rpynmnbl ldap gaHHOTO

PYKOBOJICTBA.
Ilns usMenenuss hostname Ha Xocrax rpymmbl etcd obpaTuTech K pasjeiny

Hsmenenrie hostname Ha xocTax rpyaisl etcd.

Hns usmenenusi hostname Ha xocrtax rpymnmbl redis obpaTuTech K paszeity

H3menenvie hostname Ha xoctax rpyanel redis.

4.2.3.2 KonpurypupoBaHie HHBeHTapHOro ¢aiiyia: mepeMeHHbIe

HaHBHeﬁLHHﬁ Imponecc HaCTpOﬁKH 6y,[[eT COCTOATL U3 3dIll0JIHeHHsa CeKIHMH vars -—
repeMeHHbIX THBEHTaPHOT'O q)al?ma.

B unBenTapHoM ¢aiisie CTpyKTypa JaHHOW CEKITUH BBITJISIUT CIeIyIoIM 00pa3oMm:

vars:
setup:

notifications:

mobile:

pgs:
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conference:

squadus:

,HOCTYHHI)IE 3HAYeHMS ¥ CIIOCOOBI 3aII0THEeHHS JAaHHOH CEeKIHU YKa3dHbI B Ta6m/1ue 6 JdaHHOI'O

PYKOBO/ICTBA.
Bce nmapameTpsl nepeMeHHbIX HEOOXO/IMMO YKa3bIBaTh B JIBOMHBIX KaBbIUKaX 3a
HUCKIII0YeHneM True/False.
Tabnuria 6. 3HavyeHUs ¥ ciocobbl 3alI0JIHEHUS TTepeMeHHbIX MHBEeHTapHOTOo daitia
ITepemennast 3HaueHHe U CII0CO0 3aI0THEHUS
Bitok setup Ob1Me HaCTPOMKY CTeH/Ia U HAaCTPOUKU (pOPMUPOBaHUS
JOMEHHBIX UMeH BHYTPH CpeJibl HHCTAJUISIINH.
auth_proxy JInst BHyTpeHHero MCIoJIb30BaHus, 3HaueHne False
Developer mode, pexxum pazpaboTuavika. [IpuHrMaeT 3Ha4eHus
dev_mode True u False, B clydae 3HaueHHs True [00aBisieT KypHal

access_ log s cepBUCOB triton, pbm, autoconfig.

Bximrouaer mrdpoBaHrie BHYTpeHHel 0BepilelHOM ceTu Docker

. swarm, 3Ha4eHHe 10 yMoJdaHuio False . Bomser Ha
swarm_network encryption

MIPOU3BOANTENIHHOCTh CUCTEMBI, TOJIpoOHee 0 IAHHOM BUTIE

HH/Igl:_)QOBaHI/ISI.

3amaéT s3Ik nHTEepdelica Mo YMOITYaHHIO /Ui TI0JTb30BaTelel B
i TeHaHTax. Bo3aMoxHbIe 3HaueHus: Russian, English,

default instance language _ _ _
Bashkir, French, Spanish, Italian,

Portuguese.
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3HavYeHHe U CII0CO0 3aIoTHeHHUSs

autoconfig_auth_salt

Counb 17151 TOIKITIOYeHUS K I7100aIbHOM aipecHON KHUTe.
PexomeHnyemble 3HaueHUs: 60JIblIMe U MajlleHbKUe JIaTHHCKUe

OYKBBI, ITUDPBHL.

external domain

3apervcTpupOBaHHBIN JIOMEeH UHCTAJUIAINH. J1J1s1 KOpPeKTHOM
paboThl HEOOXOIMM YCTaHOBIIEHHBIN aKTyanbHbIH SSL.-

cepTudUKar.

domain_module

[[Tabson PpopMupOBaHHs BHEIIHUX IOMEHHBIX UMEH
MHCTAJULSIINY, I03BOJIsIeT TMOKO HACTPOUTh IPUHITUI UX
reHeparnuu. [Ipumeps! paboTsl m1ab0Ha IPU UCIIOJIL30BAHUN

npedukca auth U JIOMeHa test.example.com:

{service}-{domain} | mail-test.example.com

{service}.{domain} | mail.test.example.com

Takum 00pa3oM MOXHO THOKO HacTpauBaTb MPUHIIMUI
¢$bopMHUpOBaHUS TOMEHHbIX UMeH HWHCTAUISIUA. JTO MOXKeT
IIPUTOJUTHCS, HampuMmep, eciau y Bac ectb Wildcard SSL-
ceptudUKaTt Ha JoMeHHOe UMs example.com u .example.com,
HO HeT Ha .test.example.com. Bbl MoXeTe yCTaHOBUTb
DOMAIN MODULE: B 3HaueHMe {service}-{domain} Hu
MIOJIyYUTh IOMEHBI TPeThero YPOBHS, KOTOPbIe TIOAXOISAT IO/

tekytui Wildcard SSL-ceptudukar.

gost

Hcnonbiyetcs nns ycranoBku Bepcun GOST u3 crierinanbHOr0
IUCTpUOYTHUBA, B OOBIYHOM IUCTPUOYTHBE 3HAUYEHHe TI0JIs

IIOJDKHO OBITE False.

cryptopro_license

Hcnonbiyercs nns ycranoBku Bepcunt GOST u3 crierinanbHOr0o

IUCTPUOYTHUBA, B OOBIYHOM TUCTPUOYTHBE UTHOPUPYETCS.

dynamic_webdomains

BosmosxkHocTs nuHamMudeckoro npobasnenuss WEB-momeHoB.
[IpvHuMaet 3HaueHust False u True. B crydae False Her
BO3MOXXHOCTU JUHAMHYECKOro nobasienus Hosoro WEB-

noMeHa.llepemenHas rcrnomnb3yetcst Toybko 1711 WEB-1oMeHOB.

ldap debug

[IpvHuMaet 3Hauenust True U False, B cilydae 3HadeHusl True

TIApOJTH, 3a/laHHbIe IJIs HOBBIX JIOKAILHBIX MTOJIb30BaTesel 0y Iy T
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Ilepemennas 3HaueHUe U CII0CO0 3aT0THEHHS
XpaHuThCs B baseb4 6e3 mmppoBaHus.
[IpuanMaet 3HadeHus True U False , BKIOYaeT NOAEPXKY
CepTUQUKATOB, BHITYIIEHHBIX HEeyOINIHBIMY [[eHTPaMU
custom_ca

ceptudukanuu. [lonpobHOCTU cM. B pa3aene HacTpoiika

CEQTI/I@I/IKBTOB.

utf8 support

JKcIlepyuMeHTanbHas GyHKIINS MOAIeP>KKH MHOT0OaHTOBBIX

KOZIMPOBOK B aJipece 3JIeKTPOHHOM MOYTHI.

log_socket Jnst BHyTpeHHero UCroJib30BaHus, 3HaueHne False
[TyTb OTHOCHUTENILHO AWPEKTOPUS C AUCTPUOYTHUBOM, TI0
KoTopoMy GyayT pa3meltieHsl ssl-cepTudukaThl, UCIOIb3yeMble
cert_path 3
nipu ycraHoBke [Ipoaykra (cM. paznenst Hacrpoiika SSL-
ceprudukaroB, Hacrpotika noanucu DKIM).
. [Tpunrmaer 3HaueHust True ¥ False, BKIIIOYAET PEXXKUM
balancing

YCTAaHOBKHU C H6aJIaHCHPOBKOM BXOASIIEro Tpaduka.

virtual ipaddress

B cityuae, ecrin ykazaHo 2 xocra B rpyiie loadb, To 3Hauenve
MepeMeHHOM UCIOJb3yeTCs ISl CO3/IaHMs BUPTyanbHOTO [P

anpeca cepuca keepalived na xocrax rpymmsl loadb.

mdbox_format

[TpunuMaet 3Hadenus True u False. B arydae True dovecot
Oynmer xpaHuTh nucbMa B dopmate mdbox, uHave - B maildir. [lsa
HOBBIX YCTAaHOBOK pPeKOMeH/yeTCsl UCII0/Ib30BaTh popmar mdbox.
st mepeBojia creHAoB Ha popmaTt mdbox TpebyeTcst Murpanust

(cm. pazmen Murparus Ha dpopmat xpaHenus nucem mdbox).

mdbox_altstorage

[IpvHyMaet 3HaueHust True U False. B arydae True
BKJIFO4aeTCsl GyHKIIMOHAI I0II0JTHUTEIbHOTO XPaHWIIKINA ITHCeM
dovecot. Mciomnb3yercst 1y1sl XpaHeHuUs! CeM, TI0JTyIeHHbIX
1103>e OTpefieJieHHOW AaThl Ha AOTIOIHUTEIbHO BbI/IeJIeHHOM

00beMHOM, HO MeHee ITPOMBOIUTEILHOM XPaHUIHIIIE.

skip_glusterfs_tasks

[Ipunumaet 3HaueHue True u False. B cioydae True Bo BpeMms
YCTaHOBKU IPOITyCKAIOTCS 3a7jauM 110 HAaCTPOUKe 1

MOJIKITIOYeHr 0 TOMOB glusterfs. MokeT UCIIOIb30BaThCS IPU
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Ilepemennas 3HaueHUe U CII0CO0 3aT0THEHHS
pyuHoii HacTpoiike glusterfs. AKTyaabHO TOBKO JIJIs1 KJIACTEPHOM
YCTaHOBKHU.
J1J1s OCHOBHBIX CEpBHCOB MHCTAJUISAIIUN PEKOMEHIYeTCsI
HCII0JIb30BaTh Ha/IE)KHbIE I1ap0JIM, BATOM MO>KeT [I0MOYb yTUIIUTA
pwgen 10 1.
bnok passwords

Pexomensryemble 3HaueHHs: 60JIbIIHE U MaJleHbKYe JIATHHCKHe
OyKBbI, IUPHI, CrieruanbHble CMMBOJIBL: & ! % (cuMBOIT $

HCII0JIb30BaTh HEJIb3s).

postgres_superuser

[Taposs cynepnionb3osarens PostgreSQL.

postgres replica_user

[Taposs mosb3oBarens s permkaruu PostgreSQL B ciryvae

KJIACTEPHOM yCTaHOBKH.

postgres db_user

[Tapoms mosb3oBaresns 6a3 maHHbIx PSN.

redis user

[Tapons nocryna k B/I Redis.

ds389 manager user

[Taponb gocTyna k cinyx6be karanoros 389 Directory Server.

ds389 replicator user

I[Taposs mosne3oBarens 1 pertukanyu 389 Directory Server B

CITy4ae KJIaCTepHOU yCTaHOBKH.

dovecot_adm_user

[Tapose nocTyna K cepBUCY XpaHeHHsl TIHCeM.

psnapi_adm_user

[Tapoms goctyna k API kommonenTa PSN.

etcd browser user

[Taponb s Be6-uHTepdetica cepBuca etcd.

default tenant admin user

[Taposnb TeHaHTa o ymomdanuto (defaul t) npu yctaHoBke 6e3

uHTerpanuu ¢ PGS.

master user

[Taposib 17151 cepBHUCHOM YYETHOM 3anycH (MacTep-TI0Ib30BaTerIs).
JlaHHas 3aMCh PefOCTaBIISIeT aIMUHUCTPATUBHBIN JOCTYII K
[IMCbMaM U IIOYTOBBIM SIIITUKaM I10JIb30BaTeslel IPUYCII0BUN
obpartrenus yepe3 BeO-KIIMeHT. ABTOPU3AIys IIPYU IOMOIIN

JaHHOU 3dlITMCUHENOCTYIIHAd U3BHE.

rabbitmq_user

[Tapons moctyma k cepeucy RabbitMQ.

bioxk secure

Kitoun st BHyTpeHHero mmmdpoBaHus. biiok 3amnomnHsercs nepen

YCTaHOBKOU, U3MEHATD €0 BIAJIbHEUIIIEM He ClIefyeT BO
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n3bexxaHve IoTepu JOCTyIla K CUCTeMe.

db_secret key

internal secret key Orpannyenus: # A-Za-z, num 0-9, spec char &!$&%

auth_jwt key JoJpkeH coCTOSITh U3 MUHUMYM 16 CHMBOJIOB.

BosnbIas 9acTh 3HaYeHN IIepeMeHHBIX IAHHOTO OJI0Ka
brnok notifications HAXOJIUTCS B akkayHTe KoHcoiu Firebase (mmu koncom Huawei

1 yerpoiictB Huawei).

. JaHHbBIN 010K TepeMeHHBIX OTBeYaeT 3a HaCTPONKY MOOMIIbHBIX
brok mobile _
YBEeJIOMJIeHHH.

BxuttouaeT 1 BbIK/II04aeT MOOUIIbHBIE YBeIOMIIeHHs, IOCTYIHbIe
enabled
3HaueHus True U False, 1o ymonuanuwo False.

. 3HavyeHue 110 yMOIYaHUIO iosmailemb. M3MeHaTh He
ios_bundle_name
Tpebyercsl.

android_bundle_name 3HaveHye 110 yMoir9aHuio amail. U3meHsTe He Tpebyercs.

_ Wms daiina konpurypanuu json. 3HaueHre OyMOTUYAHHUIO -
google conf file name
google push. json. [Ipumep 3anosHeHus yka3aH HIKe.

"type": "service account", // 3HadeHMe IO yMOJIYaHMIO. V3MEHATHL He TpebyeTcs.

"project id": "<PROJECT ID>", // COOTBeTCTBYyeT 3HadeHM M3 rpads Project ID
BkJIanKu General pas3pnesna Your project.

"private key id": "<PRIVATE KEY ID>", // l'eHepupyeTcda KHONKOM Generate new
private key Ha Bkilagke Service accounts pas3pnesia Your project.

"private key": "<PRIVATE KEY>", // l'eHepupyeTcda KHONKOM Generate new
private key Ha Bkiiagke Service accounts pas3pnesia Your project.

"client email": "<CLIENT EMAIL>", // COOTBETCTBYeT 3HA4YeHMHO 13 rpadel

Firebase service account BkJanku Service accounts paszena Your project.

"client id": "100609742970758476105", // 3HadeHue IO yMOJIYaHMK. V3MEHATHL He
TpebyeTcs.
"auth uri": "https://accounts.google.com/o/oauth2/auth", // 3HadeHue 10

yMoJidaHUi. VIZBMEeHATH He TpebyeTcsd.
"token uri": "https://oauth2.googleapis.com/token", // 3HadeHue 10
yMoJidaHuio. VIZBMEeHATH He TpebyeTcsd.

"auth provider x509 cert url":
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"https://www.googleapis.com/oauth2/vl/certs", // 3HadeHM)e IO yMOJIYaHMIO.

/I3MeHATHL He TpebyeTcs.

"client x509 cert url":

"https://www.googleapis.com/robot/vl/metadata/x509/firebaseadminsdk-wrdsa%

40amail-push.iam.gserviceaccount.com" // 3HaudeHMe II0 yMOJIYaHMIO. V3MEHATH He

TpebyeTcs.

}

["oToOBBIN (aiiyl He0OXOAUMO pa3MeCTUTh B IMPeKTOPUM YCTAaHOBKU 110 CJle/lyIoIeMy IyTH:

~/MyOffice PSN SRV-XXX/certificates

I[aHHbeI 6JIOK OTBeuaeT 3a MOOHIIbHEIe yBeaoomijieHu4d B

YCTPOMCTBaxX Ha omnepanuoHHou cucteMe i0S. JIjis HACTpOMKU

brok ios yBegomiieHni iOS Heo6x0ANMMO MOy YUTh JOCTYI U
aBTOPU30BAThCs B KOHCOMHM Firebase, 3aiiti Ha Bkiianky General B
paszen Your Apps U BbIOpaTh TaM HY>KHBIN TIpoekT (i0S).

- CootBercrByet 3HaueHuto u3 rpadpst Web API Key Briagku
api_key
General paszgena Your Apps.
4 CootBercrByer 3Hauenuto u3 rpadsl App ID Brianku General
app_i

pasznena Your Apps.

messaging_sender id

CootBercrByer 3Hauenuto u3 rpadsl Sender ID Briagky Cloud

Messaging.

project_id

CootBercrByet 3HaueHuto u3 rpadsl Project ID Bxiagky General

paszena Your project.

bnok android

JanHbI 610K OTBeyaeT 3a MOOWIIbHbIE YBeIOMJIEHHSIB
YCTPOHCTBAaX Ha onepanuoHHou cucrteme Android. Jlms
HacTpoiku yBenoMineHni Android Heo6x0IUMOIIOIYYUTh JOCTYII
Y aBTOpU30BaThCs B koHconu Firebase, 3aiiTi Ha BKJIazky
General B paznen Your Apps v BEIOpaTh TaM HY>KHBIM POEKT
(Android).

api_key

CootBercrByet 3HaueHuto u3 rpadpst Web API Key Briagku

General paszgena Your Apps.

app_id

CootBercrByer 3Hauenuto u3 rpadsl App ID Brianku General

pasznena Your Apps.
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messaging_sender id

CootBercTByeT 3HaueHuto u3 rpagsl Sender ID Bxiiaaxy Cloud

Messaging.

project_id

CootBercTByeT 3HaueHuto u3 rpadsl Project ID Bxiiagky General

paszena Your project.

biiox huawei

JlaHHBIN 610K OTBEYaeT 3a MOOHIIbHBIE YBEIOMIIEHUSIB
YCTpOMCTBaxX Ha omnepanuoHHoM cucteme Huawei. [l HacTpoiiku
yBegomiernii Huawei Heo0X0auMo MOJTy9UTh JOCTYT U
aBTOPU30BAThCS B KOHCONMM Huawei, 3aiiTv B HACTPOMKY TIPOEKTa
B pa3nen OcHoBHas nHopMaIua U HAWTH TaM HeOOXOIUMbIe

3Ha4YeHuH.

enabled

BxrouaeT u BbikIIOUaeT MOOWIbHBIE yBegoMiieHus 1yt Huawei,

IOCTyIHBIe 3HaYeHus1 True U False, 10 yMo/uaHuio False.

client_id

CootsercrByeT 3Ha4eHu1o U3 rpadsl ID npusoxeHus.

client_secret

CooTBeTcTByeT 3Ha4eHUIO 13 rpadbl CeKpeT KIIMeHTa.

huawei_bundle name

3HaueHue 10 yMOM4aHuio huawei. MI3MeHsTh He TpebOyercs.

JaHHbIH 610K TepeMeHHbIX OTBeYaeT 3a HACTPOUKYy web-ITyIIiei.

Jnst HacTpoiiku web-my1ieit HeoOx0AUMO MOy YUTh JOCTYII U

brnokx web _ 3
aBTOpPH30BaThCs B KoHCoyM Firebase, 3aiitu Ha Bkiagky General B
pasznen Your Apps v BeIOpaTh TaM HY>KHbIH ipoekT (Web App).
app_id CoortsercrByer 3Ha4uenwto u3 rpadpot App Id sxianku General
paznena Your Apps.
Bximrouaet 1 BbIK/IIOYaeT web-IyIy, 1OCTyIIHble3HaueHuss True
enabled

U False, no ymonyaHuio False .

webpush_bundle name

3HaueHue 1Mo yMoa4aHuio webpush. U3meHdTh He Tpebyercs.

messaging sender id

CootBercrByer 3Hauenuio u3 rpadpoi Project number sxiamku

General paznena Your Apps.

api_key

CootBercTByeT 3HaueHuto u3 rpadpsl Web API Key Britagku

General pasnena Your Apps.

vapid_key

CootBercTByeT 3HaueHuto u3 rpapul Key pairsxiagku Cloud

messaging pasznena Web configuration.
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auth_domain

Howmen aBropusanuu Firebase. 3Hauenue npepacrasmisier coboit
anpec Bupa <PROJECT ID>.firebaseapp.com, rue
<PROJECT ID> cootBercTByeT 3Ha4ennio u3 rpadsl Project ID

Bkiagku General paszgena Your project.

database_url

[TyTs x 6a3e nanHbIX Firebase. 3Hauenue npepcrasnser coboi
anpec Buma <PROJECT ID> firebaseio.com, rue

<PROJECT ID> cooTBeTcTByeT 3HaueHHIO U3 rpadbl

project_id

CootsercrByeT 3HaueHuI0 U3 rpadsl Project ID Bkiagku General

pasnena Your project.

storage bucket

[TyTh kK xpaHWTHIY 00BEKTOB. 3HAUYEHUETTPE/ICTABIIIeT COO0M
anpec Buia <PROJECT ID>.appspot.com, rje
<PROJECT _ID> cootBeTrcTBYyeT 3HaueHuIo0 u3 rpads! Project ID

Briaaku General pa3zena Your project.

B nanHOM 6i10Ke yKa3bIBAIOTCS TapaMeTphl AJis MHTerpaluy C

brok integrations
BHEIITHUMU CEPBUCAMU.
B nannoM 6s10Ke yKa3bIBalOTCS TapaMeTphl AJISUHTerpaIiiu C
biox pgs
PGS.
[TepemenHas mpuHUMaeT 3Ha4eHUss True (MHTerpamus
enabled BKJIIOYeHAa) U False (MHTerpanus oTkiodeHa). He MoxeT ObITh

OCTaBJIEHA ITyCTOMU.

appapi_user password

3nauenue nepemenHor KEYCLOAK PASSWORD wu3

nHBeHTapHOTrO datina PGS.

co_oauth? client secret

HEPEMEHHEUI K/II044a, JOJDKHA COBIIadAdThb C

MAIL OAUTH2 CLIENT SECRET B kondurypamuu CO.

Kaspersky Security for Linux Mail Server. Bosiee mogpo6Hast

uHpopManus ykazaHa B paszieiie Hacrpoiika HHTerpanu ¢

bnok klms . . .
Kaspersky Security for Linux Mail Server B nokymenTe
«MoitOduc [Toura 3. PykoBo[CTBO 0 aIMUHUCTPUPOBAHUIO .
Bxuttoyenve nunrerpanuu. [lepemennas nprHuMaeT 3HaUeHUsI
enabled True (WHTErpamnus BKJIIOYeHa) U False (MHTerpanus

OTKHIO‘IeHa). He mozkeT O6BITH OCTaB/IeHa HYCTOfl.
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Ilepemennas

3HavYeHHe U CII0CO0 3aIoTHeHHUSs

host

Cnoco06 3anosiHeHus JaHHOM HAaCTPOMKU CM. B pasjiesie
Hacrpoiika nnrerpamuu ¢ Kaspersky Security for Linux Mail
Server B nokymenTe «MoitOduwuc IToura 3. PykoBozacTBo mo

AIMUHHUCTPHUPOBAHUIOY .

Bnoxk siem

brnok nacrpotiku SIEM-cucremsbr.

enabled

[TepemenHas mpuHUMaeT 3Ha4eHUss True (MHTerpaus
BKJIIOUEHA) U False (MHTerpanus oTKJIro4YeHa). He MmoxkeT OBITh

OCTaBJIeHA ITyCTOMU.

Biok collector

Brok /1711 HaCTPOWKY OTIPABKM COOBITUH B ITOJICUCTEMY
CcOOBITUIMHOM aHAMUTUKU. HacTpanBaeTcs Ha aTare gervios. Jis
M3MEeHeHUs HaCTPOeK B paboTarolleil cucremMe, HI3MEHUTh
3HAYEHUs B THBEHTAPHOM (akijie U 3aITyCTUTD JAeIon

criapameTrpom -t syslog.

host [P-ampec nmm nms XocTa.
protocol [TpoTokon TCP/UDP.
port [Topr.

brnok catalog

B JdHHOM Gioke YKa3bIBAIOTCA IIdpaMeTPhI [JId UHTerpalivu Co

CITy>K00M KaTaJIoTOB.

Bxmrouenue HUHTerpamnuvu. HepeMeHHaﬂ MIPpUHUMAET 3HAYEeHU T

enabled True (MHTerpalus BkIOYeHa) U False (MHTerpaus
oTk/I04eHa). He MoxeT OBITH OCTaBjIeHa My CTOM.

host Anpec KOHTpOJUIEPA JOMEHa.
[TopT Ays nogKIIOUeHus K C1y>K0e KaTajIoroB [0 [IPOTOKOITY

port LDAP. O6sr4o npuHuMaeT 3HadeHus 389 (11711 mokiodenrs 6e3
mmdpoBanus) uimm 636 (c mudpoBaHueM).

Hcnomnb3oBanue nmpoTokoda ¢ mmdposanueM. [lepemennas
ssl NpuHUMaeT 3HadeHus True (mrdpoBaHue BkitoueHo) U False
(ummdpoBaHUe OTKITIOUEHO)

_ JloryH y4eTHOH 3anvcy, OT UMeHH KOTopoi OyzieT
login_dn

OCYIIEeCTBISITbCS BXOJT ¥ TOUCK 110 b1 cimy0Obl KaTanoros.
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Ilepemennas 3HaueHUe U CII0CO0 3aT0THEHHS
[Taposib y4eTHOH 3aMucH, OT UMEHH KOTOPO# Oyzer
password
OCYIIEeCTBIISTbCS BXOJT ¥ TOUCK 110 b1 ity 0Ol KaTanoros.
Hcnomnb3yeTcst [171s1 HACTPOWKU MOIKIIIOYeHHUS K 6aze
71 i I0JIb30BaTeel I0YTOBOTO ST JeTHbIe 3aIIMCH U TPYIIIbI
brox mail 0JIb30BaTeJiel MOYTOBOTO S/ipa (YUeTHbIe 3auC

PaCCHUIKH).

mail base dn

[TyTb 10 KOHTeWHepa C Y4eTHBIMU 3aMUCSIMU T10JIb30BaTesIel,

HCII0JIb3YeTCA ITOYTOBBIM APOM.

groups_base dn

ITyTb no KOHTeMHepa C rpyIIlaMu PacChbUIOK, UCIIOJIb3yeTCsl
MOYTOBBIM s;IpoM. OCTaBUTb ITyCTHIM, eC/IM TPYIIIBI PACCHIIOK He

HCIIOJIb3YHOTCA.

sync_attr

ATpubyT cuaxponusanuu. PekomennoBanHoe 3Hadenwre s AD:
mail nm sAMAccountName. PekoMeHoBaHHOe 3HaUYeHUe [IJIst

Free[PA/ALDPro/OpenLDAP/389ds: mail umm uid.

groups_filter

@wIbTp rpy1l. 3HaYeHHe M0 YMOTIaHUIO
(&(objectClass=group) (mail=%s) ). CTouT obpaTuth
BHHUMaHUe Ha TO, 9TO B GHIIbTPe He0OXOIMMO HCIOJIb30BaTh
repemMeHHble %s, %u (%s - emall-anpec), %u -4acTb
10 @, TakuM 06pa3oM GopMUPYeTCS KOHEUHBIH GUITBTP IS

IIOUCKA KOHKPETHOH I'PYIIIILL.

domain

ITepeMenHas UCIIONB3yeTCs TOIBKO IIPU 3HAaYeHUH sync_attr
paBHBIM sAMAccountName wi uid. [IpuHumMaer 3HaueHue
JIOMeHa, KOTOPBIM MOTYT KWCIO0JIb30BaTh N10JIb30BaTeNN B JIOTHHE
JIUIs BXO/1a Ha cTeH. M0OKHO yKa3aTh TOJIbKO OfUH IoMeH. B
Clly4ae, eCiv [lepeMeHHas He 3allojlHeHa M sync_attr ykasad
Kak sAMAccountName uiy uid, UCIONL3yeTCs JOMeH
WHCTAUIMK. Ecim Ha cTeH]le, THTETPUPOBAaHHBIM CO CTOPOHHUM
KaTajoroM, OyaeT UCIoJTb30BaThCsl HECKOJIBKO JIOMEHOB,
HeoOX0JIMMO HAaCTPOUTh CUHXPOHHU3AITUIO 110 aTPUDYTy, KOTOPHIN

COJIEp>KUT afipec 3JIeKTPOHHOM MOYTHI - mail.

Bbnok cab

HMcnone3yercst 11 HaCTPOWKY ITOJIKITIOYeH s K 6a3e afpecHon

KHUTH (T10/1b30BaTeNM U IPYIIIbI PACCHUIKH).
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Ilepemennas 3HaueHUe U CII0CO0 3aT0THEHHS
CuHXpOHM3AIYS aJIpECHOM KHATH CO CTOPOHHEH CiTy>»k00ii
enabled KaTasioroB. [IpuHuMaeT 3Hauenus True (CHHXpOHU3AIMS
BKITFOUeHa) U False (CHHXpOHM3AIIMS OTKIFOUYEHA)
host Anpec cTopoHHel CiTyK0bl KaTaJIoTOB
[MopT 115 TOKITFOUEHUs K CITy»k06e KaTaloroB 10 IPOTOKOITY
port LDAP. O6sryo npuHuMaeT 3HadeHus 389 (miisa mogkitoueHus 6e3
mmdpoBanus) wiu 636 (¢ mudpoBaHeM)
. JloryH y4yeTHOM 3anucy, OT UMeHHU KOTOpoi OyieT
login_dn
OCYIIEeCTBISTHCS BXOJT ¥ TIOUcK 110 b/l cimy»x0bl KaTasoros
[Taposnb yyeTHOM 3amycy, OT UMEeHU KOTOpOM OyIeT
password
OCYIIEeCTBISTHCS BXOJT ¥ TIOUCK 110 B/ cimy»x0b1 KaTasoros
Hcrnonn3oBaHue MpoTOKOa ¢ ImudpoaHueM. [lepeMerHast
ssl npuHUMaeT 3Ha4ueHus True (mrdpoBaHue BkitoueHO) U False

(umdpoBaHUe OTKIIIOYEHO)

users_base dn

ITyTb 10 KOHTeMHepa C yueTHBIMU 3aIIMCSIMU 110JIb30BaTesIel [is

dbopmMHUpoBaHUs aipeCHOM KHUTH.

users_filter

PwbTp Nob30BaTeNel. 3HaYeHNe 10 YMOTIaHUI0
(&(objectClass=person) (mail=*) ). U3MeHITh He

Tpebyercs.

groups_base dn

ITyTh 1O KOHTelMHepa ¢ rpyIaMy PAcChUIOK, UCIOJIb3YeTCs AJIs
CUHXPOHHU3AIMH a[IpeCHOM KHUTH. OCTaBUTh ITyCTHIM, eCIIN

T'PYyHIIbl paCCbUJIOK He MCITI0JIb3YHOTCA.

groups_filter

®wbTp TPy pacchiiok. PekomenmoBanHoe3Havenue it AD:
(&(objectClass=group) (mail=*)).PekomengoBaHHOe
3Hauenue Jijist FreelPA/ALDPro/OpenL.D AP/389ds:
(&(objectClass=groupOfNames) (mail=*)).

Bnok conference

[Tapametps! ams uaTerpanuu ¢ BKC cucremamu. OcHOBHOM 610K
HACTPOEK JJIs JITAHHOH UHTErpalvy BHITIOJHSIETCS MOCIIe
uHcrausnyy « MoiOduc [Touta». bonee mogpo6Hast

nHdopmanus 1o Hactpoiike pabotel BKC u PSN nHaxomutcs B
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Ilepemennas

3HavYeHHe U CII0CO0 3aIoTHeHHUSs

nokymeHTe «MoiOduc [Touta. PykoBoncTBO 110

AAMUHUCTPUPOBAHUION.

enabled

HpI/IHI/IMEIET 3Ha4YeHue True (KOF)Ia HUHTerpanusia ¢ OJJUHM U3

cepBucoB BKC BktoueHa) u False (MHTerparusi OTKII04YeHa).

brok squadus

[TapameTpsl 71 MHTErpanuy ¢ MecceHmkepoM Squadus.
OcHOBHO 6JI0K HACTPOEK ISt JaHHOK UHTeTrPalliy BbIIIOIHSETCS
nocne ncrawsnuu «MorOduc [Touta». bonee moagpobHas
nHpopmManusiIo HacTporike paboTel Squadus 1 PSN Haxomutcs B
nokymenTte «MoiOduc [louta. PykoBoacTBo mo

AdIMUHHUCTPHUPOBAHUIO»

enabled

Bxuttoyenve unrerpanuu. [lepemennas nprHuMaeT 3HaUeHUsI
True (WHTerpanus BKIOYeHA) U False (MHTerpanus

OTKHIO‘IeHa). He mozkeT O6bITH OCTaBlIeHa HYCTOﬁ.

url

Ccoutka Ha Beb uHTepdetic Squadus st 6BICTPOTO Iepexofa 13

MeHI0 BbIOOpa npusioxennid B PSN.

Bnok trueconf

B nanHOM 6J10Ke yKa3bIBAIOTCS [TapaMeTphl U1l UHTerpalliy C

TrueConf.

[TepemenHast nprHUMaeT 3Ha4YeHUs] True (MHTerparysl

enabled BKIITOUeHa) U False (MHTerpanus oTKI0O4YeHa). He MoxeT ObITh
OCTaBJIEHA ITy CTOU.
url Cootsercrayer ccbuike Ha API TrueConf.

delete_after

BPEMH B CEeKYH/IaX I10 MIpOIIeCTBHUX KOTOPOI'O 3aBeplieHHasa

KoH(epeHIUs OyIeT yaneHa.

client id

client id mma oauth2 tokena. Mudopmanusa o client id

JOCTYyIIHA B aI[MHHHCTpaTHBHOfI IaHeJjIk CepBHCa trueconf.

client secret

client secret s oauth2 Tokena. Mnpopmanus o
client secret f0OCTyIHA B aJMAHUCTPATUBHOM IaHeNIN

cepBuca trueconft.

Bbnok videomost

B JdHHOM Ooke YKa3bIBAIOTCS IMTapaMeTPhI I UHTerpamuu C

videomost.
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Ilepemennas 3HaueHUe U CII0CO0 3aT0THEHHS
Bxumtouenuve uHTerpanuu. IlepemenHast mpuHUMAaeT 3HAYEHUS
True (MHTerparmus BKJItoOUYeHa) U False (MHTerparus
oTkiroueHa). OCHOBHOM 06JI0K HACTPOEK JIJIsl TaHHOW MHTerparyu
enabled BBITIOJTHSIETCS TTocyie nHCTAIuN « MoiOduc [lourta». bomee

nosipobHas nHbopManus 1o Hactporike pabotet BKC u PSN
HaxoguTcs B okyMeHTe «MoitOduc [Touta. PykoBojcTBo 110

AAMUHUCTPUPOBAHUION.

bnox webinar

B JdHHOM Ooke YKa3bIBAKOTCA ITapaMeTPhl I UHTerpamuu C

webinar.

enabled

Brutiouenuve nnterpanyu. [lepemernas npruHuMaeT 3Ha4eHUSI
True (MHTerparnus BKJItoUeHa) U False (MHTerpaus
oTkiroueHa). OCHOBHOM 0JI0K HACTPOEK JIjIsl TaHHOW MHTerparyvu
BBITIOJTHSIETCS TTocyie nHCTAIIN « MoiOduc [lourtay. bomee
nosipobHas nHbopManus 1o Hactporike pabotet BKC u PSN
HaxoguTcs B okyMeHTe «MoitOduc [Tourta. PykoBojcTBo 110

AAMUHUCTPUPOBAHUION.

4.2.3.3 HacTpoiika J0NOJHUTeILHBIX IapaMeTPOB YCTaHOBKH

HOHOJIHI/ITGJIbeIe

NapaMeTpbl YCTaHOBKHA HaXOOsgaTCsA B q)al?me

~/group vars/all/main.yml (cM.Tabmuny 7).

Tabnuna 7. JlonosHuTeNbHBIE TApaMeTPbl yCTAHOBKU

ITapamerp

KommenTapuii

allow mail force

revoke

PaBPEH_II/ITb OT3bIB OTIIPABJ/IEHHBIX ITHMCeM JidXKe eCJIM OHU yXKe ITPOYNUTAHbL

nony4areneM. [I[pyuHumaer 3Hauenust True / False.

allow mail revoke

PaSPEHII/ITb OT3bIB OTIIPABJIEHHBIX ITHUCEM. HpI/IHI/IMBET 3HaueHud True /

False.

attachment max si

ze

3azaeT MaKCHUMaJIbHBIN pa3Mep IMCbMa U BIOXKeHUH, KOTOpPble MOXKHO
IIPUKpenuTh B Beb uHTepderice (B M0O):
—mail: 15 - MakcUMa/pHBIM pasMep IIHMCbMAa, KOTOpBIM MOXKeT OBITh

OTIIpaBJIeH WK II0JIydeH CUCTeMOH;
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ITapameTtp KomMmenTapuit

—web mail: 10 - MakcHMMaJIbHBI pa3Mep BJIOXKEHUS, KOTODBIM MOXKHO
IIPUKPEIUTh K [TMCbMY B BeO HHTepdelice I0UTh;
— web calendar: 10 - MakCUMaJIbHBIM pa3Mep BIIOXKEeHHs, KOTOPbIM MOXKHO

[IPUKPEIUTH K COOBITHIO B BeO nHTepderice KaneHaaps.

cluster fallback [IpuanMaer 3Hauenns: True/False. True nepeBomuT dovecot B

pexum 6e3 KJIaCTepu3dliyu MoACUCTeMbl XPAdHEHHS ITUCEM. HO):[pO6HOCTI/I CM.

B pa3jieie Y craHoBKa 1Sl O0JIBIIOTO KOJIMYeCTBa M10JIb30BaTesIeH.

cluster_fallback_ | [Ipunumaer 3Hauenue Buma mailN rae N nmopsiakoBblii HOMep HOJIBL, I7ie

mail node OyyT XpaHUTbCS aKTyalbHBIe TMCbMa B cliydae cluster fallback =
true.

cluster_ fallback | 3agaer myTh mo Karajora C IMCbMaMu B pexxuMe cluster fallback

mail path

nginx_monitoring [IpuanMaer 3HayeHus: True/False. True BKIIOYaeT BO3MOXXHOCTb

MOHUTOPHHTA cepBrca nginx Ha nopty 8081. URL mis obparenus - IP-
azpec wim foMenHoe ums fe-Honet Bua http://pfel:8081/ B cirydae

KJIACTePHOM MHCTA/UIAIINKA HeoOX0IMMO MOHUTOPUTD BCe fe-Ho bl OT/IebHO.

nginx _monitoring [ IlomceTs, c KOTOpOM pa3pelleHO 06pamaThCcs [yl MOHUTOPUHIA cepBUca. B

allowed host crydae nginx monitoring = false JaHHBIN apamerp
WUTHOPUPYeTCS.

ntp_servers Cnmcok ntp-cepBepoB, C KOTOPBIX Oy/1eT CHHXPOHU3UPOBATLCS BpeMsl Ha

HOJaxX cucTteMbl (cM. pa3zen [oaroroBka MHGPACTPYKTYPHI YCTAHOBKH).

postfix.distribut | Ympasnser orpaHrYeHHeM OTIPABKHU Ha JIOKAIbHBIE TPYIIITBI PACCHIIKH

ion groups modera | TompKo C MOYTOBBIX apecos, ob6ciyxuBaeMbix ceppepom PSN. ITogpoGHee
tion cm. pasznen « Criucky pacceimok» B jokymenTte «MoiOdduc [loura 3.
PykoBoncTBo 1o amMUHUCTPUPOBaHUIOY». True - GYHKIMOHAI MOJiepaliiy

BKJIIOYeH, False - BBIKJIIOYEH.

triton.monitoring | [Ipunumaer sHauenuss True/False. True BKIIOYAaeT BOIMOXKHOCTb
MOHHUTOPHMHTIA cepBUca triton (nginx-unit) Ha mopty 8081. URL g
obparenus - [P-amipec v momMeHHOe uMsl JIF060# fe-Hoab! Bua
http://pfel:8081/triton-N/status/applications/triton,

rae B triton-N BMecTo N IOACTABSIIETCS MTOPSAKOBBIA HOMED PellIuKU
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ITapamerp

KommenTapwuii

cny>k0bl. B citydae kiiacTepHOM MHCTA/UISIIIMM HEOOXO0AMMO MOHUTOPHUTD BCe
PeIuIMKy cepBuca triton otaensHo. Hanpumep, ecsiv pa3BepHyTO TpU
peruky triton, HEOOXOIUMO MOHUTOPUTh triton-1, triton-2u

triton-3.

triton.monitoring

_allowed host

[Toxcers, c KOTOpO¥ pa3pelieHo 0OpaIaThCs I MOHUTOPHHTA CePBUCA.

web mail allow_ sh

ort login

[IpuHuMaet 3Hadenuss True/False. True paspellaeT BBOJUTH JIOTUH B

$opme aBTOpU3aiiuu B web-untepdetice HE B dopmare 371eKTpOHHOM MOYTHI.

web mail disableC

hangeAvatar

praBJ'[HeT BO3MOXXHOCTBIO USMEHATD dBATadp IIOJIb30BATEJISIM. True -

3ampelieHo, False - pa3pelieHo.

web mail max coun
t for sharing fol

ders

Henoe uncno. MakcumanabHOe A0y CTUMOE KOJIMYeCTBO HaroK, JOCTYTHBIX
IUTSL OTHOBPEMEHHOT0 BhIOOPa ITPY IMIAPUHTe MIOYTOBBIX MaIloK.

4.2.3.4 PexoMeHJallH 110 pa30MeHUI0 TUCKOB /ISl poJIeH

— JIJISl CEPBEPOB C POJIbIO mail peKOMeHAyeTCs BbIIeJIUTh He3aBUCUMbIe IUCKU WK OJI0YHbIe

YCTPOMCTBA COOTBETCTBYIOIIMX pa3MepoB, KOTOPble OYAYyT MCIOIb30BaThCS Uil XPaHEHHs

IIOYTHI;

— TOYKd MOHTUPOBAHUS OJId poneﬁ backend nmail B pexuMme C OTKHBOYCTOfI“IHBOCTbIOZ

/data

— TOYKA MOHTHPOBAHHS JIJisl posid mail B standalone pexxume:

/var/dovecot

4.2.3.5 PexoMeHgaIum 1o KOJIMYECTBY X0CTOB VIS poJiei

PeKOMeHHy'EMOQ KOJIN4eCTBO XOCTOB IJId poneﬁ YKd3dHO B Ta6J'II/II_I€ 8.

Tabnuna 8 - PekomeHniyeMoe KOIMYeCTBO XOCTOB JIJIsl poJiei

Poias

KosmmyecTBo X0CTOB B ClIy4yae KJIacTepH3aI[UH poJiei

etcd, redis

TpH, MO0 TATh
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Pons KousmmdecTBo X0CTOB B ClIy4yae KJIacTepH3alluu poJieit
postgres, ldap I1Ba (orpaHUYeHre TeKyIero penusa: 6osee IByX HEIOMYCTHMO)
haproxy(load balancer) He boJee AByX

4.2.4 Hacrpoiika ceptu$pukaToB

4.2.4.1 Hacrpoiika SSL-cepTruduxaron

s xoppekTHOM  paborel  Beb-uHTepdeiica «MoiOduc I[loutay  HeoOXOAUMBI
cootBeTcTBYIOIMEe SSL-ceptudukaTel. OHU OJDKHBI ObITH pa3MelleHbl B JIUPEKTOPUH, KOTOPast

YKd3dHd B HepeMeHHOﬁ setup. cert_path B paslelie KonduryprpoBaHre MHBEHTAPHOI'O dania:

IlepeMeHHbIe.
Cnmcok HeoOXO0UMBIX 171l pabOThl CePTUPHKATOB:
— server.crt — cogepxur SSL-ceprudukar pans * . <DEFAULT DOMAIN> U Bce

IIPOMEXYTOUHble CepTU(UKAThl, KpOMe KOPHEBOIO JloBepeHHOro. PacmomnoxeHnue

MMPOMEXKYTOYHBIX CepTI/ICl)I/IKaTOB COOTBETCTBYET OIIMCAaHUWIO B JOKYMEHTAIINN nginx;

— server.nopass.key — IPUBATHBIM KITIOY cepTUdUKaTa, He TpeOyIIIni KOI0BOM ¢pasbl;

— ca.crt — poBepeHHbli SSL-ceprudukar (cobcrtBeHHoro Hemyb6mnyHHOoro YII).
Hcrionb3yeTcsi TONBKO MPU 3HAYEeHUW IepeMeHHOM setup.custom ca = True (cM. paspen

KonduryprpoBanue nHBeHTapHOro dania: nepemMensnle). B ¢aitsie MoxxeT 6bITh pa3melnieH

TOJIBKO  OJHWH CepTI/I(l)I/IKaT. HpI/I HeO6XOI[I/IMOCTI/I I[O68BJ'I€HI/IH JOIIOJTHUTEJIbHBIX
cepTUPHUKATOB HEOOXOJUMO Pa3MeCTUTh UX B OTJIeJbHBIX daiiiax, UMeHa $HaiioB JT0/KHbBI
COOTBeTCTBOBaTh IMAOJIOHY ca *.crt, HampuMep: ca ad.crt, ca web.crt. Kaxmapm

JIOTIOJTHUATEJIbHBIN cepTUdUKAT JOJDKeH pacIosaratbCs B OTAeNIbHOM (aiise.

4.2.4.2 Hacrpoiika nognucu DKIM

Hnst pabotbl MexaHu3ma moamucu coobimenudt DKIM  HeoOXoauM TMPUBAaTHBIM  KITFOY
dkim.key, KOTOpPBIM CjefyeT IIOMeCTUTb B [UPEKTOpPHIO, KOTOpas YyKa3aHa B IlepeMeHHOU

setup.cert path B pa3znene KoHQUIyprpoBaHHWe MHBEHTAPHOIO daia: lepeMeHHbIe.
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Uncramnsammus PSN  6e3  SSL-ceprudpuxatoB u  wmoua noamvcu DKIM

HeBO3MOXXHad

4.2.4.3 Co3zpanue camonoanmucaHHoro SSL-ceprudukara

Jns co3maHus CaMOIOJIMCAHHOTO cepThduKaTa B cpelle ycTaHOBKUM «MonOduc I[lourtan
HeoOXOJJUMO HCIIO/Ib30BaTh HUCHONHseMBbId ¢ain gen self signed cert.sh W3 JUPEKTOpPUH

YCTaHOBKH, 3dITyCTHUB €I'0 B KOHCOJIX U YKAd3dB HpHBHBaHHbeI K CO31aBaeMOMYy CepTI/ICl)I/IKaTy JIOMEH.
[Ipumep:
gen self signed cert.sh <DOMAIN>

CrenepupoBaHHble cepTudUKATHI OyIyT MOMellleHbl B TUPEeKTOpUIo certificates/

4.2.4.4 I'enepanua DKIM xiiouei

Hnst reneparuu HoBoM mapel DKIM kimtoueit Ha pabotaroriem cTeHjie Ha JiloOOM cepBepe
rpynnsl mail Heo6X0AUMO BBHIIIOIHUTE KOMaHLY

docker exec s(docker ps -gf name=rspamd) rspamadm dkim keygen

-s mail -b 2048

[Tpu BbINONIHEHNMM KOMaH[bl OyleT BbiBeJleH NPUBATHBIM K04, KOTOPBIA HE0OXO0IUMO
COXpaHUTH B ¢arse ¢ uMeHeM dkim.key u 3HadeHue TXT - 3amucu mail. domainkey, KOTOPYIO
He06X0/IMMO IPOIKCcaTh B COOTBETCTBYIOITYI0 30Hy DNS-cepsepa.

Jl;1s1 TeHepaliiy KJTio4Ya B CJIydae TIepBOHAYAJIBLHOTO JIeIVIOs WM Ha JII0OOM JPYyroM cepBepe

BBITIOJTHUTE KOMaHOY
openssl genrsa -out dkim.key 2048

[Tpu BBITONIEHMM KOMaH/IBI OYZIET CO3/IaH MPUBATHBIN KJTFOY M COXPaHeH B dail dkim. key.
CreHepyupOBaHHBIM  KJIIOY dkim.key  HeoOXOOUMO  pa3MeCTUTb B KaTajiore

certificates/<DOMAIN>/dkim.key.
st momyydenus my6IMYHOro KIII04a U3 3aKPhITOr0 HeOOXOAUMO BBITIOJIHUTH KOMaH/TY:

openssl rsa -in dkim.key -pubout -outform der 2>/dev/null | openssl

basef64 -A
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[Tpu BbIIONeHWM KOMaHAbI OyneT co3faH MyOIMYHBIA KJIHOY, KOTOPBIM Heob6xoJumo
nponcath B TXT - sammch mail. domainkey cooTBercTByromieil 30HbI DNS-cepBepa co

3HayeHreM v=DKIM1 ;k=rsa;p=<nybnamdHas 4YacTb KJlo4da>.

4.2.4.5 Pe3ynbTaT HaCcTpOMKHU cepTH(PUKATOB

[Tpumep cTpyKTYpBI ANOK 11 AoMeHa myoffice. ru c aByms CA ceprudukaraMu:
install-psn-3.@/certificates/
— default
— dkim
— dkim.key
— server.key

—— SEerver.pem

— myoffice.ru
— ca_ad.crt
— ca.crt

— dkim. key
— server.crt

— SEerver.nopass. k.E'_',-

3HauyeHUs! lepeMeHHbIX

setup.cert path: "myoffice.ru";

setup.custom ca: true

4.2.5 Hacrpoiika DNS

[lepeq HawasoM ycTaHOBKM HeobxomuMo HacTpouTh DNS i paspeliieHHd HEKOTOPBIX

JIOMEeHHBIX UMeH B CJIe[lyIOILINN ajipec:

— ajipec, Ky/a OyzieT yCTaHOBJIeH cepBep nginx (pa3zies proxy MHBeHTapHOro ¢aiisa);

— aJipec, YKa3bIBAIOIIMI HAa a/ipeC BHEIIHEro OaJlaHCUPOBINKKA, B Cilydae KJIaCTepHOMN

HMHCTAJUIAIIHA.

Crnrcok Heob6X0AMMBIX UMeH yka3aH B Tabmnure 9. [Tockonbky BHemHee 1oMmeHHOe uMsi B PSN

dopmupyeTcsi  NOCpeACTBOM  IMabyioHa  (epeMeHHass domain module, CM.  pasfen

KouduryprpoBanve WHBEHTAapHOrO ¢aiia: lepeMeHHbIe), B Tabivile yKa3aH TOJIbKO TpebyeMbIi

npedUKC.

[Tpumep:
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B cnyyae ¢ pgomMeHoM test.example.com, INpPU 3HA4eHWM IlepeMeHHOU

domain module: "{service}-{domain}", u xocre 1.1.1.1, IPUCBOEHHOM

poJii  proxy,

IoMeH admin-test.example.com OyIeT pa3pematbCs B

1.1.1.1
Tabmuma 9. Mmena niig Hactpoiiku DNS
IIpeduxc KommenTapuii
mailadmin Anpec Be6-ntaHenw aiMuHUCTpUpOBanus PSN
autoconfig Anpec cepBrca aBTOKOHGUTYPUPOBAHUS /IS MTO/IKITI0YeHus KireHToB MyOffice
(MOOHITEHBIN WITA JEeCKTOITHBIN KITUEHT)
mail Anpec riaBHOM CTpaHUITBI BeO-uHTepderica MoUuThl
cab Anpec a1 IOAKITIOYeHus K T7106aIbHOM aipeCHOM KHUTH
imap AJpec st TOJIKITIOYEHHs C CePBUCY imap
smtp Anpec 11 IOJKITFOYEHUS C CepBUCY Smtp
pbm Anpec nna nogximodenus: ¢ API cepsucy PBM (cMm. PykoBogicTBo 1o
AIMUHUCTPHUPOBAHHUIO)

Jlng  BHeIIHUX

CucreMm JOMeHHLbIe

HMeEHd [OOJDKHblI KOPPEeKTHO  Ppa3pemdaTbCsa B

COOTBeTCTBYIOIMM IyonuuHblid [P-anpec. Mudopmarusi, Heobxoumast 1yisi HACTPOMKK BHEITHUX

3anrceyt Thia SRV, npuBenieHa B Tabiune 10. Hactpotika 3anuceit SRV HeoGs3aTenbHa.

Tabmuma 10. Hactpoiika BHernmHux DNS-3amnuceit

Nmsa 3ammcu Tun IlopT Anpec
_caldavs. tcp SRV 443 mail.<setup.external domain>
_caldavs. tcp SRV 443 <setup.external domain>
_imap. tcp SRV 143 imap.<setup.external domain>
_imaps. tcp SRV 993 imap.<setup.external domain>
_smtps. tcp SRV 465 smtp.<setup.external domain>
_submission. tcp SRV 587 smtp.<setup.external domain>
_submissions. tcp SRV 465 smtp.<setup.external_ domain>
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4.2.6 Hacrpoiika MexceTeBOro 3xpaHUpOBaHHUA

Hnst xoppektHor pabotel «MouOduc [loyta» pekomMeHayeTcss He WCIOIb30BaTh CeTeBoe
OKpaHUpOBaHWe Mexny cepBepamu. Heobxomumbie mjis pabotel [1O ceTeBble MOpPTHI MpHBeJIeHbI

HIDKe B Tabsutie 11.

Tabmuma 11. CereBble IOPTHI, JOCTYH K KOTOPBIM He06x01uM c BHeltHUX [P-anpecos

Homep nopra Ha3znauenmue (IIpoToKo.I)

80 Ucnonb3yetcs nns HesammpoanHoro HT'TP-tpadduxka.

143 HUcnonb3yetcst npotokosiom IMAP a1 nosydeHys OYTHI KIIMEHTOM C
rcnonb3oBanueM mmdpoBanus (STARTTLS).

443 Hcnonbayercst niis HTTP-Tpadduka ¢ nogmepskkoit mmdposanus (HTTPS).

636 Hcnonb3yetcs cmyx60ii katanoros (LDAP) nns nepenaum nanubsix mo LDAPS.

25 Hcnonb3yetcs 171 epeiadu MOYThl MeXXTy cepBepamu o SMTP.

587 Hcnonb3yetcs ns nepenayu noutsl o SMTP oT mouyToBoro kiiveHTa Ha cepBep.

465 Hcnonb3yetcs ns nepenayu noutel o SMTP oT nouToBoro kiveHTa Ha cepep C
vcrnob3oBaneM mmrdposanus (SSL).

993 HUcnonb3yetcst npotokosiom IMAP psis nosydeHrs OYThI KIIMEHTOM C
vcrnob3oBanueM mmrdposanus (SSL).

4.3 YcranoBka «MoinOdmuc IToura»

4.3.1 3anmyck ycTaHOBKH

llﬂﬂ OOHOBJIEHHUU C HPEHBHQHHEQ Bepcrun cjiegyeT MHCII0JIb30BATb pa3aen

O0HOBIEeHHe C OpeOblIVIIINX BepCUui

Hns 3amycka ycTaHOBKM moacucTeMbl PSN  Heo6Xogumo BOCIOIB30BaThbCSI KOMAHJION

deploy psn.sh.

Jlist ycTaHOBKM HeOOXOJUMO IlepeWTH B IMAllKy YCTAHOBKU M BBIIIOJIHWTH B TepMHHaje

CJlleyromyro KOMdHAY:
./deploy psn.sh hosts.yml <params>

Ine:
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- hosts.yml — WUHBeHTapHbINA Gansl, CKOHPUIYPUPOBAHHBIA B COOTBETCTBUM C Pa3esioM

Kondurypuposanue nuBeHTapHoro daiia: hosts JaHHOro pykoBojICTBa.

- <params> - TapaMeTphl JAHHON KOMaH/IbI:
-b, --become - noaHsATH NpYBHIIeryu 6e3 3ampoca naposis;
-u USERNAME, --user=USERNAME - yuéTHast 3anIuCh JIJis JIOTHHA;
-v, --verbose - BKII0UUTh H0Jiee MoapoOHbIN pexkuM. Yem OoJiblile v TOApPsII, TeM
nosipobHee OymyT jtoru. OnTUMaIbHOe 3HaUeHHe -vvv. JIaHHasI OMITUSI MOXKeT ITPUMEHSIThCS JIJIs

OTJIaIKH CIieHapHeB.

[Togpo6Hee 0 MOTOIHUTENIBHBIX KJII0YaX B JIOKyMeHTaluyd Ansible

[Tonb3oBaTesnb, OT UMEHU KOTOPOTO MPOM3BOJIUTCSI pa3BepThiBaHKe ( TapaMeTp -u
USERNAME), nomken Haxonutbcs B rpyte docker v nMeTs nipaBa Ha

CO3idHHe U 34dITyCK KOHTeﬁHepOB.

daiin s10roB nporecca pa3BepTbiBaHus OyZieT COXpaHeH I0J| MMeHeM deploy psn.log.
[Ilpy ycrmenrHOM BBIIOJTHEHWM KOMAHIBl CEpPBUCHI  IOJICUCTEMBI  OyIyT —3amyIleHbI

dBTOMATHU4YeCKH.

B npomecce wuHCTaUIAIMKA He TNPOUCXOAUT OOHOBJIEHHWE KOMIIOHEHTOB
OIlepPallMOHHOU CUCTEMBI.
OO6HOBIIEHe KOMIIOHEHTOB OIlepal[MOHHOW CHCTeMbl BBHINIOJIHIET aJJMUHACTPATOP

YCTaHOBOYHOI'O CTeH/d

4.3.2 IlpoBepka KOPPeKTHOCTH yCTAaHOBKH

st mpoBepku 3amycka cepBucoB «MoiOduc I[lodra» B TepMuHaje Ha I1eJIeBOM CepBepe

BBITIOJTHAETCA ClieAyIollds KOMaH/ia:

docker service ls --filter name=psn --format "table {{.Name}}

\t{{.Replicas}}"
O>xunaeMblii BLIBOI:

psn-backend autoconfig 3/3 (max 1 per node)
psn-backend avatars 3/3 (max 1 per node)
psn-backend converter 3/3 (max 1 per node)

psn-backend events backend 3/3 (max 1 per node)
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psn-backend pbm 3/3 (max 1 per node)
psn-backend rabbitmg 3/3 (max 1 per node)
psn-backend triton 3/3 (max 1 per node)
psn-etcd browser 1/1

psn-etcd etcd 3/3 (max 1 per node)
psn-frontend web admin 3/3 (max 1 per node)
psn-frontend web calendar 3/3 (max 1 per node)
psn-frontend web contacts 3/3 (max 1 per node)
psn-frontend web mail 3/3 (max 1 per node)

psn-ldap ldap 2/2 (max 1 per node)

psn-mail director 3/3 (max 1 per node) (B ciy4Yae KJIacCTepPHO! YCTaHOBKM)

psn-mail dovecot 3/3 (max 1 per node)
psn-mail dovemon 1/1 (max 1 per node)
psn-mail postfix 3/3 (max 1 per node)
psn-mail rspamd 3/3 (max 1 per node)

psn-nginx-proxy nginx 3/3 (max 1 per node)

psn-postgres haproxy 2/2 (max 1 per node) (B cily4Yae KIaCTepPHOM YCTaHOBKMN)

psn-postgres pgbouncer 2/2 (max 1 per node)

psn-postgres postgresl 1/1

psn-postgres postgres2 1/1 (B cnyuae KJIaCTEpPHOM YCTaHOBKM)

psn-redis redis-master 1/1

psn-redis redis-sentinel 3/3 (max 1 per node) (B ciydae KilaCTepHOi

YCTaHOBKM )

psn-redis redis-slave 2/2 (max 1 per node) (B cly4Yae KJIacCTepHO! yCTaHOBKM)

psn-syslog ng syslog-collector 1/1 (max 1 per node) (B ciydae KJlaCTepHOi

YCTaHOBKMU)
psn-syslog ng syslog-relay 3/3 (max 1 per node) (B cuy4ae

YCTaHOBKM )

KonudecTBo pernivk 3aBUCUT OT KOHKPETHOM MHCTaUIsvd. B
WHCTAJUIAIUA KOJIMYeCTBO PEIUIMK BCerja PpaBHO OJHOM.

B O©Opay3epe OTKpbITH CTpaHully mail.<EXTERNAL DOMAIN>

KJIaCTepHOM

standalone

(mo dopmUpoBaHUIO

AOMEHHbIX HMMeH W Cpelbl WHCTAJUIAIWNU CM. pa3feil KoHnduryprpoBaHue HWHBEHTApHOTO ¢aina:

InepeMeHHbIe JJdHHOTI'O py'KOBOI[CTBa), JdJjiee BBIIIOJIHUTH Cjleyronjue JEenCTBUS:

- Y6e,[[I/ITbC$I, 9TO 3daIrpy3WidChb CTPpAHUIId dBTOPU3dlIUN;

— py ycTaHoBKe 0Oe3 uHTerpamuu ¢ «MoinOduc XpaHwumnuiie» NPOBepUTb aBTOPH3ALUIO

TeHaHTa 10 yMoT4aHuio ( admin@<domain> , rJie <domain> — OCHOBHOM JIOMEH KOHTypa

YCTaHOBKH).
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— [IPOBEpUTh, YTO IPU YJAYHOM aBTOPU3AIMM IIPOMCXOIUT Ilepexo/i Ha CTPaHHUIYy Beb-
vHTepderica I0YTHI;

— OTIIPaBUTb TECTOBOEe MTUCbMO U YOeIUThCS, YTO OHO JIOIIO;

— 3aliTH B KaJleHJaphb, CO31aTh TeCTOBOE COOBITHE;

—3alTH B HACTPOMKM, H3MeHUTb J0Oble mapaMeTpbl U yOeauTbCs, YTO HACTPOMKHU

COXpaHeHbI.

4.3.3 UnTerpamus c PGS
J1st nonHoUeHHOM MHTerpanmy «MoiOduc Ilouta» ¢ komnonentom PGS Heobxonymo:

1. 3anonmuuTth 650K MHTerpanuu (integrations: pgs:) B WHBeHTapHOM daine PSN

(nonpoGHee B paslieiie KonduryprpoBaHue HHBEHTApPHOTO ¢aiia: IepeMeHHbIe JdHHOI'O

PYKOBO/ICTBA).

2. Hactpouts DNS koHTypa MHCTa/JIIIIUM B COOTBETCTBUM C PeKOMeHJAIUSIMU U3 ITYHKTa

Hacrporika DNS panHoro pykoBoactBa U «PykoBojcTBa IO yCTaHOBKE CHUCTEMBI

xpaHenus 1aHHbIX MonOduc (PGS)».

VcranoBka «MoiOduc [Toura» nomkHa ObITH 3aBeplilieHa /10 CO3/IaHUSI MIepBOTO TeHAaHTa B
PGS. B obpaTHOM citydae TeHaHT (4 [0OJIb30BaTeNIH, BXOJSIIME B Hero) He OyAyT CUHXPOHHU3UPOBAHbI

C IIOYTOM.

4.3.3.1 IlopxroueHue cepBHCa 3arpy3KH B 00J1aK0

Hauwnnas ¢ Bepcuu 2.3, B PSN nosiBisieTcst BO3MOXXHOCTb UCIIOJIb30BaTh BUIDKET «3arpy3uTh B
obako» Tpu TNpUKpelieHWH ¢aia K NMHACbMY U K COOBITUIO B KayleHJape. Bupker mossosiser
3arpy’kaThb IpPUKpeIUIeHHble K NHUChbMY (aiibl MOJIb30BaTeliss B xpaHwinuie nonb3oarens (PGS)
aBTOMaTHdeckd. [ljsi paboTel cepBrca Heobxomumo B HacTpodkax CO («MonOduc YactHoe

0011aK0») BHECTH B CIIMCOK JJOBepeHHbIX url-ajipec, IpUCBOEHHBIM PO mail mpu ycraHoBke PSN.

Bonee mnonpobHo o d¢opMUpoBaHMM JAOMEHHbIX WMeH i pojied MOXKHO
IpOYMTaTh B ONHMCaHWUH [lepeMeHHO1 domain module: pa3fesia

KoudwuryprpoBanue nHBeHTapHOTO aiiyia: miepeMeHHble JAHHOTO PYKOBOJICTBA.

HaCTpOﬁKy BO3MOJKHO BBIIIOJIHUTEL B peflakTope etcd KOMIIOHeHTa CO unmu BHecs ITPpaBKU B

KOHQUTypallMOHHBIN (Paiiyl 10 CilelyolleMy afipecy:
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config/wfe/csp.allowed frame ancestors.json

[IprmMep odbopmiieHHs 3aTTUCH:

["https://mail .myoffice.ru"]

4.3.4 ObHOBJIEHHE C TPeIbIXYIINX BepPCHI

Hns obnoBnenus ¢ Bepcuu PSN 1.0 Heobxomuma Bepcust PSN 2.3. Ilpouenypa o6HoBeHUs
onMcaHa B iokyMeHTe «PykoBojicTBO 110 yctaHOBKe MorOduc Ilouta 2.3».

Hauwmnasi c penuza 2.6 oGHOBeHHE BO3MOXXHO TOJIBKO IO TIOPSIJIKY, TaK KakK TPeOyoTCs
MUTPAIUH JTAHHBIX.

OO6HOBIIeHre BBINIOJIHAETCS TeM >Ke CIIOCOOOM 4YTO M yCTaHOBKA, HO Ipexkie o00s3aTesbHO

HEO6XOI[I/IMO COXPdHHUTDb pe3epBHbIE KOIINH (CM. pasneil Co3gaHue pe3epBHBLIX KOIIHHN).

[Tocrie oOHOBIIEHUS! C ONpefiesIeHHbIX BepCUl HeOOXOAMMO BBIIOIHUTH MUTPAIUU JAHHbBIX.
Murparuu 3amyckaroTCsi BpPY4YHYIO IIOCJe 3aBeplleHMss paboT 10 OOHOBJIEHMIO CTeHAa. B

3dBUCHUMOCTHU OT KOJIMYECTBA NdHHBIX, MUT'PAIIUS MOXKET 3dHATH IIPOAOJIKUTEJIbHOE BpeMs.

1151 0OHOBIIEHUSI C BepCUH 2.5 U HUXKe CiieflyeT 0OpaTUTHCS K PYKOBOACTBY BepCHUH 2.6.

[Tocie obHOBeHMs ¢ Bepcuu 2.8 HEOOXOUMO BBITIOJHUTH MUTPAIMM JAaHHBIX. Murpamvu
3alyCKalOTCs BPYYHYIO IIOCJIe 3aBepiiieHuss paboT 1o OOHOBJIEHWIO CTeHJa. B 3aBUCMMOCTH OT
KOJIM4eCTBa JaHHBIX, MUATPAlMs MOXeT 3aHSTh MPOJIOJDKUTeSIbHOe BpeMs. [ljisg 3Toro Ha o060 u3
HOJI C poJibio backend HeoOXOIMMO BLITIOITHUTD KOMaHJy:
docker exec $(docker ps -gf name=psn-backend triton) \
php db/custom migrations/3.0/start.php

Y OTCJIeXKHBATH MPOIIeCC B )KYPHAJIbHBIX daiiylax Ha TOM ke HoJle:

—migrations 3.0 debug.log - AeTaJabHBIN )XyPHAJILHBIN (au;

—migrations 3.0 progress.log - ypPHaJbHbI} (aiyl Iporpecca MUrpalyH.
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5 CO3JJAHHE PE3EPBHEIX KOIINI

5.1 Pe3epBHas komust ”HBeHTapHOro ¢aiia

Ilocie OKOHYATEILHOIO 3aIlOJIHEHHS HWHBEHTapHOTI'O (l)aﬁ.Ha HEO6XOI[I/IMO cJenaTb ero
pPe3epBHYIO KOIIMIO, B JaJIbHEeMIIIeM OHa MOXKeT HOHEII[O6I/ITI)CH I TI0CTIe Ay HoIunuX OOHOBJIEHUH H

HEKOTOPbIX OIlepaliyii 10 00CITyKMBAHUIO TeKYIIel YCTaHOBKHU.

5.2 PesepBHoe konpoBaHnue etcd

B etcd XpaHATCS HAaCTPOMKM KOMIIOHEHTOB cTeHja. [[eHHOCTb NpejiCTaBisIOT HEKOTOpble
HaCTPOMKA KOMIIOHEHTOB, OTIMYAKOIIMecs OT CTaHJApTHBIX, a TakKe COCTOsSHHe KjlacTepa
postgresql (B ciy4yae KIacTepHOW MHCTaUIALIMK). [lJis coXxpaHeHus 3HaUeHW! BCex HaCTpoek etcd
B TEKCTOBBIN ¢aiyl HeoOX0MMO Ha JIF000U HOJle TPYMIIBI et cd BBIIIOJIHUTE KOMaHAY

docker exec $(docker ps -gqf name=etcd etcd[0-9]) etcdctl get --prefix '' >
<path to backup>/etcd keys.txt

Bce crannmapTHble HaCTPOWMKWA MOTYT OBITh BOCCTAHOBJIEHBI B CjIy4yae yTepW JaHHBIX etcd

IIyTeM 3allyCKa JeIuIos C IIapaMeTPoM -t etcd, a ocraJbHbIe Yepe3 etcd browser.

JlomoJIHUTeIbHO PeKOMeHJlyeTCs JiejlaTb CHUMOK JaHHbIX etcd
docker exec $(docker ps -gf name=etcd etcd[0-9]) etcdctl snapshot
save /etcd-data/snapshot.db

IToce BBIIOTHEHUS KOMaHbI OH 6Y,H€T AOCTYyIIeH 110 djieyronieMy IIyTH.
/var/lib/docker/volumes/psn_etcd data/ data/snapshot.db

5.3 Co3nanue pe3epBHBIX Komuii postgresql

B 6ase maHHBIX XpaHSTCS CBeleHUS] O KaJleHAapsix U COOBITHsX Iojb3oBarernieil. B
TeKyIlleM pejiii3e MO>KHO BOCCTAHOBUTh COCTOSIHWE 0a3bl JaHHBIX HA MOMEHT CO3/IaHHS
pe3epBHOM  KOIKMHM, KOTOpOe 3aTpOHeT JlaHHble BCex IIoJib30oBaTeneid. /[l
BOCCTaHOBJIEHMS W3 pPe3epBHOM KONMWU KalleHJapeu il KOHKPETHBIX II0JIb30BaTesiei

ciienyet obpatuTbes K Bergopy 110.

[Tporienypa pesepBrpoBaHus 6a3bl JAHHBIX BHITIOIHSIETCS CIeIyIoIeil KOMaHAoM:

B cirydae standalone vHcTasUISIMN:
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docker exec $(docker ps -gf name=postgres postgre) pg dump -Fc --clean --

create > <path to backup>/postgresqgl.dump
B citydae cluster vHcTauisiiivy (Ha JitoO0M M3 HOJl postgres):

docker exec $(docker ps —-gqf name=postgres postgre) pg dump
postgresqgl://psn:<postgres db user>@haproxy:5000 -U psn -Fc --clean --create >
<path to backup>/postgresqgl.dump

roe:

- <postgres db user> — 3Ha4YeHHe  IIepeMeHHOU postgres db user Hu3
HWHBEHTAPHOT'O cl)aﬁna HWHCTAJUIAI WA,

- <path to backup> — IyTb K CO3[laBaeMOM pe3epBHOM KOIIUU

[Tporienypa BoccTaHOBeHUWs 0a3bl JAHHBIX U3  Pe3epBHOM  KOMWU  BBHITIOJHSETCS
Cyeyronmm o6pazom:
B cirydae standalone vHcTasUISIIMN:

docker exec -1 $(docker ps -gf name=postgres postgre) pg restore -U psn -Fc

-d psn < <path to backup>/postgresqgl.dump
B ciy4ae cluster uHcTaisaium (Ha 10604 U3 HOZL postgres):

docker exec -i s$(docker ps -gf name=postgres postgre) pg restore -d

'postgresqgl://psn:<postgres db user>/psn' -Fc < <path to backup>/postgresqgl.dump

BrimeynoMsiHy ThIE CIOCO6 He TO3BOJIIIOT BOCCTAHOBUTH YXKe CYIIECTBYIONYI0 6a3y
JMaHHBIX. B ciiydae, ecim 310 TpebyeTrcsi, BO3MOXKHO  IIOJIHOCTBIO — 3aYHCTUTh
JlaHHBIe B pOstgresgl mepen BOCCTAHOBIEHUEM CIIEyIOIMMI KOMAHaMMU:

Jling standalone MHCTaJIIAIMN:

docker exec $(docker ps -gqf name=postgres postgre) dropdb psn -U

psn

docker exec $(docker ps -gqf name=postgres postgre) createdb psn -U

psn
g cluster MHCTA/UIAIIAN:

docker exec $(docker ps -qf name=postgres postgre) psql
postgresqgl://psn:<postgres db user>@haproxy:5000/templatel -c
'drop database psn'
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docker exec s$(docker ps -gf name=postgres postgre) psql
postgresql://psn:<postgres db user>@haproxy:5000/templatel -c

'create database psn'

Jns  KjIacTepHOM WHCTAIUISIMM TPOIelypa pe3epBUPOBAHMS U BOCCTAHOBJIEHUS
BBITIOJTHSIETCSI €IMHOKABI HA JII000M M3 XOCTOB IPYMIBI postgres (CM. MHBeHTapHbBIN

¢aiin ycTaHOBKH).

5.4 Co3ganue pe3epBHbBIX KONMI CIy:k0bI KaTanoroB LDAP

[Tporienypa pesepBHpOBaHHA CITy>KObI KaTaJIOTOB BBIIOJIHSAETCS CIleAyIolel KOMaH OM:

docker exec $(docker ps -gf 'name=ldap') ldapsearch -xD cn=Manager,

dc=<external domain> -w <ds389 manager user> '*' >

<path to backup>/ldap.ldif
I'nme:

<external domain> — 3aperMCTPUPOBAHHBIN JOMEH MHCTAJUIALINH.

3anuch JoMeHa BToporo ypoBHs B HoTaiuk LD AP BeirisguT criemytoiium obpasom asist

example.com: dc=example,dc=com

- <ds389 manager user> — 3HadyeHuWe IlepeMeHHOX ds389 manager user u3

VHBEHTapHOIo ¢aiia UHCTaJUIAIUU.

<path to backup> — IyTb K CO37JaBaeMOM pe3epBHOU KOIIHH.

[Ipouenypa BoccraHoBienuss pAaHHbIXx LDAP u3 pe3epBHOM KOIWMM  BBINOJIHSETCS

CIeyIomuM 00pa3oMm:

cp <path to backup>/ldap.ldif

/var/lib/docker/volumes/psn-ldap ldap data/ data/ldap.ldif

docker exec $(docker ps -gf 'name=ldap') ldapadd -xD cn=Manager,

dc=<external domain> -w <ds389 manager user> -f /data/ldap.ldif -c

[lepBasi komManzma ckomupyeT ¢ailyl pe3epBHOM KONMMKU B TNpPUMOHTHpoBaHHYI0 K Docker-

KOHTelHepy AUPeKTOpHIO, BTOpasi — MPOM3BeJleT BOCCTaHOBJIEHKE JIAHHBIX.
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BrimeynoMsiHy Thle crIocOObI He ITO3BOJISIIOT U3MEHUTBH yiKe cyliecTByromye 3anvcu LDAP. B
clIy4ae, eciIM 3TO TpeOyeTcsi, BO3MOXHO IIOJIHOCTBIO 3a4MCTHUTH AaHHble B LDAP nepen

BOCCTAHOBJIEHHEM CJie[TyIoIeil KOMaHIOM:

docker exec s$(docker ps -gf 'name=ldap') ldapdelete -xD cn=Manager,

dc=<external domain> -w <ds389 manager user> -r <external domain>

Ecmm pannHbie repes BOCCTAHOBJIEHHWEeM He 6y,HYT 3a4uilieHbl, TO IIPpWM BOCCTAaHOBJIEHHHU
)IO6aB$[TC$I TOJIBKO OTCYTCTBYIOIIHE 3aIIHNCH. CYHIECTBYIOHII/IG 3aIllMCH He GYJIYT H3MeHeHHI JdKe eCJik

HAdHHbIe PAa3JIN4atOTCA.

i KJIaCTepHOM WHCTAJULIIIMM TIpolleflypa pe3epBUPOBAaHUSI U BOCCTAHOBJIEHUS
BBITIOJTHSIETCS €IMHOKABI Ha JII000M M3 XOCTOB Ipyninbl ldap (CM. MHBeHTapHbBIN daiil

YCTaHOBKH).

5.5 Pe3epBHOe KOIIHPOBaHHe BJIOKeHHUH K COOBITHSIM B KaJleHAape

Pe3epBHOe KONMpOBaHKE BJIOXKEHWM K KaJleHJapHbIM COOBITHSM B TeKyllleM peju3e
PeKOMeH[IyeTCsl BBIIOJIHATh YTWIMTOU rsync. st 3Toro Heo6XoAUMO CO3/1aTh pe3epBHYIO KOIIHIO

JAHHBIX U3 /opt/poseidon/triton/eattach/ KOMaHOOM:

rsync -a /opt/poseidon/triton/eattach <path to backup>

5.6 PezepBHOe KonMpoBaHUe aBaTapoB

Pe3epBHOe KOmMMpoOBaHMe aBaTapoB IIOJIb30BaTejel B TeKyllleM pejii3e peKOMeHyeTCs
BBIIOJIHATh YTWIMTOM rsync. Jlis aToro Heob6XOJMMO CO3/1aTh pPe3epBHYI0 KOMMIO JAHHBIX

U3 /opt/poseidon/triton/photos/ KOMaHIOM:

rsync -a /opt/poseidon/triton/photos <path to backup>
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6 ©ISBMEHEHUE HOSTNAME

6.1 smenenue hosthame Ha xocrax rpynmnsi ldap

B cnydae, ecnm Ha pabortaroiieil cucrteMe NOTpeOOBajioCh U3MEHUTb hostname HOM, Ha
KOTOpPbIX paboTaloT cepBUCHl ldap, HEOOXOJMMO CHSTb pPe3epBHYIO KOMHIO JIAHHBIX CITY>KObI
katasoroB LDAP u ymamuth cootBetcTBytomue ciaykbe LDAP amemeHThl Docker -stack

volume KOMaHJIaMH, OITMCAHHBIMHU B IaHHOM pa3sjiesie.

H3menenne hostname Ha COOTBETCTBYIOHIMX HOJAX U B IPyIIIle XOCTOB ldap MHBEHTAPHOI'O

¢aiina ycTaHOBKU ITPOM3BOJUTCS CJIeIyIOIIUM 0b6pa3oMm:

1. Ilocnme mnpoBeneHus NpoIelypbl pe3epBUPOBaHMs, ONWCAHHOW B pasfeiie (CozaHue

pe3epBHBIX KOMWU Ciy>k0bl katasmoroB LDAP, Heo6XoguMO yAalWTh COOTBETCTBYIOIIME CIIyXKOe

ldap anemMeHThl Docker - stack M volume ClIegyHOIIHMMU KOMaHIaMU:

docker stack rm psn-1ldap

CHQHYIOHIYIO KOMaHOYy HEO6X0}II/IMO BBITIOJTHUTH Hd BCeX XOCTaX I'PYIIIIbI ldap o

docker volume rm psn-ldap ldap data

2. U3MeHUTh hostname Ha HOOAX.

3. CnenyromuM maroM OyJieT W3MeHeHHe hostname B IpyIiiie XOCTOB ldap MHBEHTAapHOIO

q)afma YCTaHOBKK COIVIACHO pasaeiy KondwuryprpoBanve uHBeHTapHOIo damna: hosts JaHHOI'O

PYKOBOACTBA U 3allyCK YCTAHOBKH C IIapaMeTpPOM -t ldap:

./deploy psn.sh <hosts.yml> -t ldap

Komanpga IepeyCTaHOBHUT TOJIBKO CJ'Iy>K6y KaTaJIOroB

4. Ilocne IepeyCTaHOBKHU CJ'IY>K6bI HEO6XOI[I/IMO BOCCTAHOBUTL JdHHEBIE K3 pEBEPBHOﬁ KOIIMH1

COTJIACHO MHCTPYKIMSM U3 paszzesia CozjlaHre pe3epBHBIX KONUW JAHHOTO PyKOBOJICTBA.

6.2 zmenenue hostname Ha xocrax rpynmnsi etcd

B ciy4ae, eciiu Ha pabotarolneii cuctemMe TpebyeTcsl MU3BMeHWTh hostname HOJ|, HA KOTOPBIX

paboTaroT cepBUCHI etcd, HEOOXOIUMO BHITIOHUTD CJIeIyIOIINe IeNCTBUSL:
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1. CHsITh pe3epBHYIO KOIIHIO CITYy>0bl etcd U postgresqgl (paboTa postgresql 3aBUCUT OT

coykbel etcd). Cm. pasmensl PesepBHoe komupoBanue etcd, Co3gaHve pe3epBHBIX KOIHH
postgresql.
2. 3MeHUTb hostname Ha HOJaX.

3. HM3menHutb hostname B Tpylre XOCTOB etcd HWHBEHTApHOro d¢aila yCTAaHOBKUA B

COOTBETCTBHUHU C pa3iej;ioM KondwuryprpoBanve nHBeHTapHOro darna: hosts.

4. BLITIOTHUTD 3allyCK YCTAaHOBKH C IIapaMeTpoOM -t etcd:

./deploy psn.sh <hosts.yml> -t etcd

JInbo B KayecTBe AJIbTEPHATUBHOTI'O cnocoba MOXKHO BPYYHYIO BHECTH HW3MEHEHHsI B
IapaMeTphbI CJ'Iy>K6bI. L[J'IH JTOr'O djieyeT Ha JII000H U3 HOJ TPYIIIIbI etcd BBINIOJITHUTH KOMaHY:

docker service inspect psn-etcd etcd --format='{{json .Spec.Labels}}"'

[To BBIBOJy KOMaHIbl OIpellelIMTh MeTKY CIy>Obl, CBSI3aHHOW CO CTapblM 3HayeHHeM

hostname. KomaHza BepHeT 3anucu BUja:
<old-hostname>-etcd":"etcdN"
Z[anee BBLITIOJTHUTE KOMaHAY 110 U3BMEHEeHHIO MeTKH IJId CJIy>K6bI:

docker service update --label-rm <old hostname>-etcd --label-add

<new_hostname>-etcd=etcdN --force psn-etcd etcd
I'me N - HOMep city>k0bl, ITOJTy4eHHOW Ha MpeAbIAYIeM Iiare.

Ha nepBoﬁ HOe TPpylIlbl proxy BHeCTHU H3MEHEHHWd B  COIepXHrMoe q)afma

cTeka /opt/poseidon/psn-etcd.yml. Heo6XoauMMo 3aMeHUTh COOTBETCTBYIOIIYIO METKY:
<old hostname>-etcd: "etcdN"
Ha

<new_hostname>-etcd: "etcdN"

6.3 3menenue hostname Ha xocrax rpynimsl redis

B ciydae, eciiu Ha pabotartoireit cucteme TpebyeTcsl MU3BMeHHUTh hostname HOJl, HA KOTOPBIX

pa6OTaI'OT CepBHCHI redis, HeO6XOJ1HMO BBITIOJIHUTE CJIeAyIolire JeCTBUSL:

1. U3MeHUTH hostname HA HOOAX.
2. U3menuth hostname B rpymme xoctoB redis wuHBeHTapHOro d¢aila YCTaHOBKH B

COOTBETCTBUHM C paszeyiom KoHndburyprpoBanue uHBeHTapHoro daiisia: hosts.
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3. BBIIIOJIHATSG 3aIlyCK YCTAHOBKH C lTapaMeTpoM -t redis:
./deploy psn.sh <hosts.yml> -t redis

JInbo B KayecTBe AJIbTEPHATUBHOTI'O crocoba MOXKHO BPYYHYIO BHECTH H3MEHEHHs B

IapaMeTphbI CJ'Iy>K6bI. HJ’IH JTOr'O djieyeT Ha JII000H U3 HOJ TPYIIIIbI redi s BBINIOJIHUTL KOMaH/IbI:

docker service inspect psn-redis redis --format='{{json .Spec.Labels}}'

docker service inspect psn-redis sentinel --format='{{json .Spec.Labels}}'

ITo BbIBOAY KOMaH/[ OIllpeaejnTb MEeTKU CJ'IY)K6, CBA3dHHBIX CO CTdpbIM 3Hd4YeHueM

hostname. KoMaH/bpl BepHYT 3aIucy BUja:

<old-hostname>-redis" :"redis-N"

<old-hostname>-sentinel":"sentinel-N"

Hanee BBITIOJTHUTH KOMAH/bI 110 K3MEHEHHWIO MeTOK JJId CJIy>K6Z

docker service update --label-rm <old hostname>-redis --label-add
<new_hostname>-redis=redis-N --force psn-redis redis

docker service update --label-rm <old hostname>-sentinel --label-add
<new_hostname>-sentinel=sentinel-N --force psn-redis sentinel

['me N - HOMep city>k0bl, ITOJTy4eHHOU Ha Ipe/ibIAYIeM Iiare.
Ilamee Ha 1TlepBOM HOJle TPYIIIbI Proxy BHECTH HW3MEHeHWsI B CojiepkuMoe ariia
cTeka /opt/poseidon/psn-redis-stack.yml. HeobxonuMo 3aMeHHUTb COOTBETCTBYIOIIYIO

METKY:

<old hostname>-redis: "redis-N"

<old hostname>-sentinel: "sentinel-N"
Ha

<new_hostname>-redis: "redis-N"

<new hostname>-sentinel: "sentinel-N"

Bce xomanpl 151 sentinel BBINOJIHSIOTCS TOJIBKO MPY KJIACTEPHOW YCTaHOBKe
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7 UBBECTHBIE ITPOBJIEMbBI U CIIOCOBbI PEHIEHUA

B JaHHOM paszelie IIpuBeJieHbl M3MeHEeHHWdA, KOTOpble He BOIIIW B ,J_'[I/ICTpI/IGy'TI/IB TeKylmero

peiin3a U OOJIKHbBI OBLITH BHECEHBI JOIIOJIHWUTEJIbHO II0CJIe U1K BO BpeMs YCTdHOBKHU.

7.1 YcraHoBKa I 00JIBIIIOr0 KOJINYeCTBA I10/Ib30BaTe e

B Tekymem penuse BbisiBjieHa NpobiieMa C KJIaCTePHOW YCTAaHOBKOM, PAaCCUMTAHHOM [IJIsi
onHoBpeMeHHOM paboTel 500 u 6osee monb3oBarenield. B 3ToM cilydae peKOMeHIyeTCsl OTKIIOYUTh
MOJICUCTeMYy KilacTepusanuu nmceMm. Jljis 3Toro HeoOXoAMMO BBIOpATh HOMy, Ha KOTOpOM Oyjer
pa3MellieHa akTyalbHass 0a3a IMCeM U [0 Havajla YCTAaHOBKM 3allOJIHUTh IlepeMeHHbIe
cluster fallback 71 cluster fallback mail node (cMoTpu pa3znen

Hacrpoiika 0n1o/HUTeIbHBIX TapaMeTPoB yCcTaHOBKM). [TrcbMa J1omkHbI ObITH pa3mertieHbl HE Ha

pacnpeziesieHHOU ¢paiyioBOH cucTeMe. basa nmiceM MOHTUpYeTCs 110 ITyTH, 3a/IAHHOMY B IlepeMeHHOU

cluster fallback mail path (Cm. pasgmen HacTpolika JONOJHUTeNIBHBIX IApaMeTpPOB

ycraHoBk#). Ilo ymon4aHuio nlepeMeHHasi COZlep)XXUT 3HadyeHHWe /data/dovecot. B ciydae
HEOOXOAUMOCTH CJlelyeT U3MeHUTh IIyTh Ha TpeOyeMbIi.
B nanHOM pexume paboThl peKOMeHIyeTCs IlepUOAWYecKas CUHXPOHHU3alMs IIHMCeM C

APYI'YMHU HOJJdMHU 110 PACIIMCAHUIO cron CpeACTBAMU rsync.

7.2 Ucnionbp30BaHue BbIJIeJICHHOT0 yCTPOMCTBa A1 poyii etcd

B TekyiieM penuse mpu ycTaHOBKe B standalone peXume BblJleJIeHHOE YCTPONCTBO IS
poJu etcd He WUCIOJIb3yeTCs, laXke eciiv ykazaHo. Eciu ycTpoicTBO He06X0IMMO UCII0NIb30BaTh, JI0

Hayajla YCTaHOBKM B Qaiule mabioHa roles/etcd/templates/etcd. yml . j 2 KOHQUTYypaLIKIO

volumes:
etcd data:

driver: local

HEO6XOI[I/IMO IMMpUBECTHU K BUY:

volumes:
etcd data:
driver: local
{% 1if hostvars[groups['etcd'][0]][ " 'volume device etcd'] | bool %}
driver opts:
device: "{{ hostvars[groups|['etcd'][0]]

['volume device etcd path'] }}"
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type: xfs

{% endif %}

7.3 3meHeHue (aiijioBOH CUCTEMBI

B Teky1mem pesnuze npu yCTaHOBKe U3 TUCTPUOYTUBA Ha BbIIEJIEHHOM YCTPOMCTBe TpebyeTtcs
darinosas cuctema xfs. JTO MOBefieHHe MOXKHO U3MEeHUTbh, OTPeJJaKTUPOBaB 11abJI0H KOH(UTYpaIuu

COOTBeTCTBy'I-OH_Ieﬁ POJIX 1O Ha4dJla JEeIlIoA.

— s poiin etcd B ¢anWnax roles/etcd/templates/etcd.yml.j2 (B ciydae
standalone wuHCTamIAmMM) roles/etcd/templates/etcd-cluster.yml.j2 (B
CJly4yae KJIACTepHOM MHCTAJUISIINN);

—JI1 PpOJIM postgres B  (atinax roles/postgres/templates/postgres-
stack.yml.j2 (B ciy4dae standalone WHCTAJLISIIAN)
roles/postgres/templates/patroni-stack.yml.j2 (B «cjlydae KJIaCTepHOMH
WHCTAJIISIINN);

— B KOHpUrypamuu volume, B CBOMCTBE type yKa3aTb HEOOXOAUMYIO (aiyIOBYyIO CHUCTEMY

(xfs/ext4).
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8 MUTI'PAIIMSAI HA ®OPMAT XPAHEHMUS ITMCEM MDBOX

Murparnust 3amyckaeTcss Ha ofgHOM U3 HoA mail. Ha 3ToM Home JmoimkHA OBITH yCTAHOBIIEHA

yTUIIUTA ldapserach.

8.1 IloaroroBKa K MHUrpanyu

8.1.1 Mopyns Mmurpamuu

Heobxoqumo 3amyctuth ansible-plyabook Jyist IOJATOTOBKY MOAYJIS MUTPALIMK:
ansible-playbook -i inventory/<inventory> playbooks/migrator prep.yml
WiIin

ansible-playbook -i inventory/<inventory>

playbooks/migrator prep with conf.yml
r7le <inventory> - akTyaJlbHbI MHBEHTAPHBIN (paiil.

HoctouHo BBIIIOJIHUTD TOJIBKO OJIVH U3 IUIe0YKOB. [Tneiibyx
playbooks/migrator prep.yml TIIOATOTOBUT TOJILKO MOJIyJIb MHUIpalli{, a IUIeH0OyK
playbooks/migrator prep with conf.yml IIOATOTOBHUT MOAYJIb MUIDAIlMM, a TaKXKe BHeCeT
HeoOXo/lMMble U3MeHeHHs1 B KOHUTyparmoHHble ¢aiibl dovecot. Eciu Tpebyercss coxpaHUTb
pPyYHble UW3MeHeHWs B KOHQUIypallMOHHBIX (aiylax dovecot, BbIOOP IpelOoCTaBJieH

aJIMUHHCTPATOpy

Ilocne BBIOIHEHHS HHEﬁGYKa Ha HOJaxX mail, B JOMAIIITHEM KaTajiore IMOABUTCA MOAyJIb

MuUrpanuu - gait mdbox migration. sh.

Heo6x01MMO OTKpPEBITE ero [Ulsl peJakTUpOBaHUs U yOeUThbCs, YTO MapaMeTpsl LDAP URI,
LDAP ROOT DN, LDAP ROOT PASS, LDAP SEARCH DN 3allOJIHeHbl KODPEKTHO (3Ha4eHus 6yayT

B3SThl U3 UHBEHTApHOTO (aiiia).
B 3aBucumocTH oT TpeboBaHuii cielyeT U3MeHUTh Cllelyollye apaMeTphl:

—USER_LIST - eciu IepeMeHHas OIlpefiejleHa, MUTpalus OyZeT BBINOJIHEHA TOJIBKO ISt
YKa3aHHBIX II0JIb30BaTesleld. YKas3blBalOTCS ajpeca 3JIeKTPOHHOM IIOYTHI B KaBbIYKaX,
pas3JiesTuTellb - Ipobet;

— LOGFILE - yTb JI0 )KYpHaJIbHOI'O (aiia 1porecca MUrpanuy,;

—MAIL DIR - myTh [0 KaTajora c nicbMamMu B KOHTEMWHEPE dovecot (M3MeHSTh Yalle

BCero He TpebyeTcsl);
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— BACKUP_SYNC - BBINOJHATL JIM Pe3epBHYIO KONMIO IHceM B ¢opmare maildir mnpu
nomouy rsync. B ciaydae false - He BBIIOJHATh, true - BBIIOJNHATh. Komusi Gyper
COXpaHeHa I10 [IyTH, YKa3aHHOMY B IlepeMeHHOU BACKUP ;

— BACKUP_ ARCHIVE - BBIIOJHATL JIM Pe3epBHYI0 KOIMIO IMceM B ¢opmaTe maildir ¢
apxuBUpoBaHUeM. B ciyuyae false - He BBINOJHSTh, true - BBINOIHATb. ApXUB Oyjaer
COXpaHeH II0 ITyTH, YKa3aHHLIM B IlepeMeHHOM BACKUP. B cny4ae eciiu BACKUP SYNC u
BACKUP ARCHIVE BBICTaBI€HBI B true, 6y1[eT BBIIIOJTHATBCS pe3epBHas KOIMA Kak
IIOCPeJICTBOM rsync, Tak U apXHBHPOBaHUEM,

— BACKUP_DIR - myTb JI0 KaTajlora, B KOTOPBbIM OyIyT COXpaHSTbCsl pe3epBHbIe KOIMHUU. J1yist
KOXIOro sIIMKa apxXxuB OyJeT IioMelleH B COOCTBeHHbIM KaTanor. Heobxomumo
pacCcYUTHIBATh AOCTYIIHOE MEeCTO B TOYKe MOHTHMPOBAaHMS KaTajlora MCXO[s U3 0ObeMOB
[I1CeM Ha CTeH[e;

— DEL MIGRATED - yjansaTh 4 IMCbMa B ¢popMaTe maildir mocie murpanyu. B ciydae
false - He yOadTh, true - yOajsTh. ITocne MuUrpanyy nMcbMma B c])opMaTe maildir He
TpeOyIOTCS U He BIMSIOT Ha pabory smuka. Kartamor ¢ mucemamu B ¢opmare maildir
MOXKeT OBITb He yZaJjleH, ecIM I03BOJIsileT CBOOOAHOe MeCcTO W TpeOyeTcs OllepaTUBHBIN
oTKaT K ¢popMary maildir B ciydae HeOHXOIUMOCTY;

— MIGRATION MIGRATED - aiil, KOTOpPBIM CO3/IaeTCsd B KOPHe II0YTOBOIO fIMKA II0CIIe
YCIIeITHOM MUTPalvy (U3MeHSITh He TpebyeTcs);

—MAILBOX DIR - uM4 Kartajora C IMcbMaMu B ¢dopmaTe maildir (U3MeHATb He
TpebyeTcs);

—MAILBOX NEW DIR - MM# Karajora C IMCbMaMu B ¢opmare mdbox (U3MeHATb He
TpebyeTcsl);

— ALTSTORAGE - WCIOJIb30BaTh JIM (PYHKIMOHAJ [IOINOJHUTEIbHOIO XPaHWIMINA ITHMCeM
dovecot. MoxeT HCHONb30BAaTbCS [UIsl XPaHEHWs CTAapblX IHMCeM Ha OO0JbIIOM, HO
MeJ/IeHHOM OT[eJIbHOM xpaHwmuile. B ciydae, ecim ¢yHkimoHan Tpebyercs,
peKOMeHyeTCsl HaCTPOWUThL I1apaMeTphl, OTHOCAIIWecs K altstorage B HWHBEHTapHOM
datine (mdbox altstorage) u B datine group vars/all/main.yml
(mdbox altstorage path), 6omee nogpobHoe omucaHuve B JoKyMeHTanuu. Ilocie
V3MeHeHUs cjleflyeT Iiepe3allyCTUTh IUIeHOyK JIJIsl TOJrOTOBKM MOJyJIsi MUTPAllUX C Y4eTOM

HacTpoek ALTSTORAGE. .
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8.1.2 Dovecot

H3menenusi B KOHGUTYpaIlMoOHHbIe (aiibl HeOOXOJUMO BHECTH TOJIBKO B CJydae eciu
3aryckajics Iiekbyk playbooks/migrator prep.yml:

daiin dovecot.conf

B ¢aiine /opt/poseidon/dovecot/dovecot.conf Ha Bcex mail HOJAX, I/e 3amlylleH
KOHTeHHep dovecot, He0OX0IUMO:

1. U3menuts napamerp mail plugins = acl quota Hamail plugins = acl quota
zlib.

2. 3aKOMMEeHTHPOBaTh BJIOK:

userdb {

driver = prefetch

¥
3. Cpasy nocie Hero 106aBUTh OJIOK:

userdb migr {
driver = ldap
args = /etc/dovecot/conf.d/dovecot-ldap-migr.conf.ext
result success = continue

}
4. B 61oke plugin U3MEHUTh

quota = maildir:User quota:ns=

quota rule = *:bytes=0

quota rule2 = Trash:storage=+10%%
quota rule3 = Sent:storage=+10%%
Ha

quota = count:User quota:ns=
quota vsizes = yes

quota rule = *:bytes=0
quota rule2 = Trash:bytes=+10%%

quota rule3 Sent:bytes=+10%%
5. Taxke B 6710ke plugin B KoHel 6j10ka JOOaBUTL:

zlib save = zstd

6. B daiine /opt/poseidon/dovecot/conf/dovecot-ldap-pass.conf.ext Ha BCcex

mail HOOAX, rae 3aIylleH KOHTEfIHep dovecot, UI3BMEHUTH
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user filter = (&(mail=%u) (! (inetUserStatus=0)))
pass_filter (&(mail=%u) (%{if ;%{real local port};==;143;!

(inetUserStatus=0) ;inetUserStatus=1}))

Ha

user filter (mail=%u)

pass filter = (mail=%u)

7. Tam xe U3MeHUTL

iterate filter = (&(objectClass=person) (! (inetUserStatus=0)))
Ha
iterate filter = (objectClass=person)

®aiin director.conf (B ciryuae KjacTepHoil yCTaHOBKH)
1. B ¢aiine /opt/poseidon/dovecot/dovecot director.conf Ha Bcex mail Hojax
M3MEHUTD apaMeTp mail plugins = acl quotaHamail plugins = acl quota zlib.

2. B aToM e daiisie 3aKOMMEHTUPOBATh OJIOK:

userdb {
driver = prefetch

}
3. Cpasy nocie Hero 100aBUTh OJIOK

userdb migr {

driver = ldap
args = /etc/dovecot/conf.d/dovecot-ldap-migr.conf.ext
result success = continue

}
[Tocne BHeceHus: u3BMeHeHM! Tlepe3aycTyUTh mail stack:

docker stack rm psn-mail && sleep 3; docker stack deploy -
c /opt/poseidon/psn-mail-stack.yml psn-mail --with-registry-auth

HeobxomuMo mepe3anmycTUTh CTeK mail HE3aBUCMMO OT BBIIOJHEHHOTO

nienbyka
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8.2 3amyck murpamnunu

[Toce 3aBepiiieHyst MOJATOTOBKM MOXHO 3aITyCKaTh MUTPALIAI0 KOMaH/I0M:

bash ./mdbox migration.sh

MO,I[YJ'II) MUI'PALIMU IIPOBEpPUT 0a30BBIe IIapaMeTPphI, I1I0CJIe Yero Ha4YHeTCHd IIponecC MUIr'palivu.

[Tporiecc MOXXHO OCTaHABIIMBATh U 3aITyCKaTh Oe3 AOIMOHUTENbHBIX JIeMcTBUM. Bo BpeMst Murpanuu

MOZKHO ITOJIb30BATHCsA CTEHIOM.

ITocne MUI'DAIIUN AIIUKOB BCeX TI10JIb30BaTeJIer pexomMeHyeTCd B HWMHBEHTdAPHOM q)aI?me

epeMeHHYIO setup.mdbox format BLICTaBUTL B true (mndbox altstorage u

mdbox altstorage path 10 HeOOXOJUMOCTH) M 3allyCTUTh YCTAHOBKY C KJIIOUOM -t mail s

TiepeBO/Ia CTeH/la Ha paboTy UCKITIOYUTENTBHO C GOPMaTOM mdbox.
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9 TEXHUYECKAS IIOJJAEPKKA

KonraktHas mHbopmamus cioyx0bl TexHudeckor nogaepxku OOO ««Hosble ob6naunble
TEeXHOJIOTUM» B CJTy4ae BOBHUKHOBEHHS BOIIPOCOB, HE ONKMCAHHBIX B JIAHHOM PYKOBOJICTBE:

Anpec anekTpoHHOM 1o4THL: support@service.myoffice.ru Tenedon: 8-800-222-1-888.
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