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MounOdunc

Bce ymomsiHyThle B 3TOM [IOKyMeHTe Ha3BaHUs MPOAYKTOB, JIOTOTUIIBI, TOPTOBble MapKu U
TOBapHbIe 3HAKU MPUHAJJIEXXAT UX BilafesibIlaM.

ToBapubie 3Haku «MoiiOduc» u «MyOffice» npunammexxar OOO «HOBBIE OBJIAYHBIE
TEXHOJIOT'MW».

Hu npu xakux oOCTOSITeNTbCTBAX HeJb3s HCTOJKOBBIBATH JIFOOOE CO/IepXXUMOe HaCTOSIIEero
JIOKyMeHTa KaK MpsiMOe WIM KOCBEHHOe Tpe/IoCTaBJieHHe JIMIeH3WH WM TIpaBa Ha HCIIOJIb30BaHUe
TOBAapHBIX 3HAKOB, JIOTOTUIIOB WM 3HAKOB OOCTY>XMBaHUS, IMpUBeleHHbIX B HeM. Jlio6oe
HECAHKITMOHUPOBAHHOE MCIIOJIb30BaHME 3TUX TOBAPHBIX 3HAKOB, JIOTOTUIIOB WJIM 3HAKOB

O6CJ'[y>KI/IBaHI/IH 6e3 MMCHEMEeHHOTO Pa3pelieHus ux HpaBOO6JIa,[IaTEJI$I CTpOI'o 3adlipenieHo.
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INEPEYEHB COKPAIIIEHUN

B Hacrosi1ieM fokyMeHTe UCTIONb3yIOTCS Cllelytolye cokpaiieHus (cM. Tabnuiry 1).

Tabmurma 1 — CokparrieHust ¥ pacippoBKU

Coxpamienue PacumdpoBka u onpenenenne
389-ds 389 Directory Server, ciy>k0a KaTanoron
API Application Programming Interface, uaTepdeiic mporpaMMupoBaHus PUIIOKEHUHI
AD Active Directory
CcO CloudOffice, Obmaunsiit Odwuc, obiree Ha3BaHMe MTPOYKTA (TPYTITH peaKTOPOB)
Docker [IporpamMmMHOe obecriedeHre [jiss aBTOMAaTH3allMd pa3BepTbIBAaHUS U YIIPaBJIeHUS

MIPWIOXKEHUSIMHU B Cpeflax C MOJ/IeP>KKOM KOHTeHHepU3aluu

Doveadm HWHcTpyMeHT agMUHUCTpHpOBaHUs cepBrca Dovecot
DN Distinguished Name - yuukansHOe nmst 00bekTa B HoTanuu LDAP
IMAP Internet Messagess Access Protocol, mpoTokos ocTyna K SIIUKY 37IeKTPOHHOM TOYThI
LDAP Lightweight Directory Access Protocol, o6serdenHsslii mpoTOKOJI AOCTYIA K KaTajloram

Node (Homa)

CepBep 0JIHOM U3 poJiei

PBM Poseidon Backend Manager, BHyTpeHHUIT CepBUC KOHGUTYPUPOBAHUS
PGS File Storage, Pythagoras, nporpammusiii npogykT « MoitOduc X panunuiie»
PPS Postfix Policy Server, cepsuc monurtuk js Postfix

© 000 «HOBBIE OBJTAYHBIE TEXHOJIOI'Wy, 2013-2024



MounOdunc

1 OBIIME CBEJEHHA

1.1 CucremubIe TpeOGoOBaHHS

[Tepeuenr TpeOoOBaHMII K NIPOrpaMMHOMY U alllapaTHOMY oO0ecliedeHHIO IIpYBeJleH B

nokymeHnTe «MoOduc ITpodeccruonanbubiii 2. CucteMHble TpeOOBaHHUSY.

1.2 TpeGoBaHus K KBaTHPUKAIUH
Anmvunuctpatop «MoitOduc [lodra» goimkeH COOTBETCTBOBATH CJIeIyIOLIMM TPebOOBaHUIM:

—  aJIMMHUCTPUPOBaHHE UHPOPMAITUOHHBIX CUCTEM;
— TexHh4yeckoe OOCTY>XHMBaHHWE CpeICTB BBIYUCIUTEIbHOM TEXHUKH, Ha KOTOPBIX
ycranaBiuBaetcs [10 «MonOducy;

— OMBIT pabOoTHI C oneparMoHHbIMU cucTeMaMmu Linux, Windows, macOS.

Hns paborer ¢ [IO «MoitOduc» anMUHHCTPATOPy HeOOXOJWMO O3HAKOMUTHCS CO

ClleyIomnumMunu JOKyMeHTaMu:

— «MoiOduc IToura. PykoBo/iCTBO IO aAMUHUCTPUPOBAaHUION;
— RFC3501 (IMAP);

— RFC5321 (SMTP);

— RFC5322 (IMF).
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2 OITUCAHUE OIEPAITUIA

[Tonb3oBaTe M MOMy4YarOT AOCTYN K YHKIUSIM aJMUHUCTPAaTUBHOM IaHeNd dYepe3 Beb-
Opaysep. [lomosHuTeIbHBIE BO3MOXXHOCTU aMHUHUCTPUpPOBaHUs (0Oojiee TOHKasi HACTPOMKA)
OCYIIEeCTBIISAIOTCS 4Yepe3 3ampockl K API, koTopble BBIMOMHSIOTCS W3 JIIOOOTO MecTa, OTKy/a
obecneuen foctyn 1o cetu. [Tocpencrsom API noanepxuBaercst paboTa C TaKUMHU CYITHOCTSIMH, KaK
M0JIb30BaTEeJIM, TPYIIIbI PacChUIOK, Pecypchl, TeHaHThl M T.J. B TakoM ciydae aBTOpU3allvs
aJIMUHHUCTpPATOpa C HACTPOEHHBIMU IIPAaBaMU JOCTYTIA POUCXOAUT TPY TIOMOIIM TOTy4YeHUs] TOKeHa

aBTopu3anuu (cM. pasnen ABropusaius yepe3 PBM API).

B Cly4ae YCTdHOBKHA <(M0ﬁOCI)HC ITouta» B KaueCTBe OTHEJIbHOI'O IMPpUJIOXKeHHs, I10JIb30BaATeJIN

TaK>Ke T0JIy4aloT AOCTYI K PYHKIMSIM aJMUHUCTPAaTUBHOM [1aHesIH, B TOM 4uCiie Yyepe3 Beb-Opaysep.

2.1 3amyck, ocTaHOBKA M Nepe3arpy3ka CHCTeMbI

SHHYCK IMoACHUCTEeMbl OCYHIeCTBJIIETCs IIPpU MHUIUAIN3dIUNU U 34dIlyCKe annapaTHoﬁ YaCTHU
IMPpOrpaMMHO-TEXHUYECKOI'0 KOMILJIeKCad. ,HJ'[SI BBITIOJTHEHHST KOMdaHJI OCTAHOBKHM U IIepe3drpy3Ku
CUCTEMBI dAIMHUHUCTPATOPY HeO6XOIII/IMO obecneynuThb SSh-)IOCTyTI K CepBepaM IIoACUCTeEM B KOHTYpe

YCTaHOBKH.

OcranoBka «MoiOd¢uc [loura» BeIONHSeTCS C J1I0O60H HOIABI C IOMOINBIO CIIeyIOIINX

KOHCOJIbHBIX KOMdH/I:

docker stack rm psn-backend psn-nginx-proxy psn-mail psn-frontend

psn-etcd psn-ldap psn-postgres psn-redis psn-syslog ng <psn-monitoring>

JlaHHas KOMaH/1a OCTaHABIIMBaeT paboTy cepBUCOB, OTHOCAIMXC kK MorOduc Iloura.
[lapamerp <psn-monitoring> WCHONB3yeTCS B Clly4ae YKa3aHWs TPYIMIbl XOCTOB

monitoring UHBeHTapHOTO ¢aiijia YCTaHOBKH.

Jlyis 3amycka OCTaHOBJIEHHBIX KOMIIOHEHOB HeOOXOAMMO C IIepBOM HOABl POJIA Proxy

BBITIOJIHUTD CJIeAYronre KOMdH/Abl

docker stack deploy -c /opt/poseidon/psn-postgres-stack.yml \
--with-registry-auth psn-postgres

docker stack deploy -c /opt/poseidon/psn-ldap-stack.yml \
-—-with-registry-auth psn-1ldap

docker stack deploy -c /opt/poseidon/psn-back-stack.yml \
--with-registry-auth psn-backend

docker stack deploy -c /opt/poseidon/psn-front-stack.yml \

--with-registry-auth psn-frontend
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docker stack deploy -c /opt/poseidon/psn-mail-stack.yml \
--with-registry-auth psn-mail
docker stack deploy -c /opt/poseidon/psn-redis-stack.yml \
--with-registry-auth psn-redis
docker stack deploy -c /opt/poseidon/psn-proxy-stack.yml \
--with-registry-auth psn-nginx-proxy
docker stack deploy -c /opt/poseidon/psn-etcd.yml \
--with-registry-auth psn-etcd
docker stack deploy -c /opt/poseidon/ psn-syslog ng-stack.yml \
--with-registry-auth psn-syslog ng
<docker stack deploy -c /opt/poseidon/psn-monitoring.yml
--with-registry-auth psn-monitoring>

Komanna <docker stack deploy -c /opt/poseidon/psn-monitoring.yml

--with-registry-auth psn-monitoring> HCIOJbB3yeTCs TOJIbBKO B Ciy4Yae yKa3aHUs

IPYIIIBI XOCTOB MoONitoring MHBeHTapHOroO ¢aiyia yCTaHOBKH.

Hepe3anyCK KOMIIOHEHTOB CUCTeMbI OCYIEeCTBJISAeTCAI KOMAaHIOH dlleyromero Bru/ia.

docker service update --force --with-registry-auth <service>

Fne <service> - HepeBaHYCKHEMbeI CcepBHUC. HJ’[H MoJIyd4eHus CIIMCKa 3allyIIeHHbIX

CepBHUCOB HEOOXOJIMMO BBIIOJIHUTH CJIeAYIONIYI0 KOMaH/AY:

docker service 1ls --format {{.Name}}

2.2 ABTopu3anus

2.2.1 ABTOpH3anus B aIMHHHCTPAaTUBHONI NTaHeIH
Jlis 3ammycka aMHUHUCTPAaTHBHOM nanenu « MoitOduc» Heobxoaumo:

1. OTkpbITh Beb-Opay3ep Npy aKTHBHOM CETeBOM MOJIKITIOUeHUH.
2. BBectu anpec aaMuHUCTpaTUBHOM maHenu «MonOduc» B aapecHyl0 CTpPOKy Beb-

Opay3epa U OCYIIeCTBUTD [1epexoi 10 CChIIKE.

AnmunnuctpaTuBHas naHenb « MoOduc» cumtaercss paboToCcIoCOOHOM, ecyikd B pe3yJibTaTe
TAHHBIX JIEWCTBHUM MOJIB30BaTes sl HAa 3KpaHe O0ToOpa3wiach CTapTOBasl CTPaHMIIA BXo/a 0Oe3 BbIIauu

coobienuii o cboe B pabore.

B Clly4dyae, eClii aIMWUHUCTPATHBHAA TIIdHEJIb OTKPbIBAETCA B COCTaBe MOﬁO(bHC

[IpodeccronanbHbIN, HAa S5KpaHe BO3HUKAeT IaHeJsb JIoruHa (cMm. PucyHok 1).
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Pycckum - Russian «

YnpaBneHue
NMOYTOBOU CUCTEMOU

Afpec aneKTpOHHON NoYTbI

alexander. smirnov@blue. myoffice-app.ru

BorTH

Pucynok 1 — CraproBas cTpaHulia NpuioXeHus B coctaBe MonOduc

Ha craproBo#i cTpaHuIle TIpe/ICTaBJIeHbI:

B

YIPaBJISIONIMN 3JIeMeHT JIsi CMeHbl sI3blKka C BO3MOXKHOCTHIO BbIOOpPA M3 BBINAJIAIOIIEr0
CIIMCKa;

moyis JJis  BBoJA JiorMHa (aJipeC  3JIEKTPOHHOW  TOYTHI) ¢ mapois (s
3apervCTpUPOBAHHBIX MOJIb30BaTeJIel C poJiblo « AIIMUHUCTPATODPY);

KHOIIKa Bo#TH.

Cjlly4ae, eCliid KOJIn4eCTBO OIINOO0YHBIX BXOOOB IIPEeBLICHUT OOIYCTHMMOE KOJIM4YeCTBO, Ha

OKpdHe BO3HHUKHET OUaJIOr' 3dllIUThI OT po60Ta, B KOTOPpOM HeO6XO)II/IMO BBeCTU KO[J C KAPTHUHKHU

(cm. PucyHok 2).
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ALDEC 3NEKTROHHON NatiTi

l alexander. smimaw@black royaffice-appru

Napony

HepagHuid A0S 3. MOUWTED WiE Naphit

CHMLKGM MEGrS HEWR@EHEIN MO TR
Bx04a. NooTeepauTe, 4T0 Bod He podar.

SPES

BolTk

Pucynok 2 — 3ammTa oT IOBTOPHOTO BBOJIA

B citydae, eciiu aBTOpU3aIiuio Mpoiies Mojab30BaTellb, KOTOPbIH SIBIISeTCsS aIMUHUCTPAaTOPOM

TEeHAHTa, Ha DKpaHe OTKPOeTCsl MeHIO TOJIbKO JIJisl TeKyIero TeHanra (cM. PucyHok 3).

F3 FEM Admin = v - = e
= & B mailadmin -app.ruEusers o [ = 1r

Pos (® HoEwR NoneioBaTENE Q. Mow x

MeMTossE AOMEHG! HimmR DaMMnang E-mail

N ETEE HETEL] @ 0000012e 000004 000001 @lime. myofice-app.ru

[pynnel pecypooE .

Wiey 10023 GB 100gb@lime myofice-app.nu
Meynne paccuinoek o
ApmuHrcTpupasadne [

Pucynok 3 — OcHOBHO¥M 3KpaH aJMUHUCTPAaTUBHOM MaHe N

s agMUHHMCTpaTOpa TeHAaHTAa [IOCTyMIHA KHONKA AJIMHHHCTPHpPOBaHHe, KOTOpas
MepeBOIUT Ha 3KPaH JIOTUHA MMaHed afiMUHUCTpUpoBaHus PGS.

B cnywyae, eciv  aBTOpM3anMio  Tpolies  MOJb30BaTellb, KOTOPBIA  SIBJISETCS
CynepaIMUHUCTPATOPOM IIOYTOBOM CHUCTeMbl, Ha O3KpaHe OTKpPOeTCSl CIMCOK BCEX JOCTYIHBIX

TeHaHTOB.(CM. PUCyHOK 4).
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o - a =

."_'} PEM Admin b +
<« [ & mailadmin-limemyoffice-app.ru/#iusers & 3 = 1 o

default E # HoBsid NeNbICBATENE Q »

MNeHTossie goMEH: Muas DAMHANA E-mail

T
L00CI0ESTEOH Qonooo12e 020001 QQO001 @nme myatice.-app.ry
IpyNNel PECYPLOE
10023 GB 100gbilime. myoffice-app

Mpy Nl paccsImor

pgs

MNCHTOEBIE ROMEHE:

MNoneaoearenn

TEyNNe! pEcYpeos

MpyNis! PACCHINOK

Bnag Hnpum 10@lime.myoffice-app.ru

@ 10Mame1dMame10Name CName10M...  SirName111SirMame111SiName 1115, 10gb@lime. my office-app.m

o 111 111 111 @lime.rmyolice-app. i
o Tinew 111new T1InEw@ 11 Inaw new

¥ £ 1 Fi = 4 S 54 >

Pucynok 4 — OCHOBHOM 3KpaH aJMUHUCTPATUBHOM MTaHe !

Ha ocHOBHOM 3KpaHe Tpe/iCTaBJIeHbI:

— TMaHeJb yIpaBjieHus], cojiepariasi KHOKU 4 (IlomeHATH S13BIK) U (Beixopm);
— B K&XIOM U3 TEHAaHTOB MeHI0 g mepexoma 1o pasfenaM (IlouroBbie moMeHBI,
ITonn3oBarenu, I'pynnsl pecypcos, I'pynnsl pacchbliok);

— pabouas maHesb, 0ToOpaXkarolas TeKYIIUNA pa3zier;

HpI/I 3allyCKe IIpUI0>XXeHus 110 YMOJIYdHUIO OTKPBIBAETCS IIdHEeJIb ITonn3oBaTenu.

2.2.2 ABTropusamnus yepes PBM API

Hns toro, ytobbl HayaTh paboty yepe3 PBM API, Heo6x0auMO OCYIeCTBUTh aBTOPU3AIHIO

B Poseidon Backend Manager (PBM, BHyTpeHHuI1 cepBUC KOHQUT'YPUPOBaHUS).

Il cyneprnionb3oBaresist (creator) aBTOpU3aIUs OCYIeCTBIISIETCSl CO CIIelyIOIIUMU
IlapaMeTpaMH:

Jloruu: creator@<domain>

[Taponb: HaXOOWUTCS B IIepeMeHHOM ds389 manager user WHBEHTApHOIO ¢aia
(cMm. mokymeHT «MoOduc Iloura 3. PykoBoncTBO IO yCTaHOBKe IIOYTOBOTO

cepBepa 3.1», pasznen «KoHburyprpoBaHrue HHBEeHTapHOTO daiiyia: mepeMeHHbIeY).
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J1is aBTOpU3aIUU CJielyeT BBIIOJIIHUTD Cllelytolye JeHCTBUS:

1. 3amycTUTh KOHCOJIb U3 JIIOOOT0 MecTa, T/ie peanu3oBaH AocTyml K «MoOduc Ilouta» mo
CeTH.

2. Ilomy4yuTh TOKEH aBTOPU3AIMH, BHITIOJHUB CIeAyoNyto komauay ais PBM API:

curl -X POST "https://<pbm url>/v2/auth" \

-d "login=<login>" \

-d "password=<password>"

I'nme:

<pbm_url> — nqoMeHHOe uMs cepepa PBM (npedukc 6yner uMeTs Buj pbm, Halpumep
pbm.domain.com);

<login> — JIOTUH TIOJib30BaTessl (AAMHUHUCTPATOpa), [UJIi KOTOPOTO BBIIOIHSIETCS

aBTOPH3AIIUS;

<password> — Iapojb MOIb30BaTess (aAMUHHUCTPATOpa), IV KOTOPOTO BBLINOJHSETCS

dBTOpHU3aliys.

3. B Cllydae YyCIIeIHOT'O BBIIIOJIHEHWA KOMdHIbI ITOSBUTCA COO6HKHHE§CH€HYKHH€FO BUa

(mst PBM API):
{
"access_ token": "<access token>",
"refresh token": "<refresh token>",
"expire": <expire time>,
"tenant-id": "<tenant-id>",
"role": <role>
¥
I'me:

<acceSS_tOken>-—BHHHQHHQTOKeHaaBTOPHBaHHH.
<refresh_token>-—3Haq8HHereﬁE§TTOKEHa,HEO6XOHHMOFO)HUIO6HOBﬂeHHﬂTOKEHa
aBTOpU3allUU.

<expire time> — BpeMs XU3HU TOKeHa.

<tenant-id> — id TeHaHTa, JIJi1 KOTOPOT'O CO3/Ia€TCSI TOKEH aBTOPU3aIIUH.

<role> — poOJIb aBTOPHU30BAaHHOI'O IIOJIbL30BaTessd, OJIsI KOTOPOI'O CO3[JaeTCsl TOKEH: 1 -

aJIMUHUCTPATOP, 2 — [10JIb30BaTeb, 3 — Cylep aJIMUHUHHCTPATOP.
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4. Tlonmy4yeHHBIM TOKeH aBTOPU3ALMM MCIIONIb3YyeTCs MpU paboTe C KOHCONBIO CJIelyIOIIUM

obpazom (st PBM API):

<request> -H "Authorization: Bearer <access token>"
['me <request> — chopMUpPOBaHHBIN 3aIIPOC.
5. Ilomyuennsiii refresh-TokeH BO3MO>KHO UCIIO/Ib30BAThH CJIEYIOLUIMM 00pa3oM:

curl -X POST "https://<pbm url>/v2/auth" \
-d "refresh token=<refresh token>"

-H "Authorization: Bearer <access_ token>"

Takast koMaH/ia 1103BOJIsIeT OOHOBUTH TOKEH aBTOPU3alluM, He co3/1aBasi HOBbIM. Pe3ymbrar

orepanuu 6y,I[ET dHaJIOTWY€eH YKda3dHHOMY BBIIIIE.

2.3 PaboTa c TeHaHTaAMH

Tenant B «MoiiOduc Iloyra» — 3TO JsOrMYeckas CyIIHOCTb, HWMeIOIasi BO3MOXXHOCTb
WCIIOJIb30BaTh PECypChbl M CEPBHUCHI MPOrpPaMMHOr0 Komiuiekca. [lo yMomuaHuio, mosjib3oBaTe U
pecypcel co3patotcsi B TeHaHTe default. Pabora ¢ TeHantamu Bo3moxkHa Tosibko depe3 PBM API

0JIb30BaTeJIeM POJIM CyIiep afMHUHUCTPaATOp (CM. pa3aen ABTopu3aIus).

2.3.1 IlonyuyeHue MmaccuBa TEHAaHTOB

KOMaH)la IIO3BOJILET IIOJIYYUThb MdCCHUB CYIIECTBYIOIIUX B CUCTeMe TeHAHTOB. HpHMep:

curl -X GET "https://<pbm url>/v2/tenants" \

-H "Authorization: Bearer <access_ token>"

2.3.2 JlobaBIeHre TeHaHTa

HJ’I}I ,[[O68BJ'[€HI/I$I T€HdHTa B CUCTEMY HEO6XOHI/IMO BBITIOJIHUTDH CJ'Ie,Hy'I-OH_[I/Iﬁ 3allpocC:

curl -X POST "https://<pbm url>/v2/tenants" -d domain=<domain> \

-H "Authorization: Bearer <access_ token>"

['ne <domain> — ob6CIy>XKHMBaeMblii JOMEH TeHaHTa.

B YKda3aHHOM BbIIIe IIppuMepe HWMs TeHdHTd GYJIET IIpHUCBOEHO daBTOMATHUYECKH. Ecmu

HeO6XO)II/IMO CO31dTh TEHAHT C YKA3dHHbIM UMeHeM, djieyeT IIPpUMeHUTDb CJ'IBI[YI-OH_II/II‘/‘I MeTond.
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curl -X PUT "https://<pbm url>/v2/tenants/<tenant-id>" \
-d domain=<domain>

-H "Authorization: Bearer <access token>"

I'me <tenant-id> — ums4 (id) co3agaBaeMoro TeHaHTa.

2.3.3 Yaajnenue TeHaHTa

TenaHT 13 cucTeMbl yaasnseTcs Cieayolel KOMaH 0iM:

curl -X DELETE "https://<pbm url>/v2/tenants/<tenant-id>" \

-H "Authorization: Bearer <access_ token>"

[lapameTp <tenant-id> — obsi3aTeseH.

2.3.4 CiucoK TeHAHTOB B a/IMUHHCTPAaTHBHON NaHeIN
Pabora ¢ TeHaHTamMu (OpraHM3alNMsIMU) B QJIMUHHACTPATUBHOM IaHeJH
peayM3oBaHa TOJILKO IS Io/Ib30BaTesId, SIBJISIOIIETOCS

CyliepaaIMUHUCTPATOPOM.

B CJIy4de, eCJiv I10JIb30BaTeJIb dBTOPU30BdH OT UMEHU CYIIepaAMUHUCTPATOPA:

1. Ilonw3oBaremnto gocryrieH pasnen Hacrporiiku / Cnucok opranusanmii (cM. PucyHok 5).

[Tpu BbIOOpe TaHHOTO pa3jiefia Ha 3KpaHe MOSIBIISIeTCs CIIMCOK TeHAHTOB (OpraHM3aIuii).
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2. B neBo¥i naHenu oToOpaXkaeTcsi CIMCOK TeHAHTOB, KaXIbIA U3 HUX UMeeT CTPYKTYpY:
— Jlo4TOBEIE JOMEHEI;
— Tlonb3oBartenu;
— ['pynmnsl pecypcos;

— ['pynmbl pacChuIKu.

« C 2 mailadminfice-app.nu/# tenants e 3
HacTpoiiku - Cnucok opraHusaumwin
CNHCOK CPraHnIauqA + [oGaenTe opraHnzaumro
Opranuzaumna3l - e -
Oprannaauqa Assik
MouroBwie goMeHs
TECToRAR BpeMS S—— /
Manszosareny PEMNujatén
pynns: pecypooe Tectupopanme 04 Espariol s
Murm8y
Mpynnem paccoinkK
Tecr2 Pyccrui rd
Opravu3ayma TecT A... =

MouToBpe AoMEHE

Monbzosatens

Pucynok 5 — Circok TeHaHTOB (OpraHu3aIyin)

2.3.5 JlobGaByieHHe TEHAHTA B Q/IMUHHCTPAaTHBHON MaHeJIN

Hns pobaBneHWs HOBOrO TeHaHTa (OpraHM3alid) HeoOXoauMO HakaTh JlobaBHTH

opranu3anuio. Ha sxpaHe BO3HUKHET naHesb BBoja (CM. PucyHok 6).
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« Hoeasa OopraHusaumud

HazeaHwue

000 MpoMBIWNEHHBIE CUCTEMBI

HoMeHHOE UMA

promsystems.ru

Aablik

Pycckui -
COXpPaHUTb OTmeHa

Pucynok 6 — Co3anue opranusanuu

ITocne BBOJld HA3BAHHW U IOMEHHOI'0O UMEHHU CjielyeT HAXKATb COXpaHHTL.

1. Ha skpane nosiButcst coobmienue «Opranu3arusi Jo6aBieHa.
2. HoBblii TeHaHT (OpraHu3aIusi) MOsSIBUTCS B CITMCKE OPTaHU3aIMH.
3. CTpykTypa HOBOM OpraHM3alliy MOSIBUTCS B JlepeBe OpraHM3alluii B COCTaBe CJIeIyIOIINX
3JIeMeHTOB:
— Tlo4yTOBBIE TOMEHHI;
— Tlonb3oBareny;
— ['pynmst pecypcos;

— I'pymnnsl pacchuiku.

2.3.6 I3MeHeHHe TeHAHTA B aJMUHUCTPATHBHOMH ITaHeJIH

HJ’IH pPedaKTUPOBaHH 3dllMCU TEHdHTAd (Opl" aHI/IBElLII/II/I) HEO6XOHI/IMO HaXXaTb HAXXATb HaA

CTPOKY B CIIMCKe TeHdHTOB, mbo KHOIIKY 7/ . Ha OKpdHe OTKpPOeTCd OUaJIoroBdsd IIdHeJIb

peakTUpPOBaHUs 3alMCH TeHaHTa (cM. PucyHok 7).
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« Hoeasa OopraHusaumud

HazeaHwue

000 MpoMBIWNEHHBIE CUCTEMBI

HoMeHHOE UMA

promsystems.ru

WMma gonsHo codepmaTe

Aablik

Pycckui -
COXpPaHUTb OTmeHa

PucyHnok 7 — PeflakTpoBaHue TeHaHTa

ITocne BBOJld HA3BdHHA M JOMEHHOI'O MMeHH Hd>XXdTb COXpaHI/lTI), IIapaMeTpbl TEHAHTA

(opranuzaiivu) 0y1yT OOHOBJIEHBI B CITUCKE.

2.4 Pabora c mojn3oBarejsiMmu

HHH pa6OTbI C IIOJIb30BAaTe/IIMM TeHadHTa (OpI‘aHI/IBHHI/II/I) Heo0X0IuMO HQPEI‘/JITI/I B pa3jeil

ITosnb3oBaTesn, Ha 3KpaHe 0TOOPA3UTCSI MTaHeJb CO CITUCKOM Tojb3oBaTesiel (cM. PrucyHok 8):

=

HacTpoiiku - MNoneaoeatenwu

CnUcos opraHIagui + [oGaRMTh NoNs3I0RaTENA
000 "Nernod™ -
Wma 4 PaMuaua L E-mail L i &)

NeHCeeTTexHo -
MosoBsie gomeHs! ANERCaHAD CMUPHOE CMMpHOE alexander smimoviofice.ru
Naneaceateny

i Enesa CMHpHOEA CrupHoBa elena smimova@office e & o
Fpynnei pecypcos o
[pynMbl pacceinkh @ Alexander Smimav Smimoy alexander smumavidofiice ru

Pucynoxk 8 — Crircok mosb3oBarerieit

[Io ymonmyaHuio CHuCcOK moJib3oBaTesied BkitodaeT croyioub:: Mmsa, Pamunmsa, E-Mail.
3aro/ioBKM CTOJIOITOB COJiepkaT CHUMBOJIBI CTPEJIOK ISl YKa3aHWS HaIlpaBJIeHHSI COPTUPOBKH.
Crpenka, oTtobpakaroiiasi TeKYI[yl0 COPTHUPOBKY, IOJICBeYeHa CHUHUM IiBeToM. [Ipu HakaTum Ha
3aroJIOBOK ITPOW3BOJUTCS COPTHPOBKA IO BbIOpaHHOMY cToJiOIly. HampaBiieHve COpPTHUPOBKH

HU3MEHSETCS IIPU KAaXXIOM HAXdTHUU Ha 3dI'OJIOBOK.

© 000 «HOBBIE OBJTAYHBIE TEXHOJIOI'Wy, 2013-2024 21



MounOdunc

CymeCTByeT BO3MOXXHOCTb BKJ/IFOYeHHS OOIIOJTHHUTEJIbHBIX OTO6pa)Ka(2MbIX CTOJI6I_[OB. HpI/I
Ha>XaTHWH Ha KHOIIKY m Ha 3KpdHe BO3HHUKAdET IIaHeJIb BKIIIOYeHHs / BBIKJTIOUEHHS JOIIOJIHUTEeJIbHBIX

cToiiboB (cMm. Pucynok 9):

OTtuecTBO
NonwHoCTb
Cratyc
Ponb

KeoTa

OTtoen

O 000000

lNopon

[:] Nuy,. cor.

Pucynok 9 — Beibop oTobpakaemMbIx CTOJIOIOB

HpI/I BKJIIOYEHHWHW HWJIM BbIKJIIIOYE€HHH CTOJ'I6I_IOB B JIAaHHOW MaHeIu HaCTpOfIKH B CIIMCKe

MoJib30BaTes e OyyT 100aBISTCS UK CKPBIBAThCS IOTIOJIHUTEIbHbBIE CTOJIOIIBI.

2.4.1 JlobaBIeHne moJjb30BaTe I

2.4.1.1 JTobaByieHue moIb30BaTeN sl B /IMHHUCTPATHBHOM MaHeIH

,HJ'IH CO30daHHA HOBOTI'O IIOJIB30BdTeJIsA HEO6XOI[I/IMO HEPEﬁTH B pa3neil Iloab3oBaTenu u
HaXXaTb KHOIIKY HoBblii monb3oBaresib. Ha OKpdHe OTKpOeTCA IIdaHeJib BBOJd IdHHBIX HOBOI'O

nosib3oBaTess (cMm. Pucynok 10):
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= HOEBIN NONL30BATENL

Noraw @ rest-app.com -
ANBTEDHATHEHBIA NornaH [(UTF-8) @ -
P p—
MonbaosaTens - 0 Mb

Napone

HoBsIR napont MoBTopHTE Napont

OononHuTensHeIe agpeca aNeKTPOHHOW NoYTEl + [oBaswTe agpec

NuyHana wHpopMmauns

Mg hamunua
OT4ecTED QToen
OonsHocTe OnucaHie
lapon,
KoHTakTk! DomawHui TenedoH
Fadouni Tenador Skype

NobaanTe

Pucynok 10 — ITanens BBoJIa JaHHBIX HOBOTO 110JIb30BaTeJIsl
Jl1s 3anoniHeHust IpoduUIIs M0JIb30BaTeIsl JOCTYIIHbI ClelyIollye IO

1. Hzobpaxenue («aBaTap») mojb3oBatesis. [ljasi Bbibopa u300pakeHUs HEOOXOIUMO
KJIMKHYTh B 00J1aCTh aBaTapa.

2. Tlome JloruH /17151 BBOZIA JIOTHHA MOJTb30BATEJIS C MCIIOIb30BAHUEM JIATUHUITBL.
Brinagarommuii ciiucok Jijis BEIG0pa JJoMeHa JIOTHHA.

4. Tlone AnbrepuaruBHbiii jgoruH (UTF-8) s BBOojga JlorMHA C HWCIOJIb30BAaHHEM
KUPWLTHIIBL

5. Brimagaronuii civcok AJis BbI6Opa JoMeHa ajibTepHAaTHBHOTO JIOTUHA.
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6. Brimagaromuii cnmcok Jyisi BeIOOpa poiM, AOCTYINHBI BapyuaHThl Ilonb3oBaTenb win
AnMuHHCTpPATOP.

7. Ilone KBota, conepxatiee pasmep (B M06aiiT), orpaHAYMBAIOMIMI pa3Mep XpaHWIHKIIA
IMCeM.

8. Ilons nnst BBOma UM mMpoBepku mapossi mosb3oBaresis: HoBenii maposnsb, IIoBTOopuTe

MapoJib.

TpeboBaHus K MMaposito (MOXXHO U3MEHUTh, CM. TJIaBy Hactpoiika ETCD):

— MUHMMaJbHas JJIMHA: 6 CUMBOJIOB;

— MakKcuMalbHag InHa: 128 cuMBOIIOB;

— MUHHUMaJbHOe KoJinyecTBO Iudp: 1 mudpa;

— JIONMyCTUMble CHUMBOJIBI: JIATUHCKHE OYKBBI, IUMPHI, CIEINCUMBOMbI  (MX
HaJIM4Me B apoJie Heobs3aTenbHO): - @#$%"&*();

— TIapoJib He JOJDKEH COflepXKaTh KUPUILIUILY.

9. Pazmen lomosHUTeNbHbIE aJpeca 3JIEKTPOHHONH MTOYTBHI [ J100aBJIeHUs
TIOTIOJTHUTETBHBIX TTOYTOBBIX aJIpecoB (aIacoB).

10. [Tons s 3anosiHeHUsI JIMYHBIX JaHHBIX MOJIb30BaTess JImunasa nndpopmanus

11. Tlomns fiig 3aroTHeHUsT KOHTAaKTHOM HHGOPMaIiy B pasfieiie KoHTaKkThI.

12. HH}I 3aBeplieHruda CO3JaHHud HpO(l)I/IJISI I10JIb30BaTeId HeOGXO)II/IMO HaXXaTb KHOIIKY

Jl00aBUTH WM KHOIIKY % , pacIO/IOXKeHHYIO B JIEBOM BepXHeM yIiy ¢GOpMbl BBOJA JIJIS

OTMeHbI CO3JaHHs 110JIb30BaTeJI4d.

AQMUHHUCTpPATOpPY AOCTYHHBI BCe IeNCTBUS, paccMaTpyUBaeMble B HACTOSIIEM
PYKOBOJICTBe, OrPaHMYEHUM HA KOJIMYECTBO aAMUHUCTPATOpoB «MonOduc»

HeT.

B pesyinbraTe ornepanuu HOBBIY IOJIb30BaTeNb Oy/1eT 0TOOpaXkeH B CIIMCKe I10JIb30BaTeslel.

2.4.1.2 TobaBienue nmoab3oBares yepe3 PBM API

Jlob6aBnenue nosib3oBaTeneit B b/l Takke MoxeT OBITH pou3BeieHo Tipu oMol PBM API.
O0si3aTenibHast vHQOpMalYs, yKa3blBaemasi IIPU CO3[IaHUM HOBOTO II0JIb30BaTesisl, NpUBeJleHa B

Tabnume 2.
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Tabmuna 2 — Ob6s3aTenbHas UHGOpPMAIYsI IPYA CO3[ITAHUU T10JIb30BaTeJIs

IIapamerp Pacum¢poBka
mail [To4yTOBEBIN ATUK
mailAlternateAdd
AnwrepHatuHbiii JoruH (UTF-8)
ress
userPassword [Taposb (TpeboBaHMS K IAPOJII0 MOXKHO M3MEHUTh, CM. I1aBy Hacrpoiika ETCD)
Ponb co3paBaemoro mosb3oBarens. MoXHO ykasaTh ciiefiyionive 3HadeHus: 1 -
employeeNumber
AJIMUHUCTPATOP, 2 - OOBIYHBIN TI0/Ib30BaTeNb, 3 - Cylep afAIMUHUCTPATOP
tenant-id TeHaHT noIBL30BaTENS
cn Hma
sn Damuus
[Ipumep 3amonHeHUs AOMOTHUTEIBLHONM MHPOPMAIIUU O M0JIb30BaTesle IpUBeieH B Tabsule 3.
Tabnuma 3 — JlonosinuTtenbHast UHGOpPMAIysl Py CO3/IaHUU T10JTb30BaTeJIs
ITapamerp Pacumdposka
BunumocTte monb3oBarens B aApecHoOM KHure. Bo3moxHble 3HadeHus: (0 - He
BUfieH B pasnene «Kosern», HO BuieH B CIMCKe aBTO3amojiHeHus, 1 - BuieH B
employeeType
a/IpeCHON KHWTe U B CIICKe aBTO3aIlOJIHeHHs], 2 - He BUJIeH, 3 - BUJIeH B pasfelie
«KoJuterny, HO He BUJIeH B CIIMCKe aBTO3aIl0JIHEHHSI.
initials OTuectBO
ou OTtnen
title JOIDKHOCTB
1 JononHuTenbHble  afpeca  37IEKTPOHHOW — TOYTHI  ([IOYTOBBIE  aJIMACh).
alias
VKa3bIBarOTCA yepe3 3ansTyio 6e3 mpobena
description Ormnucanue
Homamnuii HoMep TeslepoHa. Mcnonb3yloTcs TONbKO LUGPH U CllelyanbHble
homePhone
CUMBOJIBI
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IIapamerp Pacum¢poBka

Pabounit HOMep Tenedona. Hcronb3yroTcs TONBKO HUPPHL U CleldabHble
telephoneNumber

CUMBOJIBI
1 T'opon
telegram Telegram
skype Skype

KBoTa 3aHMMaeMOro IOYTOBBIM SIIIMKOM IPOCTPAHCTBA, OTJIMYHAS OT KBOTHI I10
quota

yModaHuio. Mcosnb3yoTes TosibKo nudphl, pa3Mep 3aaercs B 6aiftax
displayName OTobpaxkaemoe B aJfpeCHOM KHUTE UMSI

CraTyc 6510KMpoBKY Tosb3oBarens. Jocrynable 3Hadenus: 0 - 3abiokupoBan; 1 -
_ pa3bJI0KUpOBaH, 2 - M0JIb30BaTelIb 3a0JI0KUPOBaH U He IIPHHSUI [I0JIb30BaTelIbCKOe
inetUserStatus

coryammenve. [lonp3oBarens co crarycoM 2 He MOXeT OTHPaBIATh W

MIPOCMATPUBATh MOYTY, TOJIbKO IPUHUMATh. 3HaYeHHe 110 YMOITYaHHIO - 2
1 SI3pIk TONIB30BaTeNs, MOCTyNHbIe 3HaueHUs: en-US (3HaueHWe 1O yMOJIYaHUIO),

ang
ru-RU, es-PA, fr-FR, it-IT, pt-BR, ba-RU, tt-RU

[Ipumep co3maHus MONIb30BaTENsI C PoOJibIo agMuHHCTpaTop (1) B TeHaHTe MO YMOJTYaHHIO
<tenant-id>, IOYTOBBIM SIIHUKOM <mail>, IIApOJIEM <password>, HMEeHEM U (l)aMI/IJII/IeI?I <name>

N <surname> COOTBETCTBEHHO:

curl -X PUT "https://<pbm url>/v2/users/<tenant-id>/<mail>" \
-d "userPassword=<password>" -d "employeeNumber=1" \

-d "cn=<name>" -d "sn=<surname>"\

-H "accept: application/json" \

-H "Authorization: Bearer <access token>"

ITpu ycrienmiHOM BBITIOJIHEHUU 3aIIPOC BEPHeT CJIe/IyIOLIUI OTBeT:

"success": true
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2.4.2 Ilouck nonn3oBaTesis

2.4.2.1 Ilouck mosb30BaTes el B aAMUHHUCTPATHBHOM ITaHeIH

Jlyis moucka 1osb3oBaTeliel UCIOJIb3yeTCsl TIOMCKOBasi CTPOKA, PACIIOOXeHHAsi B BepxHeu
yacTy naHenu paszgena Ilosnb3oBaresnn.

YToOBI OCYIECTBUTD MOKCK, He0b6x0oauMOo niepeT B pa3zzen Ilosb3oBaTesn, BBECTH 3aIIpoC
B 1nouckoByto cTpoky Ilouck u Haxxath ENTER.

Pe3ynbrar, COOTBETCTBYIOLIMI BBeleHHOMY 3ampocy, OynerT orobpaxkeH B CIIHCKe
[10JIb30BaTesIe.

HJIH BbIXO/ld U3 peXHWMd IMIOMCKa W BO3BpPATd K MCXOJHOMY CIIMCKY M0JIb30BaTeIer cienyer

Ha’>XaTb KHOIIKY x .

2.4.2.2 Tlouck monn3oBarenei yepes PBM API

Il moslydeHuMsl CIMCKa Iojb3oBaTesield Heobxoaumo BeInonHUTE cURL-3anpoc GET co

CJIeTYIONTUMHU TTapaMeTpaMu (CM. Tabnuiry 4):

Tabmuma 4 — [TapameTpsl 3ampoca MoTy4YeH s CITKCKa IT0JTb30BaTese

ITapamerp PacumdpoBka

tenant-id TenanT nonb3oBares (00s13aTeNbHBIN TapaMeTp)

Crpoka [y orcka, paboTarolias o 3HaueHusIM moJjiei mail, cn u sn. Bo3paiaer

search [IepBYIO CTPAHUILy C pe3yJsibTaTaMM U 001iee KOJIMIeCTBO COBIAZeHHUH
page Bri6op cTpaHuIie! pe3ysibTaTa, He BMECTUBILIETOCSl Ha OJIMH 3KpaH
cort Tun coptupoBku. 0 - no Bospacranuio (B andaButHoM nopsiake), 1 - mo yosiBanMIo (B
0bpaTHOM MOpsiIKe)
derh CopTHpoBKa 110 3Ha4eHUIO YKa3aHHOTO oJist. MoxeT npuHMMAaTh 3Ha4eHust mail, cn
orderby

usn

ITpu BrI3OBe KOMaHIBI 0Oe3 IapameTpoB OyneT BO3BpallleHa IlepBasi CTpaHMIA CIIMCKa
II0JIb30BaTesleld, OTCOPTUPOBAHHas 110 MOJII0 mail, a TakXke UX 0bljee KOJIUYECTBO.
[Tpumep komaH[BI, BO3BpallalOllel IIepBYyI0 CTpPaHMIy CIIMCKa II0JIb30BaTeslell TeHaHTa

tenant-id, OTCOPTHPOBAHHYIO 10 IOYTOBOMY a/Ipecy:
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curl -X GET "https://<pbm url>/v2/users/<tenant-id>?page=1l&orderby=mail” \

-H "Authorization: Bearer <access token>"

HJ’IH IToJIy4eHusa l'IO,I[pO6HOI>i I/IH(l)OpMaI_[I/II/I O KOHKPETHOM IIOJIb30BaTejie CHUCTEMbI
HEO6XOILI/IMO BBITIOJIHUTL  3d4IIpOC C YKd3dHMEM IIOYTOBOI'0 MAOiWMKad 3TOI'0 II0JIb30BaTeJId.

Obs13aTesbHbIE K YKA3aHUIO MTapaMeTpbl — <mail> U <tenant-id>. [Ipumep:

curl -X GET "https://<pbm url>/v2/users/<tenant-id>/<mail>" \

-H "Authorization: Bearer <access token>"

B TeKyIleM pejin3e 3dIIpOoC BCeX MI0JIb30BaTeJIe MOXKeT 3dBEPIINTHCA OIMOKON Internal
server error. ,HJ'[SI HCIIpaBJIEHUA H806XOI[I/IMO Ha BCeX HOHOax ldap BBITIIOJIHWUTL ClieJyronjre
KOMAaH/HbI:
docker exec $(docker ps -gf name=ldap) dsconf localhost backend index \
add --index-type eq --attr tenant-id --reindex userRoot
docker exec $(docker ps -qf name=ldap) dsconf localhost backend index \
add --index-type eq --attr employeeNumber --reindex userRoot

docker exec $(docker ps -gf name=ldap) dsconf localhost backend index \

add --index-type eq --attr employeeType --reindex userRoot

2.4.3 PepakTupoBaHue npoQuiis nojab30BaTes

2.4.3.1 PepakTHpoBaHue npo¢uis 1ojab30BaTessi B aAMUHHCTPAaTHBHOM ITaHe/IN

st pemakTupoBaHUSI TPoGWIs  TOJb30BaTelis HeoOXOAWMO TepedTH B pasfen
ITosb30BaTe M HY>XHOTO TeHAHTa, Jlajiee BOCIIO/Ib30BaThCsl OOHUM U3 CJIeYIOIIKX CII0COOO0B:
— B CIHCKe TIOJIb30BaTejlel HaBeCTHM KypCOp MBIIIM Ha HeoOXOJHMMYI0 CTpOKY, Hdajee
HaXkaTh Ha KHOTKY # ;

— JIeBOM KJIaBHUIIIeH MbIIIY BbIOpaTh HYXKHYIO 3allMCh B CIIHCKe.

B OTKPBIBIIEMCS OKHe HOOCTYIIHbI II0JII l'IpO(l)I/IJ'ISI I0JIb30BATeJIsl AJIsi BHECEHMs] W3MeHeHUH

(cm. Pucynok 11).
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+ Hazapg 1 ¥nanure nonslseatens
Aleksandr
NoruH
F " Kuora
- 613/ 512 k
CMEHNTE NAPOIE
foanid napone MNoeTopuTe Naponk

JlononHUTeNEHbIE BAPECa ANEKTPOHHOA NOYTEL + NoSaouTe agpee

NMuunan nudopmaymn

*Mran * ParMKAnA

Aleksandr Srmirnov

OTUECTIS Qraen

Orodpamaemos UMR B AOPECHON KHWIE

Alekzandr Smirnay

KonrakTe

Pabounia renedan

HomawHud TanedoH

246516544

Ynpapnedne KaneHAapAMKH NONBIOBATENA

Bt mao

= CUIMH MR HECKONES0 KEREHOADER PO ABS0EETRAN

Mepenate

Pucynok 11 — PegaktripoBanue 1npoguiisi Iojb30BaTesst

B manenu pepakTUpoBaHUS OJIb30BaTesI IPUCYTCTBYET pasfiel Y mpaBjieHHe
KaJIeHAapsIMH NoJib3oBaTesisA. OH 1aeT BO3MOXKHOCTh HaCTpauBaTh Ilepe/iavy KajleHJapeu
M0JIb30BaTe sl HOBOMY Biafienibily. [Ipu HaxkaTiu Ha kHonKy IlepenaTh Ha SKpaHe MOSBIIsSETCS

naHeJb YNpaBjIeHHe KaJleHapsiMu mojib3oBartenst (cMm. PucyHok 12).
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Ynpaeneuue KaneHgapaMu nonb3oeartens

FAOBEIN Bnagengy KaneHaapn 3amMeHE EEKYWEro B pONA CpralHydaarTopa

OTmeuna

Pucynok 12 — PepjaktripoBanue npoduiisi ojib30BaTesst

Jlns mepenmauu KasieHJaped JpPYromy MOJIb30BaTeIl0 CJielyeT BbIOpaTh HE0OXOIUMBbIe
KaJIeHJ]apy, a Takke HOBOTO Biajiesbia. [locie HakaTus Ha KHONKY I'0TOBO Ha aKpaHe TOSBUTCS

coobuienue «Kanenmapu mosb3oBatesis epeiaHbl HOBOMY BJIa/IENbITY».

HH}I COXpaHeHHd U3MEHEeHHH B ITaHeIx pPedaKTUPOBAHMA I10JIb30BATEeIIA H806XO)II/IMO HaXXaTb

kHOTIKY OOHOBHTS, |15 BbIX0J1a 6e3 U3MeHeHUH HaxaTh KHOIKy % Ha3san, pacronoxxeHHy1o B

JIeBOM BepxHeM YTJTy IaHeJIu PoQpuIIs.

2.4.3.2 PepakTHpoBaHue npoduis nosb3oBaresnsa 4yepes3 PBM API

Jlns 0OHOBJIEHHST ¥ KOPPEKTHUPOBKH TOJIEM y’Ke CO3[aHHBIX I0JIh30BaTesield UCIOJIb3YyeTCs
komauga PATCH.
O0s13aTeNIbHBIMY TTapaMeTPaMU, MCII0JIb3yeMbIMU B 3aIpoce, SIBISIOTCS tenant-id ¥ mail,

HaMMEeHOBaHMSI OCTAJIbHBIX T10JIel yKa3aHbl B pasfiesie JlobaBieHue nonb3oBatess yepe3 PBM API.

[Ipumep komaHBI, JOOABISIONIEHN TOJle ou CO 3HaYeHHeM «Development» 1 0OHOBJISIOIIEH

3bIK web-uHTepdeiica 1ang Ha aHTIIMHACKUM [IJIs TT0JIb30BaTeNsl <mail>:

curl -X PATCH "https://<pbm url>/v2/users/<tenant-id>/<mail>" \
—--data-raw '\
[{ "op": "add", "path": "/ou", "value": "Development" 7}, \

{ "op "replace", "path": "/sn", "value": "MailTest" }]' \

-H 'Content-Type: application/json-patch+json' \

-H "Authorization: Bearer <access token>"

[Tpu ycremmiHOM BBITIOJIHEHUU 3aIIPOC BePHeT CJIe/1yIOI1i OTBeT:
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"success": true

2.4.4 BiIOKMpPOBKa M0JIb30BaTeIs

2.4.4.1 brokupoBKa 1oJ1b30BaTes sl B aAMUHUCTPAaTUBHOI ITaHeIN

B ApmunuctpatuBHOW IlaHenyn wumeeTcsi BO3MOXHOCTb OJIOKMPOBKM —IT0JIb30BaTese.

A)IMI/IHI/ICTpaTOp Ipu HeO6XOI[I/IMOCTI/I MOXeT 386J'IOKI/IpOBaTb I10JIb30BaTeJId, I10CJIe Yero.

— I0JTh30BaTeJb He CMOXeT BOWTH B CBOIO YUETHYIO 3aIUCh;

— I0JTh30BaTeJIb He Oy/ieT MoJTy4aTh HOBbIE TIMChMA;

— MepechUTKA THCeM [Tl TAHHOTO TOJTb30BaTesIsl CTAaHeT HeOCTyIHa (B Cilydae, eciid Obuia
paHee HACTpPOEHa);

— [OJTb30BaTeNIb He OyIeT OoToOpaXkaThCS B CITMCKe KOHTAKTOB, TOjCKa3kax B I[loure,
Kanennape u T.1.;

— y TI0JIb30BaTesIeH, [ KOTOPBIX 3a0JI0KMPOBAHHBIN IMOJIb30BATe b MPEeIOCTABMII JIOCTYII K
CBOUM TIOYTOBBIM TallKaM, MPOMAET JOCTYI K 3TUM TarKaM;

— OTHpaBKa MHCEM OT WMeHHM 3a0JIOKMPOBAHHOTO IIOJIb30BaTesIsl CTaHeT HeJOCTymHa (B

ciiydae, eciu Obljla paHee HaCTpPOEeHa).

Jlyist 6JIOKMPOBKHU TOJIb30BaTeNIsl CiiefyeT mepeiiti B paszies Ilosib3oBaTeau BbIGPAHHOIO
TEHaHTa, Jlajiee BOCIIOIb30BAThCS OJJHAM U3 CJIeYIONIMX CIIOCOBOB:
— B CIIMCKe TOJb30BaTeJied HaBeCTH KYpPCOP MBIIIM Ha HEeOOXOJUMYIO CTDPOKY, ajiee
Ha)kaTb Ha KHOIIKY (3;
— JIeBOM KJIaBMINIEH MBIIIK BLIOPATh HYXKHYIO 3allMCh B CIIMCKE, Jajiee B OTKPBIBLICHCH
NaHeM PeJIJAKTUPOBaHUs TPOGUIA HakaTh KHONKY 3afJI0KMpOBAaTh B BepxHed 4acTu

OKHa.

Ha skpane nosiBUTCS aioroBasi aHeJsib, IpMBe/ieHHast Ha pUCyHke 13.
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Bbnokupoeka nonb3oBaTtens

Moka nonk30BaTtenk AHTOH CHAOPOE 3a0N0KHMPOBAaH, OH HE CMOMET BOWTH B
CHUCTEMY, 8 TAKME NoNy4YaTk NHckMA. OBLWKWA JOCTYN K NankaM Nnons3oeaTena
ABYOEeT 33KpBIT.

@ MNepepaTh Kanewjapw NonL3oBaTeNA

HoEbIA BRajenel KaneHaapa IaMeHuT TEKYILEro B DONW OPraHW3aTopa
COB6ITHA.

3a6noknpoBatb

Pucynok 13 — JTuanor 6;10KMpOBKY II0JIb30BaTes

[Ipu 610KMpOBKe MOJIb30BaTeNIsI MPeJOCTaBISIeTCS BO3MOXHOCTD Tepe/laud ero KajieHjaapeu
IPpyroMy BIaJiefibIly. JTO CBSI3aHO C TeM, YTO I0C/ie yAalleHHs I0JIb30BaTesisi MOTYT OCTaBaThCs
COOBITHS, OPraHMU3aTOPOM KOTOPBIX OH siBjisseTcsi. CMeHa Bilajiesiblia KajieHaps ofpa3yMeBaeT Moj
coboi cMeHy opraHuzaropa y nojobHbix cobbitvil. [lpu BritoueHun nepexsitouatens IlepemaTthb
KaJIeHJIapH I0JIb30BaTeJIsl HA TaHeJld TOSBIISIOTCS TOJISl 7 BbIOOpA KajlleHJapel WU UX HOBOTO
Biafenbia (cM. pucyHok 14). Ilocie mepemauu KayeHaapsi y APYroro Biajiesiblla TOSIBIISIETCS

BO3MO>XHOCTH OTMEHHTE / UI3MEHUTh BCTpeYHn.

x
Bnokupoeka nonb3oBaTtens

Moka none3oeatenes cxbv dsb 3atnokw
a TaKMe Nony4aTe NHcbma. Dowmnihn aoc
JaKphLIT

DOBEH, OH HE CMOMET BOWTH B CUCTEMY,
TYWMN K Nankam NoNe3o0BaTenA bygeT

@ MNepegate kaneHgapu nonb3o0BaTens

HoBbil Bnageney KaneHgapa 3aMeHMT TEKYLLErD B pONWM OpraHyM3aTopa
COOBITHA.

Hoewiit Bnageney

Pucynok 14 — [lepenaua kanenjgapeit npy 6JI0KMpPOBKe MOJTb30BATeJIst
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AMUHHCTpPATOP MPU HEOOXOAUMOCTH TaKXKe MOXKeT CHSITh OJIOKUPOBKY Ioyib30oBaTes. Jliis
pa30/IoKUpOBKYU Tosib3oBaTesisi B paszeiie Ilonb3oBaTenu cielyeT BOCIOJIb30BaTbCS OJHUM M3
CJIelyIOLIUX CIIOCOOO0B:

— B CIMCKe IIOJIb30BaTejled HaBeCTHM KypCOp MBIIIM Ha HeoOXOJMMYyI0 CTpOKY, Aajee

HakaTh Ha KHOIIKY [ ;
— JIeBOM KJIaBMINIeW MBIIIM BbIOpaTh HY)XXHYIO 3allMCh B CIIMCKe, Jajee B OTKPBIBIIEHCS
MaHeld peJlaKTUpPOBaHUs Tpoduis HaxkaTh KHomky IlapameTrppl OJOKHPOBKH B

BerHeﬁ YdCTH OKHA.

Ha OKpdHe OTKPOEeTCA OUaJIoroBas IIdHeJIb p836JIOKI/IpOBKI/I II0JIb30BaTeJIdA, KOTOpAda TdKXe
JaeT BO3MOXXHOCTDL Ilepeadir KaHeHHHPEﬁ I10JIb30BATeJIIO (CM. PUCYHOK 15) Ilocne HaxkaTug Ha

PaBﬁJ’IOKI/IPOBaTB OrpaHUYeHMs Ha I10J/Ib30BaTe IS CHUMYTCH.

bnokupoeKa nonb3oBaTens

Moka Nnonk3oBaTenk AHTOH CHOOPOE 330N0KMPOBAH, OH HE CMOMET BOWTH B
CHCTEMY, 8 TAKME NOAYYaTh NMCceEMa. OOWMA OCTYN K Nankam NoNk30EaTens
OyOeT 3aKpeIT.

@ Nepepats KaneHpapw Nonb3oBaTens

Hoewld BRafensey Kanesnapa 3aMeHHT TEKYILLEro B PONW OpradMaatopa

COBBITHA.

3 Pas6nokupoBaTb

Pucynok 15 — [Inanor pa36s10KMpOBKY M10JIb30BaTEJIS

OcobeHHOCTU BJIOKMPOBKY TOJIb30BATEJIS
— aJIMMHUCTPATOpP He MO>XeT 3abJIOKUpOBaTh caM cebs;
Orpannuenus Tekylied Bepcuu (3.1):

— Ha JAaHHbIA MOMEHT HOOCTYIIHA TOJIBKO II0JIHas 6JIOKI/IpOBKa;
— HeOOCTyIIHd BO3MOXXHOCTb H{:lCTpOfIKPI ABTOMATUYeCKOH IepecblIKA nicemMm

386J'IOKI/IpOBaHHOI‘ O I10JIb30BATeJ I APYT'OMY I10JIb30BATEJIIO.

@yHKIMs OJIOKMPOBKHU JOCTYIIHA B CiTy4yae ycTaHOBKU [louTel 6e3 nnterpauu ¢ « MonOduc.
YactHoe o6mako». Ilpu wHTerpamum c «MoilOduc. YactHoe o067aK0» NPOUCXOIWT IOJIHAS

6J'IOKI/IpOBKa TI0JIL30BaTeJId 6e3 BO3MOXKHOCTH rnepenaviuv KaneH,uapeﬁ I10JIb30BAaTeJIAd.
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2.4.4.2 brokupoBka nosib3oBaress yepes PBM API

HJ’IH 6J'IOKI/IpOBKI/I MOJIb30BATeNs] BBIIOJHSIKOTCS JIeMCTBUS U3 pa3neiia 2!068BJ’I€HI/IQ

nosib3oBaTessi yepe3 PBM API ¢ yka3anuem 3HaueHus apaMmeTpa inetUserStatus. /locTynHbie

3HaueHus: 0 — 3abmokupoBaH; 1 — pa30JIOKMpOBaH, 2 - MOJb30BaTelb 3a0JI0KUPOBAaH U He TIPUHSIT
MoJIb30BaTeIbCKoe corjaieHue. [losb3oBaTeslb co cTaTycoM 2 He MOXeT OTHpPaB/IsITh U
IIPOCMATPUBATh MOYTY, HO MMChMA, OTIIPABJIEHHbIE 3TOMY IOJIb30BaTENI0 OYIyT AOCTaBJISTHCS B €r0
MIOYTOBBIU SIITUK.

[TprMep GJTIOKUPOBKHM ITOJIb30BATENIsl <mail > TeHaHTa <tenant-id>:

curl -X PATCH "https://<pbm url>/v2/users/<tenant-id>/<mail>" \
-—-data-raw '[{ "op": "replace", "path": "/inetUserStatus", "value": "0" }]' \
-H 'Content-Type: application/json-patch+json' \

-H "Authorization: Bearer <access token>"

[Tpu ycremiHOM BBITIOJIHEHUU 3aIIPOC BePHeT CJIe/1yIOI1i OTBeT:

"success": true

2.4.5 Yaanenue noan3oBareiisa

2.4.5.1 Yanenue nosb30BaTesisi B aAMHHUCTPAaTUBHON MaHeIH

Hnsa ynamenuss npodwist Tob30BaTessl ciienyer nepedtd B pasgen Ilonb3oBaTenn
BbIOpAaHHOI'O TeHAHTa, 3aTeM JIeBOM KJIABUIIIEH MBIIIU BHIOPATh HY>KHYIO 3aIMCh B CIIUCKE.

Jlasiee B OTKpBIBIIIEMCSI ITaHEJIN pefaKTUPOBaHuUs IPodUisi He0OXOAUMO:

— HAXaTb KHOIIKY YnaJme B BerHeﬁ YdCTH OKHA,

— Ha 3KpaHe IIOIBUTCS AUAJIOTOBAs IIdHEJIb, IIpUBeIeHHds Hd PUCYHKe 16.

[lpu ynmanenuu mosib3oBaTessl MPeAOCTaBISIETCS BO3MOXHOCTh Ilepefladdl ero KajieHJapei
IpyroMy Biajiefiblly. JTO CBSI3aHO C TeM, YTO II0Cjie yJajeHUs I0JIb30BaTessl OCTAlOTCSI COOBITHUS,
OpraHU3aTOPOM KOTOpBIX OH siBjsieTcs. [locie ynmanmeHusi opraHu3aTopa ero COOBITHSI HUKTO He
MOXXeT OTMeHUTh Wi u3MeHUThb. CMeHa Biajiesiblia KajeHjapsl oApasyMeBaeT II0J] COOOW CMeHY
opraHusaTopa y mojio0HbIx cobbiTuii. [locie mepenayun kaneHgapsi JpyroMy Biafeibily MOSIBIISIETCS

BO3MOXKHOCTb OTMEHUTH / U3MEHUTh BCTpe4Hn.
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YnaneHwe nons3oBaTena

@ MNepenaTe KaneHaapu NCNLIDBATANA

OTmeHa

Pucynok 16 — [Tuanor yaaneHus moyib3oBarest

[lpu BrIOYeHHMH mepekmovarens IlepesaTh KajleHZApH [0JTb30BATeJsl Ha IAHENH
TIOSIBJISIFOTCSI TIOJIS 1JTsl BLIOOpA KaJleHAapei v UX HOBOT'O BIIAZIeJIbITA.

[lo HaxkaTmi Ha Y@aauTh OTOOpaXKeHHe YJaJIeHHOTO TIOJIb30BaTeNss B CIHCKe Oyner
OTKJTIOYEeHO, HO OKOHYATeJIbHOe yajieHue u3 6a3bl JaHHBIX MMPOU30iIeT ToiIbKo Yepe3 30 cyTok. Ha

IMPOTAXXE€HUHN 3TOI'0 BpeMeHU CO3[IaHKe I10JIb30BATeJId C dHAJIOTUIHBIM JIOTMHOM HEBO3MOXKHO.

2.4.5.2 Y nanenue nosib3oBareis yepes PBM API

ITpu ynanennn nomnb3oBatesnielt yepe3 PBM API ucnosnb3yiorcs o0si3aTesibHble IIapaMeTphl:

tenant-id, mail.
Takum 06pa30M, YAajieHre I10JIb30BaTejid TeHdHTd <tenant-id> C 4IIUKOM <mail>

OCyHIeCTBJIIeTCd CJIIeAYIOIIUM 3aIIPpOCOM:

curl -X DELETE "https://<pbm url>/v2/users/<tenant-id>/<mail>" \
-H "Authorization: Bearer <access_ token>"

HpI/I YyCIIelIHOM BBITIOJIHEHHWH 3dIIPOC BEPHET CJ'IEJIYIOH_II/Iﬁ OTBeT:

"success": true
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2.4.6 NI3aMeHeHnne KBOTHI [IOJIL30BaTe IS

2.4.6.1 VizmeHeHHe KBOTHI I0/Ib30BaTe/Isl B aIMUHHUCTPATHBHOM ITaHe TN

Il yripaBiieHUs] pa3MepoM XpaHWIHWIIA ISl IvceM Ionb3oBatenis «MoiOduc» B pasnerne

ITonb30BaTen HEOOXOIUMO:

1. BpiOpaTh jieBOM KJIaBUINIEH MBIIIM HYXXHOI'O II0JIb30BaTellsi B CIIMCKe I10JIb30BaTellei
BbIOpaHHOI'O TeHAHTA.
2. B orkpeiBIIeMcs OKHe Npoduiis BBeCTH HOBOe 3HaueHHe pa3Mepa XpPaHWIMIA B IOJe

KsBora (cM. Pucynok 15).

3. Haxarp kHomky OOHOBHTBH [JI1 COXpaHeHMs Hu3MeHeHWH wWiu kHonky € Ha3sapn,

PacCIIOJIO’KEHHYIO B JIEBOM BEPXHEM YI'JIy OKHdA HpOCbI/IHH JJId BBIXOld 0e3 M3MeHeHHH.

2.4.6.2 3meneHue KBOTHI NTOJIL30BaTes1s1 yepes PBM API

,HJ'IH M3MEHEeHMS KBOTHI MI0JIb30BaTes BHIIOJIHSIIOTCS TeMCTBUS U3 pa3aeiia Pe,[[aKTI/IDOBaHI/Ie

npodwuis nmonb3oBaresis yepe3 PBM API ¢ ykazaHnuem 3HaueHus rmapaMerpa quota (B OalTax).

[Ipumep komaHAwl, 3aatomiel KBOTy B 110 monbp3oBaresis <mail > TeHaHTa <tenant-id>:

curl -X PATCH "https://<pbm url/v2/users/<tenant-id>/<mail>" \

—-—-data-raw '[{ ": "replace", "path": "/quota", "value": "1073741824" }]' \

op
-H 'Content-Type: application/json-patch+json' \
-H "Authorization: Bearer <access token>"

HpI/I yCIielIHOM BBITIOJIHEHHWH 3dIIPOC BEPHET CJIE):[y}OL[II/IfI OTBeT:

"success": true

[1pu 3anpoce nndopmanuu o 1noab3oBaTesie KBOTa 0TobpaXkaeTcs B KUiiobanTax.

2.4.7 ToniosTHUTEJIbHBIE aJipeca 3JIEKTPOHHOMH IMOYThI

HOHOHHI/ITeﬂbele daJipeca BHeKTpOHHOfI IMOYTHI UCITOJIb3YIOTCA I IIepeCbUIKU ITNCEM.
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2.4.7.1 [TobaByieHHe JOMOJTHUTEJIILHOIO aJ[peca B aIMUHHUCTPATUBHOM MaHeIH

HJ’IH I[O6aBJ'IeHI/IH JOIIOJTHUTEJIbHOT'O  II0YTOBOI'O adipeCa II0JIb30OBATEJId B  pa3jejie

Ilonb3oBarenu HEO6XOJII/IMO BBITIOJIHUTG CJIeAyroliye IeUCTBUS:

1. BriOpaTh J1leBOM KJIaBHIIeM MBIIIM HYXKHOTO IIOJIb30BaTesisi B CIIMCKe II0JIb30BaTeslei
BbIOPAHHOTO TEeHAHTA.

2. B otkpeiBIIeMcsl OKHe Npoduis Iojb30BaTenss B paszeie [lomojHUTe bHBbIE aapeca
3JIeKTPOHHOM MOYTHI HAXKaTh KHOTIKY JlobaBuTh agpec (cMm. PucyHok 15).

3. B mnosBuBmIeMcs 1ione Apjpec 3J1eKTPOHHOH HOYTHI BBeCTHM IIOYTOBBIMA ajpec

I10JIb30BaTeJId, 3dTeM BbI6paTb JOMEH M3 BbIIIaJaI0Iero CIIMCKA.

4. Haxarb kHOnKy OOHOBHTB /I COXpaHeHWs HW3MeHeHWH WM KHonky < Hasapn,

PacCIiOJIO’KEHHYIO B JIEBOM BEPXHEM YIJIy OKHA Hpoq)HﬂH JJIA BBIXOOA 0e3 U3MeHeHHH.

2.4.7.2 J[lobaBineHue OMOJIHUTEIHLHOTO afpeca yepes3 PBM API

HHH Jo0aBIeHus IIOYTOBOTI'O dJIMaCa BBITIOJTHAIOTCA IerCTBUS nu3 pa3feiia

o6asnenue nons3oBaresns yepe3 PBM APl ¢ yka3anuem 3HaueHus IapaMerpa alias. Ecmm

dJIMaCOB HECKOJIbKO, OHU YKAa3bIBAIOTCA Yepe3 3alIATYyI0 6e3 HpO6€JIa.
HpHMep KOMaHJIbl, 3aJlal0len ajac I10JIb30BaTejis <mail> TeHaHTa <tenant-id>:

curl -X PATCH "https://<pbm url>/v2/users/<tenant-id>/<mail> \
--data-raw '\
[{ "op": "add", "path": "/alias", "value": <aliasl>}, \
{ "op": "add", "path": "/alias", "value": <alias2>}]"' \
-H 'Content-Type: application/json-patch+json' \

-H "Authorization: Bearer <access token>"

2.4.7.3 YnaneHue qJONMOJTHUTEJILHOIO ajipeca

,HJ'IH yaaJleHus JOIIOJIHUTEeJIbHOI'O aJipeca SHEKTpOHHOﬁ II0OYTHI B

IMaHeJIx MPOoGUIIsl OJIb30BaTelIs HeOﬁXO)ﬂII/IMOI

1. HaxaTb KHOTIKY m CIIpaBa OT CTPOKH JOTIOJIHUTEJIbHOTO ajipeca.

2. Haxarp kHOnky OOHOBUTBH /i COXpaHeHHs H3MeHeHMM WM KHonky € Ha3san,

PAacCIIOJIOKEHHYIO B JIEBOM BEPXHEM YI'JIy OKHdA HpOCl)I/IJ'IH JJI BBIXO1Ad 0e3 M3MeHeHHH.
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2.4.7.4 'Y janeHue qonoJTHUTEILHOrO afipeca yepe3 PBM API

[Ipumep koMaH/IbI, yIQJISIONIEH BCe ajluachl I0JIb30BaTeliss <mail> TeHaHTa <tenant-id>:

curl -X PATCH "https://<pbm url>/v2/users/<tenant-id>/<mail>" \
--data-raw '[{ "op": "remove", "path": <pathl> },

{ "op": "remove", "path": <path2> }]" \
-H 'Content-Type: application/json-patch+json' \

-H "Authorization: Bearer <access_ token>"

HpI/I YyCIIelIHOM BBITIOJIHEHHWH 3dIIPOC BEPHET CJIE):[y}OI_[II/Iﬁ OTBeT:

"success": true

2.4.8 3aMeHeHHe mapoJis NOJIb30BaTe IS

2.4.8.1 I3meneHue napoJis 0JIb30BaTes sl B aAMHHHCTPAaTHBHOI ITaHe/IN
Il m3MeHeHus TapoJist mosib3oBaTens «MorOducy B pasnerne Ilonb3oBaTen HeOOXOIUMO:

1. BribpaTth B 00llleM CIHCKe MOJIb30BaTesis, MapoJjib KOTOPOTO HeOOXOJAUMO H3MEHUTD,

3aTeM JBOUHBIM KJIMKOM MBbIIIIH OTKPGLITH IIaHeJIb PeJdKTHUPDOBAHUA.

2. B OTKpPbIBIEMCS OKHEe HpOCl)I/IJ'ISI II0JIB30BATEJIA B pd3jesie CMmeHUTH napoJjyib BBeCTH

HOBBIA IapOJib ITIOJIL30BATEJId B ITOJIAX Hosbrii HapoJjb 1 HOBTOpI/ITe HapoJib.

3. Haxarp kHonmky OOHOBHTBH Il COXpaHeHUsl M3MeHeHWH wiu kHonky 4 Ha3sapn,

PacIrosoXKeHHYIO B JIEBOM BepxHeM yIJly OKHa Ipodusis AJis BbIxo/ia 6e3 n3MeHeHU.

TpeboBaHnus K mapotio NpuBezieHsb! B IiaBe JloOaBieHue 1101b30BaTessl.

2.4.8.2 N3meneHue napoJis nojb3oBares yepes PBM API

HJ’IH H3MeHeHHa IapoJid I10JIb30BaTeJId BBITIOJIHATOTCSL JIerCTBUS n3 pa3aeiia

PepakTrpoBanyre npoduis NoJab30BaTedsl JaHHOI'O PYKOBOACTBa C YKa3daHHWeM 3HdYeHH IldpaMeTpda

userPassword.

HpHMep KOMaHJIbl, 3aJarolien apoJib <password> II0Jb30BaTeNlI <mail> TeHaHTa

<tenant-id>:
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curl -X PATCH "https://<pbm url>/v2/users/<tenant-id>/<mail>" \
—-—-data-raw '[{ "op": "replace", "path": "/userPassword", "value": "Reader02" }]°'

\
-H 'Content-Type: application/json-patch+json' \

-H "Authorization: Bearer <access_ token>"

ITpu ycrienmiHOM BBITIOJIHEHUU 3aIIPOC BEPHeT CJIe/IyIOLUI OTBeT:

"success": true

2.5 Pa6ora c rpynmamu pecypcoB

Pecypc B «MoiOduc Iloura» mnpencraBisier coboil MHCTPyMeHT [Jii paboThl C
3aHMMaeMbIMU Ha 33JlaHHbIN MPOMEXYTOK BpeMeHU o0BheKkTaMu. B BHJle Takux OOBEKTOB MOTYT
BBICTYIIaTh, HallpUMep, BUPTyasbHble WK (pU3nUeckre MeperoBopHble KOMHAThL. Takum 00pasoM,
MOJIb30BaTeIM IMOYTOBOI'O KJIMEHTa HKMEIT BO3MOXHOCTb OpOHHUpOBaTb 3TU OOBEKTHl (T.e.
HEeIoCpeICTBEHHO pecypchl), @ UHPOpMaIus 0 HUX OyZeT BUJIHA BCeM I0JIb30BaTesIsIM TeHaHTa MpU
CO3JITaHUU COOBITHS B KJIIMEHTe.

Jlyist Hayana paboThl C KHCTPYMEHTOM HeoOXOAMMO CO37]aTh B TeHaHTe CIelalibHbIe TPYIIbI

u )106aBI/ITI) B HUX IIJTaHHWPYyeMbIe K UCIIOJIb30BAHWUIO PeCyPChl.

2.5.1 Co3pmanue rpynisl pecypcoB B aAMHUHHCTPAaTHBHOMH ITaHeH

Yrobbl CO37aTh HOBYIO TpYIIy pecypcoB, B aJMHUHHCTPAaTHBHOM IaHeIW HeoOX0oJuMo
niepediTy B paszei I'pynmel pecypcoB 1 HaxaTb kHonky HoBast rpynma pecypcoB. B nipaBoii yactu

paboueii 06J1aCTU OTKpPOETCs TTaHesIb BBOIa UMeHU HOBOM rpymnmnbl (cMm. PucyHok 17).
Jli1s mobaBiieHys: HOBOM T'PYTIIIBI peCypCOB ClleJlyeT:

1. B nosne HazBanue rpynisl pecypcoB BBeCTH UMsI CO3/laBaeMOM TPYIIIIHI.
2. Haxartp xHonky CoxpaHMTB I CO3[aHUS I'PYMIbI C YKa3aHHbIM HUMeHeM WM KHOIIKY

OTMeHna JJId OTMEHBI CO30dHUA T'PYIIIbI U BBIXO/d be3 COXpaHeHHs .
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Pucynok 17 — Co3nanue rpymnibl peCypcoB

B pesynbraTe onepanuu B cicke 6yjieT oTobOpaXkeHa HOBas TPyIIIIa.

2.5.2 Co3pmanue rpyninsl pecypcoB depe3 PBM API

I[H}I IIOJIy4YeHUs] CIIMCKA YiKe HMeIOIIMXCsl TPYIIl pecypcoB TeHaHTa <tenant-id>

(obs13aTeNbHBIN TTapaMeTp tenant-1id) HEOOXOIUMO BOCIIONB30BAThCSI KOMAH/I0OM BUIA:

curl -X GET "https://<pbm url>/v2/resourcegroups/<tenant-id>" \

-H "Authorization: Bearer <access_ token>"

COB)IaHI/Ie T'pyHIibl peCypCOB BBITIOJIHAETCS KOMaHI0H clleyromero Bua.

curl -X PUT "https://<pbm url>/v2/resourcegroups/<tenant-id>/<name>" \

-H "Authorization: Bearer <access_ token>"

['me <name> — uM4 co3/iaBaeMoy I'PyMIIbl, 00si3aTeIbHbIN ITapaMeTp.

2.5.3 YnaneHue rpynnsl pecypcoB B aAIMHHUCTPAaTUBHON NaHeIH

Il ynaneHust rpynnel pecypcoB Heob6XxoiUMo nepedTy B pasfen I'pynmel pecypcoB, 3aTeM
BBIOPATH JIeBOM KJIaBUILIEH MBIIIY HY)XHYIO TPYIILY B CIIUCKe.

L[aJIee B OTKPbBIBIIEMCA IdaHEeJIM CO CIIMCKOM I'DYIIIIBI peCypCcOB HE’O6XO,I[I/IMOI

— HaxaTb kHo1nKy [I] B BepxHeii npaBoii 4acTH OKHa;
— TMOJATBEpAUTb HeOOXOAUMOCTb yHajieHHusi B  OTKPBIBIIEMCSI JTMAJIOTOBOM  OKHe

(cM. Pucynok 18):
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YOanuTe rpynny pecypcos

Bel gelcTEMTENLHO XOTUTE YOANWTL rpynny pecypcos Hoear rpynna ?

Pucynok 18 — IloaTBepxaenue ynaneHus TPYyIibl PpeCypCoB

['pymna pecypcoB OyzieT ynaneHa U3 CIIMCKa.

2.5.4 IlepenMeHOBaHHUe IPyNIbI peCcypcoB B aJMHHICTPAaTHBHOMN NaHeIH

Il mlepeMeHOBaHUs IPYIIIBI PeCypcoB He0bXxo1MMo TepelTH B paszen I'pynnsl pecypcos,

3daTeM BbIGpaTb JIEBOM KJIABUIIIEM MBIIIN HYXXHYIO I'pYIIITy B CIIMCKeE.

Jlasiee B OTKpBIBIIEMCS IaHEJIM CO CIIMCKOM peCcypCcoB HeOOXOAMMO OTpeaKTUPOBAaTb UM

I'PYIIIIBI B I10JIe C UMEHEM U HdXXdTb KHOIIKY HEpEI/IMEHOBaTb.

Wms rpynnsl 6yaeT 06HOBIIEHO.

2.5.5 IlepenmeHoBaHue rpynnsl pecypcos yepe3 PBM API

1 mojlydeHMsI CIMCKA YoKe MMEIOIIMXCs TPYNIl peCypcoB TeHaHTa <tenant-id>

(obs13aTesibHBIN MapamMeTp tenant-id) HEOOXOJUMO BOCIIOJIb30BAThCS KOMaHJI0M BUJIA:
curl -X GET "https://<pbm url>/v2/resourcegroups/<tenant-id>" \
-H "Authorization: Bearer <access_ token>"

[IeperimeHOBaHME TPYIINBI PpECYPCOB BHITIOIHSAETCS KOMaHA0M CJIeyIOero BUja:

curl -X PATCH "https://<pbm url>/v2/resourcegroups/<tenant-id>/<name>" \

-—-data-raw '[{ "op "replace", "path": "/name", "value": "newName" }]' \

-H 'Content-Type: application/json-patch+json' \

-H "Authorization: Bearer <access_ token>"

['me <name> — uM4 rpymnsl, <newName> — HOBOe UM I'PYIIIIBI.

2.5.6 Ynanenue rpynnsl pecypcoB yepe3 PBM API

[Tpu ynanenuu rpynimsl peCypcoB BMeCTe C Hell yJaJsloTCs BCe BIIO)KeHHbIe B Hee pecypcChl.

HJ’[H BBIIIOJIHEHMS JIeUCTBHUS HEO6XOI[I/IMO BOCIIOJIb30BaThCSI KOMaHOOM dleqyromero Byujia:
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curl -X DELETE "https://<pbm url>/v2/resourcegroups/<tenant-id>/<name>" \

-H "Authorization: Bearer <access token>"

['me <name> — uMs ynansieMo rpymiibl.

2.6 Pabora c pecypcamu

2.6.1 [TobaBiieHne pecypca B aiMUHHCTPAaTUBHOH MTaHeIH

Yrob6bl [106aBUTH HOBBIM pecypc B TpYIIly PecypcoB, HEOOXOOUMO IeperTH B pasfen
I'pynnbel pecypcoB B aJJMUHMCTPATHMBHOW IaHelIM M BbIOpaTh IpyIIy, B KOTOPYI0 He0oOXOAUMO

nobaButh pecypc. B npaBoit yactu pabouei 061acTU OTKpoeTCs IlepedeHb pecypcoB, BXOASIIMX B
TpymIy.
Hanee cienyer:
1. HaxaTb kHoniky HoBBIi1 pecypc, YTOOBI 3aII0JIHUTD I10JIs1 BHOBB CO3]/]JaBaeMoro pecypca.
2. B otkpeiBiiemcs okHe BBectu UM, Aapec, I'opoa, Onucanue (cMm. Pucynok 19).

3. Haxatpe kHOonky CoxpaHUTB [JIsl CO3[]aHUSI pecypca Wwir KHONKy OTMeHa /ijisi OTMeHbl

CO31dHUA peCypCd U BbIXOd be3 COXpdHeHUA.
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< HoEkIN pecypc

lmA

Afpec @ Testru~

[opon

Qnucande

Pucynok 19 — Co3nanue HOBoOro pecypca

B pesynbraTe onepainvu HOBBIM pecypc OyneT oToOpaXkeH B CIIMUCKe PecypcoB, BXOJSIIIHUX B

TeKYIIYyI0 IPyIIy.

2.6.2 JlobaBienue pecypca uepes PBM API

Jli1s mosrydeHuMsl CIMCKA YyKe HUMeIOIIMXCSl pecypcoB B TeHaHTe <tenant-id> TPYIIbI

<gname> HEO6XOI[I/IMO BOCIIOJIb30BAaThCSI KOMAHIOM BUJIA:

curl -X GET "https://<pbm url>/v2/resources/<tenant-id>/<group>" \

-H "Authorization: Bearer <access_ token>"

['ne group — uMs co3/1aBaeMo TPyMIIbL.

[TapameTpsl tenant-id ¥ group 00s3aTeNIbHBI K YKa3aHUIO.

Cosmanue pecypca B TeHaHTe tenant-id BBIIOIHIETCS KOMAaHJIOM CIieAyIolero BrUa:
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curl -X PUT "https://<pbm url>/v2/resources/<tenant-id>/<group>/<mail>" \
-d "displayName=<displayName>" \

-d "description=<description>" \

-d "l=<1>" \

-d "employeeType=<employeeType>" \

-H "Authorization: Bearer <access_ token>"
['e obs3aTesbHbIe TapaMeTphl:

— displayName — UMs CO3[JaBaeMOTO PeCcypca;
— group — UM CO3/1aBaeMOy T'PYIIIb;
— mail — co3gaBaeMbli Jyisl pecypca MoYTOBBIM suK. [lo upgeHTMduUKaTopy AaHHOIO

sIUKa pecypc 1o0aBisieTcs: B COObITHe.
Heobs3aTenbHble TapamMeTphl:

— description — OIMCaHUE pecypca;

— 1 —ropog, yka3blBaeMbIH jIs pecypca.

— employeeType — MapaMeTp OTOOpa)KeHWs IOJIb30BaTelsl B ajpecHoW kuure. 0 —
0To6pa>1<aeTc;1 TOJIBKO B TIIpe[jlardéMbIX KOHTAKTdX, 1 - OTO6pa)KaETC$I B CIIHMCKe

MpejijlaraeMbIX KOHTAKTOB M KOJIIer, 2 — He 0TOOpakaeTcs.

Pecypc mMoskeT ObITh CO3/1aH TOJIbKO B ['pymme pecypcos.

2.6.3 ObHoBJIeHHe pecypca B aJMHHICTPAaTHBHOMN IaHeIH

Jlns oOHOBJeHHsT pecypca HeoOXOAMMO TiepedTH B pasnen I'pymmel pecypcoB, 3areM
BbIOPATH JIEBOM KJIABUIIIEW MBI HYXHYIO TPYIIy B CIIUCKE.
Jlasiee B OTKpBIBIIIEMCSI TIAHEIM CO CIHMCKOM PeCypCOB HaXKaTh KHOIIKY 7 ma BbIOpaHHOM

pecypce.

B OTKprBEEﬁCH IIaHeJIn OTPeddKTHUPOBATDH HEO6XO,[II/IMbIe ol pecypcd, 3dTeM HAXAaTb

kHonKy CoxpanuTtsb (cM. Pucynok 20).
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< HoEkIN pecypc

lmA

Afpec @ Testru~

[opon

Qnucande

Pucynok 20 — [Tanenb pegakTupoBaHus pecypca

2.6.4 ObHoBenue uagopmanuu o pecypce yepes PBM API

Cucrema 103BOJIsSIeT JOTMOIHATL U OOHOBIIATH MHGPOPMAIIUIO 00 yXKe CO3JJaHHBIX pecypcax.

I[J'[SI HOJIO6HBIX onepaumﬁ ClleqyeT BBIIIOJIHUTL KOMdHAY CJIeAYIoIlero Bujiaa:

curl -X PATCH "https://<pbm url>/v2/resources/<tenant-id>/<group>/<mail> \
—-—-data-raw '[{ "op": "replace", "path": "/displayName", "value": "test2res" }]' \
-H 'Content-Type: application/json-patch+json' \

-H "Authorization: Bearer <access_ token>"

Onucanue I[IapaMeTpOB dHAJIOTUYHO IIpUBEJ€HHOMY B pad3fejie HO6&BJ’I€HI/IG pecypcCa 4epe3

PBM API. ITouToBBIi SIIIMK pecypca U IPYIITy, B KOTOPOM OH COCTOUT, U3MEHUTD JJaHHBIM MeTOI0M
HeJb34l.
i1 mpeBpaiieHrss pecypca B Z0Om-KOMHATy IIOCie CO3/aHMsI pecypca Heob6X0IuMo

oTpefakTHpoBaTh K04 psn/zoom B ETCD Browser (cm. pasnen Hacrpoiika ETCD).
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2.6.5 YnaneHnue pecypca B a/IMUHUCTPAaTUBHOM IaHeJIH

Jlns ynanenus pecypca Heo6xoaMMoO TiepedTH B paszien I'pynmsl pecypcoB BHIOPAaHHOTO

TeHaHTa, 3aTeM BbIOpAaTh JIeBOM KJIaBUIIlel MBIIIY HYXKHYIO TPYIITY B CIIUCKe.

Hanee B OTKpbIBOIEMCY IIdHEJIM CO CIIMCKOM peCypCOB HAaXXdTb KHOHKymHa BbI6paHHOM
pecypce " TIIOATBEpOUTH HeOGXO}II/IMOCTb yaajleHud B OTKpPbIBOIEMCY OHUAJIOTOBOM  OKHe

(cm. Pucynok 21).

YpanuTtb pecypc

Bbl AefCTBMTENBHO XOTHTE YO4AnUTe pecypc rooml ?

Pucynok 21 — IlonTBepixaeHue ynaneHus pecypca

Pecypc O6yner ynaneH v3 crivcka.

2.6.6 Ynanenue pecypca yepes PBM API

s ynaneHuss pecypca HeoOXOOUMO BOCIIO/Ib30BAaThCSl KOMaHAOW ClleAyIoIlero BHUAA

(mpuBesieHa ISl TEHAHTA <tenant-id> pecypca <mail>):

curl -X DELETE "https://<pbm url>/v2/resources/<tenant-id>/<group>/ \

<mail>" -H "Authorization: Bearer <access token>"

2.7 PaboTa c pacchUIKaMu

2.7.1 Co3naHue rpynisl pacChbliIOK B aIMHHICTPAaTUBHON NaHe/IN

Cy1ecTByeT BO3MOXHOCTb CO3/IaHHUSI TPYIII PACChUIOK CJIeTyIOIINX TUIIOB:

— Craruueckas — uMeeT 3a/IaHHBIN, TOCTOSIHHBINA CITUCOK YYaCTHUKOB;

— JluHaMu4Yeckas — CIIMCOK yYaCTHUKOB TpyIIibl pOpMHUpPYyeTCsl TUHAMUYeCKd, Ha OCHOBe
KaTajiora BHYTPEHHUX II0JIb30BaTejied M COOTBETCTBUS HX 3aJJaHHBIM YCJIOBUSM

BKJIIOUEHUS B Tpymily (ToapasiesieHue, ropoj, AOJDKHOCTh U IIp).
Yro6bl CO371aTh HOBYIO TPYIILYy PacChUIOK, CleflyeT B aAMUHUCTPATUBHOW IaHeJIH TepeiTH B

pazzen I'pynmbl paccbliiku 1 HaxaTh KHONIKy HoBasi rpynina pacceuiok. B npaBoit yacty pabodeit

obacTtu OTKPOETCH IIaHeJIb BBOJid JdHHBIX I'PYIIIILI.
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2.7.1.1 Co3ganue craTH4YeCKOH IPyNIIbl PacChIIOK

YTo0ObI CO3dTb  CTATHU4YeCKYK TIpPYIIly pPAdCCbUIOK, Ha IIdHeJIN HoBag rpymmna

(cm. Pucynok 22) cnenyer :

1. VYxazare Ums rpynmns.

2. B none Tum ykazaTe 3HaueHre CTaTH4yecKas.

3. BBecTu afpec MOYTOBOTO SIIIMKA I'PYNIIBI U BBIOpPATh JIOMEH U3 BbINA/AIOIIEro CIIMCKA,
COJleprKallero NOCTYIHbIe BADUAHTHL.

4. YkazaTb yYaCTHHKOB I'PYIIHI B 110JIe Y YaCTHHKH.

5. Jlnga coxpaHeHMs aHHBIX HOBOM I'pYIIbI HaXaTh KHONKY CoxpaHuTbh. byner cos3nmana

HOBaf CTaTU4YeCKas I'pyIilld.

+ HoBas rpynna pacceinok

A -l Bnak_oCHOBHOW_He yA...

Hacrpoitki
MouToBbIE AOMEHD!
Monb3osaten
Tpynnul pecypcos

Tpynne! pacceinkn

TecT cTaTudeckas

Avalon2_ugvuyg

RBN0NHBI MOpC

Hoeas rpynna

WM rpynnbl
1234

OMTOBBIA ALMK FPYN

YuacTHukmn

Tun

CraTuyeckan

black.myoffice-app.ru

arbonut

Tect-cnucok123

OTmena

C» cnncok Griok

Pucynok 22 — Co3filanue cTaTUuecKou IPYIIbl pAaCChLIOK

2.7.1.2 Co3gaHue TMHAMUYeCKOM IrPynnbl pacChUIOK

Yrobsl CO37maTh AMHAMMYECKYIO TpYIIy pacchliok, Ha maHenu Hoas rpynma

(cm. PucyHnok 23) crenyer :

1. VYkazaTb UMS$ IPYIIIIBL.

2. B none Tun ykasaTs 3HaueHve JluHaMHU4ecKas.

3. BBecTu afjpec MOYTOBOTO SIIIMKA TPYMIbl U BBIOPATh JIOMEH U3 BbINAJAIOIIero CIHCKA,
COJleprKalllero 0CTYIIHbIe BAPUAHTHL.

4. B rpymme noneii {o0aBiasTh B IPYIILY eCJIM 33/1aTh YCJIOBHE BKJIIOYEHHUS! YYaCTHUKOB B
rpymmy.

5. Jlna mobaBieHus AOTIOTHUTENBHBIX YCIIOBUH (He 6osee 10):
— Haxartb KHOMKY /lo0aBUTH ycI0BHE;

— B IIOSABUBHIUXCH IIOJIAX 3a/1dTh ellle OJHO YCJIOBHEe BKIIIOYEeHH YIdaCTHHUKOB B I'DYIIITY;
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— YKa3dTb crocob IIpUMEHeHHnA YCJIOBI/Iﬁ — BBIIIOJIHEHO XOTSA OBI O0THO ycdjioBHue MO0
BBIIIOJTHEHBI BCe YCJIOBHUA.
6. Z[J'IH COXpaHeHusda OdaHHbIX HOBOM I'PYyIIIbI HAXKATb KHOIIKY COXpaHI/lTI). BYI[ET CO31dHa

HOBas CTaTh4ecKas IpyIia.

BnaK_OCHOBHO#_He YA...

HacTpoitku
MouToBbie AoMeHbI
Monssosaten
Tpynnsi pecypcos

Mpynnbl paccbinku

<+ Hogas rpynna paccbinok

TecT cTaThyeckan

Avalon2_ugvuyg

ABNONHBIA MOPC

aibonuT

TecT-cnucok123

CMUCOK BNaK

volyn_restr.

Hosas rpynna

Mms rpynnet

1234

MouTOBLIA ALKK FPYNNG

YuyacTHukn

B AMHEMUUECKYIO FpyNNY NONb3

Loagnats & rpynny, ecn

LonxHocts

+ [o6aeuTb ycnoeHe

osarter

Tun

[Ounammseckan

black.myoffice-app.ru

M AOBABNAKTCA BETOMATUYECKH HA OCHOBE 3a/aHHBIX

cosnagaer ¢

~ OTmeHa
volyn_allowed

Pucynok 23 — Co3zianve TMHaMU4eCKOU IPyIIIbl PACCHIIOK

2.7.2 Co3nanue rpynnsl paccbiiiok yepes PBM API

1. Jlng mostydeHMs CIMCKa YyKe HMMeEIOIIMXCS TPYNIl PacChUIOK TeHaHTa <tenant-id>
Heo0XO0AMMO BOCIIOJIb30BaThCSl KOMaHIOM BU/A:

curl -X GET "https://<pbm url>/v2/maillists/<tenant-id>" \

-H "Authorization: Bearer <access_token>”

I'ne:

— tenant-id — TeHAHT BBIIOJIHIEMOM ornepanuvu, 00s13aTeIbHBIN IMapameTp.

2. COSI[aHI/Ie CTaTU4YeCKOU I'PYIIIBI PACCBHUIOK BbITIOJIHAECTCA KOMaHI0M1 dleagyromero Byuaa:

curl -X PUT "https://<pbm url>/v2/maillists/<tenant-id>/<mail>" \
-d "alias=<alias>" \

-d "displayName=<displayName>" \

-d "employeeType=<employeeType>" \

-H "Authorization: Bearer <access_token>”

Fne 00s13aTeIbHBIMU IapaMeTpaMU ABJIAIOTCA:
— tenant-id — TeHAHT BBIOJIHSIEMON ollepannu;

— mail — IOYTOBBIA SIIKK I'PYIIIBEI PACCHUIOK;
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— alias — y4YaCTHHMKM I'DYIIbI PACCBUIOK. CuHTakcuc YKa3dHUS IIOYTOBBIX ANIUKOB U

aJIacoB I KOMaH[bI CJIeyIOIIUH:
-d "alias=[<aliasl>,<alias2>]"

— displayName — oTobpakaeMoe UMsl CO3/laBaeMOU TPyl PaCCHUIKH;

Heobs3aTenbHble TapaMeTphbl:

— employeeType — BapuaHT OTOOpa)KeHWsI TOJIb30BaTessl B ajjpecHOM kuwure: 0 —
oToOpa)kaeTcsi TOJbKO B IIpejjlaraeMblX KOHTaKTax, 1 — oToOpakaeTcss B CITHMCKe

InpeajaraeMbiX KOHTAKTOB U KOJUIET, 2 — He 0To6pa>1<aeTc;1. 3HadeHue 1o YMOJTYaHHUIO 1.

3. COB}IaHI/Ie JIHUHAMHAYeCKOMU I'PYyNIIbI PACCBIJIOK BBITIOJIHAETCS dHAJIOTUYHO HpeanI[YHLEIZ

KOMaH/Jie, C yKa3aHHWeM [lapaMeTpa BMeCTO alias napamerpa filterInfo :
-d "filterInfo=[{"type":<filter>, "value":<value>}]"

I'ne:

- filterInfo — CTpPOKa (WIBTPOB [Ji1 IOMCKA YYACTHUKOB AWHAMUYECKOW TIPYIIIbI
pacchbiiku. Bo3mokHbie GUITLTPHI:

title — JOJDKHOCTD,

ou — OTaesn,

1 — ropof,

domain — IOMeEH,

custom — KACTOMHBIMN.

Vka3bIBaeTCs TOJILKO JIJIsl AUHAMHAYECKUX TPYII PACCHIIOK.

4. 1151 mony4yeHus: ”HGOPMAIIMK O KOHKPETHOM TPyIIIe UCIOIb3yeTcsl KOMaH/Ia ClIelyIoIero

BUA:

curl -X GET "https://<pbm url>/v2/maillists/<tenant-id>/<mail>" \

-H "Authorization: Bearer <access token>"

['ne ob6s13aTesIbHBIMY NTapaMeTPaMu SIBJISIIOTCS:
— tenant-id — TEeHAHT BBIOJIHAEMOM OIeparuy;

— mail — IMOYTOBBIN SIIUK I'PYIIIBI PACCBLIIOK.
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2.7.3 PerakTHpOBaHHe rpylnbl pacChUIOK B aAMUHUCTPAaTHBHOM ITaHen

YroOBl OTpeAakTUpOBaTh IPYyMNIy PAcChIIOK, B aJMUHUCTPATHBHOW IaHeNIW HeoOXOOUMO
nepeity B paszell I'pynnsl pacchIKH U BEIOpATh B CIIMCKe Heo6XxoauMyto rpymmy. B npaBoi yactu

paboueii 061acTH OTKpoeTcs TaHesib PerakTHpoBaHue rpynnbl, HAOOp IMMOJiel KOTOPOW 3aBUCHUT OT

TUMa (CTaTuveckasl Wik AMHAMUYeCKast) BLIOpaHHOW TPYTIIIbL.
[Tocne BHeceHuss uaMeHeHUM W HakaTus KHONKM CoXpaHHMTBL Tpylllla pacchUloK Oyper

oOHOBIIEHA.

2.7.4 ObHoBNIeHHe rpynnbl pacchuiok yepe3 PBM API

Cucrema 103BOJIIeT AOMOJHATh U OOHOB/ISATH MHPOPMAIMI0O 00 MMEIOIIMXCSl Ha cepBepe
rpynnax paccbuiku. [ljist 0OHOBJIEHUS TPYIIIBI PACCHUIOK CJie/lyeT BBIIOJIHUTh KOMaHAy CJelyIoIiero

BHUIA:

curl -X PATCH "https://pbm-gost.myoffice-app.ru/v2/maillists/<tenant-id>/<mail>"
\
-H 'Content-Type: application/json-patch+json' -H "Authorization: Bearer $token"
\

—-—data-raw \

"[{ "op": "replace", "path": "/displayName", "value": "testgroup" }, \
{ "op": "add", "path": "/alias", "value": <aliasl> }, \
{ "op": "add", "path": "/alias", "value": <alias2> }]'
I'nme:

— tenant-id — 00g3aTeIbLHBINA lapamMeTp, TeHAHT BBITIOJIHSIEMOM ollepanuu;

— mail — obs3aTebHbINM MapaMeTp, OYTOBBIN SIIHUK TPyl PACCHUIOK.
[TapameTpsl 17151 U3MEHeHUSs:

— displayName — HeobOsi3aTeIbHBIN IIapaMeTp, 0TOOpaXkaeMoe UMs TPYIIIBI PaCChIIOK;

— alias — HeoOsi3aTesIbHBIM IapaMeTp, IPY IIOMOIIM JaHHOI'O IlapaMeTpa BO3MOXKHO
N00aBUTh YYaCTHUKOB B CTaTUYECKYIO TPYIIIY PaCChUIKY;

— filterInfo — Heobs3aTeslbHbIM TapaMeTp, [IPU MIOMOIIU JAHHOI'O ITapaMeTpa BO3MOXHO

100aBUTh YYAaCTHUKOB B IMHAMUYECKYIO TPYIIIIbI PACCHIIKU.
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2.7.5 YpaneHue rpynnsl pacCbUIOK B aAMHUHHUCTPAaTUBHOM ITaHeIN

Il ynanenusi pecypca Heo6XoiMMO IepedTH B paszeli I'pynnbl pacchliiok Heo0X0quMoro
TEeHaHTa, 3aTeM PSAOM C HeoOXOIWMOW TPyNIOM HaXkaThb KHOMNKY YaJHTh, ajiee MOATBEPAUTHb

HEe0OXOIMMOCTh YIaJIeHHsI B OTKPBIBIIIEMCSI TAAJIOrOBOM OKHe (CM. PucyHok 24):

Ypanutb rpynny?

Monesogateny 6ONbLWE He CMOTYT OTNPABNATE NMCEMA
3TOM rPynne, NPUrnawartk ee Ha cobbITMA U QENUTLCA
3agadami.

Pucynok 24 — IlogTBep>xieHue yaaneHus TPyl PACCHUIKU

Bribpannas rpymnma 6yner yaaneHa U3 CIIMCKa.

2.7.6 Y panenue rpynnsl pacceLiok yepe3 PBM API

,HJ'IH YAajieHus T'PYIIIbl PACCBUIOK HEO6XO,[[I/IMO BOCIIOJIb30BaThbCS KOMAaHOOM cllegyromero

BUA:

curl -X DELETE "https://<pbm url>/v2/maillists/<tenant-id>/<mail>" \

-H "Authorization: Bearer <token>"

I'ne:
— tenant-id — 00s3aTeNIbHBIN ITapaMeTpP, TEHAHT BHITIOJIHSIEMOU OIlepalyy;

— mail — 00s3aTeIbHBIN IapameTp, IOYTOBBIN SIITUK I'PYIIIBI PACCBLIIOK.

2.8 CuHXpoHHM3anus aipeCHOM KHUTH C BHEIIHUMH HCTOYHHUKAMH JaHHBIX

Ha nanHBI MOMEHT MOJIJIEPKUBAETCS CHHXPOHM3AIMsS ¢ butpukc 24 v ciry>k00ii KaTajoros.
[lepen wucnonb3oBaHMEM MeTOAOB HeoOxoAuMMO 3amnoiHuTh 3HavyeHusi B ETCD  Browser

(services/ad wwumM services/bitrix24, c¢M. pasgen Hacrpoiika ETCD  mganHOro

PYKOBO/JICTBA).
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s butpukc 24 ucnomnbsyercs meton POST c obsi3aTenbHBIM IapaMeTpoM tenant-id,

npuMep:

curl -X POST https://<pbm url>/v2/actions/cabsync/ \

<tenant-id>/bitrix24 -H "Authorization: Bearer <access_ token>"
HJ‘IH CJ'Iy>K6 KaTaJIOTOB BO3MO’KHd CUHXPOHU3alUs I'PYIIIL:

curl -X POST https://<pbm url>/v2/actions/groupsync/ \

<tenant-id>/ad -H "Authorization: Bearer <access_ token>"
U nonb3oBaTesieii:

curl -X POST https://<pbm url>/v2/actions/cabsync/ \

<tenant-id>/ad -H "Authorization: Bearer <access_ token>"

2.9 Pabora c nuceMamMu

2.9.1 Ilouck u ynaneHue mucem

Ornepanyy TOMCKA U y[lalleHusI IFCeM peayTu3yIoTCs ITPY TIOMOIIM KOHCONIbHBIX KoMaH/ 110
dovecot, BBINOJHSIOMNXCS Ha CepBepe IOYTOBOW CIIYXKOBI CIIy>XOBI C PONbI0 mail H3-TION
aKkayHTa agMuHHCTpaTopa. [lepen mcmomHeHreM komMaH] HEOOXOAMMO 3aWTH B KOHTEHHEp IOYTHI

Ha cepBepe:

docker exec -it $(docker ps -gf name=dovecot) bash

2.9.2 Ilouck nmo copepKUMOMY ImUCeM

Jlyis. BBINOJIHEHUs TIOMCKA IO COJIeP>KMMOMY HeoOXOJMMO BBINOJIHUTH KoMaHAay doveadm

search c OTHUM U3 CJIeAYIOIIUX KJIFOYen:

—-U — IIOMCK II0 KOHKPeTHOMY I0YTOBOMY SIIWKY. Jlomyckaercs: ucronb3oBaHue macku (*
u?);

— -A — IOUCK 10 BCeM I0JIb30BaTeISIM;

— JIJIs TIOMCKA 110 KOHKPeTHOMY KaTaJIory B ITpoduiie MoJIb30BaTesiss He0OX0IUMO yKa3aThb ero
Ha3BaHMe [I0CJIe ITapaMeTpa mailbox;

— KJII0O4eBads cl)pasa IIOMCKA YKa3bIBaeTCs II0CIe IapaMeTpa subject.

HpHMep KOMaHJIbl, KOTOpAasl BBIMNOJHSAET IIOHCK IIOMCK KJII0YeBOI'O CJIOBA «example» B

KaTasore INBOX IIOYTOBOI'O fIIIMKA user@example. com:
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doveadm search -u user@example.com mailbox INBOX subject example

Ecmu HEO6XOI[I/IMO BBIIIOJIHUTEL O0Jiee TOYHBINA IOMCK II0 TeMe, HEO6XO)II/IMO HCIIOJIB30BATb
napameTp HEADER [Jisl IIOMCKA IIO 3arojIOBKy HHUCbMA, FROM WM TO — JJIs IIOMCKA IIO IIOJISIM

OTIIPABUTEJIb U I10JIy4aTellb. HpHMep IIOMCKa II0 BCeM fJIIMKaM 3arojioBKa ITMCbMa «example»:

doveadm search -A HEADER example

2.9.3 IIpocMoTp comepKUMOr0 HaHIEHHBIX NHICeM

Halinennble mnmcbMa oTobOpakaloTcsi B BHUAE CIKMCKAa C YKa3aHWeM uaeHTUdUKaTopa
MOYTOBOTO SIIIIMKA mailbox-guid ¥ uaeHTAdUKaTopa mrMchbma uid. [ljisi mpocMoTpa CoaepKumMoro

HaWJeHHbIX IIMCeM B dovecot MCIIOJIb3YyeTCsI KoMaHa fetch ¢ OMHHUM M3 ClIeAYIOMIUX KJIIOYeu:

— -U — BbIIIOJIHEHHWE KOMAaH/bI OJI51 YKA3dHHbIX SITUKOB;

— -A — BeIIOIHEHHE KOMaH/JbI [UIs BCeX JdIIXUKOB CepBepa;

— II0CJIe KJII04Ya B KOMaH/le YKAa3bIBAIOTCA >XeJlaeMble 1JId OT06pa>KeHI/IH dJIeMeHTHhI ITMCbMa (B
KaBbIUKdX Yepe3 Hp06eﬂ)l body — Tejlo nucbMa, hdr — 3arojJOoBOK IIMCbMa, text —
3aroJIOBOK U TeJIO ITIMCbMad BMecCTe U T.[.;

— Jlajiee B KOMaHJe yKa3bIBaeTCs mailbox-guid M uid.

[Tpumep KOMaHIBI [jist 0TOGPAXKEHUsS] COJIEPXKMMOTO M 3aT0JIOBKA ITUCEM U3 TI0YTOBOTO SIUKA
noJyib3oBaTtess user@example.com ¢ ugentudukaropom 403dcf30048f9e601b100000654d370e u

rJeHTUdHUKaTOpaMH MUcbMa 2 U 3:

doveadm fetch -u user@example.com "text" mailbox-guid \

403dcf30048f9e601b100000654d370e uid 2,3

2.9.4 Ynanenue nuceMm

Vz[aneHHe IrMceM M3 IMOYTOBBIX AIMUKOB OCYIIECTBJIAETCHd IIPU IIOMOIIIYM KOMdHJIbI eXpunge co

CJIeIyIOUIMMHU KJII0YaMH U [lapaMeTpaMHU:

— -u — TMOWMCK U YyJajieHhe NHMCeM B KOHKPETHOM IIOYTOBOM SIIMKe, JIOMyCKaeTcs
WCIIOJIb30BaHue Macku (¥ u ?);

— -A — mouck U yJiaJieHre I1MceM BceX M0JIb30BaTesiel;

— IS yJaJjieHus MHUCeM U3 KOHKPeTHOTO KaTajiora B mpoduJie MoJib3oBaTelisl, He0OX0IuMo

yKa3aThb ero Ha3BaHHe I0cJie mapaMeTpa mailbox;
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VnaneHHe IMrceM I10 KIITFO9YeBbIM (bp{:lBaM IMPOU3BOAUTCH IIPU IIOMOIIU IIapdMeTPOB:

— BODY - nouck kitoueBbIx ¢ppas M0 COJIepXKUMOMY MHChMa;
— FROM - nouck kitoueBbIx ¢pa3 0 OTIIPAaBUTEIIO IUChMA;

— HEADER - nouck kito4eBbIX ¢ppa3 1o 3arojioBKy MMChbMa.

[Ipumep koMaH[IBI yAajeHWs: BCeX MUCeM OT aBTopa spam@example.com B Karajore spam

oJIb30BaTesIs user@example.com:

doveadm expunge -u user@example.com mailbox spam FROM spam@example.com

Bosnee moympo6bHO 0 mapaMeTpax KOMaH/I B pyKOBOZCTBe 110 dovecot:

— search u searchquery

— fetch

— expunge

2.9.4.1 Ynanenue nmuceM c ucnojinsiosanuem PBM API

OT3biB (yHajieHHWe) MHCbMA TaKXXe BO3MOXHO peanu3oBaTb 4yepe3 PBM API. [lna srtoro

ucnosnbayetcs: Metor POST co cnenyromumu 06s13aTelbHBIMU ITapaMeTpPaMU:

— cmd — [apameTp, olpeAeIoINN ollepalyio. 3HaYeHHe 110 YMOJIYaHHUIO expunge;
— messageid — wuaeHTHOUKATOP TMHWChbMa U3 3arojioBka (cMm. pasmen Ilpocmotp

COIep KUMOr0 IIUCEeM);

— emails — [IOYTOBBIE SIIUKH, Y KOTOPBIX HEOOXOAMMO YAAIUTh MTUCHMO;

— force — nmapameTpsl yaaneHus. BoamoxkHble 3HaueHus:: 1 — yqanuth NucbMo, Aaxke eciiv
MoJIb30BaTe/Ib ero mpouyutan, 0 — He yAansTh MUCbMO, eC/Id TMoJIydaTeslb ero MpoYrTal
(3HaYeHMe N0 YMOJTYAHHUIO);

— notify — onoBelleHHe N0JIb30BaTeJIsl O pe3yJibTaTax OT3biBa. Bo3MokHbIe 3HaueHus: 1 —

OTIOBECTUTh 110JIb30BaTeIs (3HaYeHHe 110 yMordyaHuio), 0 — He oroBeIaTh MoJjib30BaTess.
[Tpumep oT3bIBa IMCHMA C UJIEHTUPUKATOPOM < id> IOYTOBOIO SIIIUKA <mail>:

curl -X POST "https://<pbm url>/v2/actions/expunge \
-d "messageid=<messageld>" \

-d "emails=<emails>" \

-d "force=0" \

-d "notify=1" \

-H "Authorization: Bearer <access_ token>"
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[Tpumep napamerpa <emails>:

-d "emails=[<amail>]"

2.9.5 Hacrpoiika 00111ero 10CTymna K No4YTOBOMY SIIITUKY

Hacrporika obuiero focrymna k nourooMy siumky B «MoiOduc Ilouyra» peanusyercs npu
MOMOIIIA KOHCOIbHBIX KOMaHJ [IO dovecot, BBHINOJTHSIOMIKUXCS HA CepBepe MOYTOBOM CIY>XOBI C
POJIbIO mail M3-TIOJ] aKKayHTa aJIMUHMCTpaTtopa. Hanpumep, rpegocTaBieHue AOCTyIa K KaTajory
INBOX noutoBoro siiivka <userl> JJIsl IOJIb30BaTeNIsl <user2> C IIOMOIIbI0 YTHWIUTHI doveadm

OCYIIEeCTBJISIeTCS CIIeYIOIIMM 00pa3oM:

doveadm acl set -u <userl> INBOX user=<user2>

<RIGHTS>

doveadm mailbox subscribe -u <user2> shared/

testuserl@myoffice.ru/INBOX

I'me RIGHTS — ACL (Access Control List) gis katamora INBOX

Crmcok nogaepxuBaeMsblx ipaB ACL:

— lookup;

— read;

— write;

— write-seen;

— write-deleted;
— insert;

— post;

— expunge;

— create;

— delete;

— admin.

Bonee nonpobHO mapaMeTpsl KOMaH/Ibl ONKCAHbI B AOKYMeHTaIuu 1o dovecot ¥ cTaHiapre
RFC 4314.

[TpocMmoTp crvcka mosib3oBaTesiei, KOTOPbIM IpeAoCTaBjieH JOCTYI K KaTajory IOYTOBOI'O

SAIMUKA OCYIIEeCTBJIAeTCd IIPpYU IIoMOIr CHEHYIOLHEﬁ KOMAaH/BI.

doveadm acl get -u <user> <mailbox>

© 00O «HOBBIE OBJTAYHBIE TEXHOJIOT'UW», 2013-2024

55


https://doc.dovecot.org/3.0/man/doveadm-acl.1/
https://datatracker.ietf.org/doc/html/rfc4314#section-2.1
https://datatracker.ietf.org/doc/html/rfc4314#section-2.1

MounOdunc

['me <user> — moib30Baresib, Jis KOTOPOIO 3alpalllMBAIOTCS MpaBa, <mailbox> — SIIUK,
IUIs KOTOPOTO 3ampamyBaioTcs IMpaBa. OOmmii NpuMep HCIOJIHEHHsS KOMaH/Abl BBITJISAUT

CHEﬂYKHHHNIO6paSOMZ

ID Global Rights

user=<user> <rights>

[ne <rights> — IeHCTBYIONIMeE MTPaBa JIOCTYTIA JIJIS TOJIb30BATeNISl <user>.

2.9.6 HacTpoiika MakCHMAaJIbHOI'0 pa3Mepa Co00IIeHUIl U BII0MKeHHH

MakcumanbHbIM pa3Mep BJIOXKeHUM MOXKHO 3a/laTh Ha 3Tarle Jiervios: (cM. pasnes Hacrpoiika
JTOIOJTHUTEJILHBIX IIapaMeTPOB YCTaHOBKH B jokymeHTe «MoiOduc Iloura 3. PykoBoacTBo 1o

YCTaHOBKe I10YTOBOTO cepBepa 3.1»).

Ecniu 3Hauenusi HeobxoMMO H3MEeHUTh Ha paboTaroledl cucTteMe HeOOXOJUMO HA BCeX

HOJaX rpynnsl frontend

— B /opt/poseidon/web mail/config.json
U /opt/poseidon/web calendar/config.json U3MEHUTb 3HaUYeHHe maxUploadSizeInMb;
— B /opt/poseidon/nginx/nginx.conf U3MeHUTb SIZE B smtp capabilities Ha
BCex HOJaxX IrpyInbl mail,

— B /opt/poseidon/postfix/main.cf U3MEHUTb message size limit

ITociie 4ero BLITIOIHUTH CJlleAYIOITY0 KOMaHY:

docker service update --force psn-frontend web calendar && \
docker service update --force psn-frontend web mail && \
docker service update --force psn-mail postfix && \

docker service update --force psn-nginx-proxy nginx

CYH_[ECTBYET JONOJIHUTEIbHbIN BdAPHAHT: M3MEHWUTb 3Ha4YeHHWA B MHBEHTAPHOM

¢aiisie ¥ BBIIOJIHUTH YCTAHOBKY C Hapamerpamu -t frontend,mail (cm.

pasznen HacTpoiika [ONMOJHHTEJBHBIX NapaMeTPOB YCTAaHOBKH JJOKYMeHTa

«MonOduc ITouta 3. PykoBoiCTBO 110 yCTaHOBKe [1I0YTOBOTO cepBepa 3.1»).
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2.10 Pabora c moYTOBBLIMH JJOMeHAMH

2.10.1 JTo6aByieHHe TOYTOBOrO I0OMEHa B aIMUHHCTPAaTUBHO ITaHe !

YTo6BI CO3/1aTh HOBBIM JIOMEH B aJ]IMUHHACTPATUBHOM TaHesH, He0OXO0IMUMO TIeperTH B pasjiel
ITouToBBIe JOMeHBI BHIOPAHHOTO TEHAHTA M HaXkaTh KHOMKY J[obaBUTH moMeH. B mpaBoi yactu
paboueii 00saCcTH OTKpPOeTCs OKHO BBOfAA JaHHbIX (cM. PucyHok 25). B HeM ciemyeTr 3aroiHUTH

nosist: ID opranu3anmuu, lomennoe nms, Onucanue, 1ocje 4ero Haxkatb KHONKY COXpaHHUTB.

+« HOBbLIW NOYTOBLIK OQOMEH

D opraHMzanxi

JoMEHHOE MMR

OnucaHue

© Npoeepste, yto MX-3anuck AoBasneHs! B
HacTpolky DNS. 3T0 NO3BONUT
NonNk3CEaTENAM 3TOMD AoMeHa ODMEHWBATLCA
COODIWEHWAMM C BHEWHAMK KOHTAKTAMN.

OTMeHa

Pucynok 25 — Ilanens co3nanus jomMeHa

B pesyinbTraTe ornepanuu HOBBIM oMeH OyJieT oTobpaXkeH B CITHCKe.

2.10.2 To6aBieHue mouToBOro nomMeHa uyepes PBM API

[Tporeaypa no6aBieHys OYTOBOTO JJOMeHa BBIIOJIHSETCS CJIeIyIOIIUM 00pa3oM:

curl -X PUT "https://<pbm url>/v2/maildomains/<tenant-id>/<domain>" \

-H "Authorization: Bearer <access token>"
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[Tocne co3pmanus 1omeHa U mosb3oBaTesleld B HeM PSN Oyner rotoB nmprvHUMAaTh 10YTy Ha
HOBOM JIOMeHe (BHYTpPHU CTeH[ia). JJis 1ojTydeHHs] KOpPeCIIOHJeHIIUY C BHEIIHUX aJipecoB TpeOyeTcst

BHeCTH cooTBeTcTBYyroIMe MX-3anucu B DNS.

2.10.3 PegaxkTHpoBaHue f0MeHa B aIMUHHCTPAaTUBHON NaHeJHN

,HJ'IH OOHOBJIEHUS JOMeHa HEO6XO)II/IMO HepeﬁTH B pa3jen ITouTroBEIe JOMEHBbI BbI6paHHOFO

TeHAHTAd, 3aTeM HdXXdTb KHOIIKY / Ha BbIGpaHHOM JOMeHe.

B OTKprBHIeI;'ICH IlaHeJIn OTpPedadaKTHUPOBATH H806XOI{I/IMI)IE II0JI4 JOMeHd, 3daTeM HaAXXaTb

kHOTKy CoxpaHuTts (cM. PucyHok 26).

+ PegakTMpoBaHWe OOMeHa

O opradnaagum

OnHCcaHKWe

undefined

CoxpaHuTh OTMeEHA

Pucynok 26 — Ilanens peflakTUpOBaHUS IOMeHa

2.10.4 PegaxkTupoBanue nomena uyepe3 PBM API

Hpouenypa peaaKTUPOBdAHMS IIOYTOBOI'O JOMEHA BbIIIOJIHACTCA CIIeYOIINM o6pa30M:

curl -X PATCH "https://<pbm url>/v2/maildomains/<tenant-id>/<domain>" \

—-—-data-raw \

"[{ "op": "add", "path": "/displayName", "value": "test2domain" }, \
{ "op": "add", "path": "/description", "value": "test2domain desk" }, \
{ "op": "add", "path": "/associatedDomain", "value": "false" }]' \

-H 'Content-Type: application/json-patch+json' \

-H "Authorization: Bearer <access_ token>"
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2.10.5 YcraHoBKa qoMeHa 10 YMOJIYaHHIO B a/IMUHUCTPAaTHBHOI NTaHen
Il 06HOBIIeHHUs JoMeHa Heo6xoquMo NepeTy B paszies IlouToBbIe oMeHbI BHIOPAaHHOTO

T€HAdHTa, 3dTeéM HaXXdTb KHOIIKY -/ Ha BblﬁpaHHOM JOMeHe.
B OTKprBMEﬁCﬂ IMaHeJIn OTPedaKTHPOBATb HEO6XO,[[I/IMbIe II0JI1 AOOMeHd, 3daTeM HAXd4dTb

kHonKy CoxpaHuTtsb (cM. PucyHnok 27).

+ PegakTMpoBaHWe gOMeHa

O opradnaaymm

Y

OoMESHHOS MMA

OnucaHue

undefined

CoXpaHuTh OTMeHa

Pucynok 27 — IlaHens pefjlakTHpOBaHuUs JOMeHa

2.10.6 ITonydyenue cmucka NOYTOBBIX IoMeHOB Yyepe3 PBM API
J1J1s T10JTy4eHus CIIMCKA [TOYTOBBIX JIOMEHOB BBIIIOJIHUTE CJIeYIOLIMI 3aIpoC:

curl -X GET "https://<pbm url>/v2/maildomains/<tenant-id>" \

-H "Authorization: Bearer <access token>"

2.10.7 YpaneHue mo4ToBOro J0OMeHa B aIMHHUCTPATUBHOM MaHeIH

Il ynanmeHusi IOYTOBOTO JoMeHa HeoOxoqumo Iepeit B pasfien IlouTroBble OMeHBI
BLIODAHHOIO TEeHAHTa, 3aTeM pAJOM C HeoOXOJIMMOM CTPOKOM HakaTh KHOIKy [, mamee

MO/ITBEP/IUTh HEOOXOIUMOCTD y/laJIeHUsI B OTKPBIBIIIEMCSI TAAJIOTOBOM OKHe (cM. PucyHok 28):

¥OanuTe NoYToRLIA OomMeH Tiest ru?

BOEMOHHOC

Aomen GyOET YIaneH He:

YORANHTE OITMEHZ
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Pucynok 28 — IloaTBepxieHne yaneHus JoMeHa

BribpaHHbIl foMeH OyieT yJaneH U3 CIIMCKa.

2.10.8 YcTraHoBKa IOYTOBOr0 A0MeHa 0 YMOJIYAHHIO

Ha JKpdaHe CO CIIMCKOM IIOYTOBbIX [JOMEHOB IIPUCYTCTBYET CTOJI6ELI C Cl)J'IaFaMI/I,
IMMO3BOJIAIONIMMHK  YIIPABJIATL JOMEHOM II0 YMOJ/TYdHHUIO. HJISI CMeHbI IIOYTOBOT'O JOMeHa IIO

YMOJTYaHHIO HeOOXOJIMMO CHSATH WJIU BbIOpaTh Jiar Ha COOTBETCTBYIOIIeN cTpoke (cM. PucyHok 29):

3 eai Admin x v = | X
«~ C & mailadmin app.ru/#/domains a o
pos MouyTtoBLIe AOMEHLI
MouToREE OOMeHEsl HoBasnTe goMeH
Monesosartenu OomeH no
OomeH Onucadue
YMONYaHMK

[eynne pecypooe

Mpynne pacosines lime, myaffice-app.ru o rd o

ApmvHucTpuposadue [

new.new O ra o

Pucynok 29 — IlonTBepxneHue yiaieHus IoMeHa

2.10.9 Yaanenue mouroBoro qomena yepes3 PBM API

Il ynaneHus: IOYTOBOIO JOMeHa BITIOJIHUTe CJIeIyIOIUI 3a1poc:

curl -X DELETE "https://<pbm url>/v2/maildomains/<tenant-id>/<domain>" \

-H "Authorization: <access_ token>"

2.11 Pabora c Bed joMmeHaMu

Pabora ¢ Be6 gomenamu noctynHa Tosibko dyepe3 PBM API nns mosb3oBatesnst ¢ ponbio
CynepaIMUHUCTPATOpa IIOYTOBOM CUCTeMbI (CM. pa3ien ABTopu3aIius).

Bo3MoxxHocTh paboTbl ¢ BeO® JIOMeHaMH HaCTpauWBaeTCs TOCPEeJCTBOM TepeMeHHOM
dynamic_webdomains (cM. «PyKkoBOACTBO 1O yCTaHOBKe II0YTOBOIO CepBepa», pasjes

«KonduryprpoBaHre HHBeHTapHOTO (dailyia: IepeMeHHbIey).
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2.11.1 lobaBnenue Bed nomena yepes PBM API

Iiist nobaineHus BeO JoMeHa BBIIOJIHKTE CJIeIyIOIINN 3a1poC:

curl -X PUT "https://<pbm url>/v2/webdomains/<domain>" \
-d "key=<key>" -d "crt=<crt>" \

-H "Authorization: Bearer <access token>"

['ne:

<domain> — IOMeH TeHaHTa Jyis1 BeO uHTepderica MmoyThl;

<key> — KIIIOY cepTUdHKaTa IMOYTOBOTO Beb-JIOMeHa, MOXXHO OTIpaBUTh uepe3 GoOpmMy
BMeCTO [TapaMeTpa;

<crt> — cepriduUKaT MOYTOBOrO BeO [IOMeHa, MOXHO OTIpPaBUTh 4depe3 (HOpPMYy BMeCTO

Iapamerpa.

HpI/I YyCIIelIHOM BBITIOJIHEHHWH 3dIIPOC BEPHET CJ'[eJIYIOH_IHﬁ OTBeT:

"success": true

2.11.2 OouoBnenne Bebd nomena yepez PBM API

HJ’I}I O0OHOBJIEHUS BeD JOMEHAd BBIIIOJIHUTE CJ'Ie,Hy'I-OH_[I/Iﬁ 3alipoc:

curl -X PATCH "https://<pbm url>/v2/webdomains/<domain>" \
-d "key=<key>" -d "crt=<crt>" \
-H "Authorization: Bearer <access_ token>"
I'me:
<domain> — IOMeH TeHaHTa s BeO uHTepderca MmoyThI;
<key> — KJIIOY CepTHUQHKaTa II0YTOBOIO BeO-JlOMeHa, MOXHO OTIPaBUTb 4Yepe3 ¢GopMy
BMeCTO IlapaMeTpa;

<crt> — ceprudukar Beb JOMeHa, MOXXHO OTIPaBUTh Yepe3 pOopMy BMeCTO IapaMeTpa.

HpI/I YyCIIelIHOM BBITIOJIHEHHWH 3dIIPOC BEPHET CJ'[eJIYIOH_IHﬁ OTBeT:

"success": true
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2.11.3 Ynanenue Be6 nomena yepe3s PBM API

I ynanenus Beb JoMeHa BBIIIOJIHUTE CJIeIyIOIIUN 3a11pocC:

curl -X DELETE "https://<pbm url>/v2/webdomains/<domain>" \

-H "Authorization: Bearer <access token>"

I'ne:

<domain> — JJOMeH TeHaHTa JijIsl BeO uHTepderica MOYTHI.

ITpu ycrienmiHOM BBITIOJIHEHUM 3aIIPOC BEPHeT CJIe/1yIOLUI OTBeT:

"success": true
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3 PABOTA C CEPBUCOM IIOJIUTHUK

Yrobbsl HayaTh paboTy c cepBucoM monuTuk depe3 PPS API, HeobxoauMo oCyIeCTBUTDH
aBropuzanuio B Postfix Policy Server. [lyis aToro morpebyeTcsi UCIIOJIb30BaTh TOKEH aBTOPH3AlIWH,

Haxopsmuiics B cepBuce ETCD (cm. paspen Hacrporika ETCD) no kitody:

services/policy api/token

Beimonnenne komann depe3 PPS API ocymiecTisieTcss HelnocpefCTBEHHO Ha OJIHOM W3
backend-non B docker-xonreitnepe cepBuca Postfix Policy Server. [lns mepexoma B KoHTeiHep

CepBHCBHEO6XOHHMOIMﬂHOHHHTbKOMaHHYZ

docker exec $(docker ps -gf name=pps) ash

3.1 Ilosnyuyenne cnucka nmoauTuk yepe3 PPS API

HJISI IMOoJIydeHrsa CIIMCKa IIOJIMTHUK HeO6XOIII/IMO BBITIOJIHUTHL KOMaHIOY 6e3 TOKeHa

dBTOPHU3dlIUU:
curl -s https://pps:8080/api/rules | jg

Eciu cnmcok nonauTuk IyCT, IIpyA YCIIEIIHOM BBbIIIOJIHEHHWKU 3dIIpOCa 6YHET BO3BpallleH

CJIeIyIOIIUM OTBeT:

"items": null,

"page": {
"next": 0O,
"previous": 0O,
"limit": 10,
"current": 1,

"total items": O

B Clly4ae, eCJikd IIOJIMTUKH OBUIH I[O68BJI€HbI, OTBeT MOJKeT BLITVIAAeThb, HallpyuMep, TdK:

"items": [

"rule name": "rule name 1",

"description": "string",
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"policy item": "string",
"policy item value": "string",
"cmp policy item": "string",
"cmp operator": "string",
"cmp value": "string",
"rule action": int,
"text msg": "string"

i

{
"rule name": "rule name 2",
"description": "string",
"policy item": "string",
"policy item value": "string",
"cmp policy item": "string",
"cmp operator": "string",
"cmp value": "string",
"rule action": int,
"text msg": "string"

}

1,
"page": {

"next": 0,

"previous": 0O,

"limit": 10,

"current": 1,

"total items": O

3.2 TobaBnenne nonutuku gyepes PPS API

J171s1 mobaBiieHust TOJTMTUKYA HeOOXO0MMO BBITIOJTHUTH KOMaHy BH/A:

curl -X POST http://pps:8080/api/rules -H "Authorization: <token>"

-H "Content-Type: application/json" -d '<item json>'

rye:
<token> — TokeH aBTopu3aIiuu cepsuca Postfix Policy Server,

<item json> —JSON-3anuch no6aBisseMoil OJIUTUKY BUAA:
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{
"rule name": "string",
"description": "string",
"policy item": "string",
"policy item value": "string",
"cmp policy item": "string",
"cmp operator": "string",
"cmp value": "string",
"rule action": int,
"text msg": "string"

}

Bce IprBeJieHHbIe BbIlIe II0JId SABJIAIOTCA obOs3aTebHEIMH. B TaGJII/IIIe 5 IpeCTaBJIeHbL

OMKCaHMeE T10JIeH ¥ UX BO3MOKHbBIE 3HAYEeHHS.

Tabmuma 5 — Onucanue moiei MOJIUTHKA

ITone Onucanue 3HaueHus
rule name Haspanue nomMruku Crpoka, 10 120 cumBosI0OB
description Omucanue MONMUTHKA Crpoxa, 1o 50 cuMBOJIOB

policy item -

recipient

policy item value Anpec nony4arers, Jyis KOTOPOTO
yCTaHaBIMBAETCH IOJIATHKA

Crpoka, go 50 cuMBOJIOB

cmp_policy item -

sender

cmp operator Omneparop MONMUTUKH eq, ne, contains, notcontains
cmp_value Anpec oTIipaBUTeNs WIIH €TO Crpoka, 1o 50 cuMBOJIOB
TIO/ICTPOKa

rule action -

text msg Texcr coobienus s 10roB
cepBuUca

Crpoxka, 1o 50 cuMBOJIOB

IIpumep nobaBieHusl MOJMTHUKH, KOTOpas IS ajipeca target user@domain paspelaeT

IIpHeM IIMCceM TOJIbKO OT ajpeca allowed user@domain:

curl -X POST http://pps:8080/api/rules -H "Authorization:token" \

-H "Content-Type: application/json" \
-d '{
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"rule name": "deny all but one",
"description": "deny all but one",

"policy item": "recipient",
"policy item value": "target user@domain",
"cmp policy item": "sender",

"cmp operator": "ne",

"cmp value": "allowed user@domain",

"rule action": 5,

"text msg": "deny all but one"

IIpumep nobaBieHus: NOJIUTHKY, KOTOpas Iyl ajpeca target user@domain 3alpelnaeT

I[IpyueM I1MceM OT aApecOoB, JOMeHHOe MM KOTOPBIX COOepPXKUT denied_domain:

curl -X POST http://pps:8080/api/rules -H "Authorization:token" \
-H "Content-Type: application/json" \

-d '"{
"rule name": "deny domains",
"description": "deny domains",
"policy item": "recipient",
"policy item value": "target user@domain",
"cmp policy item": "sender",
"cmp_ operator": "contains",
"cmp value": "denied domain",
"rule action": 5,
"text msg": "deny domains"

X

B ciyyae ycnexa monmutuka Oyner nobaBieHa B CIIMCOK MOJUTHK. [t KOHTPOJIST MOXKHO

BOCITIOJIb30BATBHCA 3dIIPpOCOM IIOJIy4eHUs ITOJIMTUKU K3 pasuena]IonvquHe KOHKDETHOM MOJIMTUKU

gyepe3 PPS API. 3anpoc noymkeH BepHYTb J00aBIeHHYIO [TOJIUTHKY .

3.3 Ilonyyenne koHKpeTHOM moauTuku depe3 PPS API

HHH MMoJITy9eHus1 KOHKPQTHOﬁ ITOJIMTUKN HeO6XOHHMO BBITIOJIHUTHL KOMdHIY 0e3 TokeHa

dBTOPU3alHH.
curl -s https://pps:8080/api/rules/<rule name> | jqg

rfe <rule name> — UM [IOJIMTUKH, KOTOPYIO HEOOXOIMMO 3alIpOCUTh (CM. Tabiuiy 5).
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[Tpumep oTBeTa Ha 3ampoc:

{
"rule name": "rule name",
"description": "string",
"policy item": "string",
"policy item value": "string",
"cmp policy item": "string",
"cmp operator": "string",
"cmp value": "string",
"rule action": int,
"text msg": "string"

}

3.4 Ynanenue nonutuxku uyepes PPS API

HJ’IH YAalieHus ,[[Oﬁ&BJ'IEHHOI:I PaHee IIOJINTUKHA HeO6XO)II/IMO BBITIOJIHUTb KOMAHY:

curl -X DELETE http://pps:8080/api/rules/<rule name> \

-H "Authorization: <token>"

rue:
<rule name> — UMS IOJUTHUKH, KOTOPYX0 HEOOXOAMMO YJAJIUTh, COOTBETCTBYET IIOJIIO
rule name (cM. Tabnuity 5),

<token> — TokeH aBTopu3saiuu cepsuca Postfix Policy Server.

B ClIy4dae YycCliexXd IIOJIMTHUKA 6YHET yAajleHda U3 CIIMCKd HOHHTHK.JIHH KOHTpPOJIA MOXHO

BOCIIOJIb30OBATBCA 3dIlIPpOCOM IIOJIy4YeHHUs IOJIUTUKH K3 pa3nena]10nvquHe KOHKDETHOM MOJIMTUKU

gyepe3 PPS API. 3anpoc nomy4yeHus yaajieHHOW MTOJIUTUKY JOJKEH BePHYTh:

"error": "no rows in result set"”

3.5 PegakTupoBanue noautuk depe3 PPS API

Jli1g oOHOBIIeHHS IIOJIWTHKH HeoOXoauMoO BocHosb3oBaThCsg MeTogoM PATCH, BeImosHUB

KOMaHYy BH]IA.

© 00O «HOBBIE OBJTAYHBIE TEXHOJIOT'UW», 2013-2024



MounOdunc

curl -X PATCH http://pps:8080/api/rules/<rule name> \
-H "Authorization: <token>" -H "Content-Type: application/json" \
-d '{

"rule name": "<rule name>",
"description": "string",
"policy item": "string",
"policy item value": "string",
"cmp policy item": "string",
"cmp operator": "string",
"cmp value": "string",
"rule action": int,
"text msg": "string"

1
rue:

<rule name> — UM IIOJIUTUKHU, KOTOPYIO HEOOXOAUMO OOHOBUTS,

<token> — TokeH aBTopu3aiuu cepsuca Postfix Policy Server.

[Ipu peflakTUPOBAaHUM MTOJTUTUKHA HEOOXOAMMO YKa3bIBaTh BCe IOJISI.
B cnyuae ycnexa mnosdtvdka OyaerT oOHOBieHa. st KOHTPOJst OOHOBJIEHUST MOXKHO

BOCIIOJIb30OBATBLCA 3dIlIPpOCOM IIOJIy4YeHHUs IIOJIUTUKH K3 pa3nena]10nvquHe KOHKDETHOM MOJIMTUKU

yepe3 PPS API. 3anpoc 10/keH BepHYTh NOJIUTHKY C 0OHOBJIEHHBIMY 3HAUYEeHUSIMU TI0JIeH.
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4 PEBEPBHOE KOIIMPOBAHUE

Co3znaHHble pe3epBHBbIE KOIKU CJIeJyeT PeryJspHO COXPaHSTh Ha JIPYTOW JIMCKOBBIM/CeTeBOM
pecypc [jisi BO3MOXXHOCTM BOCCTAHOBJIEHHMsSl JIAHHBIX B CjIydyae HeOOXOJMMOCTH WM aBapUHMHOMU

CUTYyallWH.

4.1 Pe3epBHoe konupoBaHnue etcd

B etcd xpaHsiTcs HaCTpOWKK KOMIIOHEHTOB CTeHfa. lleHHOCTh Mpe/iCTaBISIIOT HEKOTOpble
HAaCTPOMKH KOMIIOHEHTOB, OTJIMYAIOIIAeCs OT CTaHJapTHBIX, a TakXKe COCTOsSIHHe KjacTepa
postgresgl (B Cilydyae KJIACTepHOM WHCTAUIANMM). [lJis coOXpaHeHMs] 3HAYEHUN BCeX HACTPOEK

etcd B TeKCTOBBIM (ails He0OX0aMUMO Ha J1I060M HOJle TPYMIILI et cd BBIIOJIHATE KOMaHy

docker exec s$(docker ps -gf name=etcd etcd[0-9]) etcdctl get --prefix '' \
> <path to backup>/etcd keys.txt

Bce CTaHOapTHbBIE HaCTpOfIKH MOTYyT OBITh BOCCTaHOBJICHLI B ClIy4yae yTepd JaHHBIX etcd

IIyTeM 3aITyCKa JIeIIos C ITapaMeTpoM -t etcd, a ocTajbHble Yepe3 etcd browser.

HOHOHHI/ITEHBHO pPeKOMeHyeTCd JejldTb CHUMOK JdHHbIX etcd

docker exec $(docker ps -gf name=etcd etcd[0-9]) etcdctl snapshot
save /etcd-data/snapshot.db

Hocne BBIIIOJITHEHHUS KOMAdH/IbI OH 6YHET HAOCTYIIEH IIO ClieAyruemMy IIyTHh:

/var/lib/docker/volumes/psn_etcd data/ data/snapshot.db

4.2 YxcopT ¥ UMHOPT Katanoros LDAP
[Tponienypa pesepBupoBaHHSA CITy>KObI KaTaJIOT0OB BBIIIOJIHSETCS ClelyIoliel KOMaH0M:

docker exec $(docker ps -gf 'name=ldap') ldapsearch -xD dn=Manager, \
dc=<external domain> -w <ds389 manager user> '*' > <path to backup> \

/ldap.ldif

I'me:
— <external domain> — 3aperMCTPUPOBAHHBIM JJOMeH HWHCTaJUISIMM; 3allUCh JOMeHa

BTOpOro ypoBHs B HoTaumd LDAP Beirmsagut ciienytonmM obpa3omM ajisi example.com:

dc=example,dc=com
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— <ds389 manager user> — 3HaYeHHe I[IlepeMeHHOM ds389 manager user W3
WHBEHTApHOTOo dailyia UHCTAJUISIIAN.

— <path to backup> — IIyTb K CO37laBaeMO¥ pe3epPBHOM KOITUM.

[Ipouenypa BoccTraHoBiaeHusi JaHHbIXx LDAP w3 pe3epBHOM KONWU BBIIOIHSIETCS

CIIeYIOIUM 00pa3oM:

cp <path to backup>/ldap.ldif /var/lib/docker/volumes/psn-ldap ldap data \
/_data/ldap.1ldif

docker exec $(docker ps -gf 'name=ldap') ldapadd -xD cn=Manager, \

dc=<external domain> -w <ds389 manager user> -f /data/ldap.ldif -c

[TepBas komaHzma ckomnupyeT ¢ailyl pe3epBHOM KONMM B INPUMOHTHMpOBaHHyi0 k Docker-
KOHTelHepy JUPeKTOpHIO, BTOpas — IIPOM3Be/ieT BOCCTAaHOBJIEHUE JJTaHHBIX.

BrimeynomsiHyTble crioco6bl He TIO3BOJISIIOT U3MEHUTD yiKe cyliecTByomuye 3anucu LDAP. B
cioy4yae, ecid 3TO TpeOyeTcs, BO3MOXHO IIOJTHOCTbIO OYHMCTHTH JaHHble B LDAP mnepen

BOCCTAHOBJIEHUEM CJIeYIOLIe KOMaH/10M:

docker exec s$(docker ps -gf 'name=ldap') ldapdelete -xD cn=Manager, \

dc=<external domain> -w <ds389 manager user> -r <external domain>

Ecnu pmannnie rnepeg BOCCTaHOBJIEHHMEM He 6y,HYT 3a4MileHbl, TO IIPU BOCCTAHOBJIEHHWKU
,[[O68B$ITC$I TOJIBKO OTCYTCTBYIOIIKWE 3aIIMCH. CYH_IECTBYI-OH_[I/IE 3dlIMCHh He 6Y,I[YT H3MeHeHbI, JdKe

eCJIM IaHHbIe pa3/In4al0TCA.

Jlnst  wiacTepHOM — MHCTA/UISIIMM  Tpolleflypa  Pe3epBUPOBAHUS U
BOCCTAHOBJIEHUS BBIITOTHSIETCS eAHHOMKABI Ha JTIOOOM M3 XOCTOB Tpymiibl ldap

(cM. MHBEHTapHBIN (Pailyl yCTaHOBKH).

4.3 IIpounenypa pesepBupoBanus BJl Postgres

[Ipouienypa pe3epBupoBanusi 6a3bl JaHHBIX Postgres BBITIOIHSIETCS CleAyIollel KOMaHI0M:

docker exec $(docker ps -gf name=postgres postgres) pg dump \

-Fc --clean --create psn -U psn > <path to backup>

I'me <path to backup> — myTb A0 ¢aiia pe3epBHOM KOIMU C YKa3aHHEM ero UMeHHU

(pexomeHiyeMoe paciiperue . dump).
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Hpouenypa BOCCTAHOBJICHHS 0a3bl JaHHBIX p ostgr €S BBITIOJIHAETCS CHEI[YIOH.[GI;'I KOMaH]IOM:

docker exec -i $(docker ps -gf name=postgres postgres) pg restore -d psn \

-c -U psn < <path to restore>

I'me <path to restore> — myTh 10 ¢aiijla pe3epBHON KOIMH, U3 KOTOPOI'O BBIIIOJIHAETCS

BOCCTaHOBJIeHHe.

4.4 Pe3epBHOe KOIIMPOBaHHe ITHCEM

PEBepBHOE KOIIMPpOBdHKE IIMCEM B TEKYyLleM pejin3e peKOMeHAYeTCA BBIIIOJIHATD YTHHHTOﬁ

rsync. I[J'ISI 9TOr0 HEOOXOOUMO CO3[aTh pe3epBHYIO KOINWIO [OAHHBIX M3 /var/dovecot/

KOMaHI0H1

rsync -a /var/dovecot <path to backup>

4.5 PEBEPBHOE KOITHpOBdHHE BJIOJKeHHI K COOBITHSIM B KaJiIeHJIape

PEBQPBHOE KOIIMpOBaHHE BJIOXKEHUHU K KaJIeH/1dPHbIM COOBITHSM B TeKyliem pejin3e
PeKOMeHOyeTCs BBIIIOJIHATD YTHHHTOﬁ rsync. ,HJISI 3TOro HEO6XOILI/IMO CO31aTh pe3epBHYIO KOIINIO

JaHHBIX M3 /opt/poseidon/triton/eattach/ KOMaHIOH:

rsync -a /opt/poseidon/triton/eattach <path to backup>

4.6 Pe3epBHOe KOIIMpOBaHHe aBaTapoOB

PEBepBHOE KOIIMPpOBdAHHWE daBATAPOB MOJIb30BaTelen B TeKyleM pejin3de peKoOMeHOYyeTCd

BBITIOJIHATD YTHHHTOIZ rsync. I[J'[SI 3TOro HEO6XOJII/IMO CO31aTb pe3epBHYIO KOIIMIO [JdHHBIX

U3 /opt/poseidon/triton/photos/ KOMaHIOM!:

rsync -a /opt/poseidon/triton/photos <path to backup>
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5 PABOTA C CEPTU®UKATAMU

5.1 I'enepanusa dkim xroueit

IIponecc cospmanus DKIM kmoueit omucaH B riaBe «l'enepanms DKIM  kinrodein»

PYKOBOI[CTBa I10 YCTAHOBKeEe CepBepd.

5.2 3ameHa cepTH(UKaTOB

Ecnn Bo3HMKaeT He06XOIMMOCTb 3aMEeHUTh CePTU(QUKAT B YK€ YCTaHOBJIEHHOMN CUCTeMe, NS
«MoitOduc I[louta» cyilecTByeT [Ba airopuTMa JeHCTBUM: dYepe3 3allyCK YCTaHOBIIHMKA C

rapaMeTpoM U BPYYHYIO.

B nepBoMm citydae HeoOXOOMMO pa3MeCTUTh HOBble CepTUUKAThl M KJIIOYM B Kartajore C
muctpubytuBoM (cM. pasnen «Hactpoiika ceprudukaToB» PykoBojCcTBa 10 yCTaHOBKE ITOYTOBOTO
cepBepa). Criocob MOIXOIUT Kak Jjisi KOHGUTYpallMh C OTKA30yCTOMYMBOCTBIO, Tak U 0e3. [locne
BBITTOJIHEHHMSI TTOJITOTOBUTENILHBIX JIEHCTBUN CIIeyeT 3alyCTUTh YCTAaHOBKY KOMAaHJIOW CJIeyOIEero

BUA:
./deploy psn.sh <inventory> -t proxy

'me <inventory> - WHBEHTApHbIM ¢aill YCTAaHOBKU (3alOJIHEHHBIH B COOTBETCTBUM C

pazznenoM «Hactpolika 0CHOBHBIX ITapaMeTpOB yCTaHOBKW» PykoBojicTa 1o yctaHoBke PSN).

Jlns pydHOM 3aMeHBbI BCeX CepPTUPHUKATOB HEOOXOAMMO HA KaXXJOM M3 HOJl Proxy HaWTu

KaTaJior.
/opt/poseidon/certificates/

B Helt HaxopgTcs TpeOytomue 3ameHbl cepTUdUKaThl. [lociie BbIOIHEHUS omepanyii Hax

daitiamu OyieT HeoOX0IMMO TTepe3anyCTUTh CEPBUC Proxy C JIt060ro 11ejieBoro ceppepa:
docker service update --force --with-registry-auth psn-nginx-proxy nginx

B ¢aiine ceptudraTta server.crt JODKHBI OBITh yKa3aHbl BCe IPOMEXXyTOYHbIE

CepTI/I(l)I/IKaTbI, KpoOMe KOpPHEeBOI'o JOBEepeHHOrO. Pacnonosxenue MMPpOMEXKYTOYHBIX

cepTUdHKATOB COOTBETCTBYET OMUCAHUIO B IOKYMEHTAIIUY NZiNnX.)

Ecnu 6bu1 3aMeHeH cepTuduKar dkim, TO CjeyeT BBIIOJHUTH CJIeYIONIYI0 KOMaHAY s

nepe3artycka ciiyX0bl rspamd:
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docker service update --force --with-registry-auth psn-mail rspamd
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6 MHTET'PAIIIHA

6.1 Hacrpoiika narerpamuu ¢ Kaspersky Security for Linux Mail Server

JlaHHBIN pa3zen omnuvceiBaeT mnporenypy uHrerpamvu pemieHusi Kaspersky Security for

Linux Mail Server (8 nansheiiiiem - KLMS) B noutoByto cuctemy «MoitOduc [Toutay.

s BeinonHenus: uaTerpanu KLMS posmkeH ObITh YCTaHOBJIEH /10 BHECEHUS] U3MEHEeHUH B
koHpuryparnuonssle ¢anisl «MorOduc Iloura». Obmias nporeaypa MHCTAJUISIITUM aHTUBUPYCHOTO

penieHrsd OllMCaHa B JOKYMEHTAallUu I10 CJIeIYIOIIEeM CCBLIKe. KLMS B03M0OXHO YCTaHABJIMBATH KdK

Ha omguy MammHy ¢ MTA (Mail Transfer Agent, mouToBbIii cepBep), Tak U HA OTIEJbHYIO; B

«MoitOc¢uc IToura» poas MTA ucnonusier cepsuc Postfix.

HH(l)OpMaL[I/IH, IMpeaoCTaBJIEHHAS HWXKe, OIIMCBbIBAET ITOATIOTOBHUTEJ/IbHbIE JerCTBUS, KOTOphbIE

aJIMAHHACTPATOP CUCTEMBI IOJKEH BBIIOJIHUTD B XoJe ycTaHoBKU KLMS.
B nuanorosom okse Setting up integration with MTA:

— BribpaTte THI MTA: Postfix;

— BbiOpaTh MeTOJl MHTerpanuu: milter;

— B Merone xOMMyHMKalnMM 1O TMPOTOKONY milter Heob6xomumo ykadaTb TCP-coker,
cBobogubiit TCP-niopT u [P-anpec miis B3aumoeiictBuss KLMS u «MoiOduc IToura» no

CeTH.

[Ipumep 3anucu:

inet:10025@10.10.22.22

B pexxume ¢ otkazoycronunBocTeio AO «JlabopaTopust Kacnepckoro» pekomeHnyeT UMeTb
KkoimdecTBO ycraHoBOok KLMS paBHoe konmudectBy MTA. UHcTanmnsTop aiis Tekyiero penu3a PSN
IIPU YCTaHOBKe I103BOJISIET yKa3aTb TOJIBKO OJMH XOCT. [IJIl BBINIOJIHEHUS peKOMeHAAIUui BeHJopa
AHTUBHUPYCHOI'O pellleHusi 1ocjie ycraHoBkU «MoiOduc Iloura» aaMUHHCTpaTOpy CHUCTEMbI
HeoOX0UMO CKOHGUI'YPUPOBaTh Postfix Ha KaXIOH HOZe TaK, 4yTOOBbI IlepechbulKa IIMCEM C Hee

OCYIIeCTBIISTIaCh HA OT/IeJIbHBIN BbljiesieHHbIN i Hee KLMS.

HnuTerpanus B KiIacTepHOM pexuMe TpebyeT obecredrBaTb CHUHXPOHHOCTH
HACTpOeK Ha pa3HbIX 3k3eMiuispax KLMS. Jliist BeioHEHUs TOAO0OHBIX Olepariyii
B aHTMBUPYCHOM pelleHUH CYyIleCTByeT QYHKIMS UMIIOPTA U 3KCIIOpPTa HAaCTPOeK
yepe3 ¢ai1 B XML-popmare. Pabota ¢ MMIIOPTOM M 3KCIOPTOM HACTPOEK
BBITIOJIHAETCS KaK yepe3 KOMaH/HYIO CTPOKY, Tak U uepe3 BebO-uHTepdeiic KLMS.

Bonee nonpobuas uHbopMarius mpeiocTaBiieHa B oHlalH-ciipaBke KLMS:
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- SKCHODT IIapaMeTpOB IIPOI'PAMMBI;

- MMnoopT nmapamMeTpoB IIPOrpaMMBbL;

= BKCHODTPIHMHODTHaDaMETDOBqEDe3KOMaHHHVH)CTDOKV

[Tocne ycranoBku KLMS Ha cepBepe ¢ aHTUBUPYCHBIM pellleHHeM ClleflyeT:

1. YcraHoBUTH HWCIpaBiieHHe [JIsi MPOTOKOJa milter, 3aMeHHMB UCHOJHsAEeMbId aill 1o
IyTH /opt/kaspersky/klms/libexec/klms-milter. McnpaBieHue 3anpammBaeTcs
3aKa34MKOM (aJIMUHUCTPATOPOM) CaMOCTOSITEJIbHO B KaOWHeTe TeXHUYeCKOU MOJIJIepKKU

AQ «JIabopaTopus Kacmepckoroy.

2. YCTaHOBUTH IakeT MSMtp U3 CTaHAAPTHBIX PpENO3WTOpPHeB CHUCTeMBbl. JlaHHBIM miar
HeoOXOOUM [JIi HAaCTPOWMKH OTIIPAaBKU IIOYTOBBIX YBeIOMJIEHWH HeIOCPelCTBEeHHO OT
KLMS ¥ BO3MOXHOCTM OTHpaBKM K3 agMUHUCTpaTMBHOW mnaHenmn KLMS nucewm,
NIOTIABIIMX B KapaHTHH. [lociie ycTaHOBKY NakeTa B AUPEKTOPUM YCTaHOBKUA HEOOXOJUMO
CO3/1aTh KOHQPUI'YpaIMOHHBIM Gailll /etc/msmtprc W 3alOJHUATH ero CleAyrluM

obpazom:

defaults

auth plain

tls on

tls starttls off

logfile # nyTe HOO JIOrOB YyTWMIMTEH Buma path/to/log.log

host # ampec cepBepa «MonOduc IlodTa»

account system

from # ydeTHad 3amnuch, OT UMMEHM KOTOPOM OyAyT OTHNPaBAATbECA yBenoMineHusl appec
Buaa system@domain

port 3525

user # JIOTMH B CUCTEMHYI YYETHYI 3allChb M3 MHBeHTapHOro damnna «MonOduc IlouTa»l
anpec Bupa system@domain

password # @apolb OT CUCTEeMHOM Y4YeTHOM 3alucu Mu3 UMHBeHTapHoOro damna «MonOduc
[TouTa»

account default : system

BhITIOSTHUB BCe BbIIIeNIepeYrCcieHHbIe JIeHCTBYS, aJIMUHUCTPATOP CHUCTEMBI MOXET IMeperTH
HEeTOCPe/ICTBEHHO K BKJTIOUEHHWIO MHTerpamnuu Ha cTopoHe cepBepa «MoiutOduc ITouray. [ atoro
He0bX0oUMO:

1. B uHBeHTapHOM (aiijie yCTaHOBKU B CEKIIUM TIEPeMeHHbIX integrations: klms:

— VYkaszarb 3HaueHHWe TlapaMeTpa enabled: true.
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— Bnmcars B 3HaueHuMH napameTpa host JJaHHble, COOTBETCTBYIOIIME yKa3aHHBIM IpU
HacTporike milter (agpec, mopt, TCP-coker). Cienyer oTMeTUTh, YTO CHHTAKCHUC
3amMcM B Postfix OTIMYaeTcsi OT CHUHTaKuMca milter (BMecTo 3Haka @

WCIIOJIb3yeTCsl IBOETOUHe, TIOPT yKa3bIBaeTcs ociie xocTa). [Ipumep 3anuvcu:
inet:10.10.22.22:10025

2. 3amyCcTUTh CHelHalbHbIM IJ1eHOyK 1UIsl UHTerpalliy Ciielytolnei KoMaHIou:

./deploy psn.sh <inventory> -t nginx, mail

6.2 Hacrpoiika uarerpanuu ¢ Infowatch Traffic Monitor

InfoWatch Traffic Monitor - DLP-cucrema, koTopas mnpeaoTBpallaeT yTeYKU
KOHOUAEHIIMAJIbHOM  MH(pOpPMalMd Ha  OCHOBe  IIOJIHOLEHHOTO  KOHTEHTHOI'O  aHalu3a
MHGOPMAIIMOHHBIX TIOTOKOB.

Paznen omnuceiBaeT nopsiiok U ocobeHHocty HacTpouku «MonOduc IToura» u InfowWatch
Traffic Monitor i COBMeCTHOM paboTel. Metoasl pasBepTeiBaHus DLP-cucremsl

pa3iMyaoTCs B 3aBUCUMOCTHU OT pabodeii cpesibl (Beb-6pay3ep, HACTOJIBHBIM U MOOUJIBHBIN KIIMEHT).

6.2.1 YcranoBka InfoWatch Traffic Monitor B pa3psiB Tpaduka

Metonn ycranoBku InfoWatch Traffic Monitor B pa3peiB Tpaduka pabotaeT mnpu
ucnonb3oBannun «MoiiOduc Ilouta» B BebG-Opay3epe, HACTOIBHOM WM MOOWIBHOM KJTMEHTaXx.

CymiecTByeT JiBa ciocofa nepexBaTa UHGOPMAIIMOHHBIX IIOTOKOB:

— 110 mpotokoiry SMTP;
— 1o npotokosty HTTP/S.

6.2.2 IlepexBatr SMTP-Tpaduka MeTo10M OTIIPAaBKHU CKPBITOM KOIIHMH

B pesynbrare pabotsl nanHoro Merona cepuc Postfix, Bcrpoennsiit B cucremy InfoWatch
Traffic Monitor, mosy4aeT koruu muceM, oTipaBieHHbIX 10 SMTP-nipotokoiy. Ilpenrnomnaraercs,
4TO MHChMa, COoZiepiKalire KOHPHUIeHITUAIbHYI0 nHOopMaIuio (B T.4. ¢aiiyibl BIOXeHHUH), CO3[aHbl B
kireHte «MouOduc Iloutay. B DLP-cucreme co3maercss coObITHe Jis KaXKIOTO W3 IIHCEM,
r“H(pOpMaIys 0 KOTOPBIX 3aTeM IIOMelllaeTcsl B 6a3y JaHHBIX.

Cxema paboThI ipuBe/ieHa Ha pucyHke 30:
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- T T
[ : A
SMTP——» SMTP—»(” ij
r —
HacTonkHbIA 1 MouToewIi cepsep Internet
MOBHNBHEIA KNWEHTE «MoAOHCH
«MoiiOdouc MNoutan

Konua SMTP-Tpadimka

DLP InfoWatch
Traffic Monitor

Pucynok 30 - YcranoBka DLP Infowatch Traffic Monitor B pa3psis

(pexxuM “cKpbITast KOus )

Jliis HacTpoiiku nepexsaTa Tpaduka mo SMTP-npotokony Heo6X0IMMO HACTPOUTH MTPABUIIO,
MO3BOJIsIFOIIee OTIIPaBIIATh CKphITYIO Konuto (BCC) ajist kaXkaoro oTmnpaBieHHOro nuchma. [IpaBuio
HacTpauBaeTcsi B cepBuce Postfix Ha cropone modroBoi cuctembl (cepBep «MoOduc Iloura» c

ponplo mail). Ha BeleynioMsSHYTOM cepBepe cileflyeT HaWTH KOH(QUIYpalMOHHBIM ¢ailin 1o

clenlyromiemMy aapecy:

/opt/poseidon/postfix/main.cf

U nponucath B HEM ciieTyIOMINii TapaMeTp:

always bcc = <dlp mail address>
I'me <dlp mail address> — IIOYTOBBIA afipec JoMeHa, MX-3anmuch KOTOPOrO yKasblBaeT

Ha cepBep InfoWatch Traffic Monitor.
[Tociie BBITIONHEHHMsT HACTPOMKH CIIelyeT Iepe3anyCTUTh KOHTeHHepU3aTop CJIeyroe

KOMaH/I01:
docker service update psn-mail postfix --force --with-registry-auth

Bosee moipo6GHO 03HAKOMUTBCSI C COBMECTUMBIMH CHCTEMAaMH W HACTPOHKOM
MIPOKCU-CEpPBepa BO3MOXHO B JIOKyMeHTe «PykoBo/CTBO agMUHHMCTpaTOpa
InfoWatch Traffic Monitor 7.1» (pasmen 4.5.1 IlpveM KOIHH C TIOYTOBOTO

cepBepa).
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6.2.3 IIepexBat HTTP/S-Tpaduka meTo10M O0THHpaBKH NOYTHI HA KOPHOPAaTUBHBIN
NPOKCH-CepBep

JlaHHBIM MeToJ| aKTyaJleH TOJIbKO Mpu paboTe B mouToBoM cucteme «MonOduc Ilouran
yepe3 Beb-Opaysep. Ilonmeny cepruduxata u paszbop HTTPS-tpaduka ocymectsiser
KOPIIOPaTUBHBIN [TPOKCHU-CepBep.

[Tocne pazbopa HTTPS-Tpaduka, npokcu-cepsep oTnpasisieT pa3oOpaHHbIN TpaduK B BUlle

HTTP o ICAP-tipotrokomny Ha cepBep InfoWatch Traffic Monitor (cm. Pucynok 31).

T
e HTTP 51 HWPS—#J \
. .,/

H(—YBEHOMHEHHE o GnompOBxe—-
L 1 i _—

Beb-knuenT «MoiOdme Proxv cepaep + ﬂcmoabm cepeep Internet
MouTar ICAP-KNUEHT «MO“OWCN

ICAP

]
DLP InfoWatch Traffic
Monitor

Pucynok 31 - YcranoBka DLP Infowatch traffic monitor “B pa3pbiB” (pexxum 6I0KUPOBKH)

CymiecTByeT JiBa ciocoba paboThl MeToa:

— Kommusa — nurcema, cofepxaiiyie KOHQUAEHIIMAIbHYI0 MHGOpPMAIUIO (B T.4. BJIOXXEHHUS U
r300pakeHus) He PUIBTPYIOTCS, U UX KOMUM OTmpaBisiiorcs Ha cepBep InfoWatch Traffic
Monitor.

— biokupoBka — obHapyxeHue KOHQWIEHIUAIbHON MHGOpMAIUU [IPOMCXOIUT Ha yPOBHE
DLP-cepepa InfoWatch Traffic Monitor. /lamee mpou3BoaUTCS paspelieHre Wi 3arpeT
Ha 1nepenauy HTTPS-tpaduka. Ilpm 6GiokvpoBke Tpaduka KoHUEHIMaIbHAS

rHpopMaIiys He 1oXoauT 1o cepBepa «MonOduc [TouTay.

Bosee moipo6HO 03HAKOMUTBCSI C COBMECTUMBIMH CHCTEMAaMH W HACTPOUKOM
MIPOKCU-CEpPBepa BO3MOXHO B JIOKyMeHTe «PykoBO/CTBO agMHHHMCTpaTOpa
InfoWatch Traffic Monitor 7.1» (pa3men «IlepexBaT Tpaduka, rmepegaBaemMoro

o npotokoity ICAPy).

[Ipm Mcronb30BaHMH JAHHOTO MeToJla HAaCTPOMKHU CO CTOPOHBI cepBepa «MoiOdwuc [Touray
He TpebyeTcsl.

Jliist 6pay3epa KaXk10i KJIMeHTCKoW pabodeii CTaHIIMKM B HACTPOMKAX HEOOXOIUMO:
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- /:[06aBI/ITb CepTI/ICl)I/IKaT IIPOKCH-CepBepd B CIIMCOK NOBEPEHHBIX KOPHEBbIX CepTI/I(l)I/IKaTOB;

— ykazaTb [P-azipec ucnonb3zyemMoro npokcu-cepsepa.

6.2.4 YcranoBka arenra InfoWatch Device Monitor

Arent InfoWatch Device Monitor paboraet npu ucnosb3oBaHuM C cuctemour «MonOduc
[Iouta» B BeO-Opay3epe M HACTOIBHOM KilMeHTe. Becb mepexBaueHHbIM 10 npoTtokosniaM HTTPS u

SMTPS Tpaduk OyaeT oTiipaBieH AJis aHaiu3a Ha cepBep Traffic Monitor.

OI[HI/IM U3 IIperMyliecCTB MeTOld YCTAHOBKHU dI'eHTd Hd YCTpOIZCTBa MOJIb30BaTeJIer SIBISeTCS
BO3MOXXHOCTDb ITIOCTeIIeHHOI'0 BHeJpeHHs daHaJ/IM3d TpaQ)HKa B OpTraHH3allvH. HepocTtatkoM maHHOTO
MeTOoJa sBJISIe€TCsd IIOBBIIIIEHHOE BHHMMdHHE K HOTpe6HOCTHM KaXo0ro I10JIb30BaTesId. Cxema

B3aUMOIEMCTBUS IAaHHOT'O MeTo/ia IprBeJleHa Ha pUCYHKe 32:

Pabouyee MecTo Nonk3oeaTens

i’HT'I'F'SFSI"."ITF’S-DF

—HTTPS.raMTPS—Hi

-
/
|
A
S

Aredt Device Monitor |

Beb-knueHT n
HACTONBHBEIA KNUeHT
aMoiOdwmc Movrar

MouToBkIf cepeep Internet
«MorOQdmcs

HTT P.?SIMTF’

|
h 4
!I

Cepeep Device
Monitor +
Traffic Monitor

Pucynok 32 - YcranoBka arenrta Infowatch Device Monitor

O6Hapy>xeHHe KOHPHUIeHITMATbHON UHGOpMAIMK IPOUCXOAUT Ha ypoBHe areHrta InfoWatch
Device Monitor.

ITpu 6GyokupoBke Tpaduka KOHUIeHIMalbHAasg MHPOpMalus He AOXOOUT IO CcepBepa
«MoitOduc ITourtay.

YcTaHoBKa areHTa OCYIIECTBIsIeTCS COOTBeTCTBeHHO JfokymeHTy «InfoWatch Traffic
Monitor. PykoBOJICTBO MOJIb30BATEJISI.

[Tocne ycranoBku arenta InfoWatch Device Monitor st moutoBoro kimmenta «MonOduc

[Tourtay, ycranosnennoro B OC Windows Heo6X0quMo MPOU3BECTH CJIeIyIoIIye JeHCTBUS:
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— Ha mammze mnosnb3oBaTesisi HEOOXOAMMO 3aUTH B OCHACTKy certlm.msc (U3 MeHIO
IIyck).

— B nepeBe ceptudukaToB HaTH InfoWatch Transparency Proxy Root:

CepTudmra Th JIOKAaJIbHBIM KOMIIbITEP\/OBEepeHHEEe KOPHEBLE LIeHTPLL

ceptudurkaumm\CepruduraTtel\ InfoWatch Transparency Proxy Root

— B KOHTeKCTHOM MeHIO BbIOpaHHOrO cepTvduKaTa BbIOpaTh Bee 3agadyu - OKCHOPT... U
OKCIIOPTUPOBATh BbIOpPaHHBIM cepTudUKAT (B ¢opmaTe .CER, KOJUpPOBKA DER) Ha
IOCTYIIHBIN JIOKAJIBHBIA WU CeTeBOM pecypc.

— B nouroBom kimente «MoinOduc Iloura» 3aiiTé B HaCTPOWKHU CepTUPUKATOB (KHOIIKA

- nyHkT MeHi0 Hacrpoiiku - IIpuBaTHOCTH M 3amuTa - KHOIKa YIIpaBJIeHHe
cepruduKaTaMu) U HaKaTb KHONKY IMnopTupoBars...
— DBribpaTh 3KCIIOpPTHPOBaHHBIM paHee cepTUPHUKAT InfoWatch Transparency Proxy

Root, B IIOSIBUBLIEMCS JUAJIOTOBOM OKHE IIPOCTABHUTH I'aJIKM HAIIPOTHB OIILIWM:

e JloBepsTh npu uaeHTUUKAIIUK BeO-CalTOB;

e JloBepsaThb pU UIeHTU(PUKAIIMY [TOJIb30BaTesIel 3JIeKTPOHHOM ITOYTHI.

— Haxars kHoniky OK 1Ba pasa /it coxpaHeHusT HaCTpPOeK.

6.3 UnTerpamnus co CTOpoHHeH CIy:K00i KaTaJo0roB

CTOpOHHIOIO CITy>K0y KaTajloroB BO3MOXKHO MCIIOJIb30BaTh Kak 0a3y JaHHBIX I0JIb30BaTesei
«MonOduc Iloura». [lng 3TOro crjepyer 3amlolHUTHL OJIOK MHTerpanuu (integrations:
catalog:) B WHBEHTApPHOM daiine PSN (monmpobHee B pazzene
«Konduryprposanne nHBeHTapHOrO ¢aria: nepeMeHHble» PyKOBOACTBa IO yCTaHOBKe II0YTOBOIO

cepBepa).

Hurerpanus TectupoBaiiack ¢ AD, Samba DC, Free[PA, ALDPro, OpenLDAP
U 389ds.

6.3.1 YcTraHoBKa KBOTHI H3 CTOPOHHEMH CJIY?KOBI KaTaJIOr0B

B AD HeobxomuMo BbIOpaTh aTpubyT, B KOTOpPOM OyJleT XpaHUTBbCS KBOTA. 3HauyeHHe

3afiaeTcs B O6aiftax 1enbiM yncioM. Hanpumep, kBota B 116 aTto 1073741824.
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Ha BCEX 13(0)1 D¢ IPYIIIbL mail B KOHpUT'YPaIJUOHHOM
darine /opt/poseidon/dovecot/conf/dovecot-ad-pass.conf.ext HeobX0oIUMO

U3MEHUTh CeKIIUU pass attrs Wuser attrs Cleayrium obpazom:
pass_attrs = \

=userdb gid=vmail, \

arpubyrad=userdb quota rule=*:bytes=%{ldap:aTtpubyrad}
user attrs = \

=gid=vmail, \

atpubyrad=quota rule=*:bytes=%{ldap:aTrpubyrad}

(mpuMep MOXXHO TIIOCMOTpeTb B Qaiile /opt/poseidon/dovecot/conf/dovecot-

ldap-pass.conf.ext, ISl KBOT UCIOJIb3yeTCsl aTpUOYT quota).

Ecm B atpubyTte He Oyner 3asiaHa KBOoTa Wi OHa OyneT paBHa 0, TO KBOTa CUMTaeTcs
6eckoHeyHOM. MOXXHO 3a/1aTh KBOTY 110 yMoJidaHuio. Eciy B aTpubyTe He 3ajjaHa KBOTa, TO OyjeT

ucnonb3oBatbcst oHa. s storo Ha BCEX Homax rpymnmbl mail B KOHQUIYpallMOHHOM
daiine /opt/poseidon/dovecot/dovecot.conf Heobx0IMMOo U3MEeHHTb rnapameTp

CHEHYKHHHNIO6P830MZ

quota rule = *:bytes=3Ha4yeHneKBoTHIIOYMOIYaHMIO
Jasnee mociie peJJakTUPOBaHUS KOHPUT'YPALIMOHHBIX (PaIoB Mepe3anyCTUTh dovecot:
docker service update --force psn-mail dovecot

3HayeHHe KBOTHI I10 MOJIb30BATENISIM MOKHO IIOCMOTpeTh 4epe3 doveadm Ha JIr00oM 13 HOL

IPYIIBl mail KOMaHIOMU:
docker exec $(docker ps -gf name=dovecot) doveadm quota get -u email

00 Yepe3 KOHCOJIb aJIMUHUCTPUpoBaHust PSN.

6.4 Nurerpanus ¢ BKC cucremamu

Js uaTerpanuu ¢ BKC cepBep oimkeH OBITh MPO/IETUIOEH C TTapaMeTpaMHu:

— conference.enabled=True

— conference.<BKC cuctema>.enabled=True
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rae <BKC cuctema> - Tpedyemasi BKC cucrema (cM. «MoitOduc [loura 3. PykoBogcTBo no
YCTAaHOBKe IIOYTOBOTO cepBepa 3.1», pasmen «KondurypupoBaHve WHBEHTAapHOrO daia:

1epeMeHHbIeY).

Ecim Ha sTane fierios: BKII0UeHUe UHTerpalvu He ObLI0 3aJaHO, MOXKHO U3MEHUTh 3HaUeHre
COOTBETCTBYIOIIUX IIepeMeHHbIX U Iepe3allyCTUTh JIeIUIO KOMaHAou . /deploy.sh <hosts> -t
frontend (cMm. «MoiOduc [loura 3. PykoBoACTBO 10 yCTaHOBKe IOYTOBOTO cepBepa 3.1», pasnen

«3arycK yCTaHOBKIY).
JIubo cpematb 3TO BpyuYHyIO, /il 4Yero Ha cepBepax poid frontend Heo6X0IUMO
BBITIOJIHUTD CJIeAYIOIIUe IeUCTBUSL:

H3menuthb clleqlytoniye 3HAYeHUs B nepeMeHHbIX KOHUT'YpPaAI[MOHHOTO

¢aﬁna/opt/poseidon/web_calendar/config.jSon:

"useConference": true,

"use<BKC cucrtema>Conference": true,

rae <BKC cuctema> - Tpebyemass BKC cucrema,

U 11epe3allyCTUTb CepBUC KaHeHHHPEﬁ KOMaHO oM

docker service update psn-frontend web calendar --force

BerlmieynioMsiHyTble JTeHCTBUSL BBINOJHATh He TpeOyeTcs, ecid HAaCTpoWKa Yike

ObIIa IMporn3BeJieHd B MTHBEHTAPHOM c])afme J0 MHCTAJUIAITHH.

6.4.1 aTerpanus c cepBucom TrueConf

HpenBapHTeano cjllieqyeTr BBIIIOJIHUTD 061u1/1e pPexomMeHOallk, OIIMCaHHbBIe B TIJldBe

Hurerpanug ¢ BKC cucremamu.

BapuaHThl CMHXpPOHM3alIMY MTOJIb30BaTeNei:

— npuss3ath trueconf U «MorOduc Ilouta» k oiHOM ci1y>k6e KaTanoros;
— Co3/1aBaTh COOTBETCTBYIOIIMX IOJIb30BaTesiel yepe3 admin interface B trueconf

(cm. pasmen Hacrpoiiku agmuHucTpaTuBHOM naHenu TrueConf );

— TIIpuBs3aTh trueconf K ldap psn (CM. pasznein HaCTDOﬁKH AJIMMHMCTDPATUBHOM MaHeJIx

TrueConf ).
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6.4.1.1 Hacrpoiiku agMuaucTpaTuBHoi naneau TrueConf

— B apmunucrpatuBHoit maHenmu TrueConf Ha Bkiagke Bed / Hactpoiikm B paszferne
Buemrnuii anpec Be6 crpaHunbl TrueConf Server nHeobxonumo ykazaTh ajpec,
COOTBETCTBYIOIIMM  3HAUEeHHIO TOJNS  services/trueconf/url W3  pasfena
«KonduryprpoBanve WHBeHTapHOro ¢ailyia: mepeMeHHble». PyKOBOJCTBa 1O YCTaHOBKe
MTOYTOBOT'O CepBepa.

— CnenyromuM 1iarom OyzeT 3amnosiHeHre Hactpoek LDAP na Briagke LDAP / Active
Directory, pasgen LDAP, xuHonka Hacrpoiiku LDAP B aJMUHUCTPAaTHBHOM MaHeIU

TrueConf. [Tpumep 3anonHenus ykazaH B Tabuuie 6.

Tabmuna 6 - Hactporiku LDAP agmunncrparusHoi nanenu TrueConf

ITapamerp

3uauyenue

Tun cepBepa

389 Directory Server

Be3omacHoe coequHeHye

Ha

Pyunas Hacrpotiika

Ha

Cepsep uncrayusimuu LD AP-cepBuca «MonOduc

Cepaep [Tourta» (ampec xocTa C yCTAaHOBIEHHBIM CEpPBUCOM
389 Directory Server)
[Topt 636
ou=People,dc=<domain>,dc=ru, rme
BbazoBoiit DN <domain> — OCHOBHOM IOMEeH YCTaHOBKU
«MoitOduc ITouray.
AyTtentudukarus IIpocras
cn=Manager ,dc=<domain>,dc=ru, rue
Nwms
<domain> — OCHOBHOH JOMeH YCTaHOBKHU
3HayeHHe IlepeMeHHOM ds389 manage user W3
VMHBepTapHoro ¢aria ycTaHOBKM (CM. pa3ziesl
[Taposb «KoHduryprpoBanve HHBeHTApHOTO ¢aiJa: 1mnep

eMeHHbIe) PYKOBOJ:[CTBa I10 YCTaHOBKe

[I0YTOBOT'O CepBepa)

Bxmouuts NTLM-ayTentuduxanuio ais

ABTOMATUYeCKOI'0 BX0/ia I0JIb30BaTeJIer JIOMeHa

Ha
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ITapamerp

3uauyenue

Active Directory

3aroJiHeHWe HAaCTPOeK Takyke HeoOX0oauMO U B paszeste JlonosHuTe bHO (CM. Tabmuiy 7):

Tabmnuma 7 - JlonoHUTENIbHBIE HACTPOWKH B aAMUHUCTPAaTUBHOM maHesw TrueConf

ITIapametp 3HaueHue
Login trueconflogin
Display Name cn
First Name givenName
Last Name sn
Email mail
Max Results 50000

Filter Disabled

((nsrole=cn=nsdisablerole.*))

Group Member

uniqueMember

Filter Login (trueconflogin=%s)

Filter CallID (trueconflogin=%>S)

Filter Group (objectClass=GroupOfUniqueNames)
Work Phone telephoneNumber

Home Phone homePhone

TrustPartner Attr trustPartner

FlatName Attr flatName

TrustedDomain Filter

(objectClass=trustedDomain)

ForeignSecurityPrincipal Filter

(objectClass=foreignSecurityPrincipal)

Trust Enabled 1

Use Avatars 1

Allow Avatar Propagating 1

AddressBook Refresh 900

TimeOut 30
thumbnailPhoto Attr thumbnailPhoto
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IIapamerp 3HaueHnne

jpegPhoto Attr jpegPhoto

OctanpHble 3HAuUeHUe CjelyeT OCTaBUThb IycThIMHM. Ilocie 3amosiHeHUsI BCexX HACTpOeK
HeoOX0/IMMO HakaTb KHONKY [Ipumenuts. IIpy KOppekTHOM 3allOIHEHUM BCex IapaMeTpoB B
paszesie Ilonb3oBaTesnn / Y4eTHbIe 3alIHCH II0JIb30BaTe el 3arpy3UTCsl CIIMCOK yYeTHBIX 3alMcei

cnenyoiero Buaa (cm. Pucynok 33):

MNonbXEATENE TrueConf ID 3n. moNTA

1

DI

oO.
|

POO.

Pucynok 33 - Yuernsle 3anvcu «MoiOduc Iloura» B anMunucTpatvBHoM naHeny TrueConf

6.4.2 Hacrpoiika uHTerpamuu co Squadus

B nanHOM paszpene nprBeieHbl HacTporku Jyist «MorOduc Ilouta», octanpHas nHbopManys

IOCTYIIHA B IOKyMeHTanuu Squadus.

HPEILBapI/ITeJIbHO cjleqyeTr BBIIIOJIHUTD OGIIII/IE pexomMeHOdllkr, OIIMCaHHbIE B TIJlaBe

Hurerpanusg ¢ BKC cucremamu.

Hanee cnenyer 3amosinuth mapamerpel ETCD B ceknum services/squadus

(cm. pasnen Hacrpovika ETCD). IIpu konMpoBaHUM KOPHEBOTO CepTUdUKATA U3 aJIMUHACTPATUBHOMN

naHenu Squadus B note ETCD services/squadus/ca cert CciefyeT IPUBECTH ero K BUAY C

nepeHocoM cTpok (Base64):
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MIID9jCCAt6gAWIBAgIUOgQ+mT23yNOfL68m4nddE] JjGIh4wDQYIKoZIhvcNAQEL
BQAwgZIxCzAJBgNVBAYTALJVMQ8wDQYDVQQIEWZNb3Njb3cxDzZANBgNVBACTBK1v
c2NvdzEfMBOGA1UEChMWTMV3IENSb3VKIFR1Y2hub2xvZ211czEQMA4GA1UECXMH

CXKCiwbpavWk8c3LkQaIOCTwPJIOkD5h17UyOtA7KWIdA7ESMDD] tmW71iECc59GsASM
x6NewlKYghE/nn7Rp8Wolr01UIkbpglHMfHHMs JENfEEOW1Z+YV6a9RIpoxtNBAO
AvxgHMKCtDIenPor622/Sjd4LxGmjoINSNL+11d7Q65sI3pgw53NQHQfY7pVRNcE
7tAJBPPcen/ykDcTco6M5H22ENGbhkgnHyCKFdhQy7hssHzqUUzcjxPG3JToAMI £
WbFKGplcvt3nKA==

BapHaHTbICHHXpOHHBHHHHIKNHBOBaTeHEﬁZ

— TMpuBS3aTh squadus M psn K OOHOM ciykOe kartajmoroB win «MouOduc YactHoe

Obmnakoy;

— CO3[aThb COOTBETCTBYIOIIMX II0JIb30BaTeslel Yepe3 a/IMUHUCTPATUBHYIO ITaHelb Squadus.

Iyt co3anus nojib30BaTesleM COOBITHH C CChUIKOM Ha KOH(epeHIUIO CKBalyC
MI0JIb30BATEII0 HEOOXOAMMO XOTs OBl OJIMH Pa3 YIa4HO 3aJIOTHHUTHCS B

squadus.

6.4.3 UnTerpamus c ceppucom Webinar

HpenBapHTeano cjlefyeT BbIIIOJIHUTD O6HHH3 pekomMmeHnaanvu, OIIMCdHHbIE B TJldBe

HNurerpanug ¢ BKC cucremamu.

Hanee cnenyer 3anonHuth napameTpbsl ETCD B ceknnn services/webinar (cMm. paszen

Hactpoiika ETCD).

BapuaHTbl CHHXpPOHM3AIMU T0JIb30BaTeIel:

— npuBsizaTh webinar u «MoiOdwuc Ilouta» k omHOM ciykbe katajmoroB wiu «MonOduc

Yactaoe O6akoy;
— C0311aTh COOTBETCTBYIOIIMX II0OJIb30BaTeiel dYepe3 aJMUHUCTPATHBHYIO TIaHeIb B

webinar.
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6.4.4 Ilnterpanus c cepsucom VideoMost

[IpenBapuTesibHO cCileflyeT BBIIOJIHUTL OOIIKMe peKOMeH/AlllH,

Hurerpanug ¢ BKC cucremamu.

Hanee cnengyer 3amonHuTh mapamerpel ETCD B cekiuu

(cm. pasnen Hacrpoiika ETCD).

BapI/IaHTbI CUHXPOHHW3alINN I10JIb30BaTEJIeH:

OIIMCaHHBbIEe B TJIaBe

services/videomost

— npuBs3aTh videomost U «MoiOduc Iloura» k ofjHOM c1y>kKOe KaTaJloroB;

— CO31aThb COOTBETCTBYIOIIINX MOJIb30BaTeIemn gepe3d JdIMHUHUCTPATUBHYIO IIdHEJIb B

videomost.
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7 HACTPOWIKA ETCD

ETCD - aro pacnpejiesieHHasi CUCTeMa XpaHeHHsl KJItoueld U KOHPUTYpalldi Il CepBUCOB.
Buecenue wusmenenuii B mapametrpel ETCD mpenocraBiisier paciivpeHHble BO3MOXHOCTH JIJIS
HAaCTPOMKHU CHCTEMBI I0J] KOHKpPeTHble HY>XKIbI 10JIb30BaTeliss U aJ]MUHUCTpaTopa. s pocryma K
penakTupoBaHuio napameTpoB B ETCD, ciiemyer BBINONHUTE ClieAyIollye JeWCTBUS HAa CTOpPOHE

cepBepa UHCTAJUISAIIH:

1. Atopu3zoBatbcs B cepBuce ETCD uepes 6pay3ep, UCIOb3Ys aJipec BUa:
http://domain:8081

rae <domain> — OCHOBHOM JoMeH ycTaHOBKHM «MorOd¢uc Ilouray, 8081 — mopr.

2. JlaHHBbIe [ aBTOPU3alIAU:

— JIOTHWH psnuser;
— TIapojib: 3HAueHHe IlepeMeHHON etcd browser user W3 HWHBEHTapHOro ¢aia

ycTaHOBKHU (cM. 1okyMeHT « MoiOduc [loura. PykoBoACTBO 110 yCTaHOBKe»).
[Tocne m3MeHeHHs HAcTpoek Ji UX IpUMeHeHUs HeoOxoquMo Iiepe3anmycTuTh backend
cepBHCHI triton v/viny pbm, 4TO6bI HACTPOWKM NIEPEUYUTATIUCH:
docker service update --force psn-backend triton
docker service update --force psn-backend pbm
[TapameTpel, AOCTYIIHbIE [1J11 ©U3MEeHeHUs], IpHBeJleHbl B Tabiuile 8:

Tabmuia 8 — I[Tapametrpst ETCD

Kimou Onucanue HJocTynHble 3HaYeHHUS
autoconfig/ CexkIust HACTpOEK cepBHca
aBTOKOHGUTypalUU
autoconfig/common/ Cexiust 001X HACTPOEK CepBUCa
aBTOKOHGUTypalUU

autoconfig/common/auth | Cosb AJis MOAKIIOYEHUS K

salt ry106abHON aJipecHOM KHHUTe.
Hcnonp3yercs npy MHTerpauu co
CTOpPOHHEH CITy>K00¥ KaTaJloToB.

autoconfig/common/gener |I'eHepupoBaTh 3aIKCh B JIOKAIBHOH | true mi false
ate ldap account ciry>0e KaTajoros Uit
BO3MOKHOCTH MOJIKJIIOUEHHS K
r7106a7bHOM aJIpecHOM KHUTe.
Hcnosnp3yercst Ipy UHTerparyu o
CTOpOHHel CITy>00M KaTaloroB.
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Kirou

Onucauue

I[ocrynnme 3HaYeHHus

autoconfig/common/log p
ath

[IyTb o yor-dariina NpuUIoXKeHus

OTHOCUTEJILHBIN WX abCOJIIOTHBIN
MyTh

autoconfig/common/recov
ery url

Ccpuika J1s1 BOCCTaHOBJIEHUS
napoist (MCIIoJIb3yeTcs B
HACTOJIBHOM KJIMeHTe)

url

autoconfig/fcm/

CexIust KITMeHTCKUX HACTPOeK JIJIst
paboThl C MOOMIBLHBIMU
yBegomienusamu (Firebase Cloud
Messaging u Huawei)

HNudopmaliyio 0 HaCTpOMKax U UX
BO3MOJKHBIX 3HAU€HMSX CM. B
nokymeHTe « MoiOduc [loura 3.
PykoBozcTBO 10 ycTaHOBKe
IIOYTOBOTO CepBepay, paszeln
«Konduryprposanue
HWHBeHTapHoro ¢aiina:
1iepeMeHHbIe»

autoconfig/fcm/exists

Bruttouenre push-yBenomienuit

true (cTporo B HM)KHEM PerucTpe)

autoconfig/services

Hacrpotika BHeIHero focTyrma kK
CepBHUCaM /IS KITUEHTOB

autoconfig/services/ext
ernal imap host

Breurnuit anpec [y1s OAKIIIOYeHUs]
IMAP

Homen wu [P-anpec

autoconfig/services/ext
ernal imap port

BHermHuit mopT 11 NOIKITFOYeHusT
IMAP

Ludps! (enoe gncio)

autoconfig/services/ext
ernal imap ssl

[IpoTokos 6e3omacHOrO
nonkiarouenus IMAP

NO/SSL/STARTTLS

autoconfig/services/ext
ernal ldap host

Brenrnuit anpec [y1s OAKIIOYeHUsI
LDAP

Homen wu [P-anpec

autoconfig/services/ext
ernal ldap port

BHermHuit mopT 171 OIKITFOYeHusT
LDAP

Ludps! (enoe gnciio)

autoconfig/services/ext
ernal smtp host

Buernuii afgpec 17151 HOIKITIOUEHUS
SMTP

Homen wu [P-anpec

autoconfig/services/ext
ernal smtp ssl

[IpoTokosn 6e3omacHOTO
noakoyeruss SMTP

NO/SSL/STARTTLS

autoconfig/services/ext
ernal smtp port

BHermHuit mopT 171 OIKITFOYeHusT
SMTP

Ludps! (nenoe gnciio)

autoconfig/services/ext
ernal tritonapi url

BHemmnui agpec A7 IOAKITIOUEHMs
K psnapi

Crpoka, URL

pbm/

Cexkrust HacTpoek PSN Backend
Manager
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Kirou

Onucauue

I[om‘ynnme 3HaYeHHus

pbm/auth/

Cexnust HaCTpoek
ayrentudukamu B PSN Backend
Manager (HacTpolika cepBHca
OIMCaHa B JAHHOM JIOKyMeHTe)

pbm/auth/access token e
Xp_ time

BpeMsl KM3HHU access-TOKeHa B
CeKyH/Iax

pbm/auth/refresh token
exp time

Bpems xuznu refresh-roxena B
cekyHnax (st v2)

Hudpw (11enoe gucio). 360000

pbm/auth/enc salt

Coub 1yist X3MMPOBAHUS
ayTeHTU(UKAIMOHHBIX JAHHBIX

Crpoka

pbm/common/

O6mme Hactpoiiku must PSN
Backend Manager

pbm/common/b24 attr to
surname

[TapameTp 1151 UHTErpanyu C
Bitrix24, no6aBsieT 3HaueHHe
aTpubyTa B KapTouKe
nosnb3oBareis. [lo3Bosnser

I depeHIIMPOBaTh
MI0JIb30BaTeNel C OAMHAKOBBIMU
5[0

ATpubyT B KapTOUKe
nosib3oBatenist Bitrix24. [Ipumep:
PERSONAL ICQ

pbm/common/haar cascade
_tmpl

Hcnomp3yemsrit mabiaoH
IrOpUTMa paclio3HaBaHUS JIIT HA
¢ororpadun. Ucrnonbzyercs B
Pa3MYHBIX 1eJIsaX, HalpuMep A

00pe3ku doTorpaduu AJis aBaTapa.

ABcomoTHBIN TyTh 10 daiina.

pbm/common/log path

[TyTb mo nor-gatina PSN Backend
Manager

OTHOCUTEJILHBIN WX abCOJIIOTHBIH
MyTh

pbm/common/log 1vl

Y poBeHB JIOTUPOBaHUS

info / debug

pbm/firebase

CexIust HACTPOEK TO/IKITIOYeHHUS K
Firebase Cloud Messaging u
Huawei, a Takxe napamerps PBM
IUIsl paboTBI C MOOHITBHBIMU
YBEeJIOMJIEHUSIMU

pbm/firebase/android bu
ndle

Wnentudukarop npuioxeHys Ha
Android, uconb3yercst st
cocTaBJIeHHs MAbJI0HA MyTIia

Crpoka, mpumep: amail

pbm/firebase/aquarius b
undle

Wnentudukarop npruioxxeHus
Aquarius, ncnonb3yercs s
cocTaBJIeHHs abJIoHa My1Iiia

aquarius

pbm/firebase/huawei bun
dle

Wnentudurkarop npuioxxeHus B
koHcor Huawel

Crpoka, npumep: huawei
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Kirou

Onucauue

I[om‘ynnme 3HaYeHHus

pbm/firebase/ios bundle

WUnentudurkarop npuioxxeHus B
koHcomu i0S

Crpoka, npumep: iosmailemb

pbm/firebase/webpush bu
ndle

Unentudurkarop web-mpunoskenus

Crpoka, npumep: webpush

pbm/firebase/google key
file

Koudwurypanvonssiii mabioH B
dopmare JSON ms
ayrerrudukaruu B Firebase Cloud
Messaging

JSON, npumep coniep>XuMoro cMm. B
noxymente « MoitOduc [loura 3.
PyxoBojcTBO 10 ycTaHOBKE
IIOYTOBOTO CepBepay, pas3fel

«Konduryprposanue
WHBeHTapHoro daina:
IIepeMeHHbIEY.
psn/ Cexk1yist HACTPOEK CepBEepHOU U
web gactu PSN
psn/bruteforce CexIyist HACTPOEK CepBUCa 3aLUThI

oT repebopa maposiei

psn/bruteforce/enabled

Bxrounts 3amury ot niepebopa
raposieu

true wiu false

psn/bruteforce/max atte
mpts

KomuectBo noneITox BXo/a,
nocisie koroporo IP-agpec
HCTOYHMKa Onokupyetcsi. He
YUUTBLIBAIOTC MOIBITKU C OHOM U
TOM ke HeBepHOM KOMOUHaIen
JIOTWHA U T1apOJIs

Lemnoe unciio Gosblie HyIst

psn/bruteforce/penalty

Bpems B cekyHzax, Ha KOTopoe
onokupyetcst IP-agpec

[enoe uucno 6osnblile HyISA

psn/cab/

CexkIust HAaCTPOEK KOpPIOPaTUBHOM
aZlpecHOU KHUTU

psn/cab/bind dn

ATpubyTsl bind dn
aJIMMHHCTPaTUBHOIO aKKayHTa

[Tonueiit DN (distinguished name).

psn/cab/cab ou

OU (organisational unit)
KOPIIOPaTUBHOM aJlpeCHOU KHUTU

Hassanwne OU c HauMeHOBaHHEM
arpubyta ou=NAME. IIpumep:
ou=CAB

psn/cab/enabled Bkitrodaer nokas kopriopaTtiBHO# | true vy false
KHUTH B web-unTepdetice (false,
OTpaHWYMBAET CO3/IaHUE TaM
HOBBIX I10JIb30BaTeJIek)
psn/cab/host BHyTpennuii anpec noakitodennsa | Jlomen wim IP-anpec

k LDAP-cepgepy
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Kirou

Onucauue

I[ocrynnme 3HaYeHHus

psn/cab/ldapusers ou

OU (organisational unit) ms
MIPUBSI3KU BHEIITHUX I0JIb30BaTeJIeH
k LDAP (B HacTOJIbHOM KJIMEHTe)

Hassanmne OU ¢ HaiMeHoBaHUEeM
atpubyta ou=NAME. IIpumep:
ou=ldapusers

psn/cab/maillist ou

OU (organisational unit) rpynmn
PacChIIKH

Hazanme OU c HaMeHOBaHHEM
atpubyta ou=NAME. IIpumep:
ou=Groups

psn/cab/password [Tapomnb OT aIMUHUCTPATUBHOTO Byksel, MpbI WM crienvanbHbIe
aKKayHTa CUMBOJIBI
psn/cab/port BuyTpennuii nopt noaxttouenus k | Lludpst

LDAP-cepBepy

psn/cab/resources_ou

OU (organisational unit) pecypcoB

HasBanue ou ¢ HaMeHOBaHUEM
arpubyta ou=NAME. ITpumep:
OU=Tesources

psn/cab/root_dn

Kopneso#i DN (distinguished
name) LDAP-cepsepa

[Tocneguue nBa yposus B DIT
(Directory Information Tree).
[Tpumep: dc=example.myoffice-
app,dc=ru

psn/cab/web cache/enabl
ed

Bxirouenue vy oTKIIIOYeHHe
LDAP-koma g web-kineHTa

true unu false

psn/cab/web cache/lifet
ime

Bpewmsi >xv3HU Ka1I1a B CeKyH/Iax

Hudpst, npumep: 3600

psn/common/

Cexkrust obmux HacTpoek PSN

psn/common/allow upload
_photo

Paspemienue usmeHeHust aBatapa
MmoJib30BaTesieM B web-uHTepdetice

true winu false

psn/common/cookie domai
n

Homen PSN myis xpanenust cookies

Crpoka

psn/common/event attach
_size limit

JlumuT pazmepa BIIOXKeHUI B
cobbITHS (B Merabamr)

[Tudpsl, npumep: 5

psn/common/revoke email

PaBPEH_II/ITb OT3bIB OTIIPABJIEHHBIX

ImrceM.

True / False.

psn/common/force revoke

Pa3perienue oT3biBa nrucbmMa
[I0JIb30BaTeJIeM, IaXKe eCIi OHO
[IPOYXTAHO

true winu false

psn/common/gost

[TonTBepxxnenne ycraHoBku PSN c
Hactpoiikamu s [OCT-
MdpoBaHUs

true winu false
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Kirou

Onucauue

I[ocrynnme 3HaYeHHus

psn/common/photo path

[TyTb fnst XxpaHeHUs aBaTapoB

OTHOCUTEJILHBIN WX abCOJIIOTHBIN
MyTh

psn/common/password req
uirements

TpeboBanus K CJI0KHOCTH TApPOJISL.
JlaHHas MOJTUTHKA UTHOPUPYETCS
ripu uHTerpanuu ¢ MoitOduc
Xpanaunine PGS u it yueTHbIX
3arvcei U3 CTOPOHHEH CITy>KObI

KaTaJIOT'OB.

psn/common/password req
uirements/min length

TpeboBaHuUs K CJIOXKHOCTH TTAPOJIS:

MHWHHMaAJIbHOEe YHCJI0 CUMBOJIOB.

psn/common/password req
uirements/max length

TpeboBaHuUs K CJIOKHOCTH TTAPOJIS:

MaKCHMaJIbHOe YKCJI0O CUMBOJIOB.

psn/common/password req
uirements/min digits co
unt

TpeboBaHuUs K CJIOXKHOCTH TTAPOJIS:

MHWHHUMaAJIbHOE YHCJI0 U,'I/I(l)p .

psn/common/password req
uirements/min uppercase
_letter count

TpeboBanus K CJIOKHOCTH TAPOJIS:
MUHUMaJTbHOE YUCII0 OYKB B

BepXHEeM perucrpe.

psn/common/password req
uirements/min_ lowercase
_letter count

TpeboBaHHs K CII0)KHOCTU AP OJIS:
MUHUMaJbHOe YHCII0 OYKB B

HIDKHEM perucrpe.

psn/common/password req
uirements/min_ spec_ symb
ols count

TpeGOBaHI/Iﬂ K CJIO’)KHOCTH I1apOJId:
MHUHHMAJIBHOE YHCJI0

CIIelICMMBOJIOB.

psn/common/pgs integrat
ion

Bxmtouenue unrerparuu ¢ PGS

true winu false

psn/common/photo _size 1
imit

JIuMuT pazmepa 3arpy’kaemoro
M0JIb30BaTeJIeM aBaTapa

[Mudpa c ob6o3HaYEHNEM €TUHUITBI
r3Mepenus, npumep: 10M

psn/common/use friendlynam
e

Ynpasnenve oTobpaxkeHHueM
VIMEeHU OTIIPaBUTeJIs 7L IIHCeM,
OTIpAaBJIeHHbIX U3 BHEITHUX
CHCTEM

true - oTrobpakaTh UMs
OTIIPaBUTEJSI MMChMa, TaK KaK OHO
6bLIO TIepenaHo, false -
0TOOpaXkaTh JOMOIHUTEILHO email

psn/db

Cexnyist HACTPOeK MOAKIIIOUeHHUS K
6aze manHbIX Postgres
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Kirou Onucanue HJocTtynHble 3HaYeHHS
psn/db/dbname Wms ocroBHoOM 6a3bl ganubix a1 | Uma B, mpumep: psn
web-nipusnoxxenust
psn/db/host BuyTtpennuii anpec noaxittodenus | lomen unu IP-anpec
k b]]
psn/db/login Jlorun miisg mogkmodenust Kk BJ1 Crpoka
psn/db/password [Taposb oy noaxrouenust k BJ1 ByxBb1, udpsl Wiy crieruaabHbIe
CUMBOJTBI
psn/db/port BuyTpennuii nopt noaxttouenus k | Lludppst
Bl
psn/db/schema Cxema (npoctpanctBo umeH) st | CTpoka, mpumep: psn

Bl web-mipuoxxeHust

psn/file manager

Hactpotiku paboTel MeHekepa
¢aitnoBoii cucteMbl

psn/file manager/file d
ir

MecTo xpaHeHUsI BIOXKeHUI B
COOBITHS Ha JTUCKe

OTHOCUTEJILHBIN WX abCOJIIOTHBIN
My Th

psn/ldap

CekIiyst HACTPOEK MOJAK/IIOUEHHS K
LDAP userdb

psn/ldap/bind dn

ATpubyTsl bind dn
aIMMHHCTPAaTHBHOTO aKKayHTa

[MTosmueiit DN (distinguished name),
npuMep:
ou=Blocked,dc=example,dc=ru

psn/ldap/password

Haponb OT aAMUHHUCTPATUBHOT'O
dKKayHTa

BykBbI, udphl U crieryanbHbIe
CUMBOJIBI

psn/ldap/blocked ou

OU (organisational unit)
3a0JI0KMPOBAHHBIX TIOJIb30BATEJIeH

[Tomnbrit DN (distinguished name)

psn/ldap/domains_ ou

OU (organisational unit) ms
XpaHeHus: UHGOPMAITUH 110
ITIOYTOBBIM JOMeHaM

[Tomnbrit DN (distinguished name)

psn/ldap/groups ou

OU (organisational unit) rpynmn
PacChUIKH

[Monneiit DN (distinguished name)

psn/ldap/people ou

OU (organisational unit)

[Tonneiit DN (distinguished name)

M0JIb30BaTeJien

psn/ldap/port BuyTtpennuit nopt noaxstouenus K | Lludpst
LDAP-cepBepy

psn/ldap/host BuyTtpennuii anpec noakmouenus | Jomen wiu [P-anpec

k LDAP-cepsepy
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Kirou

Onucauue

I[ocrynnme 3HaYeHHus

psn/ldap/web cache/enab
led

Bxirouenvie LD AP-kama ajist web-
KJIMeHTa

true wiu false

psn/ldap/web cache/time

Bpems xpaHeHus kaiia

[Tudps! u nexcruyeckoe
0b603HaveHre BpeMeHHbIX eIUHHI]
(Ha aHTIIUICKOM, Yepe3 mpober).
[Tpumep: 15 minutes

psn/mail

CexiIust HAaCTPOEK BHYTPEeHHero
TIOJTKITIOYEHHUS K TIOUTOBBIM
MPOTOKOJIAM

psn/mail/imap host BuyTtpennuit anpec st IMAP- Homen wu [P-anpec
HOAKJIIOUEeHUS

psn/mail/imap port BryTtpennuii nopt g IMAP- Mudper
HOAKJTIIOUEeHUs

psn/mail/imap protocol | BHyTpeHHHMII TPOTOKOI NO/SSL/STARTTLS

oe3omacuoro IMAP-nonkimroueHus

psn/mail/smtp host

BuyTtpennuii anpec it SMTP-
MOJK/TIOYeHHUS

Homen wu [P-anpec

psn/mail/smtp port

BHyTpenHM NpoTOKOJI
6e3omacHoro SMTP-noakiroueHys

NO/SSL/STARTTLS

psn/mail/smtp protocol

BuyTtpennuit nopt st SMTP-
MOJIKJIFOYEeHUS

Hudps! (emoe yunciio)

psn/mail/sieve host

BuyTpennuii anpec 1is
nogkimouenusa SIEVE

Homen wu [P-anpec

psn/mail/sieve port

BHyTpenHuit nopt 114
nogkimouenusa SIEVE

Hudpot

psn/mail/xmailer VHUKAIbHBIN 171 YCTaHOBKHU Crpoka, npumep: example.ru
3aroiioBok XMAILER B mucemax | poseidon webmail client
psn/mail/ios Cexki1ust HacTpoex mpoduiieit

(xoHGUTYpallMOHHBIX (HaiIoB
ABTOHACTPOMKMU) AJIsl yCTPOWCTB
Apple

psn/mail/ios/cert path

[TyTb mo ceptudukara Apple,
KOTOPBIM TTO/ITHACHIBAETCS
IpopuiIb KOHPUTYpaLuU

false mu
OTHOCHTETbHBIN/abCOIOTHBIH Iy Th

psn/mail/ios/key path

[IyTe o KiIto4a cepTUdUKaTa
Apple

false mmn
OTHOCHTENTbHBIN/abCOIOTHBIHN Ty Th
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Kirou

Onucauue

I[ocrynnme 3HaYeHHus

psn/mail/service emails

Cexkrust HacTpoek ¥ mHbOPMaIUu
O CHUCTEMHBIX MTOYTOBBIX AITUKAX

psn/mail/service emails |IloYTOBBI SIIMK CUCTEMHBIX email

/system YBe[IOMJIeHUI

psn/mail/service emails |Ilaposs oT cucremHoro nourosoro | Ctpoka

/system pass AUKa

psn/mail/service emails |Otobpakaemoe umsa ms MyOffice Reminders

/reminders name

CJIy>K€6HbIX ImrMceM OT IIOJCHCTEMBI

HarnoMUHaHUN

psn/mail/service emails
/system name

OTobpakaemoe UMsI JIst

CITykeOHBIX TTHCeM

MyOffice System Notifications

psn/mail/service emails
/resourse name

OTobpakaemoe UMsI ISt
CITy>keOHBIX ITHCeM OT II0/ICUCTEeMBI

pecypcoB

MyOffice Resources

psn/mail/signatures

Cek1yist HACTPOEK CepBHCa
aBTOTeHepaluy OAIICer

psn/mail/signatures/exc
lusions

Hckrtovenus, 17151 KOTOPBIX
IOJIIIKCH He CO3aeTcs, BO3MOXKHO
KCKJII0YATh JIOMEeHbI U1
KOHKDETHBIX M0JIhb30BaTesIei

JSON-maccus. ITpumep:
{"domain":
["example.com"],"users":
["user@example.ru"]}

psn/mail/signatures/lda
p_mapping

Pacnonoxenue nosneit LDAP u
nepeMeHHbIX B I1abI0He MOANHUCH

JSON-maccus.

psn/mail/signatures/templa
te path

[TyTp M0 aiina ¢ mabmoHOM 171
¢popmupoBanus moAnUCen
OTHOCHUTENIbHO /opt/triton/ B
KOHTelHepe triton. B Tekyiiem
penu3e J71s1 U3MeHeHUs 111abioHa
HEOOXOJMMO CO3/1aTh CBOM MTa0JIOH
Y yKa3aTb IyTh 10 HEro.
Pexomennyercst UCIIOIB30BaTh yXKe
poOpoIIIeHHBIM B KOHTEeHHEep
KaTajor /opt/poseidon/trito
n/eattach/, cogepxumoe
KOTOPOTO PeIUIMIUPYeTCs B Cilydae
KJIACTePHOM YCTaHOBKU. B Takom
Cly4ae IIpuMep IyTh IO HOBOT'O

mabJi0Ha MpUMeT BUI, HAallpUMep,
eattach/mytemplate. templat
e.

[Ipumep conepxkumoro ¢arina:
<div style="font-family:
X0 Tahion,

Tahoma, sans-

serif; font-size: 16px;

direction: ltr">

<div style=" margin-top:
2px">--</div>

<div style="font-family:
X0 Tahion,

Tahoma, sans-

serif; font-size: 16px;

direction: ltr; margin-
top: 5px">C yBaxeHuewm,
</div>

<div style="font-family:
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X0 Tahion, Tahoma, sans-
serif; font-size: 16px;
direction: ltr; margin-
top: 1lpx "> {{FULLNAME}}
</div>
<div style="font-family:
X0 Tahion, Tahoma, sans-
serif; font-size: 16px;
direction: ltr; margin-
top: 5px;">
{% if TITLE is defined and
TITLE != "" %}

{{TITLE}}
{% endif %}
<br>
{% if DEPARTMENT is
defined and DEPARTMENT !=
oy

{{DEPARTMENT}}
{% endif %} </div>
<div style="font-family:
X0 Tahion, Tahoma, sans-
serif; font-size: 16px;
direction: ltr; letter-
spacing: 0.5px; margin-
top: 6px;">
{% if PHONE is defined and

PHONE != "" %}
{{PHONE} } <br>

{% endif %}

{% if WORKPHONE is defined
and WORKPHONE != PHONE and
WORKPHONE != "" %}
{{WORKPHONE}} <br>

{% endif %} </div>

<div style="font-family:
X0 Tahion, Tahoma, sans-

serif; font-size: 16px;
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direction: ltr;">

<a href="mailto:
{{MAIL}}">{{MAIL}}
</a></div> <a
href="https://myoffice.ru"
target="_blank">www.myoffi
ce.ru</a><br> </div>

<img width="146"
height="45" alt="MounOduc"
src="data:image/png;baseb4

, {{LOGO}}"/>

psn/mail/signatures/ten
ant id list

CIHMCOK TeHAHTOB, Y KOTOPBIX
BKJIFOUEHO CO3[laHKe TOJIHCH

JSON-maccus

psn/tokens manager

Hacrpoiiku MeHemkepa paboThl C
ayTeHTUPHUKAIMOHHBIMH U
ABTOPU3AlMOHHBIMU TOKEHAMHU

psn/tokens manager/stor
age

Mecto xpaHenus refresh-TokeHoB

3HaueHHe 110 YMOJTIAHHIO,
U3MeHsTh He cienyeT: db

psn/web/defaults

Cexnyst HaCTpOeK I10JIb30BaTeJsId 110
YMOJIYaHUIO B BeG-HpI/IJIO)KEHI/II/I

psn/web/defaults/lang

S3BIK TIOJTB30BaTeNIeH 10

Crpoka (HauMeHOBaHKe SI3bIKa Ha

YMOJIYaHHUIO anrymrickoM). [Tpumep: Russian
psn/web/defaults/tz YacoBoi HosIC TI0JIb30BaTeJIeH 110 Yacoso# nosic B popmare tz

YMOTYAHUIO database. I[Ipumep:Europe/Moscow
psn/web/logger CexkIust HACTPOEK JIOTUPOBAHUS

Be0-TIPUITIOXKeHHs

psn/web/logger/cef enabled

BxittoueHve JIOrupoBaHus
COOBITHI

true/false

psn/web/logger/cef filenam
e

Wmsa datina xxypHama st
coxpaHeHUs1 HHGOPMAIIUHU O
cobuTusx

cef, HU3MEeHdITh He cliegyer

psn/web/logger/cef prefix

[Tpedukc s SIEM noacucremsi.
I'enepupyetrcs aBTOMaTH4eCKH Ha
JTare Aerios

CEF:23|MyOffice|MyOffice Mail|
<release version>

psn/web/logger/date

dopwmar natsl B sior-daitiax web-
TPHTIOKEHUST

Cpoka, craamapr datetime.
[Ipumep:D, Y-m-d H:i:s O
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psn/web/logger/default

Hazsanwue sor-¢aiina no
YMOJTYaHUIO

Crpoka

psn/web/logger/dir

[TyTb XpaneHwus JI0TOB

OTHOCUTEJILHBIN WX abCOJIIOTHBIH
MyTh

psn/web/logger/format

dopmMar CTpoKH B JioT-daiie

Crpoka ¢ nepeMeHHBIMH JIOT-
¢aitnos. IIpumep:%date% [Y%type
%] Yomessage%

psn/web/logger/loglevel

YpoBeHb storupoBaHus syslog

Yucno ot 0 o 8: EMERGENCY
0, CRITICAL 1, ALERT 2,
ERROR 3, WARNING 4,
NOTICE 5, INFO 6, DEBUG 7,
CUSTOM 8

psn/web/secure

Cexknyst HacTpoek 6e30IaCHOCTH U
MdpoBaHUs

psn/web/secure/cipher

Anropurm mmdpoBaHUs

Crpoka (HauMeHOBaHHE
anropuTMa), mpumep: aes-128-cbc

psn/web/secure/jwt_key Ko JSON Web Token (JWT) Crpoka

psn/web/secure/key OTKpBITBIN KITIOY Crpoxka
Encryption/Decryption

psn/web/secure/secret k |3akpbIThIi KIFOY Crpoka

ey

Encryption/Decryption

psn/web/websocket

Cexknyst HaCTpoek paboThI C
mpoTtokosiom WebSocket

psn/websocket/calendar

sync

CuHXpOHM3ANUS COOBITHI MPU
nomo WebSocket

true winu false

psn/zoom_info

[Tapametpsl Zoom ijist pecypca

ITpumep kaxk crenatb
zoomdemo@url.domain Zoom-
KOMHATOW:
{"zoomdemo@url.domain"
:"link":"https:V
Vus02web.zoom.usVjV123?
pwd=123"

,"login"

"zoom@url.domain"

,"password":"1234"}}
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push/aquarius/server ap

i key

API-ximrou pyiga  BKJIIOYEeHUS BeD-

mymeit Aquarius

API-xmou U3 HacTpoek Aquarius

push/firebase/

Cekiysi KIIMEHTCKUX HACTPOEK Jiist
paboThI C MOOWIbHBIMU
yBegomienusmu  (Firebase Cloud

Messaging u Huawei)

Wndopmaruio o HacTpoikax U Ux
BO3MOXXHBIX 3HAUEHHSX CM. B
nmokymente «MoitOduc [loura 3.
PykoBoJicTBO 110 yCTaHOBKe
IIOYTOBOT'O CepBepay, paszielnl
«Kondurypupopanue
VMHBeHTapHoro ¢amna:

TriepeMeHHbIe).

services

Cexkrust BHEIITHUX HaCTpoeK

TMOJKJIIOYEeHHs K CepBHUCaM

services/ad

Cekiust HACTpoek IlapaMeTpoB

MMIIOpTAa aJpEeCHOM KHWUITU U3

CTOpPOHHEH CITY>KObI KaTaJIoT0B

services/ad/groups

Cekuyss  HacTpoek

rpymi
a/IpeCHYI0 KHUTY

I1apaMeTpoB

HMIIOpTa PacCBUIOK B

services/ad/groups/alia

ses

Auvace! (TICBeJTOHUMBI) [IJIs1 TPYIIIL,
MMIIOPTUPOBAHHBIX U3 CTOPOHHEH

CITyk0bI KaTaJIoroB

[Taps! "kirou":"3HaueHue",

3aKJItoueHHbIe B pUTypHbIe CKOOKHM

{ }, mpumep {"test@example.com™:

"test@domain.ru"}

services/ad/groups/cab

exclusions

MaccuB rpyni pacchijioK, KOTOpbIe
He OymyT [00aB/IeHBl B aJJpECHYIO

KHUTY

Habop 3Hauenuii, paszieneHHbIX
3anaTeiMu. Haxonurcst BHyTpH
KBaJIpaTHbIX CKOOOK []. [Ipumep:

["testl @test.ru", "test2.test.ru"]

services/ad/groups/base

dn

[Tomnsiit DN (distinguished name)

Crpoka

services/ad/groups/filt

er

PunbTp TPy PacChUIOK

PexoMeHnioBaHHOE 3HaYEHUE JIIS
AD: (&(objectClass=group)

(mail=%)). PexomenmoBaHHOe
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3HaveHHe JIJis
Free[PA/ALDPro/OpenLDAP/389
ds:
(&(objectClass=groupOfNames)

(mail=*))

services/ad/groups/mapp

ing

3amaer COOTBETCTBHe aTpubOyTOB

rpyI
CTOPOHHEH U JIOKAJIbHOM CITy>K00H

PacCCBLIIOK Mexnay

KaTaJIOrOB

[Mapsr "kirou":"3HaueHME",
3aKIoueHHOe B GUTypHbIe CKOOKHU
«{ }. T'me ximiou - atpubyT B AD, a
3HaueHue - ko4 B LDAP.
3Ha4YeHUe TI0 YMOTYaHUIO!

"o

"mail":"mail","cn":"cn","displayn

ame":"displayname"}

services/ad/groups/rena

me domains

SEUIBET BO3MOXHOCTb H3MEHSTb

JIOMeH BCeX TIpYII pacChbUIOK NpPU

[Taps! "kimrou":"3HaueHue",

3aKJItoueHHbIe B pUTypHbIe CKOOKHU

HUMIIOpTe { }. lIpumep: {"test.com":
"test.ru"}.
services/ad/groups/rena |3aiaeT BO3MOXHOCTb U3MeHSTh | [lapsl "kimtou":"3HaueHue",
me emails MIOYTOBBIE afipeca 3aKIIOYEHHbIe B pUTypHBIE CKOOKHU
. IIpumep: {"test@domain.ru":
P
"alias@domain.ru"}
services/ad/enabled Bxuttouenue CHHXPOHHM3aIWH | true wim false

anpecHol kuuru ¢ Active Directory

services/ad/host

Anpec koHTpOJUIEpa IoMeHa

Crpoka

services/ad/password

[laponb y4eTHO 3anvcH, OT UMeHH
KOTOpPOM OyIeT OCYIIeCTBISThCS
Bxon u mouck mo BJl cimyxObl

KaTaJIoroB

services/ad/port

[lopT ans nmogxirodeHus K Ciry>x6e

KaTaJioros 1o npoTtokony LDAP

[udpel. O6LIYHO TPUHUMAET
3HavYeHus1 389 (s OAKITIOYeHHsI
6e3 mmudpoBanus) wim 636 (c

mM$ppoBaHUeM)
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services/ad/ssl Hcnonp3oBanre  mpotokoma | true wiu false
mudpoBaHUeM
services/ad/users CekIusi HAcCTpoeK IapaMeTpoB
HMIIOpTa MI0JIb30BaATeNeH B

a/IpeCcHyI0 KHUTY

services/ad/users/base

dn

[Tomnsrit DN (distinguished name)

Crpoka

services/ad/users/filte

r

PunbTp NoB30BaTeNeN

3HavYeHHe TI0 YMOTIYaHHUIO

(&(objectClass=person)(mail=*))

services/ad/users/mappi

ng

CootBeTrcTBHe aTpUOyTOB
[10JIb30BaTesIel MeXXy CTOPOHHEN

Y JIOKAIIbHOU CITy>K00¥ KaTaJoroB

[Taps! "kimrou":"3HaueHME",
3aKII04YeHHble B pUrypHBIE CKOOKU
{ }. 'me xmrou - arpubyt B AD, a
3HaueHUe - K04 B LDAP.
3HaueHUe 10 YMOTYaHHIO:
"mail":"mail","cn":"cn","displayn
ame":"displayname","title": "title","
phys
telephone

physicaldeliveryofficename":

icaldeliveryofficename",

"o

number":

telephonenumber”,"mobi

le":

mobile",

streetaddress":"street

address”,"1":"1","sn":"sn"

services/bitrix24

Ceknyisi HACTPOEK TMOAKTIOUEHUs K

API Bitrix24

services/bitrix24/admin

_userid

ID apMUHHCTPAaTUBHOTO aKKayHTa

Crpoka

services/bitrix24/enabl

ed

Bxmouenue CUHXPOHH3aIUH

ajipecHoOU KHUTH C Bitrix24

true wiu false

services/bitrix24/url

URI cucremel Bitrix24

uri, mpumep: https://example.b24.ru

services/bitrix24/webho

ok

AyTeHTHUKAITMOHHBIA TOKEH JIJIs

TOJIy4YeHHUs HaHHbIX 110JIb30BaTeJIer

Crpoka
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services/co

Ceknyisi HAaCTpPOEK WHTEerpaluu K
CcO

services/co/landing url |URL-agpec ans nengunra CO Crpoka
services/co/public link |Ily6nuunas cceinka ans ¢aiimos | CTpoka
_url PGS

services/co/psn _mail{{e |Hacrpoiika PSN xak «kiuenra |llpumep:

xternal domain}}

Single Sign-On mns CO.

{"client_secret":"MAIL OAUTH2
_CLIENT SECRET","redirect uri

":"https://mail{{external domain}}

/sso",

client id":"psn","sso_url":"h

ttps://auth{{external domain}}"}

services/doveadm Cek1ysl HaCTpOeK IMOAKIIOUeHUs K
HTTP API Doveadm
services/doveadm/login Jlorun aJIMUHUCTPAaTUBHOTO | 3HaYeHHe U3 KOHQUTYPALOHHOTO

akkayHta B Doveadm

¢aitma PSN

services/doveadm/url

URI

Doveadm

it HTTP-mocryma

uri, nmpumep:

http://dovecot:2222/doveadm/v1

services/pbm

CEKHI/Iﬂ HACTpOeK IOJAKJII0YeHUs K

API Poseidon Backend Manager

services/pbm/pbm url

Buytpennuit URL PBM API

url

services/policy api

Cexknuss nHactpoek Postfix Policy

Server

services/policy api/tok

Toxken aBropu3zaruu Postfix Policy

en Server
services/pps/db Cexmust Hactpoek Postfix Policy
Server mia mopkmodeHus K B
Postgres
services/pps/dbname Umsa ocuHoBHolMt 6a3bl  maHHbIX | Uma B]I, mpumep: psn

IMPUIO’XKEeHU
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services/pps/host

BHyTpeHHMI1 afpec MOJKIIOYEHUS

k B/

HoMeH wny aapec

services/pps/login

Jlorus myig noakiodenus K BT

Crpoka

services/pps/password

[Taposb oyt noaxrouenust k bJ1

Byksel, 1iMdpbI WM crienvanbHbIe

CHUMBO/JIBI

services/pps/port

BHyTpenHMii opT NMOAKIIOUEHUS K

Bl

Hudpet

services/pgs

Ceknyisi HACTPOEK TOAKITIOUEHUS K

cepsucam PGS

services/pgs/adminapi 1 |Jlorun B Adminapi PGS 3HaueHUe U3 KOHPUTYPAITMOHHOTO
ogin ¢aitna PGS
services/pgs/adminapi p |Ilaposs or Adminapi PGS 3HavyeHHe U3 KOHPUTyPaAITHOHHOTO

assword

daitma PGS

services/pgs/adminapi u |Buemnuit URL Adminapi PGS url
rl
services/pgs/api url Buemnmiit URL PGSAPI url

services/psnapi

CEKHI/Iﬂ HACTpOeK IOJAKJII0YeHUS K

PSN RESTAPI

services/psnapi/admin 1 |Jlorun aJIMUHUCTPAaTUBHOTO | 3HaYeHHe U3 KOHPUTYPALOHHOTO
ogin akkayHta B PSN RESTAPI ¢aitma PSN
services/psnapi/url Bremmnniit URL PSN RESTAPI url

services/redis

Ceknyisi HACTPOEK TOAKITIOUEHUS K

BJ1 Redis

services/redis/host

Xocrt mig B]1 Redis

Crpoxka (ampec momeHa)

services/redis/password

[Tapons ot B/l Redis

3HavyeHHe U3 KOHPUTypaIMOHHOTO

¢aitna PSN

services/redis/port

[Topt mns B]I Redis

Hudpet
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services/redis/sentinel

_enabled

Ucnonb3yercs nu cucreMa cO0OpKu

kiacrepa Redis Sentinel

true wiu false

services/squadus/

CEKHI/Iﬂ HACTpOeK HHTerpanuuv co

Squadus
services/squadus/ca_cer |Kopresoii ceptuduUKaT u3 | Ctpoka
t HacTpoek  Jitsi  Meccenmxkepa
Squadus
services/squadus/confer |URL koHpepeHimu Crpoka Bupa https://im-

ence url

<squadus_domain>/call

services/squadus/delete

VYcTaHaBnMBaeMbIM TaWMayT s

3HaueHUe B CeKyHAaX, M0

_after VHTerpanviu ymoirgaauio 120
services/squadus/enable |Bxkmodenune  uHTerpanmud  co | true v false
d Squadus
services/squadus/host Xoct cepuca 6e3 mopra u3|Crpoka
HacTtpoek  Jitsi MecCeH]IKepa
Squadus
services/squadus/port [TopT cepBrca U3 HACTpOEK Yucio
MecceHpKepa Squadus
services/squadus/squadu |lenouka ceprudrkaros B Crpoxa
s client $opmare PEM
services/ squadus / squadu HpI/IBaTHbeI KJIIOY B (l)OpMaTe PEM CTpOKa

s _key

services/squadus/servic

e url

URL nocryna k Squadus

Crpoka Bupa https://im-

<squadus_domain>

services/truecont

Ceknyisi HACTPOEK TOAKTIOUEHUS K

CcepBUCY BUIeOKOHepeHIUIA
Trueconf
services/trueconf/delet |Bpewms B CeKyH/Iax, 1o | Indps! (11enoe 4ncio), npumep:

e after

IPOILIeCTBUM KOTOPOTO C KOHIA

1234000
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cobbrTrss  koHGbepeHnUs — OymeT
yaaseHa
services/trueconf/enabl |BxmoueHue HHTerpanuu c | true wm false
ed Trueconf
services/trueconf/url URL nns API Trueconf url
services/trueconf/clien |CekpeTHblii K04, MOTy4daeMbli | bosee mogpo6HO 0 3HAaUeHUH

t secret

npu co3fanmu mpwioxkenus O Auth

mita Trueconf

BO3MOXXHO Y3HATh I10 CChbUIKe

services/trueconf/clien

t id

Wnentudukarop, nomydaemolii Ipu
cosmanmu npunoxenus OAuth mis

Trueconf

Bonee mogpo6HO 0 3HAYEHUH

BO3MOJXHO Y3HAThb I10 CCbLIIKe

services/videomost/enab

BxJttoueHue uHTerparyu ¢

true winu false

led videomost

services/videomost/url Videomost API URL Crpoka
(https://im2.videomost.com)

services/videomost/auth URL JJIS. aYTEHTI/Iti)I/IKaHI/II/I CTpOKa

_url Videomost (http://im2.videomost.com:8443)

services/videomost/secr ITapamerp aBTOPU3AIAH B | Ctpoxka

etword Videomost

services/webinar/enable

d

Brutouenne uHTerparuu ¢ webinar

true wiu false

services/webinar/api ur | Webinar API URL Crpoka
1 (https://userapi.webinar.ru/v3)
services/webinar/auth_t |Toxken ang Webinar API Crpoka

oken
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8§ MOHUTOPHUHTI

«MonOduc I[louta» npepocrapisieT BO3MOXKHOCTb HMCIIOJIb30BaHUSI BCTPOEHHON CHCTEMBI
MOHHWTOPWHIA, KOTOpasi CTAHOBUTCS AOCTYIIHA B CjIy4ae YKa3aHUs TPYNIbl XOCTOB monitoring
VHBEHTapHOTo ¢aiijia yCTaHOBKH.

BcTpoeHnHas cucTeMa MOHUTOPUHTA COCTOUT U3 TPeX OCHOBHBIX KOMIIOHEHT:

— Prometheus — npousBoauT cOop ¥ XpaHeHHe MeTPHK;

— Loki — npousBoauT c60p U XpaHeHUe JIOT0B;

— Grafana — obecneunBaeT BU3yan3aluio MeTPUK U JIOTOB.

JlaHHbIe KOMIIOHEHThI pabOTalT COBMECTHO ISl obecriedyeHusi [1OCTAaTOYHOI'O YPOBHS
MOHMUTOPUHIA Y aHaiu3a paboThl crcTeMbl. Busyanu3anusi JaHHBIX IPOU3BOJIUTCS B Aambopaax
Grafana (Habopax npemyCTaHOBIIEHHBIX TpadHUIECKUX MTaHesel).

Iy BX0Jla B CUCTeMY MOHUTOPUHIa HEOOXOAUMO:

1. B O6paysepe mepeittu Ha URL: https://grafana-<domain>, rme <domain> — ocHOBHO

nomeH yctaHoBkU « MorOduc [Tourtay.

2. Ha cTpanuiie aBTOpU3aIuK:

— B nons Email or username u Password BBecTH KOppeKTHble JIOTMH M IIapoJib
II0JIb30BaTeJIsl, COOTBETCTBYIOIIYe NHBeHTaPHOMY dalily YCTaHOBKH;
— Haxarb kHonky Log In.
[Tocne ycnermHol aBTopu3anuu OyJeT Mpou3BefieH Iepexoji Ha CTPaHHUIly CO CIIMCKOM

nammbopaoB Dashboards (cm. Pucynok 34).
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Q

Dashboards

Main

OpenMet

Pucynok 34 — CrpaHuIia Co CIIMCKOM J1aiibopoB

8.1 Onucanwue namoopaa OpenMetrics Dovecot

Hambopa OpenMetric Dovecot npeiHazHavyeH i OlleHKHA pabOThl MIOYTOBOTO CepBepa B
CIIpaBOYHBIX MesisiX. OH uMeeT ciiefyrolue maHeu:
— Throughput — cay>uT 17151 OIIeHKY KOJIM4YeCcTBa 3allpOCOB MIOYTOBOTO CEPBEpa B CEKYHY
(RPS, anrn. Requests Per Second) B pa3pe3e Heckonbkux HOJ (cM. PucyHok 35);
— Latency, 95% — cioyxur mjis OIeHKUA IJIUTeNIbHOCTH BbinoinHeHuss IMAP komanpg
(cM. PucyHnok 36);
— SUCCESS u BAD - ciyxaT [y 0OTOOpakeHHsI KOJIMYeCTBa YHOAYHbIX U HeyAadYHbIX

IMAP 3anpocos (cMm. Pucynok 37).
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Throughput ©

Pucynok 35 — Ilanens Throughput

== APPEND == C

Pucynok 36 — Ilanens Latency, 95%

SUCCESS ©@

Pucynok 37 — Ilanenu SUCCESS u BAD

,HJ'I?I IOCTpOeHusd I‘pa(l)I/IKOB HCIIOJIb3YIOTCA [dHHbIe, IIOCTyIIMBIOIME OT KOMIIOHEHTd

Prometheus. Co6pannbie komnoneHnToM Prometheus nannabie XxpaHsaTcs 24 Jaca.

8.2 Onmcanme namoopaa Service Logs

Hambopa Service Logs npeqHasHaveH Jjisi BU3yaliM3alliu JIOTOB NpuiokeHWd. OH mMMeeT

naHesb Logs, T/ie oToOpakaloTCsl JIOTW BCeX CEePBUCOB B BHjie XKypHaia (cM. PrucyHnok 38).
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Last 5 minutes

pp.ru HTTP/
ru HTTP
ru HTTP

Pucynok 38 — [lanens Logs

HH}I OTO6pa)KeHI/I$I JIOTOB HCIIOJIb3YIOTCAd HOdHHbIE, IIOCTYIIMBIIME OT KOMIIOHEHTAa Loki.

Cobpannbie komrnoHeHToM Loki aHHbIe XpaHSTcs 72 Jaca.
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9 TH®OPMAIIMOHHAA BE3OITACHOCTDb

«MoiiOduc Ilouyra» 1M03BOJIsIET HCIIOIB30BAaTh CTOPOHHEe IPOrpaMMHOe obecriedeHue C

[OeJIbIO IIOBBIITIEeHKA HHCl)OpMaHHOHHOﬁ ©e30I1aCHOCTH.

9.1 AuTucnam

s ¢dunprpanuu cnama «MoiOduc Iloura» wucnonedyer nporpamMmHoe obecliedeHUe
Rspamd.

[TporpammHoe obecneuenne Rspamd — 3To coBpeMeHHasi cucTema GUIIbTpallMy CIlaMa,
KOTOpasl IIO3BOJISIeT OLeHMBAThb IIMCbMa II0 PSAy IIpaBWI, BKIIIOYasl peryJisipHble BbIPa)KeHUS,

CTaTUCTUYECKUU aHAJIM3 U I0JIb30BaTEIbCKHE CepBHUCHI.

Bonee monpo6HO O HAcTpoikKe HAHHOTO IIPOTPaMMHOTO  ObGecredeHwUs

PaCCKA3daHO B JOKYMEHTAlluHu Rspamd.

9.2 Coop u aHaAIHU3 JIOTOB

JlorupoBanrve Ha cepBepe «MoiOduc Ilouyra» nNPOM3BOIUTCS B >KypHAaJjibHbIE (HANIIBI

COOTBETCTBYIOIIIEro cepBuca. K OaHHBIM CepBHCaM OTHOCATCA 3JIEMEeHTDBI IIOYTOBOTO AJipd:

— postfix (mepechiika MOYTHI, CTATUCTUKA 110 TTMChMaM);
— dovecot (TmosryyeHue OYTHI, MOAKIII0OUYEHUsI K imap-cepBepy);
— rspamd (aHTHCITaM-UITBTP).

Taxxke sioru B noutoBoi cucreMe «MorOduc [Touta» cobuparoT ciefyromyie CepBUCHL:

triton (backend Beb6-unrtepdeiica);
— pbm (Poseidon Backend Manager);
— nginx (IpoKCcHU-CcepBep);

— autoconfig (cepBuc pacrnpocTpaHeHHs] aBTOKOHGUTYPAIUH ISl KITUEHTOB).

HH}I OOCTYyIlIa K ITUPEKTOPHHU JIOTOB H806XO)II/IMO BOWUTH Ha cepBep YCTaHOBHeHHOIZ CHUCTeMBbI
oA dAKKAYHTOM dIMUHUCTPATOPA WIK CyIllep AAMUHUCTPATOPA. Ilo YMOJI9aHHUIO IIYTh K OTUPEKTOPUN

JIOTOB BBITVIIIUT CJIeyIOIKUM 06pa3oMm:
cd /opt/poseidon/logs/syslog-collector/<service>-all.log

['me <service> — OJIMH U3 BBIIIIeyKAa3aHHBIX CepBUCOB. [Tpumep myis postfix:
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cd /opt/poseidon/logs/syslog-collector/postfix-all.log

HpOCMOTp KYPHAJIbHBIX Cl)aflﬂDB CEepBHUCOB OCYLIeCTBJISIeTCA [MTATHBIMU CpeldCTBAMU

CHCTeMBbl, HalIpUMep pefakTopoM Vim:

vim /opt/poseidon/logs/syslog-collector/<log>.log
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10 KOJAbI 1 PACHIN®POBKA OIINMBOK B KOHCOJIN

ITpu Bo3HuKHOBeHMM omubku B API-3anpoce, koHCOIb MOXeT BBIATh CllefyIoIIye

COODIIIeHU:

1. Omubka 400: He mepemanbl obsi3aTesibHbIe MMapaMeTpbl KOMaH[IbI (YKa3aHbl B JJAHHOM

PYKOBOJZICTBe, KaK 00si3aTeJIbHbIe, WIN Bbl/leJIeHbl [10JTy>KUPHBIM HIPUGTOM).

{

"message":

{

"{REQUIRED PARAM NAME}": "{REQUIRED PARAM NAME} is a required value"

}
}

2. Ommbka 401: Hcrex cpok peiictBus TokeHa. Heobxomumo mepeco3paTh TOKeH

aBTopu3anuu (paszen 2.4.1 JaHHOTO PYKOBOJICTBA).
{
"message": "TOKEN EXPIRED"

}

3. Ommbka 403: [loctyn 3anpeiieH. Heo6xon1Mo npoBepUTs IIpaBa JI0CTyIIa K pecypcy.
{

"message": "You don't have the permission to access the requested resource.

It is either read-protected or not readable by the server."

}

© 00O «HOBBIE OBJTAYHBIE TEXHOJIOT'UW», 2013-2024

113



MounOdunc

11 TEXHUYECKAS ITOJJEPHKKA

KonTaktHas mHpopmanus ciyx0bl Texuudeckod nogaepxku OOO ««Howle ob6iaunble
TeXHOJIOTUM» B CTyyae BOZHHKHOBEHHsl BOIIPOCOB, He OITMCAHHBIX B JAaHHOM PyKOBOJICTBE:

Anpec 351eKTPOHHOM NOYTHI: support@service.myoffice.ru

Tenedon: 8-800-222-1-888.
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