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MonOdounc

Bce ynoMsHyTble B 3TOM JIOKyMeHTe Ha3BaHUS MPOAYKTOB, JIOTOTUIIbI, TOPTrOBble MAapKU U
TOBApHbIe 3HaKU MPUHAIUIeXAT UX BJlafieJibIlaM.

ToBapubie 3Haku «MoitOduc» u «MyOfficen npunamiexxar OO0 «HOBBIE OBJIAYHBIE
TEXHOJIOT'UW».

Hu npu kakux oOCTOSITeIbCTBAX Heb3s UCTOJIKOBBIBATH JIIOOOE CO/IepXKMMOe HACTOSIIero
JIOKyMeHTa KakK IpsiMoe MJIM KOCBEHHOe IpefioCTaB/ieHue JIMIeH3UW WM MpaBa Ha KCIO0JIb30BaHUe
TOBApHBIX 3HAKOB, JIOTOTUIIOB WJIM 3HAKOB OOCTY>XHMBaHWS, TNpPUBeleHHbIX B HeM. Jlioboe
HeCaHKIIMOHMPOBAaHHOEe MCIOJIb30BaHWe J3TUX TOBApPHBIX 3HAKOB, JIOTOTUIIOB WJIM 3HAKOB

obcimykuBaHus 6e3 MMCbMEeHHOI'0 pa3pelieHus UX paBoo0IIajaTesis CTPOro 3arpeleHo.
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B nHacrosiiem 1oKkyMeHTe UCIIONIBb3YIOTCS ClleyIoIye CoKpalleHus (cM. Tabmuny 1).

Tabmuna 1 — CokpailleHus U pacimppoBKU

Coxpamenne PacmmmdpoBka u onpenenenue

389-ds, 389 Directory Server | Ciy»x0a KaTajaoros

Ansible CucreMa ynpaBieHus: KOHQUTYpaLUSIMHU, UCIOJb3YOIIAsICS s

aBTOMaTH3alluM HACTPOWKU U pa3BepTHIBAHUA IPOTPAMMHOI0O

obecneueHus

API Application Programming Interface, uarepdeiic mporpaMMupoBaHus
MIPUJIOKEeHUN

CcO CloudOffice, Obmaunsiii Oduc, obiiee HazBaHUe MPOAYKTA (IPYyIIIbI
peIaKkTOpORB)

DNS Domain Name System, cuctreMa JOMeHHBIX UMEH

Docker ITporpammHoe obecriedeHue 11 aBTOMaTHU3allMK pa3BEPTHIBAHUS U

YIIpaBJieHUA IIPUJIOXKEHUSIMHU B CpeldX C HOZ[Z[Ep)KKOﬁ KOHTEﬁHEpHSaHHH

IMAP Internet Messagess Access Protocol, mpoTokos qocTymna K AIuKy

IeKTPOHHOM IOYTHI

LDAP Lightweight Directory Access Protocol, o6seryéHHbIN MTPOTOKOI

AOCTYIIA K KaTaJIoTraM

Node (#om1a) CepBep oiHO¥ U3 poJiei

PGS File Storage, Pythagoras, mporpamMmmHbIit npoaykT « CucTeMa XpaHeHHUs

na"abeix MonOducy
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Coxpamenne

PacmmndpoBka u onpenenenue

PSN

Poseidon, mpunosxeHue mouTH, KaJleHAAPS U KOHTAKTOB (OHO ke
«MoitOduc ITourar)

PSNAPI, PBMAPI

API «Moi#iOduc [Toutan

Resource overcommit

CuTyariys, Ipu KOTOPOM BUPTYaJIbHBIX PeCypCoOB BhIJeJsieTcs: HoJIbIIe,

yeM U3UIeCKUX

SMTP Simple Mail Transfer Protocol, mpotokon nepenauu coobieHmit
IeKTPOHHOM IOYThI

SSH Secure Shell, «6e3omacuHas o6om0uKa»

URL Uniform Resource Locator, equnblil yka3zarenb pecypca

b ba3za maHHBIX

Bengmop (vendor)

[TocTaBmuk 6peHINPOBAHHOTO NPOYKTa

Kiacrep (cluster)

O0beauHeHHAs TPyIIa CEpBEpOB

KouTtyp nHcTammsnmu

HpI/IBaTHaH CeTb, B pdMKax KOTOpOﬁ IMPOUCXOAUT 0bMeH TeXHUYeCKUMH

OaHHBIMHA MeXy cepBepaMu MHCTAJUIIHA

[neitbyk (playbook) Habop nocienoBaTebHBIX MHCTPYKITHM JITISI BBITOJTHEHUST KOMaH]
Ansible

1o [IporpamMmmHoe obecrnieuenuve

0]@ OmnepanuonHas cucteMa

Comb CTpoka maHHBIX, ITpeHa3HAYeHHAS JJIs BEIYUCIIEHUS X3I1a

TenaHT (tenant)

JJIeMeHT MYI[bTHapeHHHOﬁ CHCTeMBbI

Xocr (host)

VcrpoiicTBo, pefiocTapisiioliee cepBUCH popmaTa “KiIMeHT-cepBep’
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1 OBIIIME CBEJEHUSA

1.1 Haznauenmue

«MonOduc Iloura 2» - kopropaThBHas I0OYTOBasi CHUCTeMa [Uisl BeJleHUs [1eJIOBOM

IepelucKy, NJaHUPOBaHUs paboyero BpeMeH! U YIIpaBJIeHWSIMA KOHTAKTaMUd B T'OCYJJapCTBEHHBIX

OpraHu3alUsaX ¥ Ha KOMMepYeCcKrX MpelpUsTHSIX.

Bxkmrouaer IMOYTOBYIO CHUCTEMY, JdAMHUHUCTPATHUBHYI IIdHEJIb IOYTOBOM CHCTEMBI M

MPUWIOXEHU OJId YIIPABJIEHU A IOYTOMH, KaJieHJdapeéM, KOHTAKTdMH M 3d/ld9dMH Hd KOMIIbIOTepadX, B

Beb-Opay3epax ¥ Ha MOOMJIbHBIX YCTPOMCTBAX.

1.2 TpeboBanusa k KkBatnpHUKAIUH IIEPCOHATIA

A nmunuctpaTtop «MoitOduc [Todra» 1oymkeH COOTBETCTBOBATH CIIeAYIOLUM TpeOOBAHUSIM:

- OCHOBBI CeTeBOr0 a]MUHUCTPUPOBAHUSI:

Cetesas mojienib OSI u crek npotokosioB TCP/IP;

[P-asipecaniyist ¥ Macku IMOJICETH;

MapnipyTusanus: craTudeckasl U IMHaMU4ecKas;

[IpoTokoi obecnieuenus: otkazoycrorurBocTH 1uto3a (VRRP).

- OmnsiT paboTsl co ciryk60ut fomeHHbIX uMeH (DNS):

3aanue ocHOBHBIX TepMuHOB (DNS, IP-anpec u T.11.);

[Tonumanue npuHnunos pabotel DNS cepBepos;

3HaHMe OCHOBHBLIX TUHIOB 3aruceii DNS:

A (address)

MX

SRV

PTR

TXT (SPF, DKIM)

OmnpiT obparenus k RFC o cinemyromyM pecypCHBIM 3aITHCSIM:

Simple Mail Transfer Protocol;

Anti-Spam Recommendations for SMTP MTAs;

DomainKeys Identified Mail (DKIM) and Mailing Lists;

Sender Policy Framework (SPF) for Authorizing Use of Domains in Email;

Use of SRV Records for Locating Email Submission/Access Services;

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOTHUHW», 2013-2024 9
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» Locating Services for Calendaring Extensions to WebDAV (CalDAV) and vCard
Extensions toWebDAV (CardDAV).

- OmprT paboTsl ¢ kKoMaHiHOM cTpokor OC Linux.

- Omnsprt paborsl ¢ [10O s kontelineprsanuu Docker/Docker Swarm.

- 3HaHMe BUJIOB ApXUTEKTypbl, a TakXXe OCHOBHBIX KOMIIOHEHTOB HHQPACTPYKTYypHI

oTKpbITHIX KiItouel (PKI), k koTopeiM oTHOCSTCS:

3aKpbITHIA U OTKPBITHIN KJIIOY;
CepTudukar OTKPHITOTO KIIIOYA;
Perucrtparnnonnsiii ienTp (RA);
Ceprudukanmonnsiii meHtpa (CA);

Xpauunuiie ceprudukaroB (CR).

- IlpakTmyeckuii onbIT paboThl U aAMUHUCTPUPOBaHUS cepBucoB: Redis, PostgreSQL, 389

Directory Server, Dovecot, Postfix, GlusterFS, etcd.

- OmnbIT paboTel € cuCTEMOW aBTOMaTH3allMU pa3BepThiBaHUs Ansible.

1.3 Cucremnsnlie TpeboBaHus

— Ilonnep>xxuBaemble ornepanroHHble cucTembl: Centos 7.9, Astra Linux 1.7 SE, Aabt

Cepgep 9, 10.1, RedOS 7.3.2;

- CKOpOCTb CeTeBOM IIOJICUCTEMBI IJISI B3aMMOOEHCTBUS MeXxy cepBepaMHu B Clly4dae

KJIacTepHOM MHcTawsuu — 1Gbit/s unu Beiie;

— B Tabnuiie 2 nprBefieHbl XapaKTePUCTHUKHU allllapaTHOrO obecriedeHus] KOHUTypaliluu

JU1s1 YHKITMOHAIBHOTO TeCTUPOBaHUS (6e3 0TKa30yCTOMUYHUBOCTH).

Tabmuma 2. XapakTepuCTUKU alllapaTHOW KOHGUTypauu 6e3 0TKa30yCTOMIMBOCTU

Koudurypanus CPU RAM (Gb) HDD (Gb)

50 + KBoTa noJsib3oBaTesiei Ha UCIIOJIb30BaHUe
MUHUMaJIbHAA 4 8

JIIMCKOBOTO TIPOCTPAHCTBA

100 + KBoTa nosm3oBaTesiell Ha UCIOJIL30BaHUe
peKoMeHJIOBaHHas 8 16

JHCKOBOTI'O IIPOCTPAHCTBA + baza ganHbIx

— Pekomenpamuu 10 pa3bueHHI0 JOUCKOB 1eneBoro cepBepa migs OC wu

M0JIb30BaTEIbCKMX KBOT MPUBEJIeHbI B TabiuIle 3.

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOTHUHW», 2013-2024
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Tabmumua 3. Pazbuenue qucKkoB

Touxa
Ha3zunauenmne Oowem
MOHTHPOBAHUSA
0oC / 50GB
KBoTa OYTOBBIX SIIUKOB /var/dovecot CyMMapHbI 00beM KBOT I10JIb30BaTesie +
1oJib30BaTesiei mpu 20%
standalone-koHdwurypanuu

[TonpobHee 0 KjlacTepHOM WHCTA/UISIIIMM HAllMCAHO B pasziesie TUIIOBble CXeMEI

YCTAHOBKHW NdHHOI'O PYKOBO/ICTBA.

1.3.1 PexoMeHgamuu 1mo HCIo/Ib30BaHUI0 (aiyIOBBIX CHCTEM

B cooTBeTcTBHMM C peKOMeHJaMsMU IPOM3BOIMTeNlel onepanMoHHbIX cucreM s CentOS
peKoMeH/1yeTcs UCIIoNb30BaTh dainoByto cucremy XFS, nnsg Aabst CepBep, Astra Linux 1 RedOS
- ext4.

Pa3buBky IMCKOB peKOMEH 1yeTCs BBITIOIHSTD CJIeTyIOIMM 06pa3oMm:

— B peXuMe C OTKa30yCTOMUYMBOCTBIO (cluster) mmsi cepBepoB Bcex poisied, Kpome syslog,
pekoMeHpyeTcs BblienuTh He MeHee 40 Gb myis mrratHO# paboTs OC;

— B pexxuMe 6e3 oTka30ycToMuMBOCTH (standalone) pekomeHyeTcsl BHIAEIUTh He MeHee 50
Gb Ha KopHeBo# paznern;

— B peXXuMe C 0TKa30yCTOWYMBOCTBIO (cluster) /ijisi cepBepa poniu syslog peKOMeHAyeTcs
BoIIeUTh He MeHee 100 Gb s mrraTtHOM paboTbl OC U XpaHeHUs BCeX JIOT0B;

— boJee moapo6Has MHGOPMaIHs 0 pa3dUBKe IMCKOB ISl KOHKPETHBIX POJiel MOICHCTEeMBI

«MonOd¢uc Iloura» ykasaHa B paszeiie PekoMeHAAlWK 110 pa3bWeHUI0 JTMCKOB JTAHHOI'O

PYKOBOJICTBA.

OkoHuaTeslbHble CUCTeMHble TpeboBaHUSI U TpeOOBaHUS K JIMCKOBOU

ImoacrucTteMe paCHruTBIBAIOTCS 110 3alIPOCYy UCXOd U3 CaM3uHra.

1.4 Orpanmyenus

— He pomyckaercst B cpefie BUPTyajiM3allid MCIIOIb30BaTh KJIOHWPOBAHHbIE BUPTYyaslbHbIE

MAaIIWHbI JJId UHCTAJUIAIIHUHA ITPOAYKTA;
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— He nomyckaercs KomMpoBaHWe YCTAaHOBJIEHHBIX OINEPAIlMOHHBIX CHUCTEM  MEXIy
$u3NUYeCKUMH  CepBepaMM WM  UCIIOJb30BaHMe  ofpasa  IpefyCTaHOBJIEHHOU
OIlepaliMOHHOW CUCTEeMBI JUIsl pa3BepThIBaHUS PU3NUECKUX CepPBEPOB;

— He nomyckaetcs resource overcommit B cpefie BUPTyanu3anuu (cM. Tabmuity 1);

— He nomyckaetcs ucnonb3oBanve DHCP-cityx06 B cermeHTe ceT MHCTAIUISIHAHN.

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOTHUHW», 2013-2024
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2 OIIMCAHUE APXUTEKTYPbBI «<MOHO®PHUC ITIOYTA»

Buyrpennsisi crpykrypa «MounOd¢uc Iloura» mnpexacrasiser coboii Habop CepBHCOB,
obecrneunBaromux paboty 10 u B3aumojerictBre ¢ komroHeHTaMu «MoiOduc YactHoe Obiakoy.
Bosnee nonpo6HO cepBUCH! (TIpeficTaB/ieHHble B BUe MHCTAJUISIIIMOHHBIX poJiel) OMKUCaHbI B pasfeiie

Onwucanve posiied AAaHHOTO PyKOBOJIcTBa. JleTanbHas apxutekTypHas cxema «MowOdwuc ITouyray

nprBenieHa Ha Pucynke 1.

SSL/GOST §sL NO SSL

)

Frontend

[ Calendar ] [ Contacts ]

A J

Redis

# Backend

. ‘I ¢ Etcd
: [ Autoconfig ] [ Avatars ] :'
' I

« > - 1 f——
. PBM Triton
nginx ' [ ] [ ]
: | PgBouncer PostgreSQL Syslog-ng
I 1 e
. '
v ')

—‘Jr RabbitMQ

I Glusterfs |

Pucynok 1. ApxutektypHas cxema «MorOdwuc [Todara»
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3 TUIIOBBIE CXEMbI YCTAHOBKHU «MOMO®PHUC ITOYTA»

3.1 Kondurypaius 6e3 0TKa30yCTOHIUBOCTH

JanHasi KOHGUTYpalMs XapaKTepru3yeTcsl TeM, YTO BCe CepBepHble POJId Pa3BepTHIBAIOTCS B
eMHCTBEHHOM OJK3eMIuisspe. WHCTauIsIiKs Takoro TuUma He TpeOyeT YCTAaHOBKU I1OJCUCTEMbI
0aslaHCMPOBKK — BCe POJIM YCTAHABJIMBAIOTCS Ha OAUH ¢u3WYecKuil (WM BUPTyalbHBINA) CepBep,
WM HAa HEeCKOJIbKO BHUPTyalbHBIX CEPBEPOB B paMKaxX OJHOro (U3MYeCKOro cepBepa, IpU
KOJIMYeCTBe XOCTOB B KaKIOM pOJIM, He IpPeBBIIIAIOIIeM OAWH. Takas KOHQUIypalus MOXeT
WCIIOJIb30BAaThCsl B IeJsiX Pa3pabOTKU WM JeMOHCTPAallMM BO3MOXHOCTeM mpoaykTta (virtual

appliance).

3.2 KitacrepHasi 0TKa30yCcToiYNBas KOHGUrypanus

B naHHOW KOHUTypanuu pojid (BCe WM HEKOTOpPble) YCTaHABJIMBAIOTCS HA pasHbIe
BUPTYaJIbHbBIE CEPBEPA, a TaK)Ke, TI0 BO3MOXHOCTH, PAa3HOCATCS Ha pa3Hble pU3nUecKue cepBepa Witk
TUTIePBU30PHI.

Bonee mogpo6Ho 0 koHbUTypUpoBaHUM KiacTepHOM HHCTaLIsuUU «MoiOduc [Tourtay

PpaCCKa3aHO B pa3zeie [ToaroToBKa MHGPACTPYKTYPhI YCTAaHOBKM JIAHHOI'O PYKOBO/ACTBaA.

3.3 TunoBas cxema MacIITaOHpPOBaHUSA

Jl1st omHOCepBepHOM (He KJIAaCTEepHOM) KOHQUTYypalluyd BO3MOXHO TOJIBKO BepTHUKAIbHOE
MacirrabupoBanue. [lpu atom crenyer yuuThiBaTh orpaHudeHusi Docker v gpyrux cucTteMHBIX
cepBucoB. Ilepexom oT TakoW KOHGUIypallMd K KJIaCTEPHOW BO3MOXEH TOJIbKO ITyTeM
pe3epBUpOBaHUs 06a3 JIaHHBIX W I1epeyCTAaHOBKMU IPOTPAMMHOTO IPOAYKTa B COOTBETCTBHUU C

PYKOBOJICTBOM 110 ycTaHOBKe «MoitOduc [Touray.
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4 YCTAHOBKA

4.1 CocraB qucTpudyTHBa

Huctpubytus «MoitOduc Iloura» mpencraBisier cOOOM MHCTA/UISIIIMOHHBIA apXUB B

dopmare .tgz u daitiiel SHA256 u1 MD 5-xeria ¢ KOHTPOJIBHOM CyMMOM. APXUB BKITIOYaeT B Ce0s:

— Habop Ansible nielibykoB 11 pa3BepTbIBAaHUS POJIeH;

— apxuB obpasa Docker Registry.

4.2 TlogroToBKa K yCTaHOBKe

4.2.1 Ommcanue poJiei

B nponecce passépreiBanus Ansible paboTaer c jnoruyeckumy rpynmamy (WId poisiMU), Ha

KOTOpbIe OyJieT pasieléH IieJieBOM cepBep (WJIM rpylila cepBepoB) MHCTaAMU. OHU yKa3aHbl B

Tabnuie 4.
Tabmuna 4. Jlornueckue posu cuctembl « Mo Oduc [Toura»
Posn 3nageHue
check-certificates [IpoBepka Hamuus ssl-cepTudukaToB, HEOOXOTUMBIX 71 paboThl IIpoaykTa
chrony Hacrpofika cepBrca CHHXpOHH3AIMKA BpeMeH!
timezone VYcTaHoBKa CUCTEMHOI'O YacOBOIO Iosica
sysctl KonduryprupoBanve HeoOX0IUMBIX TApaMeTPOB S/Ipa C TIOMOIIBIO Sysctl
common VYcraHoBka HeOOXOUMMBIX ITAaKETOB U 3aBUCUMOCTeN
docker Posb, oTBevaromas 3a yCTaHOBKY U HacTporKy Docker
swarm Ponb st BrtoueHus cucteMbl opkectpanuu Docker Swarm
docker registry 3amyck cepBHUCa JIJIsl XpaHeHUs U paclipocTpaHeHus KoHTeliHepoB Docker
load balancer Ponb st HacTpoiiky BHelllero 6aslaHCUpOBIIIMKA TpadrKa
etcd 3amyck pacrpesie/leHHON CUCTeMbl XpaHeHHs] KOHPUTYpaIlui JIJisl CEpBHUCOB
postgres 3alrycKk OCHOBHOM 0a3bl TaHHBIX
redis 3amyck cepBuca 6a3 JaHHBIX "KIOY-3Ha4YeHHe"
ldap 3alyck cepBUca CITy>KObI KaTaJIOTOB
frontend 3amyck Be6-uaTepdeiica « MoitOduc [Touarar
backend 3alyck CepBUCOB, OTBeYalolux 3a GYHKIIMOHUPOBaHWe BHYTpeHHeH
nporpaMMHoi 4yactu Ilponykra
proxy 3amyCcK IPOKCUPYIOIIenro ceperca (nginx)
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Posn 3HayeHHe
mail 3amyCcK CepBHUCOB MMOYTOBOH MO ICUCTEMBI
syslog 3amyck cepBrca c6opa JIOoToB PaboThl KOMIIOHEHTOB ITPOTPAMMHOTO
KOMILJIeKCa
users CosmaHue MepBOro TeHaHTa C cUcTeMe (BBITIOJIHSAETCS B CJydae YCTaHOBKU

6e3 uaTerparuu ¢ Yactapim O61akoMm)

4.2.2 TloproroBKa HHPPACTPYKTYPHI YCTAHOBKH

4.2.2.1 IloaroroBKa HHQPPACTPYKTYPHOM MAIIUHBI

MudpacTpykTypHass MalminMHa — BbIJIeJIeHHBIM cepBep /s NpoBefleHUs] UHCTAUIANUU. C

VHQpaCTPyKTypHOM MaIllWHBI JJOJDKeH ObIThb obeclieyeH JOCTYII KO BCeM CepBepaM, Ha KOTOpble

IIPOU3BOAUTCS MHCTAANUS. i uHCTamsanuu KoHpurypauuu 6e3 OTKa30yCTOHYMBOCTH

JIOITYCTUMO MCII0JIb30BaTh OJIMH CepBep B KauecTBe MHPPACTPyKTypHOro U meyieBoro. OCHOBHEIe

JIeNCTBHS, KOTOpble He0OXO/IMMO BBIIIOJIHUTh Ha MHPPACTPYyKTYpPHOM MallliHe:

1.

CkayaTh W WHCTQUIMPOBAaTh MHHUMAIbHBIM CEpBEPHBIM BapHaHT BLIOPAaHHOM

OHEpEiI.[PIOHHOI:I CHCTEMBL (CM. Ppa3nei CucreMHBIE TPeOOBAHUS JAaHHOI'O pYKOBOI[CTBa).

. IIpepycranoBuTth Ha 1eneByto OC python3 (Bepcuu He HUXe 3.6), rSync.

C HHCl)paCTPYKTypHOfI MaIlIMHBI JOJIDKEH OBITh BO3MOXKeH ssh AOCTYII HA BCe XOCTbI
ejleBOoro ceppepa MHCTAUIAINN, PEeKOMeHOyeTCda COeJIdTb 3TO IIPpU IIOMOINU ssh kJroua

I10JIb30BaTeyieM root ujim APYT'M I10JIb30BATeJIEM C sudo IIpUBUJIETUAMMU.

Ha wunpacTpykTypHylO MalMHy JO/DKeH OBITh WHCTA/UIMPOBAH TakeT ansible-core
Bepcui 2.11 i 2.12. PaboTa npyrux Bepcuii BO3MOXKHA, HO He rapaHTUPOBaHa.

B nexotopsix nuctpubytruBax RedHat mexanuam SELinux Bkitouen B pexxum Enforcing,
YTO MOXeT IOTeHI[MaJbHO MpUBECTH K IpobremMam c ycraHoBkou. Ilpemmaraercs
nepeBecTy ero B pexkuM Permissive, Tpy KOTOpPOM JIeHCTBUSI He OJIOKUPYIOTCS, a B JIOT

dyTa I10laJd€eT OTYET O IEeHCTBUSIX.

[TompobHag mokyMeHTaruy mo ycranoske Ansible
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4.2.2.2 TloaroToBKa neJIeBBIX CEPBEPOB, HA KOTOPHIE 0YyAeT NPONU3BOIUTHCA HHCTAJLISIIHSA
AUCTPUOYyTHBA (00IIIHE PeKOMEeH/aIIHH)

Bo usbexxanue npobiem He peKOMeHAyeTCsl MCII0Ib30BaTh CUCTEMbI, Ha KOTOPBIX
paHee 6bIJII/I HpOBe)IeHbI HUHCTAJUISIITU A HpOFpaMMHOFO OGQCHQ‘IQHI/IH, He

oTHOocserocs K quctpubytuBy «MoitOduc [Touray

Z[JISI IIOATOTOBKU IeJIeBbIX CepBepOoB K YCTAdHOBKe I HHUX HeOﬁXOIII/IMO BBITIOJIHUTDH

CJIeIyIOIIYIO [10CIIeI0BATeIbHOCTD JeUCTBUN:

1. HaCTpOI/ITb M4 XOCTa U IIdaPpaMETPhI CeTHU. B cjIy4ae KHaCTepHOI;’I YCTaHOBKHU UMS KaXXKIA0I'O
X0CTa JOOJIDKHO OBITH YHUKAJIbHbIM. HGO6XOHI/IMO YUUTBIBATb, YTO HHTepq)eﬁC,
HCHOHBSYEMbIﬁ B MHCTAJUIALUYW JIA I1epeliaddii JNdHHbIX, OllipelessdeTCda 110 HAJIUYHI0 ITyTHU

no ymosn4anuio (default route) B kondurypanuu nntepdeiica Ha 11eJieBOM cepBepe.

2. Jlns xoppekTHOM pabotel «MonOduc Iloura» Heobxomuma cityxb6a CHUHXPOHU3AIUU
BpeMeHHU Ha BCexX CepBepax KOHTypa yCTaHOBKH. HacTpoiika CHHXpOHM3aIlMd BpeMeHU
IIPOU3BOAUTCS B IIpolecce Jemnos. [l ykazaHus afipecoB Ntp-cepBepoB, HeobX0IuMOo

U3MEHUTDH [lepeMeHHYI0 ntp servers B group vars/all/main.yml. 3HaYyeHHe IO

YMOJTYaHHUIO:

ntp servers:
"O.centos.pool.ntp.org"
"l.centos.pool.ntp.org"”
"2.centos.pool.ntp.org"”

"3.centos.pool.ntp.org"”

3. IIpenycranoBuTh Ha 1esieBble OC python3 (Bepcuu He HUXe 3.6).

4.2.2.3 IloaroroBKa nejieBbIX CEPBEpPOB, HA KOTOPbIe 0yAeT NMPOU3BOAUTHCS HHCTAJLISIHS
mucTpudytuBa (c mocrynom B uTepHer)

,HIISI IIOATOTOBKU IeJjIeBbIX CepBepoB K YCTAdHOBKe I HHUX HeO6XOI[I/IMO BBIIIOJIHHUTH

OCJIeg0BaTeIbHOCTb IEeWCTBUU H3 pas3geia ITogroroBka MHGPACTPYKTYPLL VCTaHOBKH JaHHOI'O

PYKOBOZCTBA.

HpI/I HaJIM4YWU NOCTYIld B HHTepHET Ha IIeJIeBbIX MalllMHAaX HUKAKUX JaJIbHeMIINX JeHCTBUM

He TpeOyeTcsl.

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOTHUHW», 2013-2024



MonOdounc

4.2.2.4 TlogroToBKa cepBepoB, HA KOTOPbIE Oy/[eT MPOU3BOUTHCS HHCTAJLISIIHS
mucTpudyTuBa (be3 mocryna B arepHer)

B cnyyae, ecnu wuH$pacTpykTypHass MalllMHA | IleJleBble CepBepbl PpacIiojioXKeHbl B

JIOKAJIbHOW CeTH U He MMEeIOT IIpAMOro O0CTyIla B HHTepHET, HWHCTAJUIAIWUIO MOX>XHO ITPOM3BECTH,

3apaHee NpeyCTaHOBUB HAa HUX HeOOXO/IUMble TTaKeThl, yKa3aHHbIE B TabsuIle D.

Tabmuna 5. [TakeTs! 11 IpelyCcTaHOBKY Ha cepBepsl 6e3 nocryna B MHTepHeT

(0] ®

ITaker

IIpumeuanus

AsnpT JInHyKC

ansible-core, ansible, jinja2

Bepcus ansible-core 2.11 v 2.12

docker-engine / docker-ce

B HoBBIX Bepcusix docker-engine, B cTappix BepcHsiX
nakeT Ha3spiBaetcs: docker-ce.

[lonb3oBaTenb, OT HWMEHH KOTOPOIO IPOUCXOAUT
pa3BepThiBaHME I1aKeTOB, JO/DKEH MMeTh IIpaBa Ha

YCTAaHOBKY M 3aIlyCK KOHTeMHepOB.

python3-module-bcrypt

python3-module-docker

python3-module-jsondiff

python3-module-passlib

python3-module-

policycoreutils

python3-module-pyaml

Isync

glusterfs9-server

B ciydae xiacTepHON yCTaHOBKY.

Astra Linux

ansible B AstraLinux 1.7 Ansible HeobXoaumMo
yCTaHaBIIMBaTh Yepe3 pip:
python3 -m pip install ansible-core==2.11.6
python3 -m pip install ansible==4.7.0
python3 -m pip install jinja2

docker.io [lomp3oBaTenmb, OT WMEHH KOTOPOTO MPOUCXOJIUT

pa3BepThbiBaHHeE IIdKeTOB, AJOJDKeH HMeTb IIpdBad Ha

YCTAHOBKY U 3allyCK KOHTEWHEepOB.

python3-bcrypt

python3-docker

python3-jsondiff

python3-passlib

python3-requests
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oC ITaker IIpumeuanus

python3-yaml

rsync

glusterfs-server B citydae kiIacTepHON yCTaHOBKU.
YcranoBky GlusterFS pexomengyeTcsi TpOU3BOIUTH
u3 odunuambHOTO  pemno3utopus  glusterfs, B
CTaH/IAPTHBIX Pemno3uUTOPHUsIX Astra Linux
yCTapeBIiiasi Bepcusi)

CentOS ansible-core, ansible, jinja2 | Bepcus ansible-core 2.11 wm 2.12

docker-ce [Tosp3oBaTenb, OT HMMeHH KOTOPOTO IIPOUCXOJUT
pa3BepThIBAaHME MAKETOB, JOJDKEH HMMeTh MpaBa Ha
YCTAHOBKY Y 3aITyCK KOHTEHHEpPOB.

ISync

ITakeTs! pip3:

bcrypt Bepcus 3.1.7

docker

jsondiff

passlib

pyyaml

requests Bepcus < 2.29

selinux

glusterfs-server B cityyae knacTepHOM yCTaHOBKHY.

RedOS ansible-core, ansible, jinjaZ | Bepcus ansible-core 2.11 vm 2.12

docker-ce [Tomb3oBaTenb, OT WMEHH KOTOPOTO MPOUCXOIUT
pa3BepThIBaHHWE MAKETOB, JOJDKEH HMMeTh IpaBa Ha
YCTAHOBKY U 3aITyCK KOHTeHHEepOB.

ISync

ITakeTsI pip3:

berypt Bepcus 3.1.7

docker

jsondiff

passlib

pyyaml
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oC ITaker IIpumeuanus
requests Bepcus < 2.29
selinux
glusterfs-server B ciydae xiacTepHON yCTaHOBKUY.

B cityvyae oddmaiin ycTaHOBKY IeMOYK HE0OXO0UMO 3aIlyCKaTh C TapaMeTpoOM
--skip-tags common,docker (cM. mMOAPOOHOCTU O 3alyCKe yCTAaHOBKU B

paszesie 3aMyCK YCTAHOBKH)

4.2.2.5 IlpoBepka U NOAr0TOBKA HHCTAJUISIIMOHHOT0 apXHUBa
Z[JISI BBITIOJIHEHUS ITIPOBEPKU U IIOATrOTOBKH )II/ICTpI/I6YTI/IBa, HEO6XOHI/IMOZ

1. Ilocme KOIIMPOBAHUS HMHCTAJUIAIIMOHHOI'O dPXKWMBd IIPOBEPUTH €I0 KOHTPOJIbHYHO CYMMY

MD5 u/unu SHA256, B nanpHeliieM cBepyB ee C iepelanHHoi Benjopom [10:

md5sum -c MyOffice PSN SRV-XXX.tgz.md5sum

sha256sum -c MyOffice PSN SRV-XXX.tgz.sha256sum

B wumenu apxuBa mnudpel BepcMM KOMMepYeCKOro peju3a Ipe/iCTaBJIeHb

3HaKaMu X.

2. PacnakoBaThb cojiep)kKMMOe MHCTa/UISIIMOHHOI0 apXMBa B MPOU3BOJIbHYIO JUPEKTOPUIO U
IIepeiTy B Hee:
mkdir install-psn
tar xvzf MyOffice PSN SRV-XXX.tgz -C install-psn

cd install-psn

He peKoOMeHIyeTCA PdCIIaKOBBIBATb HOBBIMN ,[[I/ICTpI/I6y'TI/IB B IHUPEKTOPHUIO

MpeabIAyIel BepCru.

3. Hepen HAvyaJIOM UHCTAJUISIIMM 03HAKOMbBTECh C I'JIaBOH H3BecTHBIe TPoOJIeMbl X CIIOCOOBI

HX pellleHHr 4.
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4.2.3 HacTpoiika 0CHOBHBIX IIapaMeTPOB YCTaHOBKH

Jlnst KOHGUIypHpOBaHHUSI YCTaHOBKM HEOOXOAMMO W3MEeHWTb HHBeHTapHbIN ¢aiin

(inventory file), koTOpBI¥ HAXOIUTCS IO Afpecy:
inventory/hosts.yml
@aiil MOXKHO OTKPBITH B TEKCTOBOM pelJaKTOpe M OOHOBUTH CeKIIMU hosts M vars B

COOTBETCTBUHM C HAJIbHEUIIIUMHA UHCTPYKIUSIMU.

HWuBenTapHblil dain ucnonb3yeT popmat .yml, 601ee moApobOHO O CHHTaKCHCe

MOXXHO  IIpoudTaTh B JokyMeHTanuu Ansible. Ilocie — okoHYaTenbHOrO

3dllOJIHEHW ST MTHBEHTapHOTI'O (bafma H806X0}II/IMO CIiejiaTb ero pe3epBHYIO KOIIHWIO,
B JaJbHEHIIeM OHa MOXeT HOHaHOGI/ITbCH p10) 62 QU (00N) (91474101 11170.€ OOHOBJIGHUM U

HeKOTOPbIX OIlepalivii 10 00CITy>KUBaHUIO TeKYIlel YCTaHOBKH.

4.2.3.1 KondpurypupoBanue nuuBeHTapHoro ¢aiina: hosts

B cexnusix hosts cienyer ykaszarh JJoMeHHOe MMsi unu [P-afpec meneBoro cepsepa, Ha

KOTOpbIM OylieT TpPOW3BOAUTBCS MHCTAUIANMS TOW WM WHOM pornu. [l omnpepneneHus
MIPUHAJUIeXXHOCTU I1eJIeBOT0 cepBepa K Pojii Heobxoaumo 106aBUTH ero JJoMeHHoe uMs uiu [P-

ajipec B COOTBETCTBYIOIIYIO CEKIIUIO B 1abjoHe WHBeHTapHOro daiina. [Ipumep:

redis:
hosts:

host.example.com

Takum o6pasoM, ponb redis Oblla IIPUCBOEHA CepBepy C JOMEHHBIM HMeHeM
host.example.com, U Ha JIaHHOM XOCTe B JajbHeWIleM OyIyT HCIIOJIHEHbl YyCTaHOBOYHBbIE

koMaHab! Ansible.

Bosee moipo6HO 0 3HAaYeHUU PoJiel paccka3aHo B pasnere OnucaHue posei

AdHHOI'O pyKOBOJACTBA.

Bce poiin MOr'yT OBITh COBMelleHbl Hd OJHOM cCepBepe, B TdKOM CJIydde B abJioHe

VHBeHTapHoro ¢ania nybnupyercs cekuus hosts. [Ipu HeobxogumocTy BO3MOXXHO 100aBUTh UIIU

yAQJIUTh CepBepa B rpymiax. B maHHOM npumepe Bce posi OyAyT yCTaHABJIMBATLCS HA OJJUH CepBep

110 agpecy host.example.com:
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all:
children:
### SECTION 1: grouping by Roles
infra:
children:
docker registry:
hosts:
host.example.com:
db:
children:
etcd:
hosts:

host.example.com:

volume device etcd:

volume device etcd path:

redis:
hosts:
host.example.com:
postgres:
hosts:

host.example.com:

volume device postgres:

volume device postgres path:

ldap:
hosts:
host.example.com:
frontend:
children:
proxy:
hosts:
host.example.com:
backend:
hosts:
host.example.com:
mail:
hosts:

host.example.com:

"False"

"/dev/disk/by-uuid/<UUID>"

"False"

"/dev/disk/by-uuid/<UUID>"
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loadb:
hosts:

loadb.example.com:

Cnenyer 0OpaTUThL JIONONHUATEIbHO® BHUMaHMe Ha PoNM etcd M postgres: y HUX eCTb
JIOIIOJIHUTEeJIbHBIE IlepeMeHHble volume device <role> M volume device <role> path.
3anoiHeHWe 3THUX IlepeMeHHbIX Heo00XOXMMO IIDH HCIIONb30BAaHWM paslelloB Ha BbIIEIeHHBIX
67104HBIX YCTPOMCTBAX Ul XPaHeHWs NaHHBIX YKa3aHHBIMU CepBUCaMu. B TakoM ciy4ae, 3HaueHUs

MEeHsIOTC Ha:

volume device <role>: "True"

volume device <role> path: "<filesystem path>"

I'me <role> — jorudeckast poib, <filesystem path> — nyTb 10 GalJIOBOM CHUCTEMBI

ycrporictBa. OcobeHHOCTH paboThl B peXXMe volume device <role>: "True":

1. He pomyckaeTcst ucrosb30BaHue OJHOTO W TOTO >Ke pasfiela IMCKa Ha OJHOM cepBepe
(WM BUPTyalIbHOM MalllMHe) JJI1 HeCKOJbKUX poiied. HeobGxomumo ykasbiBaTh IYTH,
KOTOpBbIe He U3MEeHSITCSI [10CJe Iepe3arpy3Ku cepBepa Ui J00aBJIeHUH HOBBIX YCTPOMCTB.
B ciydae ksacTepHoO# yCTaHOBKM HeOOXOIMMO YyKa3blBaTh HWAEHTHUYHbIE IIyTH [10
YCTPOMCTB IUIsI BCeX HOJ COOTBeTCTByMwoIled ponu. Takum o6pa3om, jydlile Bcero
HCII0JIb30BaTh TOMa 1vm U yKa3bIBaTh MYTh JI0 HUX B popMaTe /dev/mapper/<rpyrmna
TOMOB>/<JIOTUYECKUN TOM>

2. Ha pasnmene momkHa ObITh co3maHa anyioBas CHCTeMa, pasfienl He JI0JDKeH ObITh
CMOHTHMPOBAH HAa MOMEHT MHCTAULIUAU (KpOMe CHUTyalluM [OBTOPHOTO 3allyCKa WA

0OHOBJIEHUS C IPeJbIIYIIMX BEPCUM).

B pexuMe volume device <role>: "False" HHKAKMX JOIIOJHUTEJIbHBIX JelCTBUU OT

I10JIb30BATeJId He Tpe6yeTc;1, HdHHBIE XPAHATCA B COOTBETCTBYIOIUX KATAJIOI'dX 110 YMOJIYdHUIO:

/var/lib/docker/volumes/<volume name>

me <volume name> — ToMm (katanor Docker), mpuBsS3aHHBIA K KOHTeHHepy

yCTaHaBJINBAaeMOM POJIU.

JlommyckaeTcss UCIIOIb30BaHUe U1 HEeKOTOPBIX posleld pexuma volume device <role>:

"True", a g Apyrux volume device <role>: "False".
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Pexrm volume device <role>: "True" PpeKOMeHJyeTCS WCIIOIb30BaTh

TOJIBKO eCJIM BbIJe/IeHHOe YCTpOﬁCTBO boitee IIpou3BOAWUTEJIbHOE, HAIIpUuMep,

ssd.

B pexume KﬂaCTepHOﬁ HHCTAJLJIAIINHA Ha BCeX HOJdX COOTBETCTBYIOHIGﬁ poiin

WCIO/Ib3yeTcs IyThb 1O YCTPOMCTBA, YKa3aHHBIM JUId IIepBOM HOIbLI PO

(cM. myHKT 1).

B Texymem penuse npu ycraHoBke B standalone pexuMe BbieneHHOe

YCTpOﬁCTBO U1 poid etcd He HCIOIb3YyeTcd, Oake eCcId YKasaHo. Ecmm

YCTPOMCTBO HEOOXOIMMO HCIIOJIb30BaTh, 00paTHUTeCh K paszaeny Mcnosib3oBaHue

BBIJIeJICHHOI'0 YCTPOMCTBA Ul posy etcd.

B pexume KiIacTepHON HHCTA/UIAIMM B HWHBEHTAapHOM ¢aijle yKa3blBaeTCs HEeCKOJIbKO
XOCTOB (aZpecoB CepBepoOB) B COOTBETCTBYIoOIed rpymime. Ha JaHHBIM MOMEHT MOJIep)KHBAETCS
KJIAaCTepu3alus Il BCeX IepeurCiIeHHBbIX B IMa0JIOHe WHBEHTApHOro ¢aijia CepBHCOB KpoOMe
docker registry.

[Tpumep koHuUrypanuu (bparmeHT UHBeHTapHOro ¢aiia hosts.yml ):

db:
children:
etcd:
hosts:
host.example.com:
volume device etcd: "False"
volume device etcd path: "/dev/disk/by-uuid/<UUID>"
host-2.example.com:
volume device etcd: "False"
volume device etcd path: "/dev/disk/by-uuid/<UUID>"
redis:
hosts:
host.example.com:

host-2.example.com:

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOTHUHW», 2013-2024



MonOdounc

XocTel B rpynmnax ldap U etcd JOMMKHBI ObITh CKOHPUTYPUPOBAHBI C Pa3HBIMU
vMeHaMmu (hostname), MeHSITb KOTOpBIe B IIpoliecce 3KCIUIyaTalluy He ciiefiyeT BO
n3bexxaHue HeKOppeKTHOM paboThl cucteMbl. B cioydae, ecimu Ha  yxe

ycraHoByiieHHOM PSN TpebGyercsi uamenuTs hostname Ha xocrax rpymnmel ldap,

obpaTtuTech K paszfmeny H3amenenuie hostname Ha xocrax rpymnmnel ldap gaHHOro
PYKOBOJICTBA.
HOns uaMeHenus hosthname Ha xocrtax rpymnnbl etcd oOpaTuTech K pasieny

HUsmenenuie hostname Ha xocrax rpyunsl etcd.

4.2.3.2 KonpurypupoBaHue HHBeHTapHOro ¢aiina: mepeMeHHbIe

JlanpHEHIMid TMPOoIecC HACTPOWKHM OyleT COCTOSTh W3 3aloJIHEeHUs CEeKIWH vars —
repeMeHHbIX MHBeHTapHOro ¢aiiJa.

B vHBeHTapHOM (aiisie CTpyKTypa JaHHOM CeKIIMU BBITJISIOUT CIIeYIOMM 00pa3oM:

vars:

setup:

notifications:

mobile:

integrations:
pgs:
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conference:

squadus:

HocTynHble 3HayeHMs M CHOCOOBI 3allOJIHEeHWsI JAaHHOM CeKIUM YyKaszaHbl B Tabmulle 6

JTAHHOT'O PYKOBOJICTBA.

Bce napamerpsl nepeMeHHbIX HeOOXOJMMO YKasblBaTh B JIBOWHBIX KaBbIUKaX 3a

HCKJIIOUeHueM True/False.

Tabnuia 6. 3HaueHUs U CIOCOOBI 3aTIOTHEeHM I TepeMeHHbIX UHBeHTapHOoTo datijia

Ilepemennasn 3HayeHHe U CHOCO0 3aI0JIHEeHU S

Bok setup O6mue HACTPOMKK CTeH/1a ¥ HaCTPOMKK pOPMUPOBAHHUSA
JIOMEHHbIX UMeH BHYTPH CpeJlbl HHCTaJUIAIWH.

Developer mode, pexxum pa3paboTtunka. [[puHuMaeT 3HaueHus
True u False, B ciay4ae 3Ha4eHus True OTKpBIBaeT

dev_mode IIOPTBI CEPBUCOB HAPYXY IJI1 OPraHU3aIuy JOCTYIIa

Pa3paboTYUKOB K CTEHAY YCTAaHOBKH (He UCIIOJIb3YeTCs B

paboTartolre ¢ mob30BaTeNISIMU CUCTEME).

BxmouaeT mudpoBaHre BHYTpeHHe 0BepJIeHON CeTH

swarm_network_encryption Docker swarm, 3HaueHHe [0 yMOJMaHUIO False . Biuser
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Ha IMPOU3BOJUTEJIbHOCTb CUCTEMBI, noapo0bHee 0 JAHHOM BHUIE

H_II/IQQQOBHHI/ISI.

default_instance language

3amaéT A3k MHTEpdeca Mo YMOTIaHUIO JIJIS TTOJIb30BaTesei B
TeHaHTaX. Bo3aMoxHble 3HaueHus:: Russian, English,
Bashkir, French, Spanish, Italian,

Portuguese.

autoconfig_auth salt

Comb a1 moAKMIOUeHUS K T71006aIbHOM aIpeCHOM KHUTe.
PexomenniyeMble 3HaUeHHs: OOJbIIIME U MaJleHbKHe JIATUHCKYE

OyKBBI, ITUGPHI.

external domain

3aperucTpupOBaHHBIN JOMeH MHCTAJUANUU. [T KOppeKTHOM
paboThl HEOOXOIUM YCTAHOBJIEHHBIM aKTyalbHbIA SSL-

cepTUdUKaT.

domain_module

[[TabmoH dpopMUpoOBaHHS BHEIITHUX JOMEHHBIX UMEH
VMHCTaJUBIUH, 1103BOJIsIeT TMOKO HACTPOUTh IPUHITUIT UX
reHepaiuu. [Ipumeps! paboThl 1absI0Ha NTPU UCII0JIb30BAaHUU

npedukca auth U JJOMeHa test.example.com:

{service}-{domain} | auth-test.example.com

{service}.{domain} | auth.test.example.com

Takum o6pazoM MOXHO THOKO HACTpauBaTh IPUHIIUII
¢dbopMrpoBaHUsl IOMEHHbIX UMeH UHCTAJUISIUU. JTO MOXKET
MIPUTOJUTLCS, HampuMep, eciu y Bac ectb Wildcard SSL-
ceptudprkaT HA JIOMeHHoe UMs example.com u
.example.com, HO HeT Ha .test.example.com. Bbl moxete
yCTaHOBUTb DOMAIN MODULE: B 3HaueHHe {service}-
{domain} ¥ IOJY4YUTb JOMEHbI TPEThero YPOBHs, KOTOPbIe

nogxonaT noj tekyumi Wildcard SSL-cepruduxkar.

gost

Hcnomb3yeTtcs nmnst ycraHoBkd Bepcuu GOST U3 crienianbHOTO
IUCTpPUOYTHBA, B 0OBIYHOM IUCTPUOYTHBe 3HaYeHHe 10JIs

IIOJDKHO OBITHL False.

cryptopro_license

Hcnoms3yeTcs nnst ycranoBku Bepcuu GOST u3 crenuaimbHOTO

IUCTPUOYTUBA, B 0OBIYHOM JUCTPUOYTHUBE UTHOPUPYETCSI.
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dynamic_webdomains

BoamoskaOoCTh fuHaMudeckoro gqobapnenrus WEB-moMeHOB.
[Ipunumaet 3HaueHus False u True. B ciiyyae False Her
BO3MO>KHOCTH JUHAMHUYECKOro Ao0baBieHus Hoporo WEB-
noMeHa. [lepemenHas ucnomnb3yetcs ToMbKo 17 WEB-

JIOMEHOB.

[IprHrMaert 3Hauenus True u False , B cy4yae 3Ha4YeHUS

ldap_debug True mapoJu, 3aJJaHHbIe JIJIs1 HOBBIX JIOKAIbHBIX
IoJib30BaTes el Oy yT XpaHUThCs B base64 Oe3 muppoBaHUs.
HpHHHMaeT 3HaveHUsa True U False , BKIIOYaeT MOLIEPKKY
cepTU(dUKATOB, BBITyIIeHHBIX Helly OJIMUHBIMY [IeHTpaMu
custom_ca

ceptudukaruu. [logpobHocTH cM. B pasnesnie HacTpoiika

ce QTI/IEDI/IKaTOB.

utf8 support

JkcrepuMeHTalbHast QYHKIWS TOAAeP>XKA MHOT00OaUTOBBIX

KOJIMPOBOK B ajipece 3JIeKTPOHHOM MOYTHI.

[TyTh OTHOCUTENILHO JUPEeKTOpHUs C JUCTPUOYTHUBOM, T10

KOTOpOMY OyIyT pa3MellieHbl ssl-cepTudukaThl,

cert_path
HCIIOJIb3yeMble TIpU ycTaHOBKe [Ipoaykra (cM. pasmenbl
Hactpotika SSL-ceptudukaton, Hactpotika nognucu DKIM).
) HpI/IHI/IMaeT 3HaveHUd True U False, BKIIIOYAET PeXUM
balancing

YCTAaHOBKH C DaJlaHCHPOBKOM BXO/SIIEro Tpaduka.

virtual ipaddress

B ciryyae, eci ykazano 2 xocta B rpyiie loadb, To 3Hauenue
IlepeMeHHOM UCIOJIb3yeTCs [l CO3[laHusl BUpTyasbHoro 1P

anmpeca cepsuca keepalived Ha xocTtax rpynnet loadb.

mdbox_format

[TpunuMaert 3HaueHust True U False. B cioyyae True
dovecot 6yner xpanuth nucbMa B popmate mdbox, vHave - B
maildir. [Iy11 HOBBIX yCTaHOBOK peKOMEHAYeTCsl UCII0JIb30BaTh
dopmar mdbox. /I nepeBosa ctermoB Ha dopmaT mdbox

TpebyeTcst murpanuys (cM. pazaen Murparus Ha dpopmar

xpaHeHus nucem mdbox).

mdbox_altstorage

[IpuHuMaet 3HayeHus True u False. B ciayyae True
BKJTIOYaeTCsl GyHKIIMOHAI AOTIOJHUTEJIbHOTO XPaHWIMIIA

mrceM dovecot. HCHOHBByeTCﬂ OJI XpaHeHUs I1ceMm,
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IIOJIy4YeHHBIX I103%Ke onpeneﬂeHHoﬁ JAaThbl HA JOIIOJIHUTEJIbHO
BBIJIeJIEHHOM 00BeMHOM, HO MeHee IMPpOUBOAUTEIIbHOM

XpaHUIMaie.

skip glusterfs tasks

IIpranMaert 3Hauenne True u False. B ciydae True Bo
BpeMs YCTAHOBKHU IIPOITy CKAIOTCS 3a/1a4y 110 HACTPOUKeE U
noAkmodeHrio ToMoB glusterfs. MoseT ncnonbp30BaThCs IpU
py4HO# HacTpoiike glusterfs. AKTyanbHO TOJBKO IS

KJIACTEPHOM yCTAaHOBKU.

bnok passwords

,HJ'[S[ OCHOBHbBIX CEPBHUCOB MHCTAJULIIIUHA PEKOMEeHOYeTCa
HUCII0JIb30BaTh HaJlEXKHbIE IIapoJikd, B3TOM MOXeT II0OMOYb

yTuimra pwgen 10 1.

PexomenniyeMble 3HaueHHs: OOJbIIIME U MajleHbKUe JIATUHCKYe
OykBBI, IUPPHI, CelMaIbHble CUMBOJIBL: &!% (cuMBOI $

HCIIOJIb30BATH HeJ'IbBH).

postgres_superuser

[Taposs cynepniosms3oBaTesist PostgreSQL.

postgres_replica_user

[Taposs nonb3oBaTens A perykanuu PostgreSQL B ciryuae

KHaCTepHOﬁ YCTaHOBKH.

postgres db_user

[Taposs nonmb3oBaTens 6a3 naHnHbx PSN.

redis_user

[Taposs moctyna k B/] Redis.

ds389 manager user

[Taposs qoctymna k ciry»xbe katanoros 389 Directory Server.

ds389 replicator user

[Taposb nosnb3oBaTens At permkanuu 389 Directory Server B

Cily4ae KJIaCTepPHOU yCTAaHOBKU.

dovecot_adm_user

[Tapose gocTyna K cepBUCY XpaHeHUs TUCEM.

psnapi_adm_user

[Tapoms noctyna k API komnonenTa PSN.

etcd browser user

[Taposms nns Be6-uHTEpdetica cepBuca etcd.

default tenant admin_ user

[Taposs TeHanTa o ymosraanutio (defaul t) mpu ycTaHOBKe

6e3 unTerpaiuu ¢ PGS.

master_user

[Taposb 11 cepBUCHOM y4ETHOM 3anucu (MacTep-

noJsib3oBaTesst). JlaHHast 3aNIMCh TPeoCTaBIsIeT
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aJIMUHUCTPATHBHBIN AOCTYII K TMCbMaM U IOYTOBBIM SIITUKAM
0JIb30BaTeIel IPUYCJIOBUU 0OpalieHus yepe3 BeO-KIMeHT.

ABTOpI/IBaLII/IH IIPpH IIOMOIIMA JaHHOM 3dITMCUHEeOO0CTYIIHa U3BHE.

rabbitmq_user

[Taposs goctyma x cepucy RabbitMQ.

biok secure

KHKFHIHHEBHYTPEHHEFOIHH¢pOBaHHH.BHOKBHHOHHHETCH
mnmepen YCTaHOBKOfI, U3MEHSTh ero BAajbHeullieM He ciaenyetr BO

n3bexaHue IoTepu JOCTYyIIa K CUCTeMe.

db_secret key

internal secret key

Orpanwuenus: # A-Za-z, num 0-9, spec char &!$&%

auth jwt key

HomkeH coCTOSATh U3 MUHUMYM 16 CUMBOJIOB.

Biok notifications

DBomnbiias yacTh 3HaUeHUM NTepeMeHHbIX JaHHOTO 6JI0Ka
HaxOAUTCs B akkayHTe kKoHcoJyM Firebase (m koncom Huawei

11 ycrpoiictB Huawei).

biok mobile

HaHHbeI 6JI0K ImepeMeHHbIX OTBe4YdeT 3ad HaCTpOﬁKy

MOOWIbHBIX YBeJJOMJIEHUH.

enabled

BximouaeT u BBIK/TIOYaeT MOOUITbHbIE yBegoMJieHHusd, JOCTYIIHbIe

3HayeHuda True 4 False, no ymomyaHuro False.

ios_bundle name

3HavyeHHe TI0 yMOJ4aHuio iosmailemb. M3MeHaTs He

TpebyeTcsl.

android bundle name

3HauyeHUe N0 yModaHuio amail. U3MeHATs He TpebyeTcs.

google conf file name

Hms daiina koHPUrypaiuu json. 3HaueHre 10 yMOTIaHHUIO -

google push.json. [Ipumep 3anonHenus yKa3aH HUXe.

"type": "service account",

// 3HadeHMe II0 yMOoJIYaHMuI0. V3MeHAThL He TpebyeTcd.

"project id": "<PROJECT ID>", // CoOTBeTCTBYeT 3Ha4YeHMuio u3 rpadel Project ID
BKJIanku General paszpena Your project.

"private key id": "<PRIVATE KEY ID>", // TeHepupyeTcCs KHONKOM Generate new
private key Ha BKJagzgke Service accounts paszgmena Your project.

"private key": "<PRIVATE KEY>", // T'eHepupyeTcsa KHONKOM Generate new

private key Ha BKJagzgke Service accounts paszgmena Your project.
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"client email": "<CLIENT EMAIL>", // COOTBETCTBYeT 3HaYeHUID U3 Tpadu

Firebase service account BkJjangky Service accounts paszpgena Your project.

"client id": "100609742970758476105", // 3Ha4YeHue IO yMOJIYaHMIO. V3MEHATL He
TpebyeTcsd.
"auth uri": "https://accounts.google.com/o/oauth2/auth", // 3HadeHue 10

YMOJI4aHMI. VIBMEeHATb He TpebyeTcs.

"token uri": "https://ocauth2.googleapis.com/token", // 3HadyeHMe IO
YMOJI4aHMI. VIBMEeHATb He TpebyeTcs.

"auth provider x509 cert url":
"https://www.googleapis.com/oauth2/vl/certs", // 3HadeHMe IO yMOJYaHUIO.
/I3MeHATL He TpebyeTcd.

"client x509 cert url":
"https://www.googleapis.com/robot/vl/metadata/x509/firebaseadminsdk-wrdsa%
40amail-push.iam.gserviceaccount.com" // 3HadeHMle IO yMOJYaHMUIO. V3MEeHATHL He
TpebyeTcsd .

}

['oToBbIN (aii He0OXOAUMO Pa3MeCcTUTh B JUPEKTOPHHU YCTAHOBKU 110 ClIe[lyIolleMy MyTH:

~/MyOffice PSN SRV-XXX/certificates

JlaHHBIM OJIOK OTBedYaeT 3a MOOMIIbHBIE YBeJOMJIEHUS B
YCTPOUCTBaX Ha omneparmoHHou cucteme i0S. I HacTp ok

yBenomiieHHH i0S HE06X0IMMO TOJTYYUTh IOCTYII A

bnox ios _ .
aBTOPHU30BaThCs B KOHCOJM Firebase, 3aiiTu Ha BKIaJiKy
General B paznen Your Apps 1 BBIOpaTh TaM HY>KHBIN [TPOEKT
(i0S).
_ CooTtBetcTByeT 3HaueHuto U3 rpadpsl Web API Key Bkianku

api_key

General pa3znena Your Apps.
d CooTtBercrByeT 3HaueHuto u3 rpadsl App ID Briiagku General
app_i

pasneina Your Apps.

_ _ CooTtsercrByet 3HaueHuio u3 rpadsl Sender ID Briiagku Cloud
messaging sender id .
Messaging.

_ _ CooTBeTcTByeT 3HaueHuto u3 rpadsl Project ID Bxiiagku
project_id .
General pa3znena Your project.
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Biok android

JlaHHBI 610K OTBeYaeT 32 MOOUIIbHBIE YBeJJOMJIeHUS B
YCTPOMCTBaX Ha onepanuoHHom cucteme Android. Jls
HacTpoyku yBemomieHuii Android Heo6XoAUMO Oy YUTH
IOCTYII ¥ aBTOPU30BaThCs B KoHCO/M Firebase, 3aliTu Ha
Bkiagky General B pasnen Your Apps v BbIOpaTh TaM

Hy>HbIN TpoekT (Android).

api_key

CooTtBercrByeT 3HaueHHIo u3 rpadpsl Web API Key Brimanku

General pazniena Your Apps.

app_id

CooTtsercrByet 3Hauenuio u3 rpadsl App ID Brmagku General

paszgena Your Apps.

messaging_sender_id

CooTtBetcTByeT 3HaueHuto U3 rpadsl Sender ID Bxinaaku Cloud

Messaging.

project_id

CooTsercrByeT 3HaueHHIo U3 rpadsl Project ID Brmagku

General pa3znena Your project.

Biox huawei

JlaHHBI 610K OTBeYaeT 32 MOOUIIbHBIE YBeJJOMJIeHUS B
YCTPOMCTBaX Ha omepanuoHHoM cucteme Huawei. [lns
HacTpoiiku yBepomileHn# Huawei Heo6xoqumMo NoJyIuTh
IOCTYII ¥ aBTOpPU30BaThCsl B KoHCoyM Huawei, 3aiiTu B
HacTpoMku npoekra B pasnen OcHoBHast uHpopManus U

HaWUTH TaM He0OXO0IUMbIe 3HAUEeHHUS.

enabled

BxmouaeT v BhIKTIOYaeT MOOWIIbHBIE YBeIOMJIeHUS JIJIs
Huawei, noctynsble 3Hauenuss True U False, mo

ymo/daHuio False.

client id

CooTBeTcTByeT 3HaueHuto U3 rpadsl ID npunoxeHus.

client secret

CooTBeTcTBYeT 3HaUeHUIO U3 rpadbl CeKpeT KIIMeHTa.

huawei_bundle name

3HaueHue 10 yMomdaHuio huawei. M3MeHdaTh He Tpebyetcs.

biok web

JlaHHBIM OJI0K IepeMeHHBIX OTBevaeT 3a HaCTPOUKY web-
myteit. [l HacTporiku web-mytieit Heo6X0JUMO 0Ty YUTh
IIOCTYT ¥ aBTOPU30BaThcs B koHCoM Firebase, 3aiiTu Ha
BkIanky General B pasnen Your Apps 1 BEIOpATh TaM HYKHBIN

npoekT (Web App).
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app_id CootserctByet 3Hauenuto u3 rpa¢psl App Id Bximagku General
pasnena Your Apps.
bled Briogaer v BBIKIIFOYaeT web-IyIiu, JOCTYITHbIe 3HaYeHUs
enable

True u False, no ymos4aHuio False .

webpush_bundle name

3HayeHUe IO yMoOuaHuio webpush. M3MeHATH He

Tpebyercs.

messaging_sender id

CootBercTByeT 3HaueHuto 13 rpadul Project number Briagku

General paznena Your Apps.

api_key

CooTtBercrByeT 3HaueHuto u3 rpadsl Web API Key Brianku

General paznena Your Apps.

vapid_key

CooTsercrByeT 3HaueHuio u3 rpadsl Key pair Bkmanku Cloud

messaging pasnesia Web configuration.

auth domain

Homen aBropusainiuu Firebase. 3HaueHue npencrasisier co6oi
anpec Buga <PROJECT ID>.firebaseapp.com, rme
<PROJECT ID> cooTtBeTcTByeT 3HaueHuto u3 rpadnl Project

ID Bxiasiku General paznena Your project.

database_url

[TyTp k 6a3e nanubix Firebase. 3HaueHue npeacrasisieT coboit
anpec Buga <PROJECT ID>.firebaseio.com, rae

<PROJECT ID> cooTBeTCTByeT 3HaueHHUIO U3 rpadbl

project _id

CooTBercrByeT 3HaueHHio U3 rpadsl Project ID Brmagku

General pazniena Your project.

storage bucket

[TyTh k XxpaHWMITY 00BEKTOB. 3HaUeHUe TpeJICTaBIsieT coboit
anpec Buga <PROJECT ID>.appspot.com, rue
<PROJECT ID> cooTtBeTcTByeT 3HaueHuto u3 rpadnl Project

ID Bxiasiku General paznena Your project.

B JdHHOM 6J10Ke YKa3bIBAIOTCH IIapaMeTPhI IJI1 UHTerpamnuvu C

bsok integrations
BHEIITHUMU CEepPBUCAMU.
B nanHOM 6I10Ke yKa3bIBalOTCS TapaMeTphl I MIHTerpanyy ¢
bnok pgs
PGS.
[TepemenHast npuHUMaeT 3HaueHUs] True (MHTerpamus
enabled

BKIIOYeHa) U False (uHTerpamusoTkmodeHa). He moxer
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OBITH OCTaBJIeHa Ty CTOM.

appapi_user password

3nauenue nepemenHoit KEYCLOAK PASSWORD wu3

vHBeHTapHoro ¢aina PGS.

co_oauth2 client_secret

IlepemenHast KJto4a, 10/DKHA COBNAZATH C
MAIL OAUTH2Z CLIENT SECRET B xonduryparnuu CO.

Biiok klms

Kaspersky Security for Linux Mail Server. Bosnee nonpo6Has
nHdopmanus ykazaHa B pasfesie HacTpoiika HHTerpamuu c

Kaspersky Security for Linux Mail Server B nokymeHTe

«MotOdwuc Ilouta 2. PykoBoACTBO IO aAMUHUCTPHUPOBAHUIOY .

enabled

Brmouenne unTerparuu. [lepemennast mpuHUMaeT 3HaYeHUS
True (uHTerpamus BKIOUeHa) 1 False (MHTerpamms

OTKJ'[IO‘-IEHa). He moxeT OBITHL OCTaBJIeHa HYCTOfl.

host

Cnoco6 3anosHeHust JaHHOW HaCTPOMKU CM. B pa3fere
Hacrpoiika uarerpamun ¢ Kaspersky Security for Linux
Mail Server B nokymente «MoiitOduc IToura 2. PykoBonacTBo

110 aAMUHHUCTPHUPOBAHUIO» .

biok siem

brok Hactpotiku SIEM-cucTemsr.

enabled

[lepeMenHast mpuHUMaeT 3HaUeHUs True (MHTerparys
BKIIOYeHa) U False (uHTerpamus oTkmoudeHa). He moxert

OBITH OCTaBJIeHA Ty CTOM.

Bnok collector

Biok /17151 HACTPOMKY OTIPABKU COOBITUM B MTOJACUCTEMY
CcOOBITUMHOM aHa/MTHKY. HacTpanBaeTcs Ha arane JeIviosl.
s uaMeHeHUs: HACTPOeK B paboTaroIiel cucreMe, U3MEHUTD
3HQYeHUs B UHBEHTApHOM (aiiie U 3ally CTUTh AeIIoN

cnapameTrpom -t syslog.

host IP-agpec wym uMs xocrTa.
protocol [TpoTokosn TCP/UDP.
port [Topr.

bmok catalog

B panHOM 6i10Ke YKa3bIBAIOTCY IIapdMeTpPhbl AJIA UHTerpaiym Co

CJTy>k00M KaTaJIoroB.
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Ilepemennas

3HauyeHHe U CII0CO00 3aI0JIHeHH

enabled

Bxmrouenne nHTerparuu. [lepemenHas npuHUMaeT 3HaYeHUS
True (uHTerpaius BkIoueHa) U False (MHTerpamnus

oTkmoyeHa). He MoxeT ObITh OCTaBJieHa My CTOM.

host

Anpec KoHTpoOJUIEpa JOMeHa.

port

[TopT st nogKIIOYeHUS K CITy>k0e KaTaJoToB 0 IPOTOKOJTY
LDAP. Obsiyo npuHMMaeT 3HaueHus 389 (1 moAKIIOuYeHus

6e3 mudpoBanus) wm 636 (c mudpoBaHueM).

ssl

Hcnonb3oBaHue poTokoa ¢ mudpoBaHueM. [lepemennas
npuHUMaeT 3HaueHus True (mindposanue BrmodeHo) u False

(indpoBaHUe OTKIIFOUYEHO)

login _dn

Jlorun yquHoﬁ 3dIIMCH, OT UMeHH KOTOpOfI 6YIL€T

OCyIIeCTB/IMTbCA BXO/ U ITOUCK I10 BH CJTY)KGI)I KaTaJIoTOB.

password

[Taposb yueTHOH 3aIIUCH, OT UMEeHU KOTOPOii Oy et

OCYyIIeCTB/TBbCA BXO/ U IMTOUCK 110 BH CIIy>K6bI KaTaJIoTr'OB.

Biiox mail

Hcnonb3yeTcs [71s1 HACTPOMKU OIKIIFOUeHUs K 6aze
[10JIb30BaTeJIell MOYTOBOTO siApa (YueTHble 3alIMCHU U FPYIIIIbI

PACCBUTKH).

mail base dn

HYTI:» a0 KOHTEfIHepa C YYETHbIMU 3dIlIUCAMU [0JIb30BaTeJey,

HCII0JIb3YeTCA IIOYTOBBIM SJPOM.

groups_base dn

[TyTh 10 KOHTeMHepa C rpyIlaMU PacChlIOK, UCIIOJb3YeTCs
MIOYTOBBIM iAPOM. OCTaBUTB [Ty CTHIM, eCJIM IPYIIIBl PaCChUIOK

He HCIIOJIb3YIOTCA.

sync_attr

ATpubyT cuHxpoHu3aIu. PekoMeH0BaHHOE 3HAYEHHUE JIJIsI
AD: mail wm sAMAccountName. PekoMmennoBansoe

3Havenue 1y Free[PA/ALDPro/OpenLLDAP/389ds: mail wm

uid.

groups_filter

QUILTP TpyIIl. 3HaUYeHHe M0 YMOTYaHUIO
(&(objectClass=group) (mail=%s) ). CTouT oOpaTuTh
BHUMaHHeE Ha TO, YTO B QMWILTPe He0OXOJUMO UCIIOIb30BaTh

IepeMeHHble %5s, %Uu (%s - enail-azgpec), %u -4acThb

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOTHUHW», 2013-2024




MonOdounc

Ilepemennas

3HauyeHHe U CII0CO00 3aI0JIHeHH

o @, TakuM 06pa3oM GpopMHUpYyeTCs KOHEUHbIN GUIBTP IJIst

MIOMCKAa KOHKPeTHOW IPYyTIIIbL.

domain

[TepemenHas UCII0JIb3yeTCS TOJILKO IIPY 3HAYeHUH
sync_attr paBHeIM sAMAccountName mm uid.
IIpyHuMaeT 3Ha4eHWe JOMeHa, KOTOPBIM MOI'YT UCIOJIb30BaTh
I0JIb30BaTeJM B JIOTUHE JI1 BXO/la Ha CTeH. MoJHO yKa3aThb
TOJIbKO OJIMH JIoMeH. B ciy4yae, ecim nepemMeHnHas He
3alloJIHeHa M Sync_attr ykasaH Kak sAMAccountName wid
uid, UCIob3yeTcs JOMeH UHCTausIyy. Ecimm Ha cTenpe,
MHTerPUPOBaHHLIM CO CTOPOHHUM KaTajioroMm, bymger
HCIIOJIb30BaThCs HECKOJILKO JIOMEeHOB, He06X0/IMMO HaCTPOUTD
CUHXPOHM3ALIMIO 110 aTPUOYTY, KOTOPBIA COJEPXKHUT afpec

ANeKTPOHHOM MOYTHI - mail.

Biox cab

Hcnonmb3yeTcs 711 HACTPOMKY MOKITIOYeHHs K 6a3e aipecHOU

KHUTH (TI0JTh30BaTEeJIM U TPYTIIIbI PACCHUIKH).

enabled

CuHXpOHM3AIMs aIpeCcHON KHUTH CO CTOPOHHEM CITy>K00i
kaTasnoroB. [IpyHrMaeT 3Hadenus True (CMHXpOHU3aLUS

BKIIOYeHa) U False (cMHXpoHM3anus OTKIFOYEeHa)

host

Anpec cTopoHHel CiTy0Obl KaTaJIOroB

port

[TopT AJist noAKIIOYeHUs K CiIy>kbe KaTaJoroB 110 IPOTOKOIY
LDAP. O6bryo mpunuMaeT 3HavueHus 389 (1718 moAKTIOUeHUs

6e3 mudpoBanus) wim 636 (c mrudpoBaHEM)

login _dn

Jlorun YHETHOIZ 3dIIMCH, OT UMeHHU KOTOpOﬁ 6YJ:[9T

OCyIIeCTBJIMTBbCA BXO U ITOUCK I10 BH CJTY)KGI)I KaTaJIoTrOB

password

[Taposb y4yeTHOM 3anucy, OT UMeHH KOTOpo# byneT

OCYyIIeCTB/TBCA BXO/ U IMTOUCK 110 BH CIIy>K6bI KaTaJIoTOB

ssl

Hcnosm3oBaHue MpOTOKOIIA ¢ KUdpoBaHueM. [lepemennas
npuHUMaeT 3HaueHus True (mudposanue BrmodeHo) u False

(mrndpoBaHUe OTKIIFOYEHO)

users_base_dn

HYTI:» a0 KOHTeﬁHepa C YY€THbIMHU 3aITUCAMU [0JIb30BaTejen

1711 OPMUPOBAHUS aJIpeCHOMN KHHUTH.
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Ilepemennas

3HauyeHHe U CII0CO00 3aI0JIHeHH

users_filter

®uUILTP MoJjb30BaTesei. 3HaueHUe M0 YMOTYaHUIO
(&(objectClass=person) (mail=*)). U3mMeHATh He

TpebyeTcs.

groups_base dn

IIyTe 10 KOHTelHepa ¢ rPyNIaMU pacChUIOK, UCIIOJb3YeTCs
TUI CAHXPOHU3AIWH aJIpeCHOM KHUTH. OCTaBUTh MyCTHIM, eC/Ii

T'pyHIibl paCCbIJIOK HE HMCIIOJIb3YHOTCA.

groups_filter

®unbTp rpynn pacchiiok. PekoMeHnoBaHHOe 3HaUYeHHe A1 AD:
(&(objectClass=group) (mail=*)).
PexoMeH[i0BaHHOE 3HaueHUe [
FreelPA/ALDPro/OpenL.DAP/389ds:
(&(objectClass=groupOfNames) (mail=*)).

Biox conference

[TapameTps! g uaTerpammu ¢ BKC cucremamu. OcHOBHOM
0JI0K HACTPOEK JJIsSI TAHHOW MHTETPalliy BBIIOJHSIETCS TI0CIIe
vHCcTawBsmu « MoitOduc [Touray. Bosnee nonpo6Has
rHbopManus 1o HacTporike paboTel BKC u PSN Haxomutcs B
nokyMmente «Mo#Odwuc [Touyrta. PykoBoacTBo 1o

AIMHWUHHUCTPUPOBAHUIO) .

enabled

HpI/IHI/IMaeT 3HayeHuHe True (KOFI[a HHTerpanus ¢ OJUHM U3

cepBucoB BKC BkmoueHa) v False (MHTerpaius OTK/IIOYEHa).

bnok squadus

[TapameTpsI fy11 MHTErpaIUy ¢ MecceHmxkepoM Squadus.
OcHOBHO 6JI0K HACTPOEK [JIs TAaHHOW WHTerpanuu
BBITIOJTHSIETCSI hoce nHCTawsnuu « MorOduc IToutay. bomee
noapobHast ”HGOPMAIIKSA IO HACTPOMKe paboTel Squadus U
PSN nHaxopwutcs B mokymeHnTe « MotOdwuc Iloura.

PYKOBOJICTBO 110 AAMUHUCTPHUP OBAHHUIO»

enabled

Bxmrouenne nnTerparuu. [lepemenHas npuHUMaeT 3HaYeHUS
True (uHTerpaius BKIoueHa) U False (MHTerpamnus

oTkmovyeHa). He MoxeT ObITh OCTaBJieHa My CTOM.

url

Ccoinka Ha Beb mHTEpderic Squadus Ay OBICTPOTro TIepexosa

13 MeHIo BbIOopa npwioxkeHuit B PSN.

Biok trueconf

B naHHOM 6J10Ke yKa3bIBAIOTCS TapaMeTPHI JJIsi UHTerpalivu C
TrueConf.
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IlepemenHnas 3HayeHHe U CHOCO0 3aMO0JIHEeHU S
[TepeMennas mpuHUMaeET 3Ha4eHUs True (MHTErpanus
enabled BKIIOYeHa) U False (uHTerpamnusioTkmodeHa). He Mmoxer
OBITH OCTaBJIeHa My CTOM.
url CooTtsercrByet ccouike Ha API TrueConf.

delete_after

BpeM;[ B CeKyH/IaX II0 ITpOIieCTBHUU KOTOPOTO 3aBepIllIeHHas

KoH$epeHIIUs OyAeT yaaneHa.

client id

client id gma oauth2 Tokena. Mudopmanusa o client id

JIIOCTYIIHAa B a]MMHUCTPAaTUBHOW NIaHeM cepBuca truecont.

client secret

client secret a4 oauth2 Toxena. Mudopmanus o
client secret oCTynHa B aJIMUHACTPAaTUBHOW IaHeJIH

cepBuca trueconft.

bnok videomost

B JdHHOM 6J10Ke YKa3bIBAIOTCS IIApAMETPBhI U1 UHTerpaluu C

videomost.

enabled

Bximouyenue unrterparuu. [lepemenHasi npyuHUMaeT 3HaYeHUs
True (uHTerpaius BkIodeHa) U False (MHTerpaius
oTkmoyeHa). OCHOBHOM OJI0K HACTPOEK JIJis TAaHHOU
HWHTeTpaluy BBIOJHIETCS ociae uHcTawsiud « MoOduc
[TouTta». bosnee nmogpo6Has nHbopMalus 1Mo HaCTpoiike
pabotel BKC u PSN Haxonurcst B mokymenTte « MoitOduc

[TouTta. PykoBoACTBO TI0 aIMUHUCTPHUPOBAHUIOY.

bnok webinar

B JdHHOM 6J0Ke YKa3bIBAIOTCY [IaPpaMEeTPHhI OJII UHTEerpanuu C

webinar.

enabled

Bximouyenue nnrterpaiuu. [lepemenHasi npyuHUMaeT 3HaYeHUs
True (uHTerpaius BKIodeHa) U False (MHTerpaus
oTkmoyeHa). OCHOBHOM OJI0K HACTPOEK J1Jisd JTaHHOU
VHTerpalyy BhIOJHSAETCS ociie HHCTawsuu « MoitOduc
[TouTta». bonee nogpo6Has nHbopMalus 1Mo HaCTpoiike
pabotsel BKC u PSN Haxonurcst B fokymenTte « MoitOduc

IToura. PYKOBOJICTBO 110 aAMUHHUCTPHUPOBAHUIO» .
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4.2.3.3 HacTpoiika A0NOJIHUTEJILHBIX IApaMeTPOB YCTAHOBKH

JlormomHUTEILHBIE

IapameTpbl YCTaHOBKH HaXOJSITCS B darie

~/group vars/all/main.yml (cM.Tabmuny 7).

Tabnuna 7. JlononHuTeNnbHble TapaMeTPbl YCTaHOBKU

ITapametp

KommenTapuii

allow mail force

revoke

PHBPEHII/ITI) OT3bIB OTIIPABJIEHHBIX IIMCeM [1d’Ke eCJIM OHHU YyiXKe ITPOYUTAHbI

nony4areneM. [IppuHumaer 3Hauennss True / False.

allow mail revok

e

Paspemnts 0T3bIB OTHIpaBieHHbIX UceM. [IpuHuMaer 3HaueHuss True /

False.

attachment max s

ize

3a/laeT MaKCUMaJIbHBIN pa3Mep NMHUCbMa U BJIOXKEHUM, KOTOPbIe MO>XKHO

IPUKpenuTh B Beb unTepdetice (B M0):

—mail: 15 - MakCUMa/IbHBIM pa3Mep IIMCbMa, KOTOPBIM MOXeT OBIThb
OTIIPaBJIeH WK MOJIy4eH CUCTEMOW;

—web mail: 10 - MakCMMaJbHBIA pa3Mep BIIOXKeHUs, KOTOPBIA MOXHO
MIPUKPEINUTh K MMCbMY B BeO UHTepdeiice MOUTHI;

— web calendar: 10 - MakcUMMalbHBIA pasMep BJIOXKEHHs, KOTODBIA

MO>KHO MIPUKPENUTh K COOBITHIO B BeO MHTepdelice KaleHaaps.

cluster fallback

[TpunumMaer 3Hauenuss True/False. True nepeBoAuT dovecot B

pexxuM Oe3 KIacTepu3alliy NOJICUCTeMbl XpaHeHus niceM. IlonpobHocTH

CM. B paszejie YcraHoBKa JiJIst 0OJILIIOT0 KOJIMYECTBA II0JIb30BATEJICH.

cluster fallback

~mail node

[Ipunumaet 3Hauenue Buaa mailN rime N mopsigkoBeI HOMep HOJMBI, TIe
OynyT XpaHUTBCS aKTyallbHble IMCbMa B coydae cluster fallback

= true.

cluster fallback

~mail path

3ajiaeT myTh /10 KaTajora C MMCbMaMHU B pexxuMe cluster fallback

nginx monitoring

[TpunuMaert 3HaueHuss True/False. True BKIIOYaeT BO3MOXHOCTD

MOHUTOpHHTA cepBuca nginx Ha mopTy 8081. URL nysa o6parnienus - IP-
anpec wm noMmenHoe ums fe-noast Buaa http:/pfel:8081/ B ciyuae
KJIACTEPHOM MHCTAIUIAIMN He0H6X0ITMMO MOHUTOPHUTD Bce fe-HombI

OTHOel/IbHO.
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ITapameTp

KommenTapuii

nginx monitoring

allowed host

IToncets, ¢ KOTOpPO¥ pa3pellleHO 06paIIaThCs sl MOHUTOPUHIA CEPBHUCA.
B ciyyae nginx monitoring = false JaHHbIA IapaMeTp

WIHOPHUPYeTCs.

ntp servers

Crucoxk ntp-cepBepoB, C KOTOPBIX 0y/IeT CHHXPOHHU3UPOBATHCS BpeMsI Ha

HOJlax cucteMbl (cM. paszaen [loaroToBka HHOPACTPYKTYDHI YCTAHOBKH).

postfix distribu
tion groups mode

ration

YnpasisieT orpaHr4YeHreM OTIIPAaBKU Ha JIOKaJIbHbIe IPYIIIbI PACCHUIKU
TOJIbKO C TIOYTOBBLIX afpecoB, obciykuBaeMbix cepBepoM PSN.
[Tonpo6uee cM. pasgen « CriMcku pacchuiok» B JoKyMeHTe « MonOduc
ITouTa 2. PykoBOoACTBO MO aIMUHUCTPHUPOBaHUIO». True - GyHKINOHAI

MoOJJepalliy BKIIIOY€eH, False - BBIKIIIOUEH.

triton.monitorin

g

[Ipunumaet 3HaueHnss True/False. True BKIOYaeT BO3MOXHOCTb
MOHMTOPUHTA cepBuca triton (nginx-unit) Ha mopty 8081. URL
11t obparenus - [P-agpec wm momenHoe ums mmobou fe-Homab! BUTa
http://pfel:8081/triton-
N/status/applications/triton, rge B triton-N BMecTO N
MIOJICTAaBSJIETCS TIOPSIAKOBBIN HOMep peIulMKU CITyk0bl. B citydae
KJIACTePHOM MHCTAJUIUU He0OX0TMMO MOHUTOPUTD BCe PeIlIMKU
cepBuca triton oraensHo. HanpuMep, ecii pa3BepHYTO TPU peIUIMKA
triton, He06X0AUMO MOHUTOPUTL triton-1, triton-2u triton-

3.

triton.monitorin

g allowed host

[TonceTs, ¢ KOTOPO¥ pa3peleHo 06paIaThCs i1 MOHUTOPUHTA CePBHCA.

web mail allow_ s

hort login

IIpranMaer 3HaueHnss True/False. True paspeliaeT BBOOUTH JIOTWH

B ¢popMe aBTOpM3anuu B web-unrepderice HE B bopmaTe anekTpoHHON

IIOYTHI.

web mail disable

ChangeAvatar

VipasisieT BO3MOXHOCTBIO U3MeHSIThb aBaTap 10Jb30oBaTelsiM. True -

3arpelreHo, False - paspeleHo.

web mail max cou
nt for sharing f

olders

HEJ'IOE yucjo. MakcumasbHOe AOIIyCTUMOe€ KOJIMIeCTBO IIaIIOK,
AOCTYIIHBIX IJII OOHOBPEeMEeHHOI'0 BbI60pa IIpY MMapHHTe IIOYTOBBIX
IIaITOK.
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4.2.3.4 PexoMeHaIuu 1o pa3dHeHUIo JUCKOB IS POJieH

— Ui CepBepoB C POJIbI0 mail peKOMeHAyeTCs BbIJIeJIUTh He3aBUCHMble JUCKU WA

6HOHHBH3YCTpOﬁCTBa COOTBETCTBYIOIIUX pa3MepOB,KOTOpr36YHYT HCIIOJIb30BATBCA OJIsA
XPaHeHHs ITI0YTHhI;

— TOYKa MOHTHMPOBaHUS AJIs posiel backend M mail B peXXMMe C 0TKa30yCTOMYUBOCTBIO:

/data
— TOYKAa MOHTMPOBaHUs AJis posid ma il B standalone pexxume:

/var/dovecot

4.2.3.5 PexoMeHaIiuy 1o KOJIMYECTBY XOCTOB JIJISI CIIYKO

Pexomenyemoe KomM4yecTBO XOCTOB JIsl CITy>k0 yKa3aHo B Tabmuiie 8.

Tabnuna 8 - PekomenayeMoe KOJIMYeCTBO XOCTOB JJIsl CITY>K0

Ciy:xba KosmyecTBO X0CTOB B Cilyyae KJIaCTepPHU3AIHU CIIYKO
etcd, redis TpH, JIMOO TSATh
postgres, ldap IBa (OTpaHHYeHUe TeKyIero peimsa: 6oJiee IByX HEJOIYyCTUMO)
haproxy(load
He OoJiee IBYyX
balancer)

4.2.4 Hacrpoiika cepTHdUKaATOB

4.2.4.1 Hacrpoiika SSL-cepruduxkaron

Ins  koppekTHOM  paboTel  BeO-uHTepdeiica «MorOduc Iloytay  HEOOXOAUMEI
cooTBercTByIOIMe SSL-ceptudukarbl. OHM NOJDKHBI OBITH pa3MellleHbl B JUPEKTOPUH, KOTOpas

YKa3dHa B HQPEMQHHOﬁ setup.cert pa th B pa3sgerne KoHduryprupoBanre MHBEeHTApHOI'o daua:

IilepeMeHHbIe.
Crircok HeoOXOAUMBIX 7151 paboThl CepTUPUKATOB:

— server.crt — comepxuT SSL-ceprudukar mis *.<DEFAULT DOMAIN> U BCe

IIPOMEeXYTOUYHble CepTUQUKAThl, KpoMe KOPHeBOro JiIoBepeHHOro. PacmosnoxxeHue

IIPOMEXYTOUYHBIX CePTUPUKATOB COOTBETCTBYET OMKUCAHUIO B JIOKYMEHTAllUK NZinx;

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOTHUHW», 2013-2024


http://nginx.org/en/docs/http/ngx_http_ssl_module.html#ssl_certificate

MonOdounc

— server.nopass.key — IPUBaTHBIN K04 cepTU(dUKaTa, He TpeOYIOUMN KOJOBOU
dpasel;

— ca.crt — JnoBepeHHBIM SSL-ceptudurar (cobctBeHHOTOo HemybauuHHOrOo VYII).

Hcrnonb3yeTcst TONBKO TIPU 3HAYEeHWUU TepeMeHHOM setup.custom ca = True (cMm. pasmen

KoundurypupoBanve uHBeHTapHOro ¢aija: IepemMeHHble). B daiisle MoxeT OBITH

pasMelrieH TOJIbKO oinH cepTudukaT. [Ipu HeobxoauMocTy Ao0OaBIeHUs TOTOJIHUTEIbHBIX
cepTudUKaTOB HEOOXOAUMO pa3MeCTUThb UX B OTJIeIbHBIX daitjiax, uMeHa (paiyioB JOJIKHbI

COOTBETCTBOBATh IMAOIOHY ca *.crt, HalpuMep: ca ad.crt, ca web.crt. Kakabii

JOIIOJIHUTEJIbHbIX CepTI/ICIJI/IKaT JOJIKEH pAacCIiojlaraTbCAa B OTAEJIbHOM cbai/'me.

4.2.4.2 Hacrpoiika nogmucu DKIM

Hnst paborbl Mexanudma mnomnucu coobmenudt DKIM Heo06xoguM mNpHBaTHBIA KIIIOY

dkim.key, KOTOpBIM CjielyeT IOMECTUTb B AUPEKTOPUIO, KOTOpas yKa3aHa B IepeMeHHOH

setup.cert path B pa3nene KoHduryprupoBanue HHBeHTapHOTro daija: nepeMeHHEbIe.

Hucrannsmuss PSN 6e3  SSL-ceptudukatoB u  kimoda mnoanucu DKIM

HeBO3MOKHa

4.2.4.3 Co3ganue camonogmucaHHoro SSL-ceprudgukara u kiroua nogmucu DKIM

JInst co3maHusl CaMOIIOJIIIMCAHHOTO cepThduKaTta B cpee yctaHOBKH «MoiiOduc ITourtar

HeoOXOIMMO HCIIONIb30BaTh MUCIONHAeMBbId ¢aill gen self signed cert.sh U3 JIUPEKTOPUH

YCTAaHOBKH, 3allyCTUB ero B KOHCOJIY Y yKa3aB [IPYBs3aHHBIN K CO37JaBaeMOMy CepTU(dHUKATy JIOMeH.
IIpumep:
gen self signed cert.sh <DOMAIN>
CreHepupoBaHHbIe cepTUUKATHI OyIyT MOMellleHbl B qupekTopuio certificates/

certificates/

4.2.4.4 I'enepanqus DKIM xutioueit

Hnst renepariuu HoBow mapel DKIM kirouedt Ha paboraroimieM cTeHJie Ha Jil0O0OM cepBepe

rpynnbl mail Heo6X0IMMO BBHITIOIHUTH KOMaH Ty
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docker exec sS(docker ps -gf name=rspamd) rspamadm dkim keygen

-s mail -b 2048

[Ipy BeIONIHEHWM KOMaHIpl OynleT BbIBefleH IIPUBATHBINA K04, KOTOPBIM HEOOXOAMMO
COXpaHUTb B daiisie c UMeHeM dkim. key ¥ 3HadeHre TXT - 3anucu mail. domainkey, KOTOpPYIO

HeoOXO0IMMO POIKMCaTh B COOTBeTCTBYIOMNIyI0 30HY DNS-cepBepa.

J1J1st TeHepaIMu KIl04a B CJTydae IepBOHAYaAJIbHOTO JIeIlJIos MJIM Ha JII000M JIpYyroM cepBepe
BBITTOJTHUTh KOMaH/Ty

openssl genrsa -out dkim.key 2048

[Tpu BbITIONIEHUHM KOMaHbI OYIeT COo3/1aH MPUBATHBIN KJII0Y U COXpaHeH B daiil dkim. key.

CreHepupoBaHHBIM kM09  dkim.key  HeoOXoguMO  pa3MeCcTUTb B Karajore

certificates/<DOMAIN>/dkim.key (cM. Pucynok 2).

Shome/safinstall-psn/certificatesy

default
— dkim

L— dkim. key
— server.key
— server.pem
<domain:
— ca.crt
— dkim
— dkim. key
— dkim. pub
— server.crt

— SErVEr.nopass.kKey

Pucynok 2. Pacnionoxxenue ¢aiisia IpuBaTHOTO KJII04Ya

HHH IMoJIy4eHHn s HY6JII/I‘{HOI‘O KJIF04ad U3 3dKPBITOT'O H€O6XO,I[I/IMO BBITNIOJIHUTb KOMaHY:

openssl rsa -in dkim.key -pubout -outform der 2>/dev/null | openssl

base64 -A

[Tpy BbImONIEHUM KOMaHAbI OyneT co3fmaH MyOJWYHBIM K04, KOTOPBIA HEoOXOAUMO
nponucath B TXT - 3anuce mail. domainkey coorBercTByromer 30Hbl DNS-cepBepa co

3HaueHueM v=DKIMI1 ;k=rsa;p=<nybnamdHas 4YacTb KJIOUa>.
4.2.5 Hacrpoiika DNS

[Tepen HavaoM ycraHOBKM Heob6xoanmo HacTpouTb DNS fisi paspelneHHii HeKOTOPBIX
JIOMEHHBIX UMeH B CJIe[lyIOLIUM afpec:

— azpec, Kyza byzieT ycTaHOBJIeH cepBep nginx (paszes proxy MHBeHTapHOTro ¢aiiiia);
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— azpec, YKasblBalOUIMM Ha ajipeC BHeIIHero OajlaHCHpOBIIMKA, B Cllydae KJIaCTepHOU

HWHCTAJUTAIIHHA.

Crircok HeoOXOOUMBIX UMeH yKa3aH B Tabmmuile 9. IlockonpKy BHelllHee JIOMeHHOe UMS B

PSN ¢opmupyercs nocpeacrsom 1abioHa

(mepemenHass domain module, cM. pasgen

KouduryprpoBanve MHBeHTapHOro daija: mepeMeHHbIe), B TabiuIle yKa3aH TOJIbKO TpeOyeMbId

npedukc.
[Ipumep:
B cnyyae ¢ pgomeHoM test.example.com, NpUd 3HAYeHUM IepeMeHHOH
domain module:"{service}-{domain}",u xocTe 1.1.1.1, IPUCBOEHHOM
pomd proxy, JOMeH admin-test.example.com OyIeT paspemaTbCs B
1.1.1.1
Tabnuna 9. Umena g Hactporiku DNS
IIpeduxc KommenTapuii

mailadmin Anpec Beb-maHem afMUHUCTpUpOBaHus PSN

autoconfig

mail

cab

imap

smtp

pbm

Jist  BHEHIHUX

CUCTeM JOMeHHLbIe

VMeHa [IOJDKHBI KOpPPeKTHO paspeliaTbCs B

cooTBeTcTBYIOIMM nybnuunbiii [P-anpec. UHpopmanus, Heo6xonyumast 1Jiss HAaCTPOMKU BHENTHUX

3anucert tuna SRV, npuBenena B Tabmuiie 10. Hacrpoiika 3amuceit SRV HeobOsi3aTenbHa.

Tabmuna 10. Hacrporika BHemHux DNS-3anucent

Wmga 3anucu Tun ITopt Anpec
_caldavs. tcp SRV 443 mail.<setup.external domain>
_caldavs. tcp SRV 443 <setup.external_domain>
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Wmga 3anucu Tun ITopT Anpec
_imap. tcp SRV 143 imap.<setup.external domain>
_imaps. tcp SRV 993 imap.<setup.external domain>
_smtps. tcp SRV 465 smtp.<setup.external domain>
_submission. tcp SRV 587 smtp.<setup.external domain>
_submissions. tcp SRV 465 smtp.<setup.external_ domain>

4.2.6 HacTpoiika MexceTeBOro 3KpaHupOBaHHUSA

st koppekTHOU paboTel «MoiOduc [loura» pexomeHayeTCs He HUCIOJIb30BaTh CeTeBOE
SKpaHWpoOBaHUe Mexy cepBepamu. Heobxomumbie st pabotel [10 cereBbie mMOpPTHI NpPUBEAEHBI

HYKe B Tabmulie 11.

Tabmuna 11. CereBble IOPTHI, JOCTYN K KOTOPBIM HEOOX0OAUM C BHemHUX [P-agpecos

HomMep nopra Ha3unayenmne (mpoToxo.1)

80 Hcnom3yetcs nms HedanmppoBanHoro HTTP-Tpadduxa.

143 Hcnomb3yetcs npotokosoM IMAP niist mostydeHust TOYTHI KIIMEHTOM C
vcnosnb3oBanueM mudposanus (STARTTLS).

443 Hcnomssyetcs gyt HTTP-Tpadpduka ¢ nognepxkkowt mudposanust (HTTPS).

636 Hcnomw3yeTtcs ciyx6oit katanoros (LDAP) nng nepenaun nanneix mo LDAPS.

25 Hcnonb3yeTcs 1jis nepefjayy MoYThl Mexxay cepBepamu o SMTP.

cg7 Hcnonws3yetcs ais nepefayu noutsl o SMTP oT noyroBoro kiveHTa Ha
cepsep.

465 Hcnonb3yetcs s nepefgayy nmoutsl o SMTP ot moyToBOro KiMeHTa Ha cepBep
C ucroJib3oBaHueM ImudpoBanus (SSL).

993 Hcnons3yetcs npotokosioM IMAP 114 nosydeHus: NOYTEl KJIMEHTOM C
rcnojb3oBaHueM mudpoanus (SSL).
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4.3 Y cranoBka «MoitO¢uc IToura»

4.3.1 3ammyck ycTaHOBKH

Ilns oOHOBJeHMM C TpeAbIAylled BepcuM CleflyeT HCIIOJIb30BaTh paszen

O OHOBJIEHME C ITPeALIIVIIIMX BeDCUHI

Hns 3amycka ycraHoBku mnoacucteMbl PSN  HeoOX0JMMO BOCHOJIB30BAThCSl KOMaHAOU

deploy psn.sh.

HJISI YCTaHOBKH HGO6XOHI/IMO nepeﬁTH B IIAIIKY YCTAHOBKHW KW BBIIIOJIHUTH B TepMHUHAJIe

CJIEYIOITY 0 KOMaH/IY:

./deploy psn.sh hosts.yml <params>
I'ne:

- hosts.yml — UHBeHTapHbIA ¢aijl, CKOHQUI'YPUPOBAHHBIA B COOTBETCTBHMU C pasfesioM

Konduryprpopanre nHBeHTApHOro darina: hosts AdHHOT'O pyKOBOJACTBA.

- <params> - IIapaMeTphbl JTAHHOM KOMaH/Ibl:

-b, --become - nmogHsATH TpUBUIIErUK O3 3arpoca MapoJis;

-u USERNAME, --user=USERNAME - yuétHas 3anuch 1isl IOTUHA;

-v, --verbose - BKJTII0OUHTH O0Jiee TOAPOOHBIN peskuM. Uem Oouiblilie v TOAPSII, TeEM
nosipobHee OyayT jioru. OnTUMaNbHOE 3HAaYeHHe -VvV. JlaHHas OIIus MOXeT PUMEeHSITbCS JIJ1s

OTJIaIKH CIIeHdpHeB.

[TogpobHee 0 TONOIHUTENBHBIX KJII0YaX B JIokyMeHTaruu Ansible

[Tonp3oBaTesb, OT UMEHH KOTOPOT'O IIPOM3BOAUTCS Pa3BepThiBaHMe ( ITapaMeTp -u
USERNAME), nomken HaxoquThcs B rpymiie docker u nmMeTs mpaBa Ha

CO3[laHHEe U 34aIlyCK KOHTefIHepOB.

daiis J10roB npolecca passepTelBaHUs Oy[eT coxpaHeH I10f UMeHeM deploy psn.log.
[Ipu ycnemHoM BBIIOJIHEHUM KOMaHIbl CEPBUCHI TMOJICUCTeMbl OyAyT 3amylieHbl

dBTOMATHYeCKH.

B Inmponecce MWHCTAJIUINHWUKW He IIPOUCXOJUT OOHOBJIEHHEe KOMIIOHeHTOB

OHepaL[I/IOHHOI\/'I CHCTEMBEI.
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ObHoBIIEHHE KOMIIOHEHTOB OHEpaHHOHHOﬁ CHCTEMEI BBITIOJIHAET

dIMUHUCTPATOP YCTAHOBOYHOTI'O CTeHld

4.3.2 IIpoBepka KOPPEKTHOCTH YCTAaHOBKU

It npoBepku 3amycka cepBucoB «MoinOduc Ilouta» B TepMuHaie Ha lieJileBOM CepBepe

BLITIOJIHAETCY Clieyroliasd KOMaH/Id:

docker service ls —--filter name=psn --format "table {{.Name}}

\t{{.Replicas}}"

OsxumaeMblil BBIBOI:

psn-backend autoconfig 3/3 (max 1 per node)
psn-backend avatars 3/3 (max 1 per node)
psn-backend converter 3/3 (max 1 per node)
psn-backend events backend 3/3 (max 1 per node)
psn-backend pbm 3/3 (max 1 per node)
psn-backend rabbitmg 3/3 (max 1 per node)
psn-backend triton 3/3 (max 1 per node)
psn-etcd browser 1/1

psn-etcd etcd 3/3 (max 1 per node)
psn-frontend web admin 3/3 (max 1 per node)
psn-frontend web calendar 3/3 (max 1 per node)
psn-frontend web contacts 3/3 (max 1 per node)
psn-frontend web mail 3/3 (max 1 per node)
psn-ldap ldap 2/2 (max 1 per node)

psn-mail director 3/3 (max 1 per node) (B ciIydYae KJIaCTEPHO# yCTaHOBKM)
psn-mail dovecot 3/3 (max 1 per node)

psn-mail dovemon 1/1 (max 1 per node)

psn-mail postfix 3/3 (max 1 per node)

psn-mail rspamd 3/3 (max 1 per node)

psn-nginx-proxy nginx 3/3 (max 1 per node)

psn-postgres haproxy 2/2 (max 1 per node) (B ciIydYae KJIaCTEPHO# yCTaHOBKMU)

psn-postgres pgbouncer 2/2 (max 1 per node)
psn-postgres postgresl 1/1
psn-postgres postgres2 1/1 (B ciydYae KJIaCTEpPHO# yCTaHOBKMU)

psn-redis redis-master 1/1
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psn-redis redis-sentinel 3/3 (max 1 per node) (B ciy4Yae KJaCTepHOM
YCTaHOBKM)

psn-redis redis-slave 2/2 (max 1 per node) (B ciy4Yae KJIaCTEPHOM YyGCTaHOBKH)

psn-syslog ng syslog-collector 1/1 (max 1 per node) (B ciy4Yae KJaCTepHOM
YCTaHOBKM)

psn-syslog ng syslog-relay 3/3 (max 1 per node) (B cinydae KJjaGCTepHOH

YCTaHOBKM)

KommuectBo PeIivuK 3dBUCUT OT KOHKpETHOfI HWHCTAJUIAIIWUHA. B standalone
HNHCTAJUISIIUU KOJIMYeCTBO pPeIlJIuK BCerjad paBHO OITHOU.

B ©Opay3epe OTKpBITb CTpaHHIy mail.<EXTERNAL DOMAIN> (mo ¢opMHUpPOBaHUIO

JOMEHHbIX MMEeH U Cpelibl MHCTAJUIAINKU CM. pa3aei Kondurypupopanre MHBEHTAPHOrO ¢aia:

IepeMeHHbie JaHHOT'O py'KOBO,I[CTBa), Jidajiee BBIIIOJIHUTL Cliegyroniye JeCTBUSL:

— y6euThCs, 9TO 3arpy3usiach CTPAaHUIIA aBTOPU3ALIUY;

— [Ipy ycTaHOBKe 0e3 uHTerpanuu ¢ «MonOduc XpaHumnuiie» NpoOBEepUTb aBTOPU3AIMIO
TeHaHTa MO0 yMomuyaHuio ( admin@<domain> , rje <domain> — OCHOBHOW JIOMeH
KOHTYpa yCTaHOBKH).

— [IPOBEPUTh, YTO INPU YJAYHOM aBTOpPU3AaLMM IPOMCXOAWUT Ilepexo]l Ha CTpaHUIly Beb-
vHTepdelica 10YTH;

— OTIPaBUTh TECTOBOE MMUCbMO U YOeAUThCS, YTO OHO JIOIIO;

— 3alTU B KaJleH/1apb, CO3/1aTh TECTOBOE COOBITHE;

— 3alTU B HACTPOMKHM, WU3MEHUTh J0Oble IapaMeTpbl M YOeIUTBhCS, YTO HACTPOUKU

COXpaHeHBHI.

4.3.3 Nurerpamus c PGS

s nonHoneHHou uHTerpauu «MorOduc IToura» ¢ komnonentom PGS Heobxonumo:

1. 3anonHuTh OJIOK WHTerpanuu (integrations: pgs:) B UHBeHTapHOM ¢aitiie PSN

(HOHPOGHQE B pasnaeie KoudurypupoBanve MHBeHTAPHOI'O daliia: repeMeHHbIe JAaHHOI'O

PYKOBOJICTBA).

2. Hactpouts DNS k0oHTypa MHCTQ/UISIIIUU B COOTBETCTBUU C PEKOMEHJIAIUSIMU U3 MTYHKTA

Hacrporika DNS OdHHOI'O PYKOBOICTBa U «PYKOBOJICTBH II0 YCTAaHOBKe CHUCTEMbI

xpaHeHus qaHHbix MoitOduc (PGS)».

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOTHUHW», 2013-2024 48



MonOdounc

YcranoBka «MoitOduc [Touta» moimkHa ObITH 3aBepilieHa 10 CO3[aHHUs epBOr0 TeHAHTA B
PGS. B oOpaTtHOoM ciydyae TeHaHT (M TOJIb30BaTeJd, BXOAsdIMe B HeEro) He OyIyT

CHUHXPOHHU3HWPOBAHEI C ITOYTOM.

4.3.3.1 IlogkiIroyeHue cepBHca 3arpy3KH B 00JIaK0

Hauunas c Bepcuu 2.3, B PSN mnosiBisieTcss BO3MOXXHOCTb UCIIOJIb30BaTh BUIKET «3arpy3uTh
B 00JIakO» TpH NpHUKpeIieHUH ¢aiiia K MUCbMY U K COOBITHIO B KajeHjaape. Bumker mosBossier
3arpy’karb MpUKpelJieHHble K NHUCbMY (paiiibl Mob30BaTensl B XpaHwiuile mnomnb3oBarens (PGS)
aBToMaTH4deckd. [ljsi paboThl cepBuca HeobxoauMo B HacTtpouikax CO («MouOduc YactHoe

00J1ak0») BHECTU B CIIMCOK JOBEpeHHBIX url-ajipec, IpUCBOEHHBIN poiu mail npu ycraHoBke PSN.

Bonee mnoppo6Ho 0 QopMHUpPOBAHUM [IOMEHHBIX WMEH /Jis poJjied MOXKHO

[IpoYuTarTb B  OIKUCAHWM  IIepeMeHHOU domain module: pasnena

KonduryprpoBanue WHBEHTAPHOTO (aiiya: mepeMeHHbIe JAHHOTO PyKOBO/ICTBA.

Hacrpoiiky BO3MOXXHO BBIIIOJIHUTD B peflakTope etcd komnoHeHTa CO WM BHeCs NPaBKU B

KOH(UTYPAIIMOHHBIN Gaiiil 1o ciieAyIoleMy afipecy:

config/wfe/csp.allowed frame ancestors.json

[Tpumep odopmieHus 3anucu:

["https://mail .myoffice.ru"]

4.3.4 O0HOBJIeHHE C IPeIbIAYIINX BepCHii

O6HOBIIEHNE BO3MOXHO B IIpejieliax Ma>KOPHOW Bepcuu 2.

Jist o6HOBIeHus ¢ Bepcur PSN 1.0 Heo6xoauma Bepcust PSN 2.3. Ilpouenypa o6HOBIeHUSs
onucaHa B lokyMeHTe «PykoBozcTBo 1o ycranoBke Mot Oduc [louta 2.3».

Hauunas c penusa 2.6 00HOBJEHHWe BO3MOXXHO TOJIBKO IO TOPSIKY, TaK KaK TPeOyoTcs
MUTIpal{ JAHHBIX.

OOGHOBJIEHME BBINOIHSETCS TeM >Ke CII0COO0M YTO M yCTAaHOBKA, HO IIpeX/e 00s3aTesbHO

HEO6XO,HI/IMO COXPdHHTDb pe3epBHbIE KOIINHU (CM. pa3nei Cosznmanue pe3epBHBIX KOIUH).

[Tocne 06HOBIEHUSI C Olpe/ielIeHHbIX BepCUH HeOOXOJUMO BBIITOJIHUTh MUT'PAIUU JIaHHBIX.
Murpanuu 3amyckaroTcs BpY4YHYIO IIOC/Ie 3aBeplieHuss paboT 1o O0OHOBJIeHMIO cTeHAa. B

3dBUCHUMOCTH OT KOJIMYeCTBa JdHHbIX, MUT'PAIIUA MOXET 3aHATb ITPOJOJIKUTEJIbHOEe BpeMs.

Jly1st o6HOBIIeHHS ¢ BepcuM 2.5 U HUXe cJleflyeT 06paTUThCS K pyKOBOJICTBY Bepcuu 2.6.
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[Tocne obHOBNEeHUs ¢ Bepcuu 2.7 HeOOXOAMMO BBIIOIHUTH MUTPAllMU JAHHBIX. Murpanuu
3aIlyCKAIOTCS BPYYHYIO IIOCJIe 3aBeplieHrs paboT 1o OOHOBJIEHHIO CTeHJa. B 3aBUcHMOCTU OT
KOJINYEeCTBA JAHHBIX, MUTPAIIMSI MOXeT 3aHSTh MPOJIOJDKUATEIbHOe BpeMs. [[7ist aToro Ha ymoboii u3

HOJI C poiibl0 backend He0H6XOMMO BBHIIIOJIHUTh KOMaH/Y:

docker exec s$(docker ps -gf name=psn-backend triton) php

db/custom migrations/2.8/start.php

Y OTCJIEXXMBATh IIPOIIECC B XXYPHAJIbHBIX daiijlaX Ha TOHM e HoJe:
—migrations 2.8 debug.log - JeTalbHbIA )KypHaIbHbBIN Qail;

—migrations 2.8 progress.log - XypHaJbHbI! (ai Iporpecca MUTPalyH.
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5 CO3JIAHUE PE3EPBHBIX KOIINH

5.1 PesepBHas komusa nHBeHTapHOro ¢aiiia

[Tocne oxoHUYaTeNbHOI'O 3allOIHEHMsI WUHBEHTApHOIO ailjla HeoOXOJWMO CIeflaTb ero
pe3epBHYIO KOIHIO, B JIaJIbHEMIIeM OHa MOKeT MOHAAOOUThCS Ui MOC/IeNyIolMX OOHOBJIeHUN U

HEKOTOPBIX ONepaluil o 00CITy>KWBaHUIO TeKYIel YCTaHOBKH.

5.2 Pe3zepBHoe xormupoBaHue etcd

B etcd XPaHATCA HaCTpOﬁKH KOMIIOHEHTOB CTeHJ[d. HE‘HHOCTB IMpeacCTaBJIAIOT HEeKOTOpPhbIe

HaCTpoﬁKH KOMIIOHEHTOB, OT/IMYdlolmuecd OT CTaHAadpPTHBIX, 4 TdKXe COCTOdHHEe KilaCTepd
postgresql (B cily4ae KJaCTepHOW UHCTA/UINUHK). [ljiss coxXpaHeHUs] 3HAYEeHUUM BCeX HACTPOeK
etcd B TeKCTOBBIM dail He0OXOAMMO Ha JIF0O60H HOJle TPYIIIBI et cd BHIITOTHUTH KOMaHY

docker exec s$(docker ps -gf name=etcd etcd[0-9]) etcdctl get --prefix '' >

<path to backup>/etcd keys.txt

Bce CTaHJapTHBIE HaCTPOfIKI/I MOT'yT OBITb BOCCTAHOBJICHEI B Cllydde yTepu HOdHHBbIX etcd

IIyTeM 3allyCKa JeIlIos C IapaMeTpoM —t etcd, a OCTa/IbHbIe Yepe3 etcd browser.

JlomoHUTeIbHO peKOMeHyeTcsl leJlaTh CHUMOK JJaHHbIX etcd
docker exec s(docker ps -gf name=etcd etcd[0-9]) etcdctl snapshot

save /etcd-data/snapshot.db

ITocre BbIIONIHEHMS] KOMaH/IbI OH OyJleT IOCTYIIeH 110 CllefAyIoleMy IIyTH:

/var/lib/docker/volumes/psn etcd data/ data/snapshot.db

5.3 Co3nanmue pe3epBHBIX Konui postgresql

B 6a3ze OaHHbIX XPAaHATCA CBeJeHHs O KaJleHOdapdaxX U COOBITHAX IIOJIb30BaTenei. B
TexKylieM pej3e MOXHO BOCCTdHOBUTH COCTOSAHHE 6asbl JAdHHBIX Hd MOMEHT
CO3daHHUA pEBEPBHOﬁ KOIIMH, KOTOpOeé 3aTPOHET JdHHbIEe BCeX II0JIb30BaTeJIeu. HJ'ISI
BOCCTAHOBJIEHH U3 p€3€pBHOﬁ KOITMH KaneH)lapeﬁ OJE1 KOHKPeTHBIX I0JIb30BaTeJier

crepyet o6paTuthes K BeHpopy I10.

[Iponenypa pe3epBrpoBaHus 0a3bl JAHHBIX BBIOJIHIETCS CeIyIoliel KOMaH 0

B ciiydae standalone wHCTa/UISIIUNU:
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docker exec s(docker ps -gf name=postgres postgre) pg dump -Fc --clean --

create > <path to backup>/postgresqgl.dump
B ciiy4dae cluster uHcraysiuu (Ha 10008 M3 HOJl postgres):

docker exec s(docker ps -gf name=postgres postgre) pg dump
postgresqgl://psn:<postgres db user>@haproxy:5000 -U psn -Fc --clean --create >

<path to backup>/postgresqgl.dump

rue:
- <postgres db user> - 3HaYeHHe  IIePeMeHHOU postgres db user H3
WHBEHTAapHOro (aiia HHCTAJUIALUH.

- <path to backup> — IyTb K CO3/laBaeMO¥ pe3epBHOM KOIIUU

[Ipomenypa BoccTaHOBiieHMsT 0a3bl IAHHBIX U3 PE3epBHOM  KOIMWU BBITIOJTHSIETCS

CyleTy oMM 06pasom:
B ciTydae standalone wHCTa/UISITNN

docker exec -i s$(docker ps -gf name=postgres postgre) pg restore -U psn -Fc

-d psn < <path to backup>/postgresql.dump
B cily4dae cluster uHcrasusiyu (Ha 0601 U3 HOJT postgres):

docker exec -i s$(docker ps -gf name=postgres postgre) pg restore -d

'postgresqgl://psn:<postgres db user>/psn' -Fc < <path to backup>/postgresql.dump

BrimeynoMsiHy THIM crioco6 He TO3BOJISIFOT BOCCTAHOBUTH Y>Ke CYIIecTBYIOIyIo 6a3y
IaHHBIX. B ciyyae, ecmi aTO0 TpebOyeTcs, BO3MOXKHO IIOJIHOCTBIO — 3aYUCTHUTh

JlaHHble B postgresqgl TMepen BOCCTAHOBJIEHUEM CJIeJIYIOIMIMMU KOMaHIaMU:

Jlna standalone vHCTaUIAIAN:

docker exec s(docker ps -gf name=postgres postgre) dropdb psn -U

psn

docker exec s(docker ps -gf name=postgres postgre) createdb psn -U

psn
g cluster uHCTaUIALNNA:

docker exec s(docker ps -gf name=postgres postgre) psql
postgresqgl://psn:<postgres db user>@haproxy:5000/templatel -c

'drop database psn'

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOTHUHW», 2013-2024 52



MonOdounc

docker exec s$(docker ps -gf name=postgres postgre) psql
postgresql://psn:<postgres db user>@haproxy:5000/templatel -c

'create database psn'

,HJ’IS[ KIIaCTepHOI‘/II HWHCTAJUKIOUKX IIponeaypa pe3epBUPOBAHUA W BOCCTAHOBJIEHHS
BBLIIIOJIHSETCS eMHHOMKABLI Ha JHOO0OM M3 XOCTOB rpynnbel postgres (CM.

WHBEeHTapHbIN daiiil yCTaHOBKH).

5.4 Co3gaHue pe3epBHBIX KONUH CIy:K0bI KaTasioros LDAP

[Tpouienypa pe3epBHpoBaHMs Ci1y>XObI KaTaJIOTOB BBITIOJIHSETCS CIelyIoleid KOMaH 10M:

docker exec $(docker ps -gf 'name=ldap') ldapsearch -xD cn=Manager,
dc=<external domain> -w <ds389 manager user> '*' >

<path to backup>/ldap.ldif

[ne:

- <external domain> — 3aperMCTPUPOBAaHHBIA JOMEH UHCTAJUISAINH.

3anuch JoMeHa BTOPOTo ypoBHs B HoTauuu LDAP BeimisiguT ciiefyiomum obpaszom

g example . com: dc=example,dc=com

- <ds389 manager user> — 3HadyeHHe IlepeMeHHOM ds389 manager user wus
VHBEHTapHOT0 ¢aiijia MHCTaJUISAIUH.

- <path to backup> — OyTb K CO31aBaeMOX pe3epBHOU KOIIHH.

[Iponienypa BoccraHoBjenuss AaHHbIx LDAP 13 pe3epBHOM KONHWU BBINOJIHSIETCS

CJlely oMM 06pasom:

cp <path to backup>/ldap.1ldif

/var/lib/docker/volumes/psn-ldap ldap data/ data/ldap.ldif

docker exec s$(docker ps -gf 'name=ldap') ldapadd -xD cn=Manager,

dc=<external domain> -w <ds389 manager user> -f /data/ldap.ldif -c

[TepBas xkomaHza ckomupyeT ¢aiyl pe3epBHOM KOIIMM B IPUMOHTHMpOBaHHyIO0 K Docker-

KOHTeﬁHepy OUPEKTOPUIO, BTOPas — IIpOoru3BeJeT BOCCTAHOBJIEHNE NdHHBIX.
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BeimeynomsHyThle criocoObl He MO3BOJISIOT U3MEHUTD yXXe CyllecTByronye 3anucu LDAP.
B cnyuae, ecnmu 31O TpeOyercs, BO3MOXHO IIOJIHOCTbIO 3a4MCTHTh JaHHble B LDAP mnepen

BOCCTaHOBJIEHUEM CJIelyIOllleid KOMaHI0M:

docker exec s$(docker ps -gf 'name=ldap') ldapdelete -xD cn=Manager,

dc=<external domain> -w <ds389 manager user> -r <external domain>

Ecniu paHHble mepep BOCCTaHOBJIeHWeM He OyIyT 3auyullleHbl, TO IPH BOCCTaHOBJIEHUU
n00aBsITCS TOINBKO OTCYTCTBYIOlMe 3amucu. CyllecTByIolMe 3alucU He OyIOyT HM3MeHEeHbI [axe

€CJIi IaHHbIe Pa3/In4aroTCA.

,HJ'[?I KHaCTepHOfI HWHCTAJUKIOUK TIponeaypda pe3epBUPOBAHUA W BOCCTAHOBJIEHHS
BBIIIOJIHACTCA eIHHOMKABbI Hd JITOOOM M3 XOCTOB TPpYyIIIbI ldap (CM. I/IHBEHTapHHﬁ

¢daiin ycTaHOBKH).

5.5 Pe3epBHoe KonMpoBaHNe BJIOKEHHUH K COOBITHAM B KaJIeHAape

Pe3epBHOe komMpoBaHWe BIJIOXKEHUM K KaJleHJApPHBIM COOBITHUSM B TeKyIleM peJn3e
PeKOMeH/1yeTCsl BBIIIOIHATh YTUIIMTON rsync. [lJis 3Toro Heo6XoAUMO CO3[]aTh pe3epBHYI0 KOIIHUIO

JAHHBIX U3 /opt/poseidon/triton/eattach/ KOMaHOON:

rsync -a /opt/poseidon/triton/eattach <path to backup>

5.6 Pe3epBHOe KonpoBaHNe aBaTapoB

PesepBHOe KoONMpoOBaHMe aBaTapOB IIOJIL30BATeNed B TEKYIIEM pejlu3e pPeKOMeHIyeTcs

BBIMIOJIHATh YTHUIUTOW rsync. Jljiss 3Toro Heob6XOAWMO CO3[aThb pe3epBHYIO KOIMIO AAHHBIX

U3 /opt/poseidon/triton/photos/ KOMaHOOM:

rsync -a /opt/poseidon/triton/photos <path to backup>
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6 IBSMEHEHME HOSTNAME

6.1 smenenue hostname Ha xocrax rpymnsl ldap

B ciydae, ecnmu Ha paboTaroliielt cucteMe MOTpeOOBAJOCh M3MEHUTh hostname HOJ, Ha
KOTOPBIX paboTaloT CepBUCH ldap, HeOOXOAMMO CHSTh pPe3epPBHYIO KOIHUIO JITaHHBIX CITY>KObI
katajoroB LDAP u ynamute cootBercrByromme ciyk6e LDAP anemenTel Docker -stack u

volume KOMaHJaMH, OIIMCAaHHBIMU B IAaHHOM pasziese.

HU3smeHeHne hostname Ha COOTBETCTBYIOIIIMUX HOAAX U B TIpyIllie XOCTOB ldap

VHBEHTapHOro ¢aiijia ycTaHOBKHU IIPOMU3BOIUTCS CIIeyIOIIMM 06pa3oM:

1. Ilocne mnpoBeneHus MpoIefypbl pe3epBUpPOBAHMS, ONMCAaHHOW B pasfeie CosnaHue

De3epPBHBIX KOMWU cy>kObl kKatanoroB LDAP, Heob6xoauMO yAaquTh COOTBETCTBYIOIIHE CIyXKOe

ldap sneMeHTHl Docker - stack M volume ClefyrolMU KOMaHOAMU.

docker stack rm psn-1ldap

Crepnyrolyto KoMaHy He0OX0/IMMO BBINOJIHUTH HAa BCeX XOCTaX Ipymnmnsl ldap :

docker volume rm psn-ldap ldap data

2. U3MeHuTh hostname Ha HOOAX.
3. CnenyrommM 1maroMm OyseT u3MeHeHHWe hostname B Tpylle XOCTOB ldap

VHBEHTapHOro Qaiijla yCTaHOBKU corjlacHO pasfeny KonduryprupoBaHve nMHBeHTapHOro daiia:

hosts TaHHOT0 pyKOBOJCTBA M 3allyCK YCTAaHOBKH C ITapaMeTpoM —t ldap:

./deploy psn.sh <hosts.yml> -t ldap

KOMaH)Ia [IepeyCTaHOBHUT TOJIbKO CJIy7K6y KaTaJIoOTOB

4. ITocrne nmepeyCTaHOBKH CITy>KObI HEOOXOJJUMO BOCCTAaHOBUTH JIAHHbIE U3 Pe3epPBHON KOITMH

COrJIaCHO MHCTPYKIOHWAM M3 pa3jiesid Cosanue pe3epBHBIX KOIIUA JaHHOTI'O PyKOBOJCTBaA.

6.2 N3amenenue hostname Ha xocrax rpynmms! etcd

B ciydae, ecnin Ha pabotaroiiieii cucreMe TpeOyeTcst UBMEHUTb hostname HOJl, HA KOTOPBIX

paboTaloT CepBUCHI et cd, HEOOXOUMO BHITIOIHUTD CJIeIyIole e CTBUS:
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1. CHATh pe3epBHYIO KOMUIO CIIyX0bl etcd U postgresqgl (pabora postgresgl 3aBUCUT

oT ciayk0bel etcd). CM. pasnenbl PesepBHoe konwupoBaHue etcd, CosfgaHue pe3epBHBIX KONWU

postgresql.
2. U3mMeHuTL hostname Ha HOIAX.

3. U3MeHuTh hostname B IpyIle XOCTOB etcd HMHBEHTAapHOIO (aijia yCTaHOBKU B

COOTBETCTBUH C pasfenoM KoHndburypupoBanve nHBeHTApHOTO daiiia: hosts.

4. BBIIOIHUTD 3dllyCK YCTAaHOBKH C IIapaMeTpoOM -t etcd:

./deploy psn.sh <hosts.yml> -t etcd

JInbo B KavecTBe aJbTEPHATUBHOI'O CIOCOOA MOXHO BPYYHYIO BHECTH H3MeHEHHs B

IIapaMeTpPbL CJ'Iy>K6bI. HJ’IH JTOro adrenyer Ha JII000H U3 HOJ I'PYIIIIBI etcd BEIIIOJIHUTH KOMadHAOY:
docker service inspect psn-etcd etcd --format='{{json .Spec.Labels}}’'

ITo BBIBOJJY KOMaHIbI OIIpeJe/IMTb MEeTKY CJIy>K6bI, CBSI3aHHOH CO CTapbIM 3Ha4YeHueM

hostname. Komania BepHeT 3anucu BUja:
<old-hostname>-etcd" :"etcdN"
Jlanee BBITTOIHUTH KOMaH/Ty 110 U3BMEHEHUIO METKH JIJISl CITyKObI:

docker service update --label-rm <old hostname>-etcd --label-add

<new hostname>-etcd=etcdN --force psn-etcd etcd
['me N - HOMep city>k0bl, TTOTy4eHHOM Ha TPe/IbIYIIEeM IIare.

Ha nmnepBoit Home rpynmbl proxy BHECTH UW3MeHeHMs B cojepuMoe daiiia

cTeka /opt/poseidon/psn-etcd.yml. Heo6xoIMMo 3aMeHUTh COOTBETCTBYIOIIYIO METKY:
<old hostname>-etcd: "etcdN"

Ha

<new_hostname>-etcd: "etcdN"

6.3 3amenenue hostname Ha xocrax rpynimsl redis

B ciyyae, eciiv Ha paboTartoiriei cucreme TpeOyeTcss U3MeHUTh hostname HOJI, HA KOTOPBIX

paboTatoT cepBUCHI redis, HeOOXOAUMO BBHITIOHUTD CJleIyIolre JeHCTBUS:

1. U3MeHUTL hostname Ha HOOAX.
2. U3menuth hostname B rpymnme XxocToB rediS HWHBEHTAapHOro ¢aijla yCTaHOBKU B

COOTBETCTBHUHU C pa3iejioM KonduryprupoBanne nHBeHTapHOro daiia: hosts.

3. BBIIOIHUTE 3allyCK YCTAaHOBKH C ITapaMeTpoM -t redis:
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./deploy psn.sh <hosts.yml> -t redis

JInbo B KadecTBe AJIbTepHATUBHOT'O crocoba MOXKHO BPYYHYIO BHeCTHM HW3MEHEeHHS B

napameTpbl CITy>K0b1. {7151 3TOr0 Citefryet Ha /0601 M3 HOJI TPYIIbI redis BBIIOJIHUTD KOMAH/IbI:

docker service inspect psn-redis redis --format='{{json .Spec.Labels}}’

docker service inspect psn-redis sentinel --format='{{json .Spec.Labels}}’

ITo BBIBOAY KOMaH][ OIllpenejluTb MeTKHU CIIY>K6, CBA3aHHBIX CO CTapbIM 3Ha4YeHHeM

hostname. KoMaH/IbI BEpHYT 3alTUCH BHU/IA:

<old-hostname>-redis":"redis-N"

<old-hostname>-sentinel":"sentinel-N"

Haﬂee BBIITOJIHUTHb KOMAH/JIBI 110 U3BMEHEeHHWIO0O METOK IJId CJ'Iy>K6Z

docker service update --label-rm <old hostname>-redis --label-add
<new_hostname>-redis=redis-N --force psn-redis redis

docker service update --label-rm <old hostname>-sentinel --label-add
<new_hostname>-sentinel=sentinel-N --force psn-redis sentinel

I'me N - HOoMep cimy>k0bl, TTOJTy4eHHOM Ha MpeAblTyIleM Iiare.
Hamee Ha I1epBOM HOJe TPYIINbl Proxy BHECTM HU3MEHeHUs B Cojepxxumoe daitia
cTeka /opt/poseidon/psn-redis-stack.yml. HeobxolMMO 3aMeHUTb COOTBETCTBYIOIIYIO

MeTKY:

<old hostname>-redis: "redis-N"

<old hostname>-sentinel: "sentinel-N"
Ha

<new_hostname>-redis: "redis-N"

<new_hostname>-sentinel: "sentinel-N"

Bce xomaHbp1 1 sentinel BBIIIOIHSIOTCS TOJIBKO IPU KJIACTEPHOU yCTaHOBKe
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7 U3BECTHBIE ITPOBJIEMBI U CIIOCOBbI PEINIEHUA

B JdHHOM pa3sfejie MpuBejeHbl U3MeHeHHW s, KOTOpbie He BOIUIN B HHCTpH6YTHB TeKyIiero

peirn3a U JOJIKHBI OBITH BHECEHBI AOOIIOJIHUTEJIbHO I10CJIe UJIK BO BpeMs YCTdHOBKH.

7.1 YcranoBKa mjig 00JIBIIOr0 KOJIMYEeCTBa I0JIL30BaTe e

B TekymieM penuze BbisiBjeHa IMpobjieMa C KJIAaCTEPHOM YCTAaHOBKOW, PacCUMTAHHOM IS
onHoBpeMeHHOM paboTel 500 u Oosiee mosyib3oBarTesield. B 3ToM ciiydae pekoMeH/yeTCsl OTKIIIOUUTh
MOJICUCTEMY KJIacTepu3anuy nuceM. [ljisi 3Toro HeobXoguMo BbIOpAaTh HOMy, HA KOTOpPOH Oyner
pas3MmellleHa aKTyajdbHas 0a3a THMceM U [0 Hayajla YCTAaHOBKU 3allOJIHUTh I[lepeMeHHbIe

cluster fallback u cluster fallback mail node (cMoTpu paszen

Hacrpotika Ion0MHUTETBLHBIX TapaMeTPOB yCTaHOBKHU). [IrcbkMa momkHbl ObITh pa3meriensl HE Ha
pacnpesieieHHoM  damimoBoi cucreme. I[lo ymonmyanuio 6aza  MHMceM  MOHTHpPYeTcs IO
nyTH /var/dovecot. B cydyae HeoOXoquMOCTH yKa3aHUS APYyTrod TOYKW MOHTUPOBAHMS, CleflyeT
B IIabJioHe roles/mail/templates/mail-stack.yml.j2 mjs cepBuca dovecot U3MEHUTh
3HavyeHHe napamerpa source ¢ {{ dovecot.mail dir }} Ha Tpebyemoe.

B nmanHOM pexume paboTbl peKOMeHJyeTCs IephoAnYecKasl CHHXPOHHU3AlMs IHCeM C

APYTr'UMU HOAMWU 110 PACIIMCAHUIO cron CpeACTBAMHU rsync.

7.2 Vicnosib30BaHMe BbIIeJICHHOT0 YCTPOMCTBA 111 pou etcd

B Tekyiiem penu3ze npu ycTaHOBKe B standalone peXxume BblieJIeHHOE YCTPOWCTBO IS
poiu etcd He UCIOJB3YeTCs, laXke eCyid yKa3aHo. Eciii yCcTpoiicTBO He0OX0IMMO UCIIOJIb30BaTh, 0

HayaJla yCTaHOBKHM B ¢aiijie mabjoHa roles/etcd/templates/etcd.yml. j2 KOHPUTYypaLIUIO

volumes:
etcd data:

driver: local

HeoOXOMMO MTPUBECTH K BUTY:

volumes:
etcd data:
driver: local
{% if hostvars[groups['etcd']J[0]][ 'volume device etcd'] | bool %}
driver opts:
device: "{{ hostvars[groups['etcd'][0]]

['volume device etcd path'] }}"
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type: xfs

{% endif %}

7.3 A3menenue $aiyioBoM CHCTeMBbI

B TeKyIleM pejir3e IIpyu YyCTaHOBKe U3 }II/ICTpI/I6y'TI/IBa Ha BblJJeJIeHHOM YCTPOIZCTBG Tpe6yeTC§I

daioBast cucremMa xfs. OTO TIOBeieHMe MOXHO W3MEHUTh, OTPeIaKTUPOBAB II1abJIOH

KOH}UTYpaIlMK COOTBETCTBYIOIIEeN poJiv 0 Havasia JIerios.

— s ponu etcd B Qaiilax roles/etcd/templates/etcd.yml.j2 (B «ilydae
standalone wuHcTaUIsIIUKM) roles/etcd/templates/etcd-cluster.yml.j2 (B
Cly4ae KJIaCTepHOM WHCTAJUISIAN);

— s ponu postgres B daiylax roles/postgres/templates/postgres-
stack.yml.j2 (B ciy4ae standalone WHCTAJUISIAM)
roles/postgres/templates/patroni-stack.yml.j2 (B clydae KJIaCTepHOH
WHCTAJUISIUN);

— B KOHQUTYpalMu volume, B CBOMCTBe type yKa3aTb HEOOXOIUMYI0 QaiioBYIO CUCTEMY

(xfs/ext4).

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOTHUHW», 2013-2024

59



MonOdounc

8§ MUTPAIIIAI HA ®OPMAT XPAHEHUA IITMCEM MDBOX

MI/IFpaIII/ISI 3dIlyCKdeTCs Ha OJIHOU M3 HOI mail. Ha sTon HOOe JOJI’KHA OBITD YCTaHOBJIeHa

yTWUINUTaA ldapserach.

8.1 IloaroroBKa K MUrpanyu

8.1.1 Monyns Murpanuu

Heobxomumo 3anyctuth ansible-plyabook s IOATOTOBKY MOAYJISl MATpalvU:
ansible-playbook -i inventory/<inventory> playbooks/migrator prep.yml
WA

ansible-playbook -i inventory/<inventory>

playbooks/migrator prep with conf.yml
rje <inventory> - akTyaJIbHbIii MHBEHTAPHbIU (daiJl.

HocrouHo BBIIIOJIHUTH TOJIBKO OIMH u3 J1eN6yKOB. [Inernbyx

playbooks/migrator prep.yml IOATOTOBAT TOJBKO MOAYJIb MWIpalud, a IUIeldbyk
playbooks/migrator prep with conf.yml IOArOTOBUT MOJYJIb MUI'DAIlUHU, a TaKXKe BHECET
HeoOXoAuMble M3MeHeHUs! B KOHQUrypauuoHHble ¢anibl dovecot. Eciu Tpebyercs coxpaHUThb
py4Hble U3MeHeHHUS] B KOHPUI'YpalMOHHBIX @ainax dovecot, BbIOOp IpenocTaBjieH

aZIMUHUCTPATOPY

ITocne BBIMOJTHEHUS HHEI;'I6YK8 Ha HoJaxX mail, B JOMAIITHEM KaTajiore IOSBUTCA MOAYJIb

murpanuu - pain mdbox migration. sh.

Heob6x01¥MO OTKPBITH ero Ajisi peJakTUPOBaHUs U yOeIUThCS, YTO mapaMeTpel LDAP URT,
LDAP _ROOT DN, LDAP ROOT PASS, LDAP SEARCH DN 3alojIHEHbl KOPPEKTHO (3HaueHHs

OyIyT B3SThl U3 UHBEHTapHOTO ¢daiiia).
B 3aBucuMocTH oT TpeboBaHUM Cile[lyeT U3MEHUTh CJleAyIoIye mapaMeTphl:

— USER_LIST - ecnu IlepeMeHHas oOllpefiejieHa, MATpanys Oy/eT BBIIOJIHEHa TOJBbKO IJIS
YKa3aHHBIX I10JIb30BaTesel. YKa3blBAIOTCS ajipeca 3JIeKTPOHHOM IOYTBl B KaBbIUKaX,
pasfieyiiTelib - Mpobert;

— LOGFILE - myTb JI0 XXYpPHa/JIbHOI0 paiijia mpoljecca MUTpaluy;

~MAIL DIR - myTh jio Katajora ¢ nuceMamud B KOHTEMHEPE dovecot (u3ameHsrh

yaille BCero He Tpebyercs);
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— BACKUP_SYNC - BBIIOJHATE JIM Pe3epBHYIO KOIMIO NHceM B ¢opmare maildir mpu
oMo rsync. B ciydae false - He BBINOJHSTh, true - BbHIIONHATh. Konus Oyzaer
COXpaHeHa I10 IIyTH, YKa3aHHOMY B IlepeMeHHON BACKUP ;

— BACKUP_ ARCHIVE - BBIIOJHATD JIA pe3epBHYIO KOIMIO IMceM B ¢opmare maildir ¢
apxuBHpoBaHMeM. B ciiyyae false - He BBIIOJNHSTh, true - BBHIIOJHATL. ApxUB Oyzer
COXpaHeH 110 IIyTH, YKa3aHHBLIM B IlepeMeHHOM BACKUP. B ciy4ae ecii BACKUP SYNC
u BACKUP ARCHIVE BrICTaBJIeHBI B true, OyJeT BBIIOIHITLCA pe3epBHas KOIMS Kak
IIOCPeICTBOM r'sync, Tak U apXUBHUPOBaHHEM,

— BACKUP_DIR - IIyTb 10 KaTajiora, B KOTOPbIX OyIyT COXpaHATLCA pe3epBHbIe KOIUH. [
K@XIOro sIMKa apxuB Oyder mnoMmelleH B coOOCTBeHHBIM KaTanmor. Heobxomumo
PacCUYMTHIBATh JOCTYIIHOE MeCTO B TOYKe MOHTHMPOBAHMUS KaTajora MCXofis U3 0O6beMoB
[I1CeM Ha CTeH[e,;

— DEL MIGRATED - yganarh Jid IMCbMa B popmaTe maildir nmocie murpanuu. B cioydae
false - He ygansTh, true - yaansrb. [locie murpanuu nuceMa B ¢popmate maildir He
TpeOyIOTCSl U He BIUSIOT Ha paboty smmka. Karajmor ¢ nucemMamu B ¢popmare maildir
MOXeT OBbITh He yJajieH, eCM I03BoJisieT CBOOOJHOe MeCTO M TpebyeTcsi onepaTUBHBIN
oTKaT k ¢popmary maildir B cilydyae HEOOXOAUMOCTH;

— MIGRATION MIGRATED - pai, KOTOPbIM CO3/1aeTCs B KOPHe II0YTOBOIO AIUKA I10CIIe

YCIeIIHOW MUTpalvu (U3MeHSTh He TpebyeTcs);

-~ MAILBOX DIR - MM# Karajora C nucbMamMyd B ¢opmare maildir (M3MeHATb He
TpebyeTcs);

-~ MAILBOX NEW DIR - MM Karajora ¢ nuceMaMu B ¢opmare mdbox (M3MeHSTb He
Tpebyercs);

— ALTSTORAGE - ucCrojJb30BaThb JIHU cbyHKuI/IOHaJI JOIIOJIHUTEIbHOI'O XpaHWJIMINA ITHCEeM
dovecot. MoxeT HCHOJIb30BaThCS [yl XpaHEHHWsl CTapblX IIMceM Ha OOJIbIIOM, HO

MeJIJIeHHOM OTJIeJIbHOM xpaHwiuile. B cioydae, ecim QyHKIMOHan Tpebyercs,

peKoMeH[TyeTCsl HaCTPOUTb I1apaMeTphl, OTHOCSIIMeCs K altstorage B HHBEHTADHOM
daiie  (mdbox _altstorage) u B  Qaie group vars/all/main.yml
(ndbox_altstorage path), Oojee mojapobHOe omucaHue B AokyMmeHTanuu. [locie

HU3MeHeHUsd cjiefyeT I1epe3allyCTUTb HHEﬁ6YK IJIg TIOATOTOBKU MOAYJISE MUT'PAllUU C YHE€TOM

HacTtpoek ALTSTORAGE .

8.1.2 Dovecot

H3smenenus: B koHQUIypaliMoHHble ¢aiiibl HeOOXOAUMO BHECTH TOJIBKO B CJIy4yae eciiv

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOTHUHW», 2013-2024



MonOdounc

3amyckajics mebyk playbooks/migrator prep.yml:

Paiin dovecot.conf

B ¢atinne /opt/poseidon/dovecot/dovecot.conf Ha Bcex mail HOAAX, re 3amylieH
KOHTelHep dovecot, He0b6X0AUMO:

1. U3menuts nmapamerp mail plugins = acl quota Ha mail plugins = acl
quota zlib.

2. 3aKOMMEHTUPOBATh OJIOK:

userdb {

driver = prefetch

3. Cpagy nocJe Hero 106aBUTH OJIOK:

userdb migr {

driver = ldap
args = /etc/dovecot/conf.d/dovecot-ldap-migr.conf.ext
result success = continue

4. B 6iioke plugin U3MEHHUTh

quota = maildir:User quota:ns=

quota rule = *:bytes=0

quota rule2 = Trash:storage=+10%%
quota rule3 = Sent:storage=+10%%
Ha

quota = count:User quota:ns=
quota vsizes = yes

quota rule = *:bytes=0

quota rule2 Trash:bytes=+10%%

quota rule3 Sent:bytes=+10%%

5. Taxxe B 6510Ke plugin B KOHeI 6JI0Ka T0OaBUTh:

zlib save = zstd

6. B d¢aitie /opt/poseidon/dovecot/conf/dovecot-ldap-pass.conf.ext Ha

BCcex mail HOJaAX, Tie 3alyllleH KOHTelHep dovecot, U3MEHUTD
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user filter = (&(mail=%u) (! (inetUserStatus=0)))
pass_filter = (&(mail=%u) (%{if;%{real local port};==;143;!

(inetUserStatus=0) ;inetUserStatus=1}))

Ha
user filter = (mail=%u)
pass_filter = (mail=%u)

7. Tam e U3MeHUTL

iterate filter = (&(objectClass=person) (! (inetUserStatus=0)))
Ha
iterate filter = (objectClass=person)

daiin director.conf (B cyuae KylacTepHoOil yCTaHOBKH)
1. B daiinie /opt/poseidon/dovecot/dovecot director.conf HaBcex mail Homax
M3MEeHHUTb MapamMeTp mail plugins = acl quotaHamail plugins = acl quota zlib.

2. B aToMm e daiisie 3akOMMeHTHPOBATh OJIOK:

userdb {

driver = prefetch

3. Cpasy nocJe Hero 106aBUTb 610k

userdb migr {

driver = ldap
args = /etc/dovecot/conf.d/dovecot-ldap-migr.conf.ext
result success = continue

[Tocne BHeceHus: M3MeHEHUM TTepe3anyCcTUTh mail stack:

docker stack rm psn-mail && sleep 3; docker stack deploy -

c /opt/poseidon/psn-mail-stack.yml psn-mail --with-registry-auth

HeobxogumMo mepe3anycTUTh CTeK mail He3aBHCUMO OT BBIIIOJIHEHHOTO

mieribyka
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8.2 3amyck murpamumn

ITocne 3dBepIiIeHHrd ITIOATOTOBKKY MOXXHO 3aITyCKAaTb MHUT'PAITUIO KOMaH]IOM:

bash ./mdbox migration.sh

Monynp Murpanyu 1poBepuT 0a3oBble IapamMeTphbl, IIOCIe 4Yero HayHeTcs Ipolecc
murpanuu. Ilponecc MOXXHO OCTaHaBIMBATL M 3allyCKaTh 0e3 JIONOIHUTENbHBIX HedCTBHH. Bo
BpeMsl MUT DAl MOYKHO ITOJIb30BaThCSl CTEH/IOM.

[Tocne murpanyy SIMKOB BCeX II0/Ib30BaTeslell PeKOMeHZyeTCs B WHBEeHTapHOM daiije
nepeMeHHyl0 setup.mdbox format BBICTaBUTb B true (mdbox altstorage ©
mdbox_altstorage path 1o HeOOXOAMMOCTH) U 3allyCTUTh YCTAHOBKY C KJIFOUYOM -t mail s

repeBoJia CTeH/a Ha paboTy UCKITIOYUTEIBHO C popMaToM mdbox.
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9 TEXHUYECKAM{ IIOJJEPKKA

KonrtakTtHas mHpopmanus ciayx6bl TexHudeckod nonamepxku OOO ««Hosrie obnaunbie
TEeXHOJIOTUU» B CTyyae BO3HMKHOBEHHSI BOIIPOCOB, He OIIMCAaHHBIX B JAHHOM PYKOBOJICTBE!

Anipec anekTpoHHOM 1O4YTHI: support@service.myoffice.ru Tenedon: 8-800-222-1-888.
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