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MonOdounc

Bce ynoMsHyTble B 3TOM JIOKyMeHTe Ha3BaHUS MPOAYKTOB, JIOTOTUIIbI, TOPTrOBble MAapKU U
TOBApHbIe 3HaKU MPUHAIUIeXAT UX BJlafieJibIlaM.

ToBapubie 3Haku «MoitOduc», «MyOfficew» u «Squadusy npunamiexxar OO0 «HOBDBIE
OBJIAYHLBIE TEXHOJIOT U W ».

Hu npu kakux oOCTOSITeIbCTBAX Heb3s UCTOJIKOBBIBATH JIIOOOE CO/IepXKMMOe HACTOSIIero
JIOKyMeHTa KakK IpsiMoe MJIM KOCBEHHOe IpefioCTaB/ieHue JIMIeH3UW WM MpaBa Ha KCIO0JIb30BaHUe
TOBApHBIX 3HAKOB, JIOTOTUIIOB WJIM 3HAKOB OOCTY>XHMBaHWS, TNpPUBeleHHbIX B HeM. Jlioboe
HeCaHKIIMOHMPOBAaHHOEe MCIOJIb30BaHWe J3TUX TOBApPHBIX 3HAKOB, JIOTOTUIIOB WJIM 3HAKOB

obcimykuBaHus 6e3 MMCbMEeHHOI'0 pa3pelieHus UX paBoo0IIajaTesis CTPOro 3arpeleHo.
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IMEPEYEHD COKPAIIIEHUM, TEPMHHOB U OITPEJIEJIEHUI

COKpaH_IEHI/IH, KOTOpbIe UCIIOJIb3YIOTCS B HACTOLIIIeM NOKYMeHTe, IIpUBeJ/ieHbl B Ta6J'II/ILIe 1.

Tabmuna 1 — CoxpailieHust U pacuippoBKU

Coxkparienve PacimidpoBka
ADFS Active Directory Federation Services — kommnonenT Windows Server
obecrieurBamKi GYHKIIMU NIPOBakiiepa ayTeHTUPUKALINY 1Sl BeO-
NIPUJIOJKeHU U
API Application Programming Interface — nmporpamMmMubIii nHTepdeiic
MIPUJIOXKEeHU ST
Application Service Cityx06a npuiokeHu
ATC ABTtomaTtuueckas TesieoHHast CTaHIIUS
CPU Central Processing Unit, mporieccop
FODN Fully Qualified Domain Name — «ImoiHOCTBIO OTIpe/ieieHHOe UMs

JIOMeHa» — UMs JJOMeHa, He uMelolliee He0IHO3HAYHOCTU B OTIpefiefieHHH.
BruitodaeT B cebst iMeHa BCceX POJIUTENIbCKUX IOMeHOB repapxuu DNS

PBM Percona Backup for MongoDB — pacripesienienHoe pelieHre ¢ OTKPBITbIM
VCXOIOHBIM KOJIOM JUIs ITOCIJIeJOBATeJIbHOTO Pe3epBHOI0 KONIMPOBAaHUS U
BOCCTaHOBJIEHUS CerMeHTHUPOBaHHBIX ki1actepoB MongoDB u Habopos

peruiiK
SAN Subject Alternative Name — pacumpenue X.509 no3Bossitoliee
WCIIOJIb30BaTh OIMH CepTUUKAT JJIsi MHOXECTBA JOMEHOB
Webhook Mertop pacivpeHus UM U3MeHeHH s TTOBeJieHs BeO-CTpPaHUIIbl U BeO-
IIPUJIOXKEeHUSI C IIOMOIIIBI0 0OpaTHBIX BHIZ0BOB (B BeO-pa3paboTke)
BM BupryanpHas manmHa
000 O06I111eCTBO C OrpaHUYEHHON OTBETCTBEHHOCTDHIO
OC OmneparronHasi cucrema
10 [IporpammHoe obecrieuenue
vy Y pocTroBepsitomyi 1eHTp
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1 OBIIIME CBEJEHUSA

1.1 Hazuauenue

Squadus — 6Ge3omacHbI KOPIIOPAaTUBHBIN MeCCeH/Kep C MOJIepKKON BUAEOKOHGbEpeHITHH,
riybokod uHTerpamued ¢ npoayktamu MoOduc v BO3MOXKHOCTBIO WHTErpariid C BHEITHUMU
MHGOPMAITMOHHBIMUA CUCTEMAaMH.

B cocrtaB npoaykTa BXOASIT:

— KommynukanunonHas cucreMa Squadus — Jjist oOMeHa MTHOBEHHBIMU COOOIIeHUSIMU,
JIOKyMeHTaMU U MeiradaiijiaMu Mex/1y IT0/Ib30BaTeIsIMU U B TPYNIIOBBIX YaTax;

— Cucrema BunieokoHdpepen1cessu (BKC) — myis opranusanum ayjuo- ¥ BU/Ie03BOHKOB
Y KOHbEepeHITUM C BO3MOXXHOCTBIO TOCTEBOTO JIOCTYIIa He3aperuCTpUpOBaHHBIMU
I10JIb30BaTeJISIMU

— ITpunoxenns Squadus — i pabodero obITIEHHUS C TTOMOIIIBIO TEKCTOBBIX, TOJIOCOBBIX
Y BUJIeO COODIIeHNH, a TaK)Xe y4acTHsl B KoHepeHIUsX B BeO-Opay3sepax u Ha OC
Windows, Linux, macOS, iOS, Android.

[TogpobHoe onucanue ¢yHKIMOHATBHBIX Bo3MoxkHOcTer [IO Squadus npuBeneHo B

nokyMeHTe «Squadus. @yHKIIMOHATIbHBIE BO3MOXHOCTHY.

1.2 TpeboBanusa k KkBatnpUKAIUH IIEPCOHATIA

A pnvunuctparop [10 Squadus gomkeH coOTBETCTBOBATH CJIeAYIOMIMM TpeOOBaHUSIM:
1. 3HaHMe OCHOB CeTeBOro a/IMUHUCTPUPOBAHUSL:
— cereBasi mojiesib OSI u crek npoTtokosoB TCP/IP;
— [P-azipecanivisi U MaCKH IOJICETH;
— MapHIPYTU3allUs: CTaTU4YecKas U TUHAMHAYecKas;
— IIPOTOKOJ obecrieyeHUs OTkazoycronuuBocTy 1nuio3a (VRRP).
2. OmbIT paboThI C OICKCTEMaMU BUPTYyaiM3allui Ha YPOBHe JKCIIepTa:
— pabota c nopcrucTeMoi KoHTelHepHOU BupTyanusanuu (Docker);
— pabora c O[THOM U3 MOACKUCTEM CepBepHOM BUPTyaau3aliuy Ha 6ase ruiepBrU30pOB
Hyper-V, VMWare vSphere ESXi, KVM.
3. OnmbIT pabotel ¢ koMaHgHoU crpokoi OC Linux: 3HaHus B oobeMe KypcoB Red Hat
RH124, RH134, RH254.
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4. OmbIT paboThl co cimyx60u fomeHHbIX UMeH (DNS):
— 3HaHWe ocHOBHbIX TepMUHOB (DNS, IP-anpec u T1.11.);
— noHuMaHue npuHIKNoB pabotel DNS (kopHeBbie cepBepsl, TLD-cepBepsl, cepBepsl
HMIMeH JIOMEHOB, pa3pelaloiii cepBep UMeH U T.J11.);
— 3HAHMe TUIIOB 3amKcH U 3armpocoB DNS.
5. 3HaHUe BHJIOB apXUTEKTYphbl, @ TaKXXe OCHOBHBIX KOMIIOHEHTOB HWHQPACTPYKTYpPbl
oTKpbIThIX Kito4Yer (PKI), k KoTopeIM OTHOCSTCS:
— 3aKPBITBINA U OTKPBITHIUA KIIIOYY;
— cepTUPUKAT OTKPHITOTO KIII0YAQ;
— peructpanoHHbi 11eHTp (RA);
— ceprudukanoHubii eHTp (CA);
— xpanwuile ceptugukaros (CR).
6. IlpakTHyeckuii ONbIT AAMUHHUCTPUPOBAHMS Ha YPOBHE 3KCIIepTa:
— Redis;
— Prometheus;
— MongoDB;
— MinlO.
7. OnbIT paboTe! C IOJICUCTEMON IIeHTpalM30BaHHOI0 ypaBieHus Ansible.

8. OnbIT paboThl CO CTaHIAPTHBIMUA OQUCHBIMU TPUJIOKEHUSIMHU.

1.3 Cucremurie TpedoBaHNA

1.3.1 AnmapaTHbie Tpe0OBaHUS

B coOoTBeTCTBUM C apXWUTeKTypOM IPOAYKTa VISl OLleHKU pPecypcoB, BbIJeNSeMbIX IS

nojyiepkaHusi paboToCcrocoOHOCTH, HEOOXOAUMO:
— OIIeHUTH 006I1Iee KOJTMIeCTBO MOJIb30BaTeNIeH;

— OLEHUTH KOJINYeCTBO OJHOBPEeMEeHHO pa6OTaIOH_II/IX I10JIb30BATEJIeN.
HCXO,I[H U3 IIOJIYYEHHbIX pe3yJIbTdTOB, O3HAKOMHUTLCA C Tpe6OBaHI/IHMI/I K TIIPpOOYKTY,

IIpeacTaBJIEHHBIMHA B pa3iejldX «MuHUMAaJIBEHBIE Tp860BaHI/I$I» u «PEKOMQHHOBaHHHE TPEGOBHHHH».
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1.3.1.1 MunumanbHbIe TPEOOBaHHUS

MunumanbHble TpebOBaHUS ISl YCTAHOBKU cepBepHOro u kiueHtckoro I10 Squadus 6e3
peXXrMa OTKa30yCTOMYMBOCTH, Oe3 cucTeMbl BUJIeOKOHepeHIIUH, NpuBefieHbl B Tabiuiax 2, 3.
TpeboBaHus paccuuTaHbl jisg 00ImIero kojrdectBa mosb3oBatened mo 1000, u3 kortopwix 300

ucnonbs3ytoT [10 Squadus omHOBpeMeHHO.

PexxuM v mociienyroiasi HaCTpoiKa ITapaMeTpoB Ha 000py0BaHUHU 6e3 TTOIep>KKU
OTKAa30yCTOMYMBOCTH IMPEJIOCTABIISIETCS B MeJsX IeMOHCTPaIliu
dyuknuoHanbHocTu [10 Squadus. JlaHHBIN peXXuM He TTOIXOIUT JIJis
OKCIUTyaTalluK, He TOfJiIepXKHUBaeTcs, He peKOMEeH/TyeTCsl ero UCIOoJb30BaTh.

Tabmuia 2 — MunumainbHbIle TpeboBaHu J1s yctaHOBKU 110 Squadus
(CepBepHOe MPUIIOKEHHe)

[Tapametp 3HaueHue
[Tporeccop, CPU 8
OnepaTrBHas TaMsTh, [ GaliT 16
HuckoBas nnoacucrema, ['6aiT, Tum 100, SSD + BO3MO>XXHOCTb yBeJIM4eHusl B
3aBUCUMOCTH OT 00bemMa JJaHHbIX
CereBoii untepderic, Mout/cex 100
KomuyecTtBo cepBepoB 1

Tabmuia 3 — MuHumanbHble TpeboBaHuUs [1s ycTaHOBKU 110 Squadus
(KnuenTckoe MpuioKeHue)

[Tapametp 3HaueHue
[Tpomeccop, CPU 4
OnepaTrBHas TaMsTh, [ GaliT 4
JluckoBas nmogcucremMa, MOauT, THUII 500, HDD
OmneparoHHasi cucrema Windows, Ubuntu LTS, Fedora 28, Debian 8,
RHEL 7, MacOS

1.3.1.2 PexomeH10BaHHEIEe TPeOOBaHUS

PexomennoBaHHbBIe TpebOBaHUS /JIsl YCTAaHOBKU cepBepHOro M kiaveHTckoro 11O Squadus c
PEXHMMOM OTKAa30yCTOMYHMBOCTHA U CHUCTEMOW BUIEOKOHQepeHIH NpuBefeHbl B Tabmumax 4 u S.
JInsi Bcex cepBepoB peKOMEHJOBaHO O0ecreYuTb CeTeBOe IMOJKJII0UeHHe C IPOMYCKHOM
CITOCOOHOCTBIO He MeHee 1 ['0uT/cek.

J1Jist HOCTHXKeHUs JIydiliel 0TKa30yCTOMYMBOCTH He ClleflyeT COBMell[aTh CepPBepHI C
posibto squadus_st, squadus_db, squaudus_search, squadus_apps

© 00O «HOBBLIE OBJIAYHBIE TEXHOJIOT'MH», 2013 - 2024

10



MonOdounc

Tabnmuna 4 — PexomenioBanHbIe TpeboBaHUs sl ycTaHOBKH [10 Squadus
(CepBepHoe npuioXxeHue

o
e
=
e cO0| =0 3 = S =
= 2 |BS| 228 =] : k- 3 g
5 © © © D o)
Wmst poru cepsepa | &5 = 5 § = E’ 3 5 & = :1 =
= A XN >|18 ¢ >, =) A
> < = | Q5B = > < O
[ A [<B] N g [©] [ %
TO | g |2 am
=
=
2
Ha KaMK/IYI0 POJIb HTOr0 HA IPyNIy
squadus_ha 2 2 10 0 2 4 4 20 0
squadus_apps 4 8 40 0 2 8 16 80 0
squadus_db 4 16 0 300 3 12 48 0 900
squadus_st 4 8 500 0 3 12 24 1500 0
squadus_search 4 16 300 0 3 12 48 900 0
squadus_mail 2 2 10 0 2 4 4 20 0
squadus_meet_apps 2 4 10 0 2 4 8 20 0
squadus_meet_jibri 4 8 100 0 2 8 16 200 0
squadus meet jvb3 | 2 (8)3 8 10 0 2 4 (16)3 16 20 0
squadus_converter 4 4 10 0 2 8 8 20 0
squadus_redis 2 2 0 5 3 6 6 0 15
squadus _infra 4 8 200 0 1 4 8 200 0
squadus_mgq 4 8 40 0 3 12 24 120 0
squadus meet vosk 4 16 60 0 1 4 16 60 0
HUTOrO: 27 86 206 2980 915

! Bes ucrnonb3oBanus sjiep ¢ BKIIOYeHHbIM hyper-threading.

2 TIpu ncnonb3oBanuu HDD pacuernoe konudectso onepanuii 150-180 IOPS,
npu ucnons3oBanuu SSD — ot 200K IOPS.

3 Jlns paboThl B pexkuMe BeGUHAPOB KOH(UIypalys KasK/I0ro XOCTa IPYIIIIbI POJiei
squadus meet apps gomkHa 0bITh He MeHee 8 VCPU u 8I'6aiT RAM. MacirrabupoBanue
KOJIM4YeCTBa XOCTOB B rpyiine posiedt squadus_meet jvb mpu mcnosnb3oBaHuM BeOMHAPOB JI0JDKHO

YYUTBHIBATh COOTHOIIIEHKe: ouH xocT Ha 200 yyacTHUKOB BeOMHapa.
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Tabmuna 5 — PexoMenioBaHHbIe TpeboBanwus ajis ycraHoBku [1O Squadus

(KimmenTckoe npuiokeHue)

[TapameTp 3HavyeHue
[Tpomeccop, CPU 4
OmniepaTvBHas aMsITh, ['GaliT 4
JluckoBasg mogcucrema, 1'6aiT, Tiun 500 I'bauit, HDD
OmneparnoHHas cucreMa MacOS, Windows, Linux, iOS, Android

Omnucanus posiel 11 cepBepoB IIpUBeJleHbl B Tabiuile 6.

Tabnuia 6 — Onucanue poseil cepBepoB

HaumenoBanue ponu

Omnucanue cepBepa

squadus_ha

BanaHcupoBKa Harpy3ku, MeXKIy CepBepaMH T'PYTIITbI UCIOJIb3YeTCs
VRRP agpec

squadus_apps

[TpunokeHus, Ha KOTOPBIX pa3merieHbl cepBuckl [10 Squadus

squadus_db

Ba3bl aHHBIX, KCIIOIB3YeMble Jyist Kiiactepa MongoD B

squadus_ st

Cucrema xpaHenus JaHHbix MinlO

squadus_search

Cucrema moucka u HMHOeKCallu1 JdHHBIX

squadus mail

JJIeKTpPOHHAs ToYTa Uil pacchliku yBegomiienudt oT 10 Squadus

squadus_meet apps

Buneokondepennus jitsi backend

squadus meet jvb

3amuch BUieokOHbepeHuH jibri

squadus_meet_jibri

Buneokondepennus video bridge

squadus_converter

Oo6paboTka npuiaraeMbix ¢aiioB B [10 Squadus s
¢$opMHpOBaHUs preview

squadus_redis

Xpanenue 6a3 manabix NoSQL Redis

squadus_infra

MoHuTOpUHT U XpaHeHUs log-}aiiyioB cepBUCOB

squadus_meet vosk

Menemxkep ouepeneit NATS

squadus_mq

CepBuc cyObTUTPOB
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1.3.2 IlporpaMmmHBbIe TpebOBaHHUA

TpeboBanus k 1O s MecTa orepaTopa, Ha KOTOPOM IMPOU3BOJIUTCS] YCTAaHOBKA, MTPUBEIEHbI
B Tabuiie 7.

Tabmuma 7 — Tpe6osanus k [10 11t cepBepoB, Ha KOTOPbIe MPOXU3BOAUTCS YCTAHOBKA

TpeboBanue Onwucanus

[TonnepxuBaeMble 6pay3epsl | Ilepeuens nopnepkuBaeMbix Opay3epoB IpUBeJieH B JIOKyMeHTe
«Squadus. CrcreMHble TpeOOBaHUSD

Python He nuxe Bepcun 3.6
mongosh Bepcus 1.8.1
Monaynu Python jmespath 0.10.*
(«*» ykazaHa MUHOpHas jinja2 He nmxe Bepcuu 3.1.2
BepCHs) ansible-core 2.11.* (1o He BoIIe 2.12)
berypt He nuxe Bepcun 3.1.0
netaddr 0.10.*
dnspython 2.2.%*
passlib 1.7.*
pymongo He nuxe Bepcun 4
psycopg2 ! He Hixe Bepcun 2.9.6

Jli1s ycraHOBKYM 6UOIMOTeKH HeobXxoIuMo
Ipe/IBapyUTeIbHO YCTAHOBUTH I1aKeThl postgresql-
devel, python3-devel (yum) u libpg-dev, python3-
dev (deb).

JIn6o ycraHOBUTD MakeT psycopg2-binary,
KOTOPBIN He TpeOyeT YCTaHOBKHU
JOTIOJTHUTENIbHBIX [1aKeTOB pa3paboTKHU.

OocC [Tepeuyens nopnepxxuBaemMbix OC npuBefieH B JOKyMeHTe
«Squadus. CrcreMHble Tpe6OBaHUD)

CrangaprtHble periosutopuu | [lonkitouenue Bcex craHapTHBIX perosutopreB OC win Uux

oC 3epKajl BO BHyTPeHHel CeTH JyIsl yCTaHOBOK B 3aKPbITOM KOHTYpe
PerniosuTtopuu elrepo u [TonksroueHue pero3uToOpreB Jisl yCTAHOBKU COOTBETCTBYIOIIHX
docker-ce, ppa:canonical- naketoB sifpa Linux u [10 docker, He BxoAsiux B COCTaB
kernel-team/ppa MOCTaBKH JIJIs1 YCTAHOBOK B 3aKPHITOM KOHTYpe

Hocrtyn J171s1 KaXXI0To cepBepa, Ha KOTOPOM BBITIOJTHSIETCS] YCTAHOBKA,

NoJpKeH ObITh obecniedeH SSH-nocrym:
— ¢ sudo npuBuserusmu (ALL=(ALL) NOPASSWD: ALL);

— 6e3 nmapouist (AOCTyI 10 KIII04Y)

! Tannas 6ubMoTeKa UCIIOb3yeTCs Uls YIpaBlieH!us: KoHbUryparnuei ceprca 6a3 maHHbIX

PostgreSQL nipu BrittoueHHOM pexxriMe ¢efiepaniiu (cM. pasnen «Pexxum denepanumy).
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1.4 PexomeHpanum 1o pa3mMeTKe JMCKOB

[Ipu pa3meTke TMCKOB HEOOXOJIMMO YUUTHIBATh CIIeTyIOIIee:

— BCe peKOMeHJlyeMble armapaTHble TpeOOBaHMs TpUBeNeHbl B pasfiejie «ATmapaTHbIe
TpebOBaHUSMY;

— JUIsl pPa3HbIX THIIOB YCTAHOBKU OyIyT pa3Hble TpeOOBaHUS K BbIAENSIEMOMY IHUCKOBOMY
IPOCTPAHCTBY;

— JIISl BCeX CepBepoB peKkoMeHJyeTcsl ocTaBisiTh He MeHee 100 ['6aliT Ha KOpHeBOU paszfen
118t rraTHOM pabotel OC;

— Ul cepBepa C POJbI0 squadus_infra WM IIPU YyCTaHOBKe B pexuMe standalone
pexkoMeHtyeTcs BbiiesisaTh He MeHee 100 ['6aiiT Ha KOpHEBOU pasfiert;

— BCeM cepBepaM pPeKOMEH]IyeTCsl BbIJIeJIITh OTHeNIbHbINM pa3fien /srv JJis pa3MelleHUst
KOMIIOHEHTOB YCTaHOBKM U 3amiiThl OC oT nepenosiHeHus. [[OoNONHUTENBHO B pasfere
MOXXHO Pa3MeCTUTb KOIMHU >XypPHaJOB pPabOTbl KOMIIOHEHTOB IIPM COOTBETCTBYIOIIEH
HaCTpOMKe JIOT-KOJJIEKTOpPa, HO 3TO HOTpebyeT JIONOJIHUTENBHOTO  JIMCKOBOIO
MIPOCTPAHCTBaA;

— UId CepBepoB C PpOIIMHU squadus db MW squadus st PpeKOMeHIOYeTCd BBIIeIAThb

He3aBUCUMbIe qucku SSD s cepBepHOM YacTu.

1.5 Tpe6oBanus no padore c DNS

1.5.1 Opranusamyst padoThI CEPBHCOB pa3pellieHus HMeH

Bo BpeMsi yCTaHOBKY IPOU3BOJIMTCSI HACTPOWKA M 3alTyCK JIOKAIBHOTO Kemmpytomero DNS-
cepBepa unbound Ha cepBepax C pojibl0 squadus_apps. Unbound ucmosnb3yercs [yisi 3alIpOCOB
TOJIBKO BHYTPU IIPOAYKTa U TIOAK/IIOYAeTCs JIsi KOHTeHHepOoB U CaMHX CepBepoB uepe3
COOTBETCTBYIOIlMe IlapaMeTpbl TPYIIOBBIX IlepeMeHHBbIX. [lo yMomdyaHuio cepBepel OyayT
IlepeHacTpoeHbl Ha pabory depe3 unbound ¥ He OyOyT NIpPUHUMATh I1apamMeTphl CepBepoB
pasperntenus: umeH o DHCP. Iloatomy pekomeHnnyercs HanpaBuTh unbound Ha BHyTpeHHHe DNS-
cepBepbl KOMITAaHWHU, eCIM TakKas HeoOXomuMocThb ecThb. [lo ymomyanuio unbound HacTpoeH Ha

Trepeajipecariiio 3armpocoB Ha ajipeca 8.8.8.8 u 8.8.4.4.
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1.5.2 ®opMupoBaHIe BHEIIHUX IOMEHHBIX HMEH

IIpu ycraHOBKe CHUCTeMBI eCTb BO3MOXXHOCTb YKa3blBaTb MeTOfi (GOPMUPOBAHUS JOMEHHBIX
WMeH JIJId IIPOJYKTa.

[11a6soH, KOTOPBIM GOPMUPYET UTOTOBBIM BapuaHT Bcex DNS-3amnvceii, mpruHMMaeT Ha BXO/I
3HAYeHUs CJIeYIONIMX lepeMeHHbIX:

— squadus_domain — 0TOGpakaeT OCHOBHOM JIOMeH, Ha KOTOpoM OyJieT paboTaTh CHCTEMa;
— domain_module — oTobpaxaeT criocob popMUpoOBaHUS JOMeHHOro uMeHu cepsucos [10

Squadus.
[Ipumep paboThl 111a0JI0Ha TPHBeJieH B Tabmuiie 8.

Tabnuna 8 — [Ipumepe! paboTsl mabioHa

domain_module Hms ccpiiku squadus_domain Pesynbrar

{service}.{domain} Auth example.com auth.example.com

H3menenue IIpUHIOUIIA (bOpMI/IpOBaHI/IH JOOMEHHBbIX MMeH CHCTeMbl CjieyeT BBLIIIOJIHATEL C
yieToM OFpaHI/I‘IEHI/Iﬁ (Honpo6Hee B pasgeiie <<OFpaHI/I‘IE‘HI/IH II0 HCIIOJIb30BAHHWIO JOMEHHOI'O

WMEeHNY).

1.5.3 Bueuraue DNS-3amicu

B Tabnune 9 npuBenensl HeobxonuMmele BHemHre DNS-3anncu, HeobxoauMmeble 11 paboTel
cucreMbl. JlanHas Tabnuiia cpopMrupoBaHa Ha OCHOBAHUHU CIIETYIOIUX YCIIOBUM:
— IJIsa HepeMeHHOﬁ domain module CO 3HAYE€HHEM {service}.{domain} (T
.e. bopMHUpOBaHMe CChUIOK YKa3bIBaeTCsl yepe3 TOYKY K YKa3aHHOMY JIOMeHY);
- ansible-nepeMeHHbIe squadus go domain, squadus preview domain,
jitsi main domain, scandium main domain, turnserver realm#
squadus_im domain (gasee — FQDN-11abioHbI) He mepeoripesiesieHbl (1oipoOHee B

paspesie «M3menenue BHeltHuX DN S-3amnuceii») 1 UMeIOT 3Ha4eHUS IO YMOTYAHUIO.
Ecmu BbiOpan npyrov merton ¢opmupoBanus w/unu FQDN-mabnonsl nepeoripesieneHsl,

HeobX0JIMMO COOTHECTH ero CO 3HaUeHHUsIMU, IIpe/iCTaB/IeHHbIMU B Tabnuie 9.

Hcnonszyembie DNS-3anvcu MoryT 6bITh lepeoripefiesieHbl ¢ momortipio FQDN-
1a0JIOHOB.
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Tabmuia 9 — Ceemenns o BHerHux DNS-3anucax

Ums Tun
FQDN-ma6mon 3HavyeHHe KommenTapuu
3aIucu 3aIucu
VRRP p5s squadus_ha nipu
. IP pns OTKa30yCTOWYUBOM yCTaHOBKe, IP-
: squadus_im_
im domain A MpPUJIOXKEeHUs | aJipec cepBepa ¢ posibio squadus_apps
Squadus NPy yCTaHOBKe 0e3
OTKa30yCTOMYUBOCTU
VRRP p5s squadus_ha nipu
IP pns OTKAa30yCTOMYMBOM ycTaHOBKe, [P-
squadus go
go domain A MPUJIOXKEHUs | aJipec cepBepa ¢ posibio squadus_apps
Squadus NPy yCTaHOBKe 0e3
OTKa30yCTOMYUBOCTU
VRRP pns squadus_ha nipu
o main IP cepBepa ¢ | OTKa30yCTOMYMBOM ycTaHOBKe, IP-
meet J domain A POJIBIO ajipec cepBepa C poibio squadus_apps
squadus_ha NPy yCTaHOBKe 0e3
OTKa30yCTOMYUBOCTU
VRRP pns squadus_ha nipu
. . IP cepBepa ¢ | OTKa30yCTOMYMBOM ycTaHOBKe, [P-
scandium_main
scc domain A POJIBIO ajipec ¢ posbio squadus_meet _apps
squadus_ha NIpY yCTaHOBKe 0e3
OTKa30yCTOMYUBOCTU
VRRP pns squadus_ha nipu
. IP cepBepa ¢ | OTKa30yCTOMYMBOM ycTaHOBKe, [P-
. squadus_preview
preview domain A POJIBIO ajipec cepBepa C posbio squadus_apps
squadus_ha NIpY yCTaHOBKe 0e3
OTKa30yCTOMYUBOCTU
I[P cepBepa ¢ | IP-agpec nmepBoro cepepa rpyniibt
0JIBIO squadus_meet jvb
turn turnserver realm A P B - -
- squadus_meet j
vb
VRRP nns squadus_ha npu
I[P cepBepa ¢ | oTka3oycTOMYMBOM ycTaHOBKe, [P-
: squadus_wte
editor . . A POJIbIO ajipec cepBepa C poJbio squadus_apps
editor domain -
- squadus_ha IIpY yCTaHOBKe 0e3
OTKa30yCTOMYMBOCTU

1.5.4 Uzsmenenne saHernaux DN S-3anuceit

st uamenenusi HazBaHus BHemHed DNS-3anucu Heo6xoMMo 100aBUTH MepeMeHHbIe IS
Ka@XI0ro cepBrca B paiii main.yml B JUPEKTOPUHU squadus_setup U3 Tabiuisl 10. [To ymonuanuto
nepeMeHHbIe TIPUHUMAIOT 3HAUYeHUs, YKa3aHHbIe B Tabmuile 9. YacTh mepeMeHHBbIX JO/DKHA UMEeTh

OJMHAKOBOEe 3Ha4YeHHe.
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I{aHpHDKqL IepeMeHHad praseodymium preview domain OOJDKHA HAC/IeOJOBATh 3HAYeHHeE
IlepeMeHHOW squadus preview domain. MeHssl 3HaueHHWe OJHOM IlepeMeHHOW, He0o6XoouMO

SHMEHHTBBHaqEHHEBTOpOﬁIH@EMEHHOﬁ.

[Tpumep nepeornipenesieHus TepeMeHHOM:

squadus_domain: "example.net"
squadus_preview domain: "preview-new-domain.{{ squadus domain }}"
praseodymium preview domain: "{{ squadus preview domain }}"

Ucxona wu3 YKa3aHHBIX 3HA4YeHWH, IlepeMeHHasd squadus preview domain IIpUMeT

CleqyIolun BUL:
preview-new-domain.example.net

Tabmuna 10 — [lepemennsie, popmupyronme HazBaHuss DN S-3anuceit

[Tepemennas Tun Onuncanue
jitsi main_domain Str 3anuck DNS miis cepBrica meet
praseodymium_ Str 3anucbk DNS my1s cepBuca praseodymium. [Io ymonuanuto
preview domain 3allMCh IPUHMMaeT 3HadeHHe IlepeMeHHOMN

squadus_preview domain. O6e repeMeHHbIE JIOJDKHBI UMETh
OJTMHAKOBOE 3HAaYeHHe

scandium_main_ Str 3armmuch DNS 1151 cepBuca scc
domain
squadus_deeplink url Str 3amuch DNS s cepBuca deeplink. 1o ymMomuanuto 3anuck

COBITaiaeT ¢ mepemeHHou squadus go domain. [Tpu
nepeoripeieJieHUU IlepeMeHHON Heo0X0uMO 100aBUTh
npeduKc, CxeMy B Ha3BaHUM JoMeHa — https://

squadus_go domain Str 3anucbk DNS my1s cepBuca go
squadus_im_domain Str 3armuch DNS 1 cepBuca im
squadus_preview Str 3anuck DNS ny1s1 cepBuca preview
domain
squadus_wte Str 3anmucbk DNS 1 cepBuca editor
editor domain
turnserver realm Str 3ammucbh DNS my1s cepBuca turnserver

1.5.5 Buyrpennue DNS-3amicu

Bce DNS-3anucu, ncnosnb3yemsle 117151 pabOThl CaMOM CUCTeMOM BHYTPU KOHTYpPa YCTaHOBKH,
dbopmMupyroTCs Yepe3 «.» (TOUKY) OTHOCHUTEIBHO BIHCAHHOTO B ais inventory MMeHU cepBepa, U
co371aioTcs B unbound aBTOMaTU4YeCKHd Ha OCHOBe IIepeMeHHOM ansible default ipv4.

ITO MoBeJleHre MOXHO Iepeolpe/ie]INTh, eCyld 3all0JIHUTh BCe ajipeca BPYYHYIO Ha OCHOBe
IIpMMepoB B (aiile TPYyNIIOBBIX IIepeMeHHBbIX extra vars.yml ((aiy KONUpyeTCsl Ha 3Tare
MOATOTOBKHU K yCTaHOBKe, CM. pasziel1 « Y craHoBka [10 Squadus c cepBepa oneparopa») uim eciiv He
WCII0JIb30BaTh unbound ¥ 3anmonHUTHL Bce HeoOxouMble 3anucu Bo BHemHeM DNS-cepsepe. [Ipu
1mo700HOM BapuaHTe HeobX0IMMO CO31aTh « Ay 3aMMCHU JJisl KXKIOr0 JIOMEHHOTO UMEeHHU cepBepa, U

3annucu CNAME pyis m106bIX 11OJJIOMEHOB KaX/10I'0 JOMEHHOI'0 KMeHU cepBepa.
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HaHpI/IMep, «Ay 3ammCh 1A squadus-apps-1.example.net CO 3HAYEHHEM 192.168.1.2 U
CNAME 3aIl1Ch hit) &1 * squadus-apps-1.example.net co 3HaYeHHeM

squadus-apps-1.example.net.

1.6 Orpannyenus

1.6.1 Orpanuuenus mo pabdore ¢ ¢aiisiom inventory

B cl)afm hosts.yml BHOCATCS TOJIbBKO JOMEHHbIe HMeHd. YacTtb JIOruKu YCTaHOBIIWKA

HCITIOJIb3YEeT UX IJid CI)OpMI/IpOBaHI/ISI JOMEHHbIX UMEH M aipeCOB CepBUCOB.

1.6.2 Orpanuuenus mo padore ¢ MOJACUCTEMOH ynpaBIeHHus1 KOHQUTypausIMu

B cootBerctBuu c pasnenom «lIporpamMmuble TpeboBaHMS» Ha paboueM MecTe omeparopa
HeobX0JIMMO yCTaHOBUTH MaKeThl jononHuTenbHoro 110.

B mnopcucreme ymnpaBiieHUsT KOHPUTypalyMsMHU He JOJKHO OBbITb KOHQUTYpPallMOHHBIX
daitioB caMo¥ MO/ICUCTEMBI.

Kondurypanuonusie darbl, yCTaHOBJIEHHbIE o YMOJTYaHUIO
(HarpuMep: /etc/ansible/ansible.cfg), HeOOXOOUMO yAQIUTh WIA 3aMeHUTh ¢ainamMyu U3
KoMILjiekTa nnocrasiissemoro I10.

[Tonpobuee 110 cCbLIKe:

https://docs.ansible.com/ansible/latest/reference_appendices/config.html#the-configuration-file

1.6.3 Orpanuyenus mo padore ¢ CHCTeMaMH BHPTYaJIM3alMH

Hns  obecrievenusi pabotel [IO0 Squadus mnopmepXuBarOTCS —CleAyOIIde CUCTeMBI

BUPTYyaJIM3alUU:
— VMware;
- KVM.

1.6.4 OrpanuyeHus M0 MCIIOIH30BAHUIO JIOMEHHOT0 HMEHH

[Tpu BbIOOpe noMeHHOro MMeHU U SSL-cepTudukara ciefyer yuuTbIBaTh, YTO B HACTOsIIee

BpeMs B Ka4eCTBe OCHOBHOTO JIoMeHa (domain name), HA KOTOPOM OyJieT paboTaTh CUCTeMa, MOT'YT

OBIThH MCIIOJIb30BAHBI AOMeHbI TOJIbKO BTOPOI'O YPOBHS.
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1.7 Omcanme apxXuTeKTyphI HPOAYKTA

O6mas apxutexkTypHas cxema I10 Squadus nprBesieHa Ha pucyHke 1.

KommyHukaumoHHas cucTema Squadus
Cucrema
BUOEOKOH(epeHUCBA3H

HTTP

55
a8 a
TS
23

Web-knnenTel

Deskiop-KneHTs!

Push-cepanc

GRPC

Pucynok 1 — O6mas apxutektypHas cxema [10 Squadus

1.8 3amyck Beb-unTepdeiica I1O

[Tonp3oBarenu nmomyyaroT Joctyi k Beb-uHTepdericy I10 Squadus ¢ momorpio Beb-6paysepa
WM HacrtosbHOro mnpwioxeHus. [lis 3anycka IIO Squadus ¢ mnomomipio Beb-uHTepdelica
HeoOX0oauMOo:

1. OTkpbITh Opay3ep NPy aKTUBHOM CETEBOM OAKIIOYEHUH.

2. BBectu B afipecHyI0 CTPOKY Opay3epa ajipec Buja https://mydomain.ru/.

3. Haxatp xkiiaBuiry Enter.

4. JloxxmaTbCsl OTKPBITHS CTpaHUIbl aBTopu3anuu [10 Squadus.
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2 IIEPBUYHAS YCTAHOBKA

2.1 CocraB qucTpudyTuBa

B cocraB muctpubytusa [10 Squadus BXouT:
— YCTaHOBIIIMK CepBepa OIepaTropa;
— YCTAHOBIIMK OKPY>KEHHUS JIsl TPOBeIeHUs yCTaHOBKHU, BKITIOUYAIOIINN BCe
HeobOXo/IMMble 06pa3bl U ITAKETHI;
— aitnnl tpl (Third-party license);

— pyxoBojicTBO 110 ycraHoBke [10 Squadus.

2.2 IloaroroBKa K yCTaHOBKe

2.2.1 Ayrenruduxamus B docker registry

[To ymomnmuanuto B docker registry, ycraHaBiIMBaeMOM Ha cepBep IpPYyNIbl squadus_infra,
BKJIIOYeHa ayTeHTUHUKALMsS 10 JIOTUHY U Tapoiito i jocryna K docker image. IlepemenHbie,
OTBeyYarolye 3a ayTeHTU(UKAIIUIO yKa3aHbl B Tabmuile 11.

Tabmuna 11 — Hacrpolika MUHMMabHBIX ITapaMeTpoB ayTeHTUGUKanuu docker registry

[Tapametp Onucanue Tun 3HaueHHe 10 YMOJTYaHHUIO
docker registry endpoint FQDN Str http://{{ docker image registry }}
- - docker registry - -
docker registry password Hapor, Str oEeUL8kvCkkuxUia8ZaL.
TI0JIb30BATeIS
docker registry username s Str admin
10JIb30BaTeIS

Hns otkinroyenus ayreHTudukanuu docker registry Heo6xonumo:
— YaJuUTh BhIIIeNlepeurcieHHbIe lepeMeHHbIe U3 ansible playbook;

—-HacepBeperpynanSquadus_infrayﬂaHHTb¢mﬁﬂbIenv,.htpasswd]MﬂHOHHHB

KOMaH/BbI:

rm -f /srv/docker/registry/conf/env
rm -f /srv/docker/registry/conf/.htpasswd

— IIOCJIe  BBIINIOJIHEHHWA KOMAdH][[ TI1epe3dIllyCTHUTb KOHTeﬁHep docker IEgEHy I

HpHMeHEHHHHBMeHeHHﬁZ

docker restart docker-registry
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J1J1sl CMeHBI 11apoJis, UCIIOJIb3yeMOoro M0 YMOTYaHU 10, He0OX0IMMO:
— M3MEeHMTh apoJib B ansible playbook;

— U3MeHUTb Qallil . htpasswd Ha CepBepe IPYNIbl squadus_infra UCIOJbL3YS YTUIATY
htpasswd.
[Ipumep koMaHIbI:
htpasswd -Bbc /srv/docker/registry/conf/.htpasswd USERNAME PASSWORD
rae.

USERNAME — MM I10JIb30BaTeJId,

PASSWORD — IIapOJib.

2.2.2 Bo3amoxkHbie npo6siems! B pabore docker registry

1. OrcyrctByer DNS-3anucek [yisi cepBepa Tpymibl squadus infra, IPU 3TOM 3allpOChI
nocryta k docker registry Bo3patiatoT ommb6ky 500.

2. OtcyrcrByet nocryn k 5000/tcp mopTy cepBepa rpynnsbl squadus_infra.

3. He coBmamaroT JIOrMH U napoJb Ajis goctyna kK docker registry.

4. Ilpu cmeHe mapoist UCIIOB3YeTCs AJITOPUTM Xell-GyHKITUY, oTindHbIi oT BCRYPT.

[Ipumep koMaH[IBI:

htpasswd -Bbn admin oEeUL8kvCkkuxUia8Zal

2.2.3 Omucanue odmux poJieii moacucremo! Ansible

OOmume ponu MOACUCTEMBI yIIpaBJieHUsl KOHPUTYpalUsIMU [Jis IIpeJHaCTPOMKU CepBepoB
repef] yCTaHOBKOM ONKCAHbI B Tabmuie 12.

Tabmuna 12 — Onucanue obmux poneit Ansible

HaunmenoBanue ponu Onucanue
nct.system.authorized keys HobaBisieT ykazaHHble ssh-Kitoun 7151 BHIOpaHHBIX
1oJIb30BaTesiell Ha cepBepsl Ipynisl play hosts
nct.system.hostname VYcranaBiuBaeT hostname Jij1s1 BLIOpaHHBIX CEPBEPOB I'PYIIITBI
play hosts
nct.system.selinux [TpoBepsieT pexxum pabotbl SELinux u repekitodaer ero B
pexxum «enforcingy
nct.system.yum HacrpauBaeT nakeTHbIi MeHemkep (yum), 0OHOBIISET Bce

TIaKeThI 10 TIOCTIeTHEHN aKTyalbHOW BEpCUU B
MIO/IKJTFOUYEeHHBIX PelO3UTOPHUSIX, 3a UCKTIoUeHreM kernel®,
docker-ce*, container®

nct.system.package_tools HobaBssier TpebyeMble akeTsl Jisi paboThl X paHUJIUIIA B
eneByto OC
nct.system.locale VYcranaBnvBaet napametpsl locale Ha cepBepbI TpyIIIbI
play hosts
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HaunmenoBanue ponu

Onucanue

nct.system.timezone

VcraHaBiMBaeT 4acoBOM MOSIC HA CepBephl TPYIIIIbI
play hosts

nct.system.sshd

[TpousBoauT HacTpO¥Ky ciy>k6b! sshd

nct.system.chrony

YcranaBnuBaeT U HacTpauBaeT CITyX0y CHHXPOHHU3AINH
BpemMeHu chronyd

nct.system.timesyncd

YcraHaBIMBaeT U HaCTpauBaeT CIIy»K0y CUHXPOHU3AIUU
BpeMeHUu

nct.system.sysctl

YcraHnaBivMBaet TpeOyeMble ITapaMeTpshl sjipa Ha CepBepbl
rpynnsl play hosts

nct.system.limits

HacrparBaeT napameTpsl JINMUTOB Ha CepBepbl IT'PYIIIbI
play hosts

nct.system.kernel ml

VYcranaBnuBaer naket kernel ml rociegHero qocTymHoro
a7pa

nct.system.rsyslog

VYcranaBivBaeT ¥ HacTpauBaeT CepBUC cOOpa KypHAJIOB

nct.system.docker

VYcranaBnuBaet ¥ HactpauBaeT docker, moakitodaeT Kk docker
registry

nct.system.iptables

YcraHaBIMBaeT U HAaCTPaWBaeT CIIYXKObl MEXCeTeBOT0
JKpaHa C [lapaMeTpamMH, TpeOyeMbIMU JIjisl KOHKPETHOW POJIu

nct.system.unbound

VYcranaBivBaeT ¥ HacTpauBaeT Kemupytommii DNS-cepsep

nct.system.resolv

HacrpauBaet npaBuia paspetiienusi DN S-cepBepoB

nct.system.python3

VcranasnuBaet python3 ¢ HEOOXOIMMBIMU 3aBUCUMOCTSIMU

2.2.4 Ponm, ucnionb3yemsele 1j1g ycraHoBku 110

Pomu, ucnonwayemsie i moarotoBku 110 Squadus, onucans! B Tabmuiie 13.

Tabmuma 13 — Onucanue poseu, UCoab3yembix it yctaHoBkU [10 Squadus

HaumenoBanue ponu

Omnucauue

nct.tools.remover

Vnanser cepBUCHI B CYIIECTBYIOIIEH cucTeMe

nct.redis.redis

VcranaBnuBaet 1 HactparBaeT Redis

nct.redis.cluster

Hacrpausaer cluster Redis

nct.monitoring.redis _exporter

VYcranaBivMBaeT ¥ HacTpauBaeT redis exporter

nct.mongodb.mongodb

VYcraHaBivBaeT U HacTpauBaeT 6a3y gaHHbIX MongoD B

nct.mongodb.backup

YcraHaBiMBaeT ¥ HaCTpauBaeT Pe3epBHOE KOITMPOBaHHe
6a3b! taHHBIX MongoD B

nct.mongodb.mongodb backup

VYcraHaBiMBaeT ¥ HaCTparWBaeT pe3epBHOE KOITUPOBaHHe
6a3bl maHHbBIX MongoDB c ncnonb3oBanuem I[10 Percona
Backup for MongoDB

nct.monitoring.mongodb_exporter

YcranasnuBaer u HactpanBaeT mongodb exporter s
MOHUTOpPHHIa mongodb

nct.monitoring.postgresql exporter

VYcranaBivBaeT ¥ HacTpauBaeT postgresql exporter st
MOHUTOpPHUHTA postgresql

nct.zookeeper.zookeeper

YcraHaBiMBaeT U HaCcTpauBaeT zookeeper

nct.minio.minio

YcranaBauBaeT U HACTpanBdeT S3-coBMecTrMOe XpaHUJIHUIIIEe
MinlO
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HaunmenoBanue ponu

Onucanue

nct.minio.minio_backup

VYcraHaBiMBaeT U HaCTpauBaeT CUCTeMY pPe3epBHOI0
KONUPOBaHUs S3-COBMECTUMOro xpaHuiuiina MinlO

nct.co.jod

VYcraHaBiMBaeT U HaCTpauBaeT KOMIIOHEHT jod CHCTeMBI
IIpeJIIPOCMOTpa IOKYMEHTOB

nct.co.pregen

VYcranaBivBaeT ¥ HaCTpaMBaeT KOMIIOHEHT pregen CUCTEeMbI
Ipe/ilpOCMOTPa JOKYMEHTOB

nct.co.cvim

VYcranaBivBaeT ¥ HaCTpaMBaeT KOMIIOHEHT CVITl CUCTEMBI
MpeAlTPOCMOTPa IOKYMEHTOB

nct.nginx.nginx

YcranaBnuBaeT u HAaCTpdaUBAEeT nginx

nct.logging.logrotate

HacrpauBaet poraiiyio j0roB

nct.logging.syslog ng

YcraHaBiMBaeT ¥ HaCTpauBaeT IeHTPaIM30BaHHBIN cOOp
joroB cepBucoB Ha BM rpynnsl squadus_infra

nct.ha.envoy

YcraHnaBnuBaeT u HACTpanBdeT envoy proxy

nct.squadus.squadus

YcraHaB/iIMBaeT U HaCTpauBaeT OCHOBHOM KOMITOHEHT
squadus

nct.squadus.squadus_jiratrigger

VYcranaBivMBaeT ¥ HaCTpauMBaeT CepPBUC UHTErpalluu
suqadus_jiratrigger c Jira

nct.squadus.bohrium

VYcranaBivBaeT ¥ HacTpaMBaeT KOMIIOHeHT bohrium —
CEepBUC, PeAIM3YIOIINI COXpaHeHue U yarneHue $paniioB
3anmceit Bctpeu (DAL)

nct.squadus.cobalt

VYcraHaBivMBaeT U HaCcTpauBaeT KOMIIOHEHT cobalt — cepBuc
JUTsi pabOThI C HACTPOHMKaMH

nct.squadus.lithium

VYcranaBivMBaeT ¥ HacTpauBaeT KOMIIOHeHT lithium — cepBuc
rate-limiter

nct.squadus.manganum

VYcraHaBiMBaeT U HacTpauBaeT KOMIIOHEHT manganum —
cepBuc DAL (data access layer)

nct.squadus.tennessine

YcraHaBIMBaeT ¥ HaCTpauBaeT KOMITOHEHT tennessine —
CEepBUC CTaTyCOB IOJIb30BaTeJIeH

nct.squadus.zinc

YcraHaBIMBaeT ¥ HAaCTPAMBAeT KOMITOHEHT ZiNC — CEepBUC
FAL (file access layer)

nct.squadus.synapse

YcraHaBIMBaeT U HACTPAaMBAeT KOMIIOHEHT Synapse —
cepBUC deniepaniuu

nct.mail.postfix

VcraHaBiMBaeT U HaCTpauBaeT cepBep OTIIPAaBKHU U
MepeChUIKU MOYThI

nct.mail.opendkim

VYcranaBivMBaeT ¥ HaCTpauBaeT CUCTEMY ITU(POBOM MOAIHUCH
email coobiiennii

nct.monitoring.alertmanager

VYcraHaBiIMBaeT U HaCTpauBaeT CUCTEMY OIIOBeIeHUM
alertmanager

nct.monitoring.blackbox exporter

VYcranaBnuBaeT U HacTpauBaeT blackbox exporter s
MOHUTOPHHIA CPOKa JIeMCTBUS CepTUPUKATOB, TOCTYITHOCTH
BeO-cepBepoB

nct.monitoring.cadvisor

VYcranaBnuBaeT U HacTpauBaeT cadvisor [i1st c6opa MeTpUK
docker koHTEliHEPOB

nct.monitoring.jitsi_exporter

YcraHaBiIMBaeT ¥ HaCTpauBaeT CepBUC cOOpa METPHUK s
TIOJICHCTeMbI BUJIEOKOH(EpeH T
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HaunmenoBanue ponu

Onucanue

nct.monitoring.node_exporter

VYcranaBiMBaeT ¥ HaCTpauBaeT CepBUC cOOpa MeTPUK
node_exporter

nct.monitoring.prometheus

YcraHaB/iIMBaeT U HaCTpauBaeT CUCTEeMY MOHUTOPHHTA U
BU3yanM3anuu prometheus

nct.monitoring.pushgateway

VYcraHaBiIMBaeT U HaCTpauBaeT CUCTEMY MOHUTOPUHTA U
BU3yaJIM3allvM i coopa custom mMetpuk pushgateway

nct.postgresql.postgresql

VYcranaBnvBaet ¥ HacTpauBaeT 6a3y gaHHbIxX PostgreSQL

nct.postgresql.backup

VYcraHaBiMBaeT ¥ HaCTparWBaeT pe3epBHOE KOMMUPOBaHUe
6a3bl maHHbIX PostgreSQL

nct.search.squash

VYcranaBiMBaeT ¥ HaCTpauBaeT CepBUC ITOMCKa
squash_search, squadus_scatter

nct.search.chatpal

VYcraHaBnuBaeT U HacTpauBaeT cucTemy noucka s [10
Squadus

nct.squadus.jiratrigger

VYcraHaBnuBaeT cepBUC NonydeHus nHpopmanuu us JIRA

nct.jitsi.scandium

VYcraHaBiMBaeT U HaCTpauBaeT CEPBUC YIIpaBJIeHHUs
KOHepeHIUSIMU

nct.jitsi.vosk

YcraHaBIMBaeT U HaCTpauBaeT CePBUC TPAHCKPUOaIUn

nct.ha.keepalived

VYcranaBnvBaeT U HacTpauBaeT cepBucC keepalived

nct.ha.haproxy

YcraHaBIMBaeT U HaCTpauBaeT proxy haproxy

nct.jitsi.excalidraw

YcraHaBiIMBaeT ¥ HaCTpauBaeT CEPBUC IS JOCKU
COBMECTHOI'O PUCOBAHHUS B BUJICOKOH(pEPeHIUIX

nct.jitsi.jicofo VYcranaBivMBaeT ¥ HacTpavMBaeT Pa3jInuHble KOMIIOHEHTHI
II0/ICKCTEeMBl BUJIEOKOHpepeHIUM
nct.jitsi.jitsiweb VYcranaBivMBaeT ¥ HaCTpavMBaeT pPa3jInuHble KOMIIOHEHTHI
IIO/ICKCTeMB] BUJIEOKOH(pepeH U
nct.jitsi.jigasi YcraHaBIMBaeT U HaCTpaWBaeT CepBUC jigasi
nct.jitsi.jvb VYcranaBivBaeT U HacTpauBaeT CepBUC jitsi videobridge
nct.jitsi.jibri YcraHaBIMBaeT U HaCTpavBaeT CepBHUC 3alIUCH

BUJIeOKOHdepeHIn I

nct.jitsi.turnserver

VcranasnuBaet u HactpauBaeT STUN/TURN cepsep st
KOHpepeHITU M

nct.caddy.caddy?2

VYcranaBnuBaeT v HacTpauBaeT Caddy V2

paas.observability.grafana

YcranaBnuBaeT u HAaCTpaKUBAdEeT Grafana

paas.observability.victoria_metrics

YcranaBiMBaeT ¥ HacTpauBaeT Victoria Metrics kjacrepa

paas.observability.otel collector

VYcranaBnuBaet u HactpauBaeT OTEL collector
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2.2.5 IlonroroBka HHPPACTPYKTYPHI YCTAHOBKH

Hnst moaroroBku WMHGPACTPYKTYpPhl YCTAHOBKM HEOOXOMMO BBINIOJIHUTL CJeAyIolre
e CTBUSL:

1. YcranoBuTth xpanuiuina obpa3oB Docker (docker registry).

2. YCTaHOBUTH MOJICUCTEMBI yIIpaBjieHus KoHburypamusmu (Ansible).

[TogpobHble cBefeHHWs] O  BBINOJHEHWM  YKAa3aHHBIX  JIEMCTBUM  TpUBeIEeHbl B
paszeniax: « YCTaHOBKA IIOACUCTeMBbl yIipaBiieHUsi KoHurypauusmu (Ansible)» u «YcraHnoBka

xpaHuiuiia obpasos Docker».

2.2.6 YcranoBka xpanmwtuiia oopa3oB Docker

YcraHoBKa IPOM3BOJIUTCS HA CepBepe C POJIbI0 squadus_infra. [lepes HadaioM ycTaHOBKU
HeobX0JITMMO IPOBEpPUTh, YTO BXO/I BBINIOJIHEH I10]1 T0JIb30BaTesieM root.

OTarbl yCTaHOBKU:

1. Cxonmposats ¢atiibl squadus_infra <RELEASE>.run Ha cepsep.

2. 3ayCTUTb CKPUIIT YCTAaHOBKU:

bash squadus infra <RELEASE>.run
3. CormacuTbcd Ha MpoaoJjrkeHrne YCTAHOBKH, HA’KdB Hd KJIdBUIITY «Y».

root@squadus_infra ~]# bash ./squadus infra <RELEASE>.run

Verifying archiveintegrity...100% All good.
Uncompressing Squadus Infrastructure Node Package <RELEASE>100%
#

# Copyright (c) New Cloud Technologies, Ltd., 2013-2024 #

# You can not use the contents of the file in any way without New Cloud
Technologies, Ltd. written permission.

# To obtain such a permit, you should contact New Cloud Technologies, Ltd.
at http://ncloudtech.com/contact.html

# Welcome to Squadus Infrastructure Installer version <RELEASE>

This script is meant to be used on Infrastructure Server (see manualfor
default)
Do you want to continue? [y/N] Y

Check if the script is run with superuser privileges [ OK ]
Make sure that the operating systemis compatible [ OK ]
Ensurethat yum-utils is installed [ OK ]
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AnMuHHCTpaTOpy OTOOpasUTCs Ciefyollee (CIMCOK OTOOpaXkeHWsI MOXeT MEHSTbCS B

3aBUcuMocCTH OT BbibpanHou OC):

Ensure that docker-ce repository is availiable [ OK ]
Ensure that docker is installed [ OK ]
Ensure that jg package is installed [ OK ]
Ensure that docker dir exists [ OK ]
Ensure that docker daemon config exists [ OK ]
Check if docker daemon needs to be restarted [ OK ]
Ensure that docker is started [ OK ]
Ensure that docker is enabled [ OK ]
Check if docker is availiable [ OK ]
Ensure that registry image is available [ OK ]
Check if container with registry is available [ CHANGE ]
Ensure that registry configuration directory exists [ OK ]
Ensure that docker-registry env file exists [ OK ]
Check if old registry data directory exists [ CHANGE ]
Ensure that registry data directory exists [ CHANGE ]
Ensure that container with registry is available [ CHANGE ]
Wait for docker-registry to start [ OK ]
Ensure that docker-registry is running [ OK ]
Extracting registry archive. .. [ OK ]
Remove dangling and outdated images [ OK ]

[Tocne sToro ycranoBka xpanuiiniiia oopazoB Docker (docker registry) 6yner 3aBepiiieHa.

2.2.7 YcTraHOBKa MOJCHCTeMBbI ynpaBjieHusi KoHpurypamusmu (Ansible)

YcraHoBka mNpou3BOOUTCS Ha pabodyeM Mecre omeparopa. Heobxomumo 1npoBepUTh
coOuo/ieHre CllelyIoIX yYCIIOBUN:

1. Bxopn BeITIOIHEH 10J1 IT0JIb30BaTesieM root UjM 0] 10oJIb30BaTesieM ¢ sudo-IIpUBUIIerUsIMU
Ha [IaKeTHbIN MeHepKep.

2. MamyHa, Ha KOTOPOY BBIIIOJIHSETCS YCTaHOBKA, COOTBETCTBYeT TPeOOBAHUSIM, yKa3aHHBIM
B paspiesie « CHcTeMHBle TpeOOBaHUS».

3. C BbIOpaHHOrO cepBepa eCTb BO3MOXHOCTb JocTymna o SSH-mpoTokoily k Apyrum
cepBepaM, Ha KOTOPBIX BBINIOJIHSIETCS yCTaHOBKaA.

4. Tlomcucrema  ympaBieHus: KoHourypauusMd — Ansible  ycraHoBieHa, gpyrue
KoHpurypanuoHssle ¢ainel Ansible He npucyrcrBytor B OC.

JTanbl yCTaHOBKU:

1. CkonupoBath ¢aiil squadus_ansible bin <RELEASE>.run B JOMAIIHIOIO JUPEKTOPHIO

I10JIb30BaTeJIs Ioot.

2. 3anyctuth ¢aiin squadus_ansible bin <RELEASE>.run ¢ nomoiipto koMaHbI:

bash squadus ansible bin <RELEASE>.run
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3. CormacuTbcs Ha IPOIOJDKEeHNe YCTaHOBKHY, HaKaTh Ha KylaBumry "Y',

[root@squadus_ infra ~]# bash ./squadus_ansible bin <RELEASE>.run Verifying
archiveintegrity...100% All good.

Uncompressing SQUADUSAnsible Package <RELEASE>100%

#

# Copyright (c) New Cloud Technologies, Ltd., 2013-2024 #

# You can not use the contents of the file in any way without New Cloud
Technologies, Ltd. written permission.

# To obtain such a permit, you should contact New Cloud Technologies, Ltd.
at http://ncloudtech.com/contact.html

# Welcome to Squadus AnsiblelInstaller version <RELEASE>

This script is meant to be used on operator workstation

Do you want to continue? [y/N]Y

Install ucs-storm[ OK ]

Ensure that python-netaddr is installed [ OK ]
Ensure that python2-jmespath is installed [ OK ]
Ensure that version directory 1is present [ OK ]
Ensure that version <RELEASE> is present [ OK ]
Set <RELEASE> as latest [ OK ]
Create roles symlink [ OK ]
Create collections symlink [ OK ]

]

Create contrib symlink [ OK
AnMuHHCTpaTOpy OTOOpa3UTCs Ciefytollee (CIMCOK OTOOpaXkeHHsI MOXeT MeHSITbCS B

3aBUcUMoOCTHU OT BbIbpanHoU OC):

Create playbooks symlink [ OK ]
Create group vars directory [ OK ]
Create group vars/all symlink [ OK ]
Create host vars directory [ OK ]
Create certificates directory [ OK ]
Create certificates symlink [ OK ]
Create symlink to module:ucs-storm [ OK ]

[Tocne 3TOrO YyCTaHOBKA MOACUCTEMBI yIIpaBjieHUs KOHUTypalusaMu OyieT 3aBepliiieHa.

2.2.8 YcranoBka I10 cepBepa oneparopa

STaHI)I YCTaHOBKH:
1. HepeﬁTH B KaTaJIOT' ~/install squadus C IIOMOIbIO KOMaH/bI:
root@squadus_infra~]# cd ~/install squadus

2. CkonupoBaTb Qaiiyl contrib/squadus/ansible.cfg B KOPHEBOM pasfesl JUPeKTOpUU

YCTaHOBKH C ITOMOIIBKO KOMaHbI:
[root@squadus infra~]# cp contrib/squadus/ansible.cfg

3. BpibpaTh Hanbosiee NOAXOISIIMN TUIl YCTAaHOBKHU:
— standalone (ycraHoBka 6e3 O/iJIep>KKH 0TKa30yCTOMYUBOCTH);
— cluster (ycTaHOBKa C MOJZIEP>KKOM OTKA30yCTOMYHUBOCTH).

Hpeman OJIHEHHbIe Cl)aflﬂbl C IIpuMepaMu 3dIlIOJIHEHH 1 ImapaMeTpoB YCTaHOBKHU

paciiojiaratoTCd 1o MyTnu

~/install squadus/contrib/squadus/[cluster | standalone] hosts.yml
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4. CxonvpoBaTh 3ar0TOBKY daiiyia hosts.yml B AUPEKTOPHIO ~/install squadus/:

cp contrib/squadus/<Tumn ycTtaHoBku> hosts.yml ./hosts.yml

5. 3anoyHUTHL 3aroToBKy ¢paiia hosts.yml, ykaspiBags FQDN, mo KoTOpeIM cepBepbl
noctyrnHbl. CiieffyeT y4YduTbIBaTh, YTO POJIU squadus ha W squadus_apps He JOJDKHBI COBIIQ[IdTh,
€CJIM XOCTOB B squadus_apps bosee OOHOrIO0.

6. I[lepenectu 3aroToBKy ¢aitjioB TapaMeTPOB group vars C IIOMOIIIBIO KOMaH/IbI:

cp -r contrib/squadus/group vars/squadus_ setup ./group vars/

[Tpy Heo6XoOMMOCTH MOXHO IlepeMMeHOBaTh squadus_setup Ha IPOU3BOJIBHOE KMs, HO
TOTr1a He0OXOAUMO M3MEeHUTh TaKUM ke 00pa3oM UMsl TPyNIbl squadus_setup B ¢aiise inventory.

8. OTkpeITh dal main.yml M3 Karajora pa3MelleHUs] U OTpPeAaKTHPOBATh 3HAYEHUS
rapaMeTpoB MO KoMMeHTapusiM. [Iprmepbl MmapamMeTpoB [jii MUHHUMAJIbHOW HACTPOMKU MOXKHO
HaWTH B caMux ¢aiiiax, a Takke B pasnene «HacTpolika MUHMMaNbHBIX 1apaMeTPOB YCTAaHOBKWY.

9. CkomnupoBathb ssl-KJTroud Jijis BHEITHEro JIoMeHa B KaTajor certificates. [logpobHee

cM. B pasneiie «Pa3merrienue ssl-ceptudukaToB s MUbPOBAHU .
2.2.9 Pazmemenue SSL-ceprudukaros misa muppoBaHus

TpeboBaHnus k cepTudUKaTaM:

1. Ilpu co3pmanum cepruduKara cjenyer Yy4IUTbIBaTh, 4To SAN JoDkeH copepXartb
HeoOXOJMMbIe JIOMEHHble MMeHa (CM. TMOJIHBIW CIUCOK B pasfene «Buemmnue DNS-
3aIKCH»).

2. Jlomyckaercst ucnonb3zoBanve Wildcard SSL-ceptudukara.

3. Ilmg KOppeKTHOM paboThl cepTUPUKAT [OHKeH ObITb MOANHCAH aBTOPHM30BAHHBIM
cepTUdUKAIUOHHBIM I[EHTPOM.

4. CeprudukaThl JOKHBI 00s3aTelIbHO cooTBeTcTBOBaTh ¢opmary PEM u comepxaTh
«BEGIN CERTIFICATE». Ceprudukarst OpenSSL ¢opmara PEM c 3aronoBkom
«BEGIN TRUSTEDCERTIFICATE» He nojiiep>KuBaroTCsl.

[Topsimok pa3mertieHus1 CEpTU(UKATOB:

1. PasamectuTh cepTUdUKaT BHEITHEr0 JOMeHa:

[root@squadus infra ~]# vim certificates/server.crt
2. Pa3smecTuTh KJ1r04 BHeIIHEro JOMeHad.

[root@squadus infra ~]# vim certificates/server.nopass.key
3. PazmecTuTh 1enouky cepTUUKATOB IMPOMEXYTOYHBIX I[eHTpoB ceprthdukanuu (CA)

BHelIHero JoMeHa:

[root@squadus infra ~]# vim certificates/ca.pem
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B xoHne daitsla He MO/DKHO OBITH IYCTOW CTPOKU. PexomeHnpyercss mpoduTarh (ani c

nomoInbio yTuiiutel CAT. B pesynbraTe oToOpasuTcs ciepyoliee:

[root@squadus infra ~]# cat certificates/external server.cert.pem

[root@squadus infra ~]#

Hnst cosmanusi camomnonnucanHoro (selfsigned) Wildcard SSL ceptudwukara MOXHO
BOCIIOJIb30BAThCSI CKPUIITOM U3 MocTaBKU. [locre 3amycka nprBefeHHON KOMaHJbl TeHepUpPYIOTCS
BCe HeobOxo/iMMble CepTU(UKATBI U KIIIOYM IS JIOMeHa example.net, a TaKXXe aBTOMaTHUYECKU
KOIIMPYIOTCA B IMPEKTOPHIO certificates.

bash contrib/scripts/gen self signed cert.sh example.net

2.2.10 OonoBienue SSL-cepTuduxaron

Jl1st oOHOBJIEHUs paHee YCTaHOBJIEHHBIX CepTH(HKATOB HEOOXOJWMO pa3MeCcTUTb HOBBIE
cepTudrKaThl B TUPEKTOPUU certificates COIJIACHO MOPSIKY pa3MellleHus], OITMCAaHHOM B paszielie

«Pasmemienue ssl-ceptudukaros [yist NIMPPOBaHUS», 3aMeHUB CTapble (aiiibl Ha HOBLIE.
[Tocne BbIOJIHEHUS 1IAroB, ONMCAHHBIX B pasnene «Pasmemenue ssl-ceprudukaroB s
nMppoBaHUs», HEOOXOAUMO BBIIIOJIHUTh YCTAHOBKY HOBBIX CEPTU(PUKATOB C IIOMOIIBI0O KOMAH/IbI:

ansible-playbook playbooks/squadus/ingress.yml
ansible-playbook -t turnserver playbooks/squadus/meet apps.yml

2.2.11 Hacrpoiika 0CHOBHBIX IapaMeTPOB YCTAaHOBKH

2.2.11.1 Hacrpoiika MUHUMA/IbHBIX IAPAaMeTPOB YCTaHOBKH

[Tepedenb mepeMeHHbBIX, HEOOXOUMBIX JIJISl YCTAHOBKH, ITPHUBeJieH B Tabiuile 14.

O B nensix obecriedenust 6e30nacHOCTH BCe [1ApOJIM U KIIIOYH, IPUBeJleHHbIe B
Tabnurie 14 v fanee, OMDKHBI OBITH 3aMeHeHbI Ha HOBBIE.

Tabmuma 14 — Hacrpoiika MUHUMAJIbHBIX TapAaMEeTPOB YCTAHOBKHU

3HaueHHe
[Tapametp Onwucanue Tum
110 YMOJTYaHUIO
ansible user Wwms nonb3oBaresns, 0T KOTOPOTO
BBITIOJTHSIETCSI yCTAaHOBKa. Str i
[Tonb3oBarenb AOKEH UMeThb JJOCTYII
1o ssh k XocTaM cucTeMbl
jibri_recorder password [Taposib, HcIiONB3yeMblil B Str i
IIOJICKCTeMe 3allCH KOH(pepeHITUN
jibri_auth password [Taposib fuist BHyTpeHHeN
aBTOPHU3AI[MY CEepPBHCA 3alIUCH Str -
KOH}epeHITUI
jicofo_auth password [Tapons mis ayrentudukanuu jicofo Str i
(KOMITOHEHT BUIEOKOHGbEPEHITHH)
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3HaueHuUe
[Tapametp Onucanue Tun
10 YMOJTYaHUIO
jicofo_component secret | BayTpeHnHuit naposb 1yis paboThl
jicofo (koMIiOHEHT Str -
BU/IeOKOH(}epeHITHiN)
jitsi_jwt secret JWT-naposnb ajist paboThl jitsi Str i
(KOMITOHEHT BHUJIeOKOH(pepeHITH)
jitsi_jwt app id Unentudukatop JWT npunoxenus Str -
jvb_auth password AyTeHTHUGUKAITMOHHBIN TAPOJIb IS
paboThl jvb (KOMIIOHEHT Str -
BUJIEOKOH(}EPEeHITHUH)
jvb_component_secret BryTpennuii naposb [ij1st paboTsl jvb Str i
(KOMITOHEHT BU/IeOKOH pepeHITU i)
manganum_mongodb pass | [lapomns s 6a3bl JaHHBIX,
word WCII0JIb3YeMOU KOMIIOHEHTOM Str i
manganum. JloykeH ccbUIaThCs Ha
MapoJib cepBrca squadus
minio_access key Kittou focryna k xpaHuwaiy S3 Str -
minio_secret_key CekpeTHBIN KJIIOY JIs1 IOCTYIIA K Str i
XpaHWIMIyy S3
mongodb root password | [Iaposnb npuBUIIErMPOBAaHHOTO
Iosib30Baresis B 6a3e JaHHBIX Str -
MongoDB
mongodb_secured key CekpeTHBIH KJIIOY JIJIs1 yCTAaHOBKU Str i
MongoDB
redis_password [Taponb k 6a3e maHHbIX Redis Str -
squadus_domain VkasbiBaeTcsl BHelllHee JOMeHHOe
MMs CUCTeMBl Jy1s foctyna k [10 Str -
Squadus
squadus mongodb passwor | [Tapomns 7151 63361 JaHHBIX, Str i
d VICII0JIb3yeMOM cepBUCOM squadus
jitsi_use keepalived Bxitrouenue u HacTpoiika cepBUca
keepalived myist paboThl B kj1actepHoMm | Bool -
pexxrmMe
tls ca_filename Hms daiina nenouku
IIPOMEeXYTOYHBbIX cepTUdukaToB CA Str ca.crt
U1l BHEIIIHero JJoMeHa
tls_cert filename Wwms daiina ceprudurkara s Str server.crt
BHeIIIHero JJOMeHa
tls key filename Wms daiina kiiroda Jijisi BHeIlIHero Str server.nopass.key
JIOMeHa
squadus_use_keepalived | BxiroueHue 1 HacTpoiika cepBuca
keepalived myist paboTe! B kitacrepHoMm | Bool -
pexxrimMe
scandium _mongodb passw | [Iaposb 11t 6a3bl JaHHBIX,
ord HCIT0JIb3yeMOUM CePBUCOM Str -

yIpaBjieHus: KOH$epeHIIUsIMU
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3HaveHHe
[Tapametp Onucanue Tun
10 YMOJTYaHUIO
squadus_jwt secret JWT cekper st nogkitouenus [10 .
- Vagi2uk2CheCa
Squadus asns cepBuca ynpaBieHus Str
hbohphe
KOH(}epeHITUSIMHU
tennessine_mongodb pass | [Taposb 1yist 6a3bl JAHHBIX,
word HCITOJIb3yeMOM KOMITOHEHTOM Str
tennessine. JloipkeH cchllaThCcd Ha
napoJib cepBuca squadus
zinc_mongodb_password | Ilaposnb asis 6a3el JaHHBIX,
HCII0JIb3yeMOUM KOMIIOHEHTOM Zinc. Str
JloJDKeH cChlaThCs Ha MapoJlb
cepBuca squadus
turnserver cli password [Taposb it mocTyTia K
aIMUHUCTPATOPCKOMY KOMaHJHOMY Str RcBaN5mKibWe
unrepdeiicy (CLI) - ykaszano B ¢arine 25h6NWIN
nucTpubyTtrBa readme
turnserver_secret BuyTpennuii maposb Jijist paboThl Sir oogieyahneiBiene
API i8ey
[IprMep KOpPEKTHO HACTPOEHHBIX TTaPAMETPOB:
ansible user: "root"
jibri recorder password: "eChuoNgae0Ohzlihahmoichu4heeshu4"
jibri auth password: "aCeephaobahjeexeWeiOAa8ceeboegiu"
jicofo auth password: "concentrationcompensationgivesreed"

jicofo component secret: "ieHliedaejaiOob9piClfaeGhiel2ahM"

jitsi jwt secret: "aishi8ceYibpeidlYeemaawahb2ve7we"
jitsi jwt app id: "meet"
jitsi main domain: "meet.example.net"

jitsi use keepalived: false

jvb _auth password: "solelyafternoonattorneyssomewhere"
jvb component secret: "moophehlaixohcaequai5go4Awee4ou7"

manganum mongodb password: "{{ squadus mongodb password }}"

minio access key: "thilshogeuThuOsheeShooqueukur8Ae"
minio secret key: "neecien8GahG@iudoh60oloong5ocopaem”
mongodb root password: "processionmerryrapidmessage”
mongodb secured key: "elephantwisdomexceptionuse"

redis password: "rakeproposebowpupilvirtue"

squadus_ jitsi enabled: true

squadus domain: "example.net"

squadus mongodb password: "illegalongoingsurvivedesignation"
squadus_use keepalived: false

scandium mongodb password: "chopohYuicoo2moo2uuphev2iechae4E"
scandium squadus jwt secret: "chaevieTOoiz3ifoocev3eevainei4om"
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tennessine mongodb password: "{{ squadus mongodb password }}"
tls ca filename: "ca.pem"

tls cert filename: "server.crt”

tls key filename: "server.nopass.key"
turnserver cli password: "RcBaNSmKibWe25h6NWiN"

turnserver secret: "oogieyahneiBienei8ey"

zinc_mongodb password: "{{ squadus mongodb password }}"

2.2.11.2 YcranoBKa cucremsbl is1 padoTs! 0ostee 1000 mosn3oBaTesei

[Ipu ycranoBke 10 Squadus ans ucnons3oBanus 1000 u 60s1ee momb3oBaTened He0O6X0AUMO
C TIOMOIIBI0 TeKCTOBOT'O pe/laKToOpa OTKPBITH (aiijl, pacIoioKeHHbIA B CIIeAyIOlel TUpPeKTOpPUn
inventory/group_vars/Squadus/main.ymlIIprqHyK)HO6aBHTb(ZHOBOﬁ(HpOKH]IEpEMEHHYKx

tennessine status debounce time: 7000

2.2.12 Hacrpoiika I0NOJIHUTEIHHBIX IAPAMeTPOB YCTAaHOBKH

Hacrpoiika 1omosiHUTENbHBIX IapaMeTpoOB TPOU3BOAUTCS B aiyie extra vars.yml.
JlaHHBIe TapaMeTpbl M3MeHSTh He o0s3aTenbHO. HacTpoiika OTONHUTENBHBIX —ITapaMeTpoB
YCTAHOBKY IpUBefieHa B Tabuuile 15.

Tabmuna 15 — Hacrporika AONIOTHUTENBHBIX TapaMeTPOB YCTaHOBKU

3HaueHue 110
[Tapamertp Onucanue Tun
YMOJTYaHUIO
excalidraw_whiteboard | BxiitoueHue BUPTyaIbHOM JOCKU ISt Bool false
enabled pHCOBaHUS B BUIEOKOHpepeHIHsIX
jitsi_sip_enabled YcraHoBKa M HAaCTpoOMKa cepBUCaA ISl
VHTerpamnuu co cropoHHei SIP Bool false
CHCTEeMOU
jigasi_sip_server Anpec SIP cepBepa, ¢ KOTOPbIM Str i
IPOBOJIUTCSI MHTEr pariyst
jigasi_sip_port [TopT cepBepa SIP Int -
jigasi_sip_transport TpaHCIOPTHBIM TPOTOKOJI,
MCII0JIb3yeMblii cepBepoM SIP, ¢ Str -
KOTOPBIM IIPOBOJIUTCS] UHTErPaIvsl
jigasi auth password BryTpennuii maposb 171 cepBuca jigasi Str -
jigasi_sip password [Taponb my1st mocrymna k SIP cepsepy, ¢ Str i
KOTOPBIM IIPOBOAUTCS MHTEr palius
jitsi_readonly Paspemaer vy 3arnperaer uaMeHeHue
username_enabled 0TOOpa)kaeMOro UMeHH I10JIb30BaTeJIs Bool false
P TOJIKJIIOUYEeHUU K KOH(]epeHITHsIM
ntp_servers Cnucok NTP cepepoB mist List - "centos.pool.ntp
CUHXPOHHU3AIIUU BpEMEHHU .org"
squadus_enable YcranaBnvBaeT BHYTpeHHUN
N Bool true
unbound kemmmpytonuid DNS-cepsep

© 00O «HOBBIE OBJIAYHBIE TEXHOJIOT MW », 2013 - 2024

32



MonOdounc

3HaueHue 1o

[TapameTtp Onucanue Tun
YMOJTYaHHU IO

unbound_access CiioBaph, ONMCHIBAIOIIUI CETKH,

control KOTOpble uMeloT joctyn Kk DNS- Dict -
cepBepy

unbound forward Crnucok azipecoB cepBepoB, K KOTOPBIM

addresses DNS-cepBep Gyzet riepeHanpaBiIsTh List - “8.8.8.8”
3aIlpOChl, eCJIM He MOXeT OTBeTUTh - “8.8.4.4”

CAMOCTOATEJIBHO

[TprMep KOPPEeKTHO HACTPOEHHBIX TTapaMeTPOB:

excalidraw whiteboard enabled: true

jitsi sip enabled: true

jigasi sip server: "10.1.1.51"
jigasi sip port: 5160
jigasi sip transport: "udp"

jigasi auth password:
jigasi sip password:

squadus enable unbound: true

unbound access control:

unbound forward addresses:

-"8.8.8.8"
-"9.9.9.9"

ntp servers:

- "ntp0Ol.your-domain.ru"
- "ntp02.your-domain.ru"
- "ntp03.your-domain.ru"

2.2.13 Hacrpoiika MeKCeTeBOro JKpaHupOBaHMsI

Bo Bpemsi yCcTaHOBKM HpPOUCXOAUT HACTPOMKA MEXCETeBOI'0 3KpaHa BHYTPH KOHTYpa

cucteMbl. HeobxonyrMo obecrieduTh JONMOJHUTENBHYIO 3alUTy CHCTEMbl C BHEIIHed CTOPOHBI

cucTeMbl (10 OTHOIIIEHUIO K KOHTYPY).

Bo BHemmwu#i KOHTYp AOMKHBI ObITh AocTynHbl 80/tcp m 443/tcp mopthl ¢ IP-ampecoB

BUPTYaJIbHBIX CEPBEPOB C POJIbI0 squadus ha. Ciemyer paspenmTts nmopThl 4096/udp u 10000/udp
Ha squadus meet jvb. A Takke mopThl 3478[tcpjudp], 5349[tcpludp] m 49152:65535/udp Ha

HepBbﬁicepBeprynansquadus_meet_jvbZUUIpa6OTbIHHn&HVeL

OcranbHbIe IMTOPTBI AOJI>)KHBI OBITH 3allpenieHnl.

© 00O «HOBBIE OBJIAYHBIE TEXHOJIOT MW », 2013 - 2024

networkl:"192.168.1.0/24"

"wepeez3euQueik7pohke2cixohciePhu"
"Uzaingaifiuwo8aesuw9aThe6Jie7Ru5"

33



MonOdounc

2.2.14 Hacrpoiika cayx0b1 cuaxpoHu3anuu Bpemenu NTP

Hacrpoiika CMHXpOHM3allM¥M BpeMEeHHW BBINOIHSIEeTCS aBTOMAaTUYeCKU IIpU IpUMeHeHUU
playbook-a playbooks/common.yml B COOTBETCTBUU C pasnenon1<d{aCTpoﬁKa OOITOJTHUTEJIbHBIX
nmapameTpoB ycraHoBku». [Ipu Heobxomumoctu nyn NTP cepBepoB MOXHO IepeonpefiesiuTb C
HOMOH&H)HepeMeHHOﬁIﬂqlﬁerver&

HeobxomuMo y4duThIBaTh, YTO KOpPpPEeKTHasi paboTa CHUCTeMbl CHHXPOHHU3AllMM BpeMeHU
KpaiiHe BakHa /i KoppekTHOM paboTel 10 Squadus. CtouT ybenutbes, uTo ucnosbyembie NTP

cepBepsl foctyrnHbl 1o UDP-nopty 123 co Bcex y3/i0B yCTaHOBKH.

2.3 3anmyck yCTaHOBKH

YcTaHOBKY MOXKHO BBITIOJIHUTB JIBYMS CITOCOOaMU

1. Jlns yctaHOBKHY OTpeOyeTCs BBIIOJIHUTD ClIeyIOIIye IeUCTBUS:

— 3anyCcTUTh KOMaH/y Ha MOJI0TOBKY CEPBEPOB K YCTaHOBKE:

ansible-playbook playbooks/common.yml --diff

[Tocne 3amycka 3Tol KOMaH[bl OyAyT 3allylleHbl POJIM, yKa3aHHBbIe B pasfeie «OnucaHue
obrmx posteit mojacuctemsl Ansibley.

— 3anycTuTh KOMaHAy Ha ycraHoBKy 10 Squadus:

ansible-playbook playbooks/squadus.yml --diff

[Iocne sTOro 3amyckarTCsi poOJiv, YKa3aHHble B pasfene «Poiy, wucronsdyemble is
ycranoBku [10 Squadusy.

2. 3anyctuTh o0bequHeHHBbIM playbook, KOTOpEBIM BBINOJHUT TOATOTOBKY CEpBEpPOB M
ycraHoBKy 10 Squadus:

ansible-playbook playbooks/main.yml --diff

2.4 IIpoBepka KOPPeKTHOCTH YCTAaHOBKH

J11s1 IpOBepKM KOPPeKTHOCTH YCTaHOBKY He0OXOIMMO BBIIIOJIHUTH Clleylollye AelCTBUSL:

1. 3anycruts npunoxenue [10 Squadus.

2. Hcnonb3oBath /1715 BXOJa yUeTHbIe IaHHble I10JIb30BaTelsl Ui aiMUHUCTPATOopa.

3. BpibpaTh KOHTAKT U3 CIIUCKA U OTIIPAaBUThH eMY COODIIeHue.

4. Eciu coobImeHue yCIenHo OTIpaBUIoCh U ObUIO MMPOYUTAHO MOJIb30BATENIEM — CHUCTEMa

HACTpoeHa KOPPeKTHO.
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2.5 3amyck HecKoJIbKHX 3K3eMIuisspoB 110

[Ipu ycraHoBKe B OTKA30yCTOMYMBOM KOHPUIYpalMM, BO3MOXEH 3allyCK HEeCKOJbKUX
ak3eMIuisIpoB I10 Squadus Ha kaXx70¥ U3 HOJ| TPYNIIBI squadus_apps.
J11st 5TOr0 HEOOXOAUMO BHITIOIHEHHE CIIeAYIONMX YCIOBUM:
1. OTcyTCcTBUe COBMeIlleHHsI poJied Ha cepBepax TPYNIbl squadus apps C POJISIMH
squadus_db, squadus_meet, squadus_st.
2. YnioBiieTBOpeHHe XapaKTepHUCTUK CepBepOB CIIeAYIOIMM ITapaMeTpaMm:

— konmmuectso VCPU — 6ojiblie 4;

— 00beM RAM — 6oubiie 8 ['0anT.

KonruecTBo 3amyckaeMbIx 3K3eMILISIPOB PeryupyeTcs lepeMeHHON
squadus_pool size 1 pacCUATBIBAETCS aBTOMaTUYeCKHU 110 popMmyJie
squadus_pool size = vCPUS — 4, ectu vCPUS > 4 u RAM > 8 I'Gaiit. B unom
CiTy4ae 3aITyCKaeTCsl OIUH 3K3eMILJISp.

KomnuuecTBo 3amyckaeMbIx 5K3eMIUISIPOB Ha CepBepax MOXKHO IlepeolpelelITh B inventory-

datisie (hosts.yml), J0OABUB ITepeMEHHYIO JIJIs HYKHOT'O CepBepa MJIH T'PYIIIbI CepBEPOB:

squadus_apps:
hosts:
squadus-apps-1.example.net:
squadus_pool size: 2
squadus-apps-[2:3] .example.net:

HeobxoguMo obecriednTh MUHHMaJIbHbIE allllapaTHble TPpebOBaHUS JIJIi OJHOTO 3K3eMILyIsipa
1 vCPU u 2 I'6aiit RAM.

Ilocnie wusMeHeHUs HepF_‘MeHHOI\/'I HeO6XOZ[I/IMO IIPUMEHUTL HKW3MEeHEHHA [Jid CepBHCOB

squadus, caddy2 W otel collector.

2.6 Hacrpoiika push-yBegomiieHuii B pexxuMe yJajleHHOro Bbi3oBa npouenyp GRPC

HaCTpOﬁKa pUSh-YBEJIOMJIEHI/Iﬁ BBITIOJIHAETCS B Py9YHOM HUJIM dBTOMATUYECKOM peXume.

ABTOMarHueckas HaCTpOfIKa IIPONU3BOOUTCA C HCIIOJIIb30BdHKWEM IIepeMeHHbIX W3 c])afma
group vars/squadus_setup/main.yml. Bce ITapaMeTphbI I1epefdroTCda B environment KOHTeﬁHepa
cepBUCa squadus U IIpU Ilepe3anycke KOHTelHepa OyqyT IpuMeHeHbl IIOBTOPHO.

ABTOMarHueckas HaCTpOﬁKa HeBO3MOXKHaA 0e3 IIOBTOPHOI'O 3aIlyCKa ansible-playbook C
MOCJIeAYIOUIUM I1epe3alyCKoOM KOHTeWHepOB squadus. Ha BpeMs Iiepe3allyCKa CepBHChI 6YHYT
HeIOCTYyIITHEI.

Pyuynass  Hacrpoiika  mpefrnosiaraeT  BBOJI  I1apaMeTpPOB [IOAK/IIOYEeHUSI  4depe3

dIMUHUCTPATUBHYIO I1dHEeJIb. HpI/I HaCTpOﬁKe Iepesanyck KOHTeﬁHepOB He HOTpQ6y€TCH.
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Jlist HacTpo¥iku push-proxy agMUHUCTPATOPy CTeHJa squadus OyAyT IlepefiaHbl CllefAyIolye
JTAHHBbIe:
— aitn ceprudurara CA 11eHTpa;
— daiin cepTudukara KireHTa moAnrucaHHbi CA 11eHTpoMm;
— ¢aili ¢ kiIouoM 7S cepTrdUKaTa KIUeHTa;
— ID xnuenra;
— I1apoJIb KJIMEeHTa;
— crucok cepBepoB s nogkioueHus 1o GRPC ¢ ykazannem FQDN cepBepos, u nopt
HOJIKJII0UeHHUs (110 YMOJT9aHUIO uctionb3yeTcs nopT 3031/tcp).
@ Cnucok cepBepoB /IS OJKJIOYEHUS 3a/IaH 110 YMOIYaHUIO B IlepeMeHHOU

myoffice push grpc proxy endpoints

2.6.1 Pyynas HacTpoiika

[Tepen Hayamom HacTpoiku push-proxy Heob6xoquMo yOeuThCS, YTO M0JIb30BaTelb 0b1aaeT
MpaBaMM aJIMUHUCTPATOPA.

Jlnst BKJIIOYEHUsI HAaCTPOMKM CJieflyeT OTKPBITh aJMUHMCTPATUBHYIO TaHelb U TeperTH B
pasnen ApmuHucTpupoBanue > Push yBegomienus.

B cootBercTBUM C PUCYHKOM 2 He0oOXOJMMO YCTaHOBUTH IlepekjiovyaTellb B IIpaBoe

oJIOKeHe BKIIOUHTD.

Push-yBegomnenus

® Bxuounts

AN\ Mocne waMeKeHKs aToro NapameTpa NOTREGYETCA NepesanycTHTs Squadus.

Wcnonb3aosaTe MMKpocepBXCkl ANA o6paboTku push-yBenoMneHMi

KNy U cepTUhUKaThI w
KoHunaeHUManbHOCTL v
HacTtpoiiku push cepeuca v

Pucynok 2 — OxHo noakiirodeHus push-yBegomieHnin
[Tocse BkIIOYEHUS cepBUCa B CIIMCKe TTapaMeTpoB HeoOx0/IMMO BeibpaTh MyHKT HacTpoiiku

push cepBuca.
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B OTKPBIBIIEMCA OKHE (CM. PI/ICYHOK 3) cajeyeT yKa3dTb 3Hd4YeHUs IS I10JIeH, OIMCAHHBIX B

tabnuie 16.
HacTtpoikn push cepewca ~
MaxkeTHaA CTNPAEKA PUS-yBER0MIEHHA
KOCT CEpBHCA
push-apps-1.push.myoffice.im:303 1 push-appe-2 push. myoffice. ime3031,push-apps-
3 push.myoffice. im:3031
. Henonezoeats 5L
SEL host cepadca
push
D perucTpagu NpUnoess 8 push cepance
D
MNaponke NpRNOEEdRA
PASSWORD
KopHeaod S5L cepradukar
My&nwassii 5L ceprudmiat
MpweatHL@ SSL knwy
Pucynok 3 — OxkHo HacTpolku push-cepBuca
Tabnmuna 16 — Hacrpoiika noseit push-cepsuca
HaumMeHnoBaHue moiist [Ipumepsnl 3HaUeHU Ornwucanue
XocT cepBuca push-apps- Cnucok cepBepoB push-proxy c
1.push.myoffice.im:3031, yKa3aHMeM I10pTa dyepe3
push-apps- JIBOETOYMe, pa3fielleHHbIN
2.push.myoffice.im:3031, 3arsTOM JIjIsl OTIpaBKU push-
push-apps- yBeIOMJIeHU !
3.push.myoffice.im:3031
SSL-xocT cepBuca push Subject alternative name
ceprudurkaTa
ID perucrpanuu - ID mig nopkiroueHus
NpuJioXkeHus B push cepBuce
[Taponb npuiioXKeHus - [Taposnb
Kopnesoit SSL cepruduxar - Conepxxumoe daitna
myoffice ca.pem
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HaumeHnoBanue mojs

[Tpumeps! 3HaYeHU I

Onucanue

[Ty6nuuneiii SSL
cepTUdUKaT

Conepxxumoe ¢aitna
mycompany_client.crt

[TpuBatHbIl SSL KiTI04Y

Conepxxumoe ¢aitna
mycompany_client.nopass.key

[Tocne 3anonHeHUs yKa3aHHBIX T0JIed HeoOXoauMO HakaTh KHONKY CoXpaHMTh B IIPaBOM

BepxXHeM YIJ1y CTPaHUIIbI.

2.6.2 ABTOMaTHYeCKasi HACTPOHKaA

HJISI HaCTPOﬁKH pUSh-YBe,IIOMJIEHI/Iﬁ B aBTOMdTH4YE€CKOM peXunume HEO6XOJII/IMO BBIIIOJIHUTD

Clenyolye JerCTBUS:

1. PackoMMeHTHpOBaTh U N3MEHUTh IlepeMeHHble, YKa3aHHble B Tabnuie 17.

Tabmuma 17 — [lepemenHble Jij1 HACTPOUMKHU push-yBeioMiIeHUM

HaumMeHnoBaHuve nepeMeHHON

Omnucauue

myoffice push proxy grpc enabled

BxuttodaeTr pesxuiM TpoKCHpOBaHMS K push-
cepBepaMm 4epe3 y/1aJieHHbIM BbI30B IIPOLIeTyp
gRPC (3Hauenwue true)

myoffice push grpc proxy endpoints

Crnucok push-cepsepoB

myoffice push proxy tls ca filename

Ceprudukar 1eHTpa cepTudpUKamum,
MO CABIIEro UCIOJIb3yeMble CepTU(PUKATHI

myoffice push proxy tls cert filename

KnuenTckuii ceptudurkar st IOOKIIIOYEHUS K
cepBucy push-yBenomiieHui

myoffice push proxy tls key filename

Kittou cepruduikara

2. PaamectuTh nosydeHHble $haliiibl B pabodyer AMPeKTOPUM JUCTPUOYTHUBA certificates.

3. HOBTOpHO 3allYCTUTh YCTAHOBKY CepBHCA squadus C IIOMOIIbIO KOMaHIbI:

[root@squadus infra~]# ansible-playbook -i hosts.yml playbooks/main.yml\

-1 squadus_apps -t squadus

4. Tlocme 3aBepmienusi pabotel Ansible B ammMunaucrpatuBHOM mnaHenu I[1O  Squadus

IMpOBEPUTL IIPpUMEHEHHN e HACTPOeK B COOTBETCTBUHU C pa3lesiIoM «Py‘lHaﬂ HaCTpOﬁKa>>.
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2.6.3 IIpoBepka paboTsI cepBHCa

Z[JISI ITpOBEpPKU HEOGXOHI/IMO BBITIOJIHUTD CJleayroire ornepanuu:
- HQPEﬁTH B 4aT C I10JIb30BadTejieM U COBepIIrUTb 3BOHOK;

— [pOBEepUTH TesledOH MOJIb30BaTeNsl BO BpeMs 3BOHKA Ha HaJlM4yKe push-yBegomieHusl.

He ucnonb3yiiTe 0WH ¥ TOT e JIOTUH TOJIb30BaTeJIsl IPU TeCTUPOBaHUM push-
O yBenomiieHu. OTCIIeIUTD MOTyYeHre YBeJIOMJIEHUHM C OJJHUM U TeM >Ke JIOTUHOM
HEeBO3MOXKHO.

2.6.4 Y crpaHeHue HeIoJ1agoK

[Ipu obHOBNeHuH HacTpoek push-proxy Heob6X0JUMO COXPAaHUTb HACTPOWKU U MPOBEPUTH
paboty push-yBeomieHuu.

[Ipu oTcytcTBUM push-yBeoMieHUM ciieflyeT repe3anyCTUTh OJUH U3 KOHTeMHepOB T'PYIIIbl
squadus_appsHHHO6HOBHQHHHLIHpHMEHeHHHIHKTpoeK

[TpumMep kOMaHIbI:

docker restart -t 120 squadus-1

2.7 Pe3epBHOe KOIMPOBaHHe JaHHBIX

2.7.1 Pe3epBHoe konpoBanue MongoDB

PeszepBHoe konupoBanre MongoDB BrinosnHsieTcs AByMsi ciocobamu:

1. Ilpu wucnosnb30BaHUM OOBIYHOTO pe3epBHOIO KONMWPOBaHUS 0as3a coxpaHsercs, 6e3
BO3MOXXHOCTHU COXpaHeHMs MaciuTabupoBanHor MongoDB.

2. ITpu ucnonszoBanuu [10 Percona Backup for MongoDB pe3epBHasi korusi coxpaHsieTcst

JUIsl MacirrabupoBanHor MongoD B.

2.7.1.1 Pe3zepBHOe KonupoBaHue 0e3 gonoaHuTeNIBHOr0 I10

JlaHHBIM TUI pe3epBHOI0 KONMPOBAHWs IpelHa3HAa4yeH /I CO3/IaHUsSl pe3epBHOM KOIUU
yCTaHOBKH B pexxuMe standalone u ¢ ucnonszoBanueM Replica Set.

PeszepBHoe konupoBanue 0a3 faHHbIXx MongoDB HacTparBaeTcsi B aBTOMaTUYeCKOM peXrMe
POJIBIO nct.mongodb.backup. Ponb cosmaer pacnucCaHde Cron B OUPEKTOPUHU /etc/cron.d/ C
eXXeTHeBHBIM 3allyCKOM CO3/laHus pe3epBHOM Komuu 0Oa3 mgaHHbIX B 01.00 AM. [lns mu3meHeHus
pacnucaHus HeoOXOIMMO [J00aBUTh IlepeMeHHble B (alil group vars/squadus/main.yml,
VM3MEeHWB 3HaueHUs IiepeMeHHBbIX. [lepemMeHHBble [yIsi HACTPOMKM pe3epBHOTO KOIMPOBAHUS

nprBefieHbl B Tabnuile 18.
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Tabnuna 18 — Hacrporika napameTpoB pacliicaHus pe3epBHOI0 konuposanus MongoDB

HasBaHnue nepemenHoOM Omnucanue Tun SR
10 YMOJTYaHUIO
mongodb backup cron_time day YcranaBivBaer eHb Str "
mongodb backup cron time hour VYcranaBivBaeT 4ac Int 1
mongodb backup cron_time minute YcranaBnuBaer munyty | Int 0
mongodb backup cron time month VYcraHaBIMBaeT MecsI] Str "
mongodb_backup cron time weekday YCTaHaBIMBAET fIEHE Str "
HeJlenu
VYcranaBnvBaer
KOJIMTYeCTBO
mongodb_backup keep days COXPAHACMBIX apXHBOB Int 7
MIPU POTAIKHU MOCTIe
YCIeIIHOI 0
BBITIOJTHEHUSI 3a/IaHUST
HypexTopus s
docker backup dir COXPaHEeHUsI Pe3epPBHBIX Str | "/srv/backups"
KOITUU

[TprMep KOppPeKTHO HACTPOEHHBIX [1apaMeTpPOB:

mongodb backup cron time day: "*"
mongodb backup cron time hour: 1
mongodb backup cron time minute: O
mongodb backup cron_ time month: "*"
mongodb backup cron time weekday: "*"
mongodb backup keep days: 7

docker backup dir: "/srv/backups"”

2.7.1.2 UcnonszoBanue I10 Percona Backup for MongoDB

J171s1 BBITIOJTHEHW S pe3epBHOTO KOIMMPOBaHUs ¢ momMortbio Percona Backup for
O MongoDB B cucreme noimkeH MpUCYTCTBOBATh OTEIbHBIN CEpPBEp C POJIbIO
squadus_infra.

Percona Backup for MongoDB (manee — PBM) mo3Bonsier co3maBaTh pe3epBHbIe KOHHU
MongoDB, pabotatoiieii B pexxuMme mapAdpoBaHus, Wid B pexuMe ReplicaSet (3ToT pexum
nojpa3dymeBaeT paboTy 6e3 ocraHoBKU cepBrucoB MongoDB).

Jlnst co3manusi pesepBHbIX komui MongoDB, paboratomieli B pexxuimMe HIapAUPOBAHUS
ReplicaSet 6e3 ocranoBku cepBucoB MongoDB ucnonbyercs [10 Percona Backup for MongoDB
(PBM). Orpanunuenuewm sBisiercs pabora MongoDB 6e3 ReplicaSet.

Hnst cospanus pesepBHOM konuu MongoDB ¢ ucnonb3oBanuem 110 PBM HeobxomuMmo Ha
kaxayo Hony MongoDB ycranoButk arent [10 PBM c¢ nogkitouennem k MongoDB. Jlorun u
MapoJib M0JIb30BaTeJIs JIJIsl CO3[JaHusl pe3epBHOM komuu Aobasisercs B MongoDB aBTomaTmyecku

npu ycraHoBke MongoDB.
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YcranossnenHbil aredT [10 PBM noaxitodaercs k kaxnor Hoge MongoDB ¢ ykazanuem:

— ReplicaSet;

— [10pTa MOAK/II0YeHUS;

— npedukca 1 FQDN Hoast MongoDB.

[Ipu pabore MongoDB B IapaupoBaHHOM peXxrMe y KaXIOW HONbI cepBepa Oymer
OTJIMYAThLCS TIOPT, NpedrKC, Ha3BaHue ReplicaSet HOBI.

PesepBuble komwuu, cosmaHHbie [0 PBM, coxpausitorcs B XpaHuiuiie MinlO,

yCTaHaBJIMBaeMOe Ha BUPTYaJIbHYIO MALlIMHY TPYIIbl squadus infra. C kaxaon Hogel MongoDB
quist arenta [10 PBM nomxken ObITH MpefocTaBiied IOCTYH K BUPTyalbHOM MalllMHe squadus infra

o 9000/tcp mopry.

Ecm 110 PBM wucnione3yercst B cucteme Iocje pa3BepThIBaHMS, HeOOXOAUMO BBIIIOIHUTD
KOMaHJY:

anbile-playbook -i hosts.yml playbooks/squadus/infra.yml -t mongodb

Hsmenenusi OyAayT npuUMeHeHbI, a Takxke J00aBSITCS BCe HeoOXOAMMble PEeKBU3WTHI IS
CO3JaHUS pe3ePBHBIX KOIUH.

s BKJIFOUEHUS pe3epBHOTO KOTIMPOBaHUS HeobX0JIMMO B daitne

inventory/group vars/squadus/main.yml HU3MEeHHUTDb IepeMeHHYyIo
mongodb backup mongodb pbm enabled, IPUCBOWB 3HA4YeHUeE true.

YcranoBka I1O PBM BLITOJIHSAETCS C IIOMOIIBIO KOMAHIbI:

ansible-playbook -i hosts.yml playbooks/squadus/backup.yml -t
mongodb backup
[IpoBepka pe3epBHOTO KOITUPOBAHMUS:

1. COBHaHI/Ie pPe3epBHBIX KOIIUU 3dIlyCKdeTCs aBTOMATUYECKHU 110 PpdCIIMCAHUIO CepBUCa Cron,

HacTpanBaeMoM aHajoru4yHo tabnune 18. [lyig pydHoro 3amycka cjiefiyeT BBIIIOJIHUTD CKPUIIT:

/srv/docker/mongodb backup management/backup scripts/ \
mongodb backup generic.sh

2. Jlng IpoBepKM CO3[aHHBIX pe3epBHBIX KONHWK Ha BUPTyalbHOM MamMHe squadus_infra

BBITIOJIHUTE CKPHIIT:

/srv/docker/mongodb backup management/backup scripts/ \
mongodb restore generic.sh
3. Ilocne BobImomHEHUs ckpulita Oyner 3amyieH koHTedHep I[10 PBM, B koTopom

BLITIOJIHUTE KOMaHY:

pbm status
[Ipumep BBIBOAA:

Cluster:
shard 2:

- shard 2/shardsvr-squadus.squadus-db-7.example.com:27018 [S]: pbm-agent v2.3.0
OK

- shard 2/shardsvr-squadus.squadus-db-8.example.com:27018 [S]: pbm-agent v2.3.0
OK
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- shard 2/shardsvr-squadus.squadus-db-9.example.com:27018 [P]: pbm-agent v2.3.0
OK
shard 1:
- shard 1/shardsvr-squadus.squadus-db-4.example.com:27018 [S]: pbm-agent v2.3.0

OK

- shard 1/shardsvr-squadus.squadus-db-5.example.com:27018 [S]: pbm-agent v2.3.0
OK

- shard 1/shardsvr-squadus.squadus-db-6.example.com:27018 [P]: pbm-agent v2.3.0
OK
squadus:

- squadus/configsvr-squadus.squadus-db-1.example.com:27019 [S]: pbm-agent
v2.3.0 OK

- squadus/configsvr-squadus.squadus-db-2.example.com:27019 [P]: pbm-agent
v2.3.0 OK

- squadus/configsvr-squadus.squadus-db-3.example.com:27019 [S]: pbm-agent
v2.3.0 OK

PITR incremental backup:

Status [OFF]

Currently running:

S3 us-east-1 s3://http://squadus-infra-1.example.com:9000/mongodbbackup/backups
Snapshots:

2023-10-22T22:00:02Z 14.23MB <logical> [restore to time: 2023-10-
22T22:00:09Z]

2023-10-22T18:36:51Z 14.20MB <logical> [restore to time: 2023-10-
22T18:36:58Z7]

2023-10-21T22:00:02Z 14.55MB <logical> [restore to time: 2023-10-
21T22:00:11272]

2023-10-20T22:00:02Z 14.55MB <logical> [restore to time: 2023-10-
20T22:00:11272]

B CIIMCKe, BBIBEIECHHOM KOMaHOOMH, MOXXHO YBUETb [Od4Ty BBIIIOJIHEHUS Ppe3epBHOI'0

KOITMPOBAHHUS U Pa3Mep CO3dHHOI'O dpXHBd.

2.7.1.3 BoccraHoBiienue

HJ’IH BOCCTAaHOBJIEHH pe3epBHofl KOITNU CjieJyeT 3dlIyCTUTb CKPUIIT:

/srv/docker/mongodb backup management/backup scripts/ \
mongodb restore generic.sh

Jl71s1 BOCCTAHOBJIEHHWSI pe3epBHOM KONMM Ha YyKa3aHHYIO J1aTy HeOoOXOIWMO BBIIIOJIHUTh
KOMaH/Y:

pbm restore 2023-10-22T22:00:02Z
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2.7.1.4 Bo3moxHbIe IPO0IeMbI

BoccranoBiienue pezepBHOM konuu Ha 4yucTyio 6a3y MongoDB FCV moxer oTiM4aThCs.
Hns usmenenusi Bepcun FCV Heobxomumo mnoakmountbcsi kK PRIMARY Home MongoDB u

BLITIOJIHUTH KOMaHY:

db.adminCommand (

{

setFeatureCompatibilityVersion: "4.2",
confirm: true

)
ITocre BrITTONTHEHMUS KOMaH/JEbI cjiegyeT IMpOoaOoJIXKUTh BOCCTaHOBJIEHHM e pe3epBH0171 KOITHH.

2.7.2 Pe3epBHoe konupoBanue MinIO

PesepBHoe konumpoBaHue 0O0BeKTHOro xpaHuiuiga MinlO BbIIOIHSETCS aHAIOTWUYHO
MongoDB c oguum orinuuuMeM — pe3epBHOM Komued 00bekTHOro xpaHuiuiga MinlO sBisiercs
MIHOBEHHBIM  CHUMOK  COCTOslHMsI  0©e3  yAajieHMsi  paHee  3arpy>kKeHHbIX  ¢aiijioB.
PesepBHoe konvpoBanve MinlO HacTpauBaeTcs posibl0 nct.minio.minio backup W 3aIlyCKaeTcs
exxelHeBHO B 2 yaca 30 muHyT. [l i3MeHeHUs pacliucaHus 3aITycka HeoOX0AMMO I00aBUTh B daiii
group vars/squadus/main.yml IlepeMeHHbIe U3 TabmuIbl 19, ¥ ykazaTh 4ac U MUHYTY Ha 3allyCK.

Tabmuna 19 — Hacrporika nmapameTpoB pacnvcaHus pe3epBHOr0 konuposanus MinlO

HasBanue nepemeHnHoM Omnwucanue Tun 3HavyeHue M0 YMOJTYAHUIO
minio_backup cron_job hour YCTaHaB/MBaet Int 2
Jac
minio backup cron job minute YCrauasusaer Int 30
MUHYTY
YcraHaBiMBaer
U PEKTOPHIO JIJIsS "/srv/backups/minio{{ ('/' +
minio_backup dir COXpaHeHU sl Str minio_backup name) if
pe3epBHOM minio_backup name }}"
KOIIUU
YcraHaBiMBaer
minio backup name Ha3BaHHe Str "minio backup"
apXVBHOU KOIIUU

[TprMep KOppPeKTHO HACTPOEHHBIX [1apaMeTpPOB:

minio backup cron job hour: 2
minio backup cron job minute: 30
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2.7.3 IlpumeHeHHe BHECEHHBIX H3MEHEHHI B pe3epBHOe KONHUPOBaHHe

s mpuMeHeHUs] U3MEHEeHUW Ha CTeHJe HeoOXOOUMO BBIMOJIHUTHL KOMaHAY B paboueit
OUPEKTOPHUH install squadus:

ansible-playbook playbooks/squadus/backup.yml --diff

2.8 YcraHoBKka B cocTaBe Jpyrux npoaykroB «MoiOduc»

YcraHoBKa B CcOCTaBe APYIr'UX IIpoayKTOB «MOfIOCl)HC» He BBITIOJIHSAETCS.

© 00O «HOBBLIE OBJIAYHBIE TEXHOJIOT'MH», 2013 - 2024

44



MonOdounc

3 OBHOBJIEHME C IPEJBIIYIIINX BEPCUI

[lepen obHOBIEHMEM Ha BCeX CepBepax C POJIbI0 squadus mail HEOOXOAMMO BBHITIOIHUTD

KOMaHJy:
docker rm -fv postfix relay; rm -rf /srv/docker/postfix relay/
JlaHHBIN AUCTPUOYTHB IpelHa3HaYeH /JIsl YACTOM YCTaHOBKH.
[lepexon ¢ omHOM BepcWM HA APYLYI0 OCYIIECTBJISIETCS AHAJOTMYHO YCTAaHOBKE HOBOW

Bepcuu. [Topsiok yctaHOBKM onucaH B pasnene «llepBudHasi ycTaHOBKay.

3.1 OonoBJienne cepBuca noucka Squash o Bepcun 1.10

Ins mpoBepku Bepcuu Squash HeoOxomumo Ha Jo60M cepBepe TPYIIIBI  poOJied
squadus_search BBIIIOJIHUTH CJIEOYIOMIYIO KOMaHOy:

docker ps | grep sqush
HEPEHBHHYCKON[O6HOBH€HHHCHCT€MLIHEO6XOHHMOIHﬂHOﬂHHTbCHEHYKHHHEHeﬁCTBHH

1. OcTraHOBUTH BCe 3K3eMIUISPhl 3allyIIEHHOI0 CepBHCA squash search, paboTaroime B
CHCTEMe,H&K&WﬂOﬁIﬂ%HOﬂprngIsquadus_search(IHOMOHHHJKOMaHHbH

docker stop squash search

2. YnmamuThb JWPEKTOPHUIO HAa KaXKAOM U3 HOJ IPYIIIEl squadus_search

rm -fr /srv/docker/squash search/data/

3.2 OoHOBJIEHHE cepBepa C poJibio turn

Jlnst obHOBIleHHs turn cepBepa c Bepcuu 1.5 Ha Bepcuto 1.6 cienmyer B ¢aiy hosts.yml
N00aBUTh IPYNIY squadus meet jvb M yKa3aTh IoMeHHoe uMs wi IP-anpec nmepBoro cepsepa.

[Tpumep:

squadus_meet jvb:
hosts:
squadus-jvb-1.installation.example.net:
squadus_meet turn:
hosts:
squadus-jvb-1.installation.example.net
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4 JOIIOJIHUTEJIBHBIE BO3MOXHOCTHU 1 PEKOMEHJAIINN
II0 YCTAHOBKE

4.1 Hacrpotika crenaa I10

Hnst Hactporiku Squadus SAML Heobxonumo MOAKIIIOUYeHWe K KOHTPOJIIepy 1omMeHa Active
Directory Federation Service (manee — ADFS). [lng aTtoro ciemyer nepedTH B JOCTYITHBIM depe3

MOMCK paszien anMuHucTprupoBanus SAML u 3anonauTk noss (cm. PucyHok 4).

o Enable “

Custom Provider “

Custom Entry Point <

IDP SLO Redirect URL -

Custom Issuer “

Pucynok 4 — 3anonnenue noneit B SAML pasmetke

[Tosns, mpeficTaBIeHHBIE HA PUCYHKE:

— Custom Provider — example-adfs;

— Custom Entry Point — https://mdcad-dc-01.ad.example.ru/adfs/ls/. Anpec koHTposLIepa
ADFS;

— IDP Slow Redirect URL — https://mdcad-dc-01.ad.example.ru/adfs/ls/. Anpec koHTposuiepa
ADFS;

— Custom Issuer — https://im.example.ru/_saml/metadata/example-adfs. Cceiika st cbopa

MeTaJaHHBIX CTeH/d. Yactb example—adfs 3dIIOJIHAETCA CaMOCTOATEJIbHO, KdK U B IIepBOM

nyHkTe Custom Provider (yHKTBI 1OJDKHBI COBIIQ/IaTh);

— Private Key Component — npuBaTHbIH Ki1t04. Kimrou mepenaercs anmuauctpatropoMm ADFS
B dopmarte Base64 (PEM).
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4.1.1 lobaBienue crennga Ha cropoHe ADFS

Yrobsl 106aBUTE cTeH] Ha cTopoHe ADFS, Heo6xoarMo BBITIOHUTS CIleiyIolye 1eHCTBUS:

1. OtkpwiTh MaHenb agMuHucTpupoBanust ADFS (cm. Pucynok 5).
W ADFS

Q@ File Action View Window Help
e« nm B

AD FS

Service

Access Control Policies
Rebying Party Trusts
Claims Provider Trusts
Application Groups

Enabled Type | dentfier

Yes WS-Trust /S https:/ /e

Pucynok 5 — Ilanens anMunucrpupoBanus ADFS

n/_saml . Pemt everyore

2. B paspene Relying Party Trust B npaBom yriy BeiOpats Add Relying Party Trust

(cm. Pucynok 6).

Actions

Relying Parky Trusts e
Add Relying Party Trust..,
Wik »
Mewe Windowe from Here

|G Refresh

Help

Pucynok 6 — Bribop peiictBus Add Relying Party Trust
3. B nepBom nyHkTe BbiOpaTh Claims aware > Start.
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4. Jlamee nmob6aBUTH CChUIKY, copmupoBaHHyio B moje Custom Issuer B Squadus
(cm. Pucynok 7).
i Add Relying Party Trust Wizard x

Select Data Source

Steps Select an option that this wizard will use to obtain data about this relying party:

@ Welcome
® Import data about the relying party published online or on a local network

Lo Use this option to import the necessary data and certificates from a relying party organization that publishes
@ Choose Acces its federation metadata online or on a local network.
Policy

Federation metadata address (host name or URL):
[ https: /i s omm—.u/_saml/metadata//smmm—" adf |
Example: fs.contoso.com or hitps://www. contoso. com/app
O Import data about the relying party from a fle
Use this option to import the necessary data and certificates from a relying paity organization that has

exported its federation metadata to a file. Ensure that this file is from a trusted source.  This wizard will not
vahdate the source of the file.

@ Ready to Add Trust
@ Frish

Federation metadata file location:
Browse...

(O Enter data about the relying party manualy
Use this option to manually input the necessary data about this relying party organization.

<Previous [ _Ned> | Cancel

Pucynok 7 — JlobaBiieHue CChIIIKU

5. B nocnenyronmx okHax HeoOX0qUMO HaKaTh Ha KHONIKY Next.
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4.1.2 U3BecTHBIE OrpaHMYCHMIS

Ecnu y nonb3oBaresns HeT nosiel 13 Mapping repeMeHHBIX (HarpyuMep, IOYTHI) HEOOXOAUMO

BBITIOJIHUTD CJIEYIOIIHUE IeVCTBHUS:
— coznath npaBuia i Relying Party Trust asis panee co3naHnHOro creHza;

— MpaBOM KHOMKOM MBIIIM HaXkKaTb Ha co3naHHbIN paHee cTeH 1 Edit Claim Issuance

Policy (cm. Pucynox 8).

Edit Cluirn lzzusnce Policy for im-msbseaichatage office s x
s Tisfboimn A ules

e Iy Haraborm ndes spaciy e claires ul vill b 1 1= th nking paty

Orjer Py Wlaras I (Ui

1 Tub_1_asllassan 5l chair jubay

F) rula_2_slsspsn « G iieirn rubas

{..
A2kl Ride: ESl Redles Auiired Flila
ar, Cancel
Pucynox 8 — Bribop panee co3nanHoro crenia Edit Claim Issuance Policy

[IpaBwuio 1:
c:[Type

== "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname",
Issuer == "AD AUTHORITY"]

=> issue(store = "Active Directory", types =

("http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn", "http://schemas.xml
soap.org/ws/2005/05/identity/claims/emailaddress", "http://schemas.xmlsoap.org/ws
/2005/05/identity/claims/givenname", "http://schemas.xmlsoap.org/ws/2005/05/ident
ity/claims/surname"), query = ";objectSID,mail,givenName,sn;{0}", param =
c.Value);

[IpaBuio 2:

c:[Type

== "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"]

=> issue(Type
= "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier", Issuer
= c.Issuer, Originallssuer = c.Originallssuer, Value = c.Value, ValueType =
c.ValueType,
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format
"] = "urn:oasis:names:tc:SAML:1.1l:nameid-format:emailAddress");

Ecmm nobaBuTtsk Relying Party Trust He mosydaercs u3-3a OTCyTCTBUS nojaepXku TLS Boie
Bepcuu 1.0 Ha ctopoHe ADFS, To cnenyeTr paccMoTpeTh peKOMeHAAIMy 10 BHeCeHUI0 U3MeHeHUU

oT MiCFOSOft, IpuBeJeHHbIe B COOTBETCTBYIOIINX CTATbAX.
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Yrobel nobaBUTH ¢oTo nosb3oBarens u3 Active Directory, Heobxogumo BBIIIOJIHUTh
KOMaHJYy:

c:[Type
== "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname",
Issuer == "AD AUTHORITY"]
=> issue(store = "Active Directory", types = ("thumbnailPhoto"), query
= ";thumbnailPhoto;{0}", param = c.Value);

4.2 Hactpoiika BeOuHapoB

4.2.1 Brirrouenue BeOMHApPOB

[Io ymon4aHuio JlaHHAasT BO3MOXHOCTb OTK/IO4YeHa. [l BriIo4eHUsT He06X0IUMO
BBITNIOJIHUTD CJIefyIolIue JelCTBUS:

1. 3ajaTh 1epeMeHHOM jitsi webinar enabled 3HayeHHMe true B daiiie
group vars/squadus/main.yml

[Ipumep 3anosnHeHus:

jitsi webinar enabled: true

2. [lpumeHUTHh KOHGUTYPAITHIO C CepBepa omnepaTopa.

ansible-playbook playbooks/squadus.yml --tags caddy2,jitsi --diff

3. B paspene AamunucTrpupoBaHue -> Bupeokondepenmuu -> ®djaru Bo3MOKHOCTeH

BKJITOUNTH Co3maHue BUIeoKoH(pepeHIH B pexxuMe BeOUHapa.

O CospaBarb BeOHMHAPBI MOT'YT TOJIBKO I0JIb30BaTeH C IpaBoM JlocTyn k co3gaHuio
BeOHHApPOB.
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4.2.2 TIpoBepka paboTOCIOCOOHOCTH BeOMHAPOB

Jnst mpoBepky paboTOCIIOCOOHOCTH HEOOXOMMO BHITIOJHUTD CIIeAYIOIIHe JIeH CTBUSL:

1. 3amyctuts I10 Squadus.

2. Haxarb Ha nuKTOrpamMMy ki 1 BBIOpaTh B OTKpHIBIIeMCs MeHI0 TyHKT Co3gaTh BeOUHap

(cm. Pucynok 9).

becepbl

H Cozpatb kauan

Ty
£02 CospaTbk KOMaHOy

CJ Cospartb BebuHap
(1 Hauatb KoHdepeHyuio

&> Co3paTh CChUIKY Ha KOHdepeHLMo

Pucynok 9 — Mento Co3ganue
3. B okne co3maHusi BebmHapa (cMm. Pucynok 10) Heobxommmo ykasate Temy wu

IIPUCOEUHUTBCS 110 YKa3aHHOM CCBIJIKe.

HoBblii Be6UHap X

Tema*

| Betpeua #1 ‘

Ccbinka

| © nttps:/g . & “4/call/5823990905 \

Mogepatopsbl
BeicTynatowme

HacTpoiiku 6esonacHocTy -~

Mapone gnAa exoga @

3 Konuposatb npurnawexmne

Pucynok 10 — OkHO co3maHus HOBOTO BebHHapa
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4.3 laTerpanusa Ha npuMepe aBTOMaTHYecKoH TeedoHHoM craHyu Asterisk

ITOT NpUMep JAeMOHCTPHUPYEeT BO3MOXXHOCTh IOJIKJIIOYeHHUsI 1HUGPOBOM aBTOMATUYEeCKOMU
TenedpoHHOM cTaHIMM K komrnoHeHTY [10 Squadus — SIP-nutio3y. 3To mo3BOJISIET y4acTBOBATh B
KOH(]epeHIMSIX C TOMOIIbI0 TejledoHa, MOAJIep>KMBaloIero TOHOBBIM Habop HoMepa.

[Tonkmtouenne K KOH(EpPEHIIMU OCYIIeCTBIIIeTCS 3BOHKOM C TejedoHA Ha 3apaHee
HacTpoeHHbIM HOMep Ha 1udpoBoil ATC (B aToM npumepe ucnosib3yercs Homep «100»).

Yrob6sl monacte B KOHepeHIMIO, KiaueHTy Heobxoaumo BBectu [IMH (upmentudukaTop)
KOHepeHITMH, UCIIONIb3YsI CUCTeMY T'ojIocOBOro MeHio [VR.

[IpuBenennsle koHpurypanuonHbsle ¢ainsl ATC Asterisk sBistoTcs npuMepamMd U He
Ipe/lHa3HauYeHbl JUIs MCIIO/Ib30BaHUS B production-cpefle, a Tak)Xe OPHMEHTHPOBAaHbI Ha BEPCUI0
Asterisk 18.

Ha pucynke npuBesieHa cxeMa B3auMopercTBusi kommnoHneHToB [10 Squadus u ATC Asterisk

(cm. Pucynok 11).

SIP-KnneHTHbI

Cucrema BMAEOKOHd)EpEHLI,HFI\

—
000
000
000 Prosody
XMPP-cepBep
SIP-wnios
Asterisk LWinto3 TenepoHUn

Undposan ATC j

Pucynok 11 — Cxema B3aumojierictBus komnoHeHToB [10 Squadus u ATC Asterisk

4.3.1 Ilponenypa HaCTpOHKH B3aHMO/IeHCTBHA KOMIIOHEeHTOB c Asterisk

J171s1 HaCTPOMKY B3aMMOJIeHCTBUSI HeOOXOAUMO BBIIIOIHUTD CJIeIyIole JeCTBUS:
1. Bxumounth uHTerpanuio SIP-nuio3 s Jitsi, a Takke 3aaTh Apyrue HeoOXOJMMble

repeMeHHbIe B ailjie group vars/squadus setup/extra vars.yml:
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jitsi sip enabled: true

jigasi sip server: "10.0.0.1"

jigasi sip uri: "jigasi@{{ jigasi sip server }}"
jigasi auth password: "SECURE PASSWORD GOES HERE"
jigasi sip password: "ANOTHER SECURE PASSWORD GOES HERE"

2. Hactpouts nonb3oBarenst Asterisk ¢ SIP nomepom 1001 B koHdurypamuonuom darise
pjsip.conf:

[transport-jigasi]
type = transport
protocol = udp

bind = 0.0.0.0:5160

; BHELWHMM aIpec XOocCTa
external media address=10.0.0.1
external signaling address=10.0.0.1

[jigasi auth]
type = auth
auth type = userpass

; [Taposnp B He3aumMdpoBaAHHOM BuIe. TakoM Xe, KaK B IIepeMeHHOUI
jigasi auth password B damne extra vars.yml
password = SECURE PASSWORD GOES HERE

username = jigasi
[jigasi]

type = aor

max contacts = 1
remove existing = yes
[jigasi]

type = endpoint
transport = transport-jigasi
;context = jigasi-in
; public

context = public
direct media = no
disallow = all

allow = speex

auth = jigasi auth
aors = jigasi

rtp symmetric=yes
force rport=yes

rewrite contact=yes
[1001]

type = aor
max contacts = 1
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[1001]

type = auth

username = 1001

password = 1234

[1001]

type = endpoint

transport = transport-jigasi
; public

context = public

auth = 1001

outbound auth = 1001
aors = 1001

disallow = all

allow = g722

allow = speex

allow = alaw

3. 3agaTh quanasoH noprtos At RTP npotokona B koHGUIrypannoHHOM ¢aiiie rtp. conf:

rtpstart=10050
rtpend=10100

4. HacrtpouTb WHTepakTUBHOe TojiocoBoe MeHO I[VR B koHdurypanuonsom darie

extensions.conf:

[public]
exten => 1001,1,Dial(PJSIP/1001,10)
exten => jigasi,l1,Dial(PJSIP/jigasi,1l0)

exten => 100,1,Answer ()

same => n,Set(CHANNEL(language)=ru)

same => n,Playback(greeting)

same => n,Set(Attempts=0)

same => n(getmeeting),Set(Attempts=${MATH(s{Attempts}+1,1i)})
same => n,Verbose(Attempts=: s${Attempts})

same => n,ExecIf(s["s{Attempts}" = "4"]?Gosub(Attempts-Error,s,1l))

same => n,ExecIf(s["s{Attempts}" != "1"]?Playback(tryagain))
same => n,Read(PIN,beep,12)
same => n,Verbose(Result is: ${PIN})

same => n,GotoIf(s[ "s${PIN}" == "" ]?getmeeting)

same => n,Read(confpassword,enterpass&beep,6,,,10)

same => n,Verbose(ResultPASS is: s{confpassword})

same => n,AGI(conferenceMapper.sh,${PIN})

same => n,Verbose(Result is: ${ROOM})

same => n,GotoIf(s[ "s${ROOM}" == "false" ]?invalidnum:joinmeeting)

same => n(invalidnum),Playback(simplewrongconfid)
same => n,Goto(getmeeting)

same => n(joinmeeting),Playback(thanks)

same => n,Playback(enterconf)

same => n,Verbose(Begin Result is: ${ROOM} -Pass: s${confpassword})

same => n,Dial(PJSIP/jigasi,,b(sub-
headers”caller handler”1(${ROOM}, s{confpassword})))

same => n,Verbose(0, Contacting Jitsi... Status is ${DIALSTATUS} );

same => n,Dial(PJSIP/jigasi,,b(sub-
headers”caller handler”1(${ROOM}, s{confpassword})))

same => n,Verbose(0, Contacting Jitsi... Status is ${DIALSTATUS} );
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[easybell-in]

exten => X.,1,Dial(PJSIP/jigasi,,b(handler”addheader~2))
exten => X.,n,Playback(hello)

exten => X.,n,Playback(conf-getconfno)

exten => X.,n(getmeeting),Read(PIN,beep,12)

exten => X.,n,Verbose(Result is: ${PIN})

exten => X.,n,AGI(conferenceMapper.sh,S{PIN})

exten => X.,n,Verbose(Result is: ${ROOM})

exten => X.,n,GotoIf(s[ "s${ROOM}" == "false" ]J?invalidnum:joinmeeting)
exten => X.,n(invalidnum),Playback(conf-invalid)

exten => X.,n,Goto(getmeeting)

exten => X.,n(joinmeeting),Playback(conf-placeintoconf)

exten => X.,n,Dial(PJSIP/jigasi,,b(sub-

headersAcaller;EandlerAl(${ROOM},${PIN})))

[ sub-headers]
exten => caller handler,1,NoOp(Set Header Jitsi-Conference-Room: ${ARG1l} -

Pass: ${ARG2})

same => n,Verbose(Result is: S{ARG1} -Pass: ${ARG2} )

same => n,Set(PJSIP HEADER(add,Jitsi-Conference-Room)=5{ARG1})

same => n,Set(PJSIP HEADER(add,X-Room-Name)=${ARG1})

same => n,Set(PJSIP _HEADER(add,Jitsi-Conference-Room-Pass)=5{ARG2})

same => n,Verbose(RETURN!!!1)

same => n,Return(${DIALSTATUS})

5. Cozmate AGI-ckpunt, a TakXe BBICTaBUTb HeOOXOIMMble IIpaBa U CHeJlaTb ero
HWCIIOJIHSIeMbIM:

cat << 'EOF' > /var/lib/asterisk/agi-bin/conferenceMapper.sh
#!/bin/sh

if command -v curl 1>/dev/null; then
HTTP CLIENT="curl -s"
elif command -v wget 1>/dev/null; then
HTTP CLIENT="wget -g -0 -"
else
echo >&2 "ERROR! HTTP client is absent! Please Install curl or wget."
exit 1
fi

jitsi room=$(S$HTTP CLIENT

http://CHANGE IT TO CONFERENCE MAPPER HOST:800l1/conferenceMapper?id=sl | sed -r

's#” . *conference":" (\d+)@. *#\1#g"')

echo "SET VARIABLE ROOM \"s${jitsi room}\" "
EOF

chown asterisk:asterisk /var/lib/asterisk/agi-bin/conferenceMapper.sh

chmod 750 /var/lib/asterisk/agi-bin/conferenceMapper.sh
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6. Hacrpouts xondurypanuio Caddy2. [ng storo B ¢ailsie extra vars.yml 1006AaBUTH

cjIeayroiye 1apbl KJIII04Y-3Ha49eHue:

caddy2 jitsi sip dialin conference mapper backends:
"{{ [groups[ 'squadus infra']J[O]] }}"
caddy2 jitsi sip dialin enabled: true
caddy2 jitsi sip dialin phone numbers:
message: "Phone numbers available."
numbers:

RU:
"100"
numberskEnabled: true

7. Pa3BepHYTb CEpPBUC conferencemapper Ha TeX K€ XOCTaX, YTO YKa3aHbI B NepeMeHHOU

caddy2 jitsi sip dialin conference mapper backends B IIpedblayllieM HYHKTe.IIPH 3TOM

OXujiaetTcs, uto cepuc oOyget gocrynen no TCP-mopty 8001. B ciiyyae Heob6x0IMMOCTH ero MO>XKHO

HepeonpeHeHHTbHepeMEHHOﬁcaddyz_jitsi_sip_conference_mapper_port

8. IIpumeHUTH KOHPUTYPALUIO:

[root@squadus_ infra~]# ansible-playbook playbooks/squadus.yml \

-—-diff -t caddy2,jitsi
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4.3.2 IIpoBepka paboToCrocodoHOCTH

Jnst mpoBepky paboTOCIIOCOOHOCTH HEOOXOMMO BHITIOJHUTD CIIeAYIOIIHe JIeH CTBUSL:

1. [TogksounTtbest SIP-kMeHTOM K XOCTY, Ha KoTopoM Obln pazBepHyT ATC Asterisk. [liis
ayTeHTUPUKAIIUM MCIIOJIb30BATh JIOTMH M 1apojb, CKOHQUI'YPUPOBAHHBIM paHee B dailie
pjsip.conft.

2. Cosparb koHQepennuwoo Jitsi 1 HaiiTu ujgeHtudukarop, oH xe I[IMH (cm. nmyHkT 3,

Pucynok 12).

MpUMacHTL Y42CTHHKDE
MPOM3BOJMTENLHOCTE
Ha Bech akpaH

BE30NacHOCTE MpurnawexHne

CyOmvTpid
Hauarh 3annch
[o03asuTE YouTube-TpaHCALMo

Mo cceinke
Nokaszams euaeo C YouTube

[ﬂ KonupogaThk CCbINKY Ha BCTpeYy

MOAENMTLCA 3BYKOM YCTPORCTBA

BENICMUTE WYMONOAABNEHHE Mo 3neKTpoOHHOR noYTe
Moxasatb GOCKy

BuOpars (oH

CTaTHCTHEA Homep: 100

NAH-koQ: 697
HacTpoHM
COMETAHMA KNaBHLL

BCTPOWTE Ha CalT

Pucynok 12 — Ilouck unentudukatopa
3. I103BOHMTL Ha CKOHQUI'YPUPOBAHHBIM paHee B aille extensions.conf Homep 100
SIP knueHTa.
4. Vcrionb3yst THCTPYKIIMU TOJIOCOBOTO MeHIO, BBeCTH ueHTHUUKaTOp KoHdepeHIuU. Tak
Kak KoH(epeHIMs B JIAaHHOM CJly4yae He 3allyllleHa I1apojieM, B TOJI0OCOBOM MeHIO Ha 3Talle BBOja

1apoJisi HEOOXOAUMO HaXaTh pelleTKy.
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B pesysnbrate Kk KOHQpepeHIIUU [OJDKeH IPUCOeIMHUTBbCS ydacTHUK Cc umeHem 1001 (cm.

Pucynoxk 13).

Monesoeatens 1001

Pucynok 13 — Yyactauk c umenem 1001

4.4 HacTpoiika BUPTYaJIbHOMN JOCKH JIJIsI COBMECTHOI'0 MCIIOJIb30BaHUS

B IIO Squadus peanu3oBaHa BO3MOXXHOCTb MCIIOJIb30BaHUSI BUPTYaJIbHOW JOCKU BO BpeMs
BUnieokoHdepeHIIUH. COBMECTHBIA JOCTYIl II03BOJIIET KaXKJOMY Y4YaCTHUKY pUCOBaThb Ha
BUPTYaJIbHOM JJOCKe — IIPOIeCcC BUJIEH BCeM YYaCTHHKAM B peajbHOM BpeMeHH. Pe3ysibTaT MOXXHO

coxpaHuTh B dopmate PNG unmu SV G HenmocpeiIcTBeHHO M3 KOHGEPeHITHH.
B JIdaHHOM peJjii3e BUPTYadJ/IbHadd JOCKd He BHUIHA I10JIb30BATeJIsIM MOOUJIBHBIX yCTpOFICTB.

Cy1iecTByeT orpaHuyYeHue 10 OJHOBPEMEHHOMY HCIIOJIb30BAHUIO BUPTYaIbHOM T0cku — 20

I10JIb30BaTeJIeH.

4.4.1 BxurroueHue BUPTYaJIbHOM JI0CKH

ITo YMOJI9aHHUIO JIdHHAAd BO3MOXHOCTb OTKJIIOYeHa. Z[JIH BKJIIOUeHMU s HeO6XOHI/IMO
BLITIOJIHUTD Clleayroiire e CTBUS:

3amaTh IepeMeHHOM excalidraw whiteboard enabled 3HaueHHe true B dailie
group_vars/squadus/main.yml.IIOHpO6Haﬂ HH¢0pMaHHH IpruBeJieHa B paumne«}huﬁpoﬁxa

JOIIOJIHUTEJIbHBIX IIapaMeTpPOB YCTAHOBKHN.

excalidraw whiteboard enabled: true
[IpumenuTh kOHUTYpanuio. [JlaHHOEe AefCTBYEe AOJKHO BBIMOJIHATHCS C MOATOTOBJIEHHOTO

MecTa OIepaTopa, KOTOpOe JMOJDKHO COOTBETCTBOBATh TpeOOBaHWSIM, OIMHCAHHBIM B pasfesie

«YCTaHOBKa MOJICUCTeMBI yIIpaBJieHUs1 KoHpuUrypanusmu (Ansible)».

ansible-playbook playbooks/squadus.yml --tags whiteboard --diff
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ITocne INIpUMEeHeHHn KOHCl)I/Il"ypaLII/II/I B BI/II[EOKOH(l)ep(EHLII/IﬂX IIOABHUTCA BO3MOXHOCTDH

BKJTFOYEHHSI 1 COBMECTHOT'O UCII0/Ib30BaHUs TIOCKU (cM. PucyHok 14).

MPHMAcKTL Y4aCTHUKOR
/) NpPOH3BOAMTENLHOCTE

Ha peck akpaH

(] BesonacHoCTs

CyoTMTpbl

Hauam 3anuck

[oGaeuTs YouTube-TpaHCnALMIo

TMokasaTs BHAED C YouTube
MoAenuTLCA 3BYKOM YCTROACTBA
BENIOMUTE LIYMONOAABNEHHE

MNoxkasats AoCKy

Buibpar: ¢on

CratMcTika

HacTpoitkn
o CoueTaHWA Knasmiu

BCTpOWTE Ha cailT

Pucynoxk 14 — ®yHkus oToOpaXkeHust JOCKU TSI COBMECTHOTO HUCITIOJIb30BAHUS

4.5 Hacrpoiika TpaHckpubammu peds (CyOTHTPHI)

B IIO  Squadus peanmusoBaHa  BO3MOXHOCTb  TpaHCKpUOaluy  ayJuOIIOTOKA
BU/ICOKOH(}EPeHIIUI B peajlbHOM BpeMeHM. Takoi pexXrWM II03BOJIsieT paclio3HaBaTb pedb
Y4aCTHHUKOB M BBIBOJUTH pe3yJibTaT B TeKCTOBOM ¢opMaTe B okHe KOH(pepeH1uu (cM. PrucyHok 15).

BxmounTh naHHYI0 QYHKIMIO MOXeT J000M y4YacTHUK KoH¢epeHIWU. Pesymibrar

TPaHCKpPUOAIY BUJIeH TOJIBKO TOMY YYaCTHUKY, KOTOPBIY BKJIIOYMJI JAHHYIO QYHKIIUIO.

MBaH MiBaHOB: NpMMep pacno3HaHHOW peun y4acTHUKa KOH$epeHL UK

Transcriber

0 B ® @ ® g

Pucynok 15 — ®yHkI1s TpaHCKpUOAIUKU

4.5.1 CucremubIe TpeOOBaHUSI

Mogenn pans  TpaHCKpuOallMy — SIBJISIFOTCSL BBICOKOTOYHBIMU M MOI'YT  HCIIOJIb30BaTh
3HauuTeNlbHble pecypchl Uis GYHKIMOHUPOBaHUS. PexkoMeHyeTcs HCIIOIB30BaTh Cllefyloliye

napametpsl: He MeHee 4 VCPU u 16 I'6aiit RAM y1s otHOM Mojienu.

© 00O «HOBBIE OBJIAYHBIE TEXHOJIOT MW », 2013 - 2024

ul

9



MonOdounc

4.5.2 BrurroueHue TPaHCKPHOAIUM peduH

[lo ymosyanuio TpaHCKpubalvsi peuyd OTKJIIOUeHa. B Tekyleil Bepcuu MOJIep>KHUBaAIOTCS
PYCCKHM M aHTJIMUCKUM s13bIKU. Ho 0fHOBpeMeHHO MOXeT UCII0/Ib30BaThCS TOJIBKO OJIMH M3 HUX.

Jlist yCTaHOBKM MOJeNM JyIsi PYyCCKOTO s3bIKa W BKJIIOUEHUS! TpPaHCKpUOAUK pedu
Heo0XOoUMO:

1. IlpenBaputenbHO 3arpy3uth B Docker-registry KOHTeliHephl SI3bIKOBBIX MOJeJleld U3
apxXvMBOB. ApPXUBBI MOXHO HAaWTU B IOCTaBKe NUCTPUOyTHBA, B ¢aiijlax-apxuBax vosk [LANG]

_[X_X].tar, TAe [LANG] — 3TO HUJleHTUHUKATOp s3bIKa, a [X X] — 3T0 Bepcusi [I0 Squadus.

[Ipumep obi11iero alropMTMa 3arpy3ku MpuBefieH HUXe:

# zarpy3uThb obpa3 danna-apxupa
docker load -i vosk ru 1 2.tar

# NocTaBUTL Ter

# mpeneapuTenbHO 3aMeHuThb "docker registry fgdn" Ha axkTyanbHbM fgdn xocTa C
Docker-registry, mo ymomdyauuioo 3TO0 "{{ groups['squadus infra'][0] }}:5000"

docker tag vosk-ru:1.2 docker registry fqgdn/vosk-ru:1.2

# BHII'PYy3UThb o06pa3 B Docker-registry
docker push vosk-ru:1.2
2. B ¢aﬁne inventory/group vars/squadus/main.yml 3a14aThb HEpEMEHHOﬁ

vosk enabled 3Ha4Ye€HHEe true, a TaKXKe OIIpee/InTh IIepeMeHHYIO vosk hosts.

vosk enabled: true
vosk hosts:
vosk.example.net
models:
- language: "ru
listen tcp port: 2700
3. lobaBuTh B dailsl inventory B paszen Ipynnbl squadus meet vosk XOCT, HA KOTOPBIN

IJIAHUPYyeTcsl ycTaHaBauBaTh Mojien VOSK.

squadus_meet vosk:
hosts:
vosk.example.net:

4. [TpuMeHUTHh KOHPUTYPaLIUIO:

ansible-playbook playbooks/squadus.yml -t jicofo,jigasi,vosk,jitsiweb --
diff
,HHH YCTaHOBKHU MOJe JId AHTJIMMCKOTI'O $I3bIKA, HeO6XOHHMO OonpeeInTh IepeMeHHYIO

jitsiweb transcription preferred language CO 3Ha4YeHHEM "en-US", a Takxke 3aJaThb

HEpEMEHHOﬁTvosk_hosts['vosk.example.net']['models'][O].languageBHaHEHHe "en".

jitsiweb transcription preferred language: "en-US"
vosk enabled: true
vosk hosts:

vosk.example.net

models:
- language: "en"
listen tc-p port: 2700

5. BeimonHuTe NyHKT 3 U3 pasnena «IIpoBepka paboTocriocobHOCTUY.
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Jlist BKIIOUEHHMsI TpaHCKpUOanuy HeoOXOJMMO B MeHIO KOH(pepeHIIMM BbIOpaTh ITYHKT
Cyoturpsl (cM. PucyHok 16), mocie 4ero mossBUTCS OJJHOMMEHHOe MOJAAJbHOe OKHO, B KOTOPOM

clleflyeT IlepeBecTy IepeKJitouaTelib B COCTOsIHUEe BKI.

MpUIMAacHTL Y4acTHUKOB
MpoM3BoaMTENLHOCTE
Ha Beck 3kpaH
BesonacHoCTb
Cy6TuTphl

Hauars 3anuchb

[obaBuTb YouTube-TpaHCnaLmMio

Mokasate BUAEO C YouTube
MogennTLCA 3BYKOM YCTPOMCTBa
Brno4MTE WYMONOQABNEHWE
Moxasats Aocky

Buibpars doH

CTatucTuka

HacTpoikm

Cy6TUTpSLI

COMETAHMA KNABWLL

BCTPOWTL HA CaMT

Pucynok 16 — Bxuitouenue Tpanckpubanumu

© 00O «HOBBIE OBJIAYHBIE TEXHOJIOT MW », 2013 - 2024



MonOdounc

4.6 Narerpamus c Jira

B 10 Squadus ucnons3yercst cepBucC squadus-jiratrigger, I03BOJISIONIMK CHOPMUPOBATH
B IIpeJBapUTeIbHbIM TPOCMOTP 3afaud B Jira. CepBuc oOpaiiaercs K Jira Ha OCHOBaHUWU
uneHTHdUKATOPa 33/]Jaud B COODIIIeHUH T0Jb30BaTelisd. TakuM 00pa3oM, B KaHaje/Tpefie, B KOTOPOM
MOCTYIIUWIIO COOOITIeHre, 3afjaua 0TOOPA3UTCSl C HOMEPOM B BUJIe JIOMOJIHUTENIEHOTO COOOIIeHUSI.

Takke cepBUC OTIpaBisieT KpaTKyl0 CBOIKY II0 H3MeHeHMI0O B IIpoekTe. B panee
BBINYIIEHHBIX ~AUCTPUOYyTUBAX MUCIONB3YyeTCs CepBUC jiratrigger Uil (GOPMHPOBaHUS

MpeBAapUTEILHOIO MpOoCcMoTpa 3a/1ay Jira. B HoBbiX Bepcusx muctpubytuBa [10 Squadus maHHBIN

CepBHC 3aMellaeTCda CEpBHUCOM squadus_jiratrigger.

4.6.1 Hacrpoiika Jira ais uarerpanuu ¢ I10

st unTerpamuu c Jira He06X0AUMO BBITIOJIHUTD CJIelyIolye AeUCTBUS:
— CO37aTh I10JIb30BaTes B Jira;
— YCTAHOBUTH MTApP0JIb CO3[IAHHOMY I10JIb30BaTeJIio;
— BBIZIAaTh ITPaBa MOJIb30BATENTI0 HA YTeHHe 33J1a4 IPOeKTa.

HJIS[ CO3[1dHHA I10JIb30BATeJId W IIPUCBOEHHA IIpdB HGO6XOHI/IMO HCIIOJIb30BATh YYE€THYIO

3dIIUCh C TPpaBaMW aIMUHUCTPATOPA.

4.6.2 Hacrpoiika cepBuca squadus_jiratrigger

HJISI YCTAaHOBKHM CepBHCA squadus_jiratrigger HeobX0oIMMO:
1. OTKprTb (1)a17m inventory/group vars/squadus/main.yml W HW3MEHUTLb 3Ha4YeHUeE
HEpEMEHHOfI squadus_jiratrigger enabled Ha true.

2. OTKprTb (bafm inventory/group vars/squadus/versions.yml M U3MEHUTH 3Ha4YeHHe
HepeMeHHOﬁ squadus_ jiratrigger image tagHa "0.3.0".

HaCTpOfIKa ITapaMeTpoOB IMOAK/IIOYEeHHK BBITIOJIHAETC C ITIOMOIIBIO ITIepeMeHHbIX, YKAa3dHHBIX
B Tabmuiie 20. Yka3pIBaTh 3HaUeHUs TIepEMEHHBIX CJIe[lyeT aHaJIOTUYHO HAacTpokKaM Jira.

Tabmuia 20 — Hactpoiika mapametpoB cepBuca squadus_jiratrigger

ITapameTp Onucanmue Tun SEEE T
YMOJTIaHHIO
squadus_jiratrigger enabled BKJHO%H.?IG cepprca Bool false
squadus_jiratrigger
[Taposb mosp30BaTens "OFSHOFh3XSM
squadus_jiratrigger jira password H;F a60TLL ¢ Jira Str | cbZLaSbFvxbfXl
P KDbPCuU2"
squadus_jiratrigger jira url URL cepBuca Jira Str "https:/jira.com"
N . Hwms nonb3oBarenst . "
squadus_jiratrigger jira username U1 paoThr c Jira Str JiraUser
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[IprMep HacCTpOEHHBIX I1apaMeTpPOB:
squadus_jiratrigger jira password: "5F5H6Fh3XSMcbZLaSbFvxbfX1kDbPCuU2"

squadus_jiratrigger jira url: "https://jira.com”
squadus_jiratrigger jira username: "JiraUser"
Ecmn IlepeMeHHbIe He 93017 olpejiesieHbl 3apaHee B ¢arine

contrib/squadus/group vars/squadus setup, TO HeoOxoauMmo 3anyctuTh playbook Ansible c

HUXeNpUBeJIeHHbIMU I1IapaMeTpaMU [JId YCTAaHOBKH CePBUCA squadus_jiratrigger.

ansible-playbook -i hosts.yml playbooks/squadus/squadus apps.yml -1
squadus_apps -t squadus_jiratrigger

[Toce BbIONIHEHWSI KOMaH[bI, HAa cCepBepax TPYyNIbl squadus apps OyJeT 3amylleH

KOHTeﬁHep(ZHaBBaHHeNIsquadus_jiratrigger.

4.6.3 Hacrpoiiku cepBuca jiratrigger

Hacrpoiiku cepBuca jiratrigger OTVIMYAIOTCS UCKJIIOUUTENIBHO IepeMeHHbIMU B Ansible
playbook, HacTpo¥iku uHTerpauu cepBuca squadus C Jira IpOU3BOSTCS aHAIOTUYHBIM 00pa3oM.

JIns1 yCcTaHOBKM CepBHCa HEOOXOOMMO OTpelaKTMpPOBATh 3HAYEHUS IepeMeHHBbIX B ailse
inventory/group vars/squadus/main.yml. HEPEMeHHOﬁ squadus_enable jiratrigger
Heo6XOHHMO IIPUCBOUTL 3HA4YeHHe true. HepeMEHHHe C YyKa3aHHeM login, password, url

noTpebyeTcst 106aBUTH B daiis. [IpumMep HacTpoliKy mapaMeTpoB IMprBesieH B Tabmwuile 21.

Tabmuna 21 — Hacrporiku cepBuca jiratrigger

IIapametp Onucanue Tun S EE DL ONT
YMOTYaHHIO

squadus_enable_jiratrigger BKJIIOFIEHE/IG ceppuca Bool false

squadus_jiratrigger
"S5FS5H6Fh3
i atriooer fira password [Taposb nosb30BaTess s Sir XSMcbZLa
J SEerJra_p paboTsl c Jira SbFvxbfXlk
DbPCuU2"
jiratrigger jira url URL cepBuca Jira Str httposr:r/l/']'lra.c
jiratrigger jira_username ;I;\;H TIOME30BATeNA I PaBOTLI C Str "JiraUser"

[TprMep HaCTPOEHHBIX TApaMeTPOB:

squadus enable jiratrigger: true

jiratrigger jira password: "5F5H6Fh3XSMcbZLaSbFvxbfX1kDbPCuU2"
jiratrigger jira url: "https://jira.com"”
jiratrigger jira username: "JiraUser"

71 yCTaHOBKM cepBHca HeOOXOIMMO 3allyCTUTh KOMaH/Ty:

[root@squadus infra~]# ansible-playbook -i hosts.yml
playbooks/squadus/squadus_apps.yml -1 squadus apps -t jiratrigger
ITocne BruITOTHEHUS KOMaHIbl Ha CepBepax TIPYIIbl squadus_ apps 6YI[ET 3dITynieH

KOHTelHep C Ha3BaHWeM jiratrigger.
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4.6.4 Bo3amoixHBIE IPO0IEMBI

Eciu B cucreme paHee Obll yCTaHOBJIEH CepBUC jiratrigger, playbook Ansible
aBTOMAaTUYeCKU YIAJIUT CTapblii CepBUC.

[Ipy BoO3HUMKHOBeHHWM IpobieM BO BpeMs YCTAaHOBKA HOBOTO CepBHCa HEOOXOOUMO
MIPOBEPUTD 3aHSITOCTh MTOPTa 4567/tcp Ha cepBepaxX TPYNIIbl squadus apps. ECIIK CTapblil cepBUC He
ObLTT yasieH aBTOMaTUYeCKU, ero HeobXxoJuMo YJIaIuTh Ha KaKIOM CepBepe T'PYIIIbl C MOMOIIbIO

KOMaH/IbI:

docker rm -f jiratrigger

4.7 Hactpoiika aBTOMaTHYeCKHX YBeJOMJIeHHI1 B IIpoekTe Jira

JIJIsT aBTOMAaTUYeCKOro yBeJOMJIEHHMSI O HOBBIX 3a/ladaX W W3MEHeHWH CTaTyca 3a/layd B
npoekTe Jira Heobxoaumo HactpouTh webhook. Ilpu co3manwy win M3MeHEeHHWM CTaTyca 3ajlauH,

II0JIb30BATeJIb C POJIBIO bot 6YI[€T OTIIPABJIATDH COO6H.I€HI/IE C KPATKUM OIIMCAHHEM B YKaSHHHbIﬁ

KaHaJl.
4.7.1 Hacrpoiika Bxogsmux webhook
Hactpoiika Bxopsiiix webhook ocyiiecTBisieTcst mosib3oBareseM ¢ IIpaBaMu
aJIMUHHUCTPATOPA.
Jis Hactpoiiku Bxojsero webhook Heo6xoaumo:
1. Ilepeiitu B pasnen ApMuHHCTpUpOBaHue > HTerpanum.
2. Haxatb kHoniky HoBbIii.
3. IleperiTu Ha 3akiagKy Incoming.
B Ttabmuite 22 npuBenieHbl 06s13aTeIbHbIE TTapaMeTPhI IS 3aI10JTHEeHU .
Tabmuna 22 — Hacrtpolika nmapameTpoB
[Tapamerp Omnucanue 3HaueHne
Bruroueno Bxutouaet webhook AxTuBanus
Y3HaBaemoe onucaHue :
Ums Haspanue npoekra Jira
webhook

Hassanue xanasna mis
ny6JIMKanuy yBeOMJIeHU!
Wwms monb3oBaTens ¢ posibio
bot

Bxmrogaer ckpunt obpabotku
Bxomamnmx webhook

Script Ckpunt obpabotku webhook | Ckpunt npuBesieH HUXe

Ony6nukoBaTh B KaHaje #channel name

OTmnpaBUTH OT UMEHU squadus.bot

Hcnonb3oBaTh CKpUIIT AxTuBanus
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[Tapametp Onucanue 3HaueHue
URL-anpec webhook URL webhook ns Jira dopMupyeTcsl aBTOMAaTHYeCKH
Token Token nys Jira dopmupyeTcs: aBTOMaTUYECKU

Cxkpunt 06pabotku Bxosammx webhook:

/*jshint esnext:true*/

class Script {

process incoming request({request}) {

const data = request.content;

try {

let issue = data.issue;

let baseJiraUrl = issue.self.replace(/\/rest\/.*s/, '');
const result = {

content: {

attachments: [

{

author name: issue.key,

author icon: issue.fields.priority.iconUrl,

thumb url: issue.fields.issuetype.iconUrl,

text: "[${issue.fields.summary}](${baseldJiralrl}/browse/${issue.key}) ",

I

{

author name: ‘Creator: s${data.user.displayName} ,

author icon: data.user.avatarUrls['24x24'],

I

{

author name: "Assignee: ${data.issue.fields.assignee ?
data.issue.fields.assignee.displayName : 'He Ha3HauieH'} ,

author icon: (data.issue.fields.assignee &&
data.issue.fields.assignee.avatarUrls[ '24x24']) || undefined,

3

]

3

3

return result;

} catch(e) {

return { content: { text: “${e.message || e} ${JSON.stringify(data)} }};
}

}

}
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Ha pucyHkax npuBesieHb! IpUMepHl 3anoiHeHus nomnei (Pucynok 17, Pucynok 18).

Bxoasuas uHterpayma WebHook

BknioyeHo 0

Wms (HeobazaTensHo)

tasks_from_project_AWESOME

Ony6nukoBaTb B kKaHane
(e J

@ # @john #general

OTnpas1Tb OT MMEHU

(= ]

McesaoHum (Heoba3aTensbHo)

(e ]

Ccbinka Ha aBaTap (HeobazaTenbHo)

(@ )

Pucynok 17 — [Ipumep 3anonHeHHbIX 10JIel B Squadus

Bxogsawana uHterpaumnsa WebHook

IMOA3KN (HeobA3aTeNnbHO)

(e

:ghost:
WcnonbsoBaTte CKpUNT o
Script

© author_name: "Assignee: ${data.issue.fields.assignee ? data.issue.fields.assignee.displayN
ame : 'He HasHaueH}',
author_icon: (data.issue.fields.assignee && data.issue. fields. assignee. avatarUrls[24x247) ||
undefined,
}
]
}
)
return result;
} catchie) {

URL-agpec Bebxyka

Pucynok 18 — I[Ipumep 3amonmHeHHBIX mosied B Squadus

[Tocre 3anonHeHust 006s13aTeNbHBIX [10JIeH HE0OXOIUMO BBIIIOJIHUTD CIIe[lyollie IeHCTBUS:

1. Haxarb Ha kHONIKY COXpaHUTh.

2. IloBTOpHO OTKpHITH CcO3naHHBIA webhook u coxpanuth 3Hauenus nosneir URL-agpec
webhook 1 TokeH /17151 HaCTpOWKY Ha CTOpoHe Jira.

JanHble noss Oy1yT 3ar0JIHeHbl aBTOMAaTHYeCcKy 10ciie coXpaHeHusl HacTpoek webhook.
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4.7.2 Hacrpoiika webhook Jira

J1711 HAaCTPOMKU YBe[JIOMJIEHUM O CO3[@HUU WJIM U3MeHeHUH CTaTyca 3a/ladd B IIpoekTe Jira
Heobxo/1MMo co3nath webhook.

J11s1 mpyuMeHeHusl HAaCTPOeK Y TOJIb30BaTeJIsl IO/DKHBI OBITh MpaBa agMUHKUCTparTopa Jira. s
3TOrO0 HEoOX0omMMO TeperTH B ApmunucrpupoBaHue > Cucrema > webhook u 3amomHuTh
obsi3aTelbHbIE TTapaMeTPbl U3 TaOIUIIbI 23.

Tabmuna 23 — Hacrtporika nmapameTpoB

[Tapametp Onucanue 3HaueHue
Hms Hassanue webhook Y3HaBaeMoe onvcaHue
Craryc BxittoueHno Bxirouaetr webhook

URL-aapec webhook u3
Hactpoek B [TOSquadus
JQL no3Bossromuii
CobObrTHst Bribopka 3ama4 13 nmpoekTa chbopMHpOBaTh YCIIOBUS
BBIOOPKM 3a/1a4 U3 IIPOeKTa

URL URL webhook

Ha pucynkax 19 u 20 npuBefieHbl IpUMepbl 3a110JIHeHUs TToJIei.

Mma*  im.example.com - [AWESOME][BUG][Created] QA_BUGS

Cratyc* BrnwuveH Bbikno4eH

URL* https://im.example.com/hooks/GzjuGOLUbMsSFAM3E7wMSBzypSxFuffF
MOXHO MCMOAB30BATL CAEAYIOLLME AONOAHNTENBHBIE NEPEMEHHbIE B

URL: S{issue.id}, s{issue.key},

S{project.id}, ${project.key},

MoapoGHee

OnucaHune

Cobeitna  CobbiTUA, OTHOCALLMECA K npobnemMe

CobbiTua gns npobnem u xypHanos paboT. Bel MoxeTe yka3aTs 3anpoc JQL ToNbKO AN 0TNPaskn coBbITUI, MHULIMMPYEMBIX
COOTBETCTBYIOWMMKU NpobneMamum.

© project in (REY) AND (issugtype = Bug or issugtype = Sub-Bug)

OnMcaHMe CMHTaKonea

Pucynok 19 — I[Ipumep 3amosHeHHBIX 1moJiel B Jira
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Xypuan paboTt MNpobnema Ccuinka Ha npobnemy KommeHTapui
CO3/aHO & cospaHo CO33HO CO30aHO
0bHOBNEHO obHoBNEHD yA3NeHo obHoBNEHO
yaaneHo yaaneHo yaaneHo

KypHan paboT nameHeH

CobbITHA, OTHOCALLMECA K NPOEKTY

CobbITMA ANA NPOEKTOB M BEPCHA NPOEKTOB.

MpoekT Bepcua

CO303HO BbINYLWEHO

0BHOBNEHO He BbINYLUEeHO

yAaneHo CO3[1aHO

apxuse nepeMeLleHo

BOCCTaHOBNEHHbIE obHoBneHO
obbvegrHeHo
yaaneHo

COﬁhITHH, OTHOCAWMECA K NONbL30BaATENHD

Mons3oBaTens
Co3aHo
yaanedo
obHoBnEeHO

Pucynoxk 20 — IIpumep 3anonHeHHBIX ITosel B Jira
[Tocne 3anonHenus nosjer He0OXOAUMO HaXKaTh KHONIKY COXpaHUTh.
B npumepe cozpan webhook g npoexkra DEV, 3agau tTunna BUG u paccbuikoin

@ yBeJIOMJIeHUH IIPY CO31aHUM 3a7a4u B rpoekTe. [Tone URL 3anomnHsiercs cchliikon
aBTOMaTH4ecku cdopmupoBanHoi B Squadus B mosie URL-agpec webhook.

4.8 Pexxum deneparuu

Pexxum denepaniuu B Squadus — 3TO BO3MOXKHOCThH CO37JaBaThb KOMHATbI/KaHAIbl MEXIY
pasHbIMM cepBepamMH Squadus ¥ TpurjamaTh B KOMHATHI I10JIb30BaTeNlell M3 Pa3HbIX CEepPBEpOB.
BzaumopeiictBre cepBepoB Squadus B pexxume defepalliii OCHOBAHO Ha cepBuce Matrix Synapse
(kOTOpBIM TakXe MOXKeT Ha3bIBaThCsl homeserver), ¥ ycTaHaBIMBAeTCsl Ha KaXK[IbIi cepBep.

B kaudectBe 6a3bl naHHBIX Matrix Synapse 1o yMOJT4aHHIO MCIIOJIb3yeTCsl pelisiiMoHHas 6a3a
JTAaHHBIX C OTKPBITHIM KoJIoM PostgreSQL. Squadus perucrpupyetcs kak Application Service (ciy>x6a
npuioxeHui) B Matrix Synapse u B3auMopeicTByet ¢ HUM depe3 Application Service APL

Bce homeserver-cepBepbl B3auMoieicTByeT Mexay coboit yepe3 Server-Server API. Jlro6oe
cobbiTHe B desiepaTUBHOM KOMHaTe (OTIpaBKa COOOIEHUs, peaKkilus Ha COoOIeHre, M3MeHeHUs
Ha3BaHUs KOMHATHI, J0baBjieHre HOBOTO I10JIb30BaTelis U T.J.), IPOM30Ile/illiee HAa OJTHOM cepBepe
Squadus, mpoxoauT Yepe3 3Ty IeMOYKY U 3aMMCchbiBaeTcs B 6a3y Apyroro cepsepa Squadus.

Kaxnpiii akkayHT OJHO3HAYHO OIlpefieisieTcss JIOTMHOM M CepBepoM, HallpuMmep,

@alice:example.com. =~ KomHaTta omnpenesnsercs ee WMeHeM UM CepBepoM, HaIpHUMep,
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#room:example.com. Matrix Synapse He XpaHUT JaHHBle ajipeca IIOYTHl, HOMepa TejlepOHA, HO

XPaHUT HeoOpaThMble Xell-GyHKIIUU U OCYIIECTBJISIeT TOUCK UMEHHO 10 HUM.
4.8.1 Hacrpoiika pe:xxuma denepanuu

,HJ'ISI B3aMMOJENCTBHS Ha CETEBOM YPOBHE HF_‘O6XO,I[I/IMO OTKPBITH OOCTYII I10 ITPOTOKOJIY TCP

HOpTaM IJIsl BXOAsIero Tpaduka, NprBeleHHbIM B TabmuIle 24.

Tabmura 24 — IlopTel 1y1s BXoAsIero Tpaduka

3HaveHue 110
[TapameTtp Onucanue Tun
YMOTYaHHUIO
squadus federation bridge int port Bpumx mopT g cepsuca squadus int 3300
synapse client int port KnuenTtckuii mopT cepsuca Synapse int 8008
synapse federation int port ITopT deneparnuu cepsrca Synapse int 8448

st ycranoBku Squadus B pexuMe ¢enepaiii HeoOXOOUMO IIPUCBOUThH 3HAYEHUS

IlepeMeHHbBIM, IIPUBeJleHHbIM B Tabmuile 25.

Tabmuma 25 — IlepemeHnHbIe /1711 HACTPOUKHU deiepaIiui

3HaveHue 110
[Tapamertp Onucanue Tun
YMOJIYaHHIO
Bxirounts ycTaHOBKY 0a3bl TaHHBIX
squadus_postgresql _enabled PostgreSQL bool true
squadus federation enabled Bxmounth pexxuM denepanuu Squadus| bool true

Crnncoxk 3anpetieHHbix [P-agpecos s
npueMa coobIeHni
Crcok pa3penieHHbix [P-ampecos s
MpreMa CoOoOIeHUuN
Crucox pa3pelieHHbIX JOMEHOB JIJIsl

synapse_ip range blacklist list -

synapse_ip range whitelist list -

synapse_federation domain_ whitelist rpyuemMa cooOIeHHH. list -
IIpumep: im.example.com
[IpenBapuTesnbHO, HeoOX0IMMO YCTaHOBUTh bubmroTeky psycopg?2

(c™m. paspen «IIporpammubie TpeboBaHus»). JlaHHas OUOIMOTEKA WCIOIb3yeTCsl Uil YIpaBJeHUs

KoHUTypanuen cepuca 6a3bl qaHHbIX PostgreSQL.

J171s1 npuMeHeHUsI HACTPOeK Ha paHee MOJT0TOBJIEHHOM CTeH]ie CJieflyeT 3allyCTUTh KOMaH/y:

ansible-playbook playbooks/squadus.yml --tags federation --diff
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4.9 Hacrpoiika OTHPAaBKH IPWIOXKEHUH K JIoraM

B Squadus peanuzoBana ¢yHKIMS OTIIPaBKU KOIWM JIOTOB Ha CTOPOHHUH CEepBep B YXke

CYILIeCTBYIOIIEH chcTeMe 3aka3urka. HacTpoiika GpyHKITUM BBIMOJHSIETCS B CJIeAyIOIeM MopsiKe:

1. s HACTPOWMKU HOOKJIIOUeHU S HeobX0oOIUMO B daitne

~install squadus/group vars/squadus/main.yml YKa3aTb 3Ha4YeHHn4 IIepeMeHHbIM,
IlepeurciieHHbIM B Tabmuie 26.

Tabmuma 26 — Hactporika OTIIpaBKH JIOTOB Ha CTOPOHHUM cepBep

HaumeHnoBaHue nepemeHHOM Tun 3HaueHUe Onucanue

[P-anpec niu fomMeH

str - CTOPOHHEero cepBepa cbopa

JIOTOB

syslog ng external port int [TopT cToponHero cepepa
remote cbopa J10roB

Bruttouenue/oTkitoueHe

syslog ng external collector
hostname

syslog ng external tier send true / false (mo

bool ($YHKIIMM OTIIpaBKU JIOTOB Ha
remote YMOJTYaHUIO) N
CTOPOHHUI CepBep
[Ipumedanme — mpyU OTCYTCTBHUU IepedMCIIeHHbIX B Tabmuie 27 IepeMeHHBIX CJefyeT

ﬂ06aBHTbLD(prqHYK)B(baﬁﬂe'vinstall_squadus/group_vars/squadus/main.yml.

2. s BBIOOpA cepBuCa HeobxoIMMOo B ¢arine
~install squadus/group vars/squadus/main.yml HaUTH ClIOBaph syslog ng services H
H06aBHTbHepeMeHHyK)external_collector:C03HaquHeN[tru&

[Tpumep:

syslog ng services:

squadus_apps:
argon: {}
bohrium: {}
boron: {}

praseodymium: {}
sodium: {}
squadus:
programm name: "squadus-.*

external collector: true
squadus_jiratrigger: {}
tennessine: {}
3. Jlns BHeceHUsI W3MEHEHMM M 3allyCKa CepBHCAa B CYIIeCTBYIOIIeW CuCTeMe ClleJlyeT

BBIIIOJIHUTb KOMaHIY:

ansible-playbook playbooks/squadus.yml -t syslog ng --diff -i hosts.yml
4. ]Ins BHeceHMs] M3MEeHEHUH M 3aIlyCKa CepBHCa B HOBOUW cHCTeMe Iocje M3MeHeHUH daiiia

~install squadus/group vars/squadus/main.yml HeoObX0IUMO BBIIIOJIHUTH YCTAaHOBKY

CHUCTEMBI B COOTBETCTBHUU C Pa31ejiOM «BHHYCK YCTaHOBKU».
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4.10 ITonkroueHre K MOHUTOPHHTY

Inst monkitoyeHust Kk cepBucy MoHutopuHra Grafana ciemyer ucmosib3oBaTh IapaMeTphl,
yKa3aHHbIe B Tabmuile 27.

Tabmuma 27 — [lapameTpsl MOKTIOYEHHUS K CEPBUCY MOHUTOPUHTA

[TapameTtp 3HavyeHHe
Anpec noakIrOYeHUst http://{{ grafana domain }}
HWms monb3oBaTenst admin (110 YMOTYaHHIO)
[Tapone 3Ha4yeHHe IlepeMeHHOMN
grafana admin password

3HayeHHe IlepeMeHHOM ajpeca IOAK/IIOYeHUs (OpMUPyeTcs CllefylolyM obpasoMm:

grafana domain: "grafana.{{ groups|['squadus infra'][O] }}"

A-zanmucy mnma FQDN pomxHa ykasbiBaTh Ha [P-aipec  cepBepa Trpymmbl  poiieid

squadus_infra

4.11 TobaBeHre CTOPOHHET0 KOPHEBOro cepTudukara

B TIO Squadus peanusoBaHa ¢GyHKITHS 100aBJIeHUsS CTOPOHHEIO KOPHEBOT'O cepTHdUKaTa
(manee — CA). ITox cropoHHMMHU nofipa3yMeBaroTcsl camonognvcanible CA nnu CA, nosy4eHHble
OT TPEeTbUX JIUII.

s paboThI o dyHKIMEeN HeobxoIMMOo OTKPBITh darin
~install squadus/group vars/squadus/main.yml U B JUPEKTOPHUHU install squadus YKa3aTb
3Ha4YeHUs TepeMeHHbIM, TTpeJiICTaBJIeHHBLIM B Tabmuile 28.

Tabmuna 28 — Jlob6aBieHre CTOPOHHEr0 KOPHeBOro cepTUdUKara

HanmMeHoBaHue nepeMeHHOMN T . 3HaueHHe Omnucanue
repeMeHHOM
Bxirouenue/
prosody extra _ca_enabled boolean frue / false (mo OTIITOTCHHE
YMOJTYaHHIO) GYHKITUN TOJIEPIKKU

cropoaunx CA
HupexTopus,
cofieprKalas

prosody_extra tls ca directory string "/path/to/directory” cropoHHHe CA
¢aribl B popmare
*.crt

[TpuMeuanne — IpU OTCYTCTBUM IlepeuyMCIIeHHbIX B Tabiuie 29 IepeMeHHBIX CiefyeT

HO6aBHTbLD(prqHYK)B(baﬁﬂ'vinstall_squadus/group_vars/squadus/main.yml.
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BHecenne nsMmeHeHuil B CYLHECTBYIOLHEﬁ CHrCTeMe BLIIIOJIHAETCA OJId IIOJCUCTEMBbI prosody C
IIOMOIIIBIO KOMAH/HI:

ansible-playbook playbooks/squadus.yml -t prosody --diff -i hosts.yml
J11s1 BHeceHMs] U3MEeHeHUM U 3allyCKa CepBHCa B HOBOM CHCTeMe II0C/Ie U3MeHeHuH ¢aiiia

~install squadus/group vars/squadus/main.yml HeobX0IUMO BBIIIOJIHUTH YCTAaHOBKY

CHUCTEMBI B COOTBETCTBHUU C Pa31eJIiOM <<38HYCK YCTaHOBKU.

4.12 Hacrpoiika cucremsbl mis pabots! 6osee 1000 monbp3oBaTesneit

Hns ucnonb3oBanus Squadus 1000 u Gosiee Tob30BaTeNe mepell YCTAaHOBKOW Clie[lyeT
I006aBUTH IIepeMeHHYI0 tennessine status debounce time B COOTBETCTBHH C Ppas3fejioM
«YcraHoBka cucTemsl Ji1st pabotsl 6os1ee 1000 rmomb3oBaresnei.

[Tocne ycranoBku Squadus 6e3 TiepeMeHHOM tennessine status debounce time

BO3MOXKHO HACTPOUTH cucTeMy Jijisi paboThl 6osiee 1000 mosp30BaTesiel ¢ MOMOIIBI0 KOMaH/IbI:

ansible-playbook playbooks/squadus.yml --tags tennessin --diff

4.13 IlenTpanu3zoBaHHasi YCTAHOBKA HACTOJIBHBIX NPWIOXKEeHUH

IlenTpanr3oBaHHas yCTaHOBKA HACTOJIBHOTO NIPUIIOXKeHUsI Squadus yisl BCcex I0JIb30BaTesIei
KOMIIbIOTepa BBIIIOJIHSIeTCS aIMUHUCTPATOPOM. Takoi TUI yCTaHOBKH MCIIOJIb3YeT JJOTIOJIHUTeIbHOe
[I0O SCCM (System Center Configuration Manager). Ilonb3oBarens SCCM ¢ pombio
«AnmMuHKcTpaTopy obsafaeT MpaBaMy Ha CO3/laHHe NAKeTOB YCTAHOBOK M PacHpOCTpaHeHHe KX
COZepXMMOT0 Ha pabo4yue CTaHIIUM I10JIb30BaTesel.

[IO pasBopauuBaercs C TIOMOIIBIO YCTAaHOBIIMKA mSi "[Ijis Bcex IoJib30Baresien”
IIOCPefICTBOM 0ObIYHOM ycTaHOBKY, € aprymeHToM MSIINSTALLPERUSER="".

IIpumep komaHABL:

msiexec /i "SquadusMsiPath" /gn MSIINSTALLPERUSER=""
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