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MonOdounc

Bce ynoMsHyTble B 3TOM JIOKyMeHTe Ha3BaHUS MPOAYKTOB, JIOTOTUIIbI, TOPTrOBble MAapKU U
TOBApHbIe 3HaKU MPUHAIUIeXAT UX BJlafieJibIlaM.

ToBapubie 3Haku «MoitOduc» u «MyOfficen npunamiexxar OO0 «HOBBIE OBJIAYHBIE
TEXHOJIOT'UW».

Hu npu kakux oOCTOSITeIbCTBAX Heb3s UCTOJIKOBBIBATH JIIOOOE CO/IepXKMMOe HACTOSIIero
JIOKyMeHTa KakK IpsiMoe MJIM KOCBEHHOe IpefioCTaB/ieHue JIMIeH3UW WM MpaBa Ha KCIO0JIb30BaHUe
TOBApHBIX 3HAKOB, JIOTOTUIIOB WJIM 3HAKOB OOCTY>XHMBaHWS, TNpPUBeleHHbIX B HeM. Jlioboe
HeCaHKIIMOHMPOBAaHHOEe MCIOJIb30BaHWe J3TUX TOBApPHBIX 3HAKOB, JIOTOTUIIOB WJIM 3HAKOB

obcimykuBaHus 6e3 MMCbMEeHHOI'0 pa3pelieHus UX paBoo0IIajaTesis CTPOro 3arpeleHo.
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IMEPEYEHD COKPAIIIEHUM, TEPMHHOB U OITPEJIEJIEHUI

B HaCTodeM HNOKYMeHTe HUCIIOJNIb3YIOTCA ClleAyrolue COKpallleHHWsaA C COOTBEeTCTBYIOIUMU

pacmmdpoBkamu (cM. Tabmumy 1).

Tabmuna 1 — CoxpallieHust U pacuppoBKU

Cokpaiienue,
PacumdpoBka u onpenienenue
TePMUH
AD Microsoft Active Directory
Ansible CucreMa yripaBiieHHsI KOHPUTYPaLUsIMU, UCIIOJIB3YIOIIASCS [
aBTOMAaTU3aIlM{ HACTPOWMKH U Pa3BepPThIBAHMS IIPOIPAMMHOI0 0becriedeHust
API Application Programming Interface, untepdeiic nporpaMmupoBanust
[IPUJIOKEeHU
CO CloudOffice, O6maunbiit Oduc, obiree Ha3BaHUe TPOAYKTA (TPYTIIIEI
PeIaKTOpPOB)
Docker Registry | MacirrabrpyemMoe cepBepHoOe NpUJIoXKeHue ISl XPaHeHHUsI U
pacnpocTtpaHeHust KoHTeiiHepoB Docker
Inventory ®aiin [10O Ansible ¢ mepeuncnenuem poseit u ux [P-agpecos
PGS Pythagoras, Cucrema xpanenus fanHbIX B cocTaBe «MonOduc YactHoe
O6umako 3» B BapuanTe ucrojgHenuss [OCT
PSN Poseidon, npunoxxeHnue mouTel, KajeHaapst U KOHTaKkToB («MoitOduc
[TouTay)
REST API ApXUTEKTYpHBIM CTUIb B3aUMOJIeHCTBUSI KOMIIOHEHTOB pacrpeieJIeHHOT 0

ITPpHUJIO’KEeHUs B CeTH

S3 xpanunuiie

CepBuc xpaHeHHs 00BbEKTOB, ITpejjlaraeMblii TOCTaBIMKAMH 00JIaYHbIX
yCIIyT

SPA OmHocTpaHuYHOe puIoXKeHue (aHTJI. single page application, SPA) — aTo
Beb-TIpUIIoXKeHNe WK Beb-calT, ucronb3youmi eqnHcTBeHHbI HTML-
JOKYMEHT KaK 000JIOUKY Il BCeX BeO-CTpaHUIl U OPraHU3YOIIHMA
B3aUMOJIEMCTBHeE C T0JIb30BaTeIeM Yepe3 TMHAMUYeCKU MOIrpyKaeMble
HTML, CSS, JavaScript, 06140 mocpenctsom AJAX.
OoC OrnepanroHHas cucreMa
Tenaurt Jlornyeckuii 00HEKT, BKIIFOUAIOIUN B CE0S1 COBOKYITHOCTh BBIUYUCIIUTEITHHBIX
pecypcoB, pEIO3UTOPHH U TT0JIb30BaTeen
[TepcucrentHocTh | CBOMCTBO CTPYKTYP AHHBIX, COXPAHSIONIUX CBOM COCTOSIHUS U IOCTYII K
3TUM COCTOSIHUSIM
[Tne#byk Hab6op nocnefnoBaTelbHbIX MHCTPYKITUN 711 BHITTOTHEHUST KoMaH Ansible
(playbook)
I10 [IporpammHOe obecrieyeHue

CepBep-omnepaTop

Cepgep, ¢ koToporo 6yaeT MPOM3BOAUTHCS YCTAHOBKA CUCTEMBbI

TenanT (tenant)

OJieMeHT MyJIbTUApPeH/IHON CHCTeMbI

Xocr (host)

Y CTpoiiCcTBO, NTpefioCcTaBIIsiiolIee CepBUCH! (opMaTa KJIMeHT-cepBep”

[TeneBoti cepBep

CepBep, Ha KOTOPBIH OyAeT MPOU3BOAUTHCS YCTAHOBKA CUCTEMBbI
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MonOdounc

1 HABHAYEHUE

«MonOduc Yactoe Ob6mako 3» B BapuanTe ucnonHenus [OCT — komiuiekc 6e30macHbIX
Be0-CepBHUCOB M NPUIOXEHUMN MJii OpraHM3alluM XpaHeHMs, JOCTYlla U COBMECTHOW paboThl C
daiaMid M JOKyMeHTaMHd BHYTPU KOMIIAHWM, MCIIOIb3YIOIMX OTe4YeCTBeHHble Cpe/iCTBa
KpUNTOrpadgpuueckor 3aumThl MHPopManuu. B3amMopeiicTBre BCex KIMEHTCKUX MPUJIOXKEeHUH C
CepBepPHbIMU CHCTEMaMU OCYIIeCTBIISIeTCS II0 CeTeBbIM KaHalaM, 3al[UIIeHHbIM C IIOMOIIbIO
npotokoisia TLS ¢ ucnosb3oBaHreM oTedeCTBeHHOUW KpunTorpaduu.

B cocraB npogykra BXOAST:

— Cucrema xpaHeHUs JaHHBIX JUiss 0e30MacHOrO XpaHEeHWs] KOPIOPAaTUBHBIX (PaiyioB
robecriedyeHHs] BO3MOXXHOCTEH aBTOPM3AllMU, ayTeHTU(UKAIMKU W pa3rpaHUYeHus IMpaB
JIOCTYIIa I10JIb30BaTeseun;

— Cucrema peJlakKTHPOBAHHUS ¥ COBMECTHOM pabOoThl ISl UHAUBUAYAJILHOI'O U COBMECTHOTO
PeIaKTHPOBAHMS IIPpe3eHTallui, TeKCTOBBIX U TAOIMYHBIX IOKYMEHTOB;

— AZIMUHUCTPAaTUBHAs IIaHeJlb CUCTEeMbl XpaHeHWs Ui YIpaBJeHUs I10JIb30BaTeJIsIMU,
rpynmnamMu, o0IIMMHU HankaMu, JOMeHaMHU Y TeHaHTaMH.

B cocraB npopykra BXOIAT cCllefylollie IpUJIOXKeHUs JUisi paboThl B Beb-Opay3epax u

HaMOOMJIbHBIX YCTPOMCTBAX:

— «MoiOduc J[IokyMeHTbI» — BebO-TIpUJIOXKeHue ISl OPraHu3allud CTPYKTYPUPOBAHHOTO
xpaHeHMs $aWJIOB, BBINIOJIHEHUS omepaluid C ¢daljiaMd M TallKaMH, HACTPOMKHM COBMECTHOTI'O
JOCTYIIa;

— «MonnOduc Tekcr» — Beb-pemakTop Mg ObICTPOTO W YIOOOHOrO CO30aHUSI U

dopmMaTUpOBaHUS TEKCTOBBIX IOKYMEHTOB JIF0O0H CII0KHOCTY;

— «MontOduc Tabmuma» — BeO-pedakToOp IUisi CO3[AAHUS 3JIEKTPOHHBIX TaONUI], BeleHUs
pacyeToB, aHAJIM3a IAHHBIX U IPOCMOTPA CBOJIHBIX OTYETOB;

— «Mou1Oduc I1pe3zenTanus» — BebO-peaKToOp /ISl CO3IaHUsI, 0GOPMIIEHUSI U JIEeMOHCTPAIuU
[Ipe3eHTallvi;

— «MouOduc [lokyMeHTbI» Jisi MOOMJIBHBIX TJIaTGOPM — TPUJIOKEHHe JIJIsl TIPOCMOTpa U
pPelakTUPOBAHUSI TEKCTOBBIX JJOKYMEHTOB, OJJIEKTPOHHBIX TabiauI] U Ipe3eHTaIui,
npocmotpa PDF-¢aiinos, a Takke ocTyra K 00Ja4HbIM XpaHWINIIAM Ha cMapTdOHAX U
mranIerax ¢ OC Android, i0OS u iPadOS.

[ToppobHOe onvcaHWe BO3MOXXHOCTEM NPOAYKTa IIPUBelleHO B JOKyMeHTe« «'MounOduc

Yactaoe O6mako 3" B BapuanTe ucnojHeHusi [OCT. @yHKunoHanbHbIEe BO3MOXXHOCTH.
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2 OBIIASA KOMIIOHEHTHAS{I CXEMA

Ha pucynke 1 npencraBiena obifas cxeMa B3auMOJIeCTBUSI KOMIIOHeHTOB «MouOduc

Yacraoe O6mako 3» B BapuanTe ucnoyiHenus [OCT.

T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T I T TT ]
E TouroEan cHCTEMA (HCOOILIVETCA TOILKO OIHA) E
. i . Baenrsag mogra . E
Squadus i Mailion SMTP PSN i
i «MofiOdmuc Jacrroe OGnako 3= i
| | co b
Hactonesze i |
PEORTOPEL CicTeMa DENaKTHDOBHHA _ . e .
MoftOduc T  CoBMBCTHO# paBoTHE CHCTeMa yIpaBIcHES XpaHeHmes $ail1os ‘E— i KES
MoBnnenoe i i " i E
TPHI0HEHHS i i Bat-unTepheaiic | i FPTssEEs .;
MoiOduc o Beb-urTepdeiic 830 X pammmame Ama i i | ! Bmomma
o Gaitosoro 53/ GlasterF3 FURUERCIPHPORAEER 0 [T, mnom !
1R s ] R :
ESLA-bridge g Chathot P
Do Bad-marapdeiic | | : i :- Bremmme :
Lo pedaxTopa = Keycloak t e cucreum '
[ . [ -
Lo Monyms P
i i HMHTSIpamH i i
R S S | Micresoft
Active
Diractory
Bremrga SIEM
CHCTEMA

Pucynok 1 — O6mas komrioneHnTHas cxema « MoiOduc Yactaoe Ob6iako 3»
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2.1 CocraB xoMnoHeHTOB CHCTeMBI peIaKTHPOBAHUA U COBMECTHOH PaboThI

CocTraB U Ha3HaueHHWe KOMIIOHEHTOB CHCTeMbl pelaKTUPOBAaHHUS U COBMECTHOW pabOThI

npuBeJieHbl B Tabiuie 2.

Tabmuna 2 — CocraB 1 HazHaueHWe KoMnoHeHToB CO

HaumenoBsanue
KOMIIOHEHTa

Onucanue

Cucrema
pellaKTHUpPOBaHUS U
COBMeCTHOM paboTbl

CepBepHBIM KOMITOHEHT, 00ecrieYrBarOIIHN

— COBMECTHOe peJJaKTUpOBaHMe JOKyMeHTOB B O0Oake ¢
MCII0/Ib30BaHMeM Jt000i 1m1atdopMsl (BeO, MOOUIIbHbBIE WU
HACTOJIbHbIE TTPUJIOXKEHUS);

— B3aUMO/IeCTBYE KIIMeHTCKUX MPUIioXeHui ¢ CucTeMol XpaHeHU st
JAHHBIX;

— WHTEerpaIuio C TOYTOBBIMU CUCTEMaMU

Beb6-unTtepdeiic
daitnoBoro
MeHepKepa

Beb6-npunoxxenue «MoitOduc JJokymMeHTbI» IpeJHa3HaYeHO sl
OpraHu3alliy CTPYKTYPUPOBAHHOI'O XpaHeHHUs (PaijIoB, BHIIIOJIHEHUS
ornepanui c ¢angamMu U ankamy, HACTPOMKU COBMECTHOI'O IOCTyIa

Beb6-unrtepdeiic SSO

Beb6-unTtepdeiic npeqHazHaveH Jijisi aBTOPU3ALMU, ayTeHTUPUKAIIUY B
cucCTeMe U ylnpaBJieHUs TpoduiieM MoJb30BaTersl.
['maBHas cTpaHUIA JOCTYIA K TTPUJIOXKEHUSIM (JIEHUHT)

Beb6-unTtepdeiic
pellakTOpoB

Bxirodaet B cebs ciefyiolye pelakTopbI:

— Beb-mpunnoxxenue « MoiOduc Texct» — 1 co3nanus u
$bopMaTUpPOBaHUS TEKCTOBBIX IOKYMEHTOB;

— Beb-nnpuioxenue «MoitOduc Tabmua» — yist co3naHust
3JIeKTPOHHBIX TaOJIUII, BeIeHUsl PaCueTOB, aHaJIM3a JJaHHBIX U
MIPOCMOTpA CBOAHBIX OTYETOB;

— Beb-npuiioxenre « MoitOduc I1pesentanus» — s co3naHus,
obopMIIeHHUS U IEeMOHCTPAITUU TTpe3eHTaIlui

MobunsHbie
TIPAJIOXKEHU I

MoitOduc

MobunsHoe npunoxenue « MoinOduc JJokyMeHTbD» ITpeiHa3HauYeHo [
IIPOCMOTPA U pPeJJaKTHPOBaHHSI TeKCTOBBIX JJOKYMEHTOB, 3JIeKTPOHHBIX
Tabmui ¥ npe3eHTanuii, npocMorpa PDF-daiinos, a Takke nocrymna k
00JIauHBbIM XpaHWIMINAM Ha cMapTdoHax U miaHmerax ¢ OC Android,
iOS u iPadOS. Ha ycrpotictBax mojn ynpasiienrnem OC ABpopa
JIOCTYIIHA BO3MOXHOCTb aBTOpPU30BaThCs B « MoitOduc YactHoe O6iako
3» B BapuanTe ucnosiHeHus: 'OCT u ocyiiecTBisiTb IpoCMOTp U
pellakTUpOBaHKe (PaijioB, pa3MeIlleHHbIX B XpPaHUJIUIIe

chatBot

CepBuc, obecrieynBaroiuii paboty Bupkera Squadus B okHe Beb-
pemakTopa

Mopynb HHTErpanuu

CepBuc, obecrieurBaroMi OTIIPaBKy COOBITHI 0e3011aCHOCTH BO
BHemHIo SIEM cucremy

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOTHUHW», 2013-2024



MonOdounc

CucreMa pegaKTUPOBaHUsS ¥ COBMECTHOM pabOThl TpelyCMaTpUBaeT MOJKIIIOUeHUe
MoJIb30BaTe/lell  HACTOJBHBIX  pPeJaKTOPOB M3  KOMIUJIeKTa  mpwiokeHud — «MoitOduc
CranpaptHbiii»y (mogpobHee cM. B JokyMmeHTe «"MoitO¢uc YactHoe O6Gmako 3" B BapuaHTe

ucnonHenus 'OCT. PykoBoJicTBO 10 HaCTpOHKe»).

2.2 CocraB KoMnoHeHTOB CHCTeMBbI XpaHeHHUs TaHHBIX

CocraB ¥ Ha3HaYeHHe KOMIIOHeHTOB CHCTeMbl XpaHeHHWd NaHHbBIX IIPpUBEJieHbl B Ta6JII/IIIe 3.

Tabnuna 3 — CocraB 1 Ha3Ha4YeHHe KOMIIOHeHTOB CHCTeMbl XpaHeHUs! JaHHBIX

HaumeHnosanue
Omnucanue
KOMITOHEHTa
Cucrema yripaBienust | CepepHbiit koMnoHeHT «MoOduc YactHoe Obako 3»,
XpaHeHueM (aiioB o6ecrieYrBaroIIHA:

— XpaHeHUe 00BeKTOB I0JIb30BaTelIs;

— XpaHeHHe OOIMX KOPIIOPATUBHBIX OOBEKTOB;

— MOKWCK 110 UMEeHU U COIepKUMOMY;

— BbINOJIHeHUe (HaUJIOBBIX Ollepalii ISl [0JIb30BaTeIs;

— pasrpaHUyeHue MpaB JIOCTYTa;

— ayTeHTUUKAIMIO ¥ BAJIUJIALIUIO CTAaTyCOB yUETHBIX 3alIUCei
MOJIhb30BaTesIel U MpaB JIOCTYIIa K CUCTeMe.

B kauectBe Beb-uHTepdelica ucnonb3yercs GanIoBbIl MeHeIKep

Keycloak CepBuC COJIEPXXUT CIMCOK M0JIb30BaTeleld CUCTeMbl U UX aTPUOYTHI.

[TpenycMoTpeHa BO3MOXXHOCTb CUHXPOHHU3AIIUM T10JIb30BaTeel n3

BHeIIHUX Kartajoros (Active Directory).

Keycloak obecnieuriBaeT XxpaHeHue CIIMCKAa TEHAHTOB U UX aTpUOYyTOB

st «MorOduc Yactaoe O6iako 3». 115 yripaBieHus apaMmeTpamMu

YCTaHOBKH OT UMEHHM CYyTlepaIMUHUCTPaTOpa MUCIOJIb3yeTCs

rpadudeckuii UHTepdenc

X panunuiie Tun darioBoro xpaHusMIla ONpeJesieTcs Ha 3Tale epBUYHON

yCTaHOBKHU KOMIIOHeHTa. M crosib3yeTcs IBa THIIa XpaHUJIUIIA:

— datoas cucrema (GlusterFS);

— obbekTHOe XpaHwuile S3 (minlO)*

AnmunuctprupoBanve | CepBepHBIM KOMIIOHEHT, 06eCredrBaOIINI:

— yIlpaBJjieHue MOJIMTUKaMU 0e30I1aCHOCTH U IPYTUMU HAaCTPOMKAMU
TeHaHTa (OpraHu3alumn);

— poJieByI0 Mojieflb IOCTyTa K CUCTeMe;

— yIlpaBJjieHue JJOMeHaMH, T10JIb30BaTeJIsIMU, TPYIIIaMU TI0JIb30BaTesei,
OOIIMMHU TalKaMHu, TyOJIMYHBIMU CChIJIKAMU OT UMEeHU
aJIMUHUCTPATOPA CUCTEMBI;

— HACTPOWKY JIOCTYIIHOCTU PYHKIIMOHAIBHBIX 6110k0B «MoiOduc
Yactaoe O0s1ak0 3» IJIs I0JIL30BaTelIeH.

Jns1 yripaBjieHMsI KOMIIOHEHTOM UCIIO/Ib3yeTcsl Beb-uHTepdeiic

* — Jlns XpaHWIuIa TUNa S3 mpelyCMOTpeHa MHTerpanus C JIPyruM S3-XpaHUWINILEM B

y>Ke CyIleCTBYIoIIel NHPpPacTPyKType.
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s obecrniedeHust ypoBHsI Ge3onacHOCcTM B CurcreMe XpaHeHHUs JIaHHBIX IIpelyCMOTpeHa
unrerpanus ¢ Kaspersky Endpoint Security (KES) (mompobnee cm. B noxymente «"MoitOduc

YactHoe O6mako 3" B BapuanTe ucnonHeHus: [OCT. PykoBoacCTBO 110 HaCTpoMKe»).
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3 OIIMCAHUME APXUTEKTYPbI

3.1 ApxurektypHas cxema CucTeMbI pelaKTHPOBAaHHUS U COBMECTHOH PaboThI

Ha pucynke 2 npenicraBiieHa cxema B3auMoiedcTBUS nojicucteM CUCTeMbl pelakTUPOBAHUS

M COBMECTHOH pa6OTbI. HPHMOYFOJ'IBHI/IKHMI/I JKeJITOro nBeTa BblJe/leHbl KildCTepHble pelieHHs OJId

CEepBHCOB etcd, redis, rabbitmg.

< ExternallLB

|

nginx-gost

—

REST 5l
eted api )] Ib-core-auth $SO PGS
I
I (~pgs apt
wte wfm Y chatbot Squadus
—squadus api—»
Ib-core-auth
fm nm — cvm — dem jod audit
[ L
REST AMQP REST REST REST REST
AMQP AMQP (audit_queue) AMQP AMQP, eted api AMQP (audit_queue)
AMQP (audit_queue) eted api etcd api AMQP (audit_queue) haproxy api TCP/UDP
etcd api fluentd api haproxy api etcd api fluentd api syslog
fluentd api fluentd api fluentd api fluentd api
cu (+nps du(+nps
haproxy (¥nps) (+nps) sdd
— pool —> pool
haproxy api via HTTP/2000x REST REST .
etcd api AMQP docker api,
cu via tcp/8080 etcd api fluentd api
redis api du via tcp/8080
fluentd api redis api
fluentd api
elastic api tcp/80 fluentd api
etcd api
pregen haproxy api kfj k|J
fluentd api
Kibana Prometheus Fluentd
rabbitMQ api via AMQP tcp/5672
etcd api via HTTP/2379 redis api via RESP tcp/6379 haproxy api
Eted cluster Redis cluster : RabbitMQ cluster T
) : SIEM
etcd-1 imc-1 mag-1 ] log Grafana .
' (optional)
. I X
fluentd api TCP/UDP

Pucynok 2 — ApxutektypHasi cxeMa CHUCTeMbI peJTaKTHPOBAHUSI U COBMECTHOM PabOTHI
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3.1.1 Ommcanme apxureKTypbl CHCTEeMBI peIaKTHPOBAHUA W COBMECTHOH PadOTHI

Omnwucanve moacucTeM W cepBUCOB CHUCTEMBI pPeIaKTUPOBAHHWS U COBMECTHOH paboThI
IpUBeIeHO B TabiuIe 4.

Tabmuna 4 — Onucanuve mojcucTeM U cepBUCOB CUCTeMbI peJaKTUPOBAHUS M1 COBMECTHOM

paboThI
HaumenoBanue
HIOJICUCTEMBI Onucanue
WJIU CepBUCa
Lb-core-auth Pacmpennsbiii Beb-cepBep NGINX ¢ mogaepxxxoit Lua.
(nginx-wfe) OTBedaeT 3a aBTOpHU3aIHIO, NOCTYITHOCTh API, 6amaHCHpOBKY
HA Proxy bBanaHcupoBIMK HarpysKky Mexly BHyTPeHHUMU CepBUCaMU
FM File Manager, cepBuc ¢aitioBoro menemkepa. OTBevaer 3a co3faHue,
ynanenue, fobasieHre ¢aitioB, MpegocTaBIeHue A0CTyIa APyTUM
10J1b30BaTesIsIM
NM Notification Manager, cepBuc ympaBiieHUs yBeJJOMJIEHUSIMHU
CVM Conversion Manager, cepBUC yIpaBjieHUsl KOHBepTUPOBaHUEeM (paitJioB.
[Tpu koHBepTanuu qoKymMeHTOB ucmoib3yeT myn CU roHuTOoB, Pregen mmm
Jod
CU Conversion Unit, 3x3eMIuIsip porecca KOHBepPTopa pa3iniyHbIX GOPMaTOB
daitnoB (0puCHBIX WK M300paKeHUI)
Pregen CepBHC KOHBepTallluM IOKyMeHTOB B ¢opMaThl pdf 1 json
DCM Document Collaboration Manager, cepBUC ynipaBjieHUs peJaKTHPOBAaHUEM
IOKyMeHTOB. [Ipu pelak THpOBaHHUU JOKYMEHTOB HCIoib3yeT My DU
IOHUTOB
DU Document Unit, sx3emnisip rnpoiecca pelakTHPOBAaHUS U KOJu1abopanuu
JOKYMEHTOB
JOD Java OpenDocument Converter, cepprc KOHBepTallui OPUCHBIX $aliioB

ycrapeBimx ¢popmaTtoB (Hanpumep MS Office 1997) B coBpemeHHbIe
dopmars! unu pdf

Audit CepBuc ayziuTa, MoydaeT COObITHS ay/IiTa U3 CepBUCOB U CUCTEMBI
XpaHeHUs JaHHbIX Yepe3 RabbitMQ. BeimosnHsieT oTpaBKy COOBITHI ayanTa
(TCP/UDP) B syslog niu SIEM (He BXOOUT B CTaH/IAPTHYIO [1OCTABKY)

Elastic Elastic (Opendistro Elastic Search), morckoBbIi 1 aHATUTUYECKUN CEPBUC.
OTBeuaer 3a c60p, 00pabOTKY ¥ XpaHeHHe JIOTOB BCeX CePBUCOB
Fluentd CepBuc, KOTOPBIH COOMPaeT JIOTU OT BCEX CEPBUCOB U TepenaeT ux B Elastic
Search
Kibana Kibana, nHCTpyMeHT Bu3yanu3aluy U U3y4eHus JaHHbBIX, aHAJIU3 JIOTOB
TIPUJIOXKEeHU I, MCITOJIb3yeT aHHbie u3 Elastic
Etcd X paHusuIIe TUIIA «KJII0Y-3HauUeHrey.
OTBedaeT 3a xpaHeHHe CBOUCTB (HAaCTPOEK) BCEX CEPBUCOB
Redis noSQL in-memory xpaHWuIle, TUIIA «KJIIOY-3HAUYeHHey.

OTBeuaeT 3a XxpaHeHHe KelllMpOBaHHOM MH$opManuu npu pabore ¢ 061akom
(dpaitnbl, mpoduiy MoJIb30BATENIEM, TOKEHbI)
RabbitMQ Bpoxkep coobienuit Ha ocHOBe npoTokoia AMQP.
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Haumenosanue
[IOZICUCTEeMBbI
WJIM CepBUCa

Omnucaaue

OTBedaer 3a OTIPaBKy COODINEHUM MeX/Ty CepBHCaMU, HallpuMep 3a
OTIIPaBKY yBeJIOMJIeHUM, COObITUI ayIuTa

NPS Native Process Service, cepBuc yrpaienus cu, du
Nginx-gost [Tpokcu-cepBuc, obecieduBarOIMi JOCTYIT
SDD Service Detector Docker, obHapy>kenue cepBrucoB. OnpaliBaeT CepBUCHI
NPS 4gepes docker api u coker
Prometheus HWHcTpyMeHT cOopa METPUK CO BCEX CEPBUCOB
Grafana HWHCTpyMeHT BU3yanMn3aliii MeTpUK NpuiioxkeHus. [losydaeT MeTpuku u3
Prometheus
SSO Single Sign-On (SPA Be6-nipuiiokerure). OTBedaeT 3a aBTOPH3AITHIO
M0JIb30BaTeJIsl, pErUCTPAIHIO MTOJIb30BaTeIs 10 POMOKOTY, CTPAHUITY
npoduis, JIEeHJUHT (CIIMCOK IPUJIOXKeHUH B CUCTeMe)

WFM Web file manager (SPA Beb-nipusnioxkenue). Beb-kiveHT daitioBoro
MeHemkepa (Bumxer Binoxenuit). OTBedaer 3a onepanuu ¢ gaitiamu (Kpome
pelakTUPOBAHUS) U TPOCMOTP GaiyioB 110 MyOIMYHBIM CChIJIKAM

Chatbot NodeJs cepBuc. OTBeuaet 3a co3aHue 4yaTa I10 IOKyMeHTY, Ao06aBIeHus
TOoJIb30BaTesiel 1 0OHOBJIEHHUS CITMCKA M0JIb30BaTesiel B yare
WTE Web text editors (Be6-kinuenT obricHoro npusnoxenus). OTBedaer 3a

pefakTUpOBaHMe U YTeHre GaliioB
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3.2 ApxurekTypHas cxemMa CHcTeMbl XpaHeHHUsI JaHHBIX

Ha pucynke 3 mpejicraBieHa cxemMa B3aUMOAEMCTBUSI KOMIOHeHTOB CHCTeMbl XpaHeHUs

JAdHHBIX.
CcO i i i PSN
v
e mnmmnn oo e Nginx-gost  ----------mmmeeeeee : Kpuntollpo
v v | | v v v
Polemon .|  Euclid > Etcd ; Redis RabbitMQ
T T
A H A
v v v ¥
<-- ]
Keycloak Dionis < > Pheidippides > Aristoteles >  ArangoDB < Epicure
—
A
) i ’,«' ------------------------------------------------------- \\
Postgre SQL Heraclitus Storage '
> S3/FS — > |Sisyphussearch Sisyphusworker
——

N l ___________________________

Elasticsearch

Pucynok 3 — ApxutekTypHasi cxeMa CuCTeMbl XpaHeHUsl JAHHBIX
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3.2.1 Ommcanme apxureKTypbl CHCTEeMBI XpaHeHHUS JaHHBIX

Onucanue IMOoACHUCTEM U CepBHUCOB Cucremsl XpaHeHHW s JaHHBIX IIPpHUBEJIeHO B Ta6JII/IIIe 5.

Tabnuna 5 — Onucanue nojacrcreM U cepBUcoB CHCTeMbl XpaHeHUsI JaHHBIX

HanmenoBanue
Omnucanue
cepBuca
KpunrolIpo CepBuc, obecreynBaroiui mudpoBaHue Ipu paboTe C TIOKyMeHTaMU

Arangodb baza naHHBIX, coieprkaliiasi MeTa/laHHble GaiyioB (B T.4. MHPOPMAIIUIO O
BJIaZiesiblle IOKYyMeHTa, IpaBax J0CTyIla U Ip.)

Aristoteles CepBep npuiioXkeHUM, BBICTyNaONMK backend-yacTbio [yist KOMIIOHEHTOB
CucreMbl peJaKTUPOBAHMSI U COBMECTHOM PabOoThI B YaCTU BBHITIOJIHEHU S
¢daltIoBBIX Olepalyii, pa3rpaHWyYeHus ITpaB JOCTYIla, BepCUOHMPOBaHUH,
(UKCallMy UCTOPUU COOBITHH 110 0OBbEKTaM

Dionis CepBuc, OTBEYAIOIIUH 3a yajieHhe U TlepeHa3HauyeHue MpaB JOCTyIa s
00BEeKTOB TOJTb30BaTeNIeN

Elasticsearch CepBuc, 0OTBeYAIONMI 332 IOUCK 10 COAepKUMOMY I10 XpaHsIMMcs ¢aniam

Epicure CepBuc GbopMUPOBAHUS U OTIIPABKU COOOITIEHUHM 0e3011aCHOCTH C

nocyeayollel OTIpaBkou B ayauT-cuctemsl (SIEM)
Etcd CepBuc, cofiepxaimi KOHGUTYypaIyio IPUIOXKeHUH, IIPU KJIIaCTepHOM

pa3BepThIBAaHMU TaK>Ke MCI0JIb3yeTcs cepBucoM Postgres s co3nanus
KJIacTepa

Euclid Rest API cepBuc, BeicTynaronmi backend-gacTbio [y1st KOMIIOHeHTa polemon
(Beb-amMuHKCTpUpoBaHue). OTBevaeT 3a aIMUHUCTPUPOBaHe
MoJib30BaTesieil B cucreme

Heraclitus CepBHC OYMCTKM apXUBHBIX JJAHHBIX, YIAJIEHHBIX [10JIb30BaTEJISIMHU U3
KOp3UHBbI. MOXkeT HaCTpauBaTh CPOKU XpaHeHUs apXUBHBIX JAHHBIX U
aBTOyJlaJIeHUs UX C IMCKa 110 33JaHHOMY PaClMCaHUIO

Keycloak CepBuc SSO, xpaHsiuii B cebe HAaCTPOUKH UHCTAIUISAIUH, TAHHBIE 110
TEeHAHTaM U T0JIb30BaTesIM

Nginx-gost ITpokcu-cepBuc, obecneunBarolMii JOCTYM J10: rabbitmg, aristotels, euclid

Pheidippides CepBuc, ocymiecTBsitoni 06pabotky cobeiTrii B Redis kananax
(aBTOMaTU4eckas 6;okupoBka [P-ajipecoB/my0IIMYHBIX CCHIIOK)
Polemon Cepsuc Beb-aamunuuctpupoBanus Euclid (Beb-unTepdetic
aIMUHUCTPATUBHOU TaHeJIN)
Postrgres PostgreSQL, 6a3a manHbIx it cepBrca aBTopusaiuu Keycloak

RabbitMQ Ouepenb coobuienuii. Mcrionb3yercs [yist epefiadv IOKyMeHTOB B
elasticsearch 17151 moMcka 1o cojiep>KMMOMY JOKYMEeHTOB U JJisl IlepeJjaun
MEXXKOMITOHEHTHBIX yBefioMyieHUH oT CUCTeMbl XpaHeHH sl JaHHBIX B
Cucremy pelaKTHPOBAHMS 1 COBMECTHOU pabOThl 00 M3MEHEeHUH HaCTPOeK
XpaHWIHIIA

Redis baza maHHBIX «KJTI0Y-3HAYeHHey /Jis HellepCUCTeHTHBIX JJaHHBIX (B OCHOBHOM
WCIIOJIb3YeTCs JIsl XpaHeHUsI TOKeHOB U JIPYTUX aBTOPU3ALMOHHBIX IAHHBIX)

Sisyphus CepBuc, OCyIIECTBIISIIOIIUI MTOKCK IO COJIEP)KUMOMY JOKYMEHTOB B

sisyphussearch | elasticsearch

Sisyphus CepBuc, ocymiecTBisitonui nepefady daiinon 13 rabbitMQ B elasticsearch

sisyphusworker
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HaumenoBanue

Onucanue
cepBHcCa
Storage brok storage ocyiiecTBiisieT xpaHeHHe PaitioB CUCTEMBI.
S3/FS B kauectBe xpanunuiia FS B npoekre ncnomns3yercs: GlusterFS.

B kavectBe xpanunmiia S3 B mpoekTe ucroib3yercs minlO.
Jlnst xpaHeHUs faHHBIX B 06beMe cBbiile 100 Thait pekomennyercs
WCII0JIb30BaTh 53
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4 TUIIOBBIE CXEMbI YCTAHOBKH

4.1 Kondurypammsa 6e3 0TKa30yCTOHIYHBOCTH

Koudurypanus 6e3 0TKa30yCTOMYMBOCTH MOXeT HUCIIONb30BaTbCSl IPU  YCJIOBUHU
Mpe/IOCTaBJIeHUs OTKA30yCTOMYMBOCTH Ha YPOBHE BUPTYyalU3allUH.

JlanHas KoHGUTypaIKsl XapaKTepu3yeTcsl TeM, YTO BCe CepBepHbIe POJIM pa3BepThIBAIOTCS Ha
e[UHCTBEHHOM cepBepe. B Takoil KOHPUTypalluK POJIK yCTaHABJIUBAIOTCS:

— Ha HeCKOJIbKO BUPTYAJIbHBIX CEPBEPOB C 00beJIMHEHNEM POJieH;

— Ha HEeCKOJIbKO BUPTYaJIbHBIX CepPBepoB, I'lle OTHOMY CepBepy COOTBETCTBYeT Of[HA POJlb.
YcraHoBka Takoro Tura He TpebyeT UCIIOIb30BaHMUS II0/ICHCTeMBI OalaH CHPOBKH.
[TpuMmep pacuera annapaTHbIX TpeOOBaHUM JIsl YCTAHOBKM Ha IBYX BUPTYaJIbHBIX CepBepax
npuBeJieH B Tabinuie 6.
B naHHOM pasnene npuBeleHbl TpeOOBaHWS ISl Pa3BepTbIBAHMUSI CUCTeMbl 0e3
OTKa30yCTOMYMBOCTHU CO CIIeJYIOUMM MaKCUMaJIbHbIM IIPodUIIeM 3KCILTyaTaliu:
— Bcero mnosb3oBaresieii — 999;
— KOJINYeCTBO OJJHOBPeMeHHO aKTHBHBIX IoJjib3oBareselt — 400;
— KOJIMYeCTBO JJOKYMEHTOB, peJlaKThpyeMbIX ofHOBpeMeHHO — 100.
Buaumanue:
— M3-3a HEBO3MO>XKHOCTH MacIlITabupoBaHUs KOHUTyparuu 6e3
0TKa30yCTOWYMUBOCTH (standalone) B TekyIiemM peXkuMe MaKCUMaJIbHbBIN

JIOITyCTUMBIN TUMUT 1oJib3oBaresnei <1000;

— TpeOOBaHUS UAEHTHUYHBI Ui CHCTEM C OOIIMM KOJIMYeCTBOM I0JIb30BaTesen ot 1
1o 999.

Tabnmuna 6 — AnnaparHsle TpeboBaHus 1711 KOHGUIypaly 6e3 0TKa30yCTOMYHUBOCTH

Ponu cepsepon CPU, vCPU RAM, I'GauT SSD, I'Gaitt
operator® 1 4 50
Bce pommu Cucrembt 8 20 100
XpaHeHUs! TaHHbIX
Bce pommu Cucrembl 8 20 100
pelakTUpPOBAHUS U
COBMECTHOW paboTel

* — cepBep C POJIbI0 operator PeKOMEHIyeTCs pa3MellaTh Ha OTIEeJIbHOM BUPTYalbHOM
cepBepe. [lociie ycTaHOBKU cepBep C POJIbIO operator He HCIOIb3YETCS U MOXKET MOTpeOOoBaThCs

UL TIepeyCTaHOBKY CUCTeMBI UJIA ee CePBUCOB.
[Tpumeps! ¢aiina inventory st CucremMbl pefakKTUPOBAaHMSI M COBMECTHOW paboThl

npeJicTaBjieHbl B TpwioxeHuu b, s CrcreMbl XpaHeHUSs TaHHBIX — B IPUJIOXKeHUH [
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4.2 KnacrepHasi oTKa3oycToiyuBas KoHpuUrypanmusa

B  kylacTepHOM  OTKa30yCTOMYMBOM  KOHQUIypallUKM  KaXaas KpUTHYecKas poJib
PeITMIIMPYeTCs Ha pa3HbIX BUPTYAJIbHBIX cepBepax. PasHble posii MOTYT OBbITh OObeJMHEHbI Ha
OJITHOM BUPTyaJbHOM cepBepe. APXUTEKTYPHBIX OrpaHUYEHUH 10 OOBeJJMHEHWUIO pOJiel HeT.
BupTryanbHble cepBepbl pa3HOCSTCS 110 Pa3HbIM GU3UYECKUM CepBepaM WJIA TUIIepBU30paM.

Ecmm oguH M3 cepBepoB poyid IpeKpaTWsl CBOIO paboTy, obIias pacripefielieHHasi poJib
MIPOJIOJKUT paboTy cepBHCa Ha JIPYTUX CepBepax, U CUCTeMa COXPAaHUT CBOIO pabOTOCIIOCOOHOCTH B
nonHoM obOweme. Ecimu Bce cepBepa posiu mpekparar paboTy, TO CHUCTeMa IIOTepsieT 4YacTb
YHKITMOHAJIBHOCTY WA CTaHeT MOJHOCTBIO HeJIOCTYITHA.

B nanHOM pasnesnie npuBefieHbl MUHUMaJIbHbIe TpeOOBaHUs JIJIsl Pa3BepThIBAHUSI CUCTEMbI B
peXrMe KJlacTepa CO CJIeAyIOIMM MPoduieM 3KCITyaTalluu:

— Bcero mnoib3oBaTeerd — 2000;

— KOJIMYeCTBO OJITHOBPEMEeHHO aKTHMBHBIX MoJib3oBaresied — 1000;

— KOJINYeCTBO JIOKYMEHTOB, peJaKTUpyeMbIX oqHOBpeMeHHO — 90.

[Ipumep pacuera anmnapaTHbIX TpeOOBAaHUM MJisi OTKA30yCTOMYMBOW YCTAHOBKM INPUBEJIEH B
Tabmmie 7.

Tabnuna 7 — AnnapatHble Tpe60BaHUS AJIs1 KJIaCTePHOM OTKa30yCTONYUBOM

KOHQUI'ypaluu
Hanvenosaiye)  KOMM1eCIBO | cpyy yopy | RAM, I6aiir | SSD, aiir | HDD, TGaiir
posnu cepBepoB
operator 1 1 4 0 50
LB 2 2 4 50 0
core 2 12 24 100 0
infra 1 2 12 100 0
mq+imc+etcd 3 6 16 50 0
PGS-APP 2 8 8 0 70
STORAGE 2 4 12 12 055 0
STORAGE-A 1 4 12 1 550 0
PGS-BE 3 4 12 0 3 350
PGS-DB 2 16 10 1 300 0
PGS-LOG 1 4 8 0 100

* — onmcaHus poJieil peCcTaByieHbl B IPUJIOXKEHUU A.
[Ipu pacnpepeneHuyd pojiel A KJIACTEPHOW  OTKA30yCTOWYHMBOM  KOHQUTYpaIuu
HeoOXOJIMMO YIUTHIBATh:
— cepBep operator He PeKOMEeHJyeTCsl yCTaHaBJIMBaTb Ha OJHOM BUPTyalbHOM CepBepe C
IpPUJIOXKeHHeM, HO OH MOXeT ObITb BBIKJIIOUEH IOCJIe YCTaHOBKH;
— JUIsI KJIaCTepHBIX pojied etcd / mq / imc HEOOXOJMMO HCIIOIb30BaTh MUHUMYM 3 Y31a,

IJIsl etcd peKOMEHAYyeTCd HCIIOJIb30BATh 5 Y3JI0B;
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— pOJU cvm/cu-pool M dcm/du-pool B TaKOH KOHGUTYypalluX 00beJMHEHbI;
— POJIb PGS-LOG He 4BJIIeTCA KPUTUYECKOW;
— pOJib LB — BHEIIHUM OajlaHCUPOBIIUK.

[Tpumeps! ¢atina inventory st Cucrembl pefakTUPOBAaHMSI M COBMECTHOW paboThl

IpeacCTaBJieHbl B ITPHUJIOKEHUN B, JJIsL Cucrembl XpaHeHHW JaHHBbIX — B IIPUJIOXKEeHHNH H

4.3 TpedooBanus nys kiaacrepa ¢ npoguiem dosiee 2000 mob30BaTesieit

J1J1s1 KJ1acTepHOM yCTaHOBKHM, Ha KOTOpOY IjlaHupyetcs: pabora 6osiee 2000 romnb3oBaresen,
HeoOX0/IMMO 00paTUTHCS K BEHJOPY VIS pacyeTa pa3MepoB CepBepHBIX pPecypCcoB U IOJTydeHUs

pekoMeH Il 10 06be/IMHeHUIO PoJIe.

4.4 Pacuer TpeooBanuii IOPS

Tpebosanust [OPS k paznuuHbIM poJsisiM IpeficTaBiieHbl B Tabmulle 8.

Tabmuna 8 — Tpeboanus IOPS s pornent

Haumenosanue Cpennee 3HaueHUe MaxkcumanbHoOe 3HaueHue
poJin IOPS IOPS
PGS-APP 70 100
PGS-BE 30 100
STORAGE N* N*
PGS-DB N* N*
PGS-LOG 20 50

N* — 3aBUCHT OT KOJIMYECTBA OJHOBPEMEHHO pellaKTHUPyeMbIX JOKyMeHTOB.
[TpuMepHBIN pacdeT TpeOOBaHWM K OUCKOBOM IOACHCTeMe il pojied STORAGE M PGS-DB

BO3MOXEH 10 CJIeTyIoIed popmyiie:
KOJINYEeCTBO OTHOBPEMEHHO peJlaKTHPYEMbBIX JOKYMEHTOB

= Tpe6 I0OPS
Koa(l)(bHuHeHT Tpe OBadHHA K

Koadpdunuent s pacuera TpeboBaHNUM IpeicTaBjieH B Tabnuie 9.

Tabmuna 9 — Koaddunuent IOPS aiis poneit

HaumenoBanue Cpennee MakcumaiibHOe

[Ipumeuanue
pomnu 3HaueHue 3HaYeHue

dopmyia pabotaer OT
STORAGE 52 9 1000 omHOBpEMeHHO
pelakTUPyeMbIX
JIOKYMEHTOB
dopmyra paboTaeT OT
PGS-DB 90 55 5000 omHOBpEMEHHO
PeIaKTHPyEeMBbIX
JIOKYMEHTOB

Heobxomumo ydecTb, 4TO ¢dopMysia HOCUT OLleHOYHBbIM XapakTep. [lyis paboTel cepBuca

IIPOITYCKHas! CIOCOOHOCTh JMCKOBOM MOJICUCTEMBI I0JKHA ObITh He HUKe cpefiHero 3HaueHust [OPS,
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JJIsL KOM(I)OpTHOfI pa6OTbI IMPpOITYCKHas CIIOCOOHOCTh JOJIDKHA OBITH BBIINIE MaKCHMAJILHOT'O

TpeboBanus [OPS.

4.5 TunoBasi cxeMa MacCIITa0MPOBaHUSA

[TonHolleHHOe MacIITaOMPOBAaHWE BO3MOXHO MCIIO/Ib30BATh TOJBKO [IISl KJIACTEPHOM
OTKa30yCTOWUYMBOU KOHQUI'ypaIvH.

Hns  standalone  kondurypanuu BO3MOXXHO  HCIIOJIb30BaHHWE  BEPTUKAJIbHOIO
MacIITabupoBaHUs C yueToM orpanuyeHus: Docker v Apyrux cuCTeMHBIX CEPBUCOB.

[lepexon ot standalone koHUTypalMM K KJIACTEPHOW BBIMOJHSETCS TP  IOJHOU
IlepeyCTaHOBKe IporpaMMHOro npoaykra. B CrucreMe xpaHeHUs JaHHBIX Ilepexo]i o0ecriedyrnBaeTcs
C TIOMOIIIBIO TTPe/IBapUTEIbHOTO pe3epBUPOBAHUS 0a3 TaHHbIX.

Hnst CucreMbl pedakTHPOBaHHsST U COBMeCTHOM paboThl B IE€pPBYIO0 OdYepellb CJiefyeT

MacIITabupoBaTh y3/ibl KJIacTepa C pPOJISIMHU:
— dcm, du-pool U cu-pool (BIMsieT Ha KOJIMYEeCTBO OJJHOBPEMEHHO OTKPBITHIX IOKYMEHTOB);
—cvm U pregen (BJIUsT HAa KOJIMYECTBO KOHBepTaI[Wi, CKOPOCTb 3arpy3Kd, CKauyMBaHUI,
1evyaTy JOKyMeHTOB).
st CucreMbl XpaHeHUs JJaHHBIX B IepBYIO o4epeflb CjleflyeT MacIITabUpoOBaThb cepBepa C
poJbi0 ArangoDB. ['OpH30HTa/IBHOE MacIITabMpOBaHKe HeBO3MOXKHO, IIPH yBeJIMYeHUH HarpysKu

areayeT yBeJIMUUTD allllapdTHble MOIITHOCTH CepBepOB.
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IIpunoxenue A

Onmcanue poJieii IpH pacyeTe anmmapaTHHIX TPe0OBaHUI

Tabmuna A.1 — Ponu ams ycranoBku standalone

HanmenoBanue Omnucanue
PGS Copepxut cny>k0bl XpaHuiuiia, b/l mosnb3oBaTesneid, agmMmuauctTpupoBanusi, API
XpaHUJIUIIA
CO Copepxur cy>x0b1 SSO, Beb6-pefakTopos, collaboration API
Tabmuna A.2 — Ponu g kiactepHoi ycTaHOBKU CHCTeMbl XpaHeHMsl TaHHbIX
HanmenoBanue Omnucanue
PGS-APP Cepsep Brrunciienuii, obpaborku 3anpocos, API, keycloak, BHyTpennuit
6aslaHCUPOBIIIMK
STORAGE | CepBep xpanenus nanubix (glusterfs)
STORAGE-A | Apbutp cepBepoB xpaHeHusl faHHbIX (glusterfs arbitrator)
PGS-BE CepBep MHAEKCHOTO TIOMCKA, XPaHEeHHUsI K311, KOHUTypaluu, odepeniei
(elasticsearch, etcd, arangodb_agent, redis, rabbitmq)
PGS-DB Cepgep b/l nonbs3oBaresnei, MeTaJaHHbIX, aBTOpU3alUu (postgres, arangodb)
PGS-LOG Cepaep cbopa j1oroB komrnoHeHTa CucTeMbl XpaHeHUs! JaHHBIX (registry, syslog.
POJIM MOHUTOPHUHTA), infrastructure
Tabmuna A.3 — Pomnu asis kiactepHo# yctaHOBKM CHCTeMbl peJakTUPOBaHUS U
COBMECTHOMW paboThl
HavmeHoBanue Onucanue
Ib-core-auth | CepBep 6anaHncupoBku Harpy3ku CHCTeMbl peJaKTUPOBAHUS ¥ COBMECTHOU
paboThI
infra CepBep, 00beqUHSIONMN WHOPACTPYKTYPHBIE poyik c6opa JIOTOB U
MoHUTOpUHTa CHUCTeMbl peIaKTUPOBAHUSI U COBMEeCTHOW paboThl. MoxkeT
coniepxkaTh poiib chatbot
pregen CepBep reHepaiiyu MpeBbi0 U UHAEKCHBIX JOKYMEHTOB
etcd [Toncucrema koHUrypanuu c ucnosib3oBanueM Etcd
core-cvim CepBuc ynpaBjieHUs] UMIIOPTOM, SKCIIOPTOM M MHJIEKCHPOBaHHWEM JOKYMEHTOB
cu-pool [Ty koHTeliHepoB ¢ KOHBepTepaMH JJOKYMEeHTOB
core-dcm CepBep ynpaBiieHUs peJlakTUPOBaHKeM, KoJislaboparuu U JokyMeHTHOro API
du pool [Tyn xoHTelHEepoB C MOYJISIMUA pefaKTUPOBaHUsI JOKYMEHTOB B peXKHUMe
KoJIJTaboparuu
core-fm [Topcucrema cepuca ¢aiinosoro API
core-nm [Topcucrema cepBuca push-yBemomienuii
imc CepBep KelMpoBaHUsI CeCCUU U XpaHeHUsl TPOMEXKYTOUHbIX Pe3yJIbTaTOB B
aMsTH
mq CepBep o4epeii COOOIIEHUH U TOJITHCOK
core [Ipu cokpallleHHOM cOCTaBe pojiell — COBMellleHHbIe PoJid *-core-* mijis

CucremMsl pelaKTUPOBAHUSA 1 COBMECTHOM paﬁoTbI
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Tabmuna A.4 — TexHuvyeckue poiu

HaumenoBanue

Onucanue

operator

TexHomornyeckas posb. Pabouee MecTo, ¢ KOTOPOTO TPOM3BOAMUTCS YCTAaHOBKA
BCeX KOMITOHEHTOB

LB

CepBep OalaHCUPOBKY HArpy3KH JIjisi BCeX KOMITIOHEHTOB (MCIOJIb3YeTCsl TOJIbKO
TIPU KJIACTEPHOM YCTaHOBKE)
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all:

IIpunoxenue b

IIpumep ¢aiina inventory CucremMsl peJakTHPOBAHHSA H COBMECTHOMH PadoThI

children:

co:
children:

co_chatbot:
hosts:

co-infra-1

co_etcd:
hosts:

co-infra-1

co mq:
hosts:

co-infra-1

CO_Ccvm:
hosts:

co-infra-1

co_cu:
hosts:

co-infra-1

co_dcm:
hosts:

co-infra-1

co_du:
hosts:

co-infra-1

co fm:
hosts:

co-infra-1

co_jod:
hosts:

co-infra-1

co_nm:
hosts:

co-infra-1

Cco_pregen:
hosts:

co-infra-1

co_imc:
hosts:

co-infra-1.installation.

.installation.

.installation.

.installation.

.installation.

.installation.

.installation.

.installation.

.installation.

.installation.

.installation.

.installation.

co_1lb core auth:

hosts:

example.

example.

example.

example.

example.

example.

example.

example.

example.

example.

example.

example.

net:

net:

net:

net:

net:

net:

net:

net:

net:

net:

net:

net:
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co-infra-1l.installation.example.net:

co_infra:
hosts:
co-infra-1l.installation.example.net:
co_setup:
hosts:
co-infra-1l.installation.example.net:
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IIpunoxxenue B

ITpumep ¢aitra inventory CucreMsl pefaKTHPOBAHHUSI M COBMECTHOI paboThI
(kyIacTepHasi yCTAaHOBKA)

all:
children:

co:
children:
co_etcd:
hosts:
etcd-1l.installation.example.net:
etcd-2.installation.example.net:
etcd-3.installation.example.net:
etcd-4.installation.example.net:
etcd-5.installation.example.net:

co mq:
hosts:
mg-1.installation.example.net:
mg-2.installation.example.net:
mg-3.installation.example.net:

CO_Ccvm:
hosts:

cvm-1.installation.example.net:

cvm-2.installation.example.net:

co_cu:
hosts:

cvm-1.mcs.installation.example.net:

cvm-2.mcs.installation.example.net:

co_dcm:
hosts:
dcm-1.installation.example.net:
dcm-2.installation.example.net:
dcm-3.installation.example.net:

co_du:
hosts:
dcm-1.installation.example.net:
dcm-2.installation.example.net:
dcm-3.installation.example.net:

co fm:
hosts:
fm-1.installation.example.net:
fm-2.installation.example.net:

co_jod:
hosts:
cvm-1.installation.example.net:
cvm-2.installation.example.net:

co_nm:
hosts:

nm-1.installation.example.net:

nm-2.installation.example.net:
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Cco_pregen:
hosts:

pregen-1.installation.example.net:

pregen-2.installation.example.net:

co_imc:
hosts:
imc-1.installation.example.net:
imc-2.installation.example.net:
imc-3.installation.example.net:

co 1lb core auth:
hosts:
auth-1.installation.example.net:
auth-2.installation.example.net:

co_infra:
hosts:
log.installation.example.net:

co_setup:
hosts:

auth-1.installation.example.net:
auth-2.installation.example.net:
cvm-1.installation.example.net:
cvm-2.installation.example.net:
dcm-1.installation.example.net:
dcm-2.installation.example.net:
dcm-3.installation.example.net:
etcd-1l.installation.example.net:
etcd-2.installation.example.net:
etcd-3.installation.example.net:
etcd-4.installation.example.net:
etcd-5.installation.example.net:
fm-1.installation.example.net:
fm-2.installation.example.net:
imc-1.installation.example.net:
imc-2.installation.example.net:
imc-3.installation.example.net:
log.installation.example.net:
mg-1.installation.example.net:
mg-2.1installation.example.net:
mg-3.installation.example.net:
nm-1.installation.example.net:
nm-2.installation.example.net:
pregen-1.installation.example.net:
pregen-2.installation.example.net:
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IIpunoxenue I'

ITpumep ¢aiina inventory Cucremsl XxpaHeHHus JaHHBIX (ycTaHoBKa standalone)

all:
children:
pgs:
children:
pythagoras:
hosts:
host.installation.example.net:
keycloak:
hosts:
host.installation.example.net:
arangodb:
hosts:
host.installation.example.net:
volume device arangodb: "False"
volume device arangodb path: \

"/dev/disk/by-uuid/<UUID>"
arangodb agent:

hosts:
host.installation.example.net:
search:
hosts:
host.installation.example.net:
volume device elasticsearch: "False"
volume device elasticsearch path: \
"/dev/disk/by-uuid/<UUID>"
redis:
hosts:
host.installation.example.net:
rabbitmg:
hosts:
host.installation.example.net:
postgres:
hosts:
host.installation.example.net:
volume device postgres: "False"
volume device postgres path: \
"/dev/disk/by-uuid/<UUID>"
etcd:
hosts:
host.installation.example.net:
nginx:
hosts:
host.installation.example.net:
infrastructure:
hosts:
host.installation.example.net:
storage:
hosts:

host.installation.example.net:
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IIpnnosxenue ]|

ITpumep ¢aiina inventory CucreMpl XpaHeHHsI JTAHHBIX (KJIacTepHasi yCTAaHOBKA)

all:
children:
pgs:
children:
infrastructure:
hosts:
PGS-INFRA:
pythagoras:
hosts:
PGS-APP-1:
PGS-APP-2:
PES=APP=3:
keycloak:
hosts:
PES=188=1L
PGS-BE-2:
PES=88=3:
arangodb:
hosts:
PGS-DB-1:
volume device arangodb: False
volume device arangodb path:
PGS-DB-2:
volume device arangodb: False
volume device arangodb path:
arangodb agent:
hosts:
PES=188=1L
volume device agent: False
volume device agent path:
PGS-BE-2:
volume device agent: False
volume device agent path:
PES=8l8=3:
volume device agent: False
volume device agent path:
redis:
hosts:
PES=188=1L
PGS-BE-2:
PES=8l8=3:
rabbitmg:
hosts:
PES=188=1L
PGS-BE-2:
PES=8l8=3:
search:
hosts:
PES=188=1L
volume device elasticsearch: False
volume device elasticsearch path: ""
PGS-BE-2:
volume device elasticsearch: False
volume device elasticsearch path: ""
PES=8l8=3 :
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volume device elasticsearch: False
volume device elasticsearch path: ""
postgres:
hosts:
PGS-DB-1:
volume device postgres: False
volume device postgres path:
PGS-DB-2:
volume device postgres: False
volume device postgres path:

etcd:
hosts:
PGS-BE-1:
PGS-BE-2:
PGS-BE-3:
nginx:
hosts:
PGS-APP-1:
PGS-APP-2:
PGS-APP-3:
storage:
hosts:
PGS-ST-1:
PGS-ST-2:
PGS-ST-3:
vars:
SWARM NETWORK ENCRYPTION: true
DEFAULT DOMAIN: "installation.example.net”
ENV: "my provider"
PGS CLUSTER: true
ARANGO CLUSTER: true
NGINX GOST ENABLED: False
NGINX HTTPS EXT PORT: 443
ADMIN INTERFACE EXT PORT: "443"
API INTERFACE EXT PORT: "443"
CUSTOM CA: False
DEV_MODE: False
KEYCLOAK PASSWORD: "<keycloak password>"
KEYCLOAK REALM PASSWORD: "<keycloak password>"
KEYCLOAK POSTGRES PASSWORD: "<keycloak postgres password"
HERACLITUS CRON: "Q@ 2 * * *"
ARANGODB PASSWORD: "<arangodb password>"
# ARANGODB_ JWT SECRET: "your jwt token" Generate it when using more then
hosts in arangodb role
ARANGODB JWT SECRET: "<arangodb jwt secret>"
PATRONI REPLICATION PASSWORD: "<patroni password>"
RABBITMQ PASSWORD: "<rabbitmg password>"
REDIS PASSWORD: "<redis password>"
SELINUX ENABLED: False
IPTABLES ENABLED: False
GRAFANA ADMIN PASSWORD: "<grafana password>"
# minio drives per node: 4

# Storage type 'fs'(gluster) or 's3'
storage:

type: "fs"

# type: "s3"
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# If selected storage type is 'fs', select path for filesystem storage

fs:
path: "/media/storage/" # Take care about last slash
retention file time: "O"
# If selected storage type is 's3', enter configuration of s3 storage
s3:

minio used: False

use old minio: False
minio secret key: ""
minio access key: ''

url: '<s3 url>"

secret key: "<secret key>"
access_key: "<access key>"
service name: "s3"

region name: "ru-msk"

acl: ""

bucket: "<bucket name>"

S3 max capacity: 777777777777777777777

# Integration variables
# CO API addrress:port. format "http://10.10.10.10:8888/"
co:
coapiurl: "https://auth-installation.example.net:8443/"
# following secrets should be synchronized with with CO wvariables)
installation commons:
FS TOKEN SALT EXT: '<FS TOKEN SALT EXT>'
AUTH_ENCRYPTION KEY: "<AUTH ENCRYPTION KEY>"
AUTH_ENCRYPTION IV: "<AUTH ENCRYPTION IV>"
AUTH_ENCRYPTION_ SALT: "<AUTH ENCRYPTION SALT>"
APP_ADMIN LOGIN: "app-co"
APP_ADMIN PASSWORD: "<app admin password>"
FS_APP_ENCRYPTION KEY: "<FS APP ENCRYPTION KEY>"
FS APP_ENCRYPTION IV: "<FS APP ENCRYPTION IV>"
FS APP_ENCRYPTION SALT: "<FS APP ENCRYPTION SALT>"
CO_MANAGE API USERNAME: "<CO MANAGE API USERNAME>"
CO_MANAGE API PASSWORD: "<CO MANAGE API PASSWORD>"
CHATBOT_ ENABLED: False
TWO_FA ENCRYPTION KEY: "<2fa encryption key>"

POSEIDON INTEGRATION: False

POSEIDON:
PBM URL: "https://pbm-installation.example.net”
PBM USER PASSWORD: "<pbm password>"
SSL_VERIFY: True
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