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Bce ymoMmsiHyTBIE B 3TOM JOKYMEHTe Ha3BaHHs MPOAYKTOB, JIOTOTHIIBI, TOPrOBble MAapK{ U
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Hu npu kakux 0OCTOSITENILCTBAX HEJb3sl HCTOJIKOBBIBATH JII0OOE COIEepKMMOe HACTOSIIero
JOKYMEHTa KakK IMpsIMOe WM KOCBEHHOe TpefoCTaBJieHHe JIMIeH3WW WA MpPaBa Ha MCIIOJIb30BaHHUE
TOBApHBIX 3HAKOB, JIOTOTUIIOB WM 3HAKOB OOCTYyXXWBaHUS, TpUBeJeHHbIX B HeM. Jlro6oe
HECAaHKIIMOHMPOBAHHOE HWCIIOJIb30BaHWe JTHUX TOBAPHBIX 3HAKOB, JIOTOTHIIOB WM  3HAKOB
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IMEPEYEHB COKPAIIIEHNN 1 OBO3HAYEHUN
B Hacrosimem pyKOBOJICTBe TI0JIb30BaTeNsl TMPUMEHSIOTCS CJIeJlyIollhe COKpallleHus U
0003HaYeHUS:

OC — oneparuoHHas cucTeMa

[IO — mporpammHoe obecrniedeHve
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1 OBIIIME CBEJEHHSA

1.1 Hazunauenue

Squadus — 6e30macHbIN KOPIIOPAaTUBHBIM MeCCeH/Kep C TMOJIep>KKOM BHIEOKOHpEPeHITHH,
riybokol uHTerpanueil ¢ npoaykramu MoitOduc ¥ BO3MOXXHOCTbIO MHTErpallii C BHEIIHHWMU
MHG(OPMAIIMOHHBIMU CUCTEMaMH.

B cocraB nmposiykTa BXOAST:

— KOMMYHMKAI[MOHHasi cucreMa Squadus uisi oOMeHa MIHOBEHHBIMH COODIIeHUSIMH,

JIOKyMeHTaMH U MefiradaiiaMu MeXXIy M0JIb30BaTesIsIMU U B TPYIIIIOBBIX YaTax;

— cucteMa BupieokoHdepeHricBsa3u (BKC) mis opranuszanvu ayauo- ¥ BHIEO3BOHKOB U
KOH(bepeHIIMM C BO3MOXHOCTbIO T'OCTEBOTO [IOCTyIlla [Jii He3aperuCTpPHPOBAHHBIX
[10JIb30BaTesIeH;

— npusioxkeHust Squadus it paboyero 00IIEeHUs C TIOMOIIBI0 TEKCTOBBIX, TOJIOCOBBIX M BUJIEO0
COOOITIeHUH, a TaKXKe y4JacTHsi B KOHQepeHIHsIX B BeO-Opay3epax W Ha OIepariMOHHBIX
cucremax Windows, Linux, macOS, iOS u Android;

— Squadus Bot SDK — cpenctBa [ijii pa3paboTYMKOB, 00ecliedrBaroIye WHTErPaluio C

JIPyruMU UHPOPMAIIMOHHBIMU CUCTEMaMHU C IIOMOIIbIO YaT-00TOB.

HOI[pO6HO€ OINrCaHre BO3MOXHOCTEeNU IMpUJI0XKeHus IIprUBeieHO B COOTBETCTBYIOIIEM BdllleMy

IMPpOAYKTY NOKYMEHTe «(I)YHKL[I/IOHHJIBHBIE BO3MOXHOCTH».

1.2 YpoBeHB N0AroTOBKH MOJIb30BaTeIei

AnmMunuctparop Squadus 10/KeH UMeTh Clle[lyIole HaBbIKU:

— HaBblIK pabOThl C OJHHMM (WM HECKOJIbKMMH) BeO-Opay3epamMu, IlepedyuCiIeHHbIMA B
nokyMeHTe «CrcTeMHble TpeOOBAaHUSNY;

— HaBBIK pabOoTHI € M1aTGOPMaMU [1Jisi COBMEeCTHOM paboThI (TPYIIIIOBbIE YaThl);

— HABBIKH dIMUHUCTPUPOBAHUS I/IH(l)OpMaL[I/IOHHbIX CUCTeM.

1.3 YcinoBus sxkcnryaTamuu

1.3.1 CucremHusble TpeOoBaHHS

[Tepeuenb TpeOOBaHMI K IPOTPAaMMHOMY M ammapaTHOMy oOecriedeHHIO TIpUBeJleH B

nokymeHTe «CrcTeMHble TpeOOBaHUS.
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1.3.2 Ilognep:xuBaeMble sI3bIKH HHTepdelica

— Pycckui;

— AHTTIUHCKUH.

1.3.3 IloxnepxxuBaemsblie Beb-0pay3epsbl

Hepequb noanep>KruBaeMbIX Be6—6pay3ep013 npuBejieH B JOKyMeHTe

TpebOBaHUSY.
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2IIOAI'OTOBKA K PABOTE

2.1 Jocryn k Squadus

ITonw3oBaTenu IMOJIy4aroT OOCTYII K aHMHHHCTpaTHBHOﬁ IIaHeJIn C IIOMOIIBbIO HACTOJIBHOI'O

PWIOXKeHHs WK Beb-Opay3epa IpU aKTUBHOM CETeBOM IO/IK/IIOUeHHH.

2.2 3amyck cHCTeMBbI

2.2.1 Beo-npunoxenne Squadus

s noctyna k Squadus rnocpeicTBoM Beb-uHTepdeiica:

1. Otkpoiite Be6-6pay3ep Ipy aKTUBHOM CETEBOM TOJIKITIOUEHUH.

2. B agpecHyio cTpoky BebO-Opay3epa BBequTe afpec cepBepa (aZpec cepBepa
MPeJIOCTABIIIeTCS. CUCTEeMHBIM  aIMAHHCTPAaTOpPOM) U  T[epeijiuTe Ha CTPaHUITY

aBTropu3anuu Squadus.

Squadus cumTaercs pabOTOCIOCOOHBIM, €CIM B pe3yjbTaTe JIeMCTBUM IOJIb30BaTels,
M3JI0’KeHHBIX BBIIIE, HA 3KpaHe MOHUTOpa OTOOpa3wiach CTpaHHUIA aBTOpu3aluu Squadus 6e3

BbIIauX CO0DbIIeHui 0 cboe B pabote (puc. 1).

3abbinu naponb?

3aperucTpUpoBaTh HOBYH YUETHYHO 3arnuch

Pucynok 1 — Crpanuiia aBropuzanuu Squadus
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2.2.2 HacronbHoe nipuiioxkenue Squadus

VYcraHOBKa HACTOJBHOTO TIPWIOXKEHHUS! OCYIIEeCTBIISIeTCSI B COOTBETCTBUM C IIPOIECCOM
YCTQHOBKH, OIMCAaHHBIM B JIOKyMeHTe «Squadus, HacTojbHOe IpWiIoXKeHHe. PykoBojCTBO 1O
yCTaQHOBKe.

Squadus nngs OC Windows cuuTaercs yCTaHOBJIEHHBIM, eC/Id B pe3ysbTaTe HOeUCTBUH, 110

yCTaHOBKe, HAa paboyeM CToJie 10Jib30BaTess U B IJ1laBHOM MeHI0 OC oTobpakaeTcs sipyibiK (puc. 2).
Squadus

Pucynoxk 2 — Spnwik npwioxkenus Squadus Ha pabouyem ctostle OC Windows

Squadus mis OC Linux cyuTaeTcsi yCTaHOBJIEHHBIM, €CIM B pe3yjbTaTe JAeNCTBUH 10

ycTaHOBKe, B ritaBHOM MeHI0 OC otobpakaercs spibik Squadus (puc. 3).

Mecra NpunoxeHns WMabpanHoe -5
B \oii koMNstoTEp
= s
5= Bee & Mozilla Firefox
&) JdomalHWiA kaTanor
ﬁj el L 2 O Mozilla Thunderbird
48| CeTb )
,@' Tpaguka n Squadus
[ PaBounia cron ,--_ Official OSX, Windows, and Linux Des...
| h_g) WHTepHeT |
e — KnwneHT oBMeHa MIHOBEHHBIMK CO...
i?gj OBpazoBaTentHLe Mepenmcka MIHOBEHHEIMA CODBLLEHMAMA...
1 ogne B i ez, et o
Cuctema . PRASTIATE, KA ARYTHE TR

100 Cuctemubie
i MeHegkep nakeTos a8
E-g@. CTanjapTHbie
[*%) LlenTp ynpaBneHus
ﬁfv AZMUHUCTPUPOBAHKE

TepMuHan S
|E MapameTphl

1] 3abnoKMpoBaTE 3KpaH
3aBeplInTE CeaHC

A | BeiATi

2 oo o5

Pucynoxk 3 — fpmnbik npwiokenus Squadus B Menro mpuwioxenuid OC Linux

Momck: [ ] Q
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Squadus mms macOS cyuTaeTcsi yCTaHOBJIEHHBIM, €CJIM B pe3yJbTaTe JeHUCTBUN 10

yCcTaHOBKe, Ha pabouem crosie OC oTobpaskaeTcs apibik Squadus (puc. 4).

Squadus 3.23.2

Pucynok 4 — Spnbik npuioxkenus: Squadus Ha pabodem ctosie macOS

J171s1 3armycka HaCTOIBHOTO IpWiIoXkeHUs: Squadus:

1. B 3aBucumoctu ot OC mienkHUTe 110 SpIbiky Squadus:
— Ha paboueM crosie wiy B riaBHOM MeHI0o OC Windows;
— B r71aBHOM MeHI0 nipwioxkeHuit OC Linux;

— Ha pabouemM crosie macOS.

2. Tlpu mepBoM 3amycke HACTOJILHOTO MPUJIOXKeHus Squadus B OTKPBHIBIIEMCS OKHE BBeJUTE
azipec cepBepa (agpec cepBepa NpeIOCTAaBIISETCS CHUCTEMHBIM aJIMUHHCTPAaTOpPOM) U

nepeliuTe Ha CTPaHUIly aBTopu3anuu Squadus, HaxkaB KHONIKY IloaknrounTbes (puc. 5).

Beeawute URL-agpec cepBepa

Pucynok 5 — OxkHo BBoJia afjpeca cepBepa
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2.3 IIpoBepka pab0oTOCIIOCOOHOCTH CHCTEMBbI

Squadus cuuTaercst paboTOCIIOCOOHBIM, eCcli  pe3yJsbTare 1eHMCTBUM, U3JI0)KeHHBIX BbIllle, Ha
9KpaHe MOHUTOpa 0ToOpa3wiach CTPAaHUIIA aBTOpU3alUKU Squadus 6e3 BbIIauu coobIIeHui o cboe B

pabore (cM. puc. 5).

2.4 ABTOopu3amusa

s Bxona B Squadus ¢ moMolipio akkayHTa Squadus Ha CTpaHUIle aBTOpU3aluu (CM. pUc. D)
BBeJIUTE B COOTBETCTBYIOIIME TOJIs JIOTUH (WM afipec 3JIeKTPOHHOM IMOYTHI) U TMApOJib U HaXKMHUTe

kHONKy Boiitu B Squadus.

© 000 «HOBBIE OBJTAYHBIE TEXHOJIOT'UW», 2013-2024
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3 UHTEP®EVIC ITPUJIOKEHUS

[Tocne 3amycka cucTeMbl Ha 3KpaHe OTKpOeTcs TJlaBHas cTpaHuiia Squadus (puc. 6),
coJiep>Kariast:

1. Knonky — (MeHio).

2. Bknanku cepBepos.

3. IlaHenb HaBUTAIWU.

4. Pabouyro o6JacTs.

Ha rnaBHO# crpanuiie BeG-uHTepdeiica Squadus ortobpaxkatorcs Ilanenbs HaBUramum u

Pabouas 00s1acTh.

MeHto Brnagkw cepeepos

MyOffice Squadus

[naBHas

lMpuBeTcTBYeM Ha oMaluHenh cTpaHuue Squadus!

PabBouyan obnactb

MaHenb HaBUraunum

Pucynok 6 — HUuTepderic Squadus
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4 PABOTA HA ITAHEJIN AIMMHUCTPUPOBAHUSA

4.1 Ilepexon K maHe/IN AIMUHHCTPUPOBAHUS

Yro6sl nepeiitul Kk [laHenn aAMUHUCTPUPOBAHKS, HAXKMHTEe Ha aBaTap Ha [aHeIW HaBUTaIUU

(cM. puc. 6) ¥ B OTKPBIBIIIEMCSI JOTIOJTHUTEJIbHOM MEHIO BhIOepuTe KOMaHy AJAMHHHCTPHPOBaHHe
(puc. 7).

E @ Elena Smirnova

CTATYC
@® Bcetn

HeT Ha MecTe
© He 6ecnokoWTb
HeBUANUMBIRA

® Monb3oBaTeNnbCKuii cTaTyc. ..

S Mpodumnb

A AOMUHUCTPUPOBaHKE

[ Boitu

Pucynok 7 — JlononHuTEIbHOE MEHIO
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[Tocne 3TOrO B JIEBOM YacTH 3KpaHa OTOOPA3UTCs IaHeb HAaBWTAIUM JJisl [epeKII0YeHHs

MeXIy aIMAHUCTPAaTUBHBIMU HacTporikamu Squadus (puc. 8).

ALMWHUCTPUPOBaHUe X

@ Wudopmauma

JlvueHsnn

) Wmnoptuposats

9 TMonbzosartenu

H Komnuatnbl

MpurnaweHua

[j Nokasats nor

YKypHan nsmexexun

<}) MNonbzoBaTenbckue 3BYKK
8 Mpaea goctyna

(® MNonb3oBaTensckue amMoa3u

<> MWHTerpaumnu

B9 Otnpaska noutsl

Jo

[Tonb3oBaTeNbCKUE CTATYChI

[ )

ABTOOBHOBNEHWE HACTONBHOIO np...

BoThbl

Pucynok 8 — ®parMeHT naHesi HaBUTAITAN

4.2 IIpocMOTp CBeieHHI O IPIWIOKEHUH

s mpocMmoTpa CBelleHMM O TIpWIOXKEHWM BblOepuTe Ha IIaHeId HaBUTalliy ITYHKT
HNudopmanusn. B paboueii obs1actu OyayT TOCTYIIHBI ClleAyIOLe KapTOUKH:

— QOobee;

— CraTucTuka HCIIOJIb30BAHUA;
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— JIumeH3uy;

— MUKpPOCepPBHUCHI.

YToOBI CkauaTh TeKylue CBefleHUs O TpuioxeHun B ¢opmate JSON, HaXMHTe KHOIIKY
HNudopmanus o 3arpyske B IpaBOM BepxXHeM YIiIy. B cTaHIapTHOM CHCTEMHOM OKHe BbIOepUTe
TMAIKy JJisi CoOXpaHeHusl (aiiyia Ha JIOKaTbHOM YCTPOMCTBe.

YtoObl 0OHOBUTH WHG}OpMAIHMIO Ha CTpaHUIle, HAXXMUTe KHONKYy OOHOBHTH B TPAaBOM

BEpXHEeM YTIIy.
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4.2.1 Nudopmaius o pasBepTbIBaHUH
Kaprouka OO6mee conepxutr vHGOPMAIMIO O pa3BepThIBAHMHK, OTHOCSIIYIOCS K Ballemy

cepBepy (puc. 9):

O6lwee

BupTyanbHble MaLUHHBI

Pucynok 9 — Kaprouka O6mree

— Bepcusa — Teky1ias Bepcust cepBepa;

— Cbopka — Bepcust COOPKHY;

— BeImyck — HOMep BBIITYCKa;

— UnenTudukarop pa3BepThIBaHus — UIeHTUPUKATOP pa3BepThIBAHMS Balllero cepBepa;
— Bepcus nBmkka npuiioieHu — Bepcust IBHXKKA TPUI0KeHNH;

— Bepcust Node — Bepcust Node.js, Ha koTopoi paboTaet Balll cepBep;

© 000 «HOBBIE OBJTAYHBIE TEXHOJIOT'UW», 2013-2024
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— Murpanus 6a3bl JAHHBIX — JlaTa MUTPaUK 0a3bl TaHHBIX;
— MongoDB — Bepcus MongoDB;
— JeTanu KOMMHTA — NOApPo6Hast MHOPMaIKsI O HeJlaBHeM KOMMHUTE;

— PID — upenTudukaTop nporecca.

4.2.2 adopmanust 00 MCIIOIH30BAaHUA

KapTqua CraTHCTHKA HCIIOJIL30BAaHHS COOEepXUT CTATUCTUYEeCKHe OdHHbIe 00

WCIIOJIb30BaHUM npwioxkeHus: Squadus (puc. 10):

CTaTMcTUKa MCNoNb30BaHKA

Pucynok 10 — KapTtouka CTaTHCTHKA HCIIOIH30BaHUS

— [lonbp3oBarenu:
e Obmee — o0I1iee KOJIMYECTBO MOJIb30BaTeNIel Ha CepBepe;
¢ B ceTn — K0M4ecTBO MOJIb30BaTeNel, UMerolnX cratyc B cern;
e He 0ecmokonTh — KOJIMYECTBO IMOJIb30BaTesiel, uMeroinx cratyc He 0ecriokouTs;

e He B ceT — KOJIMYECTBO I10JIb30BaTejIel, UMEeIOIINX CTaTycC He B cern;

— Tunel ¥ pacripesienieHus:
e Connected;

° AKTI/IBI/IPOBHHHBIE MOJIB30BATE@JIN — KOJIMYeCTBO dKTUBUPOBAHHbIX I0JIb30BaTeJIer Ha

BallleM CepBepe;
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° AKTI/IBI/IPOBHHHBIE TOCTH — KOJIM4YeCTBO dKTUBHUPOBAHHBIX roCTeM;

® HeaKTI/IBI/IPOBaHHBIe I10JIb30BaTeJIN — KOJIMYeCTBO HeaKTHBHBIX (I[eaKTI/IBI/IPOBaHHbIX)

MOJIb30BaTelel;

¢ Ilonb3oBaTesnu npuiokeHus: Squadus — KoyIM4ecTBO IoJIb30BaTenei Squadus;

— 3arpysku:
¢ Bcero 3arpy3ok — o011iee KOJIM4eCTBO 3arpy30K, ClleJlaHHbIX Ha CepBepe;

e OO0uruii pa3mep 3arpy3ok — OOIIMI pa3Mep BCeX 3arpy30K;

— Komnatsr:

¢ Bcero 0ecexm — o6111ee koyiuecTBO Oecejr Ha cepBepe;

e Bcero kaHaioB — o011]ee KOJIMUECTBO KAaHAJIOB HAa CepBepe;

e Bcero mpuBaTHBIX rpynm — o0Ilee KOJIMYECTBO IPUBAaTHBIX TPYNI (3aKPBITHIX
KaHaJIOB) Ha CepBepe;

¢ Bcero JIMYHBIX mepemucok — o0Iee KOJMYEeCTBO JIMYHBIX MEPenucoK, CO3JaHHBIX Ha
cepsepe;

¢ Bcero o0cyxmenuii — ob11iee KOJIMYeCTBO 00CYKIeHNH;

¢ Bcero yaToB Livechat — ob611iee komnuectBo uaToB Livechat;

— Coob1ienus:
e Bcero coo0mienuii — o6i1iee KOMMYECTBO COOOIEHUHN, OTIPABIEHHBIX U TOTYYeHHBIX
Ha cepBepe;
¢ Bcero nemouex oTBeToB — 001IIee KOJIMYECTBO IeM0YeK OTBETOB Ha CepBepe;
e Bcero coo0mieHuii B OTKPBITBIX KaHajJax — 00Ilee KOJIMYeCTBO COOOIIeHUH B

OTKPBITBIX KaHaJIaX;

e Bcero cooOmeHnii B 3aKpBITBIX KaHajlaXx — o0O0Iee KOJIMYeCTBO COOOIIEeHWH B
3aKPbIThIX KaHaJIaX (IPUBATHBIX IPYIINax);

¢ Bcero imyHBIX CO00IIEHUI — 0011lee KOJIMYeCTBO COOOIIeHHH B JIMYHBIX TIePeIrCKax;

e Bcero coobmenuit B Livechat yarax — o01iiee konndectso coobiienuii B Livechat.
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4.2.3 Undopmanus o TUIleH3UAX

Kaprouka JIumensus coiep>xut MHGOPMAIXIO 0 JinlleH3uH (puc. 11):

JIMueH3unsa

NuueHzum

Pucynok 11 — Kaprouka JIunensus

— Ha3Banue Opranu3dniii — UM OPrdHU3allvu, JAJId KOTOpOﬁ BBITTYIIIE€HA JIMIIEH3US;

- MHKCI/IMYM AKTHMBHBIX I0JIb30BaTeIell — KOJIMYeCTBO CBO60,I[HBIX YYEeTHBIX 3anucer u
KOJIMYEeCTBO II0JIb30BaTeJiel JIUIEH3UH, BO3MOXHBIX IS ITOJK/IIOYEeHUS. Ecmu y
OpraHn3dliui eCTb OOIIOJIHUTEeJIbHAas JINIeH3Wd, 0To6pa>1<aeTc;1 KOJIN4eCTBO CBO60,I[HBIX
YUEeTHBIX 3alycer BO BCEX JIMIEH3USIX U KOJIUYeCTBO CBO60)1HI:>IX YYETHBIX 3amnucen I10
Ka)XIOM JIUIIEH3UH OTIEJIbHO;

- MHKCI/IMYM AKTHMBHBIX T'OCTell — KOJIM4YeCTBO CBO60)1HI:>IX YUYEeTHBIX 3amnucen sl rocTen
U KOJINYECTBO I'OCTer, BO3MOXKHBIX IJISI IIOAKJIFOYEeHMS.

YTo6bl [1006aBUTH HOBYIO JIMIIEH3WIO, HaXXMHUTe KHONKY JIumen3amm. OTKpoercs IaHelb

JIuieHsuu.
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4.2.4 Nudopmanusa o0 MHKpoOcepBHCax

Kaprouka MukpocepBHCHI COIepXXUT AaHHbIe 0 paboTe MukpocepBucoB Squadus (puc. 12):

MuKpocepBucCbl

@ ARGON BK/OYEHO
status SERVING
commit 366752e10eb0e1bcce826e821abel1e2d5b9b8a%a
version 2252

dependencies

NATS, REDIS, MONGODB

@ BORON BKJTIOYEHO
status 3/3 SERVING
commit 366752e10e60e1bcce826e821abele2d5b9b8a%a
version 2252
dependencies MONGODB
@ CHLORINE BKJTIOYEHO
status SERVING
commit 366752e10e60e1bcceB826e821abel1e2d5b9b8aga
version 2252

dependencies

COBALT, COPPER, KRYPTON, MANGANUM, NATS, ZINC, MONGODB

@ COBALT BKJTIOYeHO
status SERVING
commit 366752e10e60e1bcce826e821abele2d5b9b8a%a
version 2.25.2

dependencies

MANGANUM, NATS

@ KRYPTON BK/O4EHO
status 2/2 SERVING
commit 366752e10e60e1bcce826e821abel1e2d5b9b8a%a
version 2252

dependencies

COBALT, MANGANUM

® LITHIUM BK/IOYEHO
status SERVING
commit 366752e10e60e1bcce826e821abel1e2d5b9b8a9a
version 2252

dependencies

NATS, COBALT, REDIS

Pucynok 12 — Kaprouka MukpocepBucsI
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— status — KOJIM4ecTBO PaboTaIOIIMX CEPBEPOB MUKpPOCepBHCa. Ecii B MUKpPOCEpBUC BXOUT
OIUH cepBep U OH pabortaer, otobpaxkaercsi ctatryc SERVING. Ecimu B MukpocepBuc
BXOJIUT, Hampumep, 3 cepBepa W paboTaeT OJWH W3 HUX, OTOOpakaercs craryc 1/3
SERVING. Ilo HaBenmeHuio Kypcopa Ha cTaTyc oTtobpakaroTcsi IP-ampeca cepBepoB u ux
COCTOSIHUE;

— commit — HOMep KOMMUTQ;

— version — BepCHsi MUKPOCEPBHUCA;

— dependencies — 3aBUCUMOCTHU OT JIPYTUX MUKPOCEPBHCOB.

Ha xapTouke MoryT oTo6paxaTbCsl ClieiyIolye MUKPOCEePBUCHI:

— Argon — cepBHC ouepefiei;

— Boron — cepBuc xypHa/NMpoBaHUs JeHUCTBUM agMuHucTparopa. [Iumer B jor u ymeer,
$uUIBLTPYS, ero OTAaBaTh;

— Chlorine — cepBuC [aHHBIX O KOMHAarax: CO3/laHMe, pefaKTUpOBaHWe, Ho0aBleHWe U
yJlajleH’e y4aCTHUKOB;

— Cobalt — cepBuc fi7151 paboThl C HaCTPOMKAMHU;

— Krypton — cepBuC [ MaHUINYJISIMM C II0JIb30BaTesiMU (BCe [laHHble O Ipoduse
I10JIb30BaTeJIs);

— Lithium — cepBuC AJ1g OrpaHUYeHus] KOJIMYeCcTBa 3alIpOCOB;

— Neon — npyHMMaeT 3aIlpochl U3 04Yepeiv Ha OTIIPABKY yBeJOMIIEHUM U peajiu3yeT JIOTUKY
UX pacrpezesleHus;

— Pregen — npenocrasnsier HTTP API st cepBepHOro peHjiepuHra JOKyMeHTOB:
e BO BHYTpPeHHUI popMar MpernpocMoTpa;
e 8 PDF.

— Push — cepBuc nms ornipaBku push-yBenomiienui;

— SCC-Scandium — cepBUC 151 paboThI C CepBepOM BUIeOKOH(pEepeHIINH;

— Sodium — cepBuc 17151 paboThI C COODIIEHUSIMY;

— Squash — 1ouCKOBbBIN CEpPBUC;

— Tennessine — cepBUC Mg oOIpefesleHUs] aKTUBHOCTH (OHJIAWH, oOdQuIaliH, OTOIIe)
I10JIb30BareJiel;

— Zinc — cepBUC-MeAuaTop MJIsS B3aUMOJIEHCTBUS IIPOYMX CEPBUCOB C CUCTEMOM XpaHEeHWSs

datinos (S3, Filesystem, Gridfs u T.11.).
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4.3 JInueusuu

HJ'IFI ylpaBJieHUusa JIMEH3UsIMHA BbIﬁepI/ITe Ha TIIaHeJIM HaBUTAIIUU ITYHKT HPIIIEHBPIPI. B

pabouelt o6sacTH 0TOOpa3UTCs TabuIla, Cofepskallias cieyrollre ceefienus (puc. 13):

Pucynok 13 — CBeJnieHusI 0 JTUIEH3USIX

— Homep nuiieH3uu — yHUKaJIbHBIM HOMep JINIeH3UH;

— Mg — vMs opranusaiyu, AJisi KOTOPOU BBINYIeHa JIUIeH3US;

— MakcuMyM aKTHUBHBIX II0JIb30BaTelled — KOJMYeCTBO II0JIb30BaTeiel JIMIeH3UH,
BO3MOJKHBIX IJIS ITOIK/IIOUeHHUS;

— MakcuMyM aKTHBHBIX IOCTeH — KOJIMYeCTBO F'OCTel, BO3MOXKHBIX JIJIsl TOAKJIIOYEHNS;

- CPOK JeMCTBUA — JlaTa OKOHYAHMS JEeMCTBUS JIUIeH3UH.

YT0oOBI 106aBUTH HOBYIO JIMIIEH3UIO, BBITIOJIHUTE CJIeAYIOINIre TeMCTBUS:
1. Haxxmure kHonky HoBast munen3us (cm. puc. 13).
2. B oTkpbIBIIEMCSI OKHe BBe[uTe JIMIIEH3WI0 WK BCTaBbTe ee M3 Oydepa oOMeHa, HaXkaB

kHonKy BecraButs (puc. 14).

HoBas nuueH3uns X

BBeguTe NULEH3UI0

() BcTaBuTh
OTMeHa

Pucynok 14 — JlobaBiieHue JTMIIeH3UH
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3. Haxwmure kHOTKY Jl00aBHTH JIMIIEH3UIO.

YTo0OBI YAAJIUTD JIMIIEH3WUI0, HAXKMUTE KHOIIKY m " 1IoATBepauTe JleliCTBUe B OTKPBIBIIEMCHI

OKHe.

4.4 VIM1IopT JaHHBIX U3 IPYTHX MeCCeH/KepoB

Jlyisi »MIiopTa JaHHBIX U3 JAPYTHX MeCCeHIKepoB BbIOepuTe Ha IaHeJd HaBWUTAIlUM ITYHKT

NmnoprupoBars. B paboueii ob6sacth oTOOpas3uTcs TabiuIla C MepedyHeM HMITIOPTUPOBAHHBIX

¢daitnos (puc. 15).

nMmMmno pTupoBaTb Wmnoptuposats daitn CkauvaTtb ocTaswmecs panrnbi CkayaTb oXXupaatolue agaTapbi

Pucynok 15 — IIpocMoTp TabmuIel UMIIOpPTa

Jlns uMnopra AaHHBIX HaXMuTe Ha KHONKY HMmmoprupoBarth ¢aiin (cM. puc. 15) u

BbIOEpUTe TUIT UMITIOPTA M3 BhITaJatolero crnucka (puc. 16):

UmnopTupoBaTh ain 4 Hazan K WMNopTy

THA MMNOpTA

Prcynok 16 — Bribop tvna nmmopra
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- CSV;

— HipChat (tar.gz);

— Slack;

— Ilonb3oBarenu Slack.

[Ipouienypa “MnopTa KaXkJJoro THUIa OMCaHa HUXe.

HekoTopeie daitnibl, a Takke aBaTapbl IOJIb30BaTellell He 3arpy’kaloTcs HAMpsSMylo I10Cie
uMmioprta. [loatomy nss Mx 3arpy3ku HY>KHO HaXkaTb KHONKM CkadaTh ocraBuinecs:i Qpaiyibl U
CkauaTh OKHMJaWIIMe aBaTapbl COOTBETCTBEHHO. 3arpy3ka HA4yHeTCsl Cpa3y I0cjie HaXKaTHUs

KHOIIOK. L[anee HBOGXOHI/IMO HOXOdTbCAd OKOHYAHUS 3aIr'PY3KH.

4.4.1 Ummnoprt u3 Slack

Yto6bI UMIIOPTHPOBATh AaHHBIe Slack B Squadus, BBIOTHUTE CllelyIolre JeHCTBHYS:
1. DxcroptupyiTe gaHHbie U3 Slack. JlaHHbIe JOKHBI OBITH 3arpy»keHbl B dopmare ZIP.
2. Haxwmure Ha kHOoTiIKy UMnopTupoBars ¢aiin (cM. puc. 16).

3. Boibepurte tun ummnopta Slack 13 Beimaaroriero cinucka Tunm ummnopra (puc. 17).

Tun MMNopTa

Slack e

Pucynok 17 — Bei6op tuna nmmopra

4. W3 nosiBUBIIETOCS BBIMAAIoNIero cnvcka Tum ¢gaiiia BeibepuTe THUT 3arpy3ku daiina:
— 3arpysurs;
— Ily6nuunsii URL;

— IlyTs K daiinam cepsepa.
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5. 3arpy3ute Baml ¢aisl. [lJiss 3TOro BBIMOJHWUTE OJHO W3 CJIEAYIOIMUX JeHWCTBUM, B
3aBUCUMOCTH OT BbIOpaHHOTO TUIA ¢aiia:
—ecnd BbIOpaH TuN ¢aiyia 3arpy3uTh, HaXXKMHUTe KHONKY Bbioepute ¢aitn u B

CTaHJaPTHOM CHCTEMHOM OKHe BbIOepuTe ¢aiiyl Ha JIOKaTbHOM yCcTpoucTBe (puc. 18);

Tun daina

3arpyanTh wr

;‘l\, HacTpo#dku Balwers cepBepa NOABONAIT 3ArpyMaTe Hainw AGoro passmepa go 100.00 MB

Beibop WexoaHoro danna
| BeifepuTe dhain | Oaiin He BeIGpaH
Pucynok 18 — Tun ¢aitna 3arpy3ursb

—ecnu BbiOpaH Tun ¢aina Ilyommunsnit URL, BeBemure URL-anpec ¢aiiia B mose

URL-anpec ¢aiina (puc. 19);

Twn daina

MyGnH4YHBIA URL W

URL-agpec damna

Pucynok 19 — Tun ¢aiina Ilyommunsiit URL

— eciu BbiOpaH TUN Qaitnia Ilyrs k ¢aiinam cepBepa, BBefuTe IyTh K aily B Ioje

IIyTs k ¢airy (puc. 20).

Tun danna

MyTe K dainam cepeepa w

MyTh K dainy

Pucynok 20 — Tun ¢aitna IlyTs k ¢aitnam cepBepa
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6. [MomoxxmuTe, moka Squadus cMO’KeT MPOYUTATh 3arPy KeHHBIN aiiyl (3TO MOXET 3aHSITh
HECKOJIbKO MUHYT, B 3aBUCUMOCTH OT pa3Mepa ¢arisa).

7. Haxxmute kHoniky MMmopTupoBars. Pe3ynbTaThl UMIIOPTa OTOOPA3STCS B TaOIHIIE.

4.4.2 Umnopr u3 Teams

Ytobbl uMIoOpTUpPOBaTh JaHHble Microsoft Teams B Squadus, BbIOIHUTE CleayrOIIMe
JleiCTBUA:
1. DkcroptupyiTe nanHble u3 Microsoft Teams. JlaHHbIe MOJDKHBI OBITH 3arpy’keHbl B
¢opmare ZIP.
2. Haxwmure Ha kHOTIKy UMnopTupoBars ¢aiin (cM. puc. 20).

3. Boibepurte Tun nmnopra Teams u3 Boinajaroiiero cnvcka Tunm ummopra (puc. 21).

Tvn umnopTa

Teams v

Pucynok 21 — Bei6op Tuna nmmopra

4. W3 nosiBUBIIETOCS BBIMAaioNIero cnvcka Tum ¢gaiina BeibepuTe THUT 3arpy3ku daiina:
— 3arpysursb;
— Ily6nuunsii URL;

— IlyTs K daiinam cepsepa.

5. SHFPYSI/ITE Balll (1)a17m. BrimonHsgercs aHaJIOrM4HO JEerCTBUSIM, OIIMCAHHBIM B pa3zaeiie

HUmnopt u3 Slack (1. 5).

6. Ilogoxxaoute, moka Squadus cMOXXeT IPOYUTATh 3arpyKeHHbIN dail (3TO MOXKeT 3aHATh
HEeCKOJIbKO MUHYT, B 3aBUCUMOCTHU OT pa3Mepa daiiia).

7. Haxmure kHonky UMnopTHpoBaTh. Pe3ynbraTsl UMIiopTa 0TOOpassTcs B TabiuIie.

4.4.3 Umnopt CSV-daiina

B Squadus moxxuo ummnoptupoBaTth CSV-daitnibl. Oquako, CSV-daitnbl u ZIP-daiin, BHYTpH

KoToporo 6yayT HaxoguTbcs: CSV-daiisbl, JOMKHBI COOTBETCTBOBATh OIpefieSieHHbIM TpeOOBaHHUSIM.

YToOBI UMIIOPTHPOBATh AaHHBIe U3 dainoB CSV, BBINOIHUTE Clle[lyIolye AeHCTBUS:

1. Co3zpatite ZIP-daiin, conepxamuii CSV-daiiibl, B COOTBETCTBUU C TPeOOBAHUIMMU.

2. Haxwmure Ha kHOnKky MMmopTupoBaTs ¢aiin (cMm. puc. 21).
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3. Boibepurte Tun nmnopra CSV u3 Bbimagarorero cnvcka Tum ummopTa (puc. 22).

Tvn umnopTa

C3sv -

Pucynok 22 — Bribop Tvna nmmopra

4. W3 nosiBUBIIETOCS BBIMAaioNiero cnvcka Tum ¢gaiiia BeibepuTe THT 3arpy3ku daiina:
— 3arpysurs;
— Ily6nuunsiii URL;

— IlyTp K daiinam cepsepa.

5. SHFPYBI/ITE Balll q)aﬁﬂ. BrimonHsgeTcs aHaJIOrM4HO JEerCTBUSIM, OIIMCAHHBIM B pa3zaeiie

HWmnopr u3 Slack (1. 5).

6. Ilogoxxaoute, moka Squadus cMOXXeT IPOYUTATh 3arpyKeHHbIN dail (3TO MOXKeT 3aHATh
HEeCKOJIbKO MUHYT, B 3aBUCUMOCTHU OT pa3Mepa daiiia).

7. Haxmure kHonky UMnopTupoBaTh. Pe3yinbraTsl UMniopta 0To0passTcs B Tabiuie.
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4.4.3.1 ®opmaTsl paiiyioB
CocraB ZIP-daiina nomkeH BHIITISAETH ClIelyIoIMM 06pa3oM:

fileTolmport.zip

——— channels.csv

——— USers.csv

—— directmessages
——— messagesl.csv

—— messages2.csv

L messagess3.csv

——— general

L Messages.csv

other ChannelName
canBeAnyNameButHazToHave csv
—— theDotCSV.csv

e asTheFileExt.cav

—— privateArea

L IMEessages.csv

random

date TimeStampl.csv

—— dateTimeStamp2.csv

date TimeStamp3.csv

Hmnoprep umer ¢aitnibl channels.csv 1 users.csv HenocpeacTBeHHO B ZIP-daiise.

HOBTOMY He pa3MeLua1?ITe X BHYTPHU JOIIOJIHUTEJIbHBIX IIAdIIOK.

Popmar ¢aiina channels.csv

@ JInuHble epenucKy He NOJDKHBI OBITh BKIIIOYeHB! B darn channels.csv.

Kaxkmas crpoka ¢aiina channels.csv moimmkHa conepskath nH(pOpMaIMio 00 0OJTHOM KaHajle U B
HeH JTOJDKHBI OBITh YKa3aHbI:

— Ha3BdHHe KdHadJla4,

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOI'MW», 2013-2024 34



MownOdounc

— UM CO3JaTesisd KaHala;

— TWM KaHasa (OTKPbITHIA/3aKPBITHIN);

— CIIMCOK TI0JIb30BaTesied KaHasla, pa3/ieJIeHHbIX TOYKOHM C 3ansaTou. Eciii B KaHaje TOJIbKO
co371aTellb, TO AOJKHBI OBITh MTYCThle KaBbIYKHU.

[Ipumep conepskanus darna channels.csv:

non woun

"general","elena.smirnova", "public",
"otherChannelName", "elena.smirnova", "public",""

non non non

"random", "alexandr.smirnov", "public", "elena.smirnova;alexandr.smirnov"
"privateArea", "alexandr.smirnov", "private", "elena.smirnova"

dPopmar ¢arina users.csv

daiin users.csv COIEpXXWUT CBelleHWs O II0JIb30BaTelsIX — KaXIas CTPOKa COOTBETCTBYeET
OJIHOMY I10JIb30BaTeJIl0 ¥ COIEepXXUT CIlefyIolie CBeJleHusl O I10JIb30BaTelle:

— JIOTHH T10JIb30BaTesIs (He TOJDKEH cofepaTh (@ U Jpyrue clielidaibHble CUMBOJIBI);

— azipec 3JIeKTPOHHOM IIOYTHI [10JIb30BaTeJIs;

— M4 (HanpyuMep, GaMUIUs U UMS).

[Ipumep conepskanus daiia users.csv:

elena.smirnova,elena.smirnova@example.ru, Elena Smirnova
alexandr.smirnov,alexandr.smirnov@example.ru, Alexandr Smirnov

dPopmar daiina messages.csv
@aiin  messages.CSV  COJIePXKUT HHGPOPMAILIMI0O O COODIIEeHUSIX — KaxJas CTpoKa
COOTBETCTBYeT OJTHOMY COOOIIIEHHIO U COJIEPXKUT Clle[lyolIye JaHHbIe:
— JIOTHH TI0JIb30BaTeJis, OTIIPaBUBIIIEro COobIIeHue;
— OTMeTKa BpeMeHU B MIWIJIMCeKYH/Iax;
— TeKCT coobieHus. PekoMeHIyeTcs WCIIO/Ib30BaTh KaBbIUKW, OCOOEHHO eCJIM TeKCT
COO0DIIIeHNs COJIeP>KUT 3HAKU NpenuHaHUs.

[Ipumep coneprkanus ¢aiiia messages.csv:

"elena.smirnova", "1479162481336", "TexcT coolmeHua"
"alexandr.smirnov", "1479162481654", "TekcT coobumeHusa"

Popmars! paiiyIoB C IMYHBIMH COOOIIEHHAMHU

JInunble cooOiieHWs] UMIIOPTUPYIOTCS M3 Karajora c¢ uMeHeM directmessages B ¢dopmare,
OCHOBaHHOM Ha ¢opmare ¢aioB messages.csv. Daiisibl messagesN.cSv JTODKHBI  COJIepXXaTh
CllefiyIoliye JaHHbIe:

— JIOTYH II0JIb30BaTeJIsl, OTIIPABUBILIETO COOOIIIEHHE;

— JIOTYH T0JIb30BaTesIsi, KOTOPOMY IPHUIIIO COODIIeHHE;

— OTMETKa BpeMeHU B MUJUIMCEKYH/IdX;
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— TeKCT coobieHus. PekoMeHyeTcs WCIIOJIb30BaTh KaBbIYKW, OCOOEHHO €eCIM TeKCT
COO0DIIIeHNs COJIeP>KUT 3HAKU NpenuHaHUs.
Huanorn HeoOXOJMMO XpaHUTb B OTAeNbHbIX ¢aliax: HampuMep, [IUAJIOT MEXITy
nosib3oBaTensiMu A u B xpanutcs B daitsie messagesl.csv, a quanor mexay nosb3oBaTesnsvu B u C
XpaHUTCs B daiiie messages2.csv.

[Ipumep conepxxanus daiisia messagesN.csv:

"elena.smirnova", "alexandr.smirnov","1479162481336", "TexkcT coobueHusa"
"alexandr.smirnov", "elena.smirnova","1479162481654", "TexcT coobumeHus"

4.5 Ilonn3oBaTenn

Jlng  mpocMoTpa ChIMCKa TIO/Ib30BaTesield  BbIOEpUTe HA TMAHEeJId HaBUTAUKA ITYHKT
ITonb3oBaTesrn. B pabodeii ob6sacTd 0TOOpa3uTCsl TabiuIla, cofepyKalasi CJIeqyroIue CBeJleHUs
(puc. 23):

[Monb3oBaTenu + Hosblit > Invite

Pucynok 23 — IIpocmoTp cnimcka nosyib3oBaresei
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— NUmsa — oTtobpakaemMoe UMl 1T0JTb30BaTeNist (MOXKeT BKJII0YaTh GaMUWIHIO U UMSI);
— M nonb3oBaTesisi — MMs I10JIb30BaTelIs], UCII0JIb3yeMoe CUCTeMOMU (JIOTHH);
— DJIeKTpPOHHAS MOYTa — aJipec 3JIeKTPOHHOM MOYTHI M10JIb30BaTeIs;

— Postn — posib nosib3oBareris;

— CTaTyc — TeKyIui CeTeBOM CTaTyC MOJIb30BaTeIsl.

Jlyisi morcka ToJb30BaTesiss HAaUYHWTe BBOIUTH WMs I10JIb30BaTeliss B IOMCKOBYIO CTPOKY,
NOXIOUTeCh OOHOBJIEHMsI pe3yJbTaTOB TaOMUIbl WIM HaxmuTe KiaBuily Enter. Cnucok
noJib3oBaresiei OyeT oTGUIBTPOBAH COTJIACHO BBEIEHHOMY KJII0UeBOMY CJIOBY.

Jlyisi ycrelrHOro MOMCKa IIOJIb30BaTesiss B KayecTBe KIIIOUEBOTO CJIOBA pPeKOMEeHAyeTCs
WCII0JIb30BaTh:

— KM4 [10JIb30BaTeIs;

— $baMWIHIO TTOJIb30BATEJIS;

— CHCTeMHOe MMl TI0JIb30BaTes;

— aJipec 3JIeKTPOHHOM I10YTHI.

Ha nanenu ITosnb3oBaTeu MOXKHO BBITIOTHSITD dlegyromye IEeUCTBUS:
- EO6HBJ'IHTB I10JIb30BaTeJIeu;
— IpUIJIdAIATh HOBbIX I10JIb30BaTeJIeu;

— YIIPABJIATDH IMOJIb30BATEJISIMHU.

© 000 «HOBBIE OBJTAYHBIE TEXHOJIOT'UW», 2013-2024

37



MownOdounc

4.5.1 JTo0aBIeHue moJjIbL30BaTe e

Yro6sl 106aBUTH Nosb30BaTesss B Squadus, HaxkMuTe KHONKY HOBBIH, pacrionoXeHHYIO B
BepxHeM IMpaBoM yriy (cM. puc. 23). Ha pomomuutencHoi maHenu Jlo6aBUTH IOJIb30BaTeIst
HACTPOMTe IapaMeTphl 106aBIIsieMoro Mmojb3oBartess (puc. 24):

— YKaXXuTe uMsa )106aBJI$IEMOFO I10JIL30BATeJIA B I10JIe

T LOobasuTb Monb3oBaTens X
m;
— YKa&XUTe CHCTeMHOe WMs [O0JIb30BaTelis B II0JIe -
HMs nob30BaTes;
— YKa)XUTe ajpec 3JIeKTPOHHOM TI0YTHI M0JIb30BATeJIs
Wma nonb3oBaTtensa
B I10JIe DJIeKTPOHHAS M0YTa; (@ |

— YCTAHOBUTE TIIepeK/IrIo4aTellb HOHTBEP)KHEH B
OneKTPOHHaA noyTa

HY’KHOE TI0JIOXKeHHe: [ 2 ]
® [I0 yYMOJIYAHHUIO IlepeK/iovaTelb HAXOJIWUTCS B MoATeepxAeH
I0JIOXKeHUH , B JJAaHHOM CJIy4ae CO3JaHHOMY CraTycHoe coobehie
MI0JTh30BaTeJTI0 HeOOX0IUMO Oy/ieT MOATBEPAUTh [ 7 ]
azpec 3JIEKTPOHHOM IOYTHI, yKa3aHHbIN 0 cee
aIMUHUACTPATOPOM B TOJie  DJIeKTPOHHAS z

mo4rTa, CaMOCTOATeJIbHO.

¢ JiepeBeJuTe IepeKyirodaTelIb B II0JIOXKEeHUe .,

MceBnoHUM
YTOOBI II0JIb30BATeJII0 He Tpe6OBaJ'IOCb [ ¢ ]
JOIIOJIHUTEJIbHO IMOATBEPXKIAaThb azapec Maponsb
3ﬂeKTpOHHOﬁ IIOYTHI; [ £ ]

— YKa)XHuTe CTaTyCHOe COOOIlleHre II0JIb30BaTesIsI B
Tpe6yerca cMeHa napons

nosie CTaTrycHoe coo01IeHue;

YCTaHOBWTb CNyYaliHbIi Naponb W OTNpaBbTe ero no
— YKaXXuTe  JOIIOJIHUTEJIbHYIO I/IHq)OpMaI_II/IIO 6} 3NEKTPOHHOM NoYTe

nosb3oBaTese B noie O cebe; Porm

— YKaXXuTe IICeBJOHHWM II0JIb30BaTeJId B  II0JIe e

IIceBpouum. IlceBmouum obJieryaet
ﬂpl’ICOeﬂ,MHMTb K I'Iyﬁﬂl/l‘-lelM KaHanam no .

yMOMYaH1Io
I/I,I[eHTI/I(l)I/IKaLII/IIO II0JIb30BATeNAd (HaHpI/IMep, JJIA

pa3iiniyenunsa Te30K u O,I[HO(l)aMI/IJ'IbI_IEB) u OTnpaBMTb 3NEKTPOHHOE MMCbMO C MPUBETCTBHUEM .

oTOOpaXkaeTcst psJIOM C UMeHeM T10JIb30BaTels;
Pucynok 24 — JloronHuTeIbHAS TTAHEITb

Jlo0aBHTEL HOJIL30BaTe A
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— YCTAHOBHUTeE HapOJib ISl Y9eTHOM 3alIMCH 110JIb30BaTelIsl OIHUM U3 CJIeIyIOIIUX CII0OCOOO0B:
® YCTAaHOBUTE MapoJib BPY4YHYIO B nosie Ilapos;
® YCTAaHOBUTE CJIyYalHbIA TApOJib, KOTOPLIM OyIeT OTIpaBieH I0JIb30BaTeI0 II0

JJIeKTPOHHOM I0YTe, /JIs 3TOrO IepeBeiuTe IepeKIovareib Y CTAaHOBUTDH CIIy4aWHbIH

NapoJb U OTIPABUTH ero I0 3JIeKTPOHHOH I0YTe B [10JI0KeHHe 9

— YCTAaHOBUTE IIepeKJIrodaTellb Tp86YETCﬂ CMEHa IIapoJid B HYXHOe IIOJIOKeHHue — IIO0
YMO/TYdaHUIO IIepeKJiro4dYaTejlb HAXOOUTCA B  IIOJIOXKEHUU , B JOdHHOM C(JIy4ade
II0JIb30BATEJII0 He TPE6YETC$I MEHATb I[1dpO0JIb, YCTaHOBHEHHbIﬁ dIMUHHUCTPATOPOM IIPpU
CO31dHHUHU II0JIb30BATeJId. Ecmm HEO6XO,[[I/IMO, YTOOBI II0JIL30BaTeIb CMEHHJI MapoJib,

YKEBaHHHﬁ dIMUHHUCTPATOpPOM, IIOCJIe BXOJd B Y4YeTHYIO 3dIlMCb, IiepeBeljruTe

Iepekjiro4daTesb B I[0JIOKeHne . ;

Eciyv BbIOpaH BapuaHT YCTAaHOBKM IIapojisi Y CTAaHOBHTH CIy4aWHbBIN Hapojib H
OTIIPAaBHTH €ro II0 3JIeKTPOHHOH II0YTe, TO IlepekiiouyaTesib Tpebdyercsi cmeHa

apoJisd ABTOMATUYECKU CTAHOBUTCS dKTUBHBIM U IIE€PEKIIIOYNUTh €0 HeBO3MOXXHO.

— BbIOepuTe pOJIb yYaCTHHMKA U3 BbIMajamomiero cmnvicka Posm. Ponu mosb3oBareseit

CO3[IAIOTCS U PeJJaKTHUPYIOTCs Yepe3 610k [IpaBa gocTyma;

— yCTaHOBUTe Tlepekitodaresib IlpucoequHUTH K MyOIMYHBIM KaHaJIaM [0 YMOJIYAHHUIO B
HY>KHOe TI0JIOKeHHe — I0 YMOJTYaHHUIO epeKItovaTelb HAXOIUTCS B TOJI0XKeHUH ®, s
JTAHHOM CJIy4ae I10J1b30BaTellb 110 YMOTYaHUIO CTAHOBUTCS YYaCTHUKOM BCeX OTKPBITBIX
KAaHAJIOB Ha JIaHHOM cepBepe. UTOOBI M0JIb30BaTelb He CTAHOBUJICS yYYAaCTHUKOM BCeEX
OTKPBITBIX KaHAJIOB, TIepeBeIuTe MepekiodaTesb B IIOJI0XKeHUe ;

— YCTaHOBUTe Iepekytodatesib OTHPaBHUTH 3JIeKTPOHHOE IHCHBMO C IPHUBETCTBHEM B
HY>KHOe TI0JI0KeHHe — II0 YMOJYaHHUIO NepeKItovaTelb HaXOIUTCS B MOJI0XKeHUH ®, s
JTAHHOM CJIy4ae IOCJie CO3/IaHus I0JIb30BaTellsl HAa ero 3JeKTPOHHYIO MOYTY, YKa3aHHYIO B
nojie DJIeKTPOHHAs I0YTAa, IIPUJieT IpUBeTCTBeHHOe NMUchbMO. Eciii HeT HeobxonuMocTu

OTIIPABJIATL II0JIL30BaTe/II0 IIPUBETCTBEHHOe IIMCbMO, IIepeBeJuTe IIepeKkjovdaTel/lb B

II0JIOXKEeHHe

Hacrtporikv YcTaHOBUTH CIy4alHBIN IAP0Jb U OTIPABUTbL €ro IO 3JIEKTPOHHOM
noute ¥ OTHOpPaBUTH 3JIEKTPOHHOE IMHCHBMO C NPHUBETCTBHEM TpeOYIOT HACTPOUKHU

npotokosia SMTP st ycrenHo# oTIpaBKy MMCeM Ha 3JIeKTPOHHYIO TIOUTY .
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[Tocne 3amonHenus ¢opmbl Jl00aBHUTH moIb30BaTedss HaXKMUTe KHONKY CoOXpaHHTH B

HIkHel yactu popmel. [lonb3oBaTens OyieT 106aBiieH B CIIMCOK I10JIb30BaTesIel.

4.5.2 Ilpurnamnenue mojb30BaTesei

Yro6sl npurnacuTh nosib3oBarens B Squadus, HaxMuTe KHOIKY Invite, pacnosioxeHHyIO B
BepxHeM IIpaBoM yriy (cM. puc. 24). Ha nononmuutensHod naHenu IlpuriacuTths mosib3oBaresiei
YKaXUTe 3JIeKTPOHHBIE IIOYTHI I10JIb30BaTeslel ISl OTIIPAaBKU IIPUIJIAIIeHUs M HaXMHUTEe KHOIIKY

OrnpaButs (puc. 25).
MpuraacuTb Nonb3oBaTenen x

OTﬂpEi BWTb NpurnaweHne no
3ﬂEKTpOHHDlT1 noyre

Bbl MOMETE OTNPABNTE HECHONBKD 3NEeKTPOHHBbIX
NMUCEemM C NpHUrnaleHuem 2a paas.

Pucynoxk 25 — Ilpurnamienue nombs3oBaresied B Squadus

4.5.3 JleiicTBHA C IMOJIH30BaTeISIMH

Hef/’ICTBI/IH C II0JIb30BATeIIMH OCYIIECTBJIAIOTCA Ha IOIIOJIHUTEJIbHOM TTaHeJIu CBEHEHI/IH 0
moJjib3oBaTese. UYToObl OTKPBITh JIdHHYIO IIdHeJIb, MIeJIKHHUTe Hd CTPOKY HY>XXHOI'O I10JIb30BdTeJIS B

CITMCKe TI0JIb30BaTesiel (CM. puc. 25).
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Ha oOTKpbIBIIEHCS TaHeld MOXXHO BBINIOJMHUTH CIIENYIONIHe IeHCTBUS C II0JIb30BaTesleM
(puc. 26):

— HAIKCaTh COODIIeHNe I10JIb30BATEJIIO;

— 0TpeJdKTHPOBATH AdHHBIE I10JIb30BaATeJId;

— VIIPABJIATH IIOJIb30BATeIEeM.

CeBeJleHWA o0 nonb3oBaTene X

L) JluyHoe coo... ¢/ Pepakrtu... .

O Alexandr Smirnov

Ponwn

user

MecTHOe BpeMs

12:46 (UTC 3)

Mma nonb3oeaTtens

alexandr.smirnov

MonHoe umsa

Alexandr Smirnov

BHEKTPGH Had no4yrta

alexandr.smirnov@mo.ru

CospgaH

10 pekabps 2021 r.

Pucynok 26 — CBepeHus o nosb3oBaTesie
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4.5.3.1 HantucaTts oJjib30BaTesio coodImenue

YToObl HamMcaTh IIOJIL30BATEII0 JIMIHOE COO6H.[€HI/Ie, HAXMHUTe KHOIIKY JInunoe

COOGIIIEHI/IE. OTKpOETCH OKHO JINYHOM Iepernmrcku C BbI6paHHbIM I10JIb30BaTeJIeM.

4.5.3.2 PepakTHpoBaTh JaHHbIE I0JIb30BaTeIs

YToOBI OTpelakTUpOBaTh [IaHHbIE IOJIb30BaTeNsl, HAXXMUTe KHONKY PemakTupoBaTh Ha
JOTIOJIHUTEIbHOM NlaHen CBeieHUs 0 MoJIb30BaTesie (CM. puc. 26).

OTKpOETCH JOIIOJIHUTEeJIbHAs ITaHeJIb

PepakTupoBaTb nonb3oBaTensd X
PEHHKTI/IPOBHTI) IOJIb30BaTeJI, 3JIEMEeHThI
KOTOpOﬁ dHAJIOTHYHEBIL JJIeMeHTaM ITaHeJIn

WU3o6paxeHune npoduns
JlobaBUTH IOJIL30BaTes, 3a UCKIIIOUeHUeM OJIoKa

MN3obpazkenne mnpoduias, npeqHa3HAYEHHOTO

JJIsL YIIpaBJIEHU dBaTapoOM II0JIb30BATeNA

(puc. 27). Yrobb1 U3MEHUTD amarap, CNoNb30BaTH

BOCHOHBBYﬁTECb OJHUM u3 cJIeJyromux Ums

CIT0CO0OOB: ‘
Alexandr Smirnov

— JId YyCTAHOBKM CHCTEMHOI'O dBdTdpd BMeCTO

II0JIb30BATEJIbCKOI'O H306pa)KeHI/I$I Ha>XMHUTe WMma nonb3oBaTens

KHOIIKY C CUCTEeMHbIM dBdTdpPOM, [ @ ]

aBTOMAaTHUYeCKU CreHepUpOBaHHbIM Squadus;

o SﬂeKTPOHHEIH no4yTa
— JUIsl  3arpy3Kd H300pakeHusi C YCTPOMCTBa

= )
TI0JIb30BaTelIsl HAKMHUTe KHOIKY [1] mocie dero [
MoaTeepxaeH o
Ha 3KpaHe OTKPOeTCs CTaHJapTHOe CUCTeMHOe
OKHO BbIOOpa (paityia. Beibepute HyXHBIN daiii, CraTycHoe coobluyeHne
HaXOJSIMNCS Ha CTAlMOHAPHOM WJIM BHEIIHEeM [ Vi ]
HOCUTeJIe YCTPOUCTBA;
O cebe
— JUIsl  3arpy3ku u300pakeHHsl W3 HWHTepHeTa
4

BBequTe URL-agpec wusobOpakeHus B IIoje

HUcnonb3oBaTh CCBUIKY /I dBdTdpa U

Ha)XKMUTe Ha NOSIBUBLIYIOCS KHOIIKY &5 .
Pucynok 27 — ®parmeHnT nanenu

PEHHKTI/IPOBHTB IMOJIb30BaTeJasd
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[Tocne BHeceHMs KaKKX-TMOO M3MeHEeHHH B JaHHbIe T0JIb30BaTesisl B HIDKHEN 4acTH MaHelu
NOSIBIISIIOTCS KHOTIKY BoccTanoBuTh 11 COXpaHUTh.

YT0oOBI COXpPAaHUTh BHECEHHbIe U3MeHeHHs], HaXXMUTe KHOIIKY CoXpaHUTh.

YToObl OTMEHWTb BHECeHHble H3MeHeHHs U BepHYTbCS K IpeAbIAYIIMM HaCTpoOMKaM,
HakMuTe KHONKY BoccranoButb. KHomka BoccraHoBHTH akTHMBHA TOJIBKO [0 COXpaHEHUs

H3MEeHeHHH.

4.5.3.3 YnpaBJieHue nojib3oBaTejieM

HJ’IH YIpaBJIeHUA II0JIb30BdTeJIEM HAXMUTE KHOIIKY Ha JIOIIOJIHUTEJIbHOK ITaHeIr

CBenenusi 0 mojb3oBaTesie (CM. puC. 27) U B OTKPBIBIIEMCSI MEHIO BblOepHTe HYXKHYI0 KOMaHIy

(puc. 28):

— Cpenarp aamuHucTpaTropoMm (Yaanuth
aJIMHUHUCTpPaTOpa) — ClelaTh [10/Ib30BaTeJs LY JnyHoe coo... & PepakTy... :

aJMUHUCTPAaTOpPOM cepBepa (yIaluTb U3

Alexanc #° ChenaTb alMMHMCTPaTOPOM
aIMUHUCTPATOPOB);

L CBpocuTb Kiod WndpoBaHUs
— Copocuts ko4 mudpoBaHusi — cOpoCUTh

Ponu L C6pocutb TOTP
KoY mMPOBaHUs IS 3alidPOBAHHBIX
I Yonanute
Oecen. B nuanoroBoM okHe HaXXMUTE KHOIIKY "
eCTHOe B|
' O [leakTnBupoBaTh

BoccraHoBHUTE;

Pucynok 28 — YmnpasiieHnue ronbp3oBareyieMm

Cbpoc kmovya mmdpoBaHUs TpUBeNeT K 3aBeplIeHHI0 Ceccud Iosb3oBatenis. [lpu
CllefyiollleM BXoJle IOJb30BaTesis Squadus CO37aCT HOBBIM K/II0Y U BOCCTAaHOBUT
3ammdpoBaHHble Heceflbl, eCiid KaKk MUHUMYM OJIMH M3 YYaCTHUKOB HaXOJWUTCS B ceTd. becenpl
6e3 ydYaCTHMKOB B CeTHM BOCCTAaHOBUTb HEBO3MOXHO BBUAY OCOOEHHOCTell CKBO3HOI'O

mMQppoBaHUSL.

— Copocute  TOTP — c6pocutrh [nByxdakTopHyio ayTeHTHuKanuu dvepe3 TOTP
(Time-based One Time Password Algorithm). B nuamoroBoM okHe HaXMUTe KHOIIKY

BoccraHoBHUTE;

C6poc nByxdakropHo# ayTeHTUdHKaluu yepe3 TOTP 3aBepmuT ceccuto noiab30Barerisi.

ITonb3oBaTeIb CMOXKET BKIIIOUUTD I[BYX(I)aKTOpHYIO HYTEHTI/I(l)I/IKaL[I/IIO I1I031Hee.
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- YHHJII/ITI) — YH4JIUTh I10JIb30BaTeJIA. B AWAJIOTOBOM OKHE HAXXMHTe KHOIIKY YHHJII/ITI);

@ Bmecre c nonb3oBaresieM OynyT yAajleHbl Bce ero COoOIIeHMs. JTO [IeHCTBHe HeJlb3sl

OTMEHHUTD.

— JeakTuBHpOBaTh (AKTHBHPOBATh) — JIEAKTUBUPOBATh (AKTUBHUPOBATh) TOJIb30BATEIS.

Komanpa BeimonHsercs 6e3 IMoATBEepP KAeHus.

4.6 KomHaTte!

HJ'IFI IMpOCMOTpPa CTATUCTUKHU I10 KOMHATaM (6ece,uaM) BbI6epI/ITe Ha laHeJIM HaBUI'alluh ITYHKT

Komnarsl. B paboueii o6sactu oTobpasurcs Tabnuia co ciepyromer napopMmanuen (puc. 29):

KomHaThbl

E

JlnyHaA nepenucka OTKpbITbIK KaHan 3aKpbITblii KaHan OMHWKaHanbHOCTb O6cypeHus KomaHabl

a-

25 50 100 <« 1 384 385 386 387 388

Pucynok 29 — IIpocMOTp CTaTUCTHUKU IO KOMHATaM
— Vima — HazBaHue GeceJibl WJIM UMEHA M0JTb30BaTesIeid, COCTOSIINX B JIMIHOM MepeIrcKe;

— THun — THUII KOMHATHI,
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— ITonb30BaTes I — KOJIMYECTBO MOJIb30BaTe/lel B KOMHATe,;

— Coo01menuss — KOJIMYeCTBO COODIIeHUNA B KOMHATe;

— IIo yMonuaHMI0 — TIO[IKJIFOYEHA JIM KOMHATa [0 YMOJIYAaHUIO BCEM II0JIb30BaTeIsIM
(Her/[1a);

— Featured — mpocrasjieHa 1M cIlelidaibHass OTMeTKa JUIsl BbIIeJIeHUs KOMHATHI B KaTajiore
(Her/[1a).

YTto0ObI HAKTH HY>XHYIO KOMHATY, HAYHHUTe BBOAUTL €e Hd3BdHWe WJIKM MMeHd I10JIb30BaTesieu,
COCTOSIIIIMX B JINYHOU Iepernurcke, B CTPOKY IIOMUCKA.
YToOHI B Ta6JII/II_[e OTO6pa)KaJ'II/ICb TOJIbKO KOMHATHI OIIpejeJIEeHHOT'O TUlld, [I0CTABbTe q)ﬂa)KKI/I

HAIlIpOTHUB Ha3BaHWM 3THUX TUIIOB HaJl Ta6HHHEﬁ.
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4.6.1 YnpagsiieHue KOMHATOH

H3meHenve CBONCTB AOCTYIIHO TOJIbKO ISl TPYHIIOBBIX Oeceli — KOMaHJ, OOCY>XIIeHUMH,
KaHaJIOB.

YTOoOBI M3MEHUTh CBOMCTBA KOMHAThl, HA)KMUTE Ha CTPOKY C Ha3BaHMEM HY>KHON KOMHAThI B
tabmuie (cM. puc. 29). OTKpoeTcst IONOJHUTeNIbHAs NlaHelb PelaKTUPOBAaHUSI CBelleHUi o Oecefie
(puc. 30). Ilanenb otoOpakaercss 4aCTMYHO. UTOOBI MOCMOTpPETh BCIO IaHesb, BOCIIOJIb3YWTECh

[IPOKPYTKOM.

MHdopMauus o 6ecege X
Tema

06cyxaeHne foKyMeHTaumMm

3aKpbITbId KaHan »

Tonbko npurnaweHHele nosibaosaTesii UMerT
AOCTYN K KaHany

Tonbko anA YTeHuA .

Tonsko aBTOPWU30BaHHbIE NOoNb30BaTeNum MoryT
nucaTb HOBblE COOsLLlEHVIFl

(1) 3arpy3utb

ApPXHBHbIH »
Ums Mo ymon4aHuio »
KoMaHAa_texnucos
LNo6aBuTb B UsbpaHHoe »
Owner
alexander.smirnov Featured »
Onucatxue
KomaHa TeXHUYEeCKUX nucaTenen BoccTaHoBUTb Coxpanutb

06bABNeHNe

[JokymeHTaumo HyxHo caats go 03.03

Pucynok 30 — IlaHenb pegakTHpOBaHKs CBeleHUM O KaHae

Ha nanenu Undopmaius o 6ecesre MOXXHO BBIIIOJIHUTD ClIeIyIOIINe JeHCTBUS:

— U3MEHUTH aBaTtap becennl;

— U3MEHUTH CBeleHUs 0 Decere;
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— U3MEeHUTH YPOBeHb N0CTVYIId K 6ecene;

— apXWBHPOBATL Oeceny;

— U3MEHUTHL CBOUCTBA Deceib:

— yIanuTh beceny.

[lociie BHecenus Kakux-IvOO M3MEHEeHWIl B CBOHCTBa Oecennl B HIDKHEH 4YacTU IIaHeId

HOSIBIISIIOTCS KHOTIKY BoccTanoBuTh 11 COXpaHUTh.
YT0oOBI COXpPAaHUTh BHECEHHbIe U3MeHeHHs], HaXKMUTe KHOIIKY CoXpaHUTh.
YToObl OTMEHWTb BHECeHHble H3MeHeHHs U BepHyTbCS K IpeAbIAYIIMM HaCTpOMKaM,

HaXXMHTe KHOIIKY BoccranoBHTBE. KHOHKy BoccraHoBUTBL MOXXHO HaXKaTb TOJIBKO 10 COXpaHeHu4d

H3MEeHeHUH.

4.6.1.1 N3menurs aBaTap

YToOBI U3MEHUTDH aBaTap KOMHATHI (6ece[ibl), BHITOJIHUTE CIIeqyIOIIe 1elCTBUSL:
1. Haxxmure Ha kHOIIKY 3arpy3uTh Ha naHenu Uudopmanus o 6ecene (cM. puc. 30).

2. B CTAHAAPTHOM CUCTE€MHOM OKHe BbI6epI/ITe I/1306pa)KEHI/Ie Ha JIOKAJIbHOM YCTpOﬁCTBe nIn

C BHellIHero HoCHTeJId.

3. Yrtobbl COXPAdHUTHb H3MEHEHHd, HAXMUTe KHOIIKY COXPHHHTB, PacCIIOJIOKeHHYIO B

HWDKHEN 4aCTHy ITaHesIu.
YTo0OBI YAAJIUTb 38pr>K€HHbII>1 dBdTdp, HA’KMUTE KHOIIKY m " 3dTeéM KHOIIKY COXpaHI/ITb.

[Tocne aToro B KayecTBe aBaTapa KaHaja OyJleT YCTAHOBJIEH CTaHJAPTHBIM CHUCTeMHBINA aBaTap.

CTraHIapTHBIM CUCTEeMHbBIN aBaTap yIaluTh HeJIb3sl.

4.6.1.2 U3MeHuTH CBeeHHud 0 Oecene

YtoObl U3MEeHUTHL CBefleHUs1 0 Oecelle, OTpellakTUpPyHTe 1oysl Ha naHenu Mudopmamusa o

oecene (cM. puc. 30):
— ma — Ha3BaHue Oecefiby;
— Onmcanue — Ooilee nojipoOHas MHGOPManUs O NpefHa3HadyeHuu Gecenbl. Hanpumep, B
3TOM KaHa/le NyOJuKylTcs:i HoBocTH kKommanum H IT-peiaka. OnucaHue MOXHO

MIOCMOTPETh TOJIbKO Ha cTpanuile ViHdopmarusi o Oecene (komaHze);
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— O0psiBIeHNMe — BakHash WHOpMaIs, KOTopas oTobOpajkaeTcss B Buje OaHHepa Hajl

JieHTOM coobmenuit (puc. 31). Hampumep, ccbUlka Ha CalT KOMITAHMM WIA BaKHas

HOBOCTb;
& HoeocTu .
H | s IE=TN RN R
CaiiT Hawei KomMnaHum hitps./example.ru
Pucynok 31 — O0bsiBieHue
— Tema — OTO6pa>Ka(3TC$I 1101 HaA3BdAHHWeM 6ECEI[I:>I Ha IldHeJIM WHCTPYMEHTOB. OTtauuno

noaxoauT Iuid IIpefoCTaBJIeHUs JOIIOJTHUTEIbHOU I/IH(l)OpMaL[I/II/I 6} 6ecez[e. HaanMep,

BHECI) BbI MOXKeTe ITIPOYUTAaTh nmodjieJHue HOBOCTH.

Haxxmure kHonky CoxpaHHUTh, 4TOObI COXpaHUTh BHECEHHbIE U3MeHeHUSI.

4.6.1.3 I3MeHuTH YPOBEHH IOCTYyIA

YTOOBI UI3MEHUTb HACTPOMKU NIPUBATHOCTH, aKTUBUPYWUTE/ IeaKTUBUPYITE Tepek/IIoyaTelld Ha
na"enu Uudopmanus o decene (cM. puc. 31):

1. 3akpsIThIii KaHa/3aKpbIToe 00CyxkHeHHe/3aKpbITass KOMaHAa — clelaTb Oecenmy
OTKPBITOW/3aKPBITOM. YYaCTHUKU MOI'YT IIPUCOEIMHUTHCS K 3aKpBITOW Oecele TOJIBKO IIO
NpPUIJIALIEHHWI0O WM J00aBjieHHI0. 3akpeiTylo 0Oecelly, B KOTOPOM He COCTOUT
I10JIb30BaTeJIb, HeJlb3sl HAaWTH Yepe3 IIOMCK WM KaTaJor.

2. Tonbko I YTeHUss — BKIIIOUUTH/OTKIIOYUTh pexkuM Tosabko njs yreHusi. OObIYHbIE
I10JIb30BaTeIM He MOI'YT IUcaTh coobiieHus: B Oecesibl ¢ ypoBHeM Joctyna Toabko mias
YTeHHsA. JTO MOTYT JiejlaTh TOJIBKO BilaJlesIbIlbl U MOJlepaTophl Oeceibl U aIMUHUCTPATOP

cepBepa.

Haxxmure KHOIIKY COXpaHI/ITb, YTOOBI COXPAHUTH BHECEeHHbIE U3MEHEHUW .

4.6.1.4 ApxuBuposBars becexy

YTob6b! apxMBHpPOBaTh Oecelly, epeBeiUTe Mepektodarelb APXHUBHBIN B I10JI0KeHHUe Ou

HaxMuTe KHOTKy CoxpaHuTh Ha naHenin Mapopmanus o 6eceme (cM. puc. 31).

[Tosib30BaTeEIM HE MOTYT CaMOCTOSITeJIbHO pa3apxXuBHUpOBaTh Oeceny. [l pazapxuBaruu

Oeceibl UM HEOOXOJIUMO 0OPaTUTHCS K aJIMUHHACTPATOPY CepBepa.

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOI'MW», 2013-2024



MownOdounc

4.6.1.5 M3aMeHuTH CBOMCTBA Decennl

Yrobbl M3MeHUTh CBOMCTBA Oecelbl, BKJIIOYWTEe HEOOXOJUMble CBOMCTBA Ha IaHeNIH
HNudopmanus o becene (cM. puc. 31):

— ITo yMoryaHuIo — ecjM OIS BK/IIOYEHA, TO Gecella MOJKIIIOYAETCS 10 YMOJTYaHUIO BCeM
10JIb30BATeJIsIM — HOBBIE T10JIb30BaTeI aBTOMAaTHUeCKH OYAyT CTAaHOBUTHCSl yYaCTHUKAMU
JAaHHOM Oeceqbl;

— Jlo6aBUTH B H30paHHOe — eCJIM OMIUS BKJIIOYeHa, To Oecella aBTOMAaTUYeCKH J106aBisieTcs
B M30paHHOe y BCeX HOBBIX IoJib3oBaTesel. JlanHas GpyHKIMs paboTaeT TOJIIbKO COBMECTHO
¢ ¢yuknueii Ilo ymomganmio;

— Featured — eciu omnius BkiItoueHa, To 6ecefia BBIJIeNIIeTCsl B KaTajore — OTOOpaXkaeTcs B

CaMOM Ha4aJie.

Haxxmure KHOIIKY COXpaHI/ITb, YTOOBI COXPAHUTH BHECEeHHbIe U3MEHEHN .

4.6.1.6 Yaanurs beceny

Yrobbl ymamuTh Gecelly, HAXXKMUTe KHOIKY YmaauTh Ha naHenu VIiHdopmarusi o Oecene

(cM. puc. 31) 1 B OTKpBIBIIEMCSI OKHe TTOATBEP>K/IeHUs] HAXKMUTe KHONIKY Jla, ymanuTsb.

Bwmecre ¢ 6eceniolt ynansitoTcsi Bce COODIIeHMs, OTHOCSIIUECsS K Hel. Y najieHue 6ecejbl

MIPOMCXOJIUT 6e3BO3BPATHO.

4.7 Ilpurnamenus

Jliss  mpocMOTpa  CIIMCKA — CChUIOK-TIPUIVIAIIEHWM,  CO3JaHHBIX U TIpUIVIALIeHUs
noJsib3oBaresiel B Oecelipl, BblOepUTe Ha IaHeiau HaBuranuu NyHKT Ilpuraamenusi. B paboueit

obyacty 0ToOpa3uTCs TabiuIla co caeayolel nHbopmanuen (puc. 32):

MpurnaweHuns

Pucynok 32 — Criycok npuriameHui
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— TokeH — TOKeH CChUIKU-IIPUTJIAllIeHNUS;

— Co3man — J1aTa CO3/1aHusl CChUIKU-TIPUTIIALIeHUS;

— Cpok geiicTBUSI — CPOK JIeMCTBUSI CChUIKU-TIPUTJIAIIeHHS;

— Mcnonbp30BaHusl — KOJIMYECTBO pa3, KOTOPOe CChUIKA-TpUIvIaliieHre Obljla MCII0Ib30BaHa;
— OcTaTok MCIONb30BaHUM — OCTaBlleeCs KOJIMYECTBO pa3 /i HCIIOJIb30BaHUS

CCBUIKH-IIPUTJIAIIIeHH .

YToGB! yoaIuTh IIPUIJIalleHye U3 CIIMCKA, HAKMHUTE KHOIIKY % .

4.8 Jlorn

4.8.1 IIpocmoTp Ji0r0B

Il mpocMoTpa JIOroB BbhIOepUTe Ha TaHejd HaBuramuu MyHKT IlokasaTse Jjior. B paboueii
obyacty 0ToOpa3sTcs Tekyiue oty (puc. 33).

YTo6b!I IepeiTy K MOCIIeIHUM 3alIMCSIM B Jiore, HAXKMHTe KHONIKY HoBble 3amucH.

MNokaszatb nor

SyncedCron -* info Not running "LDAP_Sync” again.

SyncedCron = info Mot running "Federation” again.

LDAPHandler = info Init LDAP login standmon

LDAP = Connection.info Init setup

LDAP = Connection.info Connecting ldap://ad.stageoffice ru:389

LDAP = Connection.info LDAP connected

LDAP - Bind.info Binding UserDN cn=sqds_manage,ou=S0UADUS dc=ad dc=stageoffice dc=ru

server.js:204 LDAPHandler = error LDAPEmor [InvalidCredentialsError]: B0090308: LdapErr: DSID-0C0
90447, comment: AcceptSecurityContext error, data 52e, v3839  at messageCallback (/app/bundle/programs/server/npm/node
_modules/ldapjs/iib/client/clientjs:141%:45)  at Parser.onMessage (/app/bundle/programs/server/npm/node_modules/Idapjs/
lib/client/client.js:1089:14) at Parser.emit (events.js:315:20)  at Parser.EventEmitter.emit (domain.js:483:12)  at Parser.writ
e (/app/bundle/programs/server/npm/node_modules/ldapjs/lib/messages/parserjs:111:8)  at Socket.onData (fapp/bundle/pr
ograms,/server/npmy/node_modules/Idapjs/lib/client/client.js:1076:22) at Socket.emit (events.js:315:20) at Socket.EventEmi
tter.emit (domain.js:483:12)  at addChunk (_stream_readable.js:295:12) at readableAddChunk (_stream_readable.js:271:
9) at Socket Readable.push (_stream_readable js:212:10) at TCPonStreamRead (intemal/stream_base_commons.js:186:2
3) at TCPcallbackTrampoline (internal/async_hooks.js:120:14) { |de_message: '80090308: LdapErr: DSID-0C090447, commen
1: AcceptSecurityContext error, data 52e, v3839'w0000, Ide_dn: null }

LDAPHandler = info Fallback to default account system { username: ‘standmon’ }

LDAP = Search.info Idle

LDAP = Connection.info Disconecting

LDAP = Search.info Closed

SyncedCron =» info Starting "Generate download files for user data”.

SyncedCron =* info Finished "Generate download files for user data”.

SyncedCron = info Mot running “Federation” again.

SyncedCron = info Mot running “Federation” again.

SyncedCron = info Starting "Generate download files for user data”.

SyncedCron =* info Finished "Generate download files for user data”.

SyncedCron = info Not ru i

SyncedCron = info Mot runi

Pucynok 33 — IlpocMoTp sioroB
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4.8.2 Hacrpoiika 10roB

Il HacTpoMKM JIOTOB BbIOeprTe Ha IaHeJd HaBuranuu IyHKT Jlorm. 3atem B pabouent

00J1acTH HaCTpoiiTe apamMeTphl (puUc. 34):

Noru

YpoBeHb NOrvpoBaHun

0 - Tonbko owKbKK ~

. OTobpaxaTb cGopky
Oto6paxaTb dann u cTpokU

JIuMUT cTpoK

1000

Bbizoe meTopa TPaCCHUpPOBKH

@unsTp MeToga TpaccUpoBKK

TekeT 3neck Gynet oueHnBaTbheA Kak RegExp ((new Regexp ("text') ). LepxuTe ero
MyCTbIM, UTOOLI NOKa3blBaTh Cel KaXaoro Bbl3oBa.

3anpocbl NOAMNWCKU Ha TPacCUMPOBKY

(Duanp NoANUCKKU Ha TPpaCCHPOBKY

TekcT 3aech 6yaeT oueHMBaTbeA Kak RegEXp ((new Regexp ('text')|). epxwuTe ero
NycTbIM, YTO6bI NOKa3blBaTh CNeA Ka)XAoro Bbi30Ba.

nDerOBaTb WCKNKO4YEHNA B KaHane “

exceptions

STO0T KaHan 6}‘JJET nonyyaTb BCe 3aXBauyeHHble NCKNHOYEeHUA. OcTaBbTe none NYCTbIM,
YyTOGhbI WrHOPUPOBaThk UCKNKOUEHUA.

BoccTaHOBUTb 3HAYE€HUA MO YMONMYaHUIO

Pucynok 34 — Hacrpoiika jioros
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— BbIOEpUTE U3 CITMCKa Y POBEeHb JIOTHPOBAHMSI COOBITHSI, KOTOPbIe OYIYT JIOTUPOBAThCS:
e () — TOJIBKO OIIHUOKY;
e 1 — omubku 1 UHPOpPMAIIUS;

e 2 — omubky, “HOpPMAIUS U OTJIAJKA;

— yCTaHOBHTe Tepeksitodaresib OTodpaxaTh COOPKY B MOJIOKEHHE O oToOpakeHUs B
Jlorax cBefieHuH o0 cOopke;

— yCTaHOBUTe TepekstoyaTesib OToOpaxkaTh ¢aiyl M CTPOKH B IIOJIOXEHHe ® s
oToOpakeHUsI B jiorax (aiioB U CTPOK;

— YKaXUTe YHUCJIOBOe 3HaueHWe, OTpaHUYMBaIolllee KOJIMYeCcTBO OTOOpaXkaeMbIX CTPOK B
Jiorax, B nojie JINMHMT CTPOK;

— YCTAaHOBUTe IlepeKkiiovyareiib BBI30B MeToga TPacCHPOBKH B II0JIOXKeHHe ®
BKJIIOUEHHs BbI30BAa MeTO/la TPACCUPOBKUY;

— yKaxuTe GUIbTP TPAaCCUPOBKH B mojie PUILTP MeToHa TpaccHUPoBKH. [lojie craHOBUTCS
aKTHUBHBIM T10CJIe BKJIIOYEeHUsI BbI30BAa MeTOJ]a TPAaCCUPOBKY;

— YCTAaHOBHUTE IlepeKJioyaTesib 3alpochl MOJNUCKH HAa TPAacCCHPOBKY B IOJIOXeHUe @
TSl BKJTFOYEeHHUsI 3aIIPOCOB MOJINKUCKU Ha TPACCUPOBKY;

— yKaxuTe GUIbTP MOANMCKY Ha TPAaCCUPOBKY B MoJle PHILTP MOANUCKH Ha TPACCUPOBKY.
[Tosie cTaHOBUTCS aKTMBHBIM I10CJIe BKJIIOUEHHs 3alIpOCOB MOJIIKMCKU HAa TPACCHPOBKY;

— YKaXUTe KaHajl, KOTOpbIM OyleT Mojay4yaThb BCe 3axBayeHHble MCK/IIOYeHHs, B IIOJie
JlorupoBaTh HCKIIOYeHHsA HAa kKaHane. OcraBbTe IOJie MYyCThIM, YTOObI UTHOPHWPOBATH

HCKJIFOYeHH .
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Hanee mneperimute k Hacrtporikam Prometheus. Prometheus — 23To pemenue s
MOHUTOPHUHTA C OTKPBITBIM HCXOJHBIM KOJIOM. HakmMuTe KHOIKYy *¥ W HaCTpOWTe HapaMeTphbl

(puc. 35):

Prometheus A
BxknroveHo
Mopt
9090

WUHTepean c6poca (Mc)

0

Co6upatb NodeJS GC

/N [ina peaktuBaumu TpeGyetca nepesanyck

. API: OtcnexusaTtb User Agent

BoccTaHOBUTb 3Ha4eHUA No YMON4aHUo
Pucynok 35 — Hacrpoiika Prometheus

— yCTaHOBHUTe HepeKyIoYaTess Brirodeno B nonoxxenve @ 1y Bimoyenus Prometheus;

— ykaxwute 1nopt Prometheus B none IlopT;

— YK@XHTe B MIJTMCEKYHIAaX UHTepBaJl copoca 3arpoca B nosie MaTepBas copoca (Mc);

— ycraHosuTe nepekntodatens Cobuparb NodeJS GC B nonoxenvie @ s c6opa J10ros
NodelJS GC;

— ycraHosuTe mnepekmodareis API: Orciaexusats User Agent B mosoxenue @ i

cbopa noros API: Track User Agent.

Haxxmure kHonky IIpumMeHUTH, 4TOOBI IPUMEHUTH BbIOPAHHbIE ITApaMeTphI.
YToOBl BOCCTAaHOBUTH BCe IapaMeTphbl IO YMOJYAHUIO, HAXMHUTe KHONKy BoccraHoBHTH

3Ha4YeHusd 1o YMOJIYdHHUI0.
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YT1oObI BOCCTAaHOBUTH TI0 YMOJIYaHHMIO OJWH IApaMeTp, HaKMUTe KHOMKY 7 HalpOTHB

HavMeHOBaHHs JdHHOI'O ITapaMeTpa.

4.9 WypHan usMeHeHHUit

Jlis mpocMoTpa HacTpoek cepBepa, KOTOpble OBbIIM WM3MeHeHBl, BbIOEpUTe Ha I1aHeIn

HaBuranuu nyHKT MypHai u3meHeHui. B paboueit obrnactu oTrobpa3urcs Tabiauna co ciefyrolen

nHpopmanuei (puc. 36):

E

Message_AllowEditing_Bloc...
Autoupdates_Desktop_Enable true
Message_AllowBadWordsFi...
Message_AllowBadWordsFi.. true
Accounts_TwoFactorAuthen...
Accounts_TwoFactorAuthen... 1true
LDAP_Sync_One_User_User...  kn;bljvhghfg
LDAP_Sync_One_User_User..  artem.romanov
Accounts_OAuth_Custom-C...

Log_Level 0

Log_Level 2

Log_Level 1

Accounts_OAuth_Custom-C..  true
Accounts_OAuth_Custom-C...
Accounts_OAuth_Custom-C..  true
Accounts_OAuth_Custom-Co

Accounts_OAuth_Custom-Co  true

25 50 100

64da1bf638971e477...

64d23bdda58ab0f14...

64cbce2c7b077066e...

64cbcdf93236ab74a...

64cbaBe3f8aal87ed...

64cb53¢23236ab74a...

64cab4bd3236ab74a...

64cab4b0a547ac3da...

64cad5767b077066e...

64cad419a547ac3da...

64cad43753236ab74a...

64cad335a547ac3da...

64ca2ee37b077066e...

64ca2d007b077066e...

64ca2cd13236ab74a...

64ca1f293236ab74a...

64calb6a3236ab74a...

Pucynok 36 — ’KypHan uameHeHuM

— Vi3MeHeHHas1 HACTPOIIKA — HACTPOMKA, KOTOpasi ObUla MI3MeHeHa aIMUHUCTPATOPOM;

— HoBoe 3HaueHre — HOBOe 3HaUeHUe HaCTpOﬁKH;

14 asrycta 2023 ., 15:20:06
8 aBrycta 2023 r., 15:58:05
3 asrycta 2023 r., 18:56:28
3 asrycta 2023 r., 18:55:37
3 asrycta 2023 r.,16:17:23
3asrycta 2023 r.,10:14:10
2 aBrycta 2023, 17:14:21
2 aBrycta2023r.,17:14:08
2 aBrycta 2023 r., 15:00:54
2 asrycta 2023 r., 14:55:05
2 asrycta 2023 r., 14:52:21
2 asrycta 2023 r., 14:51:17
2 aBrycta 2023 r.,13:24:35
2 asrycta2023r., 13:16:32
2 aBrycta 2023 r.,13:15:45
2 aBrycta 2023 r.,12:17:29

2 aerycta2023r.,12:01:30

12 3 45

— M nonb3oBaTesnss — MMs aIMUHUCTPATOPa, M3MEeHUBIIIEr0 HaCTPOMKY;

— HomMep co0BITHS — yHUKAJILHBIA HOMED COOBITHS;

— JlaTa — ;aTa U3MeHeHHUsI.

3amnucy B )XypHaJle He MofJie)xaT MOAUPUKAIINH.
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4.10 ITonb30BaTeIbCKHE 3BYKH

Jly1s mpocMoOTpa CIKCKa I0JIb30BaTeIbCKUX 3ByKOB BbIOepuTe Ha IaHejld HaBUTAIlUM ITYHKT
Ilonb3oBaTenbckue 3BykH. B pabodelr obsactu orobpasurcs Tabmuna € TeKyIIUMMHU
TO/Ib30BaTeIbCKUMU ~ 3BYKaMH, cOflepkalllasi HaWMeHOBaHMe 3Byka W KkHomky @ juia

BOCITPOU3BeJleHHs 3ByKa (puc. 37).

[Monb3oBaTenbckue 3BYKM -

(o ]

sound [»]

Pucynoxk 37 — IlpocMoTp crivcka 1oJib30BaTeIbCKUX 3BYKOB

,HJ'ISI IIOHCKa I10JIb30BaTEeJIbCKOI'O 3BYyKd HAYHWTEe BBOJAUTH €I0 Hd3BdHHE B IIOMCKOBYIO CTPOKY,
JOXIUTeChb 0OHOBIIEHUS pe3yjibTaToB Ta6JII/ILU:>I WM HaXMHUTE KJIdBUIITY Enter. Crmmcok 3BYKOB

6YJ:[ET OT(l)I/IJ'IBTpOBaH COIJIACHO BBeIEHHOMY KJIIOYEeBOMY CJIOBY.

4.10.1 To6aBUTH MOJIBL30BaTEILCKUH 3BYK

Jlis nobaBieHHss HOBOTO IIOJIb30BaTEIbCKOTO 3ByKa HEOOXOJMMO HakaTb HA KHOIIKY + na
naHeny Ilosb3oBaTenbckue 3BykH (CM. puc. 37).
B oTKpeIBIIEHCS TIaHeNu  BBIIOJIHUTE .
[l06aBUTb NONb30BaTeNbCKUIA 3BYK X
cienytoiye nerctBus (puc. 38):
1. B none Uma ykaxute ums 106aBiisieMOro MM
3ByKa.

2. Haxmute kuonky [1] m B cranmaptHOM
3sykoBoi aiin (mp3)

CHUCTEMHOM OKHe BblOepuTe ayauodarii. L
3. Haxmure kHOnky CoxpaHHTb, 4YTOOBI
o OTMeHa
JI06aBUTH I0JIb30BaTeNIbCKUM 3BYK. Haxkmure
KHOIIKY OtMeHa, YTOOBI OTMEHUTDb PucyHok 38 — J[o6aBieHre HOBOro
JlobaBieHUe 3ByKa U 3aKPbITh IaHEeIb. MOJTH30BATENBCKOTO 3BYKA

ITocne HO6aBHeHI/I$I I1I0JIb30BATEJILCKOI'O 3BYyKa OH OTO6pa?>I/ITCSI B CITMCKe ITIOJIb30BATeIbCKHUX

3BYKOB.

(@]
(@)
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4.10.2 i3MeHUTH N0JIL30BaTeILCKUH 3BYK

YTOoObI M3MEHUTDH IOIb30BATEIHLCKUM 3BYK, HAXKXMHUTE Ha CTPOKY HYXXHOI'O 3BYKa B Ta6JII/II_[e

(cM. puc. 38). B oTkpbIBIIIENCS JOTIOIHUTEIbHOM NTaHe I BHeCUTe Hy>KHble u3MeHeHus (puc. 39).

Haxwmure xkHonKky CoxpaHHTB, YTOOBI
COXPaHWUTb U3MeHeHHs. HaxmurTe KHOIKY
OtrMeHa, 4YTOOBI OTMEHUTb M3MEHEHUs |
3aKpBITh [1aHeJIb.

Yro6m!

HaXMHUTe KHOIIKY YnaJme U B

YAQIUTh  T10JIb30BaTEIbCKUM
3BYK,
OTKPBIBIIIEMCSI JMAJIOTOBOM OKHE HaXXMHUTe

KHOTIKY Y JQ/IUTh.

M3MeHWUTb Nonb3oBaTeNnbCKKUi 3BYK X
Hmna
sound

3ByKoBo# hain (mp3)

sound
]

OTmeHa

Pucynok 39 — M3MeHeHMe MoJIb30BaTEIILCKOTO

3BYyKa

4.10.3 HacTpoiika XxpaHWINIIA [101b30BaTeIbCKHX 3BYKOB

[[J'Iﬂ HaCTpOﬁKH XPaHWUIHIIA I10JIb30BATEJIbCKUX 3BYKOB BbIﬁepI/ITe Ha IIaHeJIM HaBHUI'dllMH

IyHKT XpaHHIHIIE TI0J1b30BaTeIbCKHX 3BYKOB. 3aTeM B paboueil 06y1aCT HaCTpOKTe IlapaMeTphbl

(puc. 40):

XpaHMJ"IMLLI,e Nnonb3oBaTENIbCKUX 3BYKOB

Tun XpaHunuwa

FileSystem

CuCTeMHbIA NYTb

BoccTaHOBMTL 3HA4YEHHUA MO YMON4YaHUio

PI/ICYHOK 40 — HaCTpOﬁKa XPaHWIHAIIA I10JIb30BATEJIbCKHUX 3BYKOB

- BbI6epI/ITe THUII XpaHWJIWIIIA W3 BbIllaJal0omero CIinCKa Tun XpaHWIHIIA,

— 1pu BbIOOpe Tura xpanuiuiia FileSystem ykakure ccTeMHBIN MTyTh K XPAaHWIHIITY B TI0JIe

CucreMHBIH MIYTh.
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Haxxmute kHonky IIpuMeHUTH, 4TOOBI IPUMEHUTh BbIOPAHHbIE [TapaMeTphl.
YTo6BI BOCCTAaHOBUTHL BCe IapaMeTphbl II0 yMOJYaHUIO, HAXMHUTe KHONKy BoccraHoBHTH

3HAYeHUd 110 YMOJTYAHUI0.

YToOBI BOCCTAaHOBUTHL IIO YMO/TYdHUKO OIWH IIapdMeTp, HA>XXMHWUTe KHOIIKY “ HaIIpOTHUB

HaMMEHOBAHUS JdHHOI'O IIapaMeTpa.

4.11 IIpaBa gocryna

Jliis yripaBiieHus paBaM# JIOCTYTIA BRIOEpUTe HA NTaHeu HaBuranuu myHKT IIpaBa mocryma.
[Tocne aToro B paboueit obiactu OyjieT AOCTyITHA TabJKIla C MMpaBaMM JIOCTYIIA IOJIb30BaTee B

COOTBETCTBHH C UX poJisiMu (puc. 41).

MNpaea goctyna +
Mpaga focTyna

25 50 100 123456 »

Pucynok 41 — IIpocMoTp nipaB jjoctymna

YtoObl mpUCBOUTH/yOpaTh Kakoe-IMOO TIPaBO JIOCTyMma /i POJIM  TIOJIb30BaTes,

ycTaHOBUTe/yOepuTe (pJia’koK B COOTBETCTBYIOIEH sSTYeiKe TaOJIUIIBL.
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4.11.1 Onucanmue poseit

Ponu B Squadus ObIBaroT IByX THIIOB:
— OO0mue pot — posib pacIpoOCTPaHseTCs B IeJioM Ha paboTy Squadus;
— Posn a1 KOMHAT — DPOJIb PACIPOCTPAHsIeTCsl TOIbKO Ha KOMHATHI (KaHa/bl, KOMaH/Ibl U

obcyxaeHus).

O6mrue poJsin:

— Admin (aiMUHUCTPATOP) — HUMeeT JIOCTYII KO BCeM aJIMUHUCTPATUBHBIM HAaCTPOMKaM;

— bot (60T) — cnenuanbHasi poiib, ob6JafaeT 0COOEHHBIMU MPaBaMH (3aBUCUT OT PYHKITAN
bora);

— user (TOJIb30BaTeNIb) — OOBIYHBIM MOJb30BaTeNlb. OOBIYHO POJIb MPUCBAHUBAETCS TPU
perucTpanyy BceM MoJIb30BaTesM;

— anonymous (aHOHHMHBIH I10JIb30BaTejlb) — HEaBTOPU30BaHHBIN M0JIb30BaTesnb. [lomyyaer
JIOCTyIl K CepBepy, eClM aKTUBUpPOBaH MapaMeTp Pa3pemmTh 4YTeHHe aHOHUMHBIM

NoJib3oBaTessiM (CM. pasnien Hacrpolika yyeTHbIX 3anucent);

— guest (roctb) — I0JIb30BaTeNlb, KOTOPOMY JIOCTYIIHBI TOJIbKO Te Gecefibl, B KOTOpbIe ero
MIPUTJIACWIIM WM 100aBUIM. MoXeT 4dTaTh U OTHPABIATH COOOIeHUs B 3THUX Oecenax
(ec OHM OTKPBITHI JJIsl OTIIPABKK COODIeHMI BceMu ydacTHHKamu). [Tosydaer moctyn

ecyid BKJIIOYeH rocreBod joctyn. Ilonb3oBarens ¢ ponbio guest KMeeT ciiefyroliye

OrpaHHU4eHus .
® He BUIIMT KaTaJIor I10JIb30BaTeliel, KOMaH/ U 4aTOB;
® He MO’KeT CaMOCTOsTeJIbHO ,I[O6aBJI$ITbC$I JidaXXe B OTKPLITbIe KaHaJIbI;

® He MOXeT CaM CO3[1dBaTb HU JINUHbIE, HU I'PYIIIIOBbLIE IIePEeITnCKH;

He MOXXeT ObITh JI00aBjieH B KOMaH/y;

® He MOXeT OBLITb Ha3Ha4YeH MOJiepaTOpOM WJIM BJldfieJIblleM, HO MOXeT OBLITH Ha3HAYEH

JIAIEepoM;

® He MOXKeT MCKaTbh COOOITIeHUs TT0 BceM OeceiaM, a TOJILKO 10 TeM, Kyza ObLT Io0aBiieH.

— livechat-manager — menemxep Live Chat. Moxert ynpasiaTe arentamu (livechat-agent) u
roctssmi (livechat-guest);
— livechat-guest — nonb3oBarens u3 kaHana Live Chat;

— livechat-agent — arent Live Chat. Mo>xeT oTBeuaTh Ha 3anpocs! Live Chat.

@ ®ynkuus coznanus Live Chat — akcneprMeHTanbHast.
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Posm gnis komHar:
— moderator (MojiepaTop) — HMeeT IpaBa MojiepaTopa becenbl. HazHauaeTcs: BiajiesnbiieM
6ecenbl. [1o yMouaHHIO MOXET:
® MeHSTb aBaTap Oeceibl;
e MeHSTb CBeieHHUs 0 Oecefie (omvcaHue, oObsIBIeHHe, TeMa beceibl);
e MeHSTh YPOBEHb JIOCTyIa K Oecefie (KpoMe BKJIFOUEHHSI YPOBHs AocTyma Toibko mis
YTeHUs);
e mKcaTh CooOIeHUs B Oecesiax C ypoBHeM ocTymna ToJbKo A YTeHus;
® IIPUKPeIUISITh CooOIeHus B Oecefie;
e 100aBIISTH [10JIb30BaTesiell B 6ecely ¥ CO3/1aBaTh CChUIKU-TIPUTIIALIIEHUS;
® yIa/IsTh [OJIb30BaTesiel U3 Gecemsl;
® 3arUIyIIaTh [10JIb30BaTeIe;

® DPeJaKTUPOBATb U yAAJIATb COO6H.[€HI/I$I APpyrux I10JIb30BaTeJIeu.

— owner (Biajiesiel]) — HMMeeT TpaBa Biajesbiia 6ecenbl. [Tonb3oBaTens, co3naBimi beceny,
Ha3HavaeTcs BiajiebiieM. [1o yMoT4aHuio MOXeT:
® MeHSTb aBaTap Oece/ibl;
e MeHSTb CBeieHHUs 0 Oecefie (omrcaHue, oObsIBIeHHe, TeMa beceibl);
e MeHSTh YPOBEHb JIOCTyTa k becefie;

® HACTpauWBaThb CUCTeMHLIe COOOIIeHHMS;

MMCaTh COODIIEeHNs B KaHAIaX C YPOBHeM A0CTyma ToJBKO A YTeHus;
® IIPUKPEIUISTh COOOITeHus B becefie;

® apXMBUPOBATh Oeceny;

e ynasATh becemy;

¢ 100aBJISATH MOJIb30BaTesiel B 6ecely ¥ CO3/1aBaTh CChUIKU-TIPUTIIAIIICHUS;
® yIaJIsTh IMOJIb30BaTeNel 13 Gecesr;

® 3arIymIaTh MOJIb30BaTesel;

® Ha3HAYaThb POJIU MOJIL30BATEISIM;

® peJaKTHUPOBATh U YJAISITh COOOIeHUsI IPYTUX MOJIb30BaTesel;

® yJaisiITh CBOM COOOIeHUs], 6e3 orpaHMYeHU MO pa3pellleHHbIM MHTepBajlaM BpeMeHH,

YCTaHOBJIEHHBIX aIMUHHCTPATOPOM CepBepa.
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— leader (stunmep) — He uMeeT 0coObIX mpaB. OTIMYaeTCs OT OOBIYHOTO YYaCTHHUKA Oeceibl

TeM, 4TO B BeceJie oToOpakaeTcst 6aHHep C ero UMeHeM M KHOIIKOM JIjIsl lepexoia K JTUIHOU

Ieperrcke C 3TUM I10JIb30BaTesieM.

4.11.2 Onucanue npas JocTyNa

OmnucaHue 1paB JOCTYIIA NIPUBeJIeHO B Tabuuiie 1 .

@ PyHKIIMU Kacatoluecss oMHUKaHaIbHOCTHU (Live Chat) — skcnepumeHTalnbHBIE.

Tabmuma 1 — IIpaBa gocryma

[IpaBo mocryma

Omnucanue

HOCTYH K CTpaHHUIIe OTIIPABKHU IIOYThI

I[IpaBo ynpaBisaTh OTIIPABKOM IIOYTHL

JocTyn K cTpaHuIle pa3perieHuid

[IpaBo co3maBaTh pond, U3MEHSTh POJIM U UX TIpaBa
JlocTyma

H3meHeHre HaCTpOeK Ha OCHOBE pa3pelieHrui

Hoctyn k Bkiajgke Hacrtpoiikun Ha nanenu IIpaBa
J0CTyma

[IpaBo Ha moOaBIeHKe TOCTEH B YaThI

[IpaBo mobaBnsTe B uar rocteil. llompobHee o
HACTPOUKe TOCTEeBOTrO JOCTYIA.

JobaBnark arentoB Livechat B oTmesnbl

[IpaBo mob6amngaTh arenToB B Livechat oTmesnbt

Hobasuth cepBuc Oauth

[lpaBo ynpaBnSTh CepBHCAMUA W IPUJIOXKEHUSIMU
OAuth

Hob6aBuTh KaHaI B KOMaHAY

HpaBo )1068BJ'I$[TI) KaHaJIbl B KOMdHY

J06aBUTh y4aCTHHUKA KOMaHIbI

[TpaBo 106aBNIATh YYaCTHUKOB B KOMaHAY

HobaBiaTh MOb30BaTeNs] B JIIOOOM OTKPBITHIN
KaHaJl

[IpaBo 106aBISITH OIB30BATENS B JIIOOOM OTKPBITHIN
KaHaJ (Jake He SIBIISISICh YYaCTHUKOM KaHasIa)

HobaBnaTh mnonb30BaTeNsi B JIIOOOM  3aKPBITHIN
KaHaJl

[IpaBo 106aBIATH MOJIL30BATENIS B JIIOOOM 3aKPBITHIN
KaHaJ (Jake He SIBIISISICh YYaCTHUKOM KaHasIa)

HobaBiieHre Moyb30BaTess K JII0OOMY AOCTYITHOMY
KaHaiy

[IpaBo mo006aBmsATh MOIB30BaTee B Oeceny (kaHal,
obcyxmenre, KOMaHAy), K KOTOPOW HMeeT IOCTYII
TEKYIIHHA M0JIb30BaTeNb

0O6xox orpannuenus ckopoctd st REST API

[IpaBo Be3bIBaTH APl 6Ge3 orpanuuyeHuss CKOpPOCTH
(cm. pazmen Rate Limiter)

ApxuBHpOBaHMe KaHAJIOB

[TpaBo apxuBUpOBaTH Gecebl
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IIpaBo mocTymna

Onucauue

HasnauaThb Ha posb ailMUHHCTpATOpa

ITpaBo HasHayaTb I10J1b30BaTeJIsIM poIb
agMuHucTpaTopa (cM. pasnen Ilonab3oBareny)

Hasznauuth posn

[TpaBo Ha3HAYaTh IOJIL30BATENSIM POJK (CM. paszent
[Tonk3oBaTeIN)

ABTOMaTUYECKU TTePEBO/T

[TpaBo ucnonb30BaTh MHCTPYMEHTHI aBTOIepeBo/ia

Bban mosnb3oBaTesneit

[IpaBo «baHuTHY NoIbL30BaTENeH B becene

*[Ipa6o He ucnoawv3dyemcs

MaccoBoe CO3[1aHue I10JIb30BaTejien

[TpaBO IpUIJIACUTDL CPa3y HECKOJIbKO TOJIb30BaTeNek
(MOXXHO yKa3aTb HeCKOJIbKO email-agpecoB)

praBJ’IeHI/Ie BbI3OBAMH

[IpaBo HauuHaTh koHbepeHruu. [lomkHa OBITH
BKJIIOYeHa omys BigBlueButton*

*[Ipa6o He ucnoaw3dyemcs

H3menuts noceturesieit yata Livechat

[IpaBo Ha nobasiieHue IOTIOJIHUTEJILHON
vHbOpMAITUK JIJIS oceTuTesei koMHaThl Livechat

OYMCTUTH UCTOPUIO KaHAJIa

[lpaBo yjaisITh WCTOPUIO KaHAJIOB: COOOILEHUS
W/vnu pansl

3akpniBaTh KOMHaTHI Livechat

[IpaBo 3akpeiBaTh Tekytyto komHaTy LiveChat

3akpeiBaTh becenpl Livechat

I1paBo 3akpriBaTh Apyrye koMHathl LiveChat

[Ipeo6pa3oBaTb KOMaHITy

[TpaBo KOHBepTHPOBaTh KOMAH/IbI B KAHAJIBI

COBHaBaTb OTKPBITbIE KdHaJIbI

HpaBo CO30daBdTb OTKPLITbIE KaHaJIbl

Co3maBaTh KaHaJIbI JIMYHBIX COOOIIIeHUHN

[TpaBo co3naBaTh JIMYHBIE TIEPEITUCKU

COBHaBaTb CCBUIKH IJId IIpUrjialiieHus

HpaBo CO30aBaThb IIPUI'JIACHUTEJIbHBIE CCBIJIKA

COBIIaBaTb 3aKpbIThbIe KaHaJIbl

[IpaBo co3/1aBaTh 3aKPBITHIE KAHAJBI

COS}IBHI/IE TOKEHOB IIepCOHAJIbHOT'O JOCTYyIIa

HpaBo CO30aBdThb TOKEHBI JIMYHOI'O AOCTYyIIa

Co3zmaTh KOMaHITy

[lpaBo co3maBaTh KOMaHABI U KOHBEPTUPOBATh
KaHaJIbl B KOMaH/IbI

CosnmaBaTh OIb30BaTeIIs

[IpaBo co3/aBaTh MOJIB30BaTENIEH

HocTym K co31aHuI0 BeOMHApOB

[IpaBo co3naBaTh BeOUHAPKI

Y nansthb OTKPLITbIE KaHAJIbI

[TpaBo ynanarh OTKpPBITbIE KaHAJIBI

Y nangate nMUYHbIe COOOIeHUS

HpaBo YAAJIATDh JIMIHbIE TTepeITnCKr
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IIpaBo mocTymna

Onucauue

Y nanute coobienus

[IpaBo ymanaTh cooOIieHust APYTUX YYaCTHHUKOB M3
Oecen

Y nanarb cobCcTBeHHbBIe COODIIIeHUS

[IpaBo ynansats cBou coobireHus u3 becen

YHHHHTI) 3dKPbIThIE 9dThI

HpaBo YAAJIATH 3dKPbIThie KaHaJIbL

Y nanutb koMaHy

[IpaBo yaansTh KOMaH/bI

y}IaJ'H/ITb II0JIb30BaTeJIsd

[TpaBo ynansarth nosb3oBaTesen

PenakTupoBaTh I10JIb30BATEJIbCKAE TIOJISI KOMHAT
livechat

[IpaBo pemakTHPOBaTh II0JIH30BATEJILCKHE IIOJISI B
koMHarax Livechat

PemaktrpoBathb coobirierue

[IpaBo peakTHPOBAThH COOOIIEHUS

PenaktupoBaTh koHTakT Omnichannel

[TpaBo penakTupoBaTh KOHTAaKTHI Omnichannel

PenaktupoBath
TI0JTb30BaTEJIS

CTaTyC aKTUBHOCTH  JPYroro

[IpaBo
oJIb30BaTeller

dKTHUBUPOBATH 141 JeaKTHUBHUPOBATH

PenaxTupoBaTh aBatap Apyroro moib30BaTesis

[TpaBo u3MeHsTh aBaTaphbl MOJIb30BaTeNekH

PemaktvpoBaTh CkBO3HOe mmKMpPOBaHUE [PYIrOro
I10JIb30BaTeJIs

[IpaBo cOpocUTh MApoJib CKBO3HOTO IIMPOBAHUS
noabs3oBaTens (E2E)

PenaktupoBath
[10JIL30BaTeJIst

MHPOPMALIUIO IpyTroro

[IpaBo peflakTUpPOBaThL WMeHa, JIOTUHBI U ajpeca
3JIEKTPOHHOW MOYTHI [10JIb30BaTeJIei

Pe,lIaKTI/IpOBaTb TapoJIib APYTOro IoJib30BaTesIs

[lpaBo pemakTHpPOBATh TApPOJIM  TIOJIb30BaTENeH.
JomwkHO OBITH BKIIIOYEHO TMpaBO PemakTUpoBaTh
MHGOPMAITUIO PYTOTO MOJIH30BaTEeNs

CobpaceIBaTh
ayTeHTUPHUKALIUIO

MOJIb30BATENSIM  IBYX(aKTOPHYIO

[TpaBo cHpachIBaTh MOJIb30BATENSIM IBYX(baKTOPHYIO
ayreHTudukanuo yepe3 TOTP

H3meHsTh prBHIErMpoBaHHbIE TTapaMeTpPhI

[IpaBo u3MeHSITh NPUBUJIETMPOBAHHBIE IMAapaMeTphbl
(pasmen  Hactpoiikm Ha  aJMUHUCTPATHBHOM
ITAHEJTH)

Penaktuposath Geceny

[lpaBo u3MeHsTh mapaMeTpbl Oecelbl: Ha3BaHUE,
Temy, (3aKpBITas/OTKpBITAasl) ¥ CTaTyC
(axTHBHas/3aapXUBUPOBaHHAS)

THII

MensTb aBaTap KaHajia

[IpaBo MeHSITh aBaTap KaHaJia

HUsmenutb ITpaBUJId XpPaHEHUS OdHHbIX 6eC€,11bI

[lpaBo Ha peJaKTUpPOBaHWE HOIUTUKHU XDAHEHUs
JaHHBIX W Oecellbl W aBTOMAaTHYeCKoe VialleHue
COO0OIIIeHUN
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IIpaBo mocTymna

Onucauue

PenaktrpoBath KOMaHly

[IpaBo U3MEHSATh rapameTpbl KOMaH/IbI.
Heob6xogumo Brimouuth mpaBo PemakTHpoBaTh
0ecemy

PEHHKTI/IpOBaTb KaHaJI KOMaH/bI

[IpaBo BriOYaTh PyHKIMIO ABTOHOOABJIEHHE s
KaHaJIOB KOMaH/IbI

Pe,lIaKTI/IpOBaTb Y4daCTHHUKA KOMdH/bI

HpaBo YHIpPaBJIATh YHaCTHUKAMU KOMAH/IbL

[IpunynurensHOe yaaneHue COOBIeHUH

[IpaBo Ha ymamenue coobienuit B 06x0n Bcex
orpaHUYeHMi (faXke eCyid BBIKJIIOUEHO paspelieHure
Ha ymajieHre COOOITeHMI)

HpI/ICOGHI/IHﬂTbCH K OTKPBITBIM KdHdJIaM 6e3 Koaa

[lpaBo He BBOAWUTH KOAI [JIs TPUCOEIMHEHUS K
OTKPBLITOMY KaHaJTy, eCyid KO/l yCTaHOBJIeH

HOKI/IHYTI) KaHaJIbl

HpaBo IMMOKUAATh OTKPBITbIE KaHAJIbI

[ToxuHYTH IpHUBaTHBIE TPYTIHI

[TpaBo nokuaaTh 3aKphIThle KAHAJIbI

logout-other-user

[lpaBo BBIXOAWTH M3 YYETHBIX 3alMCed [PYTHX
rosib3oBaTesied. MoxxHo BbI3BaTh uepe3 API

OTnpaBka cooOIieHui 37IeKTPOHHOM OYTOM

[TpaBo 3KCHOPTUPOBATL COOOIIEHUS

YnpagieHue NpUIOXKeHUIMHU

[IpaBo yripaBieHus TPHUIOXKEHUSIMU

YrpaBneHue pecypcamMu

I[IpaBo ynpaBinsaTe aktuBamu Squadus

manage-autoupdates

[TpaBo Ha ympaBienue aBToo6HOBIeHKEeM [10

Ympasienue 061akoM

[IpaBo ympaBisiTh 0bmakomM*

*[Ipa6o He ucnoav3dyemcs

YHpaBJ'IeHI/Ie IIOYTOBBIM SIITKUKOM

HpaBo Ha yIIpaBJieHHe ITIOYTOBbIMU AIMUKAMU

‘YiipaBiieHue 3M0/134

[TpaBo [106aBISATE 3MOJI3K Ha CepBep

YHpaBJ'IeHI/Ie BXOOAIIUMUA UHTErpalivisiMn

HpaBo Ha yIIpaBJieHHe BXOOAIMNUMHU UHTerpaliusaMun

Ympasnenue arentamu Livechat

[TpaBo Ha ympaBnenue arentamu Livechat

VYnpasnenue otnenamu Livechat

[TpaBo Ha ynpasnenwue otnenamu Livechat

Ympasnenne meHemkepamu Livechat

[IpaBo Ha ympaBienue MmeHemkepamu Livechat

Ynpaenenue npuwioxxkenusmu O Auth

[IpaBo ympaBnsaTs npusnoxxkenussmMu O Auth

Y1paBieHue UCXOASIIUMYA UHTErPAUSIMU

[TpaBo Ha ympaBieHre UCXOMSIUMU UHTETPAITASIMU
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IIpaBo mocTymna

Onucauue

YmpaBienvie BXOASIIMMH UHTErparusiMu

[lpaBo paspemiath MOL30BATENISIM CO3/1AaBaTh M
pelaKTUPOBATh BXOIAIINE UHTETPAIIUN U BeD-XyKH

VYnpasnenue CcOOCTBEHHBIMU

UHTerpanyammn

UCXOISIIAMU

[lpaBo paspemiath MOL30BATENISIM CO3/1AaBaTh M
pelaKTUPOBATh UCXOSIIHe UHTEerPalluu U BeG-XyKu

H3meHeHHe HEKOTOPBIX HACTPOEK

[IpaBo Ha M3MeHeHHe HACTPOEK, SIBHO pa3peleHHbIX
K U3MEHEeHHUIO

Ynpasnenue 3BykamMu [lpaBo Ha  ympaBieHWe  IOJIb30BaTEIBLCKUMHU
3BYKAMHU
YnpaBieHure CTaTyCOM I10JIb30BaTes [lpaBo Ha  ympaBieHWe  OOJIL30BATEILCKUMU

CTAaTyCaMH

Ynomunanue @all

[IpaBo yromMuHaTh BCeX y4aCTHHUKOB Oecembl

Ynomunauvie @here

[lpaBo yMOMHHATHL BCEX AaKTHBHBLIX YYaCTHHUKOB
beceqbl

BrimaBathb ce6s 3a pyrux nosb30BaTesiei

[lpaBo mHcaTh OT WMEHHW MAPYTHX IOJb30BaTeNekH
(0OBIYHO TOCTYITHO 6OTaM U MIPUIIOKEHUSIM)

BHFHYHII/ITI) II0JIb30BaTeJIsd

ITpaBo 3armymiaTh noJb30BaTesei Gecepl

3aKpenuThb coobIIeHue

[TpaBo 3akperisaTh coobIIeHus B becemax

Coobmienue Tonbko it yTenus (post-readonly)

[IpaBo ocraBiaTh coobiienus B Oecemax Tobko
IS YTeHus

[IpenBapuTeIbHBIM IPOCMOTP OTKPHITHIX KAHAIOB

[IpaBo Ha mpenBapUTeNBHBIA IPOCMOTP OTKPBITHIX
KaHaJIoB

Y panmuth 3akpeITYI0 KOMHaTy Omnichannel

[IpaBo ymanste komHaThl Livechat. JlomkHO OBITH
BKJTIOYeHO 1paBo IIpocMmoTpers ouepens Livechat

¥ nanmuth 3akpeiThiii Livechat Rooms

I[paBo ynansare Bce komHats! Livechat

Y nanenue otgesnos Livechat

[IpaBo ynangats otnensl Livechat

y}IaJ'H/ITb KaHaJI KOMaH/bI

HpaBo YAAJIATh KaHAJIbl KOMaH/Ibl

Y nanute nomab3oBaTes

[IpaBo ynangaTh moab3oBaTesiel u3 becembt

3aIyCTUTb UMIIOPT

HpaBo HCIIOJIb30BATh UHCTPYMEHTHBI UMIIOPTAd

3amyCTUTb MUATPAITAIO

[TpaBo 3amyckaTh MUTpaIy0®

*[Ipa6o He ucnonb3dyemcs.

CoxpaHsatb uHGOpPMAIMIO O JPYTrUX KOMHATaXx
Livechat

[IpaBo noGaBiarh wHbOPMAIMIO B
nocerurens ¥ B Livechat

KOMHaTy
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IIpaBo mocTymna

Onucauue

OTnpaBuTE MHOTO COODIIIEHUI

[IpaBo Ha 00x0m orpaHuyeHuss B 5 COOOIEeHUN B
CeKYHIY

OTnpaBuTh pacuimdpoBKy pasroBopa omnichannel

[IpaBo Ha oOTHpaBKy pacmudpoBKU pPa3rOBOPOB
omnichannel

Hasnauuts nunepa

[IpaBo Ha3HauaTh JHjEpa B becene

Hasnauuts MonepaTopa

I[IpaBo Ha3HauaTh MoJiepaTopa B becernie

Hasnauuth Bnagenbiia

[IpaBo Ha3HauaTh BaJEIbIA B becee

Peakiust Ha coobmienus B pexxume «ToJbko st
YTeHUS»

[IpaBo ocraBnsTh peakivu B Oecefax Toiabko mus
YTeHHA

YcraHoBuTh pexumMm «Tonbko JJIsl 9TeHUs»

[IpaBo ycraHaBnuBaTh Ajist 6ecenibl pexxum Toabko
IJIsl YTeHHUsI

Coo011eHue Co CHUIIIIeTOM

HpaBo CO31aBaTb COO6HI€HI/IH CO CHHIIIIETOM

HauaTk obcyxnenue

[IpaBo co3maBath 06CYXeHUs

PaBpeHH/ITI) [ejlaTb CKPUHIIOTHI U 3alIUCh 3KPdH

[lpaBo genaTh CHUMKA U
MOOUIIBHBIX YCTPOMCTBAX

3allMCh 3KpdHA Ha

HauaTe 0bcyxneHue (Apyroi 1oyjib30BaTelb)

[IpaBo HauuWHATHL OOCYyXIeHHe C COOOIeHus,

OTIIPABJIEHHOT'O JPYT'HM I10JIb30BaTeieM

3aBepIiieHNe TeKyIIUX CeCCUN

HpaBo 3aBepIlaTh CeCCUU BCeX M0JIb30BaTeeun

[IepekntounTh CKBO3HOE MMUPPOBaHUE YaTa

IlpaBo Ha BK/IIOYEHHe U BBIKJIIOUEHHe CKBO3HOIO
umpoBaHus becefibl (depe3 naHenb PeflakTpoBaTh
beceny). Jlomxkna dyHKIIIS
CKBO3HOT'O IIU(PPOBAHUS.

ObITh  BKJIIOYEHA

Tpancdep rocreit Livechat

[IpaBo Ha mepeBonm rocreii Livechat Ha pmpyrue
JlerapTaMeHThl

PazapxuBrpoBath yar

[IpaBo pa3apxvBUpOBaTh 4aT

HocTyn Kk oTIpaBKe BIIOXKeHUH

HpaBo OTIIPABJIATH BJIOKEHUS B 44T

[Tonb30BaTenb reHepupyeT TOKeH I0CTyIa [IpaBo co3maBaTh TOKEHBI ABTOPW3ANUK IS
noJib3oBaTeneil. MoxHO BbI3BaTh yepe3 API

[IpocmaTprBaTh BCe kKaHAJIBI KOMAH/bI [TpaBo npocMaTpuBaTh BCe KaHAJIbl KOMaH/IbI

[IpocmaTprBaTh BCe KOMaH/IbI [TpaBo mpocMaTpuBaTh BCe KOMaH/IbI

[Ipocmortp CITHCKA Y4aCTHHUKOB B | IIpaBo Ha MIPOCMOTP YYIaCTHUKOB

ITMPOKOBENIATEeJIbHBIX KdHaJIaX

IMHPOKOBEMIdATEJIbHBIX KaHAJIOB
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IIpaBo mocTymna

Onucauue

[IpocMOTp OTKpPBITHIX KaHAIOB

[IpaBo Ha MPOCMOTP OTKPBITHIX KAHAJIOB

HpOCManI/IBaTI) JINYHbIE COO6HI€HI/ISI

[lpaBo mpocMarpuBaTh JiMYHbBIe Iepenuckd. Ha
[IaHeJIM aJMHUHKCTpaTopa MOXKHO IIPOCMaTpUBaTh
CIMCOK JIMYHBIX MEepenyCcoK, HO HeJb3sl UX YUTATh.
He Bnusier Ha 1paBO CO3/1aHUS JIMYHBIX IIepeIUCOK C
IPYTYMH T10JIb30BATeNSIMA

[IpocMoTp  monHbIX  cBefleHud o0  apyrux | [IpaBo mpocmaTpuBarth MONHYI0 HWHGOPMAIUIO O

MI0JI30BATEIISIX MOJIB30BATENIAX, B TOM 4WUCIe [aTy CO3/[aHUs
y4eTHOH 3alvcH, BpeMsl II0C/IeJHero BXozia

[IpocMmatpurBaTh UCTOPUIO [IpaBo nmpocMaTpUBaTh UCTOPUIO KaHaja*

*[Ipa6o He ucnoab3yemcsi.

[TpocMoTp K0f@ TPUCOETUHEHUS [IpaBo mpocmaTpuBaTh KOA ISl IPHUCOENMHEHUs K
KaHaily

[TpocmaTpurBaTh becenpl, K kotopeiM | [IpaBo mpocmarpuBaTh  Oecembl, B KOTOPBIX

IIPYCOeAVHUIICS y4acTByelllb

ITpocmaTpusath LiveChat koMHaTBI I[TpaBo mpocmarpuBaTh Livechat koMHaThI

IIpocmotp Livechat Analytics [IpaBo mpocmatpuBaTh aHAMMTHKYy  Livechat.

Homxuel 6bITh BKIIOYeHB! ¢yHknus Live Chat u
rpaBo IIpocmaTtpuBaTh LiveChat Manager

[TpocmoTtp BHemHero Buma Omnichannel

[TpaBo Ha mpocMoTp BHemHero Buaa Livechat

ITpocmotp vacoB pabote Omnichannel

[IpaBo mpocmaTpuBaTh Yachl paboTs! Livechat

[TpocmoTtp Tekymmx 6ecen Omnichannel

I[IpaBo mpocMatpuBaTh Tekymre 6ecenst Livechat

view-livechat-customfields

[IpaBo TmpocMaTpuBaTh I0JIb30BATEIBCKHE IIOJIS
Livechat

[Tocmotpets otmenst Livechat

[IpaBo nmpocmaTpuBaTh oTAens! Livechat

ITpocmaTpusatk LiveChat Manager

[TpaBo npocmatpuBaTh MeHemkepoB Livechat

[IpocmoTpeTs ouepens Livechat

[IpocmatpuBath cricok kaHanoB Livechat

IMocMoOTpeTh 3aKphITHIE IPYTHM areHTOM B TOM JKe
otmese yatel Omnichannel

[lpaBo mocmarpuBaTh uatbl Livechat, 3akpbITbie
IPyTHM areHTOM B TOM >Ke OT[ielle

IIpocmoTp noJieit

Omnichannel

IIOJIb30BATEJIbCKHUX 49aTOB

[lpaBo mMpocMaTpUBaTh MOJIL30BATEILCKUE —TIOJS
Livechat

[Tpocmotp TpurrepoB Omnichannel

[TpaBo mpocMatpuBaTh Tpurreps mosis Livechat
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IIpaBo mocTymna

Onucauue

ITpocmoTtp BebxykoB Omnichannel

[TpaBo mpocmaTpuBaTh webhook-u Livechat

[TpocmarpuBaTh JI0TH

HpaBo Ha [IPOCMOTP JIOI'OB

[IpocMaTtpuBaTh OTKpPBIThIE
MIPUHAIeXAalIye APYyTUM TI0Th30BaTeNsIM

KaHaJIbl,

[lpaBo  ympaBiaTh  KaHaJlaMd  Ha  [aHeNIH

dJIMUHUCTPATOPA

HocTynm Kk TpOCMOTPY ¥ CKAYMBAHUIO YYXKUX
BIIOXKeHUM

[IpaBo mpocmaTpuBaTBP YW CKAYMBaTh BIIOXKEHU,
OTIIpaBJIEHHBIE APYTUMU TI0Ib30BATEIISIMU

[IpocMaTprBaTh BHENIHKE KaHAIbI

IlpaBo Ha mouck HOBBIX Oecel U IOJIb30Bareslel.
[Tonb3oBaTenn 6e3 3TOro mnpaBa He OyAyT Ipu
IIOWCKe BUJleTh Oecellbl, B KOTOPBIX OHU He COCTOSIT

HpOCManI/IBaTI) 3dKPbIThbIe KaHaJIbl

[IpaBo mpocMaTprBaTh 3aKpBIThIEe Hece/ibl

[IpocMoTp npuBMIErHPOBaHHBIX HACTPOEK

[IpaBo MPOCMAaTpHBaTh
HACTPOMKHU (pazmen
AIMUHUCTPATUBHOM ITaHes M)

IIPYBUJIETPOBaHHbIE
HacTtpoiiku Ha

ITpocMOTp  afAMMHUCTpPATHUBHOM MHGOPMANIUH O
becemax

[lpaBo Ha MPOCMOTP CTAaTUCTUKU 3aKPBITHIX MU
OTKPBITBIX KAaHAJIOB U JIMYHBIX TEPernvcoK B OJIoke
KoMHaThI. He MO3BOJIIET  TPOCMATPUBATH
COOOITIeHUS ¥ apXUBBI

[TpocMaTprBaTh CTATUCTUKY

[lpaBo mpocMaTpyBaTh CUCTEMHYIO CTAaTHCTHKY B

6moke Uadopmarnys

[IpocMOTp agMUHHUCTPATHBHOKM WHGOpPMALMU O
I10J1b30BaTeJIsIX

[lpaBo mpocMaTpuBaTh CHHCOK II0OJIb30BaTesel,
BOIIIEAIIUX B cucTeMy, B Oyoke [lomb3oBaTenn. He
MpeJIOCTaBIIseT JOCTYIl K  YYETHBIM
Bxuttourrte nipaBo IIpocMoTp mOJIHBIX CBeieHMI O
JAPYTHX TOJIB30BATeNSAX JIJIi TPOCMOTPA IIOJIHOTO

CIIMCKa IoJIb30BaTesiei

3aIIMCAM.

4.11.2.1 Metonr1 API

4.11.2.1.1 Beixon u3 y4eTHOI 3allMCH I10Ib30BaTes

URL

TpebyeTtcs aBTOpU3aIs

HTTP-metop

api/v1/users.logout Ha

POST
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3arosioBku (Headers)

Ob6s3aTenbHO/
AprymeHT [Ipumep Omnucanue
Heo0bs13aTeIbHO
X-User-1d myuser-name Ob43arenbHO Xert MMeHU
T10JIb30BaTeS
X-Auth-Token myauth-token Ob6s3aTenbHO Toxken
IIpumep BBI30Ba
curl --location --request POST 'http://localhost:3000/api/vl/users.logout\
--header 'X-Auth-Token: myauth-token' \
--header 'X-User-Id: myuser-name'
IIpumep pe3yibTaTa
{
"message": "User JxemcN9PDCdfzJeZr has been logged out!",
"success": true
}
4.11.2.1.2 Co3gaHue TOKeHOB I0JIb30BaTesei
URL Tpebyetcst aBTOpHU3aIUs HTTP-meton
/api/v1/users.createToken Ha POST
Harpy3sku (Payloads)
Ob6s13aTenbHO/
AprymeHT [Tpumep Omnrcanuve
Heo0bs3aTeTbHO
userld wmu username BsNr28znDkG8aeo7W | Ob6s3aTenbHO HUnentudukatop  win
MM TIOJTh30BaTeJIs

IIpumep BrI30Ba yepe3 userld

curl

-H "X-User-Id: aobEdbYhXfubhkegG" \
-H "Content-type:application/json™ \
http://localhost:3000/api/vl/users.createToken \

-d '{ "userId":

"BsNr28znDkG8aeo7W" }'

-H "X-Auth-Token: 9HgLlyZOugoStsXCUfD 0YdwnNnunAJF8V47U3QHXSg" \
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IIpumep pe3yabraTa

{

"data": {
"userId": "BsNr28znDkG8aeoT7W",
"authToken": "237dk99wuSjXP0O201X1Aks9sjDjAhSImskAKW301lmSuj9sk",

}I

"success": true

IIpumep BhI30Ba yepe3 username

curl -H "X-Auth-Token: 9HgLlyZOugoStsXCUfD 0YdwnNnunAJF8V47U3QHXSg" \
-H "X-User-Id: aobEdbYhXfubhkegG" \
-H "Content-type:application/json™ \
http://localhost:3000/api/vl/users.createToken \
-d '{ "username": "test" }'

IIpumep pe3ynbTarta

{

"data": {

"userId": "BsNr28znDkG8aeo7W",

"authToken": "23dk99wuSjXPO201X1Aks9sjDjAhSImskAKW301lmSuj9sk",
}I
"success": true
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4.11.3 Jlo6aBUTH PoJIb MOJIH30BaTeJIs

s nobaBieHuss HOBOM pOJM HaXXMHUTE KHOIIKY + Ha nadHenu IIpaBa pgocryma
(cMm. puc. 41). B oTKpbIBIIelcs AOMOJHUATEIbHOW TIaHeJd BBIMOTHUTE Clefylolire IerCcTBUsS

(puc. 42):

HoBas ponb X

Ponb

OnucaHue

O6nacTtb

06wune v

Monb3soBaTenu AOMKHbI UCMONb30BaTb
LByxdaxKTopHyto ayTeHTUdDUKaLMIO

Pucynok 42 — Jlo6aBneHuie HOBOM poiu

1. B none PoJb yxaxuTe Ha3BaHUe POJIU.

2. B none OnucaHue BBeiUTe OMKCAHKE POJIU.

3. W3 Bbmagatomero cnvcka O6sacTh BeibepyuTe 061aCThb J@HMCTBUS POIIH:
— O6mue — postb pacIpoCcTpaHseTcs B 11eJIoM Ha paboTy Squadus;

— Komuarber — POJIb paClIpOCTpaHsAETCA TOJIBKO Hd KOMHATHI.

4. YcraHoBure nepektodaTesb Ilob30BaTe N KOKHBI HCIOJIB30BAaTh ABYX(aKTOPHYIO
ayTeHTHPHUKANUIO B T00XeHHe @, 9TO6LI I0JIb30BATENM C JAaHHON POJIbIO JOIKHBI
OBUIM UCII0JIb30BATh JBYX(PAKTOPHYIO ayTeHTUPHKAIILIO.

5. Haxkxmute kHOnKy CoXpaHHUTB, YTOOBI I00AaBUTH POJIb.
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[Toce atoro posb 6yneT gobaBiieHa U IOCTYIIHA JIJIsl [IPOCMOTPA B OOIIEM CITHCKe C ITpaBaMU

nocrtymna (CM. puc. 42).

4.11.4 I3ameHUTH POJIb

YTOoOBI M3MEHUTH POJib, HA’KMHUTE HAd Ha3BdHHWE POJIK B MIAIIKe T36J'II/II_IBI Ha ITaHeJIrn HpaBa

A0CTyIIa (CM. puc. 42) B OTKprBMEﬁCH IOIIOJIHUTEJIbHOW IIaHeJIM BHeCUTe HY>XXHbIE HM3MEHEeHUWI

(puc. 43).

PefiakTupoBarb posib X

Ponb

moderator

OnucaHue

Mogepatop

O6nacTtb

KoMHaTbl v

Monb3oBaTenu AOMKHbI UCMONb30BaTh
ABYX(haKTOpHYIO ayTeHTUdMKaLUo

MonbsoBaTtenu c ponbko

Pucynok 43 — H3meHnenue ponu

Haxxmure KHOIIKY COXpaHI/ITI), YTOOBI COXPAHUTHb U3MEHEHUS.
YTo06BI YAAJIIUTh POJIb, HAXKMHUTE KHOIIKY YIIHJII/ITI: N B OTKpbIBHIEMCA OUAJIOTOBOM OKHE

Ha’XMHUTE KHOIIKY YIIHJII/ITI). Pom CylieCTByomye 110 YyMOJ/JIYdHUIO YIAJIINTh HEeJIb34.
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4.11.5 YupasiieHue poJisiMH y II0JIb30BaTeei

YTo6Bl NOCMOTpETh CIMCOK II0/Ib30BaTejlell C BBIOPAaHHOM pOJIbIO, HaXXMUTe KHOIIKY
ITonb3oBartenu ¢ posnbio (CM. puc. 43). Bun oTKpbIBIIeics MaHeIu 3aBUCHAT OT 00JacTH poiu —

00111as1 poJib UJTM POJIb JIJISI KOMHAT.

4.11.5.1 O61mme posn

s obuux posiert mocie HaxaTusi KHONKY Ilosib3oBaTesm ¢ posiblo B pabodeil o6yactu
oTobpa3urcd TabiMIa CO CIMCKOM II0JIb30BaTellel, KMMeIOIIMX BBIODaHHYIO Ppoib. Tabiuia
COIIepXUT CllefiyIonTyto uHbopmManuio (puc. 44):

— ma — ums nosib3oBarens;

- BJIEKTPOHHHH IMO4Ta — JJIEKTPOHHAA I10YTd I10JIb30BATeJIs.

MNonb3oBartenu ¢ posnbto "admin’ Hasaa

[o6aBUTb NonbaoBaTens

06868 =

—
€0
B}

> ) >
El

25 50 100 123 45 6 >

Pucynok 44 — Ilanenb ¢ posbio (Jij1sh OBIIMX POJIeit)
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YToObl yHalWTh TIOJIb30BaTeNsl K3 POJIM, HAXMHUTE KHOIIKY o s CTPOKe HY>XHOTO
10JIb30BAaTeJIs U B MOSIBUBIIEMCS IMAJIOTOBOM OKHEe HaXKMHTe KHOIKY YIaJIUTh.
Yrob6bl 06aBUTH TOIb30BaTelNs B POJb, BBeAUTEe MMS I0JIb30BaTellsi B CTPOKY ITOMCKa,

IIeJIKHHUTEe Ha HY’KHOT'O I1I0JIb30BaTeJId B ITIOABHUBIIIEMCY CIIMCKe Y HaXKMHKUTEe KHOIIKY HOﬁaBI/ITL.

4.11.5.2 Posiu njiss KomHaT

st poneit koMHaT 1ocyie HaxaTus KHonku Ilosib3oBaTenu ¢ posibio B pabodeil o6sactu
oToOpa3utcs maHesb (puc. 45), Ha KOTOpOM HeobxoauMo BbIOpaTh KOMHATy (kaHai). [lyis aToro
BBeJIMTE Ha3BaHUe KaHala B Mojie BeidOepuTe KOMHATY M B TOSBUBIIEMCsl CITHCKe IIEJIKHUTe Ha

HY>KHBIY KaHaJL

MNonb3oBaTenu ¢ ponbto "owner” Hasan

Bbi6epuUTe KOMHaTy [o6aBMTb Nonb3soBaTens

(i) BoiGepure kanan

Pucynok 45 — Ilanens ¢ posbio

OtobpasuTcst Tabimuia CO CIKMCKOM II0JIb30BaTeslel, KMeIOMUX BBIOpaHHYIO pOJb B
BbIOPAaHHOM KaHaile.

Tabnuia cogepxut ciiefytoyto nHpopmaruio (puc. 46):

— VIMma — vMs noJIb30BaTes;

- BJIEKTPOHHHH IMO4Ta — JJIEKTPOHHAA I10YTda I10JIb30BATeJIs.

MNonb3oBaTtenu ¢ ponbko "owner” Hasan

BbiGepuTe KOMHaTY [o6aB1Tb Nonb3aoBaTens

| @ kanal-1 % y ‘

Alexandr Smirnov
ﬁ

Pucynok 46 — Crircok nosib3oBaTesiel C posibio Ha KaHajie

HobaBiieHre 1 yaaieHre pojid OCYIIeCTBIISIeTCS TaK ke, KaK sl 00Ie poiu.

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOI'MW», 2013-2024



MownOdounc

4.12 ITonn3oBaTeabLCKHe 3MOI3H

YTOoOBI TOCMOTPETh CIKCOK AOCTYIHBIX IOJIb30BaTeIbCKUX 3MOJI3U, BbIOEpUTE Ha IMaHelu
HaBpuraui nOyHKT Ilosb3oBaTenbckue 3moa3u. B paboueild obGmactu oToOpasuTcs TabnuIa,

coJiep>kariiasi UMsI ¥ TICeBIJIOHUM 3MOJ13U (puc. 47).

Monb3oBaTesibCKMe aMO43M Ar

(2 ]

greater_than_less_than_img_src_onerror_alert_document_domain_gre...
otvet

test

Pucynok 47 — Ilonb3oBaTenibCKue 3MOJI3H

Jlyisi ToMcKa T0/Ib30BaTeNIbCKOIO 3MOJI3M HAUYHWTE BBOJUTH €r0 Ha3BaHHe B IOUCKOBYIO
CTPOKY, HOXXAUTeCb OOHOBJIEHHS Pe3yJIbTaTOB Tabiuipl Wik Haxkmure kiaBuily Enter. Crincox

aMo/j13u OyJieT OTUIBLTPOBAH COIVIACHO BBEIGHHOMY KJIIOUeBOMY CJIOBY.
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4.12.1 JIo6aBuTH 3MO3H

st pobaBiieHrsT HOBOTO II0JIb30BATEIbCKOIO 3MOJI3U HAXXMHUTE KHOIIKY + Ha namemm
ITosnb3oBaTenbckue 3Moa3u (CM. puc. 47).

B OTKprBIJ.IEfICS[ IIaHeJIM  BBIIIOJIHUTE

Jo6aBWUTb HOBbIA 3MOA3M pd
cenyrorye gerctus (puc. 48):
1. B nosne MUmsa ykaxure umsi 1006aBiisieMOro Yms
3MO/I3H.
2. B none IIceBmoHMM yKaXkuTe IICEBIOHUM
MceBaOHUMDI
3MO/I3H.
3. Haxmure kHonky [/] ¥ B CTaHZapTHOM
CUCTeMHOM OKHe BblOepuTe daiil 3MOJI3U. Monb3oBaTensCkye IMOA3M 0
4. Haxmute kHonky CoxpaHHTh, UTOOBI
OTMeHa Coxpanutb

,I[O6aBI/ITb [10JIb30BaTEJIbCKUIA OMO/J3H.

Haxoure cuony Oroeema, 0 crverus

nobaBiieHre 3MO/I3U U 3aKPBITh ITaHellb.
Pucynok 48 — Jlo6aBieHre HOBOro aMoJ31

[Tocne atoro smom3u Oyner nobaBiieH W JIOCTyHeH i ITPOCMOTpa B OOIIeM CIHCKe

(c™. puc. 48).
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4.12.2 N3MeHUTL MOJIL30BaTe ILCKHI IMOA3HU

YToObI M3MEHHUTH MOJIb30BATENIbCKUM OMOJI3H, HAXKMUTE Hd CTPOKY C Hd3BaHHWEM S5MOJI3U B

tabnuiie (cM. puc. 48).

B oTkpbIBIIENCS  [AONOMHUTEIBHOW IaHeNId
BHeCHTe HY>XHbIe U3MeHeHUs (puc. 49).

Haxmure  xHonky  CoxpaHuTh,  4TOOBI
coxpaHuThb u3MeHeHusi. Haxmure kHonky OTMeHa,
yTOOBI OTMEHUTh U3MEeHEeHUS! U 3aKPbITh MTaHeJIb.

YToOBl yHamuUTh MOJIb30BATEJIbCKUN 3MOJI3H,
HOXMUTe KHONKY YJOaJUTh U B OTKPBIBIIEMCS

AWAJIOTOBOM OKHE HAXMHTe KHOIIKY Y)Ja.rm'rb.

WHbopmaLus o Nonb3oBaTENbCKOM

X
aMof3u
Nmsn
test
MceBaoHUMBI
Monb3oeaTenbcKue aMoL3u th

OTmeHa

Pucynok 49 — HU3meHeHue sMo/13U
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4.12.3 HacTpoiika XxpaHWINIIA 3MO/31

,HJ'ISI HaCTpOﬁKH XpaHWIHAIIA IT0JIb30BATEJIbCKUX SMOI3U BbI6epI/ITe Ha ITaHeJIM HaBHUI'allMH

MyHKT XpaHWIHIIE NI0JIh30BaTeIbLCKUX 3MO/3HU. 3aTeM B paboueil 06J1acTH HACTPOUNTe mapaMeTphl
(puc. 50):

- BbI6epI/ITe THUIT XpaHUJIWIIIA U3 BbIlldJa0Iero CIIMCKa Tun XpaHUIHIIA;

— 11pu BelOope Tuna xpaHwiniia FileSystem ykakure cucTeMHBIN IyTh K XpaHWINILLY B I10JIe

CucreMHBIH IyTh.
XpaHUuLLE Nonb3oBaTeNbCKUX 3MOL3M m

Tvn XxpaHunuila “

FileSystem ~

CucTemMHbliA NyTb

BoccTaHOBHUTb 3HaYeHUA N0 YMONYaHWIo

Pucynok 50 — Hacrpolika xpaHuIuIIa 10Ib30BaTeIbCKUX 3MO3U

Haxxmute kHonky IIpuMeHUTH, 4TOOBI IPUMEHUTH BbIOPaHHbIE [TapaMeTphl.
YTo6BI BOCCTAHOBUTHL BCe IapaMeTphbl II0 yMOJYaHUIO, HAXMHUTe KHONKy BoccraHoBHTH

3HAYeHUd 110 YMOJTYAHUI0.

YToOBI BOCCTAaHOBUTHL II0O YMO/TYdaHUKO OIOWH IIapdMeTp, HA>XXMHWUTe KHOIIKY “ HaIIpOTHUB

HaMMEHOBAHUS JdaHHOI'O IIapaMeTpa.

4.13 YnpasneHue uvHTerpanusiMmu

Jlyist yripaBiieHusl MHTerpalysMy BeiOeprTe Ha IMaHeId HaBUraliyd MyHKT UHTerpanum.
B pamkax ynpaiieHus: MHTerpanusMu AJIMAHHACTPATOP MOJXKeT:
— pa3pelIuThb BHEIlIHeEMY CePBUCY OTIIPaBJISITh 3anpoc B Squadus 1y1st 06paboTky;

— paspemuTh Squadus OTHPAB/IATH 3alPOCHI BO BHEIIHIOIO CIIyX0Y, a Takke 00pabaThiBaTh

OTBeT.
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[Tocne BwiOOpa 6moka WHTerpammm B pabodeil obnacT oToOpaXkaeTcss TMaHeNlIb CO

CleayrolrMH BKIaaKkaMu (puc. 51):

NHTerpaumnn + Hogblit

Incoming

Q

Jira

bot-test
Pucynok 51 — I[IpocMoTp cnimcka uHTerpanui

1. Incoming — B JIaHHOM BKJIaJKe COIEpPXKUTCA Ta6m/1ua BXOOAIINX HHTEFpaHHﬁ, KOTOpasa
COepXUT Ciienyrluire JaHHble:
— Ama — M4 HpOBEHeHHOﬁ HWHTerpanuu;
- OTHPHBHTB B — Hd3HA4YeHHe UHTerpaluu;
- COBHHHO — I1I0JIb30BATeJIb, KOTOprﬁ CO31aJ1 UHTerpaliuio;
- COBHHH — HdTa CO3[JaHHWs UHTerpaluu;
- OTHPHBHTB 0T MMEHH — UM I0JIb30BaTeIsd HWIIM pecypCd, OT KOTOPOro ObL1a

IpoBeieHd UHTerpanus.

2. Outgoing — B JaHHOM BKJIaJIKe COJEP>KUTCS TabiuIia UCXOISIIUX UHTerpalui, KoTopas

CONEPXUT NdHHbIE dHAJIOTUIHbIE OITMCAHHbIM BBIIIIE.

YToOBI HAUTHU HYXXHYIO MHTErpanuio Bo BKIagkax Incoming u Outgoing, HauHKTE BBOJUTD

ee uMs B cTpoky Ilouck uHTerpanuu. Pesynbratel 0TOOpa3sSTCs O] CTPOKOM IOMCKA.

4.13.1 To6aBUTH HHTErPAIIHI0

YtoObl 106aBUTH MHTerpanuio, HaxkmuTe KHONKY +HoBbI. OTKpoeTcs IONOJHUTEeIbHAs

MaHeJIb, COCTOsIIIAs U3 IByX BKJIAJOK Incoming u Outgoing.
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4.13.1.1 Bxonsmiasa uHTEerpamus

s co3maHus BXOHdIeN WHTerpalMM Ha Bkiagke Incoming HacTpoiiTe mapameTpbl

(puc. 52):

WHTerpauuu « Hasap

Incoming

Bkno4yeHo

Wms (HeoBAsaTenbHO)

Ony6nuKoBaTh B KaHane
L@ ]

@ # @john #general

OTI'IpaBHTb OT UMEHU

2 )

MNceBpoHUM (HeoBA3aTenbHO)

L2 )

Ccbinka Ha aBaTap (HeoGA3aTenbHo)

e J

3mMop3au (HeobazaTenbHo)
Lo ]

:ghost:

Pucynok 52 — ®parmeHT co3gaHus BXO/IsIIel UHTerparuu
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— YCTAaHOBWTe IlepekiiouaTesib BKJIIOUeHO B I0OJIOXeHUe ©, urobsl BIIOUHTH
VHTerpaluio;

— YKa)kuTe UMs uHTerparuu B mnojie ms (Heobsa3aTesIbHO);

— YKaXUTe WM I[0Jib30BarTesisl (i MyOiMKaluu B JIMYHOM IlepervcKe) WIM Ha3BaHHe
KaHaJIa, r1e OyayT pa3MelreHbl COOOIIeHUs], OTIIPaBJIeHHbIe Ha BXOJISIIUM webhook, B mosie
Onyo0smkoBaTh Ha KaHAJIe;

— YKaXXUTe I0JIb30BaTesisl, OT KIMeHU KOTOPOro OyJieT OTIpaBisTh COOOIIeHHs UHTerpalus, B
nosie OTpaBUTH OT NIMEHH;

— ykaxxute B mosie IlceBmoHmM (HeoOsi3aTeIbHO) TICEBJIOHUM Ui OTOOpaXKeHUs Tiepef
VMIMeHeM I10JIb30BaTesisl B COOOIeHUSIX;

— BbIOepuTe aBaTap UHTerpalviy OJJHUM K3 CJIeIYIOUIUX CIIOCOOOB:

e 4TOOBI HCIIOJIL30BAaTh B KaueCTBe aBarapa H300pakeHWe U3 WHTEpHETa, BBEJIUTE
URL-anpec uzobpaxenus B nosie CchliIka Ha aBaTap (Heo0s13aTesILHO);
e 4TOOBI UCIIOIB30BaTh B KaueCTBe aBaTapa 3MOJI3U, BBeJUTe CUCTEMHOe WMs 3MOJI3U B

moJjie IMoy3u (HeobsI3aTeILHO);

— YKaXuTe TeKCT CKpHUIITAd B II0Jie SCI‘ipt " 1iepeBeuTe IIepeKJIrovaTellb HUcnonb3oBaTh

CKPMUIIT B IIOJIOXXKEeHHe ., YTOOBI HCIIOJIb30BAaTh YKElSaHHblﬁ CKPpHIIT. CKpI/IHT J0JI>KeH

6bITh Hanrcad Ha ES2015/ECMA Script 6.

Knonka CoxpaHHuTh IIpe[JHa3Ha4YeHa JJIs1 COXpaHeHUs! BHECEHHbIX U3MeHeHU.

Knonka BoccranoBUTSE NpeiHa3HaveHa /1JIsi BOCCTAHOBJIEHHSI HACTPOEK 10 YMOJIYaHHUIO.

[Tocne coxpanenuss unTerpanuu B mnoiisix URL-agpec Bedoxyka u TokeH oToOpassTcs
COOTBETCTBYIOIIMe [JaHHble, CleHepUPOBAaHHbIE aBTOMaTH4eCKHU.

YToO6BI BepHYTHCS K CIIMCKY WHTerpanuii (cM. puc. 52), Haxxmure kHonky Hazapm B npaBom

BepXHeM YTIIy.
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4.13.1.2 Vicxonsaias uHTErpamus

Jlyist co3maHusl WCXopsiieid WHTerpanuu Ha BkIaake Qutgoing HacTpoiiTe mapamMeTpbl
(puc. 53):

WHTerpauuu « Hasaa

Incoming  Qutgoing

Tpurrep cobbiTus

CoobLieHne oTnpaBieHo v

BbibepuTe TN cobbITHA, KOTOPLIK OyeT 3anyckaTb AaHHbIA UCXOAALLMIA BEOXYK

BxknwoyeHo .

WUmsa (HeoBsazaTenbHo)

YKkaxuTte uma ans 6onee )",D,OﬁHOFO ynpaBneHuna MHTerpaymamMm

KaHan

e )

Kanan gns npocnywmneaHua

HauHute ¢ @| ANA nonb3oBaTena WK | # | ANA KaHana. Hanpumep: @john WV | #general

Beegute all_public_channels gnsa npocnywwvBaHua Bcex oTKpbIThIX KaHanos, all_private_groups
AN NpOCnylMBaHuA Beex npuBaTHbIx rpynn, all_direct_messages ana npocnylwmMBaHvua Bcex
NNYHBIX COOBLLEHWA.

CnoBa-Tpurrepbl

Korpa CTPOKa Ha4nHaeTCA C 04HOro U3 3TUX CNoB, OTNPaBNATb COO6LLLEH ne Ha aﬂpec(a)

Paspenute cnosa 3anatbiMu

URLs

(2]

Pucynok 53 — ®parmeHT co3gaHus UCXOISIIEN UHTerpauu
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— BbIOEpUTE THI COOBITHS, KOTOPBIA OyAeT 3amycKaTh JaHHBIA MCXOASIIMM webhook, 13
BbINa/iatonero cnucka Tpurrep codbITus;

— YCTAaHOBWTe Ilepekiiovareib BkiloyeHo B 1OJOXeHHe ®, urobel  BrIOUHTH
VHTerpaluio;

— YKaXkuTe UMs uHTerparuu B mnojie ms (Heo0s3aTesIbHO);

— YKaXUTe HuMs [oJib30BaTessl (A1 JIMYHOM I[IepelMCKU) WIA Ha3BaHWe KaHajla [
npociyimBanus B nojie Kanai;

— YKaXUuTe CJIOBa-TpUITepbl dYepe3 3amsaryio B mojie CioBa-tpurrepnl. Korja crpoka
HAYMHAETCS C OJHOTO W3 J3THUX CJIOB, OyAeT OTHpaBiSTBCS coobIleHHe Ha azapec(a),
yka3aHHble B riosie URLS;

— ykazaTtb URL-agpec(a) B mosne URLs;

— yCTaHOBHUTe Tiepekitodaresib IlpencraBiasiThca mosb3oBaTesieM B Hy)XXHOe I0JIOXKeHHe —
[0 yMOJYAHHIO I[epeKk/iovarellb HAXOJUTCS B  IOJIOXKEHUU . IlepeBemuTe
IepeKyIioYaTelb B oNoxKeHre @9, 4ToGbI MHTErpamys MCAa OT UMEHH TONb30BaTells,
KOTOPBIH ee BbI3BaJ (MMs yKa3biBaeTcs B 11ojie OTHpaBUTH OT HMEHH);

— YKaXXUTe I0JIb30BaTesisl, OT KIMeHU KOTOPOro OyJieT OTIpaBiIsTh COOOIIeHHs UHTerpalus, B
nosie OTIpaBUTH 0T HIMeHH (HarpuMep, Squadus bot);

— ykaxxute B mosie IlceBmoHMM (HeoOsi3aTeIbHO) IICEBJJOHUM Ui OTOOpaXKeHUs Tiepef
VMIMeHeM I10JIb30BaTesisl B COOOIeHUSIX;

— BbIOepuTe aBaTap UHTerpalliy OJJHUM K3 CJIeIYIOUIUX CIIOCOOOB:

e 4TOOBI HCIIOJIL30BAaTh B KaueCTBe aBarapa H300pakeHWe U3 WHTEpHETa, BBEJIUTE
URL-anpec uzobpaxenus B nojie CchliIka Ha aBaTap (Heo0s13aTeIbLHO);
e 4TOOBI UCIIOJIb30BaTh B KaueCTBe aBaTapa 3MOJI3U, BBeJUTe CUCTEMHOe WMs 3MOJI3U B

mojie IMoy3u (HeobsI3aTeILHO);

- B mnone Toxken (Optional) aBTOMAaTHYeCKH TeHEpUpPyeTCsl TOKeH omnepanud. [lpu
HeoOXOJMMOCTH OTpeJaKTUPYITe I10J1e;

— YKaXXUTe TeKCT CKpUITa B Iojle Script u mnepeBenuTe nepeksitodaTesns Mcrmonb3oBaTh
cKkpunT B rofioxenne @, 4ToGbI UCIIONIB30BATh YKA3aHHBIH CKPUNT. CKPHIT HOKEH

6bITh Hanrcad Ha ES2015/ECMA Script 6.
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OTtkpoiite paszgen JlomojJHUTeNbHbIe HACTPONMKHM, HaXXaB KHONKy . 3ajaire

JIOTIOJTHUTEJTbHbIe HACTPOUKHU (pUC. 54):

JornonHuTenbHble HaCTPONKHK ~

MoBTOpHbIN 3anpoc nNo Heyaaswemycs URL .

Yucno NOBTOPHbIX MOMbITOK

6

3agepxKa NepeA NOBTOPHON NOMbITKOW

powers-of-ten v

le~rx , 24x
7

CnoBo MOXeT BbITb rge yrogHo

3al1yCKaTb nocne naMeHeHusA

Pucynok 54 — JlonosiHUTe IbHbIe HACTPOMKH UCXOMSINeN HHTerpaIiui

— ycraHoBuTe Tmepekitodaresib IloBTopHBINH 3anpoc nmo HeymasBiiemycsi URL B HyxHOe
MOJIOXKeHWe — [0 YMOJIYaHHWIO I[lepek/iovareib HAXOAUTCS B IOJOXXeHUH
IlepeBenuTe HepekroYaTeNs B IojokeHre @, 4TO6LI MHTerpanus IOBTOPSIA MONBITKY
B TeueHHe HeOOJIBIIIOTO ITPOMEeXXKyTKa BpeMeHH, eciii BbI30B 110 URL He ObIT BHITIONIHEH;

— B 1ojie YHCII0 MOBTOPHBIX MONBITOK YKAKUTE KOJIMYECTBO TOBTOPHBIX IONBITOK BbI30BA
WHTerpanuu npy HeygadyHoM 3amnpoce kK URL;

— BbIOepuTe M3 BBINA/IAIONIEr0 CIIKMCKA 3a/iep:KKa Iepel MOBTOPHOM MONMBITKOM aJITOPUTM

3a7Iep>KKH Tiepe]] MIOBTOPHBIM BHI30BOM WHTETPaIlvu:
e powers-of-ten — 10%;
e powers-of-two — 2%;

e increments-of-two — x*2;
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— yCTaHOBHUTe TiepekiitouaTesib CI0BO MOKeT OBITH I'/ie YTOJHO B HY>KHOe II0JI0>KeHHe — 10
YMOJTYaHUIO TTepeKItouaTelb HaXOAUTCS B MOJIOXKeHUHU , B JaHHOM CJIy4ae peakllys Ha
CJIOBA-TPUITEPbl TPOMCXOJIUT, KOTAA CJIOBa HAXOASTCS B Haudaje I[peljioXKeHusl.
[lepeBesuTe mepekstoyaTesib B IIOJIOXKEHHE @, 4r06LI CIIOBa-TPUITEpLl MOTIIH
pacrionaraTbcs B JitoOOM MecTe;

— YCTAaHOBHUTe Iepekiiiovareslb 3amycKaTh IMOCJIe U3MeHeHHUsl B HY)KHOe I0JI0XKeHHe — II0
YMOJTYaHUIO NIepeKIIiouaTeslb HaXOAUTCS B MOJIOXKEeHHUH , B JAHHOM CJTy4yae MHTerparus
He 3allyCcKaeTcsl I0ocjle pelakTUpoBaHUs coobieHusi. [lepeBenure mnepeksioyatenb B

nonoxenue @, 4T06bLI MHTErpanys 3allycKaaach IOC/Ie peJaKTUPOBAHKS COOBIIeHMIA.

Haxxmure kHonky CoxXpaHUTh [1J1s1 COXpaHeHUsl MHTerpaluu.
YToOBI BEpHYThCS K CIIMCKY WHTerpanuii (CM. puc. 54), Haxkmute kHonky Hazam B mpaBom

BEpPXHeM YTIIy.
4.13.2 N3MeHUTH HHTErPAIHI0

YToOBl OTpemakTHpPOBaTh IlapaMeTpbl WHTErpalvM, HaXXKMUTE Ha CTPOKY C Ha3BaHHUEM
WHTerpalyuy B CIUCKe WHTerpanuil (cM. puc. 54). OTKpoeTcs MaHesb C IMapaMeTpaMy BbIOpaHHOM
vHTerpauu u ¢ kHorkamu Coxpanuts, BoccTaHOBUTSH U Y 1a/INTD.

OTpenakTupyiTe Hy>XHble MapaMeTpbl U HaxkmuTe KHONKY CoOXpaHHUTh B HWXXHEH 4acTu
MaHeJu.

YT0oOBI BOCCTAHOBUTH MPeJIbIAYIIMe TapaMeTphbl, HAXKMUTe KHOIKY BoccTaHOBHUTS.

YToOBI yAQIUTh UHTErparuio, HaXXKMUTe KHOIKY YHAJIUTh U B OTKPBIBIIEMCSl AUAJIOTOBOM

OKHe HdXXMUTe KHOIIKY YnaJme.

B BerHEﬁ YdCTHU IIdaHeJIM IIapdMeTpOB UCXOSIIEen HHTerpaiqi pdcIIoJioKeHa KHOIIKa
I/ICTOPHH. ITocne HaXkaTHs 3TOM KHOIIKHU OTKPBIBAETCS IIdHEeJIb C HCTOpHEﬁ 15(05,€0)18:11117D.¢ I/IHTEFpaL[I/Iﬁ

(puc. 55). YToOBI OUNCTUTDH UCTOPUIO, HAXKMUTE KHONIKY O4YHCTHTH HCTOPHIO.

McTopua ncxogalmx webhook-uHTerpaumm « Hasap

ATa MCXOAALWEA webhook-uHTer PaUMA e He MMEET 38NUCaHHON HCTOPHM.

Pucynok 55 — Hcropus uCXogsiyx UHTerpanun
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4.13.3 Hacrpoiika uaTerpanuu c Jira

Jly1s co3panus peiBapyUTeIbHOIO IIPOCMOTpa 3a1ad Jira Heo0XoAuMo:
— co3naTth 60Ta A7 OTIPAaBKU COOOIIEHUM B KaHAIIbI;

— HACTPOUTb UHTEerpanulo.

Jlis co3nanus 60Ta BBIIOJIHUTE ClleAyIolye 1elCTBUS:

1. Boibepure nmyHkT [lonb3oBateny.

2. Haxwmure kHonky HoBbIi. 3agaTh UM 1 1IapOIib.

3. Beibpats posnb bot. B npumepe (cm. Tabnuna 2) nomnb3oBaTens ¢ poiibio bot cospan c
nMeHeM squadus.bot.

4, Co3,uaﬁTe HOBYIO HCXOJAMIYIO HWHTEerpdaius. HapaMeprl UHTerpallu IIpUBEIEHblI B

Tabnuie 2.
Tabnuna 2 — Hacrpoiika napameTpoB
[TapameTp Onwucanue 3HaueHHe
Tpurrep coobITHs Bxurogaet tur coObITHA Coob1ieHre oTIpaBieHo
Bxitogeno BxutoyaeT unTerparuio AxTuBaIus
HUmsa HasBanue unTerpaiuu Hasganwue Jira
all public_channels,
CrmMcoK KaHaioB, B KOTOPBIX .
Kanasbr all private_groups,
oynet paboTaTh 60T .
all direct messages
URLs Anpec = COPBHCA | 44p://172.17.0.1:4567/
squadus_jiratrigger
OTnpaBisdTh OT UMEHU Nwms 6ota B Squadus squadus.bot

[Tocne 3amosHeHWsI 06s3aTeNbHBIX IApaMeTpoB HEOOXOJWMO COXPAaHUTh HACTPOHKU U
Co371aTh TeCTOBOe coobimeHne ¢ HoMmepoM 3ajaud. CepBuc squadus_jiratrigger HaiimeT HOMep
3a7iauM B COOOIIIEHNH M CO3/IaCT JIOTIOJIHUTENIbHOe COODIIeHre OT CBOEr0 MMeHHU B KaHajle C KPaTKUM

OIIMCaHHeM 3aJJa4H.
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4.14 OTnpaBka 3JIEKTPOHHOI ITOYTHI

HJ'IFI OTIIPAaBKH BHeKTpOHHOﬁ IMOYThI II0JIB30BATEJISIM, 3dPEerMCTPUPOBAHHBIM Hd CepBepe,
BbI6epI/ITe Ha IMaHEeJIX HdaBUT'dllUWU ITYHKT OTIIpaBKa mMoYThI. 3aTeM B paﬁoqeﬁ obnactu HaCTpOﬁTe

rapamMeTpbl 3JIeKTPOHHOIO NMUchMa (puc. 56):

or

MNpo6Has oTnpaBKa

3anpoc

Tema

Teno nucbma

Pucynok 56 — OtmpaBka OYTHI

— YK&XWTe ajipeC 3JIeKTPOHHOM TOYTHI IMOJIb30BaTessl, OT KOTOpPOro OyzeT BBIIOJIHEHA
OTIIPaBKa, B nojie OT;

— ycraHoBuTe ¢iaxok IIpodHas ormpaBka, 4TOOBI MOCie HaXaTWs KHONMKU OTHpaBHTH
Email cdopmupoBanHoe nucbMo ObUIO OTIPaB/IeHO Ha ajipec 3JIeKTPOHHOM IIOYTHI,

yKazaHHbIH B nojie OT;
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— YKaXUTe [IONOJHUTeNIbHble YCJIOBUS B Iojie 3ampoc Jis OIpeJlelleHHsl TOro, KaKUM
MI0JTh30BaTeJISIM OTTIPABJISITh 3JIEKTPOHHYIO 110YTY, B dpopmaTe JSON;

— yKaXkuTe TeMy nucbMa B 1oisie Tema;

— yKaXxuTe TeKCT nucbMa B mojie Temo mucbMa. B TekcT nmucbMa MOXHO /100aBUTh

Cllefly1olire BhIpaXKeHUs :

[unsubscribe]: co3maer ccwinky msis ornucku. B Tesne muckma Bcerna JomkHA ObITh

CCBbIJIKA IOJIsd OTIIMCKH,

[name]: monHOe MMS$ TI0JIb30BaTessl, KOTOPBIM MOTy4YaeT 3JIeKTPOHHOe ITUChMO;

[fname]: M4 I1I0JIb30BATeJId, KOTOprﬁ IoJIyddeT 3JIEKTPOHHOE ITNCbMO;

[Iname]: pamumnus mosb3oBaTesl, KOTOPBIM MOJTydaeT 3JIeKTPOHHOE MHUChMO;

[email]: agpec 3/1eKTPOHHOW IIOYTHI IIOJIb30BaTesIs, KOTOPBIM IIOIydaeT 3JIeKTPOHHOe

IIMCbMO.

Haxxmure kHonky OrnpaButs Email 117151 oTripaBKy 371eKTPOHHOTO NMUChMa.

4.15 YupasieHue 1oJib30BaTeJIbCKUMHU CTAaTyCaMHu

[Tonb3oBaTenbCKye CTATyChl IO3BOJISIIOT JOOABUTh CHUHOHUMBI CTaTyCOB, KOTOpble OynyT
JOCTYIIHBI BCeM COTPYJHHKaM B JIONIOJIHEHNe K OCHOBHBIM CUCTEMHBIM CTaTyCaM.

Il mpocMoOTpa TeKyIIMX I10J1b30BaTesIbCKUX CTaTyCOB BbIOEpUTe Ha IIaHeJW HaBUTallUU
nyHkT Ilonb3oBaTenbckue craTycbl. B paboueit obsiacti orobpasuTcss Tabnuma Co CIHCKOM
I10JIb30BaTeJIbCKUX CTaTyCOB, COJieprKallias Clelyolyo nHpopmanuio (puc. 57):

— Mg — 1M [TOJIb30BaTE/ILCKOTO CTaTycCa;

- HPI/ICYTCTBI/IE — CHUCTeMHbIN CTaTyC, COOTBETCTBYIOH_[I/Iﬁ IMOJIb30BATEJIbCKOMY CTATYCY.

[NMonb3oBaTenbcKue CTaTyCbl +

Ha mecTe online

YwWwen s acTpan away

Pucynok 57 — IIpocMoTp crnimcka 1osyib30BaTebCKUX CTaTyCOB
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4.15.1 JTo6aBUTH M0/IH30BaTEIHCKHIL CTATYC

,HJ'ISI )106aBJIEHI/I$I HOBOI'0 IIOJIB30BATEJIbCKOI'0 CTATyCd HAXXMHUTE KHOIIKY + Ha ITaHeJIn

ITonb3oBaTenbckHe cTaTychbl (CM. pyc. 57). B OTKpBIBIIENCS IOMTOJIHUTENILHOW TTaHEe N BBITTOTHUTE

crenytoiye nerdcTBus (puc. 58):

[OoBaBuTb NONbL30BaTENLCKWIA CTaTYC b

M

MpHeyTeTEME

B cetn v

OTmena
Pucynok 58 — JlobaBiieHue MoJib30BaTEILCKOTO CTaTyca

1. B none Umsa ykaxxvute UMs CTaryca.

2. Boibepute cHCTeMHBIM CTaTyC, KOTOpBIM OyIeT COOTBETCTBOBAaTh HOBOMY CTaTyCy, U3
BhbInafatontero cnucka Ilpucyrcreue.

3. Haxxmute kHonky CoxpaHHTb, uyTOObI J00ABUTH I0JIb30BAaTeNbCKUN craryc. Haxkmure

kHONKy OTMeHa, 4TOObl OTMEHUTH Jo0OaBieHe CTaTyca U 3aKPhITh MTaHeb.

[Tocse atoro cratyc 6yzaer mobaBiieH U IOCTYIIEH Jisl IIPOCMOTPa B 06IIIeM CITHCKe.
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4.15.2 3MeHUTH NI0JIL30BaTeJILCKUH CTATYC

YTOoOBI U3MEHUTH IOJIb30BATEJIbCKUM CTaTyC, HAXKMUTe HA CTPOKY C HAa3BaHHWEM CTaTyca B
tabmuie (cM. puc. 58). B oTKphIBIIENCS [TONMOJHUTENIbHOW TaHelld BHECUTe HYXKHble WU3MeHeHUs!

(puc. 59).

PegakTMpoBaTh NONb30BATENbLCHMIN
cTaTyc

Hma
Ha mecte
MpUCyTCTEHE

B cetH w

OTmeHa

Pucynok 59 — HM3MeHeHMe MoJib30BaTeNIbCKOTO CTaTyCca

Haxxmure xHonky CoxpaHHMTh, YTOOBl COXpaHUTh udMeHeHus. Haxkmure kHomnky OTmeHa,
YTOOBI OTMEHUTb U3MEeHeHUsI U 3aKPbITh TaHeJIb.
YToOB! yAaIUTh MOJIb30BATEIbCKUN CTATyC, HAXKMUTE KHOIKY YJaJUTh U B OTKPBIBIIEMCS

AYaJIOrOBOM OKHE HaXXMHTe KHOIIKY YZ[aJII/ITB.
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4.16 ABT0O00HOBJIEHHE HACTOJIHLHOTO NPUJIOKEHUS

Jlns ynpaBineHus aBTOOOHOBJIEHWEM HACTOJIBHOIO IpWiIoXeHUs Squadus BelOepuTe Ha

IaHeJInN HaBUIralli IIYHKT ABT000HOB/IEHHE HACTOJIHHOTO IPUIOHKEHHUS. ITocie atoro B pa6oqe171

obJ1acTy 0TOOpa3UTCs MaHesb Jj1sl HacTporku aBTo0OHOBIeHus (puc. Y%oHMFIGCOUNTER+1%>).

ABTOOOHOBNEHME HAaCTONIbHOIO NPUITOXEHUA

ABToO6HOBNEHWE HAaCTONBHOTO NnpUNoXeHua

Pucynok 60 — ABTOOOHOBIIEHHe HACTOJILHOTO NIPUIIOXKEHUS

HJ’[S[ BKIIIOYEeHHU A aBTOO6HOBJ'IEHI/I$[, BBITIOJIHUTE CJIeAyIoliue IEeUCTBUS:

1.

3arpysuTe apxuB C aBTOOOHOBIIEHUSIMH. Il 3TOro HaXXMHUTe KHOINKY Bridepure ¢aiin

(zip) ¥ B cTaHZAPTHOM CHCTEMHOM OKHe BbiOepuTe ¢aiin B popmate ZIP.

. Hoxnurecs, noka Squadus Ipo4nTaeT 3arpykeHHbIN (aii (3T0 MOXKeT 3aHITh HECKOJIBKO

MUHYT, B 3aBUCUMOCTH OT pa3Mepa ¢ara).
YcraHoBuTe TmepekiitouaTelib ABTOOOHOBJIEHHEe HACTOJBLHOIO TPHJIOXKEHHS B

nonoxenve @9,

Ecmm BkiroueHO aBTOOOHOB/IEHHWE, TO TOJb30BaTeNISIM JTAaHHOTO cepBepa Squadus Oymer

npeiyio)keHo OOHOBUTH BEPCHUI0 HACTOIBHOTO mpwiokeHusi Squadus. Ilpu a3tom Bepcwus,

3arpy’keHHasl Ha IIOJIKJIFOUYEHHBIM cepBep, [IOJDKHA OTJIMYAaThCsl OT BEpCHH, YCTAHOBJIEHHOW Y

KOHKPEeTHOT'O I10JIb30BaTeJIA.
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[Tocine 3arpy3ku daibl 0TOOpa3ITCs B BUJle CITMCKa I10]] TiepektrodaTeseM (puc. 61).

. ABTOOOHOBNEHUE HAaCTONbHOIO NPpUNoXeHUA

Squadus_Linux_3.21.1.x86_64.rpm
Squadus_Linux_3.21.1_amd64.deb
Squadus_Linux_3.21.1_amd64.snap
Squadus_Linux_3.21.1_x64.tar.gz
Squadus_Linux_3.21.1_x86_64.Applmage
Squadus_Win_3.21.1.exe
Squadus_Win_3.21.1.exe.blockmap
Squadus_mac0S_3.21.1_arm64.dmg
Squadus_mac0S_3.21.1_arm64.dmg.blockmap
Squadus_mac0S_3.21.1_arm64.zip
Squadus_mac0S_3.21.1_arm64.zip.blockmap
Squadus_mac0S_3.21.1_x64.dmg
Squadus_mac0S_3.21.1_x64.dmg.blockmap
Squadus_mac0S_3.21.1_x64.zip
Squadus_mac0S_3.21.1_x64.zip.blockmap
latest-linux.yml

latest-mac.yml|

latest.yml

Boibepute dain(zip) Ynanutb 3arpyxeHHble dainbl

Pucynok 61 — ®arinsl 3arpysku

YTo6b! yanuTh 3arpy’keHHble daiibl, HAKMUTe KHOIIKY YAJIHTh 3arpyeHHbIe (aiijibl.

®Daiuibl yaansarcs 6e3 oaTBep>KIeHus!.

YToOBI BBIKIIOYMTH aABTOOOHOBIIEHUe, IlepeBe[lTe IepeKJItovaTesb

HACTOJBbHOI'0 MIPMWIOKEHHUS B I10JI0OKEeHHre B
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4.17 Hacrpoiika 00TOB /1 9aTa

HJ’IF[ HaCTpOﬁKH I10JIb30BaTEIbCKUX I10JIed, K KOTOPbIM MOHO IMOJIYIUTH JOCTYII C IIOMOIIbIO
MeTOJ0B 6OTOB-HOMOH_[HI/IKOB, BbIﬁepI/ITe Ha IIdHeJIM HaBUT'dlTUW ITYHKT Bornl.
Ha OTKprBMEﬁCH laHeJIn YKAXXUTe II0JIb30BATEeJIbCKHEe II0JisI, K KOTOpPbIM MOTYT

IIOJIKJIOYaThCS 60THI, M HAXKMUTe KHONKY IIpumMenuTs (puc. 62).

BoThli

Xennepbi

MNonbzoBaTensCKHE Nons

_id, name, username, emails, language, utcOffset

Pucynok 62 — Hacrtpotiika 60TOB /ij1s 4yaTa
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4.18 Hacrpoiika BugeoxkoH¢epeHIH

s HacTpOMKM  BUAEOKOH(pepeHIIMM BblOepuTe Ha IIaHeJM HaBUTAllMA  ITYHKT

Bupneoxongepenius. 3ateM B pabodeli 0671aCcTh HaCTpPOKTe IapameTpsl (puUc. 63):

BuaeokoHbepeHLus

. BugeokoHbepeHLUU BKITIOUEHbI

CEPBHC BHHEOKDHL"JEPEHL[CBHSH NS 3BOHKOB B NMYHOM nepenuncke

Jitsi v

CepBunC BULEOKOHDEPEHLICBA3M ANA IPYNNOBLIX 3BOHKOB “
[ Jitsi X ]

CepBuc BUeOoKOHbepeHLICBA3M ANg NPoBeAeHUs BebUHapoB

T |

BoccTaHoBWUTB 3HauYeHUs Mo YMON4aHHWo

Pucynok 63 — Hactpoiiku BuneokoHbepeHITUH

— YCTAHOBUTe Iepekitovareib BugeokoH¢epeHIuy BKIKOYeHbI B I0JI0XKeHHe ®, urobur
BKJIIOUHTD BUJIEOKOH(]epeHInH;

— BeiOepuTe CepBHC BHIeOKOH(EPEHIICBSI3N B IMIHOH IIepenucKe;
@ JlocTymHa TobKo cucTema Jitsi.

— BblOepuTe CepBHC BH/IeOKOH(ePeHIICBSA3M /ISl TPYNNOBBIX 3BOHKOB. MOXHO BbIOpaTh
oba cepBuca, TOr/a MOJIb30BaTelb CaM CMOXKeT BbIOpaThb OJWMH M3 HUX TP CO3[AHUU
KOH(QepeHIIUH:

e Jitsi;
e MTC JIunk.

— BeiOepuTe CepBHC BHACOKOH(EPEHICBA3H IS IPOBedeHHsI BeOHHAPOB. MOXHO
BBIOpaTh 00a cepBHCa, Kak IMPH BbIOOpe cepBHCa BUIEOKOHGEPEHICBSI3U JIJis TPYIOBLIX

3BOHKOB.
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Hlanee nepeliiuTe K HaCTPOMKaM BUJIeOKOH(EPeHIIMH, [JIs 3TOT0 paCKpOWTe HY)XHBIN pasell,
HaKaB KHOIIKY ¥ HAIIPOTUB ero Ha3BaHUS:

— CepBHUC yHIpaBlIeHUS BI/IJ:[eOKOHd)eDeHHI/IHMI/I;

— 3anucu KoHdepeHIui;

— daru Bo3MOXXHOCTEH;

— Jisti;
— MTS Link.

4.18.1 CepBuc ynpasieHus BH/IeOKOH(epeHITusIMHU

Hactpoiiku  cepBuca  yIpaBieHUs  BUAEOKOHGEpeHIMSIMH  33JaloTCs  IpU

pa3BeptbiBanuu [10 Squadus. U3MeHSTh X He peKOMEeHTyeTcsl.
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B pasgene CepBuc ynpaBieHHsI BHACOKOH(}epeHIUsIMH OTOOpaXXaloOTCS TapaMeTphI

CepBHCa yTpaBJIeHus BUIeOKOHbepeHIUSIMH (pHC. 64):

CepBUC yNpaBieHUA BUAEOKOHDEPEHLUAMM

XocT cepBuca

scc.squadus-apps-1.echo.stageoffice.ru:3030,scc.squadus-apps-2.echo.stageoffice.r
u:3030,scc.squadus-apps-3.echo.stageoffice.ru:3030

McnonbsosaTth SSL

SSL host cepeuca

SCC

KopHeBon SSL ceptudmkar

YR TN T A Y M AT AT U Ve T IV TV L ¥ I AT § A 1 e VT A e Y A T Y

EB/WQFMAMBAf8wHQYDVROOBBYEFQg2 PC19CXoDn4McRo5wJyx7Nn5QMADGCS
qGSIb3DQEBCwWUAA4IBAQBj18130t3HZair sZDtJgKzwEIXVyWMOsqulLTvTtOFIiIM+TO
Z5HPYDRaiGwW/q3BCBzecjAJ6KSmGa m0c1hfxX3ga5tmytGNVwvmNj1BYuURjLWp
gt+P2f7IkCRG+urXWeuilmmyXIVAbK [iMGntw8nLRKmMQKMGOUIWfGS9aC4wBCUYJ

NIANAIANA 1IN A 1A 1 1A AZIAIMD 11 1/ LRI 1A L ImA o oL h . do A LN L RC T

My6nuyHbin SSL cepTudukar

----- BEGIN CERTIFICATE-—— MIIDITCCAN2gAWIBAgIUSXwCd10J6X7/7gDOZWWuz1P

mYvBwDQYJKoZlhveNAQEL BQAwgZAxCzAJBgNVBAYTAIJVMQ8wDQYDVQQIEWZN
b3Njb3cxDzANBgNVBAcTBk1v c2NvdzEfMBOGATUEChMWTmV3IENsb3VkKIFRIY2hu
b2xvZ2llczEQMA4GATUECXMH SVQgVWS5pdDEsMCoGATUEAxMjc3F1YWRTcylpbm

T NEOO L N O e A TN T e T e AEA Koo B E 0 1l R IR AR AR AT AR AL AT AL AANL _RIRA_KA

Pucynok 64 — Paznen CepBuc ynpasjieHusi BHie0KOHQepeHIIusIMU

Haxxmure kHonky IIpumMeHUTH, 4TOOBI IPUMEHUTH BbIOPAHHbIE ITApaMeTphl.

YToOBl BOCCTAHOBUTH BCe IapaMeTphbl IO YMOJMYAaHUIO, HAXMHUTe KHONKy BoccraHoBHTH

3Ha4YeHud 110 YMOJIYdHHUI0.

YT1oObI BOCCTAaHOBUTH TI0 YMOJIYaHHWIO OJWH IApaMeTp, HaKMUTe KHOMKY 7 HalpOTHB

HavMeHOBaHHs JdHHOI'O IIapaMeTpa.
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4.18.2 3anmucu BuaeoxkoHdepeHnu

B pasnere 3anmucu BI/IHEKOH(I)EPEHIII/II/I MO’KHO HACTPOUTHL daBTOYyJdJIeHue 3anucen

KOH$epeHIUH, [i7is 3Toro (puc. 65):

— YCTAHOBUTE IIepeKJIro4aTeslb ABToyHaJIEHI/Ie 3anucen BI/IHEOKOH(I)EPEHIII/Iﬁ B IIOJIO’KeHHe

— ykaxuTe MHTepBas aBTOyIaIeHH I, Yepe3 KOTOPbIN OyAyT yIansIThCs 3alIUCH;

— ykaxuTe CpoKk XpaHeHHs 3aIlHCeH.

3anucu BnaeoKoHbepeHuuit

. ABToyfaneHve sanuceni BUAEOKoHDepeHUr

MHTEPBa.ﬂ aBToyganeHusa

Every 12 hours

every 12 hours on the first day of the week
http://bunkat.github.io/later/parsers.html#text

CpoK XpaHeHus 3anucen (HW, MUH. 7 fiHel)

60

BoccTaHoBUTb 3Ha4eHuMA Mo yMon4aHWO

Pucynok 65 — Paznen 3anucu BugeokoHpepeHIun

Haxxmure kHonky IIpumMeHUTH, 4TOOBI IPUMEHUTH BbIOPAHHbIE ITApaMeTphl.

YToOBl BOCCTAaHOBUTH BCe IapaMeTphbl IO YMOJYAHUIO, HAXMHUTe KHONKy BoccraHoBHTH

3Ha4YeHud 1o yMOJI4YdHHUI0.

YToObI BOCCTAaHOBUTH II0 YMOJYAHHWIO OJWH IApaMeTp, HAKMUTE KHOMKY <7 HalpOTHB

HavMeHOBaHHs JdHHOI'O ITapaMeTpa.
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4.18.3 ®aru Bo3MOKHOCTEH

B paszgnesne ®iaru Bo3M0oKHOCTel MO>XHO HACTPOUTD Clle[lyIoIie BO3MOXHOCTH (puc. 66):

@narv BO3MOXHOCTEN ~

Co3paHue BUAeOKOHDEepeHLMH B KOMHaTe Yyepe3 MoAanbHoe OKHO
® Co3paHue BUAEOKOH(DEePeHLUH B peXXuMe BebiHapa

BoccTaHOBWMTB 3Ha4YeHWA No yMon4aHuo

Pucynok 66 — Pa3nen ®aru Bo3MoxkHoOCTeH

— BO3MOXXHOCTBH CO30dHHUSA BI/IJIEOKOHqJep(EHHI/Iﬁ B Oecenie qepe3 MOJIdJIbHOEe OKHO:

¢ eCJIM IIepeKJIro4dYaTel/lb HaXOJUTCA B IIOJIOKEeHUHU ., TO KOHqJEpEHL[I/II/I CO3JaI0TCA B

Oecemax gepe3 MOIdJIbHOe OKHO;

® eCJIM TIepeKJIioYaTellb HaXOIUTCS B IOJIOXKEHUU , TO KOHQEpeHIMH CO3[aloTCs B
Oecemax Ha OOKOBOI MaHeH.

— BO3MOXXHOCTb CO3daHHA BI/IJIEOKOHqJep(EHL[I/Iﬁ B pexume Be6HHapa. Ecnu IepexknrvaTesb
HaXOOUTCA B IIOJIOKEHHWH ., TO IIOJIb30BaTeJIM MOT'YT CO30dBdThb B661/IHapr, eClii B

IIOJIOKEeHHNH — JadHHada qu'HKLII/IH HeIOCTyIIHA.
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4.18.4 Jitsi

Jitsi — OTKpbITOE IporpaMMHOe obecliedeHre 1Is IPOBelleHus] BeO-KOH(pepeHINH.

Yrobsl HacTrpouTh cepBuc Jitsi BriOepuTe COOTBeTCTBYIOHIMM OJIOK. Y cCTaHOBUTE

nepekJitoyaTesib BkirodeHo B nojyioxxeHue Ou HaCTpOKTe MapameTpsl (puc. 67):
BuaeokoHpepeHuns

Jitsi A

. BknioyeHo “

/\ This Feature is currently in beta! Please report bugs to
github.com/RocketChat/Rocket.Chat/issues

. SSL

JomeH “

meet-sierra.stageoffice.ru

. BknwounTb B KaHane

. BKNOYNUTL 4NA KOMaHg,

WaeHtudukatop npunoxenus (iss) “
meet-sierra
CeKpeTHbIW KoY “

hohaideechooGhiu8uquigedéwahphohr

Pucynok 67 — Hacrporika Jitsi
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— yCTaHOBUTe TMepekitodaresb SSL B mososkeHue @ IUIS BKJIFOYEHUS 3allUIeHHOI'O
coequHenus 1mo SSL;

— YKaXKuTe JIOMeH ]Il HaCcTpowku Jitsi B osie JloMeH;

— YCTaHOBHUTE IIepeK/Ito4YaTeslb BruiiounTth Ha KaHaJle B IIOJIOXKeHHe ., YTOOBI

KOH(epeHIIMY MOXXHO ObIIIO CO3/1aBaTh B KaHAJaX;

— YCTAaHOBWTe IlepeKkiiovareib BKIIOYHTHL A KOMaHA B II0JIOXeHHe ©, urobu
KOH(epeHIMU MOXHO ObIJIO CO3AaBaTh JJIsl KOMaH/I;

— YKaXuTe ujeHTUGUKaTop nprioskenus (iss) B mosie Upentudguxarop npuinoxkeHus (iss);

— YKaXXUTe CeKpeTHBIN Kiltou B 1ojie CeKpeTHHIH KIII0Y;

— yCTaHOBHUTe TepekytoyaTelb OrpaHuauth TokeH s JitsiRoom B mososkeHue ® 1
orpaHUyYeHus ToKeHa Ayis JitsiRoom;

— ycTaHOBUTe Tnepekitodaresib Bkmouuts JWT aBTOpH3amuio B 1ojoxeHue ®, aro6ur
BKIIOUUTE JWT aBTOpH3anuio;

— YCTAaHOBHWTe IlepekiitoyaTeslb BKIOUYMTL co3gaHue 4yata KoH$epeHmuu B squadus B
nonoxerre @, 4TOGbl MOXHO GBUIO CO3[ABaTh YaThl IO koHpepennmu. OOIeHHE B
JIAaHHBIX YaTax MOXeT BeCTHMCh BO BpeMsi KOHQepeHIIH B yare Jitsi 1 BHe KOH}epeHIMH B
Oecenie B Squadus;

— HaCTpOKTe aBTOMaTH4ecKoe yjjajleHre yCTapeBIINX BCTpey:
® YCTQHOBUTE IIepeK/iouaTe/lb BKJIYHUTL aBTOMAaTHYECKHI COpPOC OJIOKHPOBKH

3BOHKOB B 110j10)keHre @, 4TOOBI BKIIIOYUTEL aBTOMATHIECKOe YaIeHue;
® yKakKhTe BpeMs, 4yepe3 KOTOpoe BCTpeda OyIeT CUMTaTbCsl YyCTapeBllei, B I0Je
HMuTepBas copoca 0JI0KHPOBKH 3BOHKOB;
— HaxMuTe KHONKY OOHOBUTH TeKyniue KoOHQepeHIHMH B YaTax Jjisi OOHOBJIEHUS BCex

TeKyIIMX KOH(pEepeHIH.

Haxxmute kHonky IIpuMeHUTH, 4TOOBI IPUMEHUTH BbIOPAHHbIE [TapaMeTphl.
YTo6Bl BOCCTAHOBUTHL BCe IapaMeTphbl II0 yMOJYaHUIO, HAXMHUTe KHONKy BoccraHoBHTH

3HAYeHUd 110 YMOJITYAHUI0.

YToOBI BOCCTAaHOBUTHL IIO YMO/TYdHUKO OIWH IlapdMeTp, HA>XXMHUTe KHOIIKY “ HAIlIpOTHUB

HAaWMMeHOBAHUS NdHHOI'O IapaMeTpd.
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4.18.5 MTS Link

MTC JIunk (panee Webinar) — 3To 3x0cHCTeMa CepBUCOB Il OHJIAHH BCTped, COBellaHUH,
MepOIpUATUH, 00y4eHNs U BeOMHAPOB.

Yrob6sl HacTpouts cepuc MTC JImHk BpiGeprTe COOTBETCTBYIOLIMI OJIOK. YCTaHOBUTE

nepekJitoyaTesib BkirrodeHo B 1ojioxxeHue Ou HaCTpoKTe napameTpsl (puc. 68):

MTS Link ~

BknroveHo

MTC NuHk url

https:/webinar.ru

TokeH gocTtyna MTC JIMHK

Bpems NpoBepPKW OKOHYaHWA BCTPeY B CeKyHAaX

300

Pucynok 68 — Hacrtpoiika MTC Jlunak

— ykaxkute URL-anpec MTC Jluuk B mosie MTC JIunk url;
— ykaxkute TokeH fioctyrna MTC Jlunak B nosne Token mocrynma MTC JIuHk;
— YKakuTe BpeMsi TPOBEPKM OKOHYAHHWS BCTped B 1ojie Bpems mpoBepkH OKOHYAHUS

BCTpeY B CeKyHJax.

Haxxmure kHonky IIpumMeHUTH, 4TOOBI IPUMEHUTH BbIOPAHHbIE ITApaMeTphl.

YToOBl BOCCTAHOBUTH BCe IapaMeTphbl IO YMOJMYAHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3HA4YeHHUs 10 YMOJTIYAHHUIO.

YToObI BOCCTAaHOBUTH II0 YMOIYAHWIO OJWH IApaMeTp, HAKMUTE KHOMKY <7 HalpOTHB

HAMMEeHOBAaHUS NAdHHOI'O ITapaMeTpa.
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4.19 Hacrpoiika BHellIHero BUja

Jl71s HAaCTpOMKM BHEIIHero BHJA NPWIOXeHUsl BblOepuTe HA IaHeJId HaBUTAIlMKA ITyHKT
Buemnuii Bua. B paboueii o6sactu 0ToOpassaTcs ciiefyomiye pas/iebl:

— IIBeTa — HACTPOMKU 1IBETOB MPUIOXKEHUS;

— CopepaxnMoe — HACTPOMKA COAEPXKUMOTI0O MPUIIOXKEHHS;

— INonb3oBarennsckue cruu (CSS) — noGaBiieHre v HACTPOWKA MOJIb30BATEILCKUX CTUIIEN
(CSS);

— ITonb3oBaTenbCKHe CKPUNITHI — JJ0OaBIeHNe U HAaCTPOMKA M10J1b30BaTeNIbCKUX CKPUIITOB;

— Ipud Tl — HacTpo¥ika LIPUPTOB;

— Crapsbliii HBeT — MPOCMOTP CTaphIX I[BETOB MIPUJIOXKEHUS;

— Crappie 1Bera (BTOpOCTemeHHbIE) — IIPOCMOTP BTOPOCTENEHHBIX CTapbIX I[BETOB
MIPUJIOXKEHUS;

— INosnb3oBaTennbckuil HHTepderiic — HacTpolika I10/1b30BaTeJIbCKOr0 UHTepdelica.

4.19.1 IiBera

Hacrpoiika 1BeToB BbinosHsieTcss B pasfenax IlBera, Crapeiii nBer u Crapblii nBer
(BTOpOCTeneHHEIe).
Jlnsi u3MeHeHMs] IBeTa KAaKOro-JiMOO 3JjieMeHTa HeoOXOAUMO BBINOJHUTE CJelyIolye
JIeMCTBUS:
1. Bribepute 3Hauenuve IIBer win BplpadeHme W13 BBINAIAIONIET0 CIMCKA HANPOTUB
HaMMEHOBAaHHUS 3TOT0 3JIeMeHTa.
2. B 3aBHCHMOCTH OT BBIOpAaHHOT'O 3HAU€HUS], BHITIOJIHUTE OJTHO U3 CIIeAYIOIINX JeHCTBUN:
— 11pu BbiOOpe 3HaueHus LIBeT BbibeprTe kejaeMbli I[BET U3 NAJUTPHI;

— 1py BbIOOpe 3HaueHUs] BoIpaxkeHue Bpy4YHYIO 3ajjaliTe BbIpaXkeHHe (KOJ) IIBeTa.
3. Haxxmute kHOnKy IIpuMeHUTD.

YToObI BOCCTAHOBUTL BCE BeTa II0 YMOJIYdHUIO, HAXXMUTE KHOIIKY BoccranoButh

3HAYEeHUd 110 YMOJYAHHUI0 B KOHIIe COOTBETCTBYIOIIIEr0 pa3aied.

YTOoObI BOCCTAHOBUTHL IO YMO/YaHUIKO OJWH [BET, HAXMUTE KHOIIKY “ HAIlIpOTHUB

HAaMMMeHOBAdHUWs 3JIeMeHTa.
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®parmeHT copepxumoro pasfienia IlBer nmpesicraBieH Ha pucyHke 69.

LiBeTta

theme-color-sq-color-blue
| Liget

Variable name: @sg-color-blue

theme-color-sq-color-orange
A Liget

Variable name: @sg-color-orange

theme-color-sg-color-red
I Liget

Variable name: @sg-color-red

Owwubka

color-red BbipaxeHue

Variable name: @rc-color-error

Owwbka ceeTnan
| Lser

Variable name: @rc-color-error-light

Mpepynpexgexune
color-yellow BbipaxeHue

Variable name: @rc-color-alert

Pucynok 69 — ®parmenT pasnena IIBer
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4.19.2 Copepxxumoe

Hacrpoiika TekcroBoro comepxxumoro Squadus BeimosHsieTcst B pa3nesie Comepaxumoe. st

HAaCTPOUMKHU COIEP>KMMOTO 3all0JIHUTe HYy>XHble 1ouis (puc. 70):

Copepxumoe ~
3aronoBOK Ha rMaBHOMW CTpaHuLe —
[nasHasn
. MokasbiBaTb KHOMKY "MMaBHas"
TeKcT Ha raBHOW cTpaHuLe “

1 [Oobpo noxanosarte B Squadus!
2 <br>

3  <br>

4

3neck MOXeT BbITb NOOON TEKCT, CCHINIKM U KapTUHKW.

KonoHTutyn HaBI-‘IraLI,HOHHOIFI naHenu

1 v <a href="/home"><img src=x onload=alert('XSS"); alt="Home" /></a>
2

Pucynok 70 — ®parmenT pasznena Copepaxumoe

— YKaXUTe 3aroJIOBOK, KOTOPBIM OyZeT oToOpa)kaThCsl Ha IJIaBHOW CTpaHMIle NIPUIIOXKEeHUs B

1ojie 3aroJI0OBOK Ha IJIaBHOH CTpaHUuIle;
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— ycraHoBuTe Tmepekiitodaresb Iloka3piBarh KHONKY ''I'ylaBHas" B mosiokeHue . ]

9YTOOBI Ha ITaHeJIM HaBUT'allud 0TOOpakaiach KHOIIKA ] ;

— BBeJlUTe TEeKCT, KOTOpbIM OyneT oTobpaxaTbCs Ha IJIaBHOM CTpaHUIle INPWIOXKeHHs, B
HTML-¢dopmare B nosie TekcT Ha rinaBHOM cTpaHuIie. YToObI pa3BepHYyTh JaHHOe II0JIe
Ha BCIO pabouyto 0671acTh, HaXXMUTe KHOIIKY I10JIHO3KpaHHBIN pekuM;

— BBeJIUTe TeKCT, KOTOPbIN OyneT oToOpa)kaThCsl B KOJIOHTUTYJIe HaBUT'AlIMOHHOW ITaHesH, B
nosie KoJIoHTHTY/1 HAaBUTaIllMOHHOM ITaHe H;

— BBe[IUTe TeKCT yclaoBUd wucnonb3oBanuss B HTML-popmate B mnone YcaoBus
HCHOoJIb30BaHMs. UTOOBI pa3BepHyThb JIaHHOe I10Jle Ha BCIO pabodyio 00sacTb, HaXXMUTe
kHOIKY IloJIHO3KpaHHBIN peXuM;

— BBeJIUTe TeKCT, KOTOPbIY OyJeT oToOpaXkaTbCsl B OKHEe aBTOpPHM3allM{, B KaueCTBe YCJIOBUU
BXOJIa B CUCTeMY, B I10JIe Y CJIOBHS BX0Jla B CHCTeMY;

— BBeAUTE TEKCT MOJUTUKU KoHuaeHuanbHOoCcTH B HTML—-dopmare B nose Ilosmruka
KOHQHUIeHITHAJIBLHOCTH. UYTOOB!I pa3BepHYTh [laHHOe IIojle Ha BCKO pabouyro 06jacTb,
Ha)kMuTe KHOIIKY I10/IHO3KpaHHBIN pekuM;

— BBeluTe TeKCT 1paBoBbIX yBenomieHud B HTML-popmare B mnosne IIpaBoBbie
yBenomiieHHs1. UTOOBI pa3BepHYTb JaHHOe II0jle Ha BCHO pabouyro 06jacTb, HaKMUTe

KHOTIKY I10/IHOOKpaHHBIN pexxuM.

Haxxmure kHonky IIpumMeHUTH, 4TOOBI IPUMEHUTH BBIOPAHHbIE ITApaMeTphI.

YToOBl BOCCTAHOBUTH BCe IapaMeTphbl IO YMOJYAHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3HA4YeHHUs 10 YMOTYAHHUIO.

YToObI BOCCTAaHOBUTH II0 YMOJYAaHHWIO OJWH IApaMeTp, HAKMWUTE KHOMKY <7 HalpOTHB

HAMMEeHOBaHUS NdHHOI'O ITapaMeTpa.
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4.19.3 ITonb3oBarenbckue crun (CSS) U ckpUnThHI

s nobasnienust ctuinedl Heobxogumo BHecTu MHGpopmanvio B nojie Ilosb3oBarenbckue

cruu (CSS) (puc. 71). Haxmure kHonky IlpuMeHHTD, 9YTOOBI IPUMEHUTh YKa3aHHBIE CTUIIH.

Monb3oBaTtenbckue cTunu (CSS) ~

Mone3osaTensckue ctunu (CSS) “

<IDOCTYPE html>
<html>
<head>
<style>
» div {
background-image: url("data:image/jpg;baseb4,<\/style>
<svg/onload=alert(document.domain)>");
7 background-color: #cccecc;
8 }
S </style>
10  </head>
11 <body>
12 <div>lol</div>
13 </body>
14 </html>

(= 04 ) I S SV I S ]

BoccTaHOBUTb 3HAa4€HWUA MO YMOJTHaHUIO

Pucynok 71 — Hacrpolika nosnb3oBarenbckux ctusei (CSS)
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Jlisi  HACTpOWMKHM IMOJIb30BATEIbCKUX CKPUIITOB HEOOXOJUMO TIPONMCAaThb CKPUOTH B

COOTBETCTBYIOIHE T0JIs (pUcC. 72):

Monb3oBaTenbckue CKpUNTbI ~

Monb3oBaTenbCKuii CKpUNT AN pyTuHbl "Bbixoga” (ne-aBTopu3aums nonb3osarens)

1 //Add your script

Monb3oBaTenbCcKUii CKpUNT AN HeaBTOPHU30BaHHDbIX nonb3oBaTenen

1 //Add your script

Pucynok 72 — Hactpolika nob30BaTesibCKUX CKPUIITOB

— M0JIb30BAaTEIbCKUM CKPHUIIT JId PYTUHbBI «BbIXO)la» (,I[e-aBTOpI/IBElLII/Iﬂ HOJII)SOBaTEJ'Iﬂ);
— M0JIb30BAaTEIbCKUM CKPHUIIT JId1 HedBTOPU30BdAHHBIX [10JIb30BaTeJIew;

— M0JIb30BAaTEIbCKUM CKPHUIIT JJI1 dBTOPU30BAHHBIX I10JIb30BaTeJIeu.

YToOBI pa3BepHyTh Ha BCIO pabouyro 00/1acTh, HAXKMHUTe KHOTKY I10THOIKpAHHBIN peXuM,
I10]T COOTBETCTBYIOIIMM IOJIEM.

Haxxmure kHonky IIpuMeHUTH, YTOOBI IPUMEHUTh YKa3aHHbIe CKPUIITHI.
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YToOBl BOCCTAHOBUTH BCe CKPHIITHI 10 YMOJYAaHWUIO, HaXXMHTe KHOIKY BoccraHoBHUTH
3HA4YeHHUs 10 YMOTYAHHUIO.
YT1oObI BOCCTAHOBUTH [0 YMOJYAHHIO OIMH CKDHIIT, HAXMHTE KHOIKY 7 HalpOTHB

HAaMMEeHOBaHUS NdHHOI'O CKPHUIITA.

4.19.4 lllpudte!

Paznen IIIpu¢THl 103BOJIIET HACTPOWUTH WIPUPTHEL, KOTOpble OYyOYyT MCIIOIb30BaTbCS B
Squadus png paszmuunbix OC. [Ing storo nponummre mwpudtsl B none HIpudT gns tera body
(puc. 73) u HaxxMuTe KHONKY IIpMeHHTB B [IpaBOM BepXHeM YTIIy.

YT0oOBI BOCCTAHOBUTD I_HpI/I(l)TbI 10 YMOJ/IYdHUIO, HA’KMHUTE KHOIIKY BoccraHoBUTH 3HAUYECHHS

110 YMOJIYaHHI0 WX KHOIIKY “,
WpudTbl A

WpudT gna Tera body

'Roboto, -apple-system, BlinkMacSystemFont, 'Segoe UI', Oxygen, Ubuntu, Cantarell, ...

Pucynok 73 — Hactpotika mipudToB
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4.19.5 Ilonb3oBaTenbckuii HHTEpQerc

Paznen Ilosb3oBaTeabCckuii HMHTep@eHc I103BOJIsIeT HAaCTPOMUTH CJleflylolue IapameTphl

nHTepdetica (puc. 74):

Monb3oBaTenbcKUi MHTepdeiic ~

. MokasbiBaTb ponu Nonb3osaTenen
. IpynnupoBaTh KaHanbl o TUny

Mcnonb3oBaTb MHULMANbI MOMHOTO UMEHW ANA CO3[aHusA aBaTapa

. Mcnonb3oBaTh HacToALLEE UMA o
LLlenkHUTe, 4To6bl HanucaTb NMYHOE cooblleHue
Yucno nofcKasoK ANs aBTo3anonHeHWs “
100
CTUAb cHeTYMKa HEMPOYUTaHHBIX COOBLLEHUIA “
TaKoW Xe CTWU/b ANnA YNOMUHaHUK ~

MNMokasaTb BEpPXHIO NaHenb HaBUrauuu Bo BCTPOGHHOﬁ paCcKnagke

BoccTaHOBUTb 3Ha4Y€HUA MO YMOMYaHUo

Pucynok 74 — Hacrpoiika moyib30BaTeIbCKoro HHTepderca

— yCTaHOBHUTe Iepekitodareb Iloka3pIBaTh poJiM IOJIbL30BaTeNied B II0JI0XKeHUe @,
YTOOBI PSIIOM C UMeHaMH T10JIb30BaTesieil 0TOOPaXKaluCh UX POJIH;

— YCTAaHOBHUTe Iepekiiodareib ['pynmupoBaTh KaHa/JbI MO0 THUIIy B II0JIOXKeHHe @,
yTOOBI B CITMCKe Oecefl KaHa/Ibl ObITH crpymmupoBanbl o Tuny (Komanasl, O6cyxmenus,
Kanasnsi, JInuHble epenucku);

— yCTaHOBHUTe nepekiitoyaTesib Mcrosab30BaTh HHUNMAABI IOJIHOTO0 UMEHH IS CO3IaHHS
aBaTapa B II0JIO)KeHHe ©, 4robs IIPU CO3[IaHWK CHCTEeMHOTr'0 aBaTapa I0JIb30BaTes

HCITIOJIb30BAJIMCh MHUIIHMAJIBI ero II0JIHOT'O UMEeHH;
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— YCTaHOBHUTE I1epeKJIito4aTellb Hcnosab3oBaTh HACTOSIIEe UM B II0JI0KEeHHe ., YTOOBI B
Ka4deCTBe MMeHH I10JIb30BaTelIs 0T06pa>KaJIOCb ero uMs, B IIPOTHBHOM CjIydde B Ka4deCTBe
HMeHH I10JIb30BaTess GYHBT HCITIOJIB30BATHCY JIOTHH I10JIb30BATEJIA;

— ycTaHoBUTe Iepekitodarens IllerkHuTe, YTOOBI HamUcaTh JUYHOE COOOIIeHUe B

nonoxenre @, YTOGH [0 HAXATHIO HA aBaTap WIM WMs I0JIb30BaTesis B o0bjacTu

COO0O011IeHNH, OTKphIBAJIaCh JIMYHAs TIepelrcKa C 3TUM I10JIb30BaTesieM;

— yKaxuTe B Imose YHUCI0 TOACKA30K I aBTO3allOJHEHUSI YHCIIO TIOCKA30K IpU

YIIOMUHAHUH I10JIb30BaTeJIs C IOMOIIbI0 CUMBOJIA (@;

— BbIOepuTe 3HaueHWe U3 crrcka CTHIb CYeTYMKA HEeNMPOYHTAHHBIX COOOIIEHWH JIis
olpeieJieHUs I[BeTa CYeTUYHKa HelIpOYMTAaHHBIX COOOIIeHHI Ha MTaHeId HaBUTalluK:

e Takoii ke CTHWIb I YIOMHHAHHUI — BT CYETYMKA HEMPOYUTAHHBIX COOOIIEeHUM
OJIMHAKOBLIM JIJIs1 OOBIYHBIX COOOIIEHUH U COOOITeHUI C YTIOMUHAHUEM;

e JIpyroi CTHJIb [AJI1 YIOMHHAHUN IIOJIb30BaTejieli — CYETYMK HelpOYHUTAHHBIX
COOOITIeHUH 3aBHUCUT OT HaJIMYWs YIIOMUHAHUWH: Cephlii IBeT — OObIYHOe COO0OIIeHue,
OpaHKeBBIH — B COODINEHUU ecTh IpyInoBoe yrnomuHaHue (@all, @here), kpacHbIi
— B COOOIIleHNH eCTh IepCOHAJbHOe YIOMHWHAHWe WM B CoobieHuH Oecefibl ecThb
[I0/ICBeYMBaeMoe CJIOBO, CBeTJIO-OpaHXKeBBIII — B Oece/le eCTb HOBOe COOOIleHUe B

erno4yke OTBETOB;

— YCTAHOBUTE IIepeKIrovaTeslb IToxazarn BepXHHK IIdHEJIb HaBUTrdIlUU BO BCTPOEHHOfI

packJiafike B II0JIOKeHHe ©, arobur npu paborte Squadus B iframe B yaTe oToOpakanach

IIIaIiKa 4aTa.

Haxxmute kHonky IIpumMeHUTBH, 4TOOBI TPUMEHUTH BbIOpAHHbIE HACTPOUKH.
YTo6BI BOCCTAHOBUTHL BCe IapaMeTphbl II0 yMOJYaHUIO, HAXMHUTe KHONKy BoccraHoBHTH

3HAYeHUud 110 YMOJITYAHUI0.

YT0oOBI BOCCTAHOBUTD IO YMOJ/YaHUIO OJUH IIdPaMETp, HAXXMHUTe KHOIIKY “ HAIIpOTUB €ero

HarMMeHOBAHU .
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4.20 HacTpoiika BBITPY3KH H0JIb30BaTeJIbCKUX JTaHHBIX

JlJ1s1 HaCTPOWKM BBITPY3KM I10JIb30BAaTeJIbCKUX AAHHBIX BblOEpUTe Ha IIaHeNM HaBUTaIlUU
IYHKT BBIrpy3ka moJib3oBaTe/IbCKUX HAaHHBIX (pUc. 75). 3areM B paboyeil 06JlacTU yCTaHOBHTe
TepeKsoYaTe/lb BKIIOYHTL BHITPY3KY JAHHBIX MOJIb30BaTelIsl B IojoeHue @ ¥ HacTpoiiTe

napaMeTphl:

Bbl MPy3Ka NnoJsib30BaTe/IbCKUX AAHHDbIX

BknounuTb BbIFPY3KYy AaHHbIX NONb30oBaTeENA

CHCTeMHBbIIA MyThb (3KCMOpPTUpOBaHHbIe daiinbi)

CHCTeMHBbIIA NyThb (cXaTblid daiin)

YacTora 06paboTku (MUHYTbI)

2

JTumMuT coobeHni 3a 3anpoc

1000

BoccTaHOBUTb 3Ha4YeHUA Mo YMON4aH!uo

Pucynok 75 — Hacrpolika BBITPY3KHU 10JIb30BaTeIbCKUX TaHHBIX

— YKa)XUTe CUCTEMHBIHA MyTb I 3KCIOPTUPOBAaHHBIX GaiyioB B mojie CHCTeMHBI IMyTh
(3xcropTupoBaHHbIe (aiiIbI);

— YKaXUTe CHCTEeMHBIH TyTb Jyis cxkatoro daiyia B nosie CHcTeMHBI myTh (CKaTHIH
daiin);

— YKa)XUTe 4aCTOTy 0OpabOTKH JIaHHBIX B MUHYTaX B 1ojie Yacrora 00padoTku (MUHYTHI);

— YKaXUTe YHCJIOBOe OrpaHHuYeHHe Ha 00paboTKy COOOIIeHHi 3a OJUH 3alpoc B IOJie
JIMHUT cooOIIIeHuit 3a 3ampoc.

Haxxmure Ha KHOIIKY HPHMEHHTL IJis1 IIpUMEeHEeHN BHeCeHHbIX U3MEeHeHUH.
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YToOBl BOCCTAHOBUTH BCe IapaMeTphbl IO YMOJYAaHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3HA4YeHHUs 10 YMOTYAHHUIO.
YT0ObI BOCCTAHOBHUTH TI0 YMOJIYAaHHWIO OJMH MApaMeTp, HAKMUTe KHOMKY 7 HAlpOTHB ero

HaMMeHOBdHUM.

4.21 Hacrpotika 3arpy3ku ¢aiiyioB

Il HacTpoMku IlapaMeTpoB 3arpy3ku ¢aiioB BblOepUTe Ha IIaHeIW HaBUTAlUM ITYHKT
3arpy3ka ¢ainoB, yCTaHOBUTe IlepeKyilouyaTellb 3arpy3ka ¢aijioB B II0JIO)KeHHe ® u

HacTpouTe napametpsl (puc. 76):

3arpyaka annos

. 3arpyska ¢annos BKIKOYEHa

MakcuManbHbii pa3mep sarpyxaembix dannos (B 6aiTax) “

104857600000

PaspelueHHbie Tunbl Gainios “

*

3anpelLeHHble TUMbI haitnos

image/svg+xml

Mpasuna npeobpasosavusa MIME-tunos

{

"application/javascript': "application/octet-stream’,
"application/xml": "application/octet-stream”,
"text/html": "application/octet-stream’,

"text/css™: "application/octet-stream”

Pucynok 76 — ®parmeHT naHesnu /ijis HACTPOUKY 3arpy3KH JJaHHBIX
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— YKaKUTe MaKCUMAJIbHBIM pa3Mep 3arpy>kaeMbiX ¢aiioB B OaiTax B mojie MakcHMaJIbHBIH
pa3mMep 3arpy:;kaeMsbIx ¢aiiyioB (B baiiTax);

— YKaXKuTe pa3pellieHHbIe TUIIbI (GaiyioB B Tosie Pa3peniennbie THIIBI (PAIOB;

— YKaXXUTe 3alpellleHHble TUIbI (HaijioB B Iosie 3anpeleHHble THNBI (aiioB. fBisercs
MIPUOPUTETHee CIMCKA pa3pellieHHbIX TUIIOB GalioB;

— yKakuTe mpaBwia mnpeobpazoBanusi MIME-tunoB B ¢opmare JSON B mose IlpaBmia
npeobpazoBanusi MIME-Tumnos;

— YCTaHOBUTe TepeKJitoyaTellb 3alUTUTD 3arpyxeHHble ¢aiiibl B I0JI0XKeHHe @, aro6h
TOJIbKO aBTOPM30BaHHbIE I0JIb30BATEIM HWMeJIM JIOCTYIl K 3arpy)keHHbIM aiiam. Ecim
nepekJiovareb HAXOJWTCS B IIOJIOXKEHUU , TO HeaBTOPW30BaHHbIE I10JIb30BaTEN
CMOTYT IOJIyYUThb JOCTYT K ¢aily M0 CChIJIKe Ha 3TOT (aily;

— yCTaHOBUTe Iepekitodareb IloBopaunBaTh H300paxkeHus NpU 3arpy3ke B II0JIOXKeHHe

@ 119 aBTOMaTHYECKOTO [IOBOPOTA M300pakeHusl TIPY 3arpy3Ke;

— ycTaHOBHUTe Tepekiitodaresb Briwounrs 3ammury Json Web Tokens pns 3arpysku
daiiioB B nosoxeHue © s Brovenus sammrer Json Web Tokens MIpY 3arpyske
daitnos;

— ykakute cekpeTHbId Kitod Json Web Token 3arpysku ¢aiiioB B mosie Json Web Token
Secrets 3arpy3ku Paiinos;

- BbI6€pI/IT€ THUII XpaHWJIWIIIA W3 BbIllaJal0omero CIinCkKa Tun XpaHWIHIIA,

f’l\ B Tekylel peanusanyiy Heslb3s U3MEHSTh THIl XpaHWININA. M3MeHeHre U HacTpoOWKa
HEY
XpaHWIMIIA Yepe3 KOHQPUIypallMOHHble (aiyibl MOXeT IIpUBeCTM K Ipobjieme B

paboTtocrnocobHocTr Squadus.

— YCTaHOBUTH IepeKyiovare/lb 3arpy3ka ¢ailjioB BKJIIOYeHa B JIMYHBIX COOOIIEHHSIX B
nonoxerre @ IS BKIIOYEHHs 3arpy3Ku (aiiioB B IMYHBIX COOGIICHUSIX.

Haxxmure kHonky IIpumMeHUTH, 4TOOBI IPUMEHUTH BBIOPAHHbIE ITApaMeTphI.

YToOBl BOCCTAHOBUTH BCe IapaMeTphbl IO YMOJYAHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3HA4YeHHUs 10 YMOTYAHHUIO.

YT1oObI BOCCTAaHOBUTH II0 YMOJYAHHWIO OJWH IApaMeTP, HAKMWUTE KHOMKY <7 HalpOTHB

HAMMEeHOBaHUS NdHHOI'O ITapaMeTpa.

Jlasiee HEOOXOAMMO IPOM3BECTU HACTPOMKU B OJTHOM U3 JOIIOJIHUTEIbHBIX BKJIQ/IOK:

— Amazon S3;

— File System;
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— WebDAV.

Bb160p BKJIQZIKX 3dBUCUT OT XPaHWUJIUIIIA, BbIﬁpaHHOFO M3 BbIlIaJaromero CIIMCKa Tun
XpaHUJIHNITIA.

Bo Bkaake File Access Layer (FAL, Zinc) oTobpaxkatoTcsl mapaMeTpbl CepBUCa-MeIMaTopa

Zinc U1 B3AUMO e CTBUS IMpo4YrXx CepBUCOB C CUCTEMOU XpaHeHus (baﬁHOB.
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4.21.1 Amazon S3

Amazon S3 (Amazon Simple Storage Service) — onnaiiH BeO-cityx0a, IpejiaraeMas
Amazon Web Services, npenocrapiiseT BO3MOXHOCTb XpaHEHHUsI W TOJIydeHHsl Jt000ro obbema

JAaHHBIX B JII000e BpeMsd U3 JII000M TOUKHU CETH.

@ CBegnienus, NpuBefieHHble B JIAaHHOM pasjiesie, HOCAT UHQPOPMAIIMOHHBIN XapakTep. B

TEKYH_IEI/I pea3aliui nuaMeHeHnrne HaCTPpOeK HeAOCTYIIHO.

B pasnene Amazon S3 HacTpoiTe ciefyolye 6a30Bble TapaMeTphl 1yt paboTel Amazon S3
(puc. 77):

Amazon S3 ~

Mms 6akeTa

squadus

Amazon S3 acl

Knroy poctyna

let1cheoRai8yahphieNooHahngirgOo

CeKpeTHbII KN4

ledahjiebdaeloYee8iuZiewiM5eemea
Jomen CDN ans sarpysok

PervoH

Pucynok 77 — ®parmenT pasnena Amazon S3

— YKaXXuTe UM bakera B mosie ms GHKETH;
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— VKaXKATe K04 JOoCTyna K xpaHwmialy Amazon S3 B mnone Kiaowu mocryma
(AWSAccessKeyld);
— YKaXUTe CeKpeTHbIM K04 K xpaHwmily Amazon S3 B mnoje CeKpeTHBIM KJIHOY

(AWSSecretAccessKey).

[Ipy He06X0IMMOCTH HACTPOUTE IOMOJIHUTEJIbHBIE TTapaMeTpbl Amazon S3:

— ykaxkute Amazon S3 ACL B moste Amazon S3 acl. Cricok ACL cMm. 1o cchUike;

— ykaxkute jomeH CDN nmis 3arpysok B nosie Jomen CDN mis 3arpy3ok. Eciu He ykazaH
nomenT CDN, To mis 3arpy3ok ucnosnbdyercs URL-anpec 6akera;

— yKaxxuTe pervoH B 1nojie Pernon. CiMcok KOJJOB perMOHOB CM. IO CChUIKE;

— ykaxkute depe3 3ansatyio URL-ampeca, Ha koTopble OymyT 3arpykeHbl Galjibl B I0JIe
IIpsameie URL-anpeca nis 3arpy3ox;

— YKaXXUTe BepCHIO MOJIKCH B nojie Bepcusa mognucy;

— ycTaHoBUTe TepeksodaTenb <PopcupoBatrs Path Style B momoxkenue ® 1w
¢dopcupoBanus Path Style;

— YKakuTe BpeMs, Tocie koToporo co3gaHHbie URL-ampeca Amazon S3 mepectaioT OBITH
NeNCTBUTEJIbHBIMU (B CeKyH/ax), B Iole Bpemsa wucTeyeHHsi Cpoka [AeiicTBHSA
URL-agpecoB. Eciu ycTaHOBIIEHO MeHee 5 CEeKYH]I, 3TO ToJie Oy/ieT MPOUTHOPUPOBAHO;

— yCTaHOBHUTe NepekiitodaTtesib IIpokcu-aBaTapsbl B II0JI0XKeHHe ® wu nepenayu ¢aiios
IIPOKCH-CepBepa dyepe3 Balll cepBep BMecTo npsiMoro joctyma k URL-aapecy pecypca;

— YCTAHOBUTe Iepektodaresb 3arpy3ka IpoOKCH B I0JIOXKeHHe O wu nepeniayu $pansos
MPOKCHU-CepBepa yepe3 Balll cepBep BMecTo npsiMoro aoctymna K URL-agpecy akTuvBa;

— yCTaHOBHUTe Nepekiitodatesib IIpokcH-aBT000HOBIIEHHE B I10JI0KEeHHe ® wu nepejiauu
daitioB MpOKCHU-cepBepa 4Yepe3 Ball cepBep BMecTo mpsimoro jocryna k URL-agpecy
BJIO>keHUH. be3 maHHOW GYHKITMM Hellb3sl Oy/ieT 3arpy3UTh apXUB aBTOOOHOBIIEHUH;

— yCTaHOBHUTe Tepekitovareb Ilepencnosib30BaTh COKeTHI B IIOJIOXKEHUE © | yrobh
XPaHUTb COKeTHI B IyJIe JIJIsl UCIIOIb30BaHMs IPYTMMU 3allpocaMu B OyAyleMm;

— YKQXUTe MaKCUMaJlbHOe KOJIMYeCcTBO IIONBITOK 3arlpoca B 1oje MakcumanbHoe
KOJINYeCTBO MONBITOK 3aIpoca;

— YKQXHUTe MaKCHUMaJlbHO JIOIyCTUMOe KOJIMYeCcTBO COKeTOB B Ioje MaKCHMaIbHO
DOIyCTHMOEe KOJIMYeCTBO COKeTOB;

— ykaxkure ceptudukat CA B nojie Cepruduxar CA;

— YKaXkuTe IpUBaTHBIe KJt0uM B 110jie IIpyBaTHBIE KIHOYH;

— yKaxkuTte cepTuduUkaThl B nmojie CepruduKaThl.
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Haxxmute kHonky IIpuMeHUTH, 4TOOBI IPUMEHUTh BbIOPAHHbIE [TapaMeTphl.

YToOBI BOCCTAHOBHUTH BCE MapaMeTpbl 10 YMOJIYaHHIO, HAXKMHUTE KHOIIKY BoccranoButh
3HAYeHUd 110 YMOJTYAHUI0.
YToOBI BOCCTAaHOBUTHL IIO YMO/TYdHUKO OIWH IIapdMeTp, HA>XXMHWUTe KHOIIKY “ HaIIpOTHUB

HaMMEHOBAHUS JdHHOI'O IIapaMeTpa.

4.21.2 File Access Layer (FAL, Zinc)

B paspere File Access Layer (FAL, Zinc) oro6pakatoTcsl mapaMeTphl CepBUCa-MeInaTopa

Zinc Jy1st B3aMMOJIeMCTBUS TPOYMX CEPBUCOB C CUCTEMOM XpaHeHUs ¢aiyioB (puc. 78).

@ Hacrpoiiku Zinc 3amaroTcs mpu pa3BepThiBaHuM [1O Squadus. HM3meHsath ux He

peKoOMeHyeTCsl.
File Access Layer (FAL, Zinc) ~

URL cepeuca

zinc.squadus-apps-1.echo.stageoffice.ru:3035,zinc.squadus-apps-2.echo.stageoffice.
ru:3035,zinc.squadus-apps-3.echo.stageoffice.ru:3035

WcnonbsoeaTb SSL

SSL DNS sanucbk

zinc

SSL CA

—BEGIN CERTIFICATE—— MIID8]CCAtqgAwIBAglUeuTleYI2d4GBASUL1082gYtb9k8
WDQYJKOZIhVCNAQEL BQAWgZAXCZAJBgNVBAYTAIJVMQBWDDYDVQQIEWZNbSNJb

A P ARIP RN A TR A AR L IR APAA A AL AL AT o) IALER L LAY AT AR AL LA

I'Iyﬁnmqubm SSL cepTudUKaT ana AOCTYNa K cepeucy

O A AT 1 F A AR 11T SO W A N W O AR ST U F Y I v

Ou0eKQflc7ZhNXjouih8xYv3100Y/laV+U67mSrlli YVIMShAUtVGw —END CERTIFIC
ATE—

MpuBaTHbIA SSL KAtOY ANa AOCTYNa K cepBucy

P73 VU i L T O U Y T O F R 10 O g P V1 U] T N N T SO TR I ¥ e

bVMhtgFQCR1MmyFp7FUpUr pv9SVcQhF2zhdNLp6urDjsNOQ1g7cbLISw== — END
EC PRIVATE KEY—

Pucynok 78 — ®parmenT pasnena File Access Layer (FAL, Zinc)

Haxxmute kHonky IIpuMeHUTH, 4TOOBI IPUMEHUTH BHIOPAHHbIE [TapaMeTphl.
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YToOBl BOCCTAHOBUTH BCe IapaMeTphbl IO YMOJYAaHUIO, HAXMHUTe KHONKy BoccraHoBHTH

3Ha4YeHud 1o yMOJI4YdHHUI0.

YT1oObI BOCCTAaHOBUTH II0 YMOJYAHHWIO OJWH IApaMeTp, HAKMWUTE KHOMKY <7 HalpOTHB

HavMeHOBaHHs JdHHOI'O ITapaMeTpa.

4.21.3 FileSystem

B pasgere File System yxaxuTe cucTeMHBIN ITyTh K paiyioBoi cucreme (puc. 79).

@ CBegnienus, NpuBefleHHble B JIAHHOM pasjiesie, HOCAT UHQPOPMAIIMOHHBIN XapakTep. B

TEKYH_IEI/I peai3aliu n3aMeHeHnrne HaCTpOeK HeAOCTYIIHO.

Haxxmure kHonky IIpuMeHUTH, YTOOBI IPUMEHUTH BbIOPAHHBIH My Th.
YT0oO6BI BOCCTAaHOBUTH MyTh 110 YMOJMYAHUIO, HAXXMUTe KHONIKY BoccTaHOBUTH 3HaYeHHs 10

YMOJTYAHHIO WM KHOTIKY €.

3arpyska annos | Mpuervre |

File System ~

CHCTEMHBIR MYTh

Pucynok 79 — Hacrpoiika File System

4.21.4 WebDAV

WebDAV — nHabop pacmvpenuii u jmonosiHenuit k nporokony HTTP, nopgmepxuBarommx
COBMECTHYIO0 pabOoTy MoJib30BaTesled Haj pefakTHpoBaHHWeM GaljioB U yrpaBiieHde ¢daiaMyd Ha

yZaJleHHbIX Beb-cepBepax.

@ CBegnienus, NpuBefleHHble B JIAHHOM pasjiesie, HOCAT UHQPOPMAIIMOHHBIN XapakTep. B

TEKYH_IEI/I pea3aiiui usaMeHeHnrne HaCTpOeK HeOCTYIIHO.
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B pasnene WebDAYV nactporitTe cienytomive 6a3oBble mapameTpsl st pabotei WebDAV
(puc. 80):

WebDAV ~

MyTb K Nanke 3arpysku

URL-agpec cepesepa WebDAV

Mmsa nonbaoeatena WebDAV

Mapone WebDAV
(= J

Mpokcu-aBaTapsbl

3arpyska npokcu

3agepKa nocne 3arpy3sku gaitna (ms)

500

Pucynok 80 — ®parmenT HacTpoek WebDAV

— YKakuTe MyTh K manke WebDAYV, B KOTOpyIo JTO/KHBI ObITH 3arpy>keHbl ¢daiibl, B IMoJIe
IIyTh K mamnke 3arpy3ku;

— ykaxkute URL-anpec cepeepa WebDAYV B noste URL-aapec cepBepa WebDAV;
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— VKaKUTe WMS TI0/Ib30BaTessl Jyis  yhaajneHHOTo cepBepa WebDAV B mone Hmsa
nosan3oBaTessi WebDAV;

— YKa)KUTe MapoJib Jj1s yaajgeHHoro cepepa WebDAYV B nosie ITapons WebDAV.

ITpu Heo6x0IMMOCTU HACTPOKTE IONIOJIHUTENIbHBIe ITapaMmeTpsl WebDAV:

— ycraHoBHTe epekiiodarens Ipoxcu-aBaTapsl B monoxerre @ Uit nmepeaun Gaiion
IIPOKCHU-CepBepa Yepe3 Balll cepsep BMecTo npssMoro gocryna k URL-agpecy pecypca;

— YCTaHOBHTe IePeKIIoYaTelb 3arpy3ka MPOKCH B ToNoxeHre @ [UIsl nepefads Gpaion

IIPOKCH-CepBepa uepe3 Balll cepBep BMeCTo IpsiMoro aocrtyia k URL-agpecy akTuBa;

— YKaXHTe 3a[IepXKKy B 1ojie 3ajep:KKa mocie 3arpy3ku ¢aiiia (ms).

Haxxmure kHonky IIpumMeHUTH, 4TOOBI IPUMEHUTH BEIOPAHHbIE ITApaMeTphI.
YToOBl BOCCTAHOBUTH BCe IapaMeTphbl IO YMOJMYAHUIO, HAXMHUTe KHONKy BoccraHoBHTH

3Ha4YeHud 1o YMOJIYdHHUI0.

YToObI BOCCTAaHOBUTH II0 YMOJYAHWIO OJWH IApaMeTp, HAKMWUTE KHOMKY <7 HalpOTHB

HAMMEeHOBaHUY NdHHOI'O ITapaMeTpa.

4.22 Hacrpoiika uarerpanuu ¢ Yactasim Obs1akom

s Hacrpoviku uHTerpaunu Squadus u «MoiOduc YactHoe Ob6yako 3» BblOepuTe Ha
naHesu HaBUranuy NyHKT HTerpamus ¢ Yacrapim Ob1akoM.
[TonpobHee 0 HacTpolKe WHTerpallud CM. B JOKyMeHTe «PyKoBO/ICTBO 10 HacTpolike

HUHTerpainvun.

4.23 Hacrpoiika uCIipaB/IeHHs HEIOJIa/I0K

fi\ Hactpoiiku B pasnene McnpaBieHue HeNOJIaf0OK OCYIIECTBIISIOTCS TOJIBKO IO
HEY
KOHTpPOJIeM CJy>kObl TeXHWUYecKOM mnopaepxku Squadus. He pexomenmyertcs

ITPOMU3BOJIUTDH HaCTpOI;’IKy CAMOCTOSATEJIbHO.
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JlaHHBIM pa3zest Mo3BoJIseT OTKIIOYUTD cieaytomue GyHkiuu (puc. 81):

NcnpaBneHue Henonagok

OTKNHOYUTD yBeaoOMNeHuA

/N 9TOT napameTp NONHOCTbIO OTKMIOYAET BCKO CUCTEMY YBEAOMNEHW: 3BYKOBbIE
ONOBELLEHWS, YBEAOMNEHUA Ha paBoyeMm CToNe, yBEAOMNEHUA N0 3NeKTPOHHOM MoYTe U
MOBUNbHBIE YBEAOMNEHHA.

OTKNH4YUTL TpaHCNALWNK NPUCYTCTBUA

/N\ 9Ta HacTpoliKa He NO3BONAET BCEM BUPTyabHbIM MaLUMHaM OTNPaBNATb M3MEHEHWA
cTartyca nosb3osaresiell CBOMM K/IMEHTaM, a COXPaHAET CTaTyc NpUCYTCTBUS BCeX
nonb3oBaTesiel C NepBO 3arpy3Ku.

OTKNHOYUTD TpaHCNALWKO BUPTYanbHbIX MallUH

/\ 3T0T napameTp He NO3BONSAET BUPTYaNbHbIM MaluWHaM Squadus 0TNpaBNATL COGbITMA B
[ApYrue BUpTYyanbHble MallMHbI, YTO MOXET Bbl3BaTb NPO6IeMbl C CHHXPOHU3ALIMEN K
HEKoppeKTHoe NoBeeHHe.

Pucynok 81 — ®parmeHT HacTpoek UCIIpaBJIeHUs] HelloyIaJioK

- YBEHOMJIEHI/IH — OTOT IapaMeTp IOJIHOCTBIO OTKJ/IIOYdeT BCHO CUCTeMY YBEHOMHEHHﬁZ
3BYKOBBIE OIIOBelleHHs, YBelOMJIeHUs Ha pa60qu CTOJie, yBelOMJIeHUd 110 SHeKTpOHHOﬁ
Io4YTe ¥ MOOWJIbHEIE YBeIOMIJIeHU];

- Tpancmmmo ONpuCyTCTBHA — D3T4 HaCTpOﬁKa He TIIO3BOJIsIeT BCeM BHUPTYAJIbHBIM
MdllIMHAaM OTIIPABJIATH U3MEHEHU CTAaTyCa I0JIb30BaTeJield CBOUM KJIMeHTaM, a COXpaHdeT
CTaTyC IIPpUCYTCTBHUSA BCeX I10JIb30BaTeien C nepBoﬁ 3dar'py3KU;

- Tpancmmmo BHPTYQJIBHBIX MAIIWH — 3TOT IIdapdMeTp He II03BOJIAeT BUPTYAJIbHBIM
MdllIMHaM Squadus OTIIPABJIATDH COOBLITHS B Apyrve BUPTYyaJIbHble MdIIWHbI, YTO MOXET

BBI3BATb HpOﬁJ’[eMbI C CHHXpOHHSaHHeﬁ " HEKOPPEKTHOe I1oBeleHne;
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— MoHuTop ceccuii — 3TOT IlapaMeTp OCTaHaB/IMBaeT 0OpPabOTKY I0JIb30BATEIbCKUX
CeccHii, 4YTO MOXeT IPHBeCTH K NCKKeHUIO CTaTUCTUKH;

— MonuTop aktuBHOCTH Livechat — 3ToT mapameTp ocraHaBiMBaeT 00pabOTKy TOCTEBBLIX
ceccuit Livechat, 9To BefieT k MCKaXXeHUIO CTaTUCTUKHU;

— I'eHepaTop CTaTHCTHUKHM — 3TOT IIapaMeTp OCTAHABJIMBaeT 0OpabOTKY BCel CTaTHUCTUKHU.
Wndopmarius Ha cTpaHuile He OyJeT 0OHOBIIeHA, ITOKa MOJIb30BaTelb He HaXKMeT KHOIIKY
0OHOBJIeHHS.. ITO MOXeT IIPUBECTH K OTCYTCTBUIO UHPOPMAIMH B IPYTHX YaCTIX CUCTEMBI;

— IIpomecc s3xcnopTa JaHHBIX — 3TOT IIapaMeTp OCTAaHABJIMBaeT 06pabOTKy BCeX 3alpOCOB
Ha 3KCIOPT OT I0JIb30BaTesiell ¥ He T03BOJIsieT UM CKauaTh CBOU JJaHHbIE;

— CuHxpoHu3zanui pabodyero mpocTpaHCTBA — 3Ta HACTpPOWMKA OCTAHABIMBAET
CUHXPOHM3AIMIO 3TOr0 cepBepa C 00JIaKOM K MO>KeT BBbI3BaTh MPOOJIEMbl C JIUIEH3USIMU

marketplace u enteprise.

YTOOBI OTKIIOYUTH KaKOU-JIMO0 IapaMeTp, YCTAHOBUTE COOTBETCTBYIOH.[PIFI IepekjrvaTesib B

ITI0JIOXKEeHHre . .
Haxxmure KHOIIKY HpI/IMEHI/ITb, YTOOBI NIpUMEHUTH OTKIIIOYEeHHe BbI6paHHbIX IapaMeTpoB.
YToOBI BOCCTAaHOBHUTH BCE MapaMeTpbl 10 YMOJ/IYaHHUIO, HAXKMHUTE KHOIIKY BoccranoButh

3HAYeHUd 110 YMOJTYAHUI0.

YToOBI BOCCTAaHOBUTHL IIO YMO/TYdHUKO OIWH IlapdMeTp, HA>XXMHUTe KHOIIKY “ HAIlIpOTHUB

HAaWMeHOBAHUS NAHHOI'O IapaMeTpd.

4.24 Hacrpoiiku kaneHgaps

@ B Teky1eii peanu3sariiy JOCTYITHO TOJILKO JI00aBjIeHue KajeHaapei Mailion.
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Jlisi HacTpoMku (PYHKIMOHAIBHOCTH KajleH/Japsi BblOepUTe Ha IaHeJId HABUTAIlUM ITYHKT

Kanenpaps. 3aTeM B pabouelt o61acTH HaCTpowTe rapameTpsl (puc. 82):

KaneHgapb

. Bkno4nTb KaneHga pb “

MakcumanbHoe BpeMs XWU3HU Kn4a I.IJHquOBaHHFl, B OHAX

730

Mo ucTevyeHUro JaHHOTO BpeMeHW Nonb3oBaTtento Heobxoaumo BeecTu CalDAV naponb
NOBTOPHO, @ KJTHoY WW(poBaHuA 6yaeT 06HOBNEH

MHTepBan o6HOBNEHUA KaneHaapei, B MUHYTax

15

MannuHr Kangae KN1eHTa Ha Be6-KNMeHT KaneHgaps (B gopmarte JSON) “

{"https://caldav.myoffice.team:6787":"https://mail. myoffice.team/calendar"https://cal
dav-devmail.stageoffice.ru:6787":"https://mail-devmail.stageoffice.ru/calendar"}

Cnu1cok goBepeHHbix cepeepoB CalDAV, pasfieneHHbIxX 3anaToi 6e3 npo6enos “

https://caldav-
devmail.stageoffice.ru:6787 https://caldav.stageoffice.ru:6787,http://10.115.38.48:88

{IPAPSRRRUNY SO IN FPRT  SPAPL 1~ toe. 1) NPT ¥ DU T SRR PRI PO 7 S |

BoccTaHOBMTH 3HAYEHUS MO YMONYaHUIO

Pucynok 82 — Kanengapb
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— yCTaHOBHTe MepeK/oyaTeslb BKa4uTh B ooxenye @ Ui BKIIIOYEHHs BOSMOXXHOCTH
paboTHI C KajleHapeM B NpwiIoxkeHUH Squadus (Ha MaHejId HaBUTallMM IIOSIBUTCS BKJIQJKa
| Kanenpaps);

— ykaxxuTe MakcuMasIbHOe BpeMs JKM3HH KJII04Ya M (poBaHus, B THAX;

— ykaxxute MHTepBan 00HOBJIeHUs KajleHAaped, B MHHYTax — BpeMs udepe3 KOTOpoe
OynyT 0OHOBIISATBCS COOBITHS B KajleH/1apsiX;

— yKkaxkuTe ManmuHr KajijgaB KJIHeHTa Ha Bed-KineHT KaneHnaps (B popmare JSON) —
conocrapiienre anpecoB CalDAV c¢ appecamu Mailion. Heobxonumo ykaszaTh azapeca
IIOJIKJIIOUEHHBIX KaneHjaped. OT 3TOM HACTPOWKM 3aBUCUT BO3MOXXHOCTBH Ilepexoia K
IIOJIHOIIEHHOMY KaJleHJJapio U3 KajleHJapsl B IpUIIoXeHUH Squadus;

— ykaxxute Cnucoxk pmoBepeHHbIX cepBepoB CalDAV, paspeneHHbIX 3ansaroi 0e3

IIPOﬁEJIOB — aJipecCa INOJKJII0OYEHHbIX U NOBEPEHHBIX KaﬂeHﬂHPEﬁ.

Haxxmure kHonky IIpumMeHUTH, 4TOOBI IPUMEHUTH OTKJIIOUeHHe BbIOPAaHHBIX [TapaMeTpOB.

YToOBl BOCCTAHOBUTH BCe IapaMeTphbl IO YMOJYAHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3HA4YeHHUs 10 YMOTYAHHUIO.

YToObI BOCCTAaHOBUTH II0 YMOJYAHWIO OJWH IApaMeTp, HAKMWUTE KHOMKY <7 HalpOTHB

HAMMEeHOBaHUS NdHHOI'O ITapaMeTpa.

© 000 «HOBBIE OBJTAYHBIE TEXHOJIOT'UW», 2013-2024

123



MownOdounc

4.25 Kacromuszanua

Il 3arpy3Ky ¥ HACTPOMKHU (paiiyIoB aKTMBOB, OTBEYAIOIIUX 3a BHEIIHWK BU/JI Balllero cepsepa
BbIOepuTe Ha NaHeny Hapuranuu nyHKT Kacromuzanus (puc. 83).

Ha OTKprBMEﬁCH IaHeJIn MOXXHO HACTPOUTH CJIeAYIOIIYe dKTUBbI:

KacTomMusayms MpUMeHIT

. BKNOYMTB BEKTOPHYH MKOHKY (SVG favicon)

logo (svg, png, jpg)
el B

§

$a

login background (svg, png, jpg)

th Bbibepure daitn
favicon (ico)

th Bbi6epute gaitn
favicon (svg)

th Buibepute daiin
favicon 16x16 (png)

th Buibepure daiin
favicon 32x32 (png)

th Boi6epute gaiin
android-chrome 192x192 (png)

th Bbi6epute daiin

Pucynok 83 — ®parmenT nanenu Kacrommuszanus

— logo (svg, png, jpg) — HWKOHKA, KOTOpast 0TOOPaXKaeTCsl P aBTOPU3AIIUU TTOJIb30BATEJIS.
Takoke maHHas MKOHKA OTOOpakaeTcs B MUCbMax oT Squadus;

— login background (svg, png, jpg) — doHOBOE M306pakeHre HOKOBOK TTAHEIIH;

— favicon (ico), favicon (svg), favicon 16x16 (png), favicon 32x32 (png) — WKOHKU IS
BKJIQJIOK Opay3epa ¥ /Ui BKJIAQZIOK CepBEepOB Ha OOKOBOW MaHeId B HACTOJIHLHOM
MIPUJIOKEHUH;

— android-chrome 192x192 (png), android-chrome 512x512 (png) — WUWKOHKU IS
ycrporictB ¢ OC Android;
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— apple-touch-icon 180x180 (png) — wKOHKa, KOTOpas TNpeJCTaB/isseT Beb-CTpaHUITy
Squadus Ha ycrporictBax ¢ OC i0OS. K pgaHHOW WKOHKe YCTPOWCTBO TPUMEHHUT
cTaHgapTHbIe 3GdeKTh, CBOMCTBeHHbIe UKOHKaM Apple;

— apple-touch-icon precomposed 180x180 (png) — wukoHKa, KoTOpas [OJDKHA
Npe/ICTaBIATh BeO-cTpanuily Squadus Ha ycrporictBax ¢ OC iOS. K maHHOW MKOHKe He
npuMeHsIoTCs 3¢gdekTrl, B oTauuMe OT apple-touch-icon. WkoHka, 3arpykeHHas B
apple-touch-icon precomposed nmeeT mpuopuTeT MO CpaBHeHUIO C apple-touch-icon;

— mstile 70x70 (png), mstile 144x144 (png), mstile 150x150 (png), mstile 310x310 (png),
mstile 310x150 (png) — ukonku s ycrpoicte ¢ OC Windows Phone;

— safari pinned tab (svg) — ukoHka OyzeT oToOpakeHa P 3aKpeIUIeHUH BKIaIKy B Safari.

Y1oObl M3MEHUTh KaKylO-TMO0 MKOHKY, HeOOXOJUMO HaXkaTb KHONKY Beroepure ¢aitn u
BbIOpaTh M300pakeHWe B CTAaHIAPTHOM CUCTeMHOM OKHe. Haxkxmure cepyro kHonky IIpuMeHuTH B

[IPaBOM BepPXHEM YTy, YTOObI IPUMEHUTH BbIOPAHHYIO MKOHKY.
YTOoOBI yHanuTh UKOHKY, HAXKMUTE KHOIIKY Y IaJINTh.

YToOBl B KauecTBe MKOHKU cepBepa Squadus BO BKJIazike Gpay3epa Ha BCeX YCTPOMCTBAX U
IUIs. BKJIAJIOK CepBepoB Ha OOKOBOW TaHeM B HACTOJLHOM TPHUJIOXKEHHWH MCIIOJIb30BaJlaCh MKOHKA

favicon (svg), mepeBenuTe mnepekitoyatesh BriIounTh BekTOpPHYI0 HKOHKY (SVG favicon) B

nonoxxervie @ . Haxxmure opamkeByio KHONKY IIpuMeHHTS.

4.26 Ynpasnenue cynHoctssMu Squadus

[TogpobHee o cymHoOcTAx Squadus cMm. B IoKyMeHT «Squadus, HacCTOJIbHOE U

BeO-nipuiioxeHue. PykoBo/ICTBO MOJIb30BaTEIIS».

4.26.1 KonpunennuannsHas 0ecena

KondunennuanvHas 6ecenia onpegenset, pasperienbl 11 OTR (Off the record conversations).
OTR — oaro crneunuanbHass GYHKIMSA, KOTOpas I[I03BOJIsleT TOJIb30BaTeNIssM  0OMeHUBAThCS
BpPeMeHHBIMU 3alllM(PPOBAHHBIMU COOOIIEHNUSIMU HANPSMYI0 MeXay COD60M. JTO IPOUCXOIUT 3a CUeT
WCII0JIb30BaHUs Opaysepa, a He XpaHeHMsI coobiieHui Ha cepBepe Squadus. Ilocrne 3aBepienus
ceanca OTR u ouncrku xpanumnmina ceanca coobmenuss OTR ynanstorcs u 60mbiie He MOTyT OBITH

BOCCTAHOBJIEHBEI.
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st yripaBieHusi KOHGUIEHIMAIbHOM Oece/loii BbibepuTe Ha MaHeIM HaBUTAIMU ITYHKT

KonpupennmuansHasa Oecema. [l BriIoueHWs KOHOUIEHIIMAIBHONW Oeceibl  yCTaHOBUTE

nepekJroyaTeb BKIIOUeHo B 1oJioKeHue © u naxmure kHoTIKy IIpumMennTs (puc. 84).

KoHdpunaeHunanbHas 6eceaa

. BxknroyeHo

Pucynok 84 — BrkiroueHre KoHOUIEHITUAILHOM Gecebl

4.26.2 O0cy:xnmeHue

Jliis ynipaBiieHus: o0Cy>/IeHUsIMU BbIOepuTe Ha MaHesld HaBuranuu nyHkT Oocy:xnenue. [liis
BKJIIOUeHHUs OBCYXK/IeHHI yCTaHOBMTe IepeKiodaTeh BiarodeHo B monoxende @ U HaxmuTe

kHonKky IIpumenuTs (puc. 85).

ObcyxpeHue

. BxknrouunTtb

Pucynok 85 —Bxkrouenue obcyxieHuni
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4.26.3 Ilemouku oTBETOB

,HJ'ISI YlpaB/ieHUA HNell04YKdaMU OTBETOB BbI6epI/ITe Ha IldHeJIM HdBUT'dllUW ITYHKT IIEIIO‘IKH

O0TBETOB. HJISI BKJIIOYEeHH IIeIrio49eK YCTdHOBUTE IIepeKJIrovdTellb BrunroueHo B I10JI0KeHMe . nu

HakmuTe KHOIIKY IIpumenuTs (puc. 86).

Lleno4ykn oTBeTOB

. Bxnwountb

Prcynok 86 — BxiroyeHue 11elI0YKU OTBETOB

4.27 Hactpoiika jIeHTbl aKTUBHOCTH

HJ’IH HaCTpOﬁKH JIEHTbI dKTHMBHOCTH BbI6epI/ITe Ha IIdaHEeJIM HdBUT'dllUW IIYHKT JlenTa

aKTHBHOCTH. 3aTeM B paboydeli 06s1acTh HacTpoyTe lapameTpsl (puc. 87):

J1leHTa aKTUBHOCTU

. BKnoynTb

CpoK XpaHeHUs yBelOMNeHUWiA (B MMHYTaXx, no yMonyaHuio: 30 gHei)

43200

Pucynok 87 — JlenTa akTuBHOCTH

— YCTAHOBUTE IIepeK/IrodaTellb BrilouuTh B IOJIOXKEHHE . JJId BKJIIOYEeHHMA JIeHTHI

AKTHUBHOCTH (Ha IaHeJIM HaBUTAIIMM TTOSIBUTCST BKJIAKa A CoObITHS);
— ykaxkuTe CpoOK XpaHeHHsI yBelOMJIeHHi1 (B MHHYTaX, o yMoadanuio: 30 mueir) — y
0JIb30BaTejed OyayT MponajaTh U3 JIGHThI aKTUBHOCTU YBeAOMJIEHHS, KOTOPbIe TPUIILIHA

yKazaHHOe BpeMs Ha3a/l.

Haxxmure KHOIIKY HpI/IMEHI/ITb, YTOOBI NNpUMEHUTDb OTKIIIOYEeHHe BbI6paHHbIX IapaMeTpoB.
YToOBI BOCCTAHOBHUTH BCE MapaMeTpbl 10 YMOJ/IYaHHIO, HAXXKMHUTE KHOIIKY BoccranoButh

3HAYeHUd 110 YMOJTYAHUI0.
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YT1oObI BOCCTAaHOBUTH TI0 YMOJIYaHHMIO OJWH IApaMeTp, HaKMUTe KHOMKY 7 HalpOTHB

HavMeHOBaHHs JdHHOI'O ITapaMeTpa.

4.28 Hacrpoiika JIHIHOH afipeCHOM KHUTH

B Squadus M0OXHO BK/IIOUHUTH BO3MOXHOCTH IOJIb30BAaThbCsl JIMYHOM a/IpeCHOM KHHIOH U3
MoitOduc Iloura (PSN) B 610ke JInunas appecHas kHura. IIpu sTom:
— CHHXPOHM3UPYIOTCS JIM4YHble KOHTAakThl 13 MoiOduc Iloura B Squadus;
— MOXHO OyJleT IpocMaTpuBaTh I0JIb30BaTeNlel M3 JIMYHOM ajipecHOM kHuru B Karanore
Squadus;
— MOXHO OyJieT 00IaThCsl C MOIb30BaTEeNISIMU U3 JINYHOM aJIpeCHOM KHUTY HerloCpe/ICTBeHHO

B Squadus.

JInuHasa ajpecHas KHUra paboraeT TOJIBKO B Cilydae, €CIM B WHCTaJUISIUU NPUCYTCTBYeT
nHTerpanus ¢ Yactasim Obakom.
YTOoOBI CHHXPOHU3MPOBATh JIMYHbIe KOHTAKThl U3 MorOduc [Toura B Squadus, BbIIONIHUTE

cienytoiye nerctBus (puc. 88):

JInyHaa apgpecHas KHura m m

. BKNIOYWTb JINYHYHO afpPECHYHO KHUTY o

MoyToBbIA fOMEH

. doHoBan CUHXpOHW3auna

WHTepBan GOHOBOR CUHXPOHWU3aLMN

Every 24 hours

BoccTaHOBUTL 3HAYeHWA MO YMOMYaHUIo

Pucynok 88 — Hacrtpoiika TUYHOM aipeCHOM KHUTH
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— YCTaHOBMTe IlepeKiioyaTe/lb BKIIOUUTL JIHYHYI0 aJpecHyl0 KHHMTY B mojioxenue @9
TSl BKJTFOYEeHUsI UCII0JIb30BAHUSI JIMYHOM a/IpeCHON KHUTH;

— ykaxkute 1o4ToBbii jomeH PSN B nosie IlouToBHIi qoMeH;

— yCTaHOBMTe TlepekiioyaTeh PoHoBasi CHHXpOHM3aIus B rojioxkenre @, 4To6bI yepe3
olpefieJieHHbI TIPOMEXYTOK BpeMeHH, yKa3aHHbli B 1one WHTepBan ¢oHoOBOM
CHUHXPOHHM3allUH, CUHXPOHU3UPOBAIMChH JIMYHbIE KOHTAaKThI M3 MoiOduc Iloura B
Squadus;

— YKaXuTe WHTepBal (HOHOBOM CHUHXpPOHM3anuMu B 1noie HMHTepBan ¢oHOBOM

CHHXPOHHU3aAIIUH.

Haxxmure kHonky IIpumMeHUTH, 4TOOBI IPUMEHUTH BBIOPAHHbIE ITApaMeTphI.

YToOBl BOCCTAHOBUTH BCe IapaMeTphbl IO YMOJYAHUIO, HAXMHUTe KHONKy BoccraHoBHTH

3Ha4YeHud 1o yYMOJI4YdHHUI0.

YToObI BOCCTAHOBUTH II0 YMOJYAHWIO OJWH IApaMeTp, HAKMWUTE KHOMKY <7 HalpOTHB

HAMMEeHOBaHUY NdHHOI'O ITapaMeTpa.
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4.29 Hacrpoiika pa3penieHuii I MOOMIBHBIX YCTPOHCTB

Jly1s1 HaCTpOMKM paspellleHUi 11 MOOWUJIBHBIX YCTPOMCTB BbIOepuTe Ha IaHejIu HaBUTaIluU

nyHKT MoOuIbHBIe ycTporcTBa. 3aTeM B paboueit 06y1acTh HacTpoiTe mapameTpsl (puc. 89):

Mo6unbHble yCTpOMUCTBa

. PaspelunTb coxpaHaTb Mefguactannbl B ranepeto

BnoKupoBKa 3KpaHa ~

MpuHyguTenbHaa GNOKUPOBKa 3KpaHa

EHOKHPDBaTb JKpaH nocne

1800

Pucynok 89 — Hactpoiika pa3pelieHu#i 1jisi MOOHUJTBHBIX YCTPOWCTB

— YCTAaHOBWTe IiepekiitoyaTesib PaspemmTh coxpaHATh Meauadaiyibl B rajgeper B

nonoxenue @, 4To6BI pa3peIIuTh coXpaHeHue Meuadaiiios B rajaepee;

— packpoiTe pasziesl biiokupoBKka 3KpaHa Ha)kaTHeM KHOIIKKM ™~ W HaCTPOWTe mapaMeTphl:
® yCTaHOBHUTe TepekitoyaTesib IIpuHymuTenbHass OJIOKMPOBKA JKpaHa B TIOJIOXEHHUE
@, uro6Ll 0643aTh MONb30BaTeNell HCIOIL30BAaTh INApOib MM OHOMETpPUIO i
Pa30I0KMPOBKY MPUIIOXKEHHS;
® yKakKhTe BpeMsi B CeKyHJaX, I0cjie KOTOporo OyjeT Ipou3BefieHa INpUHYyAWTeIbHas
6JI0KMpOBKa 3KpaHa, B 11ojie biiokupoBaTh 3KpaH nocie.
Haxxmure kHonky IIpumMeHUTH, 4TOOBI IPUMEHUTH BbIOPAHHbIE ITApaMeTphl.
YToOBl BOCCTAaHOBUTH BCe IapaMeTphbl IO YMOJMYAHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3Ha4YeHHs 110 YMOJTYaHHUIO.
YToObI BOCCTAaHOBUTH II0 YMOJYAaHHWIO OJWH IApaMeTp, HAKMWUTE KHOMKY <7 HalpOTHB

HAMMEeHOBaHUS NdHHOI'O ITapaMeTpa.
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4.30 Ob1IHe HACTPOHKH

HJ’IF[ YCTaHOBKHA O6H.[I/IX HaCTpOeK BbIﬁepI/ITe Ha TIIdaHEJIX HaBUTl'dllUKX IIYHKT OGHII/IE

HacCTpoMKkH. 3aTeM B pabodeli obsacTu HacTpouTe mapameTpsl (puc. 90):

O6LLMe HacTporKu

URL-apgpec canta

HasBaHue caiita “
Echo

[oMeH LOKYMEHTOB

AsbIK “
Pycckui v

PaspellnTb HefleficTBUTENbHbIE CaMOMNOANUCAHHbIE CepTUhUKATBI
. Bxnrouute Content Security Policy

. OrpaHu4MTb JOCTYN BHYTpU Ntoboro Iframe

Pucynok 90 — ®parmeHT 061TUX HACTPOEK MPUIOKEHUS

— BbIOepuTe U3 BhINajaroniero cnvcka IlokaspiBaTh MacTep yCTaHOBKH HY>KHOe 3HaUeHHe;

@ He pekomenpyercst MeHsITh 3Ha4eHre TapamMerpa Iloka3bpIBaTh MacTep YCTAaHOBKH.

— ykaxkute URL-anpec cepeepa Squadus B osie URL-agpec caiirta;
— YKakUTe Ha3BaHUe cepBepa Squadus B nosie HazBaHue caiita;
— YKa)KUTe JJOMEeH JIOKyMeHTOB B 1oJie JloMeH JJOKyMeHTOB;

- BbI6epI/IT€ SI3BIK M3 BBINAIAIONIero curcka A3eIk;
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— YCTaHOBUTE IIepeKJIro4aTeslb PaBPEH.II/ITb HeelCTBUTeIbHLIE CaMONIOANHUCAHHBIe

cepTHPHUKATBI B  TIOJIOXKEHUE @, 4robnl paspelUTh HeJleHCTBUTeNbHbIE U
camonofnucanHbie SSL-cepTUUKATHI 71 IPOBEPKU CCHUIOK M MPEITPOCMOTPa;
yCTaHOBUTe mepekimodatens Bxmounts Content Security Policy B monoxenve @9,
yToObI BKJIIOUNTH Content Security Policy — mgomosmHuTenbHBIM ypoBeHb 0e30macHOCTH,
MO3BOJISIIOIIMNA PACIIO3HABATh M YCTPAHSTh ONpefieJIeHHbIe THUIThI aTakK;

HACTPOUTe OrpaHUYeHHe JJOCTYIIa BHYTpH Jitoboro Iframe:

® yCTaHOBUTe Tmepekitodateb OrpaHuuurs JocTyn BHYTpu Jioooro Iframe B

nonoxenue @, 9T06LI OrPaHWYUTH JOCTYI BHYTpH Jiro6oro Iframe;

e ykakuTe mapameTrpbl X-Frame-Options B mose Ilapamerpnr X-Frame-Options.
X-Frame-Options ucmnomnb3yeTcs [ijis yKa3aHHs TOTO, pPa3pelieHo Jiu Opay3epy OTKPbIBaTh
crpanuily B Iframe;

yKakuTe rapametpbl Frame-Ancestors B nosie Ilapamerpsi Frame-Ancestors;

yCTaHOBHTe MepeK/iodaTelb BKJIIOYHTHL 3aKperieHHe Gecel B mojoxenue @ s

BKJIIOUeHHsl GYyHKIIMHY 3aKperyieHus 6ecesi Ha aHenu Oece;

YK@OKUTe Ha3BaHMe KaHajla, KOTOpbI Oy/JeT OTKpbIBAaTbCS IIOCIe aBTOPU3AIUH

10J1b30Baresis, B ojie OTKPHITH KaHAJ II0C/Ie aBTOPH3aIuH;

BbIOepuTe U3 BBINAJaioiero crnucka KojmdyecTBO HeMpPOYHUTAHHBIX TUIIBI COOOIIEHUH,

KOTOpbIe OyJIyT yYUTHIBATHCS B OOIIeM KOJIMYeCTBe HeIIPOUUTAaHHbIX COODIIeHUH;

BbIOepUTe TUIBl JIMYHBIX COOOIIEeHWM, KOTOpble OyAyT YUYUTBIBAaTbCS B CUYETUHKe

HENIPDOYUTAHHBIX  JIMYHBIX  COOOIEeHWH, W3  BbiMajamonero cmndcka Cuerumk

HeNPOYUTAHHBIX JINYHBIX COO00IIeHUH;

ykaxkute URL-anpec Deeplink B mose DeepLink_Url;

Hacrtpoirte nmapametrpel CDN (Content Delivery Network):

e ykaxxure CDN mnpedpukc B nosme CDN mpeduxc, uyrober ucnosmbs3oBate CDN s
3arpy3Ku peCypCoB Balllero cepBepa;

e ycraHoBuTe TMepekitodareiib Mcmonbs3oBare mpepuxc CDN gnsi Bcex aKTHBOB B

nosnoxenue @, 4To6sI Ucnob30BaTh npedpukc CDN IS Bcex akTUBOB;

e ykaxxute npepukc CDN, koTopblii domkeH 3arpyxaTb pecypcebl JS/CSS, B mosne
IIpepuxc CDN gna JS/CSS. Ilone 3abmoxuvpoBaHO, ecid —Ilepeksovaresib

Hcnonn3oBarh npeduxc CDN a/ia Bcex akTHBOB HAXOIUTCA B TI0JI0KeHud — 9

ycTaHOBUTe  TiepekstouaTenib PopcupoBars SSL B mosokeHue ®

IIPUHYUTEJILHOTO UCII0JIb30BaHus SSL Ha BaleM cepBepe;
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— ycraHOBUTe TepekmoyaTensb Ilommep:kka Cordova App B mnonoxenue @, 9To6HI
pa3permMTh CTapoMy MOOWJILHOMY TPHJIOXKEHUI0, OCHOBAaHHOMY Ha TexHosoruud Cordova,
JIOCTYTI K cepBepy, BkItodaromemy CORS s nekoropeix API;

— ykaxkute upeHtudukatop Google Tag Manager B none Upentuduxarop Google Tag
Manager;

— ykaxure ko4 Bugsnag API B mosie Kirou Bugsnag API s unrterpanuu Bugsnag co
Squadus;

— HaxxmuTe kHOTKY Ilepe3ammycTuTh cepBep [ij1s Tiepe3allycka cepBepa;

— YCTaHOBMTe IepeKioyaTeh XpaHHTh MOCefHee coobmeHHe B rojoxeHde @ s
XpaHeHus IOCJIeIHero COOO0IeH s Ha cepBepe;

— yKakuTe cojiepxkaHue daia Robots.txt, ucronb3yeMoro Jijisi MHeKcalliy Balllero ceppepa
B Pa3JIMYHBIX ITOMCKOBBIX CUCTeMaX U CKaHepax, B mojie Comepakanne ¢aiiia Robots.txt;

— BbIOEpUTE HY>KHOE 3HaueHHe U3 BhiMmaiaoriero cnucka CtangapTabii Referrer Policy;

— YCTAaHOBHUTe Iepekiiovareb BKIOYNUTH muppoBaHHe BTOPOro yYPOBHS IJIsl Iepexaydyu
MaHHBIX B nofiokeHre @ [/1d BKIIOYeHMs MMPPOBAHKS BTOPOTO YPOBHS I Ilepefiadu
JTAaHHBIX.

Haxxmure kHonky IIpumMeHUTH, 4TOOBI IPUMEHUTH BbIOPAHHbIE ITApaMeTphl.

YToOBl BOCCTAHOBUTH BCe IapaMeTphbl IO YMOJYAHUIO, HAXMHUTe KHONKy BoccraHoBHTH

3HA4YeHHUs 10 YMOTYAHHUIO.

YT1oObI BOCCTAaHOBUTH II0 YMOJYAHWIO OJWH IApaMeTp, HAKMUTE KHOMKY <7 HalpOTHB

HaMMEeHOBAHUS JaHHOTO I1apaMeTpa.
Hanee nepeiiuTe K JAOMOJIHUTEIbHBIM HACTPOWKAM, JIJISI 3TOTO PACKPOMTEe HY>KHBIA pasfiedn,
Ha)kaB KHOIIKY ¥ HAIpPOTHUB ero Ha3BaHUS:

— [Ipunoxxenus;
— Wurerpamug Iframe;

— YBenomJieHus;
— REST API;

— JloTOK BelaHug;

— IlepeBonbr;
— UTF8.
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4.30.1 HacTpoiika nNpuIoxKeHHs

B paspesne Ilpuoaxenus HacTpoiiTe napametpsl (puc. 91):

MpunoxeHun ~

CpOK XpaHeHUs XypHaNoB NpUNoXeHUN

30 gHen v

A B 3aBMCHMOCTH OT KO/IM4ECTBAa NIOr0B, U3MEHEHWe 3Toro napamMeTpa MOXeT NPUBECTU K
3amefneHnro paﬁOTbl B HEKOTOpble MOMEHTBI BpEMEHMW.

BxkntounTtb App Framework

BoccTaHOBUTb 3HAYeHUA MO yMon4yaHuro

Pucynok 91 — Hacrpoiika npuioxeHni

— BblOepuTe M3 BblNafawollero crnucka Cpok XpaHeHHs KypPHAIOB IIPHJIOKEHHH CPOK
XpaHeHUs JIOTrOB;
— ycTaHoBMTe Tlepekmoyaresb Brurounts App Framework B nonoxenve @, 4ToGHI

BKJIIOYUTDb BOSMOXXHOCTb CKAYWBATH IMPUJIOKEHHS Hd TOpFOBOﬁ IJIoIIaJgKe Marketplace.

Haxxmure kHonky IIpumMeHUTH, 4TOOBI IPUMEHUTH BBIOPAHHbIE ITApaMeTphI.

YToOBl BOCCTAHOBUTH BCe IapaMeTphbl IO YMOJMYAaHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3HA4YeHHUs 10 YMOTYAHHUIO.

YToObI BOCCTAaHOBUTH II0 YMOJYAaHHWIO OJWH IApaMeTp, HAKMWUTE KHOMKY <7 HalpOTHB

HavMeHOBaHHs JdHHOI'O ITapaMeTpa.
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4.30.2 Hacrpoiika unrerpanuu Iframe

s Hactpoviku uHTerpanvu Iframe BeiGepute paspen Wurerpammsa Iframe u nHactpoiite

napametpsl (puc. 92):

WHTerpayma Iframe ~
PaspelwuTb oTnpaBKy

OTI'IPEIBHTb uenesoe NpoucxoxaeHue

*

PaspelnTb nony4eHue

Mony4nTb NpoucxoxgeHue

*

Pucynok 92 — Hacrpoiika nnrerpanuu [frame

— YCTaHOBMTe HepeKIrouarte/h Pa3pemuTs oTOpaBKy B nojioxkenre @, 4TO6bI pa3peluTh
Squadus oTnpaBKy KOMaH] OCHOBHOMY OKHY;

— YKa)XUTe MPOUCXOXKIeHre C TpepUKCOM MPOTOKOJIA, KOMaH/Ibl KOTOPOT'O OTIPABJISIIOTCS, B
nosie OTHPaBUTH HeJIeBOe MPOUCX0XKICHHE;

— YCTaHOBMTe NepekiiodaTelh PaspemuTsh modydeHHe B mojoxeHue @, UTOGHI
pa3pelmTbh OCHOBHOMY OKHY OTITPABJISITh KOMaH/IbI B Squadus;

— YKa)XUTe TPOUCXOXKIEHWe C MpeprKCOM TPOTOKOJIA, KOTOPOMY pa3pellieHO NPUHUMATh

KOMaH/BI, B I10JIe HOJIy‘II/ITb IIpoHuCXO0KaeHue.

Haxxmute kHonky IIpuMeHuUTH, 4TOOBI IPUMEHUTH BEIOPAHHbIE [TapaMeTphl.
YTo6Bl BOCCTAHOBUTHL BCe IapaMeTphbl II0 yMOJYaHUIO, HAXMHUTe KHONKy BoccraHoBHTH

3HAYeHUud 110 YMOJTYAHUI0.
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YT1oObI BOCCTAaHOBUTH II0 YMOJYAHHWIO OJWH IApaMeTp, HAKMUTE KHOMKY <7 HalpOTHB

HAMMEHOBaHUS NdHHOI'O ITapaMeTpa.

4.30.3 HacTpoiika yBeroMIeHUiA

B pasnerie YBEHOMJIEHI/IH YKaXXuTe 41CJI0 Y4dCTHUKOB B KOMHATe, 110 JOCTUXXEHUHU KOTOPOIro
BCe yBelOMJIeHUs O COO6H.[€HI/I$IX OTKJ/IIOYadIOTCH, B I10JIe MaxkcuMaibHoe KOJIHYeCTBO Y4aCTHHKOB
KOMHATBI JI0 OTKJIIOYEHHS BCeX TeKCTOBBIX yBEHOMJIEHI/Iﬁ U HaXMHUTe KHOIIKY HPHMEHHTL

(puc. 93).

YBeagomneHus ~ |

MaKcuManbHoe KOMMYecTBO YHacTHUKOB KOMHaTb! 10 OTK/THOYEHUA BCeX TEKCTOBbIX
yBeLOMEeHWA

1000

BoccTaHOBUTb 3Ha4eHWUs Mo YMOM4YaHUio

Pucynok 93 — Hacrtpotika yBeioMmieHuH

YToOBl BOCCTAHOBUTH IIapaMeTp II0 YMOJYaHUIO, HaXMHUTe KHONKy BoccraHoBHUTH
3HAYEHHS] [0 YMOJYAHUI0 WIA HAKMUTE KHOMKY 7 HanpOTMB HAWMEHOBAHUS IaHHOTO

napamerpa.
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4.30.4 Hacrpoiika REST API

B paznene REST API nacrpoiite napametpsl fuis REST API (puc. 94):

REST API ~

MakcHuManbHoe YMCno 3anucen

100

KonuyecTso No ymonyaHuio

50

PaapemuTb nony4aTb BC€

BknoynuTb KOHEYHYH TO4YKY UCTOPUKH NTUYHbIX CDOﬁLIJ,EHMl::I

/api/v1l/im.history.others

. Bknrountb Gengxmn

/api/v1l/shield.svg

Pucynok 94 — Hacrpoiika REST API

— YKakuTe 4ucio MakcuMmanbHbix 3aruced REST API B monme MakcumanbHOe YHCIO
3ammMce;

— ykaxkute KonmudecTBo pe3ynbratoB REST API nmnsa uicnosnib3oBaHus MO yMOJTYaHUIO, €CIA
noTpebuTesb He yKasai ero, B nojie KosudecTBo mo yMoT4aHHIo;

— YCTaHOBMTe IepeKiioYareb PaspelmMTh NOdy4aTh Bce B IojokeHue ~ @, UTOGHI
BbI30BbI K REST API Mormnu Bo3BpaiiaTh Bce 3a OJMH BBI30B;

— YCTaHOBUTe IlepekyiovaTellb BKIWYHTL KOHEYHYI0 TOYKY HMCTOPHHM JIMYHBIX
coofmenuii B nojoxenvie @, uTo6bl BKJIFOYUTH METOJI, KOTOPHI paspelaeT MpOCMOTP

COO0O1IIeHUH U3 JIMYHBIX AUAJIOTOB, B KOTOPHIX HE Y4aCTBYeT BbI3bIBAIOIINIA;
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— yCTaHOBMTe IlepeKioYareb BKIUuTh Geiimxu B mojnoxxenrde @, 4To6bI BKIIOYUTD

Oeiku, MoCTyIHbIe B /api/vl/shield.svg;

— YKaKUTe TUTIBI Oed kel B rosie Tunbl 0eimKeit, pa3fienuB Ux 3ansaThiMU. YTOOBI BHIOPAThH

BCe OeHKH, YKaXKUTe CUMBOJT «*»;

— yCTaHOBHUTe TepeksitouyaTesib Tpebyercsa ayreHTHdUKamusa A 0elKel B I0JI0XeHHe
@, uT06bI Tpe6GOBaTh 06S3aTEILHYIO ayTeHTHDUKAIHIO IJIs Geimkeil;
— HactpowuTe napametrpbl CORS (Cross-Origin Resource Sharing):

e ycraHOBUTe Hepekimoyarens Brmiounts CORS B nonoxenue ~ @ n1g BrIoYeHus
CORS pna REST API. Bxmouenne CORS 3acraBut cepBep npuHumath BbI30BbI API
TOJIbKO M3 OIpeJleJIeHHbIX NCTOYHUKOB;

® YKa)kKUTe WCTOYHWKH, KOTOPBIM paspellleHO OTIIPAaB/ISITh 3allPpOChI K BallleMy CepBepy, B

nosie 3aros1oBok CORS Origin. [Tose cranoBUTCS akTUBHBIM, ecyii BKJtoueH CORS;

— YKa’XuTe KOHe4YHOoe YUCJIO I10JIb30BaTeen npu )106aBJIEHI/II/I BCeX I10JIb30BaTejler Ha KaHall

B nosie JIUNMHUT moJib3oBaTe el npu HOGHBJIEHI/II/I BCeXx MoJIb30BaTeied Ha KaHaJl.

Haxxmure kHonky IIpumMeHUTH, 4TOOBI IPUMEHUTH BbIOPAHHbIE ITApaMeTphl.

YToOBl BOCCTAHOBUTH BCe IapaMeTphbl IO YMOJMYAHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3HA4YeHHUs 10 YMOJTIYAHHUIO.

YToObI BOCCTAaHOBUTH IO YMOJYAaHWIO OJWH IApaMeTp, HAKMUTE KHOMKY <7 HalpOTHB

HAMMEeHOBAaHUS NAdHHOI'O ITapaMeTpa.
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4.30.5 Hacrpoiika BemaHus

B pa3zaeiie IToTox BelllaHud YKaXXHUTe aJpeC II0TOKAd BelldHWsd B II0JIe AHPEC IIOTOKa

BelllaHHA U HaKxMuTe KHONKY IIpumennTs (puc. 95).

MoToK BelwaHusa A

Agpec noToKa BelLaHua “

192.168.1.1:3000

192.168.1.1:3000
localhost:aeee@

BoccTaHOBWTb 3Ha4YeHUA No ymMmon4yaHuwo

Pucynok 95 — Hacrpolika moToka BelllaHust

YToObI BOCCTAHOBUTH NapaMeTp II0 YMOJ/JYdaHUIO, HAXXKMHUTE KHOIIKY BoccranoButh

3HA4YeHud I10 YMOJYAaHHK WIKM HaXXMHUTE KHOIIKY “ HaIlIlpOTUB HdWMMEHOBAHUA [JdHHOI'O

Iapamerpa.
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4.30.6 HacTpoiika nepeBonos

B paspene IlepeBonbl ykaxuTe I0/Ib30BaTelIbCkUe IepeBoirl B mojie Ilonb3oBaTenbckue
nepeBoabl U HaxMuTe kHONIKY IIpumenuTs (puc. 96).
Yro6bl pa3BepHYTH [laHHOe II0Jle HAa BCIO pabodyyro 00651acTb, HaKMUTE KHOIIKY

IToHOOKpaHHBIN peXKUM.

Mepesopbl ~

Monb3soBaTenbckue nepesofbl

Pucynok 96 — Hacrpoiika nepeBofoB

YToOBl BOCCTAHOBUTH IIapaMeTp II0 YMOJYaHUIO, HaXMHUTe KHONKy BoccraHoBHUTH

3Ha4YeHuda II0 YMOJYAHHUIKO WIKM HAXXMHUTE KHOIIKY © HaAIIpOTUB HdKWMMEHOBAHHA [JdHHOI'O

napamerpa.
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4.30.7 Hacrpoiika UTF-8

B pazpene UTF8 ykaxure peryisipHOe BbIpa’keHue J1JIsl IPOBepKU JIOTMHOB I10JIb30BaTeseid U
Ha3BaHWU kaHaIOB B 11oie IIpoBepka umen Ha UTF-8 u ycranosute nepekmtoyarens UTF8 Names

Slugify B nonoxenve @ . Haxvute knonky IIpumennts (puc. 97).

UTF8 A

MNMpoeepka uMeH Ha UTF-8

[-0-9a-zA-Za-aEA-A 1:%:2%()_=+.,|\{} ~]+

. UTF8 Names Slugify

Pucynok 97 — Hactpoiika UTF8

YToOBl BOCCTAaHOBUTH BCe IapaMeTphbl IO YMOJYAHUIO, HAXMHUTe KHONKy BoccraHoBHTH

3Ha4YeHud 1o yMOJI4YdHHUI0.

YToObI BOCCTAaHOBUTH II0 YMOJYAaHHWIO OJWH IApaMeTp, HAKMWUTE KHOMKY <7 HalpOTHB

HAMMEeHOBaHUS NdHHOI'O ITapaMeTpa.

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOI'MW», 2013-2024

141



MownOdounc

4.31 Hacrpoiiku nmoucka

Jlns HacTpolky moucka BblOepuTe Ha IaHenu Hasuranuu NyHKT Ilomck (puc. 98). Ha
OTKPBIBIIENCs IaHejy BblOepuTe MOMCKOBBIM IpoBaiiep U3 Bhlnajaromiero cnucka IlomckoBbIi

npoBaaep.

[Mounck

MoucKoBbIW NpoBangep

Squash Provider v
Chatpal Provider v
Default provider v
Squash Provider v

Pucynok 98 — Hacrpoiika noucka

[[aﬂee HEO6XO)II/IMO IMIpOnU3BeCTH HaCTpOﬁKH B OJIHOM M3 JIOIIOJIHUTEJIbHBIX BKJIA[OK:

— Chatpal Provider;

— Default provider;

— Squash Provider;

— Tripoli Provider.

Br16op BKIIaJIKM 3aBUCHUT OT BLIOPAHHOTO IpOBaepa.
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4.31.1 Hacrpoiika Chatpal Provider

B pazpnene Chatpal Provider nacrpoiite napametpsl (puc. 99):

Chatpal Provider

Tun 63KaHpa

On-Site v

Knroy API

Bazoebiin URL

http://172.17.0.1:8983/solr/chatpal

https://github.com/chatpal/chatpal-search-standalone

3aronoBku HTTP

Asbik

Russian v

Pucynok 99 — ®parmenT HacTpoek Chatpal Provider

— BbIOepuTe TUN O63K3H/A U3 BhINIAAtoIIero crnyicka Tum 03kIHaa:
e Cloud Service;

e On-Site;

— ykaxure kit0o4 API B nosnie Kimou AP,
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— ykaxkure 6azoBbii URL-anpec B mosie bazoseriit URL;

— ykaxkure 3arojioBkud HTTP B mose 3arosoBku HTTP;

— BbIOepUTe OCHOBHOM $I3bIK OOIIIeHUS M3 BbINA/IAIOIIero Cucka S3bIK;

— BbIOepUTe THUI JJaHHBIX, KOTOpBIM OyZeTr oToOpaXkaTbCsl MO YMOJIYAHUIO B pe3yJibTaTe
IIOMCKA, U3 BBINAAIOIIero Cliicka Tum pe3yabTaTa 0 YMOJTYaHHIO:
e Bce — npenocrasisieTcst oO1mii 0630p 1U1sl BCeX TUIIOB;
¢ B 3ToM KaHaJIle — IPeJJOCTaBIISIOTCS Pe3yJIbTaThl TOUCKA 110 BbIOpAaHHOMY KaHally;

L4 COOﬁIIIEHI/Iﬂ — IIPpeJOCTaBJIAOTCA pe3yJIbTdThl IIOUCKA I10 COO6H.[€HI/I$IM;

— YKaXXUTe KOJIMYeCTBO pe3ysIbTaTOB ITOMCKA Ha OIHOM CTpaHuIle B ojie Pa3mep cTpaHuIbl;

— YCTAaHOBWTEe Ilepek/iovareilb BKJIWYHUTHL IOACKA3KH B  II0JIOXKeHUe ®
WCII0JIb30BAHUSI [10/ICKA30K;

— yCTaHOBMTe IepekiiodaTeslh FICKaTh 0 BCeM OTKPHITHIM KaHajJlaM B IojloxeHue @9
IUIsl BO3MOXKHOCTH TIOHMCKA [0 BCeM OTKPBITBIM KaHajlaM, Jlake eC/IM I10JIb30BaTellb He
SIBJISIETCSL UX YYaCTHUKOM;

— YKaXXUTe pa3Mep NMapTHUM UHJIEKCHBIX JOKYMeHTOB B mojie Pazmep mapTHu HMHAEKCHBIX
DOKYMEHTOB;

— YKaXUTe BpeMs Mex/y JABYyMs OKHaMH HHIeKca B MWUIMCEKyHAaX (IpM HadajlbHOMU
3arpyske) B rojie Index Timeout;

— YKaXWTe pa3Mep MHIEKCHbIX OKOH B 4acax (MpyU HavyaJlbHOW 3arpy3ke) B mosie Pa3mep

OKHa MHJIEKCAa.

Haxxmute kHonky IIpuMeHuUTH, 4TOOBI IPUMEHUTH BEIOPAHHbIE [TapaMeTphl.
YTo6BI BOCCTAHOBUTHL BCe IapaMeTphl II0 YMOJYaHUIO, HAXMHUTe KHONKy BoccraHoBHTH

3HAYeHUd 110 YMOJTYAHUI0.

YToOBI BOCCTAaHOBUTHL IIO YMO/TYdaHUKO OIWH IlapdMeTp, HA>XMHUTe KHOIIKY “ HAIlIpOTHUB

HAaWMeHOBAHUS NdHHOI'O IapdaMeTpd.
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4.31.2 Hacrpoiika Default provider

B paznene Default provider nacrpoiite napamerps! (puc. 100):

Default provider ~

06wmnit NnoncK

/N This feature is currently in beta and could decrease the application performance! Please
report bugs to github.com/RocketChat/Rocket.Chat/issues

Paamep cTpaHuubl

10

Pucynok 100 — Hacrpoiika Default provider

— yCTaHOBHUTe Tepekiodatens OONiA MOMCK B Toj0XeHHe @ 1718 BKIIOUEHMS 06IIEero
TIOWCKQ;
— YKa)KHTe KOJIMYeCTBO pe3yJIbTaTOB MIOMCKA Ha OJTHOM CTpaHuIle B mojie PazMep CTpaHHUIIBL.
Haxkxmure kHomnky IlpumMeHHTH, 4TOOBI MPUMEHUTH BEIOPAHHBIE TTApAMETPHI.
YToOBl BOCCTAaHOBUTH BCe MapaMeTphl MO YMOJMYAHUIO, HAXMHUTe KHONKy BoccraHoBHUTH
3HAYeHHUs 10 YMOTIAHHIO.
YT106bl BOCCTAaHOBUTH II0 YMOJYaHWIO OJWH IAapaMeTp, HaKMHUTE KHONKY €7 HalpOTHB

HAaWMeHOBAHUS NAHHOI'O IapaMeTpd.
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4.31.3 Hacrpoiika Squash Provider

B paszpnene Squash Provider HacTporite mapametps! (puc. 101):

@ Hacrpoiiku Squash Provider 3agatorcs npu pa3sBeptbiBanuu [10 Squadus.

Squash Provider ~

URL aBuxKa

squash-scatter.squadus-apps-1.echo.stageoffice.ru:50051,squash-scatter.squadus-a
pps-2.echo.stageoffice.ru:50051,squash-scatter.squadus-apps-3.echo.stageoffice.ru:

ranrca

Mcnonb3oeatbh SSL gna goctyna K ABUXKY

SSL host cepeepa aBuxKa

squash

KopHeson SSL cepTuduKaT cepeepa 4BUXKKA

——BEGIN CERTIFICATE-— MIID8jCCAtqgAwIBAglUeuTleYI2d4GBASUL1082gYtb9ks
wDQYJKoZlhveNAQEL BQAwgZAxCzAJBgNVBAYTAIJVMQ8wDQYDVQQIEWZNb3Njb

A P ARID AN A TR AR FLAANAA A AL AL AT A ARl Lol arnheal AT

SSL ceptuduKaTt gocTyna K cepeepy ABMXKKa (My6M4HbIN)

-——BEGIN CERTIFICATE-— MIIDITCCAN2gAwIBAgIUXXgBp8A23zhp+Is7HJ6IFpOquv
EwDQYJKoZlIhveNAQEL BQAwgZAxCzAJBgNVBAYTAIJVMQ8wDQYDVQQIEWZNb3N;]

LA P ARIP AP A _TRLA. . o ARL I ARAA A A LIEALE ATV AIEA LA s AL LA

SSL kntoy gocTyna k cepeepy ABuiKa (MpuBaTHbIN)

-——BEGIN EC PRIVATE KEY-— MHcCAQEEILdMHaS57G60Ea5q8ysRsgdKgXZVA3wn
39igmzvyDOHcoA0GCCqGSM49 AWEHoUQDQgAEwWUcHVIwWB4GpCCQiq1EGdvbJ6M

e AL AL L AR TR ANAL . R ITETANAL P A ol AP AL PA R L A AL AT AAS

Bknagka novcka no YMOn4aHUo

Tonbko B 3TOM KaHane R

Bkno4uTb B BblAayy Bce OTKPbITble KaHasbl

Pucynok 101 — ®dparment HacTpoek Squash Provider
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— ykaxxute URL-anpec nexkka B nojie URL aBmkKa;
— yCTaHOBHUTe mepekittodatesib Mcnosb3oBaTh SSL 1yig mocTyna K ABHKKY B I10JIOXKEHHe

. JJIs1 BKIIIOYeHMs 3alllUIIIeHHOT'0 COeJUHeHUsd 110 SSL IJId JOCTYyTIIa K ABHUXKY,

— ykaxxute SSL-xocT cepBepa iBr>KKa B 11osie SSL host cepBepa nBuxkKa;

— yKaXuTe KOpHeBOM SSL-cepruduxar cepBepa nswkka B 1nojle KopueBoit SSL
cepTuduKaT cepBepa IBHKKA;

— ykaxute SSL-ceprudmkar nocryma K cepBepy ABMXKKa (myOsmuuHblii) B morne  SSL
cepTU(HKAT IOCTyIA K CepBepy ABIKKA (Iy0IMYHBII);

— ykaxuTe SSL-kitr04 ocTyna K cepBepy JIBM>KKA (IIpUBaTHBIN) B Iosle SSL ki1i0u gocryna
K CepBepy JABHKKA (IpUBaTHBII);

— BbIOepuTe BKJIA/IKY, KOTopasl OyZeT oToOpaXkaThCsl 10 YMOJIYaHUIO B pe3yJIbTaTe II0MCKa, U3
BBINIQ/IaloNero cnucka Bkiajgka moucka 1o yMmordaHuIo:
e Besne — npesiocrabiisieTcst 00IIMi 0030p /171 BCeX THIIOB,;
e Tonbko B 3TOM KaHaJde — IIPeJOCTaBJISIIOTCS pe3ysIbTaThbl IIOMCKA II0 BbIOpaHHOMY

KaHally;

— YCTaHOBWTE TepeKyoyaTe/lb BKIIYHTE B BbIJa4y BCe OTKPBIThIE KAaHAJIBI B ITOJIOXKEHHe
@, uT06HI B pe3ynbTaTax MOMCKA OTOBPAKAIUCH BCe OTKPHIThIe KaHAIbI;

— YKa@XXWTe KOJIMIeCTBO pe3yJIbTaToB MOMCKA Ha OJTHOM CTpaHUIle B Tojie Pazmep cTpaHUIIbI;

— ycTaHOBUTE TepeksroyaTeb CcKaTh M0 YaCTHYHOMY HAIHCAHHIO MOCIETHEero CJI0Ba B
3ampoce B nojioxenye @ 11 I0MCKa 110 9aCTUIHOMY HAITMCAHHIO TIOCTIeHEro CJioBa B
3ampoce;

— YK@XWTe KOJIMYeCTBO IOIBITOK COXPAHUThH COOOINEHWe IpU OIIMOKe CepBHCa B IIOJIe
KoJin4ecTBO ONBITOK COXPAHUTH COO0IIeHHE MPH OIIHOKe CepBHCa;

— YK@XWTe TaMayT MeXIy MONbITKAMH COXPAaHUTb COOBIIIeHHe MPH OIMOKe CepBHCaA B TI0JIe
TaiiMayT MeK/y ONBITKAaMH COXPAaHUTH COODIIeHHe IPH OLIH0Ke CepBHCa;

— YK@XHTe KOJIMYECTBO YacoB, 32 KOTOpPOe HeoOXOIUMO HH/IEKCUPOBATh COOOIIEHUS IOCIe
3amycka, B ojie UHaekcupoBaTh Co00IIeHNs 3a <3HaYeHHe> YacoB I0CJIe 3aILyCKa;

— YK@XWTe KOJIMYeCTBO MHJUTUCEKYH]] MEeXIy 3ampocaMu K cepBucy B mone Taiimayt
3ampoca K cepBUCYy (MILIMCeKYH/IbI);

— YK&XWTe MaKCHMyM OJIHOBpEMEHHBIX 3allpOCOB K CepBepy B 1oje MakcumMym
OIHOBPEMEeHHBIX 3aMPOCOB;

— YK@XKWTe MaKCHMAaJIbHBI pa3Mep O4Yeped 3allpoCcoB, OXKHJIAIOIIHUX OTIPABKU B CEPBHC B

nojie MaKCHMaJIBHBIH pa3Mep o4epeay 3anpocoB.
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Haxmure kHomky IIpowmnpekcupoBars BCE coobGmienmsi, 4ToObI MPOWHIEKCUPOBATH
COO0DIIIeHHSI.
Haxkxmure kHomnky IlpumMeHHTH, 4TOOBI MPUMEHUTH BEIOPAHHBIE TTApAMETPHI.

YToOBI BOCCTAaHOBHUTH BCE MapaMeTpbl 10 YMOJ/IYaHHUIO, HAXKMHUTE KHOIIKY BoccranoBurth
3HAYeHUud 110 YMOJIYAHUI0.
YToOBI BOCCTAaHOBUTHL IIO YMO/TYdHUKO OIWH IIapdMeTp, HA>XXMHWUTe KHOIIKY “ HAIllpOTHUB

HAaWMMeHOBAdHUS NdHHOI'O IapaMeTpd.
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4.31.4 Hacrpoiika Tripoli Provider

B paspesne Tripoli Provider vacrpoiite napametps! (puc. 102):

@ Hacrpotiku Tripoli Provider 3apatoTtcst mpu pa3septsiBanuu 110 Squadus.
Tripoli Provider ~

URL gBuxKa

localhost:50050

Mcnonb3osaTbh SSL AnA focTyna K ABUXKKY

SSL host cepeepa gBuXKa

KopHeBoii SSL cepTudukaTt cepeepa ABUXKKaA

SSL cepTudUKaT focTyna K cepBepy ABUXKKa (MyGnUYHbIN)
SSL kN4 gocTyna K cepBepy ABUXKa (MPUBaTHDIN)

BKno4MTb B Bblgayy BCe OTKPbITble KaHanbl

Pucynok 102 — ®dparment HacTpoek Squash Provider
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— ykaxxute URL-anpec nexkka B nojie URL aBmkKa;
— yCTaHOBHUTe mepekittodatesib Mcnosb3oBaTh SSL 1yig mocTyna K ABHKKY B I10JIOXKEHHe

. JJIs1 BKIIIOYeHMs 3alllUIIIeHHOT'0 COeJUHeHUsd 110 SSL IJId JOCTYyTIIa K ABHUXKY,

— ykaxxute SSL-xocT cepBepa iBr>KKa B 11osie SSL host cepBepa nBuxkKa;

— yKaXuTe KOpHeBOM SSL-cepruduxar cepBepa nswkka B 1nojle KopueBoit SSL
cepTHQHKAT cepBepa JBHIKKA;

— ykaxute SSL-ceprudmkar nocryma K cepBepy ABMXKKa (myOsmuuHblii) B morne  SSL
cepTHQHUKAT OCTYIIA K CepBepy ABMIIKKA (IIy0IHYHBIIT);

— ykaxuTe SSL-kitr04 ocTyna K cepBepy JIBM>KKA (IIpUBaTHBIN) B Iosle SSL ki1i0u gocryna
K CepBepy JABHKKA (IpUBaTHBII);

— yCTaHOBUTe IlepekJitoyaTeslb BK/IIOUMTH B BBIZIJady BCe OTKPHIThIE KaHAIBI B I10JI0)KEHNE

@, 4TO6HI B pe3ysbTaTax MOMCKA OTOBPAKAIUCH BCe OTKPHITHIe KaHaIbI;

— YKaXXUTe KOJIM4eCTBO pe3yJIbTaTOB IIOMCKA HAa OIHOM CTpaHulle B 11ojle Pa3mep cTpaHuIbl;

— YKaXXUTe KOJIMYeCTBO YacoB, 32 KOTOpOe HEOOXOAMMO HWHJIeKCHUpPOBaTh COOOIIEeHHs I0Cyie
3arycka, B ojie IHAeKcHpoBaTh COO0IIeHUs 3a <3HaYeHHe> YacoB I0CJIe 3aIlyCKa;

— YKaXXUTe KOJIMYeCTBO MWIJIMCEKYH]JI MeXJy 3alpocaMyd K cepBUCY B Iosie TaWmayT
3alpoca K cepBHCY (MIULIMCEKYH/IbI);

— YKaXXUTe KOJIMYeCTBO IIONBITOK COXPaHWUTh COoOlleHue Ipu oImMbKe cepBUCa B IIOJIe
KoJsimyecTBo NONBITOK COXPAaHUTH COO0IIeHNe IIPH OIIM0Ke CepBHUCa;

— YKaXUTe TalMayT MeXX]ly IIONBITKAMU COXPaHUTh COODIeHre IIpYU OIIMOKe cepBHca B II0JIe
TaiiMayT Meky HONBITKaMH COXPAaHUTH COOOIIeHHe IIPH OIIN0Ke CepBHCa;

— YKaXUTe MaKCUMyM OJHOBPEeMEeHHBbIX 3allpocOoB K cepBepy B Iojle Makcumym
OJJHOBpPEeMeHHBIX 3alIPOCOB;

— YKaXXUTe MaKCHMaJIbHBIA pa3Mep ouepely 3allpOCOB, OXXKUIAIOLIMX OTIIPAaBKU B CEPBUC B

rojie MakcHMaJTbHbBIH pa3Mep ouepeau 3aIipocoB.

Haxmure kHomky IIpowmnpekcupoBars BCE coobGmienmsi, 4ToObI MPOWHIEKCUPOBATH
COODIIIeHHSI.

Haxkxmure kHomnky IlpumMeHHTH, 4TOOBI MPUMEHUTH BEIOPAHHBIE TTApAMETPHI.

YToOBl BOCCTAHOBUTH BCe TMapaMeTphl MO YMOJMYAHUIO, HAXMHUTe KHONKy BoccraHoBHUTH
3HAYeHHUs 10 YMOTIYAHHIO.

YT106bl BOCCTAaHOBUTH II0 YMOJIYaHWIO OJWH IAapaMeTp, HaKMHUTE KHONKY €7 HalpoTHB

HAaWMMeHOBAdHUS NdHHOI'O IapdaMeTpd.

© 000 «HOBBIE OBJTAYHBIE TEXHOJIOT'UW», 2013-2024



MownOdounc

4.32 HacTpoiika IOJIMTHKH yJiep:KaHus

HJ’[S[ HaCTpOﬁKH IMOJINTUKU YIOepXKaHUS BbI6epI/ITe Ha IIdHeJIM HaBUT'dlITUU ITYHKT ITosuTHKa

yaepxkanus (puc. 103). Ha oTKpeIBIIeNics TaHeIyu HaCTPOWTe ITapaMeTpBhl:

MonuTuka yaepxaHus

BxknroyeHo

/N Watch out! Tweaking these settings without utmost care can destroy all message history.
Please read the documentation before turning the feature on at
rocket.chat/docs/administrator-guides/retention-policies/

ToyHOCTb TalMMepa

Pa3 B 30 MuHyT v

Wcnonb3oBaTb KOHGUrypaLmio paclUMpeHHON NONUTHUKU XpaHeHUs

Use Advanced Retention Policy Cron

*/30****

Pucynok 103 — HacTpoiika IOJIUTHKHA ylep>KaHNs

— YCTaHOBUTe MepekyioYaTelh BKiodeHo B monoxenve @ Ul BKIIOYEHMs IOJTUTHKH
yIep>KaHuUs;

— BbIOepUTE 3HAYeHHMe 4YaCTOThI 3alycka TaiiMepa OYMCTKMA U3 BBINAJAIONIEro CIKcKa
TounocTs TaliMepa;

— yCTaHOBUTe Tepekodareh Mcmonbp30BaTh KOHPUIYPAIHI0 PACHIMPEHHOH MOJIHUTHKH
XpaHeHHsl B T[IOJIOXKeHUe @ s ucnonb3oBaHMA KOHQUIYpAlMH  pacHIMpeHHOM

IMOJINTUKU XPdHEHUWS;
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— yKakuTe 3HadeHHe pacirpeHHou nomutuky Cron B 1osie Use Advanced Retention Policy

Cron. Ilojme craHoBUTCA dKTUBHBLIM, TOJIBKO e€eC/lId IIepeKJjIro4aTeslb HWcnonb3oBaThb

KOHQUI'ypanuio paciiupeHHON NOJIMTHKH XPaHeHUs] HaXOUTCS B [TOJI0XKeHUU @

Hlanee nepeiiiuTe K HACTpPOMKaM IVIOOAIILHOM NOJMUTUKU. ['o6anbHas monuTrka paszesieHa
Ha TpH 4actu (puc. 104):
1. I'mobanpHas MOIUTHKA [IJIS1 BCEX OTKPBITHIX KAHAJIOB:

— YCTAHOBUTE IIepeKJIrovaTeslb HPI/IMEHHETCH K OTKPBITBIM KdHaJIaM B II0JIOXKeHHe

. JJId IIpUMeHeHus I7100aILHOM TTOJIUTUKH K OTKPBITBIM KdHdJIaM;
— YKa’XuTe MdKCHUMAJIbHOE YUCJIO JI1 BpEMEHU KU3HU COO6H.[€HPII>1 B OTKPBITBIX KdHadJIaX

(B ,I[HSIX) B nojie MakcumaibHoOe BpeMd dKU3HA COOGIIIEHI/Iﬁ B OTKPBITHIX KdHaJIaX.

2. I'mobanbHas NOIUTHKA JJ1d BCeX 3aKPbLIThIX KaHAJIOB:

— YCTAHOBHUTE IIepeK/iro4aTeiib HpI/IMEHSIETCH K 3dKPBITBIM KdHAQJIaM B IIOJIO’KeHHe
. JJ1d IIpUMEeHeHus I7106aJILHOU ITOJIUTHUKH K 3dKPbLITBIM KdHAJlaM;
— YKa’XuTe MaKCHUMaJIbHOe YHCJIO IJId BpeMeHH XU3HU COO6H.[€HHIZ B 3dKPBITBIX KaHaJlaX

(B nHsx) B nojle MakcumaibHOe BpeMsl »KH3HH CO00IIeHUH B 3aKPHITHIX KaHAJaX.

3. I'mobanbHas NOIMTHKA JJId BCeX JIMYHBIX IepermrcoK:
— YCTAHOBUTE IIepeKJIrovaTellb HPI/IMEHHETCH K JIHYHBIM COOﬁIIIEHI/IﬂM B IIOJIOXKEeHHe
. JJId IIpUMEeHeHus r7100aIbHOM ITOJTUTHKY K JIMIHBIM COO6H.[€HI/I$IM;
— YKa’XKuTe MdKCHUMaJIbHOe YHCJIO [Jjid BpeMeHU KHU3HU COO6H.[€HHI>1 B JIMYHBIX
COO6H.[€HI/I$IX (B JIHSIX) B nojie MakcuMaJILHOe BpeMd KHU3HHU COOGIIIEHI/Iﬁ B JIMIHBIX

COOOIIeHUSX.

Taxske MOXHO HACTPOUTDH OOIIOJTHUTEJIbHbIE IIapaMeTPhI IIOJIMTHUKHA.

— yCTaHOBUTe TepekiitouaTesib He yaansaTh 3aKpernsieHHbIe CO00IIeHHS B I10JI0KeHHe . ]

yTOOBI 3aKpeIIeHHbIe COOOITIeHUS He YIaJIsTUCh;

— YCTAaHOBWTE IlepeKksovyaTesib YAAJHTh TOJNbKO ¢(aljibl B IIOJIOXEHHe ®, qrobs

YAQISIUCh He caMU COODIIeH s, a TOJIbKO BJIOXKeHHbIe (HaJIbl;

— yCTaHOBHUTe Nepekittodatesib He ymaasiTh coobmeHus: U3 00CyxkaeHuil B 11010XeH e @

, 9TOOBI COOOIIeHUs U3 0OCYXXIEHUHN He YIaJIsIuCh;

— YCTaHOBHUTE IIepeKJito4aTellb He YAAIATH IEeI0o4YKH O0TBeTOB B II0JIOXKeHHe ., YTOOBI

COO6H.[€HI/I$I M3 [elio4eK OTBEeTOB He yIaJIA/IUCh.
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mo6anbHasa nonuTUKa ~

anMeHﬂeTCH K OTKpPbITbIM KaHanam

MakcumanbHoe BEpeMA XXU3HU COOﬁI.LI,eHHl\;l B OTKPbITbIX KaHanax

30

anMeHﬂeTCH K 3aKpbiTblM KaHanam

MakcumanbHoe BPEMA XKU3HN Cco0BLWEHNN B 3aKpbITbIX KaHanax

30

MNpuMeHseTcA K NIMYHbIM COOﬁLLI,eHMHM

MakcumanbHoe BpeMA XU3HU COOGI.LI,EHHI‘;I B NIM4HDbIX COOﬁLIJ,EHMﬂX

30

He YAanATb 3aKpenneHHble COOﬁIJJ,eHMFl

YnanuTb TonbKo dannbl

He yaanaTtb coobLieHusa U3 obcyAeHui

He yYAanATb Ueno4YkKn OTBETOB
Pucynok 104 — dparmeHT HaCcTpoeK II06aTLHOM MOTUTUKHI

Haxxmure KHOIIKY HpI/IMEHI/ITI), YTOOBI IMIpUMEHHUTDb BbIﬁpaHHbIe IapaMeTphbl.

YToOBI BOCCTAaHOBHUTH BCE MapaMeTpbl 10 YMOJIYaHHIO, HAXXKMHUTE KHOIIKY BoccranoButh
3HAYeHUd 110 YMOJTYAHUI0.

YToOBI BOCCTAaHOBUTHL IIO YMO/TYdHUKO OIWH IIapdMeTp, HA>XXMHUTe KHOIIKY “ HaIIpOTHUB
HaMMEHOBAHUS JdaHHOI'O IIapaMeTpa.

Taxoxe MOXXKHO YIATIUTE COOOIIeHMS U3 KOHKpETHOﬁ 6ece,ubl.
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4.33 Hacrpoiika nporokosa LDAP

[Ipotokon LDAP — 310 nepapxudeckasi 6a3a 1aHHbIX, KOTOPYIO UCIOJIb3YIOT KOMIIAHUU J1JIs
obecrieueHus eIMHOWM PErMCTPAllMM — CPeJICTBO JJIsi COBMECTHOT'O KCIIOIb30BAaHUSI OJIHOTO T1apOJIst

IJIs1 Pa3HbIX CalTOB U CEpBUCOB.

s Hactpouiku mnportokona LDAP Beibepure Ha naHeny HaBuranuy OyHKT IIporokxosa

LDAP. Ha oTkphIBII€liCcS TaHeJIM HaCTpOKTe rapametpsl (puc. 105):

[NMpoTokon LDAP

. Bknwouyutb LDAP -

. PeSEpBHaﬂ aBToOpU3auua “

Tun cepeepa

Active Directory

XocT “
ad.stageoffice.ru
ldap.example.com 19.0.0.30
LDAP niopT
389
389 636
. MepenogknoyeHune -

Pucynok 105 — ®parmenT HacTpoek nporokosia LDAP
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— ycTaHOBUTe Tepekiodarens Brmounts LDAP B nonoxenue @ 1 MCHOIb30BaHUS

nporokosia LDAP ms ayrentudukanuuy;

— YCTaHOBUTe IlepekyirouyaTeslb Pe3epBHasi aBTOpH3anMs B II0JIOXKEHUe O
VICII0JIb30BAaHUS pe3epBHOM aBTOPU3allMM. JTO MOXKeT IIOMOYb B CIIy4asX, KOI/la CEepBHUC
LDAP 1o xakum-To iprYrHaM He paboTaer;

— BbIOepuUTe TUII cepBepa U3 BhINajiarollero cnucka Tum cepBepa;

— ykaxkure xoct LDAP B nosnie Xocr;

— ykaxwute 1iopt yig gocryna LDAP B none LDAP mopr;

— ycTaHOBUTe  Ilepekitodarendb  IlepemoakiiodeHue B IIOJIOXKEHUe ® m
aBTOMAaTUYEeCKOT0 INepellofKII0YeHHs] B Cllydae, KOrjla CoeIMHeHNe IpepBaHo 110 KAaKUM-TO
IIPUYMHAM BO BpeMsl BLIIIOJIHEHUS Ollepaliyii;

— BblOepuTe MeTop IKW(POBaHMUS, MCIOIb3yeMbld [isi obOecriedyeHHs CBSI3U C CepBepoOM
LDAP, u3 Beimanatomero cnucka IlIndpoanue;

— ykaxute ceptudukar CA B nosie Cepruduxar CA. Ilone He akTHUBHO, ecnu BbIOpaH
MeTo[| mudppoBanus be3 muppoBanus;

— ycTaHoBMTe NepekioyaTeh OTKIOHHTL HeaBTOPH30BAHHBIX B NojioxkeHre @), 4TOGHI
3alpeTuTh CepTU(UKAThI, KOTOpPble He MOTryT ObIThb IIpoBepeHbl. OOBIYHO ISt paboThI C
CaMOIIO/INIMCAaHHBIMU CepTUPHUKaTaMu TpeOyeTcsl OTKJIIOUeHue 3TOH OIINY;

— yKakuTe JJoMeHHbIe 6a3bl B iosie Base DN;

— BblOepuTe COOBITHS, KOTOpble OYIyT JIOTMPOBAThCS, M3 BBINIAAAIOIIEr0 CIKCKa YpPOBeHb

BHYTPE€HHEr0 JIOTHPOBAHUSL. BbI6epI/ITe OTKJI]O‘IEHO, YTOOBI OTKIIFOUNTH JIOTUpOBaHHe.

Haxxmure kHonky IIpumMeHUTH, 4TOOBI IPUMEHUTH BbIOPAHHbIE ITApaMeTphl.

YToOBl BOCCTAaHOBUTH BCe IapaMeTphbl IO YMOJYAHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3HA4YeHHUs 10 YMOTYAHHUIO.

YT1oObI BOCCTAHOBUTH II0 YMOJYAaHWIO OJWH IApaMeTp, HAKMWUTE KHOMKY <7 HalpOTHB

HAMMEeHOBaHUS NdHHOI'O ITapaMeTpa.
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[Tocne npumMenenus: HacTpoek Haxkmute KHOTIKY IIpoBepka coemmnenus (puc. 106).

YpoBeHb BHYTPEHHEro JIOrMpoBaHuA =

WHdopmayusa v

BoccTaHoBWUTb 3HA4YEHUsA MO yMon4aHuw

Pucynok 106 — IIpoBepka coenrHeHus

Hanee nepeiiiuTe K JAOMOJIHUTEIbHBIM HACTPOWKAM, JIJISI 3TOTO PACKPOMTEe HY>KHBIA pasfiedn,
HaKaB KHOIIKY ¥ HAIIPOTUB ero Ha3BaHUS:

— AyTenTudukamnug;

— doHoOBag CUHXPOHU3AIIUS;

— ABTOMAaTHYeCKH BBLIIOJHSATE BEIXOM AJIS JIeAKTUBUPOBAHHBIX [10JIb30BATEJIeH;

- CI/IHXDOHI/ISI/IDOBaTb KaHaJIbI,

— CUHXpPOHU3UPOBATHL POJIU;

- CI/IHXDOHI/IBI/IDOBaTb KOMAH/IbI;

— Cunxponwusanus/UMnopr;

— Tauim-ayThi;

— Jlouck noJsib3oBaTesne;

— ITouck nmonb3oBaTeneii (IIpoBepKa rPyImnbl).
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4.33.1 AyrenTudpuxanus

B paznene Ayrentnduxamusa HactporTe napametpsl (puc. 107):

AyTeHTuduKaLma A~
. Bkno4nuTb -
YHuKanbHoe UMA Nofib3oBaTens “

cn=sqds_manage,ou=SQUADUS,dc=ad,dc=stageoffice,dc=ru

cn = Administrator, cn = Users, dc = Example, dc = com

Maponb —

E

BoccTaHOBUTb 3HaYeHUs no yMon4aHuo

Pucynok 107 — Hacrpoiiku ayreHTUdHKAIUU

— YCTAaHOBUTEe TIepekyitovyaTelib BKIWUMTL B  IMOJIOXKEHUe ©® s BnoueHHs
ayTeHTUUKAIWY;

— yKakuTe uMs nosib3oBaTesiss LDAP, KOTOpbIN BBINIOJIHSET IOWCK IOJIb30BaTeler s
ayTeHTUUKAIIMU JIPYTHX M0JIb30BaTeslel IpU BXOJle B CUCTEMY, B I0Jie Y HUKAJIbHOe UMS
I0JIb30BaTeJIs;

— YKa’XuTe I1apOoJIb I10JIb30BaATEJId B I10JIe HHPOJII).

Haxxmure kHonky IIpumMeHUTH, 4TOOBI IPUMEHUTH BbIOPAHHbIE ITApaMeTphI.

YToOBl BOCCTAaHOBUTH BCe IapaMeTphbl IO YMOJYAHUIO, HAXMHUTe KHONKy BoccraHoBHUTH
3HA4YeHHUs 10 YMOTYAHHUIO.

YT1oObI BOCCTAHOBUTH II0 YMOJYAaHWIO OJWH IApaMeTp, HAKMWUTE KHOMKY <7 HalpOTHB

HavMeHOBaHHs JdHHOI'O IIapaMeTpa.
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4.33.2 ®oHoOBasA CHHXPOHU3ALHS

Hacrpoiite mapamerpbl $OHOBOM CHMHXPOHH3AIMU B paszeiie PoHOBasg CHHXPOHH3ANUS

(puc. 108):

®oHoBan CUHXPOHU3aLuA ~

. ®oHoBan CHUHXPOHM3auua

WHTepean hboOHOBOW CMHXPOHWU3AUMK

Every 24 hours

WHTepBan Mexay CMHXpOHW3aumMaMu. [pumMep: | kaxasie 24 vaca |MM |8 nepssidi AeHb
wegenn , 6onbLe NnpuMepos B [Cron Text Parser]
(http://bunkat.github.io/later/parsers.html#text)

. ®oHoBan CHUHXPOHM3aUuKWAa UMNOPTUPYET HOBbIX nosb3soBaTenen

WMiMnopTupyeT Bcex nonb3oBaTeneii (Ha OCHOBe KpUTEPWEB Ballero GunbTpa), KoTopble
cywecTteytoT B LDAP, u He cywecTeyroT B Squadus

. ®oHoBan CUHXPOHM3auuAa obHoBNAET CYyLWeCcTBYHLWWUX nonb3oBaTenen

ByayT CMHXPOHWM3UpPOBaTbLCA aBaTap, Nons, NOrMH UTA (Ha ocHoBe Balweil KoHGUrypauum)
BCEX MoNb30BaTesNien y)Ke UMNopTMpPoBaHHbIX M3 LDAP kaxabin UHTepBan
CUHXPOHU3aLUK

CUHXPOHW3UPOBaTb ceif4ac

BbinonHuTe PoHOBYIO CMHXPOHM3aLMIO celvac, He aoxuaasck MHTepeana
CHMHXPOHM3aUuMH, aaxke ecn PoHOBaA CUMHXPOHM3ALMSA OTKIIOYEHA.

[eiicTBMe BLINONHAETCA aCUHXPOHHO, AONONHUTENbHAA MHhOPMaLKMA 0 Npolecce
LOCTYMHa B JKypHanax.

Norux nonbsoBatens “

LDAP_test

BeBeguTe NornH nonb3osaTtens ANA KOTOPOro HE.'OﬁXO,D,HMO 3anycTuTb dJOHOByIO
CHHXPOHM3aLMIO OQHOM0 NONb30BaTENA

CHHXPOHH3HPOBHTI: OA4HOIo nonb3oearensa

BbinonHuTe PoHOBYIO CUHXPOHWU3ALMIO OHOTO NONb30BaTeNs.
[eicTBMe BbINONHAETCA aCMHXPOHHO, AOMNONHUTENbHAA MHdOPMaLWA 0 npouecce
LOCTYMHa B XypHanax.

Pucynok 108 — dparmenTt HacTpoexk ®OHOBass CHHXpPOHH3AIHA
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— YCTaHOBHUTE IIepeKjiro4YaTeslb doHoBas CHUHXPOHHU3aIaA B IIOJIOXKEeHHe . JJIA
BKIIIOYEeHHU A (l)OHOBOﬁ CUHXPOHU3dIIUH,

— YKaXuTe HUHTEepBal MeX[Jy CHUHXpPOHHU3dIUAMU B  IIOJIe I/IHTEPBHJI (l)OHOBOﬁ
CHHXPOHHU3AIIUH,

— YCTaHOBWTe Ilepekyodareslb  PoHOBasg CHHXPOHH3AIUS HMIIOPTHPYeT HOBBIX

mojb30BaTeNeli B ronoXeHde @ U9 MMIOpPTa BCeX IIOIb30BaTelel, KOTOpHIE
cymectBytoT B LDAP u He cymectBytoT B Squadus;

— ycTaHOBUTe INepekitodaTesib dPoHOBasi CHHXpOHM3ALMs OOHOBJISAET CyIIeCTBYIOIIHX
I0JIb30BaTeIei B [IOJIOKeHne @ JUIs CHHXPOHM3AIMK aBaTapoB, MOJIei, JIOTHHOB U T.JI.
(Ha ocHOBe Ballel KOHUIYpallMH) BceX IOJIb30BaTesleld, yXke HMIOPTUPOBAHHBIX U3

LDAP, xax[iplif UHTepBaJl CHHXPOHM3aIuK (yKa3aH B COOTBETCTBYIOIIEM I10J1e).

Haxxmure kHOnKy CHHXpOHU3HPOBATh ceW4ac J|isl BbIIIOIIHeHHsI OHOBOM CUHXPOHU3AIUH,
He JI0XKUJ1asiCh MHTepBajla CUHXPOHHU3AlUH, AdaXke ecyid GOHOBAsi CHHXPOHHU3AIIMS OTK/II0YeHa.

VkaxuTe uMs T1o0ib30BaTeliss B 1ojle JIormH moJsib30oBaTess U HAKMUTE KHOIKY
CuHXpOHHM3HPOBATh OJJHOT0 MOJIHL30BaTeJs ]ISl BbIIOMHEHUS GOHOBOM CUHXPOHHU3ALUU OJIHOTO

I10JIb30BaTeJIA.

Haxxmure kHonky IIpumMeHUTH, 4TOOBI IPUMEHUTH BbIOPAHHbIE ITApaMeTphl.

YToOBl BOCCTAHOBUTH BCe IapaMeTphbl IO YMOJMYAHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3HA4YeHHUs 10 YMOJTIYAHHUIO.

YToObI BOCCTAaHOBUTH IO YMOJYAaHWIO OJWH IApaMeTp, HAKMUTE KHOMKY <7 HalpOTHB

HAMMEeHOBAaHUS NAdHHOI'O ITapaMeTpa.
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4.33.3 ABTOMaTH4eCKH BBINOJIHATH BBIXO] ISl IeaKTHBUPOBAHHBIX I10JIb30BaTeJeil

B pasnerie ABTOMATHYECKH BHINIOJIHSATH BBIXOJ VI 1€aKTHBHPOBAHHBIX noJib30BaTeiei

HACTpoWTe cieAyolue mapametpsl (puc. 109):

ABTOMaTU4YeCKM BbIMONHATL BbIXog ANA AEaKTUBUPOBAHHbIX NONb30BaT... ~

BKNOYATE aBTOMaTUYECKUW BbIXOA U3 CUCTEMDI

MHTEPBa.ﬂ aBTOMaTU4YeCKOro BbixXxoAa N3 CUCTEMBDI

Every 1 minutes

BoccTtaHOBUTbH 3Ha4eHUA No yMon4aHuo

Pucynok 109 — Pa3nen ABToMaTu4eckH BHIIOJTHATH BBIXO] ISl JeaKTHUBHPOBAaHHBIX

IIoJIb30BaTe ek

— YCTaHOBHUTe IlepeKjiovareilb BKIIOYMTL aBTOMAaTHYeCKHH BBIXOA M3 CHCTEMBI B
nonoxenne @ I aBTOMaTUYECKOTO BHIXOZIA TIOJIb30BATeNsl M3 CHUCTeMBI IIpH
ClleflyIollleli CHHXPOHM3AIMK, eCIU OH yJlaleH/0TKiIto4YeH B rpymme LDAP;

— YKaXXUTe WHTepBaJl CUHXPOHM3alMu B nojle HTepBaJ aBTOMaTH4eCKOro BbIXOJA H3
CHCTEMBI.

Haxxwmure kHonky IIpuMeHHTD, 4TOOBI IPUMEHUTH BEIOPAHHBIE ITapaMeTphl.

YTo6BI BOCCTAHOBUTHL BCe IapaMeTphbl II0 yMOJYaHUIO, HAXMHUTe KHONKy BoccraHoBHTH

3Ha4YeHHUs 110 yMOTIAHHIO.

YT0o6Bl BOCCTAaHOBUTH MO YMOJYAHUIO OJMH TapaMerp, HaXKMWTe KHOMNKY €7 HalpoTHB

HAaWMeHOBAHUS NdHHOTI'O IapdaMeTpd.
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4.33.4 CuHXpOHHM3HPOBaTh KaHaJIbI

B pazpenne CuHXpoHM3HpOBaTh KaHAJIBI HACTPOUTe ciefyolye nmapamerps! (puc. 110):

CHHXpOHM3Hp0BaTb KaHanbl ~

ABTOoMaTU4ecKana cMHXpoHu3auua rpynn LDAP c kananamu

AfMUHUCTpaTOp KaHana

squadus.bot

@®unbTp Mpynnbi NMonb3oBaTtenewn

(&(cn=#{groupName})(memberUid=#{userdn}))

BaseDN rpynnbi LDAP

ou=SQUADUS+ou=Testers,dc=ad,dc=stageoffice dc=ru

ConocTtaeneHue rpynn LDAP u kaHanos

1+ {
2 "MDC-1259": "general’,
3 “test_LDAP3": "hblllINI",
4 v “techsupport”: [
"helpdesk”,
"support”
]
}

Pucynok 110 — Pazgen CHHXpOHHU3HpPOBaTh KaHAJIBI

— YCTaHOBUTe TlepekiilodyaTelb ABToMaTu4deckasa cuHxpoHm3damusa rpymn LDAP c
KaHaJlaMH B Tiojiokenre @, 4To06bI aBTOMATHYeCKH 06aBIIATh T0/Ib30BaTeNlell B KaHaJl

Ha ocHOBe ux rpynnsl LDAP;
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— yKaXxuTe B Iojle AJAMHMHHCTPATOpP KaHajia II0JIb30BaTesisi, KOTOPBIA  CTaHeT
aJIMUHUCTPAaTOPOM KaHaJjla, KOI/la YKa3aHHBIM BbIllIe [1apaMeTp BbI3bIBaeT aBTOMATH4YecKoe
CO3/1aHMe KaHajla BO BpeMsl CHHXPOHHM3AIlUU [10JIb30BaTeJiel;

— ykaxkute B mojie PunbTp I'pynmbr Ilonb3oBarteneir ounbTp movcka LDAP, kotopsiii
OyZIeT UCII0Ib30BaThCSI sl IPOBEPKU TOTO, BXOAUT JIU 110JIb30BaTellb B IPYIIILY;

— ykaxkure B 1ojie BaseDN rpynner LDAP 6a3y nmowucka;

— comnoctaBbTe Tpynnbl LDAP ¢ kanamamu Squadus B mosie ComocraBienue rpynmn LDAP
u KaHaJoB B popmate JSON;

— YCTAaHOBHUTe TepeKsiioyaTesib ABTOMaTHYecKoe yAajieHHe II0JIb30BaTeslell U3 KaHAJIO0B B
nonoxenve @, uTOGH yJAIMTL BCeX MONb30BaTeleil B KaHale, y KOTOPBIX HeT

cooTBeTCTBYIOIIeH rpymmnbl LDAP.

Haxxmute kHonky IIpuMeHUTH, 4TOOBI IPUMEHUTH BbIOpaHHbIE [TapaMeTphl.

YTo6BI BOCCTAHOBUTHL BCe IapaMeTphbl II0 yMOJYaHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3Ha4YeHHUs 110 yMOTIAHHIO.

YT0o6Bl BOCCTAaHOBUTH MO YMOJYAHUIO OMH TapaMerp, HaKMWTe KHOMNKY €7 HalpoTHB

HAaWMeHOBAHUS NdHHOI'O IapdaMeTpd.
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4.33.5 CHHXpOHH3HUPOBATH POJIH

B paznesnne CuHXpoOHM3HpOBaTh POJIM HACTPOWTe Cllefyoliye nlapaMmeTpsl (puc. 111):

CUHXPOHU3UPOBATL POU ~

. BknroveHue conocTtaeneHun ponen ns LDAP B Squadus

“
. ABTOMaTHU4ecKoe yaNeHue Nofb3oBaTeNbCcKMX ponen o
®uneTp Mpynnbi Monb3soeaTenei “
(&(cn=#{groupName})(member=#{userdn}))
BaseDN rpynnbi LDAP —
ou=SQUADUS+ou=Testers,dc=ad,dc=stageoffice,dc=ru
ConocTtaenenue rpynn LDAP ¢ ponamu —

{
"Test_LDAP3": "user”
}

Pucynok 111 — ®PparmenT pasgesna CHHXpOHH3HPOBaATh POJIM

— yCTaHOBHUTe NepekItovyaTesib Bkirouenue conocrasienus posieit u3 LDAP B Squadus B
nosoxenre @, 4TO6BI AKTMBUPOBATh COMOCTABJIEHKe POJieii U3 TPYIII [0JIb30BaTeJIe;

— YCTaHOBHUTe IepekiovaTelib ABTOMaTH4YeCKOe yJajleHHe I0/Ib30BaTeJIbCKHX poJiel B
nosnoxenre @ [/ aBTOMATHYECKOTO yialeHHs II0JIb30BaTelleil U3 POJM, ecild OHU He
HasHaueHbl B LDAP;

— ykaxuTe ¢uibTp norcka LDAP, koTopslii ucnosnib3yeTcst AJis IPOBEpPKU TOrO, BXOJIUT JIU

I10JIb30BaTeb B rpymniy, B nojie ®unstp I'pynnel Ilosnb3oBaTereii;
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— ykaxkure 6a3y moucka B rojie BaseDN rpynner LDAP;
— comoctaBbTe Tpynnbl LDAP ¢ pomsimu mosnb3oBatenieir Squadus B mosie ComocraBiieHue

rpynn LDAP ¢ poasmu.

Haxxmure kHonky IIpumMeHHUTH, 4TOOBI IPUMEHUTH BbIOPAHHbIE ITApaMeTphI.

YToOBl BOCCTAHOBUTH BCe IapaMeTphbl IO YMOJYAHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3HA4YeHHUs 10 YMOJTIYAHHUIO.

YToObI BOCCTAaHOBUTH II0 YMOJIYAHWIO OJWH IApaMeTp, HAKMWUTE KHOMKY <7 HalpOTHB

HAMMEeHOBaHUS NdHHOI'O ITapaMeTpa.
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4.33.6 CHHXpOHU3UPOBATH KOMAH/IbI

B paznesne CuHXpoHM3HpOBaTh KOMaH/IBI HACTPOUTe Cllelyloliye rnapamerpsl! (puc. 112):

CHHXpOHM3MPOBaTb KOMaH bl A

BkntoyeHWe conocTaBneHnsa koMaHabl U3 LDAP B Squadus

ConocTaBneHuWe koMaHg U3 LDAP B Squadus.

P
2}

I'Iposepl(a COOTBETCTBMA ANA KaXaoro exoga

BaseDN komang LDAP

ou=SQUADUS+ou=Testers,dc=ad,dc=stageoffice,dc=ru

Pucynok 112 — ®parmenT pasnena CHHXpOHH3HPOBaTh KOMaH/IbI

— YCTaHOBHUTe IlepekyouaTelb BkiloueHue comocraBieHuss komaHabl u3 LDAP B
Squadus B nosioxxenue @, uT06BI aBTOMAaTHUECKH N06ABIIATh [OIb30BaTeNel B KOMaHy
Ha ocHOBe ux rpymnsl LDAP;

— comnoctaBbTe rpymmbl LDAP ¢ komangamu Squadus B nosne ComocraBiieHHe KOMaH], U3

LDAP B Squadus. B popmare JSON;
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— yCTaHOBHUTe Nepekittodatesib IIpoBepka cooTBeTCTBHS I KQXkKAOr0 BX0/A B I0JI0XKEHHe
@, uT06b1 O6HOBIATHL KOMaH/IBI IIOIb30BaTeNlel MPU KaXk[oM Bxofie B Squadus;

— ykaxkuTe 6a3y noucka B rnojie BaseDN komann LDAP;

— ykaxkute atpudbyt LDAP, koTopbiii Squadus ucronb3yeT 11t 3arpy3Kyd Ha3BaHUS KOMaH/IbI,
B 1ojle ATpuOyT Ha3BaHHs KOMaHJABI. MOXXHO yKa3aTb HECKOJIbKO BO3MOXXHBIX HMeH
aTpuOyTOB C pa3/ieuTelIMU-3alSIThIMHY;

— ykaxute B mnosie LDAP 3ampoc s mosydeHusi Tpynn IoJib30BaTesieil 3ampoc i

I0JTy4eHHs TPy 0JIb30BaTelleH.

Haxxmute kHonky IIpuMeHUTH, 4TOOBI IPUMEHUTH BbIOPAHHbIE [TapaMeTphl.

YTo6BI BOCCTAHOBUTHL BCe IapaMeTphbl II0 yMOJYaHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3Ha4YeHHUs 110 yMOTIAHHIO.

YT0o6Bl BOCCTAaHOBUTH MO YMOJYAHUIO OJMH TapaMerp, HaKMWTe KHOMNKY €7 HalpoTHB

HAaWMeHOBAHUS NdHHOI'O IapdaMeTpd.
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4.33.7 CuHXpOHM3aIIUA/UMIIOPT

B pazpenne CHHXpoHHM3anMs/HMIIOPT HacTpoWTe nlapameTpsl (puc. 113):

CuHxpoHusauma / Umnopt A

Mone yHUKanbHoro ugeHTudUKaTopa

objectGUID,ibm-entryUUID,GUID,dominoUNID,nsuniqueld,uidNumber,uid

objectGUID, ibm-
entryUUID,GUID,dominoUNID,nsuniqueId, uidNumber

. 06beaUHMTD CYLLECTBYHOLMX NOMb30BaTeNnen -
. O6HOBUTb [aHHbIe NONb30BaTe A NPWU BXOAE B CUCTEMY -
JloMEH no yMon4aHuo —

ad.stageoffice.ru

username @

default_domain unique_id @ default_domain squadus

Mone "INorux"

sAMAccountName

Pucynok 113 — ®parmMeHT HaCTpoeK CUHXPOHHU3AIIUHU/UMITOPTa

— YKaXKUTe T10J1e, KOTopoe OyaeT UCIoIb30BaThCs IS CBs3u mosib3oBaTenss LDAP u Squadus,
B noJie ITojie yHuKaabHOr0 HAeHTUPHUKATOPA;

— yCTaHOBHUTe NepekiitoyaTesib O0beIMHUTD CylIeCTBYIOIIHX I0JIb30BaTesIeH B 10JI0)KeHHe

@ 1519 06beuHEHNs CYIIECTBYIOIIMX M0JIb30BaTeIel;
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[Ipn umnopre nosnb3oBareiis u3 LDAP, eciin monb3oBaTelb C TaKMM JIOTUHOM YXXe
cymectByeT, qaHHble 13 LDAP u maponb OyyT yCTaHOBIIEHBI y)Ke CYIeCTBYIOIIEMY

II0JIb30BATEJIIO.

— YCTAHOBUTE I1epeK/Ito4aTellb O0HOBHTH JaHHbBIE II0JIb30BATeJIA IIPH BX0/l€e B CUCTEMY B

nonoxenre @ U1 OGHOBIEHHS JAHHBIX TIOJIb30BATENISl IPH BXOJIE B CHCTEMY;

— YKaXUTe JIOMeH II0 YMOJIYaHUIO, KOTOpPbIM OyJeT MCIOoIb30BaThCs [UI CO3LAHUS
YHUKaJIbHBIX aJ[pecOB 3JIeKTPOHHOW IIOYTHI JUIS TI0JIb30BaTesleld, YbH ajipeca 3J1eKTPOHHOU
II0YTHI He 6bIIM UMNIopThpoBaHel U3 LDAP, B nosie /loMeH o yMoI4aHHIo;

— YKaXuTe II0jle, KOTOpoe OyleT YyCTaHaBIMBATbCS B KadecTBe JIOTMHA JJIi HOBBIX
nosib3oBaresiel, B nosie Ilose "Jlormu'". OcraBbTe IOJIe IYCTHIM, YTOOBI KCIIOJIb30BaTh
JIOTHH, BBeJIeHHBIN Ha CTPaHUIle BXO/Ia;

— YKaXKuTe I10JIe, KOTOpoe OyzieT yCTaHaB/IMBaThCS B KaueCTBe ajjpeca 3JIeKTPOHHOM I10YTHI, B
niosie Ilosie appeca 3/1eKTPOHHOM NTOYTHI;

— YKaXkuTe I10Jie, KOTOpoe OyJleT yCTaHaB/IMBaTbCs B KaueCcTBe UMeHH, B 1oJle Ilosie umenw;

— YCTAHOBUTE  IIepeKJIro4vaTellb CHHXPOHHBHHHH MMOJIB30BAaT@JIbCKUX aBaTapOB B

nonoxenre @ I BKITIOYCHUS CHMHXPOHHU3AIMH 10JIb30BaTeJIbCKUX aBaTapOB;

— YKa)XUTe aBaTap I0/Ib30BaTeJsl B Iojie ABaTap MoJIb30BaTes;

— BeIOepuTe U3 BbINAJamollero cnucka CHHXPOHH3UPOBAaTh aKTyaJlbHOE COCTOSIHHE
M0JIb30BaTeJIfA CI1I0C00 CMHXPOHMU3AIMU aKTyaJbHOTO COCTOSIHUS I10JIb30BaTesis Ha OCHOBE
ero cratyca B LDAP;

— yCTaHOBUTe IepekstoyaTelb CHHXpOHH3HPOBATh MOJIb30BaTeIbLCKHe MOJIs B I10JI0XKeHHe

O CHMHXPOHHU3AIMH T0JIb30BaTeIbCKUX T10J1el;

— YKaXXuTe, KdK 6y,I[y'T 3allOJIHATBCS IOJII dKKaYHTA I10JIb30BaTeId U3 3dlIMCH B LDAP, B I10J1e

ComocrasjieHHe 0JIb30BaTeJIbCKHX IOJICH.

Haxxmure kHonky IIpumMeHUTH, 4TOOBI IPUMEHUTH BBIOPAHHbIE ITApaMeTphI.

YToOBl BOCCTAHOBUTH BCe IapaMeTphbl IO YMOJMYAHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3HA4YeHHUs 10 YMOJTIYAHHUIO.

YToObI BOCCTAaHOBUTH IO YMOJYAaHHWIO OJWH IApaMeTp, HAKMWUTE KHOMKY <7 HalpOTHB

HAMMEeHOBAaHUS NAdHHOI'O ITapaMeTpa.
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4.33.8 Taiim-ayThI

B paznene TaiiM-ayTsl HacTpoiiTe napamerpsl (puc. 114):

TaiiM-ayThbl ~

Taim-ayT (Mmc)

60000

TarMayT coeiuHeHUA (McekK)

1000

TanmayT 6esgeincteua (Mcek)

1000

Pucynok 114 — Hacrpoiika TaiiM-ayToB

— YKaXuTe BpeMsi OXKUJaHWs pe3yJsibTaTa TOHCKA, MpeXJie YeM BepHYTh OIHMOKY, B IOJie
Taiim-ayT (MC);

— YKaXKuTe TaliM-ayT coeJluHeHus B 1ojie TaliMmayT coenquHeHus (Mcek);

— YKaXKuTe BpeMsi OXKHJIaHUs TIocyIe rnocieiHed onepanud LDAP 110 3aKpbITHSI COeIMHEHUS B

nosie TaiimayT Ge3neiicTBus (MCeK).

Haxxmure kHonky IIpumMeHUTH, 4TOOBI IPUMEHUTH BBIOPAHHbIE ITApaMeTphl.

YToOBl BOCCTAHOBUTH BCe IapaMeTphbl IO YMOJYAHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3HA4YeHHUs 10 YMOTYAHHUIO.

YToObI BOCCTAaHOBUTH II0 YMOJYAHWIO OJWH IApaMeTp, HAKMWUTE KHOMKY <7 HalpOTHB

HAMMEeHOBaHUS NdHHOI'O ITapaMeTpa.
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4.33.9 ITouck moJyinb30BaTeJiei

B paspesne Ilouck mosb3oBaTesieii HaCTpPOUTe rapameTpsl (puc. 115):

MoucK nonb3oBartenen ~

ATpubyTbl ANA 3anpoca

*+

. HaiiTu nonb3oBaTens nocne BXOAa B CUCTEMY

Base DN —

ou=SQUADUS+ou=Testers,dc=ad,dc=stageoffice,dc=ru

OunbTp

(objectclass=*)

Pucynok 115 — HacTpotika moucka mosyib3oBaresien

— YKaKUTe, Kakue aTpuOyThl JOJKHBI OBITh BO3BpalleHbl B 3arnpocax LDAP, pazmenus ux
3aIsITHIMH, B 110J1e ATPHUOYTHI JIs1 3alIPOCa;

— YCTaHOBHUTE IIepeKjIiro4aTeslb HaiiTi mosin3oBaTeis Iocjie BXxojaa B CHUCTEeMYy B II0JIOXKeHHe

@, 4ro6e! BemonHTH orck DN 10/1b30BaTess mocie IIPUBSI3KH, TaPAHTUPYS YCIeIIHOoe
CBsI3bIBAHME M TIpefoTBpalllas BXOJ C IYCThHIMU IApPOJISIMH, eClId 3TO pas3pelieHo

koHburypaiueit AD;
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— YKaXXUTe MOJIHOCThIO COOTBETCTBYIOlee oTiinuuTesibHoe uMs (OM) nojaepeBa npoTokosa
LDAP, xoTopoe Bbl XOTATe HAWUTH JIJIs TIOJIb30BaTesiel U rpymil, B rojie Base DN;

— yKaxuTe GUIBTP Uil Iosb3oBaresiell B mnosne PuiabTp. Ecin ykazaHo, TO TONbKO
I10JIb30BATeJIM, COOTBETCTBYIOIIHMe 3TOMY GUIIbTPY, CMOTYT BOUTU B cuctemy. Eciu ¢unbtp
He yKa3aH, BCe II0JIb30BaTeNld B Ipefejlax yKa3aHHOM 0a3bl JIoMeHa CMOTYT BOWTH B
CUCTeMY;

— YKaXkuTe 00J1acTh BUAMMOCTH (Scope) B mojie ObJ1acTs;

— yKaXkuTe I10J1e ITOMCKa 1ojb3oBaTesiel B nosie Iloste moucka;

— YKaXXUTe MaKCHUMaJlbHOe KOJIM4YeCTBO 3alucel, KoTopoe oToOpa)kaeTcsi Ha CTpaHUIle, B
nosie Pa3amep cTpaHUIIbI IOKUCKA;

— YKaXXUTe MaKCHMMaJlbHOe KOJIM4eCTBO pPe3yJIbTaTOB IOWCKa B osie OrpaHnyenye pa3mepa

IMOHUCKA. JTO YKCIIO JOJI?KHO OBITD 6OJ'IBH_IE, 49eM YHMCJIO B II0JIe Pa3Mep CTPaHUIIBI IIOUCKA.

Haxxmute kHonky IIpumMeHUTH, 4TOOBI IPUMEHUTh BEIOPAHHbIE [TapaMeTphl.

YTo6Bl BOCCTAHOBUTHL BCe IapaMeTphbl II0 YMOJYaHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3Ha4YeHHUs 110 yMOTIAHHIO.

YT0o6Bl BOCCTAaHOBUTH MO YMOJYAHUIO OMH TapaMerp, HaXKMWTe KHOMNKY €7 HalpoTHB

HAaWMMeHOBAdHUS NdHHOI'O IapaMeTpd.
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4.33.10 ITonck nosp3oBareieii (IpoBepKa rPyMIibl)

B pazznene ITonck nmosb3oBaTeseii (IpoBepKa rpymmbi) HaCTPoiTe napameTpsl (puc. 116):

Mouck nonb3oBaTeneit (NpoBepKa rpynnbl) A

. BkntounTb unbTp rpynn nonbsosatenen LDAP

Group ObjectClass

groupOfUniqueNames

ATpubyTbl Group ID

cn

Group Member Attribute

uniqueMember

Group Member Format

uniqueMember

Mms rpynnbl

SQUADUS

BoccTaHoBMTb 3Ha4€HUs MO YMON4aHWo

Pucynoxk 116 — Hacrpoiika moucka mosib3oBaresiei (IipoBepKa rpyIIIbl)

— YCTaHOBHUTe Tlepekiiio4yaTenb Bxkiawouuth ¢QmIbTp rpynn mnojab3oBarteneii LDAP B

nonoxerre @ [Wis BRIFOYEHUS ¢duibTpa rpynn nosb3oBaTtened LDAP;
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— ykaxkute Group ObjectClass ms unentudukaiuu rpyii B nojie Group ObjectClass;
— ykaxkute arpubyTtsl Group ID B nose Arpuoyrst Group ID;

— ykaxute Group Member Attribute B nmone Group Member Attribute;

— ykaxkute Group Member Format B mosie Group Member Format,

— YKaXXUTe UMs TPYIIIbl, K KOTOPOM NPUHAAJIeXXUT 110J1b30BaTellb, B ojie UMsa rpynimsl.

Haxxmute kHonky IIpuMeHUTH, 4TOOBI IPUMEHUTh BbIOpaHHbIE [TapaMeTphl.
YTo6BI BOCCTAHOBUTHL BCe IapaMeTphl II0 YMOJYaHUIO, HAXMHUTe KHONKy BoccraHoBHTH

3HAYeHUd 110 YMOJTYAHUI0.

YToOBI BOCCTAaHOBUTHL II0O YMO/TYdaHUKO OIWH IIapdMeTp, HA>XXMHUTe KHOIIKY “ HAIlIpOTHUB

HAaWMeHOBAHUS NdHHOI'O IapdaMeTpd.

4.34 Hactpoiika CKkBO3HOT0 HIHQpoOBaHUSA

J1y1st HaCTpOMKY CKBO3HOTO IMPOBaHUs BbIOepUTe Ha MaHeld HaBUTranuu NyHKT CKBO3HOe

nmdpoBaHHue U YCTaHOBHUTe HY)XHEIE TIepeKIIiodyaTeNy B onoxenve @ (puc. 117):

CKBO3HOe WndpoBaHue

. BrnroueHo

BKNroUMTb LM(pOBaHKe TWYHOV NEepernucKy Mo yMoNYaH1io
BKMHOUMTL LM(POBaHKe 3aKPbITbIX KaHaloB Mo YMOTYaH!Io

BoccTaHOBWUTL 3HaYeHWA MO YMON4YaHUio

Pucynok 117 — Hacrpoiika CKkBO3HOTO MKM(POBaHUS

— IepekrovarTeb BKIOUYeHO — Ipe/iHa3HaueH /il yIpaBieHUs BO3MOXKHOCTBIO CO3IaHUS
3alM(pPOBAHHBIX T'PYNII ¥ BO3MOXXHOCTBIO M3MEHSTh I'PYNIIbI U IPSIMble COOOIIeHUs IJIs
IIUPPOBaHUS;

— Iepektodarenb BxiaounTs mudpoBaHue JIMYHOH IIePeNMCKH II0 YMOJTYaHHI0 —
IIpe/IHa3Ha4eH /IJIs yIIpaBjieHUs 1MppPOBaHUeM JIMYHOU IepeluCcKY 110 YMOJIYaHHUIO;

— Iepekytodarenb BraouuTh mMH@poOBaHHe 3aKPHITHIX KaHAJI0B II0 YMOJYaHHUI) —

IpeaHd3Ha4eH I YIIpaBJIeHUs LHI/I(l)pOBaHI/IeM 3dKPbIThIX KdHAJIOB I10 YMOJIYdHHIO.
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Haxxmure kHonky IIpumMeHUTH, 4TOOBI IPUMEHUTH BbIOPAHHbIE ITApaMeTphl.

YToOBl BOCCTAaHOBUTH BCe IapaMeTphbl IO YMOJYAHUIO, HAXMHUTe KHONKy BoccraHoBHTH

3Ha4YeHusd 1o yMOJI4YdHHUI0.

YToOBl BOCCTAaHOBUTH 10 YMOJYAHUIO OJIMH IapaMeTp, HAXXMUTEe KHOIKY €7 HalpOTUB

HavMeHOBaHHs JdHHOI'O ITapaMeTpa.

4.35 Hacrpoiika coobmeHuii

Jlsis HacTpoMKU CcoObIIeHU BbIOepUTe Ha NaHenu HaBuranuu nyHkT CoobimeHue. 3ateM B

paboueli obyacTy HacTpouTe rapameTpsl (puc. 118):

CoobuieHue

. PaspewuTb pegakTupoBaHue coobeHui

3anpeTuTb pefakTupoBaHue coobLLeHuit Yepes (n) MUHYT

0

. PaspeluuTb yaaneHue coobLuieHuit

3anpeTuTb yaaneHue coobleHMin Yepes () MUHYT

0

PaSpeLIJMTb Hepacno3HaHHble CNal KOMaH4bl
. PaSpeLIJMTb nonb3soBaTenk BECTH NeEPEnUCKy ¢ CaMUM coboi

. Bcerpa uckaTb € NOMOLLbIO perynapHbixX Bblpa)KeHHﬁ “

BKNw4eHo
https://docs.mongodb.org/manual/reference/text-search-languages/#text-search-

languages

Pucynok 118 — ®parmeHT HacTpoek cooOIeHNH
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— HACTPOUTe TIapaMeTphl JIJIs peIaKTHUPOBAHUs COOOITIEHUH:
® YCTAaHOBUTe TepekiitouaTesib Pa3penuTs peJakTHpPOBaHHE COOOIIEHUH B TOJIOXEHUe
@ u1s BRIIFOUEHHS BOSMOXXHOCTH pelaKTUPOBaHUS COODIEHNH;

® yKaKhTe BpeMsi, 10 IIPOLIeCTBMM KOTOporo OyAeT yCTaHOBJIeH 3ampeT Ha
pelakTHpPOBaHUE COOOIEHUH B T0Jie 3anpeTHTh peAaKTHpPOBaHHe COO0IIeHHi Jepe3
(n) munyT. /{9 oTkIIO9eHusT 6;10KUPOBKY BBequTe «0»;

® yCTaHOBUTe IlepeknouaTesib OTodpaxkaTh craTyc «V3MeHeHO» B IIOJI0XKeHHe O
oTobpaxkeHUs craTyca «V3MeHeHO» Y OTpeaKTUPOBAHHBIX COODIIeHUH;

¢ YCTaHOBUTE IIepeKJIro4aTeslb COXpaHHTb HCTOPUIK0 pPedaAKTHPOBAHUSA COOGIIIEHI/Iﬁ B

II0JIOXKEeHHe . IJisk COXpaHeHUs UCTOPUU pelaKTUPOBAHUA COO6H.[€HPII>1;

— HACTPOUTe TIapaMeTphl JIJisl yIajleH:sI COODIIeHUIA:
® yCTaHOBUTe IlepekJytoyaresib PaspemuTh yajgeHne coo0mIeHuIl B [10JI0XKeH e ® 1
BKJIIOUEHHs] BOBMOXKHOCTH YZaJIeHHsl COODIIIeHNH;
® yKaXXUTe BpeMs, [0 IPOIIeCTBUM KOTOpPOTO OyJleT yCTaHOBJIEH 3allpeT Ha yjAajieHue
coO0OIIeHrH B 110Jie 3aNpeTUTh yaaJIeHHe CO00IeHuil yepe3 (n) MUHYT;
® ycTaHOBUTe mepekitodateiib OTo0paxaTh cTaTyc «YaJaeHo» B IOJIOXKeHue ® s

OTO6pa)KEHI/I$I CTaTyCa «Y,[[aJIEHO» IpyU yidJIeHnn COO6H.[€HI/I$I;

— YCTaHOBHUTE I1epeKJIiro4aTellb PaBPEIJII/ITB HepaClno3HaHHBbIE CJI3I KOMAHJBI B I10JI0OXKeHre

@ 119 ucnonb3oBanus Hepaclo3HAHHBIX CJIEIT-KOMaH]I;

— YCTaHOBHUTE TIepek/iovyaTeslb Pa3pemuTh IOJIb30BaTeNI0 BeCTH IEPelmHCKy C CaMHUM
coGoii B ronoxenre @ IS BO3MOXHOCTH BECTH MeperucKu C caMUM COOOW B 4aTe
CoxpaHeHHEI€;

— yCTaHOBHTe Tlepeksitodaresib Bcerma McKaTh ¢ MOMOIIBIO PeryJyisipHbIX BBIPaXKeHHUH B
nosnoxenre @ 719 BKIIOYEHHS TTOMCKA C TOMOIIBIO PETYIISPHBIX BHIPAKEHU;

— YKaKUTe MaKCUMaJIbHOe YHCJIO TOJIb30BaTesied Jijisi COOOITeH s, B KOTOPOM yIIOMHHAIOTCS
Bce moib3oBatenn (@all), B mome MakcuMaJbHOEe 4YHCIO II0JIL30BaTeleH s
COO0OIIeHUI C yYIOMHHAHHUEM BCeX;

— YKaOKUTe MaKCHUMaJbHO JOMYCTUMBIA pa3Mep cooOmeHnd B 1oje MakcuMaJbHO
JIOIYCTHMBII pa3Mep COOOIIeHHI;

— YCTAaHOBHUTe Iiepekitovareib Pa3pemmTs npeo0pa3oBaHHe IJIMHHBIX COOOIIEHHH BO

BJIOMKEHMS B I10JIO’KeHHe . JJIsA Hp€06p830BaHI/IH JJIMHHBIX COO6IH€HPII>1 BO BJIOXKEHH,;
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— yCTaHOBHUTe Tepekitodaresb Iloka3piBaTh coBeThI MO0 (OPMATHPOBAHHUIO B IIOJIOXKEHHE

O 1 0TOOpakeHUs! COBETOB 110 GOPMaTHPOBAHUIO;

— YKaXXUTe UHTepBajl BpeMeHU MeX]y COOOIIeHUsIMU OT OJIHOT'O I10JIb30BaTeJisi, Ip¥ KOTOPOM
3TH CoOoOIeHus: OYAyT CrpymnmupoBaHbl, B 1ojie Ilepuon rpynmupoBKH coobmieHuii (B
CeKyH/Iax);

— YCTAaHOBHUTe IepeK/iovyareib BCTpoeHHBIH NPOCMOTP CCHUIOK B IOJIOXKeHHe ® s
BKJIIOUEHHs ITPeJIBAPUTENIbHOTO IIPOCMOTPa 0Ny OJIMKOBAaHHBIX 110JIb30BaTEJISIMUA CCBIJIOK;

— ykaxwure 3arnpoc User Agent B nmosie BcraButhb 3anpoc User Agent;

— YKaXUTe IaTbl UCTeYeHWs] CpOKa JeHCTBHUS Kellla B 1ojie BcTaBUTH AaThl HCTedeHHS
CPOKa JIeliCTBHS Kella;

— YyKaXuTe T1epuoJl B MHHYyTaX, B TedeHHMe KOTOPOIO KAapTHHKU IMpeJIpocMoTpa
nepeucrionib3yiorcsi B 1osie  Ilepencmosib30BaTh KapTHUHKH IpeBapUTeIbHOI0
NMPOCMOTPA CCHLIOK, IePpHOJ B MUHYTAX;

— HaXMHUTe KHOTIKY OYHCTUTD ISl OUUCTKU Kellla;

— YKaXUTe CIIMCOK JIOTMHOB I0JIb30BaTeslel, pasjieleHHbIX 3alsiThiMH, B 1ojie OTKIIOYHUTH
BCTPOEHHBII MPOCMOTP IJIs1 MOJIb30BaTesel Jisl OTK/IIOUeHMsl JJaHHBIM I10JIb30BaTelIsIM
IIpe/IBapUTeJIbHOTO IIPOCMOTPA CChUIOK;

— YKaKUTe CIIMCOK XOCTOB uiM aaipecoB CIDR, pasneneHHbIX 3amsThiMH, B mojie BcraBUTH
UTHOpHUpYeMbIe XOCThI;

— YKaXXUTe CIIMCOK MOPTOB, pa3jlelieHHbIX 3alsThIMHU, pa3pelleHHbIX IS IpeBapUTeIbHOTO
IIPOCMOTPA, B 11ojie bezonacHbie MOPTHI;

— YKaXXUTe UCII0/Ib3yeMblii popMaT BpeMeHH B nojie PopMaT BpeMeHH;

— YKaXXUTe HUCII0JIb3yeMblii popMart JiaTel B mojie Popmar JaThl;

— YKaXXUTe HUCII0/Ib3yeMbli popMaT JIaThl ¥ BpeMeH! B 1osie Popmar 1aThl 1 BpeMeHH;

— YKQXHUTe YHCJIO [JIi MaKCUMaJbHOW BIJIOXKEHHOCTHM IWTaT B 1oje MakcumanbHas
BJIOK€HHOCTD IIUTAT;

— BbIOEpUTE CUCTEMHBIE COODIIeHUs], KOTOpPbIe He HY>KHO MTOKa3bIBaTh B 00JIACTU COODIIEHUH,
[P BO3HMKHOBEHWHU COOTBETCTBYIOIIEro COOBITHS, M3 BhINajatomiero cnucka CKphIBaTh
CHCTeMHBbIe CO00IIeHus;

— ompeJiesiiTe JIeWCTBHe C COODIeHHIMHU T0JIb30BaTesel, KOTOpble YIa/lsSiOT CBOIO YUeTHYIO
3aMuch, BbIOpaB COOTBETCTBYIOIIMM BapHaHT K3 BbINAJAIONIEro crnucka THn crupaHus
COO00IIIeHNS;

— YKaXUTe CIIMCOK $I3bIKOB IIPOrPaMMUPOBAHUS ISl TIO/ICBETKH KOJla B COODIIIEHHUsX B II0JIe

Crucok s13bIKOB NPOrpPaMMHPOBaHMS IS HOJCBeTKHU KOAQ;
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— yCcTaHOBHUTe TlepeksrodaTesib OTIpaBKa COO0IIEeHHIT Yepe3 MHKPOCEPBHUCHI B TI0JIOXKEHMe
@ 119 oTIpaBKYU COOBLLIEHNMIA Yepe3 MUKPOCEPBUCHL;
— yCTaHOBHMTe mepekiouare]s PaspemmMTs 3amuch BHAeo B mOjioXeHne @ i

BO3MOXKHOCTH 3amucy Buzeo. [1pu atom tun ¢aityioB 'video/webm' oimkeH ObITH B CIIHCKe

pa3peleHHbIX K repejade GaiyioB B pa3jiesie HaCTpoeK 3arpyska Ghaiiios;

— ycTaHOBHTe mepeirodarens [0Ka3pIBaTH 0TYET 0 MPOYTEHHH B NOJIOKeHWe @ i
oTOoOpaXkeHHsI OTYETa O IPOYTEHUH;

— yCTaHOBHTe Iepekiroyarers [1oApoGHBII 0TYeT 0 MPOYTeHHH B roIoXKeHne @, 4TO6bI
MOKA3bIBaTh OTYET O MPOYTEHUH BCEMH ITOJTydaTelIsIMU;

— YCTaHOBHTe IepeKyoYaTels PaspemnTs IpHKpenIaTs coodLieHns B nojoxkeHe @
9TOOBI pa3pelIruTh MPUKPEeIVIATh COODIeHUs Ha JTFoO0M KaHarle;

— YCTAHOBHTe TepeKyIoyaTelh PaspeluTh CHANIETHI B COOGLICHHSX B IOJoXeHne W |
YTOOBI pa3peluTh UCII0Ib30BATh CHUIIIIETHI B COOOITIEHUSX;

— YCTAaHOBHTe IepeKiIoyarels Pa3pelmMTh 0TMeYaTh COODIIeHHMsi B HOJOXeHne @

9TOOBI pa3peluTh OTMeYaTh COO0IIeHus (I00aBISATh B U3OpaHHOE).

Haxkxmure kHomnky IlpumMeHHTH, 4TOOBI MPUMEHUTH BEIOPAHHBIE TTApAMETPHI.

YToOBl BOCCTAaHOBUTH BCe MapaMeTphl MO YMOJTYAHUIO, HAXMHUTe KHONKy BoccraHoBHUTH
3HAYeHHUs 10 YMOTIYAHHIO.

YT106bl BOCCTAaHOBUTH II0 YMOJIYaHWIO OJWH IAapaMeTp, HaKMHUTEe KHONKY €7 HalpoTHB
HAaMMEHOBAHUS JaHHOTO MapaMeTpa.

Jlanee mepeiiuTe K JOMOTHUTEILHBIM HACTPOMKAM, JIJISl 3TOTO pacKpoWTe HYXKHBIM pasjer,
Ha)kaB KHOTIKY “ HANpPOTHB ero Ha3BaHUS:

— AutoLinker;

— ABTOMAaTHYeCKUH IIepeBo;

— DeepL;
— Google;

— Microsoft;

— Google Maps;
— IIpennpocmoTp migd Hex-11BeToB;

— CchUIKH Tpekepa 3a/4d4,

— Katex;
— Markdown;

— BiioxxeHus cooOIIeHUH;
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— "'ostocoBble coobiieHus.

4.35.1 AutoLinker

Paznen AutoLinker mnpennaznaueH s HacTpoviku mnpeobpasoBanus URL-ampecoB B

ccelikd. B paspene AutoLinker nactpoiite napamerpsl (puc. 119):

AutoLinker ~

. Brnro4eHo

Ypanatb npeduKcbi

. AutoLinker Scheme:// URLs
. AutoLinker 'www' URL-agpeca
. AutoLinker TLD URLs

PerynsipHoe BbipaxeHue URL-appeca AutoLinker

(://lwww\.).+

. AutoLinker Email

. MNopceeynsaTtb TenedJOHbl

(123)456-7890

BoccTtaHOBUTb 3HA4Y€HUSA MO yMON4aHWK

Pucynok 119 — Hacrpoiiku AutoLinker

— YCTaHOBHTe IepeKJtouaTelb BKII0UeHo B 1ojoxeHue @ s Brouerus AutoLinker;
— YCTaHOBHUTe IepeKsiouareb ¥YAalaaTh NpedHuKChI B IOJIOXKEeHUe ® COKpallleHUst

¢dbopmaTa CChIIOK;
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— ycranoBuTe mnepekiaodaTesib AutoLinker Scheme:// URLs B mnosnoxkenue ®

ucnonb3osanusg AutoLinker Scheme:// URLs;

— ycranoBuTe mnepekiodaTesib AutoLinker ‘www’ URL-agpeca B mosnoxeHue ® s

HpeO6p830BaHI/IH TeKCTa C BbIpaXXeHHueM «WWWw» B CCBIJIKH,

— ycranoBuTe mepekmodaTesib AutoLinker TLD URLs B mnonoxkenue ® s
1IpeoOpa30BaHuUsl JOMEHHbIX UMEeH B CChLIKY;
— ykaxkute peryispHoe BoipaxkeHne URL-agpeca AutoLinker B mone PerynsipHoe

Beipaxkenue URL-anpeca AutoLinker;

— ycraHoBuTe mnepeksodatenhb AutoLinker Email B nonoxenue ® 1 1peobpa3oBaHuUs

email-aipecoB B CCHUIKH;

— ycraHoBUTe TepekiitoyaTesib IloacBeunBaTh TeneoOHBI B IOJIOXKEHHe ®

BblJ/leJIeHUs] HOMepOB TeledpOHOB.

Haxxmure kHonky IIpumMeHUTH, 4TOOBI IPUMEHUTH BbIOPAHHbIE ITApaMeTphl.
YToOBl BOCCTAaHOBUTH BCe IapaMeTphbl IO YMOJYAHUIO, HAXMHUTe KHONKy BoccraHoBHUTH

3Ha4YeHud 1o YMOJIYdHHUI0.

YT1oObI BOCCTAaHOBUTH II0 YMOJYAaHHWIO OJWH IApaMeTp, HAKMWUTE KHOMKY <7 HalpOTHB

HAMMEeHOBaHUS NdHHOI'O ITapaMeTpa.

4.35.2 ABTOMaTH4YeCKHUI IIepeBo;

B pazpnene ABToMaTHYecKHI TlepeBO/ HacTpoKTe mapameTps! (puc. 120):

ABTOMaTU4YeCKUI NepeBo, N

BKNOYUTD aBTOMATUYECKUIA nepeeon

MocTaBLWMKK ycnyr

Google v

Pucynok 120 — Hacrpoiiku aBTOMaTr4deckoro rnepeBoja
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— YCTaHOBMTe IepeKJiodaTe/lb BKIIOYHNTL aBTOMaTHYeCKHIl TepeBof B mojoxenre 9,
YTOOBl BKJIIOYMTH aBTOMAaTHMYeCKUM I[1epeBOJi, KOTOPBbIM I103BOJIMT I10JIb30BATENsIM C
paspellieHMeM Ha aBTOMaTW4eCKHUi IepeBoj IepeBOJIUTh COOOIIeHUs Ha UX s3bIK. Moxer
B3UMaThC I1J1aTa;

— BbIOepuTe MOCTaBIIMKa YCIYT [IJ1s llepeBo/ia M3 Bbinajaoniero crnucka IlocraBmuk yciryr.

Haxxmute kHonKy IIpuMeHHUTBD, YTOOBI TPUMEHUTh BHIOPAHHbIE MTapaMeTpH.

YToOBl BOCCTAaHOBUTH BCe MapaMeTphbl MO YMOJTYAHUIO, HAXMHUTe KHONKy BoccraHoBHUTH
3HAYeHHUs 10 YMOTIAHHIO.

YT106bl BOCCTAaHOBUTH II0 YMOJIYaHWIO OJWH IAapaMeTp, HaKMHUTE KHONKY €7 HalpoTHB
HAaMMEHOBAHUSI JAaHHOTO MapaMeTpa.

Jlanee nepediiuTe B OHY U3 CIEYIOMINX BKJIATOK:

— DeepL;

— Google;

— Microsoft.

Bb160p BKJIAaJJKHW 3dBUCHUT OT BbI6paHHOI‘O IOCTaBIIUKA yCIIYT.

4.35.2.1 DeepL.

B pasnene DeepL. ykaxure kimtou APl B coOoTBeTCTByIoIeM Iojie M HaXMUTe KHOIIKY
IIpumenuTs (puc. 121).
JlaHHast HacTpoMKa IIPOM3BOJIMTCS, eCJIM B KadeCTBe IIOCTaBIIMKAa YCIyr B pasjese

AsToMaruyeckuii nepeBosn 6but BbIOpaH DeepL.

DeepL ~

Knroy API

Pucynoxk 121 — Hacrpoiiku DeepL
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4.35.2.2 Google

B pasgene Google ykaxwure kitou API B cooTBercTBylolleM Iojle M Ha)XXMHUTe KHOIIKY
IIpumenuTs (puc. 122).
JlaHHas HacTpoMKa IIpOM3BOJMTCSI, eCIM B KadeCTBe IIOCTaBIIMKa YCIyr B pasjese

ABToMaTu4deckuii nepeBos 6bu1 BeiOpaH Google.

Google ~

Kntoy API

Pucynoxk 122 — Hacrpoiiku Google

4.35.2.3 Microsoft

B paspene Microsoft ykaxkxure Ocp-Apim-Subscription-Key B cooTBeTcTBylOIIEeM mosie U
HaxkmuTe KHOTKy IIpumennTs (puc. 123).
JlaHHast HacTpoMKa IIPOM3BOJMTCS, eCJIM B KadeCTBe IIOCTaBIIMKAa YCIyr B pasjese

AsToMaTru4yeckuii nepeBos 6but BoiOpaH Microsoft.

Microsoft ~

Ocp-Apim-Subscription-Key

Pucynoxk 123 — Hacrpoiika Microsoft
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4.35.3 Google Maps

B paznene Google Maps Hactpolite napametps! (puc. 124):

Google Maps ~

Bknwounutb MapView

Kntou Google Static Map API

Pucynok 124 — Hacrpotika Google Maps

— yCTaHOBHUTe TepeKoyaTesb Brmounts MapView B nonoxerue @, 9To6bI BKIIOYUTh
MapView. Ilpu BxioyeHHoM MapView ciieBa B 1osie Jjisi BBOAA COOOIEHUN OyeT
0TOOpaXkaThCsl KHOTIKA JI7Is1 0OMeHa JJaHHBIMU O MeCTOIIOJIOXKeHHUH;

— ykaxkure k049 Google Static Map API B mose Kirrou Google Static Map API.

Haxxmute kHonky IIpuMeHUTH, 4TOOBI IPUMEHUTH BHIOPAHHbIE [TapaMeTphl.

YTo6BI BOCCTAHOBUTHL BCe IapaMeTphl II0 YMOJYaHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3Ha4YeHHUs 110 yMOTIAHHIO.

YTo6Bl BOCCTAaHOBUTH MO YMOJYAHUIO OJMH TapaMerp, HaKMWTe KHOMNKY €7 HalpoTHB

HAaWMeHOBAHUS NAHHOI'O IapaMeTpd.
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4.35.4 IIpennpocmotp nis Hex-nBeroB

B pasnene Ilpegnpocmorp s Hex-nBeToB ycTaHOBUTe Iepekiiiovareiib BriiodyeHo B

I10JIOXKEeHHre . JJId BRUIFOYEHUA IIpedJIIpoCcMOTpa HEX-L[BeTOB U HAXMHUTe KHOIIKY HPHMEHHTL

(puc. 125).

ij He Bruttovaiite 1anHyio GpyHKIMIO OJJHOBpeMeHHO C pyHkIirer CChIIKYA TpeKkepa 3a/1ay.

MpepnpocmoTp Hex-uBeToB A

. BknwoyeHo

Pucynok 125 — Hacrpoiika npegnpocmorpa s Hex-1iBeToB

4.35.5 CcpuIKkH Tpekepa 3aa4

B pasnene Ccbuiku Tpekepa 3aj1ay HaCTpouTe mapaMmeTpsl (puc. 126):

CcbIIKU TpeKkepa 3aaay ~

BknroyeHo

LLla6noH ccbinok Ha 3afjaqu

Pucynoxk 126 — Hacrpoiika ccbliok Tpekepa 3aj1a4d

— YCTaHOBHUTE IIepeKJIro4YaTeslb BrurioueHo B IoyioXkeHHe ., YTOOBI BKJIIOYUTH CCBUIKU

TpeKepa 3a/1ay;
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He BkitouaiiTe faHHYI0 QYHKIMIO OJHOBpeMeHHO C ¢yHKuWed I[IpenBapuTenbHbIN

npocMotp Hex-1iBera.

— YKaXXurte 1m1abJI0H CCHUIOK Ha 3d/1d49M B II0JIe I1Ta6/10H CCHLUIOK Ha 3a/1aH.

Haxxmure kHonky IIpumMeHHUTH, 4TOOBI IPUMEHUTH BBIOPAHHbIE ITApaMeTphl.
YToOBl BOCCTAaHOBUTH BCe IapaMeTphbl IO YMOJYAHUIO, HAXMHUTe KHONKy BoccraHoBHTH

3Ha4YeHud 1o yMOJI4YdHHUI0.

YToObI BOCCTAaHOBUTH II0 YMOJIYAaHHWIO OJWH IApaMeTp, HAKMWUTE KHOMKY <7 HalpOTHB

HavMeHOBaHHs JdHHOI'O ITapaMeTpa.

4.35.6 Katex

B pasnene Katex nHacrpoiite napamerpsl (puc. 127):

Katex ~

. Katex BkntoyeH

http://khan.github.io/KaTeX/

. PaspewwTb Parenthesis Syntax

PaspewwTb Dollar Syntax

Pucynok 127 — Hacrpotika Katex

— ycTaHoBMTe mepekimoyaTenh Katex Briouen B mnonoxenve @ uid paspelieHus
rcnosyib3oBaHus Katex [i1s orobpakeHHss MaTeMaTU4eCKUX CUMBOJIOB;

— ycTaHOBMTe Ilepekiodarens Paspemmrts Parenthesis Syntax B monmoxenwe @ g
paspelieHust UCIoyib3oBaHus cuHTakCUCOB [katex block] u (inline katex);

— ycraHoBuTe Iepekntodarenb Paspemmts Dollar Syntax B mosioxeHue O s

paspeliieHus UCOIb30BaHus cuHTakcucoB $$katex block$$ u Sinline katexs$.
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Haxxmute kHonky IIpuMeHUTH, 4TOOBI IPUMEHUTh BbIOPAHHbIE [TapaMeTphl.
YTo6BI BOCCTAaHOBUTHL BCe IapaMeTphbl II0 yMOJYaHUIO, HAXMHUTe KHONKy BoccraHoBHTH

3HAYeHUd 110 YMOJTYAHUI0.

YToOBI BOCCTAaHOBUTHL IIO YMO/TYdHUKO OIWH IIapdMeTp, HA>XXMHWUTe KHOIIKY “ HaIIpOTHUB

HaMMEHOBAHUS JdHHOI'O IIapaMeTpa.

4.35.7 Markdown

B pasnene Markdown HactpoiiTe mapameTtps! (puc. 128):

Markdown A

Mapcep Markdown

OpurMHanbHbINA v

. PaspewwuTb 3aronosku Markdown B coo6uieHusax

Moppepxusats Markdown cuctemy ccbinok

http,https

Enable Marked GFM

Enable Marked Tables
Enable Marked Breaks
Enable Marked Pedantic
Enable Marked Smart Lists
Enable Marked Smartypants

BoccTaHOBUTbL 3HAa4eHUA Mo yMOn4aHuro

Pucynok 128 — ®parment Hactpoek Markdown
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— BeIOepuTe mapcep Markdown u3 Beimagaroriero ciucka IlTapcep Markdown:
e OTKIIIOUeHO;
e Opur"HaIbHBIN;

e Marked;

— 1pu BbIOOpe napcepa OpUrHHAIBHBIN HACTPOWTE CIeAYIONINe TapaMeTphI:
® YCTAaHOBUTe TIepektovyaTesib PadpemmmTs 3aronoBkum Markdown B coobieHusix B
nonoxenue @ g paspemenus 3aroioBkos Markdown B cOOBIIeHHSX;

® yKakKhTe CIMCOK paspelieHHbIx Markdown cucreMm, pasfielleHHbIX 3alsSITHIMU B II0JIe

IHonnep:xuBats Markdown cucremy CChUIOK;

— 1ipu BbIbope napcepa Marked nactpolite napamerpsl 6ubnuorexky Marked ajis nonydyenus
HTML n3 Markdown. [y 3TOro ycraHoBUTe Cilefylollye IepeKIodareiiy B I0JI0XKeHHe
@ s BKTIOYeHUA TpeGyeMbIX TapaMeTpOB:
e Enable Marked GFM;
e Enable Marked Tables;
e Enable Marked Breaks;
e Enable Marked Pedantic;
e Enable Marked Smart Lists;

e Enable Marked Smartypants.

Haxxmute kHonky IIpuMeHUTH, 4TOOBI IPUMEHUTH BbIOPaHHbIE [TapaMeTphl.

YTo6BI BOCCTAHOBUTHL BCe IapaMeTphbl II0 yMOJYaHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3Ha4YeHHUs 110 yMOTIAHHIO.

YTo6Bl BOCCTAaHOBUTH MO YMOJYAHUIO OMH TapaMerp, HaXKMWTe KHOMNKY €7 HalpoTHB

HAaWMMeHOBAHUS NdHHOI'O IapdaMeTpd.
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4.35.8 Bioxkenust cooomieHmit

B paznene BioxkeHust coobdmenuii HacTpoiiTe mapamerpsl (puc. 129):

BnoxeHus coob6LeHUiA ~

. MpynnUpoBaTbh MKOHKU BIIOXEHUIH

YnaneHue metagaHHbix EXIF s noggepxusaembix dannos

BoccTaHoBUTb 3Ha4YeHUs No yMON4aHUu

Pucynoxk 129 — Hacrtpoiiku BiioxkeHUH COOOITIeHUH

— yCTaHOBMTe TlepeKiioyaresb I'pynnmupoBaTh HKOHKH BJIOMKEHHI B 1ojIoxeHve @
ITPYNIUPOBKM HKOHOK B PacCKpbIBalOIIeMCs MeHI0. JTO II03BOJIMT COKOHOMMUTD
IIPOCTPAHCTBO;

— YCTaHOBHUTe Iiepekitodaresib YpaaneHue meTrasaHHbix EXIF u3 moamepxkiBaeMbIx

daiinos B nonoxenne @ ns ynanenus metagaHubix EXIF u3 daiinos uzobpaskeHuii

(jpeg, tiff u op.).

Meranannble He OynyT yaajgeHbl U3 ¢aiyioB, 3arpy>KeHHbIX A0 BKJIIOUEHHUS 3TOH

HACTPOUKHU.

Haxxmute kHonky IIpuMeHUTH, 4TOOBI IPUMEHUTH BbIOPAHHbIE [TapaMeTphl.

YTo6BI BOCCTAHOBUTHL BCe IapaMeTphbl II0 YMOJYaHUIO, HaXMHUTe KHONKy BoccraHoBHTH
3Ha4YeHHUs 110 yMOTIAHHIO.

Y106l BOCCTAaHOBUTH MO YMOJYAHUIO OMH TapaMerp, HaXKMWTe KHOMNKY €7 HalpoTHB

HAaWMMeHOBAHUS NAHHOI'O IapaMeTpd.
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4.35.9 T"os10CcOoBBIE COODOIIIeHUS

B paznene I'ostocoBbIe coodmenus HacTpoiiTe napamerpsl (puc. 130):

lonocoBblie coobLLeHns ~

. AKTVIBVIPOBBTI: 3anvcb ayauno

BUTpelT ronocoBbix cOoBLLEHMI

32

Pucynok 130 — HacTpoiiku rojioCoBBIX COOOIIEHUH

— YCTaHOBHUTE IIepeKjito4aTellb AKTI/IBI/IPOBaTB 3allUCb 4yau0 B II0JIOXKeHHe . JJIA
BKJIIOYeHH s BO3MOXXHOCTH 3aITMCH I'OJIOCOBBIX COO6Hl€HHfI;

— YKaKUTe OUTPEUT TOJI0OCOBBIX COODIIEeHUM B 1oJie BUTPeHT roiocoBbIX COOOIIeHHI.

Haxxmute kHonky IIpuMeHUTH, 4TOOBI IPUMEHUTh BbIOPAHHbIE [TapaMeTphl.

YTo6BI BOCCTAHOBUTHL BCe IapaMeTphbl II0 yMOJYaHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3Ha4YeHHUs 110 yMOTIAHHIO.

Y106l BOCCTAaHOBUTH MO YMOJYAHUIO OMH TapaMeTp, HaXKMWTe KHOMNKY €7 HalpoTHB

HAaWMMeHOBAHUS NAHHOI'O IapaMeTpd.
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4.36 HacTpoiika y4eTHBIX 3alICeH

[[J'Iﬂ HaCTpOﬁKH YUYETHBIX 3anvceu BbI6epI/ITe Ha TIaHEeJIX HaBUI'dllUW ITYHKT YuerHnie

3amMcH. 3areM B pabouel o6iacTy HaCTpouTe napameTpsl (puc. 131):

Y4yeTHble 3anucu

PaspelunTb YTeHUe aHOHUMHbBIM MONb30BaTENAM

PaspeluTs nucaTh aHOHUMHBIM MONb30BaTENAM

PaspelunTb Nonb3oBaTeNsaM YAanaTb co6CTBEHHbIE YYeTHbIe 3arucH
PaspeluuTb Nonb3oBaTento U3MeHATb HaCTPOWKYU Npoduns
PaspelumnTb nonb3oBaTento M3MeHATbL aBaTap

PaspelunTb cMeHY UMEHH

PaspelunTb nonb3oBaTeNnbcK1e CTaTyChbl

PaspelunTb rocTeBon JOCTyn

Paspeume W3MEHATDb NOrMH

. PaspelwnTb U3MeHATbL agpec 3]'IeKTp0HH0l:"I Mo4YTbI

Pucynok 131 — ®parmMeHT HaCTpOeK y4eTHBIX 3aliCen

— YCTaHOBHUTE IIepeKJiro4aTeslb Pa3pemnTb 4yTeHue aHOHMMHBIM II0JIb30BaTeJIIM B

II0JIOXKEeHHe . JJIs1 BKIIFOYeHHs BO3MOJXKHOCTH 4YTeHHWA AaHOHHMMHBIM II0JIb30BATEJIsSIM.
HeaBTOpI/IBOBaHHbIe II0JIb30BaTe/In CMOI'YT YWUTATb COO6IH€HI/ISI TOJIBKO B OTKPBITBIX

KaHaJIaX;

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOI'MW», 2013-2024 189



MownOdounc

— YCTaHOBHUTE IIepeKJiro4aTeslb Paspemnu. IIHCAaTh AHOHHMHBIM II0JIb30BaTeJISIM B

II0JIOXKEeHHe . JJIs1 BKUIFOYeHHsI BO3MOXKHOCTH IIMCATb AHOHHMMHBIM I10JIb30BATeJISAM.
HeaBTOPI/IBOBaHHbIE II0JIb30BaTe/IM CMOI'YT IIMCATb COO6H.[€HI/I$I TOJIBKO B OTKPBITBIX

KaHaJlaX;

— YCTAaHOBUTe Ilepekiiovareib Pa3pemuTh mN0OJb30BaTeNsAIM YAAIATH COOCTBeHHbIe

y4yeTHbIe 3alHMCH B II0JIOXKeHHe © i BKIIOYEHHS BO3MOXHOCTH yIajeHus
COOCTBEHHBIX YUYeTHbIX 3anuced. Eciu nosbp3oBaTesib yaasseT CBOIO yUeTHYIO 3alMCh, BCe

ero COO6H.[€HI/I$I TaKXe YIaJIAI0TCA;

— YCTAaHOBWTe IlepekiioyaTesib Pa3pemmmTh NOJb30BaTeNll0 H3MEHSTh HACTPOHKH

IIpO(l)I/IJISI B IIOJIOXKeHHe . JJId BKIIFOYeHHsI BO3MOJXXHOCTH IIOJIb30BATeII0 U3MEHSThb

HACTPOWKH NMPODUIIS;

— YCTaHOBHTE IIepeKjiro4aTeslb Pa3p9H.II/ITb II0JIB30BATE@JII0 H3MEHATb aBaTap B II0JIO’KeHHe

. IJId BKIIFOYEeHHKS BO3MOXXHOCTH I10JIb30BaATEJII0 U3MEHATE aBaATdap,

— YCTaHOBUTe TIlepekiitoyaTesib Pa3pemmTh CMeHy HMeHH B IIOJIOXKeHHe ®

BKJIIOYeHMs BO3MOXXHOCTH I10JIb30BATE/I0 U3MEHATHb UMSI;

— YCTaHOBHUTE IIepeKJIiro4aTesib Paspemnu. IM0JIB30BaTeJIbCKHeE CTATYyCHhI B II0JIOKEHHe .

JJ1d BKJIFOYeHHWs BO3MOKHOCTHU YCTAaHABJIMBATb M0JIb30BATEJIbCKUI CTaTyC;

— YCTAaHOBUTe TlepekyitoyaTesib Pa3pemuTh rocreBOoM HOCTYH B IIOJIOXKEHHe O

®

BKJIFOUYEHUS BO3MOXKHOCTU HODOABIATH rOCTel B Oecenl.

st KoppekTHOM paboThl (YHKIMKM TOCTEBOrO0 JOCTylla HeoOXOAWMO 3a/1aTh

oIpeJeJieHHbIe HACTPOUKH.

— YCTAHOBUTE IIepeKJIovaTeslb Pa3peume H3MEHATh JIOTHH B IIOJIOXKeHUe . JJIsL

BKJIIOYeHH A BO3MOXHOCTH I10JIb30BATe/II0 U3MEHATD JIOTHH;

— YCTAHOBUTE IIepeKJIovaTellb PHBPEIHHTL H3MEHATb aJpec BHEKTPOHHOﬁ IIOYTBI B

II0JIOXKEeHHe . OJi1  BKJIIOUEHHs BO3MOXXHOCTHU TIIOJIb30BATEJIIO H3MEHATH aAapecC

SHEKTpOHHOﬁ ITIOYTHI;

— YCTAHOBUTE IIeperyiro4dTelIb Pa3pemnTb CMeHY IIapoJid B IIOJIOXeHHe . JJIsL

BKJIIOY€HHWS BO3MO’KHOCTH I10JIb30BATeJII0 U3MEHAITH I1dpO0JIb OT quTHOﬁ 3adIlINCH;

— YCTAHOBUTE IIepeKJIrovaTellb Pa3peume H3MEHEHHEe IIdpoJda IJId noJib30BaTesei

OAuth B mnonoxenue . IS BKJIIOUEHUS BO3MOXHOCTU mnojb3oBaTensM OAuth

HU3MEHATh I1apoJib OT YHETHOﬁ 3dIIMCH;
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— YCTAaHOBWTe IlepekiitoyaTesib Pa3pemmTh yBeoMJleHHsI IO 3JIEKTPOHHOH IIOYTe B

nonoxerre @ U BKIIOYEHHs BO3MOXXHOCTH OTIIPABKU YBEIOMJICHUI 110 3/IeKTPOHHOM
oyuTe;

— YKaXUTe  TIOJIb30BaTelbCKHe TIOJiS B  CBEIEHUSIX O  I[IOJIb30BaTejlie B IIOJIe
ITosb30BaTeILCKHE NOJIS B CBeIEHHUSX 0 II0JIb30BaTeJe;

— YKakuTe B JOHIX CPOK JIEMCTBUS aBTOpU3aIuu B mojie Cpok meiicTBHS aBTOpH3anuu (B
IHAX);

— ycraHoBuTe Tepekstodarensb IlokaspiBaTh GopMy BXxoJa IO YMOJYAHHIO B TIOJIOXKEHUE

@ 1715 oToGpakeHHst GOPMBI BXOJA 110 YMOITYAHHMIO;

— YKaXKHTe TO/ICKa3Ky, KoTopas OyeT oTobpakaTbCs 1is 10JIsi AJipec 31eKTPOHHOMH MOYTHI
WIN JIOTHH TIpYM BXOJle B y4YeTHyI0 3amuch, B noje Ilomckaska musi mossti ""Anpec
3JIEKTPOHHOM MOYTHI HJIH JIOTHH'' IPH BXOJIE;

— YKaXuTe TMOJICKa3Ky, KoTopas Oymer orobpaxkarbcs s moisi Ilaposs mpu Bxome B
YYeTHYIO 3aruch, B osie Ilogcka3ka mis nosnsa ""Ilaposs' npu Bxope;

— MOBTOPHO YKa)kWUTe TIOZCKa3Ky, KoTopas OymeT orobpaxkartbcs ais mnosis Ilapons npu
BXOJle B YYeTHYIO 3amuch, B nosie IlogrBepaure moackasky mis moist «Ilapoas» mpu
BXOJI€;

— YCTaHOBHUTE IepeKJItoYaTeslb 3JaBepIINTh CEeCCHI0 I0JIH30BaTe sl IIPH 3aKPBITHH OKHA B
MIOJIOXKEeHHe @ un 3aBepuieHMs ceccHM IIOJIb30BATeNs U 3aKPHITMM OKHA
TIPUJIOKEHMSI;

— YKa)XuTe TIOJIsl, KOTOpBIe CleflyeT yYUTBIBaTh IPH IMOWCKe Tojb3oBarened, B mose Ilosis,
KOTOPBIE CJIe[lyeT YIUTHIBATh IPHU IIOUCKE;

— BbIOepUTe, 4TO OyZeT OToOpakaThbCsl NMPH OTKPBITUM TaHend Karamor — KaHaibl WK
MIOJTb30BATEJIH, U3 BhIMAAmoIIero cnicka CIHCOK KaTaJIOroB M0 YMOJTYAHHIO;

— YCTaHOBUTe TepekiitoyaTesib PaspemmTh ycraHaBauBaTh cratyc «HeBumumbrii» B

nonoxenre @ U BKIIOYCHUS] BO3MOXHOCTH yCTaHaBIMBaTh cTaTyCc HeBUAMMBII;

— yKaxuTe B T1oje BJjokupoBaTh JIOTHH KJIHMEHTOB CO CJIeAYHNIUMH 3HAYeHHSIMH
3aronnoBka User-Agent peryisipHble BbIpakeHHs, IO KOTOPbIM OYyIyT OJIOKHPOBATbCS
MOMNBITKKM aBTOpu3anuu. [Ipu monbiTkax aBTOpM3anuu depe3 kineHT, HTTP-3aronoBok
User-Agent KoTOporo IomajiaeT IOfA XOTs Obl OAHO W3 PeryJsipHbIX BbIpaXKeHUH,
Bo3Bpamaercs ommbka «Baw User-Agent 3abaokupo6aH. Bocnoab3ylimecb Opyeum

bpay3epom, Oeckmon uau MOOUNTbHbIM NPUAOHCEHUEM).

Haxxmute kHonky IIpuMeHUTH, 4TOOBI IPUMEHUTh BEIOPAHHbIE [TapaMeTphl.
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YToOBl BOCCTAHOBUTH BCe IapaMeTphbl IO YMOJYAaHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3Ha4YeHHs 110 YMOJTYaHHUIO.

YT1oObI BOCCTAaHOBUTH II0 YMOJYAHHWIO OJWH IApaMeTp, HAKMWUTE KHOMKY <7 HalpOTHB
HauMeHOBaHMs JJaHHOT' O I1apaMeTpa.

Hanee nepeiiiuTe K JAOMOJIHUTEIbHBIM HACTPOWKAM, JIJISI 3TOTO PACKPOMTEe HY>KHBIA pasfiedn,
HaKaB KHOIIKY ¥ HAIPOTUB ero Ha3BaHUS:

— Hacrporiku nonbs3oBareis 10 YMOJTYaHUIO;

— Agarap;
— Iframe;

— HeypayHble MOOBITKY BXOJIA;

— KXypHan Bxoi0B;

— Hcropus naposiey;

— JlonuTHKa IapoJIeH;

— Perucrpanus;
— JIByxdakTopHas ayTeHTUGUKAIIH.
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4.36.1 Onmcanue KONOJIHUTEIBHBIX HACTPOEK

4.36.1.1 Hacrpoiiku moyib30BaTesIs 0 YMOTIYAHHIO

B pasnerie HHCTPOﬁKH MOJIB30BATeJId II0 YMOJIYdHHUIO HaCTpOﬁTe MapaMeTpbl, KOTOpPLIe

OyIyT 1O yMOJIYaHUIO YCTAHOBJIEHBI /ISl YUeTHBIX 3alucel nosib3oBaTeneit Squadus (puc. 132):

HachOFlKH nonb3oBaTena No yMmon4aHuwo ~

. OTo6paxaTb BpeMs nocnegHei akTUBHOCTM Nonb3oBaTenei “

. PaspelunTb NoNb30BaTeNsM HacTpauBaTh 0TOBPaXKeHWe BPeMeHW NocNeaHen
aKTUBHOCTH

. ABTOMaTUYECKOE U3MEeHeHWe cTaTyca Ha "HeT Ha mecTe"

Mepuogd OTCYTCTBUA aKTUBHOCTY (B CEKyHAAX)

300

Tpe6oBaTb B3aMMOAENCTBNA ANA OTKNOHEHUA YBELOMEHWA

3ByKDBbIE OnoBeLEHNA Ha paéoueM cTone

YnomMuHaHus ~

Pucynok 132 — ®parmeHT HaCTpOeK M0JIb30BaTeJs [0 YMOTYaHUIO

— ycTaHoBUTe  TepekioyaTesib  OToOpaxaTh BpemMsi MNOCTIeAHeH  AKTHBHOCTH
moJib3oBaresieit B nonoxenue @, uTo6Ll B Geceme oTob6paXkanoch BpeMs IIOCHIenHeid
aKTUBHOCTH T10JIb30BaTeJIel;

— YCTaHOBHUTe Iepekitovyareiib Pa3pemmmTs MmojIb30BaTeIsiM HacTpPanMBaTh O0TOOpaXkeHHe
BpeMeHH IOCIeJHell aKTHBHOCTH B mojiokeHue @, uTOGBl B MOJIb30BaTeIbCKUX
HacTpoiikax B pasnene IIpucyrcrBue mnoJsb3oBaTesss OTOOpaXkaics IepekyIrovarelib
Iloka3pIiBaTh BpeMs HOCTeAHeHl AaKTHBHOCTH, C IIOMOIIbIO KOTOPOTO IOJIb30BaTeNd

CMOTYyT BEll'IpeH.[aTb/ pa3peniaTs IIOKAa3bIBATh BpeEMS UX ocJjieqHer aKTUBHOCTH;
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— HaCTpONTe MapaMeTpbl aBTOMAaTUYeCKOIo HM3MeHeHMs cTaryca mojb3oBarens Ha Her Ha
MecTe 110 YMOJTYaHUIO, AJIs 3TOTr0:
® YCTAaHOBUTE Iepek/iovaTelib ABTOMaTH4eckoe H3MeHeHHe craryca Ha '"'Her Ha
MecTte" B nosoxxenve @ Ul aBTOMaTUYeCKOTO M3MEeHeHMs CTaTyca II0JIb30BaTesld Ha
HeTt Ha MecTe, eciii OH He TPOSIBJISLI aKTUBHOCTb B TeueHUe BpeMeHH, YKa3aHHOIrO B
nosie Ilepuoy 0TCYyTCTBHS aKTUBHOCTH (B CEKYH/IaX);
® yKa)kKHTe BpeMsl HeaKTUBHOCTH I10J1b30BaTeJis B nojie Ilepuoa oTCyTCTBHSA aKTHBHOCTH

(B cexyHmax);

— yCTaHOBUTEe IlepekitoyaTellb TpeboBaTh  B3aMMONEWCTBHSA  JJISI  OTKJIOHEHHUS
YBeOMJIeHH I B IIO70)KeHre @, UTOBHI 10 YMOJTIAHKIO YBeIOMICHHs Ha PaGoueM CTole
He HCYe3ajM CaMOCTOSITeJIbHO, a II0/Ib30BaTelll0 ObUI0 HeoOXOJMMO 3aKpblBaTh MX
BPYYHYIO;

— BbIOepUTe M3 BBINAJAIOIIEr0 CHMCKAa 3BYKOBBIE OIOBellleHHsI Ha paboueM cToJie

yBeoOoMJIeHHs, KOTOpbIe 110 YMOJIYdHUIO 6y,Hy'T IMMpUXOOUTH CO 3BYKOM:

e Bce cooOmeHusi — TIOJIb30BATENI0 OyIOyT TPUXOIUTh YyBemoMyieHHs 000 Bcex
COODIIEeHUSX;
e YioMuHaHHA — TI0JIb30BaTeMi0 OyAyT TPUXOAUTH YBEAOMJIEHHS TOJIbKO O

COO6H.[€HI/I$IX, CoiepXKaluXx YIIOMUHaHHWe I10JIb30BaTeJId;

e Huuero — naHHBIN BUJ| YBeJJOMJIeHUI OyIeT OTKIIIOYeH;

- BbI6epI/ITe M3 BbIIIaA4IOIIero CIIMCKa YBEHOMJIEHI/IH Ha paﬁoqu CTOJIe YBeJOMJIEeHU

pabodero cTojia 10 yMOIYaHUIO:

e Bce cooOmeHusi — TIOJIb30BATENI0 OyIOyT MPUXOIUTh YBemoMyieHHs 000 Bcex
COODIIEeHUSIX;
e YioMuHaHHA — TI0JIb30BaTeli0 OyAyT TPUXOAUTH YBEAOMJIEHUS TOJIbKO O

COO6H.[€HI/I$IX, CoiepXKaluXx YIIOMUHaHHWe I10JIb30BaTeJId;

e Huuero — 1aHHBIN BUJ| YBeJJOMJIeHUI OyIeT OTKIIIOYeH;

— BbIOEpUTE U3 BBIMAJAIONIETO CIKMCKA YBeIOMJIEHHSI Ha MOOWJIBHOM YCTPOMCTBe
yBeIOMJIeHUs], KOTOpbIe 110 YMOJTYaHUIO OYAyT MPUXOIUTh Ha MOOMJIbHBIE YCTPOMCTBA:
e Bce cooOmeHusi — TI0JIb30BATENI0 OyIOyT TPUXOIUTh YyBemoMyieHHs 000 Bcex

COOOIIPHUSAX;
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e YnnoMuHaHUSI — T0JIb30BaTeio 6y,I[y'T MpUxXognuTb yYBeJOMJIEHUA TOJIbKO O
COO6H.[€HI/I$IX, CoiepXKalux YIIOMUHaHHWe I10JIb30BaTeJId;

e Huuero — jaHHBIN BUJ| YBeJJOMJIeHUI OyIeT OTKIIIOYeH;

— YCTAHOBUTE IIepeKJItovaTellb 3HaYoK o0 HEIIPpOYUTaHHbIX COOGIIIEHI/IHX B o0Jsactu

YBeIOMJIEHHIT B TOJIOXKeHHe ®, 4ro6s 10 yMOJTYaHHIO Ha UKOHKe B Opay3epe W Ha
MKOHKe HaCTOJILHOTO TPWIOXKEeHUs] OTOOpaXKaloCh KOJMYECTBO BCEX HEMPOYUTAHHBIX
COO0DIIIeHUI Ha CepBepe;

— YCTAHOBUTE IIepeKJIrovaTellb HUcnonb3oBaTh IMO/A3U B IIOJIOKeHHe ., YTOOBI IO

YMOJITYaHHIO KHOIIKA & B none BBojA TeKCTa 6bUIA AKTHBHA, TO €CTh II0 IIeJTYKy Ha Hee
OTKpbIBa/IacCh I1aHeslb BbIOOpa 3MO/I3H;

— ycraHoBuTe mepekitoudaTesib KonBeprupoBats ASCII B 3Mon3m B 1mosoxeHue ]
9TOOBI 10 YMOJIYaHUIO IIPA OTIPaBKe U MojaydeHUH 3Moxasu B Bune ASCII-cumBoIIOB KOA
1Ipe06pa30BbIBAIICS B HY)KHBIN 3MO3Y;

— yCTaHOBUTe IepekiitoyaTeb ABTO3arpy3ka H300pakeHHIl B I10JIOXKeHHe ©, urobsr
NoJTyyeHHble HM300pakeHUs1 Cpa3dy OTOOpakajiiChb B 00JIaCTU COOOIEHUH, B MPOTHBHOM
CJly4ae BMeCTO TIOJTy4YeHHOTO coobIeHus OyieT oTobpaxatbcs obmacts Haxxkmure, 4T00BI
3arpy3HTh;

— yCTaHOBUTe IlepekyiodaTesib BKIIOYHTH pexxuM 3KOHOMHH TpaduKa I MOOMIBHBIX
YCTPOHCTB B IIOJIO)KeHHe ©, 4robH BKIIOUHTH 10 YMOJTYaHUIO PEeXHUM 3KOHOMUU
TpaduKa A1 MOOUIIbHBIX YCTPOWCTB;

— yCTaHOBUTe IlepekitodaTeib (CBopaunBaTh BJIOKeHHbIe MelHa II0 YMOJYaHUIO B
nonoxenre @, 4TO6BI 110 YMOJIYaHUIO TIOJIy4YeHHble U OTIpaBjieHHble Menuadaiiibl
0TOOpaXkajluch B CBEPHYTOM BUJIE;

— yCTaHOBUTe Iepekitodarenb CKpbIBaTh HMeHa II0JIb30BaTeleil B II0JIOKeHHe ]
9TOOBI 110 YMOJIYAaHUIO HaZ, COOOIIEeHMsSMU OTOOpakajMCh TOJILKO MMeHa I0JIb30BaTesiel,
6e3 JIOTMHa;

— yCTaHOBHUTe nlepekiitouaTesib CKpbIBaTh POJIH I0JIb30BaTes el B I10JI0)KeHNe ©, uroGn
II0 YMOJTYaHUIO HaJl COOOIIeHUSIMU PSJIOM C MMeHeM I10JIb30BaTessi He 0ToOpakanach poJib
I10JIb30BaTeIs;

— ycraHoBUTe InepekitodaTesib CKpbIBaTh NPaBYyI0 0OKOBYH IaHeJb II0 IETYKY B
II0JIO)KeHHe ®, uro6e O YMOJTYaHHIO JIOIIOJIHUTENIbHbIe IIaHejld, KOTOpble
OTKPBIBAIOTCSI IIPU HaXaTUM HA KHOIIKM I1aHeJIM WHCTPYMeHTOB B pabodell obiacty,

3dKPbIBAJIMCh 110 IIETYKY B JII0O0OM MecTe pa6oqeﬁ 00J1aCTU BHE 3THX MaHeJiel;
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— ycTaHOBHUTe Tepeksodaterb Iloka3pIBaTh aBaTapbl B II0JIOXKEHUE @, wrobsr 1O
YMOJTYAHHIO HaJl COODIIEHUSIMH OTOOPaKAIMCh aBaTaphl M0JIb30BaTeNew;

— YCTaHOBHTe Tepekiitodareib I'pynmupoBaTs 0ecebl M0 THILY B TI0JIOKEHHE ®, urobur
110 YMOJTYaHUIO Oece/ibl ObITA CIPYIITUPOBAHBI 110 THUIIAM;

— BbIOEpUTE U3 BBIMAJIAOIIET0 ClKcka PexuM oToOpakeHHsI CIHCKA KaHAJIOB BU/I
oTobpakeHUs Hece[l IO YMOTYAHUIO:
e PaciiupenHbnii — Ha MUHH-TIAHeNsIX Oecell OToOpakaeTcsl Ha3BaHWe Oecellbl U

rocjiefHee cooblinenye B becefie;

e OOBIYHBIA — Ha MUHHU-TIAaHENISX Oeces] 0TOOpaXkaeTCsl TOJIbKO Ha3BaHHUe Heceibl;
e KoMnakTHBIM — Ha MUHHU-TIaHeNsIX Oecep] oToOpaXkaeTcsl TOJIbKO Ha3BaHUe Oecellbl U

MUHU-TIaHeJIY PaclloyloXkeHb! OJIM3KO APYT K IPYTY;

— ycTaHoOBUTe mepekittodatesib Iloka3piBaTh aBaTapbl B 00KOBOI NaHeJH B II0JIOXKEHHe
@, 4ro6s O YMOJTYaHUIO Ha MUHHU-TIaHeJIIx 6ecef 0TOOpaXkaluCh UX aBaTaphbl;

— ycTaHOBHTe mepekioyaTess IlepeMelaTsh HePOYHTAHHBIE HABEPX B MONOXeHHe W,
YTOOBl 0 YMOJIYAHUIO HelpOYMTaHHble Oecellbl OTOOpaXkajliCh B OTAENIbHOM TpyIIe B
cnucke beces] Ha MaHeIW HaBUTAIUHY;

— BeIOEpUTE M3 BHIMajampoIiero crnvcka COPTHpPOBKA CIHMCKA THIT COPTHPOBKU Oecesll B
CIMCKe TI0 YMOJTYaHHIO:

e Ilo angaBury — Gecenpl 6yyT pacronoxeHsl B al(paBUTHOM IOPSIKE;
e ITo akrtuBHOCTH (Newest_first) — Gecenbl OyayT paciioioXKeHbl B MOPSIIKe MOCTIeTHel

dKTHBHOCTH;,

— ycTaHoBUTe TepekiodaTesib Iloka3pIBaTh IENMOYKH OTBEeTOB B OCHOBHOI 0Oecene B
nonoxenve @, 4robBl MO YMOJIYaHUIO IIeNIOYKH OTBETOB OTOOpaXkalChb B OCHOBHOWU
becepe;

— YCTaHOBUTe TepekiitouaTesib Vi30paHHbIe 0TEeILHO B 00II[eM CITHCKe B IT0JI0XKeHHe 9
YTOOBI TI0 YMOJIYAHUIO Oecefibl, JoOaBIeHHbIe B U30paHHOe, 0TOOpaXXaJIuCh B OT/IEJIbHOM
rpyIilie B CIIKCKe OeceJl HA MTaHeIM HaBUTAIWU;

— BeIOepuTe U3 BhIMajawoilero crnvcka IloBegenme kimaBumm Enter BapuaHT moBeeHUs
KJIaBuIM Enter no ymomyaHuio:

e OopruHbIi pexxuM (ormpaBka mo Enter) — coobiieHre OTIIPaBIISIeTCS HaXKaTHEM

kyasuinu Enter;
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e AnbrepHaTnBHBIH pexxnM (orrpaBka no Ctrl/Alt/Shift/CMD + Enter) — coobienve
OTIpaBysieTcs ¢ noMmoteio codetanus kiasuil Ctrl/Alt/Shift/CMD + Enter. [Ipu atom
IIPOCTOe HaXkaTHe Ha KiaBully Enter no6asisieT HOBYIO CTPOKY;

e Pe:xxum pabouero crosa (ormpaBiasaTh 1o Enter Toibko ¢ KoMmbHTepa) —
coob1ieHus: oTIpaBysoTcs 110 Enter Tonbko B HACTOJILHOM IIPUJIOXKEHUU U B Gpaysepe
Ha KOMIIbIOTEpe, a B Opay3epe Ha MOOMJILHOM YCTPOMCTBe 10 HaxkaTuio Ha Enter Gymer

MIPOMCXOJIUTH IEPEHOC CTPOKWY;

— BbIOepyTe U3 BHINAJAIOIIEr0 CIHCKA YBeJJOMJIEHHsI II0 JJIKTPOHHOH Io4YTe B
aBTOHOMHOM pe:KHMe YBeJIOMJIEHUS 110 3JIEKTPOHHOM I104Te B aBTOHOMHOM peXuMme I10
YMOJTYaHHUIO;

— BbIOepUTe U3 BBINAJAIONIEr0 CIHMCKa YBeOMJIEHHe O HOBOM ITyOJIMYHOM KaHajie
yBeJIOMJIeHHs O HOBOM IIyOJIMYHOM KaHaJle 110 YMOJIYaHHIo;

— BbIOeprTe M3 BBINTAAIONIETO CIMCKA YBeloMJIeHHEe 0 HOBOM COOOIIeHHH YBeIOMIIeHHUs O
HOBOM COOOIIIeHUH 110 YMOJTYaHUIO;

— ycraHoBUTe TepekitodaTesib OTKIIOYHTE CPOKYCHPOBaHHBIE Pa3roBOPHI B II0JIOXKeHUe

@, 4T06bI COOBIIEHNS, OCTYAIONMe B OTKPHITYIO Gece/ly, 10 YMOTIaHHIO IPHXO/HIA
0e3 3ByKa;

— yCTaHOBUTE TPOMKOCTb OIIOBEIlleHHH 110 YMOI4YaHHIO B 11osie I'pOMKOCTH OIOBeIeHHIf;

— HaCTpPOWTe IapaMeTphl MOJKJIIOYeHHs K KOH(epeHIUH 110 YMOJIYaHUIO ISl YYaCTHHUKOB
KOH(pepeHIINH:

e ycTaHOBUTe TIepekitodarenb IIpucoenuuarbesi K KoHepeHnmusM 06e3 3ByKa B
I0JIOXKeHHe @, 4robbl O YMONYAHMIO TOJIL30BATENM HPUCOEIMHSINCH K
KoHpepeHITM 6e3 3ByKa;

® yCTaHOBUTe Iepekitodaresib IlpucoemuHATBCS K KOHQepeHHUsSM 0e3 BHe0 B
nonoxenre @, 9TO6LI [0 YMOTYAHMIO TI0/Ib30BATENM IPHCOLIMHSIIACH 6€3 BHIEO;

e ycTaHOBUTe TIepekitodyaTtesnb Iloka3pIBaTh 3KpaH C HacTpOMKaMu 1epef
NOAK/II0OYeHHeM B TojiokeHre @, YTOOBI 110 yMOTYAHHIO Iepej] HOAKIIOYeHHeM K
KOHbepeHIIMM Y TIOJIb30BaTeslled OTOOpaXkajicse OKpaH C HAcTpPOMKaMu Iepe]

IIOAKJIIOYeHHEeM,;
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— HACTPOMTe MapaMeTpbl BX0/1a B KOH(}EpeHIIUIO CO CTOPOHBI OPraHMW3aTopa:
® YCTAaHOBUTe IepeKkyovare/lb BBIKIIOYATh 3BYK YYAaCTHHKOB IIPH HOAKJIHYEHHUH B
nonoxende @, 49TO6LI O yMOJTYAHHMIO MMKDPO(OHBI YYaCTHHUKOB KOH(pepeHIUH
BBIK/IIOYAJINCh TIPY  BXOZle B  KOH(EepeHIMIO, ecjid I0JIb30BaTellb  SIBJISIETCS
OpPraHU3aTOPOM;
® YCTAHOBHTe IlepeKyiodareiib BBIK/IOUATHL BHUIE0 YYAaCTHHUKOB NPH NOAKJIIOYEHHH B
nonoxenue @, YTO6Bl O YMOIYAaHMIO KaMephl YYaCTHUKOB KOHQEepeHIUH

BLIK/TIOYAJIMCb  IIPpKM  BXOJe B KOH(bEpEHI_II/IIO , eC/IM II0JIb30BaTeJlb  SBJISAETCs

OpraHU3aTOPOM;
e yCTaHOBUTe IlepekJirodaTe/ KoMHaTa oxumanus B 1noj1oxenre @, 4robbl KOMHATa

OXKHUJJaHHSA Obula 11O YMO/TYaHUKO  BKJIFOYE€Ha B KOH(l)EpEHL[I/ISIX, CO31dBdeMbIX

II0JIb30BATeJIEM.

— BeIOepUTE QUIBTPHI, KOTOpPLIE MO yMOJYaHUIO OyayT oToOpa)kaThCs Ha IMaHeNu Oecef,
YCTAaHOBUB CJIe/IyIOIIHe IepeKyItovaTesid B Hy>KHOe [T0JI0)KeHue.
¢ HenpouurtaHHbIe;
e YIIOMUHaHWUS;
e JIMyHas epemnucka;

e M36paHHbIe.

Haxxmute kHonky IIpuMeHUTH, 4TOOBI IPUMEHUTh BbIOPAHHbIE [TapaMeTphl.

YToOBI BOCCTAaHOBHUTH BCE MapaMeTpbl 10 YMOJ/IYaHHUIO, HAXKMHUTE KHOIIKY BoccranoButh

3HAYeHUd 110 YMOJTYAHUI0.

YToOBI BOCCTAaHOBUTHL IIO YMO/TYdHUKO OIWH IlapdMeTp, HA>XXMHUTe KHOIIKY “ HAIlIpOTHUB

HAaWMeHOBAHUS NAHHOI'O IapaMeTpd.
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4.36.1.2 ABarap

B paszpnene ABarap Hacrporite napameTpsl (puc. 133):

ABatap ~

. M3mMmeHeHWe pa3Mepa aBaTapa

Pa3smep aBaTapa

200

URL-agpec BHelHero nposangepa aBartapa

https://example.com/api/v1/{username}

URL BHeluHero nocTasllKa aBaTapos

https://acme.com/api/v1/{roomld}

Bpems kelMpoBaHusa aBaTapa

3600

EJ'IOKHPOBaTb He aBTOpHSOBaHHbIﬁ AOCTYN K aBaTapam

. YcTaHoBUTb aBartap no ymon4aHuw

BoccTaHoBMTD 3Ha4eHUA No yMOon4aHuw

Pucynok 133 — Hacrpoiiku aBatapa

— yCTaHOBHTe IepeKmodatess V3MeHeHHe pazMepa aBaTapa B monoxkeHne @, 4TOGBI
BKJIIOUWTh BO3MO>XHOCTb U3MEHEeHUs pa3Mepa aBaTapa;

— yKakuTe pa3Mep aBarapa B 1ojie Pasmep aBarapa;

— ykaxute URL-agpec BHemHero mnposaijepa asarapa B mosie URL-anpec BHemiHero

NpoBaiiiepa aBarapa;
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— ykaxxute URL-azmpec BHemHero mnocraBiydka aBaTapoB B 1oje URL BHemiHero
IOCTaBIIMKA aBaTapoB;

— YKaXUTe KOJIWYeCTBO CeKyHJ, Ha kotopoe HTTP-npoTrokon ycraHaBiuBaer BpeMs
KelllMPOBaHHWs N300paXkeHUH aBaTapoB, B IoJjie Bpems kemmpoBaHus aBaTapa;

— YCTaHOBHUTe TepekyitouaTesib BioKkupoBaTh He aBTOPH30BaHHBINA JOCTYN K aBaTapaM B

nonoxenre @, ws 6JIOKMPOBKM HEAaBTOPU30BAHHOIO JIOCTYTIA K aBaTapam;

— YCTaHOBHUTE IIepeK/Iro4YaTeib YcraHoBuTH daBaTap II0 YMOJ4YaHHUI0 B II0JIO’KEHHe .,

9TOOBI UCKATh aBaTap Mo yMoadaHuio 4epe3 akkayHT OAuth mmm Gravatar.

Haxxmute kHonky IIpuMeHUTH, 4TOOBI IPUMEHUTH BbIOPaHHbIE [TapaMeTphl.
YTo6BI BOCCTAHOBUTHL BCe IapaMeTphbl II0 YMOJYaHUIO, HAXMHUTe KHONKy BoccraHoBHTH

3HAYeHUd 110 YMOJTYAHUI0.

YToOBI BOCCTAaHOBUTHL II0O YMO/TYdHUKO OIWH IIapdMeTp, HA>XMHUTe KHOIIKY “ HAIlIpOTHUB

HAaWMMeHOBAHUS NdHHOI'O IapdaMeTpd.

4.36.1.3 Iframe

B paspene Iframe HacTpoiite napametpsi (puc. 134):

Iframe A
Bxknro4eHo
URL-agpec Iframe —
WWW

URL-agpec API

MeTton API

POST

Pucynok 134 — Hacrpoiiku Iframe
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— YCTAaHOBHUTe IlepeKyiovaTeiib BKIOUueHo B 10J0XKeHHe © 4ro6n ayTeHTU(PUIIMPOBATh
MOJTh30BaTeJiell C TOMOIIbIO Balled COOCTBEHHOW CTpPaHUIIBI BXO[a BMECTO CTPAHMIIBI
Bx0/1a Squadus;

— ykaxkute URL-azipec cTpaHuUIlbl, KOTOPYIO BbI XOTUTE OTOOpPa3UTh B KAueCTBe CTPAHMIIBI
Bx0/1a B Bat 3k3eMiuisp [10 Squadus B mose URL-aapec Iframe;

— ykaxxute URL-agpec, KOTOpBIM CChIIaeTCS Ha KOHEYHYIO TOYKY B CTOPOHHEH CHUCTeMe U
TpOBepsieT, BOIIIeJI Jiv M0JIb30BaTellb B 3Ty cucrtemy, B tosie URL-aapec API;

— ykaxkute metosi API (POST), kotopsiit 6ynet ucnonbs3oBatbes 110 Squadus myist oTpaBku

napopmaiuu B URL-aapec API, B none Mertog API.

Haxxmute kHonky IIpuMeHUTH, 4TOOBI IPUMEHUTh BEIOPAHHbIE [TapaMeTphl.

YTo6BI BOCCTAHOBUTHL BCe IapaMeTphbl II0 YMOJYaHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3Ha4YeHHUs 110 yMOTIAHHIO.

YT0o6Bl BOCCTAaHOBUTH MO YMOJYAHUIO OMH TapaMerp, HaXKMWTe KHOMNKY €7 HalpoTHB

HAaWMeHOBAHUS NAHHOI'O IapaMeTpd.
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4.36.1.4 Heynaunple NONBITKH BX0Ja

B paspnene Heypaunble IONBITKH BX0/la HACTPOWTe ITapaMeTpsl (puc. 135):

Heyna4Hble NonbITKW BXoAa ~

. BecTu xypHan BxofoB -
. Mpu HeyAa4HbIX NOMbITKax BxoAa 6110KMpOBaTh Y4YETHYIO 3an1ch

Yucno HeyaauvHbIX NOMbITOK BXoAa A0 6J'IOKMPOBKH yquHoﬁ 3anuncu

10

OnutenbHocTb 6I0KMPOBKU YYETHOW 3anucu (B MUHYyTax)

5

. Mpu Heypa4HbIX NonbITKax BXxoaa 6nokuposaThb IP-agpec

Yucno HeygayHbIX NOMbITOK BXoda A0 GHOKMPOBKH IP-agpeca

50

OnutenbHocTb 6nokupoBku IP-agpeca (B MUHYyTax)

5

Benbiv cnucok IP-agpecos

Prcynok 135 — ®parmeHT HacTpoeK Hey/Ja4yHbIX ITOIIBITOK BX0Jia

— YCTAHOBUTE IIeperyiroddTelIb Bectn KYpPHaJI BXO00B B IIOJIOXKEHHE . JJId BeJeHHs

KypPHdJla BXOJ10B. Ecmm IeperyirovddTeslb HaXOOUTCA B I10JIO’KEHHUN , TO OCTaJIbHbIE II0JIsA

HeaKTHBHBI,
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— HACTpPOUTe TTapaMeTphbl OJIOKUPOBKU YIETHOM 3aITHCH:
® yCTaHOBHUTe TiepekiitouaTesib IIpu HeygayHbIX IONBITKAX BX0Ja OJIOKHPOBATh
YYeTHYI0 3alluCh B IIOJIOXKeHUe ® OJIOKMPDOBKM YYeTHOW 3allMCH I0Cje
YKa3aHHOI'O KOJIMYeCTBa HeyIaYHBIX IIOIBITOK BXOJA;
® YKakKTe KOJIMYeCTBO HeyAauHBbIX IOIBITOK BXOZAa /10 OJIOKMPOBKM Y4YeTHOW 3alllCU B
nojie Ynciio HeyTauHBIX MONBITOK BX0/A 10 0JIOKUPOBKH Y4eTHOH 3aNHCH;
® YKaXXUTe B MUHYTaX JJIUTEJIbHOCTb OJIOKMPOBKY y4eTHOM 3allMCH B 1ojie J{JIuTeIbHOCTD

0JIOKMPOBKH y4eTHOM 3alicH (B MHHYTaXx);

— HacTpouTe mapameTtphsl b6;0kupoBkU [P-ampeca:

® yCTaHOBUTe TIiepekioyaTesb IIpum HeymayHbIX NONBITKAX BX0Ja OJIOKHPOBATh
IP-agpec B nonoxxeHue ® wis 6s1oxupoBku [P-afipeca nocie yka3aHHOTO KOJIM4YeCTBa
HeyJlJayHbIX [TOIILITOK BXO/J1a;

® yKakKTe KOJIMYeCTBO HeyAauHbIX IOMBITOK Bxoja 1o OsokupoBku [P-ampeca B mose
Yuciio HeyIaYHBIX MONBITOK BXoAa /1o 0uiokupoBku IP-angpeca;

® YKaKUTe B MUHYyTaxX JIMTeNbHOCTb OiokupoBku [P-ampeca B mosne [lnmrenbHOCTH
osmoxkupoBku IP-anpeca (B MuHyTax);

® yKakKUTe CIIMCOK pa3penieHHbIx [P-ajipecoB, pasgeneHHbIX 3alsThiMU, B 1ojie Benbii

cnucok IP-agpecos;

— HACTPOUTe yBeJOMJIEHUS O HeyJauHbIX [IOIBITKaX BXOJa:
® YCTAHOBUTE IIepeKyoyYarelib YBeAOMJISATH O HeyJAa4YHBIX IONbITKAX BX0JAa B
MOJIOXKEeHHe 9o UL OTIpaBKU VYBEOOMJIEHUMNM O HeyJauHbIX I[IONBLITKAX BXOZa
[10JIb30BaTeJIel B KaHall, YyKa3aHHBIN B I10JIe HUXKe;
® yKa)XMTe Ha3BaHWe KaHajla, KyJa OyoyT NpUXOOUTh YBeIOMJIEHUS O HeyJauyHbIX
MONBITKAx BXOfa, B nojie Kanan njisa oTnpaBKu yBeioMyeHui. Y 0equTech, YTO KaHal

CyIEeCTBYeT.

Haxxmure kHonky IIpumMeHHUTH, 4TOOBI IPUMEHUTH BBIOPAHHbIE ITApaMeTphl.

YToOBl BOCCTAHOBUTH BCe IapaMeTphbl IO YMOJYAHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3HA4YeHHUs 10 YMOTYAHHUIO.

YToObI BOCCTAaHOBUTH II0 YMOJIYAaHHWIO OJWH IApaMeTp, HAKMWUTE KHOMKY <7 HalpOTHB

HAMMEHOBAaHUS NdHHOI'O ITapaMeTpa.
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4.36.1.5 lypuan BxonoB

B pazpnene dypHan BXxomoB HacTpoiiTe nnapameTpsl (puc. 136):

XypHan BxopoB ~

. BecT »xypHan HeyAa4YHbIX NONbITOK BXoAa
OTobpa)aTb NIOrMHbI B XXypHase HeyAayuHbiX MomnbITOK BXoga
OToBpaxaTb 3Ha4eHue UserAgent B xypHane HeyAa4HbIX NONbITOK BXoAa
OTobpaxatb IP-agpec KNMeHTa B XypHase Heya4HbIX MoMnbITOK BXOAa

OTobpakaTb NepeHanpaeneHHbll IP-agpec B XXypHane HeyAauHbIX MOMbITOK
BXo4a

BoccTaHOBUTb 3Ha4YeHUA No YMON4aHuwo

Pucynok 136 — Hactpoliku >xypHaja BXOJ0B

— YCTaHOBUTe Ilepektodareb BecTH KypHajl HeyJJauHBIX IONBITOK BXO0Ja B II0JIOXKEHHE
@ 119 Benenus sKypHaIIa Hey/Ia9HEIX [IOMBITOK BXOJA;

— ycTaHOBUTe NepekitodaTesib OToOpazkaTh JIOTHHBI B JKypHajle HeyJa4yHbBIX IONBITOK
BX0Ja B MoiokeHre @9 U1 OTOGPaKeHHs! JIOTHHOB B KypHAIE HEYAYHBIX MOMBITOK
BXO/13;

— ycraHoBUTe Iepekytodarens OTodopaxars 3Hauenne UserAgent B xKypHasie HeyJa4HbBIX
IIONLITOK BXOJA B IOJoXeHne @ s orobpakenus 3Hadenus UserAgent B xypHaje
HeyJlJayHbIX [TOIIBITOK BXOJa;

— ycraHoBUTe nepekitodatesib Orobpa:kars IP-agpec kiaueHTa B JKypHasle HeyJadyHBIX
IONBITOK BX0Aa B rojokeHne @ uist oToGpaxenus IP-ampeca KiMeHTa B KypHaje
HeyJlJayHbIX [TOIIBITOK BXOJa;

— ycraHOBUTe TepekiouyaTesib OToOpaxaTrh mepeHanpaBieHHbI IP-agpec B kypnase
HeyJIaYHBIX NONBITOK BXOJA B IOJIOXKeHHe @9 JUIsi OTOGPaKeHHs! [IepeHaIpaBIeHHOr0

[P-anpeca B xypHaJle HeyJa4HbIX [TOIIBITOK BXOJa.

Haxxmure kHonky IIpumMeHUTH, 4TOOBI IPUMEHUTH BbIOPAHHbIE ITApaMeTphI.
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YToOBl BOCCTAHOBUTH BCe IapaMeTphbl IO YMOJYAaHUIO, HAXMHUTe KHONKy BoccraHoBHTH

3Ha4YeHud 1o yMOJI4YdHHUI0.

YT1oObI BOCCTAaHOBUTH II0 YMOJYAHHWIO OJWH IApaMeTp, HAKMWUTE KHOMKY <7 HalpOTHB

HAMMEeHOBaHUS NdHHOI'O ITapaMeTpa.

4.36.1.6 Vicropus mapoJieit

B pasnene Ucropus naposiei HacTpolTe napameTpsl (puc. 137):

WcTopua naponei ~

. BKno4MTb MCTOPUIO Naponen

[OnuHa UCTopuUKM Naponen

5

BoccTaHOBUTD 3Ha4YeHUsA Mo YMON4YaHUo

Pucynok 137 — Hacrpotika ucropuu naposemn

— YCTAHOBUTE IIepeKIovdaTe/lb BriiounTns HCTOpHUIO HHPOHEﬁ B IIOJIOXKEeHHe . JJIsL
BKJIIOYeHHUs UCTOPUHU Haponeﬁ. B HAdHHOM CJlIy4ae I10JIb30BaTeJIM He CMOT'YT 0OHOBHUTH CBOHM
MapOJIi1 Ha HEKOTOPhbIe 13 ITOC/IeAHNX UCIIOJIb30BABIINXCA UMNU naponeﬁ;

— YKaXuTe KOJIMYeCTBO IIOCJIeTHHUX HCIIOJIb30BAHHBIX Haponeﬁ, IJid IIpegoTBpallieHnus HX

IIOBTOPHOI'O UCIIOJIb30BAHU, B I10JIe I;[[JII/II-Ia HCTOpHUH HHPOHEﬁ.

Haxxmure kHonky IIpumMeHUTH, 4TOOBI IPUMEHUTH BbIOPAHHbIE ITApaMeTphl.

YToOBl BOCCTAaHOBUTH BCe IapaMeTphbl IO YMOJYAHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3HA4YeHHUs 10 YMOTYAHHUIO.

YT1oObI BOCCTAaHOBUTH II0 YMOJIYAaHHWIO OJWH IApaMeTp, HAKMWUTE KHOMKY <7 HalpOTHB

HAMMEeHOBaHUS NdHHOI'O ITapaMeTpa.
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4.36.1.7 IlommTHKa NapoJiei

B pazpesne IlosmmTHka napoJieii HacTpoiiTe nnapaMmetpsl (puc. 138):

MNonuTtuka naponen ~

. BK/OUMTb MONMTUKY Naponeit

MuHumanbHaa gnvHa

7

MakcumMmanbHasa anvHa

-1

. 3anpeTUTb NOBTOPAKOLWECHA CUMBOJIbI

MakcumanbHoe 4ucio NOBTOPAKLWKUXCA CUMBONOB

3

. XoTa 6bl ogHa cTpo4Has ByKkBa

Prcynok 138 — ®parmeHT HacTpoeK IIOJIMTUKU [1apoJier

— YCTAHOBUTE IIepeKJIrovaTeslb BrirounTns IMOJIUTURKY HHPOJIEﬁ B IIOJIOXKeHHne . JJIsL
BKIIIOYeHHs ITOJIMTHUKHU naponeﬁ. HpI/I BKJIIOYEHHHU I10JIb30BATEJILCKUE I1aPOJIU JOJI?KHbBL

NpUAep>KUBATbHCA YCTAHOBJIEHHBIX ITOJIMTUK;
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@ [TonuTrka mapoJied paclpOCTPAaHUTCS TOJIbKO Ha HOBble TIApOJId, a He Ha YyxXe

CYIIeCTBYIOIIHE.

— YKa’XuTe MHWHUMAJIbHYIO [JIMHY I1dpoJisd B II0JIe MunuManbHas JJIHHA. YTo0OBI y6paTb
JdHHOe OIrpaHUYeHne, YCTAHOBUTE 3HAYeHNre «-1»;
— YKa’KUTe MdKCUMAJIbHYIO JJIMHY I1apOJid B I1OJIe MaxkcuMmaabHas JJIHHA. YT006BI y6paTb

JdHHOe OIrpaHUYeHne, YCTAHOBUTE 3HAYeHNre «-1»;

— YCTAHOBUTE I1epeK/ItovaTellb BHIIPETI/ITI) MMOBTOPAKOIIINECA CHMBOJIBI B I10JIOKEHHE .,
YTOOBI 3dllpeTUuTh UCII0JIb30BdHHKE B I1dpOJie IBYX OJUHAKOBBIX CUMBOJIOB ITOAPSI;
— YKa’XKUTe MdKCHMAJIbHOe YHCIJIO ITOBTOPAOMIUXCA CHMBOJIOB, KOTOpPble MOIryT C/1eOBdATb

IIO/IPSiAL B IapoJie, B rojle MakcuMaJsibHOe YHCJIO IOBTOPSIIOIIUXCS CHMBOJIOB;

— yCTaHOBHTe mepekyodaTeh XoTs GbI oxHa cTpodHas OyKBa B rojokeHre @, 4T06bI
TpeboBaoCch UCIOJIbL30BaTh XOTS ObI OJJHY CTPOYHYIO OyKBY B I1apoJle;

— yCTaHOBHTe Tepekiiodarens XoTs GbI 0jHa nponucHas GyKBa B onoxerre @, 4To6bI
TpeboBaoCh UCIOIb30BaTh XOTS ObI OHY IIPOIIKMCHYIO OYKBY B IIapoie;

— yCTaHOBHMTe TepekTiodaTens XOTsi ObI ogua mudpa B monoxenne @, dTO6BI
TpeboBaoCh UCIOJIL30BaTh XOTS ObI OHY LIM(PY B M1apoJe;

— YCTAHOBHTe TepeKyIioYaTeh XO0Ts ObI OJMH CHeMATbHBIA CHMBOJ B MONOXKeHre W,

YTOOBI Tp66OBaJ'IOCB KCIIOIb30BATh XOTS ObI OJIUH CIIelUaJIbHBIA CUMBOJI B IapojJie.

Haxxmure kHonky IIpumMeHUTH, 4TOOBI IPUMEHUTH BBIOPAHHbIE ITApaMeTphI.

YToOBl BOCCTAaHOBUTH BCe IapaMeTphbl IO YMOJMYAHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3HA4YeHHUs 10 YMOTIYAHHUIO.

YToObI BOCCTAaHOBUTH II0 YMOJYAaHHWIO OJWH IApaMeTp, HAKMWUTE KHOMKY <7 HalpOTHB

HAMMEeHOBaHUS NdHHOI'O ITapaMeTpa.
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4.36.1.8 Perucrpanus

B paszpesne Perucrpanms HacTpoiTe napaMeTphl perucrpanuu (puc. 139):

PerucTpanusa ~

. OTnpaBUTb 3M1eKTPOHHOE MUCbMO MOoMb30BaTeNto, Koraa nofb3osaTefb
aKTUBUPOBaH

. OTnpaBUTb NMCbMO MOMb30BAaTENO, KOrAa nofb3oBaTeNb AeakTUBUpPOBaH
FeHepMpoaaTb UMA Nonb3oBaTena

nPEdJHKC WMEHW NoNnb30BaTenAa No yMmon4aHuk

user

Tpe6yeTca UMA ANA perucTpaunu
. 3anpalumBaTb NOATBEPKAEHWUE Mapons

PaSpeLIJHTb BXOA4 TONIbKO A4NA NoATEEePXOeHHbIX nonb3oBaTenen

. I'Io,q,TBep,qwre agpec SﬂeKTpOHHOﬁ NoYTbl ANA BHEWHWUX Y4ETHDbIX 3anucei

MopeepxpaTh HOBbIX NONb30BaTeNel BPYYHYHO

Pucynok 139 — ®parmeHT HaCTpoeK perucTpaluu

— YCTAHOBUTE IIepeKyirodaTellb OTHPHBHTB JJIEKTPOHHOE ITHMCHBMO ITI0JIB30BATE@JIH0, KOrJdd

M0JIB30BaTeJIb AKTUBHUPOBAH B II0JIOXKeHNHe . JJId OTIIPABKU 3JIEKTPOHHOI'O ITMCbMA
II0JIB30BATEJIIO ITOCJIe aKTHUBAIIWHU I10JIb30BATEJIAd;

— YCTAHOBUTE IIepeK/IrodaTellb OTIIPHBPITI) IIHCBMO I10JIb30BaTe/J10, KOI'/la IIO0JIB30BaTe/Ib
AedKTUBHUPOBAH B II0JIO)KEeHHEe . IJIs1 OTIIPABKU 3JIEKTPOHHOI'O ITMCbMa I10JIb30BATEJI0

I10CJie JeaKTHBAIIMH I10JIb30BaATeJId;
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— yCTaHOBMTe MepekiiodaTelb ['eHepupoBaThL MMs IOJb30BaTess B mHojoxeHue 9,
9TOOBl WMS T0JIb30BaTeliss (JIOTMH) TeHepUpoBaJIOCh aBTOMATHYeCKd Ha OCHOBe
3JIeKTPOHHOM IOYTHI I10JIb30BaTeJIS;

— YKaxuTe TpepUKC MMEHMU TMO0JIb30BaTesiss Mo yMoindaHuio B 1mone Ilpedpukc umeHu

I10JIB30BaTeJd 110 YMOJIY4dHHUI0;

— YCTAaHOBHUTe IlepeKiiodareb TpedyeTcss MMs I PeruCcTpPalMM B II0JIOXKeHHe @,

YTOOBI IIPU PETUCTPALIMKM HEOOXOIUMO OBLJIO YKa3bIBAaTh UMS;

— YCTaHOBHUTe IlepeKJIiovyaTelib 3anpaliuBaTh MOATBep KIeHHe apoJsi B I0JI0XKeHue @
ISl OTIIPABKU 3aIipoca JIjisl HOJTBEpsKeHHs TIapoJls;

— YCTaHOBUTE IIepeKJIro4aTeslb Paspeumn. BX0I TOJBKO id HNOATBEPHKIAECHHBIX

mojib30BaTeyiell B II0JI0XKEHHe . , YTOOBI pa3pemnTb BXOO  TOJIBKO  JIA

IMOATBEPXXAeHHbIX [I0JIb30BaTeJIeH;

@ Y6enutecnh, uTo Y Bac BepHble HacTporku SMTP 1y1s uicnionib3oBaHus 3TOU QPYHKITAHU.

— ycTaHOBUTe TiepekiitoyaTesib IloaTBepauTe ajpec 3J1eKTPOHHOM MOYTHI /I BHEITHHX

Y4YeTHBIX 3aIlHCeH B I10JIOXKeHHe ©, yro6si MO/ITBEPK/IaTh a/ipec 3JIeKTPOHHOU MOYTHI
ISl BHEIIIHUX YYeTHBIX 3alliCel;

— ycTaHOBUTe TepekitodyaTenb IloaTBepakaaTh HOBBIX IIOJIb30BaTejIel BPYYHYI0 B

nonoxenre @ U IOTBEP)KIEHNS HOBBIX [10JIb30BaTENeil BPYUHYIO;

— YKaXUTe CIIMCOK Ppa3pelieHHBbIX JOMEHOB, pa3felieHHbIX 3ansaTbiMd, B 1osie CrHcok
Pa3pelIeHHBIX JOMEeHOB;

— YKaXUTe CIIMCOK 3amlpelleHHbIX JIOMEHOB, pa3JielleHHBbIX 3amndaThiMH, B mosie CrHcok
3alpenieHHbIX JOMEeHOB;

— YKaXUTe CIHCOK 3a0JIOKMPOBAHHBIX II0JIb30BaTeNIed, pa3fieJIeHHbIX 3alsThIMH, B IIOJIe
CrHcok 3a0;10KMPOBAaHHBIX OJIH30BaTeJIeH;

— yCTaHOBUTe Inepektodatesib Mcnosjab30BaTh CHHCOK 3allpelieHHBIX JIOMEeHOB II0
YMOJYaHHIO B I0JIOXKEeHHe @ s ucnonb3oBaHMs Crvcka 3alpelleHHbIX JIOMeHOB 10
YMOJTYaHHUIO;

— ycraHoBuTe Tepekstodarenb Mcmosnb3oBate DNS npoBepKy 10MeHOB B 110JI0)KeHHE @

J1st mcrosib3oBanust DNS mmpoBepku TIoMeHOB;

— BbIOepUTe TUI PervcTpaliMoHHOM GOpPMBbI M3 BBINAJAIONIET0 CIMCKAa PerucrpanuoHHas

dopma;
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— YKaXUTe CITydyallHyI0 CTPOKY, KoTopas OyzeT fnobaBiieHa K BallleMy perucTpalioOHHOMY
URL-agmpecy, B nosie Cexkpernsiii URL-aapec perucrpanuoHHoi ¢opMBEI;

— BeiOepuTe TuUn mnpuriacutenbHoro URL-ampeca w3 Bbmagaroiiero crnucka THm
npurijiacureabHoro URL-anpeca;

— YKaXXUTe TeKCT 3aMeHbl CChIJIKU peruCcTpariioHHOM ¢GopMblI B 1oiie TekCT 3aMeHbI CChLIKH
perucTpanoHHON (OPMBI;

— YCTAaHOBWTe TlepekyitoyaTesib Perucrpamusi cepBHcaMH IIPOBepKH IIOAJIHHHOCTH B
nonoxenre @ wis pPerucTpanyuy CepBUCaMy NPOBepPKU MOJJIMHHOCTY;

— YKaXUTe CIIHCOK pOJiel, pasfefieHHbIX 3alsThIMH, Ha3HAaYaeMbIX I10JIb30BaTeNsiM 110
YMOJYaHUIO TP PerucTpaiuu uepe3 CepBUCHl ayTeHTHUKANuM, B mosie Pomm mo
YMOJTYaHHIO /JISl CEPBUCOB ayTeHTH(PHUKAIINH;

— YKaXXUTe CIIMCOK poJiel, pa3fiefieHHbIX 3alSIThIMH, KOTOPbIe [10JIb30BaTeIl OYIyT MOoay4yaTh
MIpA perucTpaiyyd Bpy4yHyIo, B ToM uucie depe3 API, B none Posu mosb3oBaTtesei 1o
YMOJTYaHHIO;

— YCTAaHOBUTe Iiepekjtodyareiib BoccraHoBiieHHe mapoJii B II0JIOXKeHHe O
BO3MOXXHOCTH BOCCTAHOBJIEHHSI [TApOJIs;

— nob6aBbTe nHbopManuio B moje Ilonb3oBaTenbckue mosst. UToObl pa3BepHYTh JaHHOE

10Jie Ha BCIO pabouyto 06/1acTh, HAXKMUTe KHONIKY I1osTHO9KpaHHBIN pexum.

Haxxmure kHonky IIpumMeHUTH, 4TOOBI IPUMEHUTH BbIOPAHHbIE ITApaMeTphl.
YToOBl BOCCTAHOBUTH BCe IapaMeTphbl IO YMOJYAHUIO, HAXMHUTe KHONKy BoccraHoBHTH

3Ha4YeHusd 1o YMOJIYdHHUI0.

YT1oObI BOCCTAaHOBUTH II0 YMOJYAHWIO OJWH IApAaMeTP, HAKMWUTE KHOMKY <7 HalpOTHB

HAMMEeHOBaHUS NdHHOI'O ITapaMeTpa.

4.36.1.9 3aBepiieHHe TeKYIINX CeCCHI

B pa3zaeiie BHBEPIHEHI/IE TEKYIIIHUX CecCHM MOXXHO 3aBepIInTb CeCCUU BCeX I0JIb30BaTeIen

(puc. 140).

3aBepLueHne TeKYLLUX CecCcu ~

Pucynok 140 — Pa3nien 3aBepiieHne TeKyImux ceCCHH
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J1J1s1 3TOTO BBIMIOJIHWTE CJIeAYIOlIre AeUCTBUSL:
1. HaxxmuTe KHOTIKY 3aBepIIHTh.
2. B okHe noATBep>XAeHUs] HOKMUTE KHONIKY 3aBepIIUTh.

3. Ilporinure NByX$aKTOPHYIO ayTeHTH(PHUKAIHUIO.

[Tocne aToro GymyT 3aBepIieHbl CECCUU BCEX MOJIb30BaTeIel Ha BCEX YCTPOHCTBAX.
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4.36.1.10 IByxdaxTopHasi ayreHTHPHKAIIUA

B paspene JIByxdakTopHasi ayreHTHQHUKAIMA HACTPONTEe I1apaMeTpbl IBYX(paKTOPHOU

ayteHtudukanuu (puc. 141):

OeyxdakTopHana ayTeHTUPUKayma A

. Brknountb aByxdhaKTopHyk ayTeHTUdUKaLUIo

MakcumanbHas genbta

1

. BKkNouuTh ABYX(aKTOPHYHO ayTeHTUdUKALMIO Yepes3 NPUNoKEHUe

BknounTb ABYXDaKTOPHYH ayTeHTUGMKALUIO YEpes NoyTy

ABTOMaTHUYECKMW NOAK/MIOYaTb HOBbIX NONb30oBaTeNenl K ABYXhaKToOpHON
ayTeHTUhUKaLUK YEPE3 NOYTY

Pucynok 141 — Hacrpoiiku 1ByxbaKTOPHOU ayTeHTHUDUKAITAN

— YCTaHOBHUTe IlepekytovyaTesib BriawuuTth JABYX(AaKTOPHYH ayTeHTHPHKAIMI0 B

nonoxerre @ I KCIIONB30BAHMS IByX(}aKTOPHOU ayTeHTH(pUKAIIH;
— YKaXXUTe MaKCHMalbHYIO AejibTy B nojle MakcuMasnbHas JebTa. MakcumaibHas JieibTa

orpenesseTr, CKOJIbKO TOKEHOB JIEeCTBUTEJIbHBI B JII000H MOMEHT BpeMeHH;
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— YCTAaHOBHUTEe TepeksovaTesib BKI4YUTh ABYX(AKTOPHYI0 ayTeHTH(QHKAIMI0 4Yepe3

NPUWIOKEeHHe B IIOJIOXKeHHe @ g BKOYEHMS BO3MOXHOCTH  HCIIONB30BATH
JIBYX(paKTOPHYIO ayTeHTHU(}UKAITHIO Yepe3 TIPUII0KeHHE;

— YCTaHOBUTEe TepeksovaTesib BKIYuTh ABYX(aAKTOPHYI0 ayTeHTH(QHKAIMI0 Yepe3
MOYTYy B IOJIOXKEeHUe @ 119 BKTIOYEHHS BO3MOXHOCTH MCIIONB30BAT IBYXbaKTOPHYIO
ayTeHTHUHUKAIMIO Yepe3 MoYTY;

— YCTaHOBHUTE IIepeK/iro4aresib ABTOMAaTHYEeCKH MHOAK/JIIYATH HOBBIX II0JIb30BaTeIel K

nByx(}aKTOpHOI ayTeHTH(PHKAIMH dYepe3 IMOYTY B  IOJIOXKEHHUe ®
AaBTOMATHYeCKOTO  MOJK/IIOYEHHs]  HOBBIX  IOJIb30BaTelield K JOBYX(aKTOPHOH
ayTeHTUHUKAIIUN Yepe3 TI0UTY;

— YK@XWTe B CEKYH/IaX CPOK JIeMCTBHs KOJia TMOATBepXeHus B rnojie CpoK meiicTBHA Koxa
MOATBePKIeHHs (B CeKyH/Iax);

— YKaXWTe B CeKyHJax CpOK JeicTBusi ayreHTudukanuu B mone Cpok geiicTBUS
ayreHTHQHUKAIUH (B CEKYH/IaX);

— ycTaHOBUTe Tiepekitovaresib Mcmoabp3oBaTh Mapojib B KaYyeCcTBe 3allaCHOr0 BAPpHAHTA B
nonoxerre @, 4TO6BI 11 IOATBEPIKIEHHS! BAXKHBIX AEHCTBHIA [IPU OTCYTCTBUU JPYIOr0
MeTojia IBYX(paKTOPHO!M ayTeHTH(PUKAITUH, TI0JIb30BATeN! JI0JIKHbBI ObUTH BBECTH MapoJib OT

CBOEW YYeTHOM 3alluCH.

Haxxmure kHonky IIpumMeHUTH, 4TOOBI IPUMEHUTH BbIOPAHHbIE TApaMeTphl.
YToOBl BOCCTAHOBUTH BCe IapaMeTphbl IO YMOJYAHUIO, HAXMHUTe KHONKy BoccraHoBHTH

3Ha4YeHusd 1o yMOJI4YdHHUI0.

YT1oObI BOCCTAaHOBUTH II0 YMOJYAHWIO OJWH IApaMeTp, HAKMUTE KHOMKY <7 HalpOTHB

HAMMEeHOBaHUS NdHHOI'O ITapaMeTpa.

4.36.2 HacTpoiika rocreBoro Jocryma

HJ’IH BKJIIOYEeHHUs T'OCTeBOr'o OOCTyIla HEO6XO,[[I/IMO YCTaHOBHUTH IIepeKJIrovaTellb P d3pelinTb

TOCTEBOU JIOCTYII B IIOJIOXKEHUE .

ITpn BKJIIOYEHMM 3TOM HACTPOMKM Bilafiesiblibl Oecell CMOTYT [00aB/ISITb T'OCTEBBIX
nosib3oBaresiei. ['ocreBrle nosib3oBaTeny OyIyT perMCTPUPOBATBCS CAMOCTOSITEIBHO C
ponpio guest. YOeauTech, YTO IpaBa 3TOM pOJIM YIOBJIETBOPSIOT BalllUM TpeOOBaHUSM K

0e3011aCHOCTH I'OCTEBOI0 AOCTYIId.
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Jlns KOoppeKTHOM paboThl JaHHOW (YHKIIMA HEOoOXOIUMO YOemuThCs, YTO CJeAyloliue

HACTPOUKH TPHBeJIeHbl B COOTBETCTBHE C TabOIHUIEeH 3.

Tabmuia 3 — HacTpoyiku ijist roCTeBOro JI0CTyTa

HasBanue HacTpoyiku

CocrosiHMe HaCTPOHKH

YdeTHbIe 3aIIMCH

Pazpemurs  momnb3oBaTenssM  ymansaTh — cobctBeHHble | false
y4eTHBIe 3alUCH

PaspemyTs 110s1630BaTeIII0 U3MEHSTh HACTPOWKU npoduns | false
Paspents cMeHy MeHU false
Paspemyts U3MeHSTh JIOTUH false
Paspemnth U3MeHSITh afipec 3JIeKTPOHHOU [10YTHI false

[TonuTHka mapoJsen

YYEeTHBIX 3anuceun

Bx1rounTh NOIUTUKY Haposieit true .
Perucrparus

TpebyeTcst uMs 11l perucTpanuu true .

3anpanivBaTh MOATBEPXKIeHHe TIapoJIsl true .

Paspemute  BxOI ~ TOJNIBKO  [IJI1  TIOATBEPXKIEHHBIX | true .

I10JIb30BaTeJIen

[lonTBepavTe azpec 3JIEKTPOHHOM MOYTHI JJisi BHEIIHWX | true .

Peructpanmonnas ¢popma

OTtkpertag wim Cexkpernsiid URL-agpec

Boccranosnenue TapoJisd

true @

Ponm nonb3oBareiei mo YMO/T9aHUIO

guest, HE user

4.37 Penepanus

Peneparivsi MO3BOJIIET HEOTPAHUYEHHOMY KOJIMYeCTBY pabo4YuxX IMPOCTPAHCTB (CepBepoB

Squadus) B3auMo1eHiCTBOBATH JIPYT C IPYTOM.

s obecriedenust 6e3omacHOM, GYHKIIMOHAIBLHON U JIelleHTPAaJTM30BaHHOW CBSI3U B PeXXHUMe

pealibHOTO BpeMeHHU MeX/Ty pa3HbIMU cepBepaMu Squadus ucrnosnb3yeTcs: Matrix Bridge.
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OcHoBHasi HacCTporKa denepanuu OCyIlecTBIseTcs Tpu pa3BepTbiBaHuu 110 Squadus

(cM. B mokymeHTe «Squadus, cepBepHast 4acTb. PyKOBOIICTBO MO yCTaHOBKEY).

s Hactporiku Matrix Bridge BeiOeprTe Ha IaHenu HaBuranuy nyHKT Pepmepanms. 3ateM B

paboueii 0671aCcTU HACTPOUTE TapaMeTphl (puc. 142):

denepauuns

Matrix Bridge

. BkntoyeHo

/\ Tocne nio6oro uameHeHUa KOHPUrypaLun Heo6xoauM nepeaanyck homeserver

CepBepa, Ucrnofnb3yemble AR CUHXPOHU3AL MU BHELLHUX nonb3soBaTenen “

im-whiskey.stageoffice.ru
im-romeo.stageoffice.ru
im-kilo.stageoffice.ru
im-echo.stageoffice.ru

PaspelunTb 3anpocbl Ha CUHXPOHWU3aLIUIO OT “

im-whiskey.stageoffice.ru
im-romeo.stageoffice.ru
im-kilo.stageoffice.ru
im-echo.stageoffice.ru

Pucynok 142 — Hacrpoiika Matrix Bridge

— YCTaHOBHTe TepeKyoyaTelb BKIIIOUeHo B 1OJI0XKeHHe @ 4r06H1 BRITIOUHTE deneparuio
C nomo1pio Matrix;

— ykaxkute B T1ioe CepBepa, WHCHOJIb3yeMble JIsi CHHXPOHH3allMH BHEIIHHX
MOJIb30BaTeJIel ajipeca CepBepoB, UCIIOIb3YeMbIX JIJIi CHHXPOHHU3AIWH;

— yKakuTe B Tojie PaspemuThs 3ampochl Ha CHHXPOHH3AIMI0 OT ajjpeca CepBepoB, OT

KOTOPBIX Pa3peleHo MPUHUMATh 3alpOChl HA CHHXPOHU3AIIUIO;
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— YKaXuTe WHTepBal (HOHOBOM CHUHXpPOHM3anuMu B 1noie HMHTepBan ¢oHOBOM
CHHXPOHU3alNH;

— ykaxkure B 1ojie AppService ID yHUKaTbHBIN HeHTUGHKATOP TEKYIEro cepBepa Squadus,
10 KOTOPOMY ero OYIyT y3HaBaTh ApyTHe cepBepa;

— ykaxute B 1noie Homeserver Token yHHKaNbHBIM TOKeH JOMAIlIHEro cepBepa [Is
IIPOBEPKH MOJITTMHHOCTH 3aIIPOCOB K CIIy06aM MPUIOKeHUH;

— ykaxkute B 1o7e App Service Token yHUKamMbHBIM TOKEH CITy>KObI TPHUIIOXKEHUM IS
[IPOBEpKY MOJITTMHHOCTH 3alIPOCOB K JJOMAIITHUM CepBepaM;

— ykaxure B nojie Homeserver URL URL-anpec cepBepa Matrix, KOTOpbI Bbl XOTUTE
WCII0JIb30BaTh B KaueCTBe JIOMalllHero poKCHU-CepBepa;

— ykaxkute B 1ojie Homeserver Domain nms Bariero gomaiiiHero cepBepa Matrix, kotopoe
OBLIIO HACTPOEHO B daiiyie kKoHGUTypaluu Matrix;

— ykaxkure B nojie Bridge URL URL-anpec mocra Matrix;

— ykaxkute B 1ojie AppService User Localpart 3nauenue squadus.bot;

— YCTaHOBMTe IepeKIodaTe/lb BKIIOUYHTE 3geMepHbIe COOBITHA B I0jI0KeHre @, YTo6kI
BKJIIOUWTH OTIPABKY U MOJIy4yeHHe 3peMepHbIX COObITHUM (COOBITHSI B KOMHATe, KOTOpble He
3alnycaHbl Ha BpeMeHHOM IIKajie WIA B COCTOSSHUM KOMHAThl, HalpuMmep, Habop TeKcTa
¢denepaTUBHBIM N10JIb30BaTENIEM);

— 3anoyiHuTe 1ojie Pai perucrpanuu B homeserver;

— yKaxuTe B T1oje MakcuMajdbHOe KOJIMYeCTBO I0JIb30BaTelleii B OTKPBITOM
denepaTMBHOM KaHajle MaKCHMajbHOe KOJIMYeCTBO II0JIb30BaTellel, KOTOpble MOTYT
MIPUCOEAUHUTHCS K OTKPHITOMY (eflepaTUBHOMY KaHally;

— ykaxwute B 1iosie Jlorun agMuHHCTpaTopa Synapse JIOTHH aIMUHHACTPATOpa Synapse;

— HaxMuTe KHONKY CHHXpoOHM3HMpoOBaTh moJib3oBareneii ¢  homeserver s
CUHXPOHM3AIIMM CYIIEeCTBYIOUIMX I10JIb30BaTesieil, 4YTOObl BHEIIHHe CcepBepa MOIJIU

HaxOIUTh 3THX M0JIb30BaTellel yepes deiepalirio.

Haxxmure kHonky IIpumMeHUTH, 4TOOBI IPUMEHUTH BbIOPAHHbIE ITApaMeTphI.

YToOBl BOCCTAaHOBUTH BCe IapaMeTphbl IO YMOJYAHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3HA4YeHHUs 10 YMOTYAHHUIO.

YToObI BOCCTAaHOBUTH II0 YMOJYAHHWIO OJWH IApaMeTp, HAKMUTE KHOMKY <7 HalpOTHB

HAMMEeHOBaHUS NdHHOI'O ITapaMeTpa.

© 000 «HOBBIE OBJTAYHBIE TEXHOJIOT'UW», 2013-2024 216



MownOdounc

4.38 Hactpoiika 371eKTPOHHOH IOYTHI

YHpaBHEHI/Ie INapaMeTpaMu SHEKTpOHHOﬁ IMOYThI OCYUIECTBJISIETCA B Os0Ke BJIEKTPOHHHH
Imo4dra. AJIMI/IHI/ICTpaTOp MOXeT HUW3MEeHUTb TeMy HW TeJI0 CTaHOdPTHBIX IIMCEeM, KOTOpPhbIe

OTIIPABJIAIOTCS IIOJIB30BATENIO IIPU COBEPIIeHUN KaKOT0-JI00 COOBITHSL.

YToOBl OTpelakTUPOBAaTh COJlepXKaHHWe KaKoro-nbo TMHCbMa, BbIOEpUTe Ha IMaHeIU
DJIeKTPOHHASA MOYTA HYXXHYIO BKIIAJIKY:

— AJipec 351eKTPOHHOM MOYTHI U3MEHEeH;

— 3abbUTy aposib;

— IITamnka 1 momBat;

— [Ipurnamenue;

— Ilaponb uaMeHes;

— Perucrparnus;

— Perucrpariys yepe3 agMUHUCTPATOPA;

— Crunp;

— Tema;

— [lonTBepxnenue.
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B BuiGpanHOM Bkiagke otpemakTupyuTe oyt Tema u Teno (puc. 143). B Tene coobimenus
MOTYT OBITh UCIIOJIb30BAaHBI NOJCMAaHOBKU, KOTOPbIe MEHSIIOTCSl Ha peajibHble TaHHbIE TIPY OTIIpaBKe.
Hampumep, [Site Name] 3amenuTcs Ha umsi Bamiero cepBepa Squadus. IlepedeHp mojcTaHOBOK
3aBHUCHUT OT TOTO, KaKOe 3JIeKTPOHHOe MHCHhMO BbI pemakTupyete. [1ogpoOHBIN CIUCOK JOCTYITHBIX

IOJICTAHOBOK OTOOpaskaeTcs moj nojem Tero.

Appec 3NeKTPOHHON NOYTbl USMEHeH ~

Tema

{Email_Changed_Email_Subject}

Teno “

1 v <tr><td align="center” height="24px"><h2>{Hi},</h2></td></tr><tr><td
height="16px"></td></tr><tr><td align="center" height="24px"><span
style="margin: 0;font-size: 16px;font-weight: 500;line-height: 24px;">
{Your_email_address_has_changed}</span></td></tr><tr><td height="16px"></td>
</tr=<tr><td align="center" height="24px"><span style="margin: 0;font-size:
16px;font-weight: 500;line-height: 24px;">{Your_new_email_is_email}</span></td>
</tr=<tr><td height="32px"></td></tr><tr><td align="center" height="32px"><a
class="btn" href="[Site_URL]">{Login}</a></td></tr>/|

BoccTaHOBUTBE 3Ha4eHUA No ymMmon4yaHuwo

Pucynoxk 143 — Hacrpoiika niceMa 06 M3MeHeHUU afipeca 3J1eKTPOHHOW OYThHI

Haxxmute kHonky IIpuMeHUTH, 4TOOBI IPUMEHUTh BbIOPaHHbIE [TapaMeTphl.

YTo6Bl BOCCTAHOBUTHL BCe IapaMeTphbl II0 yMOJYaHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3Ha4YeHHUs 110 yMOTIAHHIO.

YTo6Bl BOCCTAaHOBUTH IO YMOJYAHUIO OJWH [apamerp, HaXMWTe KHOMKY €7 HampoTuB

HaMMEHOBAHUS JdaHHOI'O IlapaMeTpa.

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOI'MW», 2013-2024 218



MownOdounc

[TomrMo BKJIQIOK 71 pefaKTHUPOBaHUsl MHceM, AJIMUHWCTPATOPYy [JIsi HACTPOMKU
3JIEKTPOHHOM MOYTHI JOCTYIIHBI CJIeTyIOIIHe BKIQIKU:

— [IpsMol oTBeT;

— Coobitienre 06 aBTOHOMHOM DeKUMe;

— KoHduaeHMUaILHOCTE;

— ITporokon SMTP.
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4.38.1 IIpsamoii oTBeT

CDYHKI_II/IH HpﬂMOﬁ OTBeT II03BOJIAET ITI0JIb30BaATe/IsIM OTBeYdTh Had COO6H.[€HI/I$I 4daTa, OTBedasd
Ha yBeJOMJIeHUS 110 SHEKTpOHHOﬁ mo4yre.

B paznene IlpsiMoii oTBeT HaCTPOMTe IapaMeTphl IIPsIMOro oTBeTa (puc. 144):

SﬂeKTDOHHaFI noYyTa

[pAmMoin oTBET ~

. PaspewwnTb npsiMoit oTBeT

“
OTnapxa npaAMoro oTeeTa
lMpoTokon
IMAP v
XocTt
MopT
IgnoreTLS

Pucynok 144 — ®dparmeHT HaCTpoeK IPSIMOTO OTBeTa

— YCTAHOBUTE IIeperyiro4dTelIb PHBPEIHHTL IIpHMOfI OTBeT B IIOJIOXKeHHue . JJIsL

pa3pelnieHus IpsaMoro 0TBeTd;
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— YCTaHOBHUTE IIepeKjito4aTellb OTJIa,HKa npsaMoro orTrBeTa B II0JIOXKeHHe . JJIA

BKJIIOYeHHs OTJIaAKHU IIPAMOI'0 OTBETA4,

@ Pexxum otnanku Oyner orobpakaTh Balll 1Apojib B OTKPHITOM BHJle B KOHCOJIHU

aJIMUHUCTPATOPA.

— BbIOEpUTe MPOTOKOJ U3 BbinafAatolero crnvcka Ilporoxkon: IMAP vnu POP;
— YKa&XUTe XOCT Balllero IoYTOBOTO cepBepa B 1osie XO0cT;

— ykaxwuTe 1opt B mosie Ilopt (143 wiu 993 mns IMAP, 110 winu 995 nns POP);

— ycraHoBuTe mepekntodarend IgnoreTLS B mosnoxxenue ® 1 urHopupoBanust TLS.
Bkutiowaercs, ecnu ykaszas nopt 143 wiu 110;

— YKaXXUTe 4acCTOTy IPOBEpKH II0YTHl B MUHYTax B Iosie YacToTa mpoBepkH modThl. Eciu
ykazaH cepep POP, To yacTora foipkHa OBbITH > 2;

— YCTAHOBUTE IIepeKJIrodaTellb YHHJII/ITI) nepexBavYeHHyr JJIEKTPOHHYHO IIOYTY B

nonoxenre @ s ylajeHus BCel JJIeKTPOHHOW TOYTHL. B JaHHOM ciiydae Bce
HeIllpOYUTaHHbIe COOOIeHUsl, B TOM 4YKCJle He MpsiMble OTBeThbl, OE3BO3BPATHO YAAJISTCS.
HacTpoeHHbI!t SIIMK 3JIEKTPOHHOM TMMOYTHI OyleT Bcerja MYCTBIM U HE CMOXeT
OJIHOBpeMeHHO 00pabaThIBaThCS JIIOAbMU;

— BbIOEpUTe pa3fenuTelib MexJy 0a30 M TeroM B email W3 BbINajarollero CHUcKa
Pazgenurens (cM. mofipoOHee);

— YKaXUTe UMs TI0JIb30BaTelIsl I0YTOBOTO cepBepa B 1ojie Ums nmosb3oBares;

— YK&XWTe afpec 3JIeKTPOHHOW MOYThl, HA KOTOPYIO OyIeT OTIpaBJATbCS OTBeT, B IOJIe
OTBeTHUTH;

— yKakuTe 1apoJb B nose Ilapous.

Haxxmure kHonky IIpumMeHUTH, 4TOOBI IPUMEHUTH BbIOPAHHbIE ITApaMeTphl.

YToOBl BOCCTAHOBUTH BCe IapaMeTphbl IO YMOJMYAHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3HA4YeHHUs 10 YMOTYAHHUIO.

YToObI BOCCTAaHOBUTH II0 YMOJYAHWIO OJWH IApAaMeTp, HAKMWUTE KHOMKY <7 HalpOTHB

HAMMEHOBaHUS NdHHOI'O ITapaMeTpa.
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4.38.2 Coo01ieHre B aBTOHOMHOM pexkuMe

Paznen CoobmeHune B aBTOHOMHOM peXHMe I[103BOJISIET BKJIIOUUTH HCIIOJIb30BaHUE
dopmara Tmy6oKHx cchbuloK (puc. 145). [lng sToro ycraHoBuTe mepekiitodatens M cmosab3oBaTh

(l)OpMaT I‘JIyGOKI/IX CCBLJIOK B IIOJIOXKeHHe . " HA’KMUTE KHOIIKY HpI/IMeHI/ITb.

CoobLieHve B aBTOHOMHOM pPeXxume A

. Wcnonb3oBaTb dopMaT rny6oKUX CCbiNok

Pucynok 145 — Hacrpoiika coob1eHri B aBTOHOMHOM PesKrMe

4.38.3 KonpuaeHIIuaIbHOCTh

Paznen KondumeHmuambHOCTH 1O3BOJISIET BKIIIOUUTH OTOOpa)KeHWe COOOIeHUs B

YBeIOMJIEHHMH 10 3JIeKTPOHHOM T0YTe, a TaK)ke J00aBIsATh OTIpPaBUTENS B OTBET (puc. 146). YToOw

BKIIIOYUTH JdHHBIE (bYHKI_[I/II/I, YCTaHOBHTEe COOTBETCTBYIOIIHEe ITIePeKIII0YdTelIn B II0JIOKeHHe . .

KoHduaeHuManbHocTb ~

. Moka3sbiBaTb COODLLEHWNE B YBELOM/IEHWUU MO 3/1IEKTPOHHOMW NoYTe
. [o6aBUTb OTNpaBUTENS B OTBET

BoccTaHOBWUTb 3HA4Y€HUA MO YMON4aHU

Pucynox 146 — Hacrtpoiika koHbUAEHIIMAIBHOCTH

Haxxmute kHonky IIpuMeHUTH, 4TOOBI IPUMEHUTH BEIOPAHHbIE [TapaMeTphl.

YTo6Bl BOCCTAHOBUTHL BCe IapaMeTphbl II0 yMOJYaHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3Ha4YeHHUs 110 yMOTIAHHIO.

YTo6Bl BOCCTAaHOBUTH MO YMOJYAHUIO OMH TapaMerp, HaKMWUTe KHOMNKY €7 HalpoTHB

HaMMEHOBAHUS JdaHHOI'O IlapaMeTpa.
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4.38.4 IIporoxon SMTP

B pazperne Ilporokos SMTP nactpoiite napametpsi mpotokosiia SMTP (puc. 147):

Mpotokon SMTP ~
MNpoTokon
smtp v
XocT
172.17.0.1
MopTt
25
IgnoreTLS
Pool

WmsaA nonbsoBartens

empty

Maponb
= )

Appec 3NeKTPOHHOMW MoYTbl OTNpaBUTens

noreply@echo.stageoffice.ru

Pucynok 147 — Hacrpoiika npotokona SMTP

— BbIOepuTe POTOKOJI U3 BhINagatomiero cnrcka IIporokou;

— ykaxute xocT Baniero SMTP-cepsepa B nose Xocr;

— ykaxwute 1optr SMTP-cepsepa B nose IlopT (06b14HO 587 111 COBpEMeHHBIX 3alllUIIEHHBIX
SMTP-cepBepoB);

— ycraHoBuTe nepekiitouaTesib IgnoreTLS B nonoxenue ® s urHopuposanus TLS;
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— yCTaHOBHUTe NepekitoyaTesib Pool B nonoxenue @ 4r06b1 MCIIONB30BATH COEUHEHNS B
TyJie, B IPOTUBHOM CJTy4ae JIsl KaXKJIOM IOYThI CO3/1aeTCsl HOBOe COefIUHeHHUe;

— yKaxkuTe uMs mnojib3oBatesis SMTP B nosie Ums mosib3oBaTes;

— yKaxuTe 11apoJb B nosie Iapous;

— YKaXUTe 3JIeKTPOHHYIO IOYTY, KOTOpas OyJleT OTOOpaXkaTbCsl B KaueCTBe OTIPABUTES B

noJjie Afipec 3JIeKTPOHHOM MOYThI OTIIPaBUTeJIS.

Haxwmure kHonky IIpumennTs, YTOOB IPUMEHUTDh BHIOPAHHbIE TTapAMETPHI.

[locne mprMeHeHMsI M3MeHEHWM CTaHeT akTMBHA kHomnka OTmpaBka TecToBoro email.
HaxxmuTe maHHYI0 KHONKY, 4YTOOBI NPOTECTHPOBAThb OTHPaBKy coobieHus. [lucemo Oyner
OTIPABJIEHO Ha Ballly 3JIeKTPOHHYIO MOYTY. BBl JOJDKHBI TOTYYUTh 3JIEKTPOHHOE NMUChbMO B TeUeHHe

HeCKOJIbKUX MUHYT. Ecmum 310 HE IMpon3011J10, IpoBepbTe JIOTH.

YToOBI BOCCTAHOBHUTH BCE MapaMeTpbl 10 YMOJIYaHHUIO, HAXKMHUTE KHOIIKY BoccranoButh

3HAYeHUud 110 YMOJTYAHUI0.

YToOBI BOCCTAaHOBUTHL IIO YMO/TYdHUKO OIWH IlapdMeTp, HA>XXMHUTe KHOIIKY “ HAlIpOTHUB

HAaWMMeHOBAHUS NdHHOI'O IapdaMeTpd.

4.39 Hacrpoiika OAuth

Squadus TmomyiepkvMBaeT HECKOJIbKO CIIOCOOOB —ayTeHTHUKAIMHA, T[OMUMO 0a30BOM
ayTeHTH(UKAIUU 110 JIOTUHY U M1apOJIIO.

[lepen HaCTpOMKOM aBTOPU3AlIUM Yepe3 KaKOH-IMO0 CepBUC Ha MaHeIN aJIMUHUCTPUPOBAHUS
I1O Squadus Heo6x0 MO TTPOM3BECTH HACTPOWKHK aBTOPH3AIMHM Ha CTOPOHE 3TOro cepBuca. [lanee
HY>KHO OyJleT CKONWpOBaTh HWIEHTUPHUKATOP KJIMEeHTa W CeKpeT, KOTOpble MOTpebyloTcs ajis
HACTPOMKHU ayTeHTHU(UKAIIUHU.

VmpaBnenue criocobamMu aBTOpU3aIidy ocyiectsisieTcss B 0iioke OAuth. AnMunucTparopy
IUIsl HACTPOMKU aBTOPU3AIUK JIOCTYITHBI BKIIQJIKU:

— Apple;

— Dolphin;

— Drupal;

— Facebook;

— GitHub;

— GitHub Enterprise;

— GitlLab;

— Google;

— Linkedin;
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— Meteor;

— Nextcloud;

— Tokenpass;

— Twitter;
— Wordpress.

Takoke agMUHHCTpPATOpP MOXKeT I00aBUTh cobcTBeHHBIM O Auth.

4.39.1 Apple

HaHHBIﬁ pa3ziell mo3BOJIAeT BKIIFOYUTb BO3MOXXHOCTDb HCIIOJIb30BATH YYE€THYIO 3dIIMChb Apple

IS ayTeHTHUKAUK. 71 3TOro ycTaHOBUTe Tlepekiodarens Boiitu B Apple B nonoxenve @ u

HaxkmuTe KHONIKY IIpumenuts (puc. 148).

Apple
BowuTu c Apple

Pucynok 148 — Hacrpoiika Apple
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4.39.2 Dolphin

B paspene Dolphin BxiroumTe M HacTpoTe mapaMmeTpbl aBTopusanuu uepe3 Dolphin

(puc. 149):

Dolphin ~

URL-agpec

. Bknountb

WaoeHnTudukatop

Cekpet

Bua norunHa

Redirect v

TeKCT KHOMKKU

Ll,BET TEKCTa KHOMKK

#FFFFFF

LiBeT kHoNKM

#1d74f5

BoccTaHOBUTb 3Ha4YeHWA MO YMOMTYaHUIO

Pucynok 149 — Hacrpoiiku Dolphin

— ykaxkute URL-anpec cepsepa Dolphin B mosie URL-aapec;
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— YCTaHOBUTe Iepek/Iiovareib BKIOYUTE B M0/I0XeHHe © s BrOYEHMS aBTOpHU3ALUU
yepe3 Dolphin;
— yKkaxxute ujieHTUdUKaTop B nojie UnenTudukarop;

— ykaxkute cekpet B niojie Cekper;

— BBIOepuTe criocob mepexojia K OKHY aBTOpu3aliuy dyepe3 Dolphin 13 BbInafaroiero cnmcka

Bupg noruna:

e Popup — oxHo 5151 aBTopusanny Dolphin oTkpoeTcsi B HOBOM OKHe;

¢ Redirect — okHo aBTOpu3anuu Dolphin oTkpoeTcst B TeKyIiemM okHe;

— HaCTPOUTe KHOIIKY Ilepexo/ia K aBTopusanuu depe3 Dolphin:
® yKa)XMTe TeKCT KHOIIKY B 1osie TekcT KHONKHU;
® yKa)XWTe KOJI [1BeTa TeKCTa KHONKY B 11ojle IIBeT TekcTa KHONKH;

® YKA)XKWTe KO/ IBeTd KHOIIKU B I10JIe HBET KHOIIKH.

Haxxmute kHonky IIpumMeHUTH, 4TOOBI IPUMEHUTh BEIOPAHHbIE [TapaMeTphl.

YToOBI BOCCTAHOBHUTH BCE MapaMeTpbl 10 YMOJIYaHHUIO, HAXKMHUTE KHOIIKY BoccranoButh

3HAYeHUud 110 YMOJTYAHUI0.

YToOBI BOCCTAaHOBUTHL IIO YMO/TYdHUKO OIWH IlapdMeTp, HA>XXMHUTe KHOIIKY “ HAlIpOTHUB

HAaWMMeHOBAdHUS NdHHOI'O IapaMeTpd.
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4.39.3 Drupal

B paspene Drupal BkitounTe M HacTpoWTe I1apameTphl aBTopu3anuud dYepe3 Drupal

(puc. 150):

Drupal ~

. BkntouuTb BXopg, Yepes Drupal

URL cepsepa Drupal

https://example.com

Drupal oAuth2 Client ID

CeKpeTHbIN Kntod knueHnTa Drupal oAuth2

Drupal oAuth2 Redirect URI

https://im-echo.stageoffice.ru/_oauth/drupal

BoccTtaHOBUTbL 3Ha4YeHMA No yMon4aHur

Pucynoxk 150 — Hacrpoiiku aBTopusanuu yepe3 Drupal

— YCTaHOBHUTe Iepekitoyateslb BriounTh Bxop depe3 Drupal B mosoxxenue O
BKJIIOUEHHs aBTOpr3anuu yepe3 Drupal;

— ykaxkute URL-anpec cepsepa Drupal B mosie URL cepBepa Drupal;

— ykaxkurte uneHtudukarop kiauenta Drupal oAuth? B mosie Drupal oAuth2 Client ID;

— YKaKUTe CeKpeTHBIM Kitou kiveHTa Drupal oAuth2 B mose CekpeTHbI KJIHOY KJIHEHTA
Drupal oAuth2;

— ykaxkurte obpatHbii URL-ampec Drupal B mosie Drupal oAuth2 Redirect URI.

Haxxmute kHonky IIpuMeHUTH, 4TOOBI IPUMEHUTh BbIOPAHHbIE [TapaMeTphl.
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YToOBl BOCCTAHOBUTH BCe IapaMeTphbl IO YMOJYAaHUIO, HAXMHUTe KHONKy BoccraHoBHTH

3Ha4YeHud 1o yMOJI4YdHHUI0.

YT1oObI BOCCTAaHOBUTH II0 YMOJYAHHWIO OJWH IApaMeTp, HAKMWUTE KHOMKY <7 HalpOTHB

HAMMEeHOBaHUS NdHHOI'O ITapaMeTpa.

4.39.4 GitHub

B paspene GitHub BxmounTe M HacTpouTe mnapameTpbl aBTropusanuu depe3 GitHub
(puc. 151):

GitHub ~

. OAuth BknroyeH

UpeHTuduKaTop KNMeHTa

CekpeT KnueHTa

O6paTHbiit URL-agpec Github

https://im-echo.stageoffice.ru/_oauth/github

BoccTaHOBUTb 3Ha4YEHUSA MO YMONYaHUIO

Pucynoxk 151 — Hacrpoiiku aBropuzanuu yepe3 GitHub

— ycraHoBuTe mepekitodarens OAuth Bkilouen B mosioxeHue ® g Brrodenus
aBropuzanuu dyepe3 GitHub;

— ykaxkure uneHtudukarop kiauenta GitHub B mone UnenTndukarop KiueHra;

— YKaXXuTe CeKpeT KJreHTa B 1ojie CekpeT KJINeHTa;

— ykaxkurte obpatHbii URL-anpec GitHub B mosie Ooparusiii URL-aapec GitHub.

Haxxmute kHonky IIpuMeHUTH, 4TOOBI IPUMEHUTh BEIOPAHHbIE [TapaMeTphl.
YTo6Bl BOCCTAaHOBUTHL BCe IapaMeTphl II0 yMOJYaHUIO, HAXMHUTe KHONKy BoccraHoBHTH

3HAYeHUud 110 YMOJTYAHUI0.
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YT1oObI BOCCTAaHOBUTH II0 YMOJYAHHWIO OJWH IApaMeTp, HAKMUTE KHOMKY <7 HalpOTHB

HavMeHOBaHHs JdHHOI'O ITapaMeTpa.

4.39.5 GitHub Enterprise

B paspene GitHub Enterprise BxiitounTe M HAcCTpOWTe INapaMeTpbl aBTOPHU3alluu dYepe3

GitHub Enterprise (puc. 152):

GitHub Enterprise A~

. OAuth BkntoYeH

URL-appec cepeepa

http://example.com

WpeHTudukaTop KnueHTa

CekpeT K/MeHTa

O6paTHbin URL-agpec GitHub Enterprise

https://im-echo.stageoffice.ru/_oauth/github_enterprise

BoccTaHOBUTbL 3Ha4Y€HUA MO YMON4aHUuo

Pucynok 152 — Hacrpotiku GitHub Enterprise

— ycraHoBuTe mepekmodatens OAuth Bkmouen B monoxenme @ Ul BKIIOYEHHS
aBropusanuu yepe3 GitHub Enterprise;

— ykaxure ajipec cepBepa GitHub Enterprise B mosiie URL-anpec cepBepa;

— ykaxute nieHTudukarop kivenrta GitHub Enterprise B nosie UgenTHGHUKATOP KIHEHTA;

— YKaXXuTe CeKpeT KJIMeHTa B I10JIe CEKPET KJIHEHTA,

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOI'MW», 2013-2024 230



MownOdounc

— ykaxkute obpatHbeii URL-ampec GitHub Enterprise B mome Ooparnenit URL-agpec
GitHub Enterprise.

Haxxmute kHonky IIpuMeHUTH, 4TOOBI IPUMEHUTH BHIOPAHHbIE [TapaMeTphl.

YTo6BI BOCCTAHOBUTHL BCe IapaMeTphbl II0 YMOJYaHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3Ha4YeHHUs 110 yMOTIAHHIO.

YT0o6Bl BOCCTAaHOBUTH MO YMOJYAHUIO OMH TapaMerp, HaKMWTe KHOMKY €7 HalpoTHB

HAaWMeHOBAHUS NdHHOI'O IapdaMeTpd.
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4.39.6 GitLab

B paspene GitLab BxiroumTe M HacTponTe mapaMerTpel aBTropusanuu 4epe3 GitLab
(puc. 153):

GitLab ~

. OAuth BkntoyeH

URL-agpec GitLab

WpeHTudukaTop GitLab

CeKpeT KMeHTa

Identity Path

/api/v4/user

Q06beaMHHUTD NMonb3oBaTenen

O6patHbin URL-agpec GitLab

https://im-echo.stageoffice.ru/_oauth/gitlab

BoccTaHOBUTb 3HAa4eHUA Mo yMOn4aHuo

Pucynoxk 153 — Hacrpoiiku GitLab

— ycraHoBuTe mepekmodares OAuth BkiIoweH B monoxendne @ Ul BKIIOUYEHHS
aBTopuzanuu yepe3 GitLab;

— ykaxkure ajipec cepBepa GitLab B mosie URL-aapec GitLab;

— ykaxkurte uneHtudukarop kiauenta GitLab B moiie Unentuduxarop GitLab;

— YKaXXuTe CeKpeT KJMeHTa B 1ojie CekpeT KJINeHTa;
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— YKaKUTe KOHeUYHYI0 TOYKy uHbOpMarIiuu o rosb3oBaresie B mosie Identity Path;

— YCTaHOBHUTE IIepeK/Ito4YaTeslb OG'BE,T.[I/IHI/ITB nmoJib30BaTesiell B IIOJIOXKeHHe . JJIA
O6’b€HI/IHeHI/IH I10JIb30BaTeJIeH;

— ykaxkurte obpatHbii URL-anpec GitLab B mosie Ooparusiii URL-aapec GitLab.

Haxxmute kHonky IIpuMeHUTH, 4TOOBI IPUMEHUTh BEIOPAHHbIE [TapaMeTphl.
YTo6Bl BOCCTAaHOBUTHL BCe IapaMeTphl II0 yMOJYaHUIO, HAXMHUTe KHONKy BoccraHoBHTH

3HAYeHUud 110 YMOJTYAHUI0.

YToOBI BOCCTAaHOBUTHL IIO YMO/TYdHUKO OIWH IlapdMeTp, HAa>XXMHWUTe KHOIIKY “ HaIIpOTHUB

HaMMEHOBAHUS JdHHOI'O IlIapaMeTpa.

4.39.7 Google

B pasgene Google BkiroumTe W HACTpoWTe TapaMeTpbl aBTopu3aruu 4epe3 (Google

(puc. 154):

Google A

. Google noruH o

MaeHTudukatop Google

Google naponb

O6patHbivi URL-agpec Google

https://im-echo.stageoffice.ru/_oauth/google

BoccTaHOBWUTb 3Ha4Y€HUS MO YMON4aHUIO

Pucynok 154 — Hacrpotiku aBTopusaruu yepe3 Google

— yCTaHOBUTe IiepekiitodaTesib (Google mormH B MooXeHHe ® 9 BrnoueHus

aBTopu3anuu yepe3 Google;
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— ykaxkure uneHtudukarop Google B nosie Unenruduxarop Google;
— ykaxkure 1apoiib Google B mosie Google mapoJib;

— ykaxkurte obpatHbii URL-anpec Google B mosie Ooparnsiiit URL-agpec Google.

Haxxmute kHonky IIpuMeHUTH, 4TOOBI IPUMEHUTH BbIOPaHHbIE [TapaMeTphl.
YTo6BI BOCCTAHOBUTHL BCe IapaMeTphbl II0 YMOJYaHUIO, HAXMHUTe KHONKy BoccraHoBHTH

3HAYeHUud 110 YMOJTYAHUI0.

YToOBI BOCCTAaHOBUTHL IIO YMO/TYdHUKO OIWH IIapdMeTp, HA>XXMHUTe KHOIIKY “ HAlIpOTHUB

HAaWMMeHOBAHUS NdHHOI'O IapdaMeTpd.

4.39.8 Meteor

B pasnmesie Meteor BKJIIOUWTE W HACTPOWTe IapaMeTpbl aBTOpH3alldd Yepe3 Meteor

(puc. 155):

Meteor ~

. Norun Meteor

NpenTtudukatop Meteor

CekpeT Meteor

O6patHbin URL-agpec Meteor

https://im-echo.stageoffice.ru/_oauth/meteor

BoccTaHOBUTb 3Ha4YeHUA Mo yMOn4aHuo

Pucynok 155 — Hacrpoiiku aBTopu3aiuu yepe3 Meteor

— ycTaHOBUTe Tepekitodarenb Jlormn Meteor B mosoxxeHue ® wu Brmouenns

aBTOpHM3aluu yepe3 Meteor;
— ykaxwure uneHtudukarop Meteor B nosie UnenTuduxarop Meteor;

— ykaxkure cekpet Meteor B nosie Cekper Meteor;
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— ykaxkurte obpatHbii URL-anpec Meteor B nonie OopaTabiii URL-anpec Meteor.

Haxxmute kHonky IIpuMeHUTH, 4TOOBI IPUMEHUTH BbIOpAHHbIE [TapaMeTphl.

YTo6BI BOCCTAHOBUTHL BCe IapaMeTphbl II0 yMOJYaHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3Ha4YeHHUs 110 yMOTIAHHIO.

YT0o6Bl BOCCTAaHOBUTH MO YMOJYAHUIO OMH TapaMerp, HaXKMWTe KHOMNKY €7 HalpoTHB

HAaWMMeHOBAHUS NAHHOI'O IapaMeTpd.
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4.39.9 Nextcloud

B paspene Nextcloud BritounTe M HacTpoiTe mapameTpbl aBTopu3anuu 4yepe3 Nextcloud

(puc. 156):

Nextcloud A~

. OAuth BknroYeH

URL-agpec cepeepa Nextcloud

Mpentudukatop Nextcloud

CeKpeT K/MeHTa

URL o6paTtHoro ebizoBa Nextcloud

https://im-echo.stageoffice.ru/_oauth/nextcloud

TeKcT KHOMKK

Nextcloud

LLBET TeKCTa KHONMKH

HITFTfS

LiBeT KHOMKW

#0082c9

BoccTaHOBUTb 3HAYeHUsA Mo YMON4aHWuo

Pucynok 156 — Hactpoiiku Nextcloud
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— ycraHoBuTe mepekmodares OAuth BriIoweH B monoxendne @ Ul BKIIOYEHHS
aBropu3zanuu dyepe3 Nextcloud;

— ykaxkure ajipec cepepa Nextcloud B mosie URL-aapec cepBepa Nextcloud;

— ykaxkure unentudukarop Nextcloud B mone UnenTudukarop Nextcloud;

— ykaxkute cekpet kireHTa Nextcloud B mosie Cekper KIHeHTa;

— ykaxkurte obpatHbii URL-anpec Nextcloud B mosie URL obopaTHOoro BeizoBa Nextcloud;

— HACTPOMTe KHOIIKY Ilepexojia k aBTopusanuu yepe3 Nextcloud:
® yKa)kKHTe TeKCT KHOMKU B ToJie TeKcT KHONKMY;
® YKaXXHTe KOJI I[BeTa TeKCTa KHONKY B 1oie IIBeT TeKcTa KHONKMY;

® YKAXXUTe KOJ| IB€Td KHOIIKHU B I10JIe IIBET KHOITKH.

Haxxmure kHonky IIpumMeHUTH, 4TOOBI IPUMEHUTH BBIOPAHHbIE ITApaMeTphI.

YToOBl BOCCTAHOBUTH BCe IapaMeTphbl IO YMOJYAHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3HA4YeHHUs 10 YMOTYAHHUIO.

YT1oObI BOCCTAaHOBUTH II0 YMOJYAHHWIO OJWH IApaMeTp, HAKMUTE KHOMKY <7 HalpOTHB

HAMMEeHOBaHUS NdHHOI'O ITapaMeTpa.
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4.39.10 Tokenpass

B paspene Tokenpass BkiounTe M HacTpoWTe IapaMeTpsl aBTopu3anuu depe3 Tokenpass

(puc. 157):

Tokenpass A

. Tokenpass norux

URL-agpec cepeepa Tokenpass

https://domain.com

Tokenpass Id

Cekpet Tokenpass

Tokenpass Callback URL

https://im-echo.stageoffice.ru/_oauth/tokenpass

BoccTaHOBUTb 3HA4YEHUA MO YMON4aHWK

Pucynoxk 157 — Hacrpoiiku aBTopuzanuu yepe3 Tokenpass

— YCTAaHOBUTe IlepekyitoyaTesib Tokenpass JOTrHH B IOJIOXeHHe ® s BrmoueHus
aBropu3anuu yepe3 Tokenpass;

— ykaxkure ajipec cepBepa Tokenpass B rosie URL-aapec cepBepa Tokenpass;

— ykaxkute uneHtudukarop Tokenpass B osie Tokenpass id;

— ykaxkure cekpet Tokenpass B nojsie Cekper Tokenpass;

— ykaxkurte obpatHbii URL-anpec Tokenpass B nosie Tokenpass Callback URL.

Haxxmute kHonky IIpuMeHUTH, 4TOOBI IPUMEHUTH BbIOPAHHbIE [TapaMeTphl.
YTo6Bl BOCCTAHOBUTHL BCe IapaMeTphbl II0 yMOJYaHUIO, HAXMHUTe KHONKy BoccraHoBHTH

3HAYeHUd 110 YMOJITYAHUI0.
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YT1oObI BOCCTAaHOBUTH II0 YMOJYAHHWIO OJWH IApaMeTp, HAKMUTE KHOMKY <7 HalpOTHB

HavMeHOBaHHs JdHHOI'O ITapaMeTpa.

4.39.11 WordPress

B pasnene WordPress BkiIrouWTe ¥ HaCTpOMTe IapamMeTpsbl aBTopu3anuu depe3 WordPress

(puc. 158):

WordPress ~
. WordPress norux

URL-appec WordPress

Npentuduxkatop WordPress

Cekpet WordPress

Tun cepeepa

Identity Path

Pucynoxk 158 — Hacrpoiiku WordPress

— ycraHoBUTe TniepekiitodaTesib WordPress JIorHH B IOJIOXKeHHe ® i BrOUYeHHs
aBTopu3zanuu yepe3 WordPress;

— ykaxkure ajipec cepBepa WordPress B nosie URL-aapec WordPress;

— ykaxkute uneHtudukarop WordPress B noie Unentudpuxarop WordPress;

— ykaxkure cekper WordPress B mosie Cekper WordPress;
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— BeIOepuTe TUN cepBepa WordPress u3 Bbiniafiaroliero crvcka Tuim cepBepa;

— YKaKUTe KOHeUYHYI0 TOYKy uHbOpMaIiuu o rosb3oBaresie B mmosie Identity Path;
— YKaXXUTe MeCTO OTIPaBKHU TOKeHa B 1oJie TokeH oTIpaBJieH Ha;

— YKaXuTe MyThb K TokeHy B nojie IlyTh k ToOKeHy;

— YKaXuTe MyTh K aBTopu3anuu B nosie Ilyrs k aBTOpH3amum;

— yKaxkuTe 00s1actb BuaAMMOCTH (Scope) B mojie ObJiacTs;

— ykaxkurte obpatHbii URL-anpec B moste WordPress Callback URL.

Haxxmute kHonky IIpuMeHUTH, 4TOOBI IPUMEHUTH BbIOPAHHbIE [TapaMeTphl.
YTo6Bl BOCCTAHOBUTHL BCe IapaMeTphbl II0 yMOJYaHUIO, HAXMHUTe KHONKy BoccraHoBHUTH

3HAYeHUd 110 YMOJTYAHUI0.

YToOBI BOCCTAaHOBUTHL IIO YMO/TYdHUKO OIWH IlapdMeTp, HA>XXMHUTe KHOIIKY “ HAIlIpOTHUB

HAaWMeHOBAHUS NAHHOI'O IapaMeTpd.

4.39.12 Ynpasnenue OAuth

Yto6nl 106aBUTH cobcTBeHHBIM OAuth, BhITONTHUTE Cliefytoye TedCTBUS:

1. Haxxmure kHomky Jo6aBuTh coocrBennsniii OAuth (puc. 159).

OAuth 06HoBuMTL cepeucbl OAuth Jo6aBuTb co6cTBeHHbIN OAuth

Apple v

Pucynok 159 — Kuomnka /lo6aButh coocrBennbrii OAuth
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2. B oTkpbiBIIeMcst OKHe ykakuTe HazBaHue HOBOTO OAuth 1 HaxkmuTe KHOTIKY OTHHPaBUTH

(puc. 160). Ha manenmu OAuth mobaBuTcst HOBast BKJIaIKa C YKa3aHHBIM Ha3BaHUEM.

[o6aBuTtb cob6cTBeHHbI OAuth  x

BbibepuTe uma OAuth cepeuca

Pucynok 160 — Okuno [lo6aBuTh codocrBenHsbIit OAuth
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3. IlepeiiauTe B 10oOaBIEHHYIO BKJIQJIKy U HACTPOUTE HY>KHbIe TTapaMeTph! (puc. 161).

New A

BrknwounTtb

URL-agpec

[MyTb K TOKeHy

/oauth/token

TokeH oTnpaeneH Ha

Teno sanpoca v

Identity Token Sent Via

To e, 4yTo u «Token Sent Via» v

Identity Path

/me

Pucynoxk 161 — 3anonuenue nanabix HoBoro OAuth

4. Haxxmwure kHONIKY IIpUMeHHUTH.
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Yrto6sl ynanuTth cooctBeHHbit OAuth, oTkpoiiTe Bkianky ganHoro OAuth, HakmMuTe KHOTIKY
Ynanmuts monb3zoBaTenabckuii OAuth (puc. 162) u B oTKphIBIIEMCsSl OKHe HakmuTe KHomky /[la,

YAQJIHTD.

YnanuTb nonb3osBaTtenbckun OAuth

Pucynok 162 — V nanenue nons3oBatesbckoro OAuth

4.40 Hacrpoiika Push-yBegomiienuii

Hng  Hactpoiiku  push-yBemomienuii BbiOepuTe Ha TIAaHeJIW  HABHUTAIlMA  ITYHKT
Push-yBemomienusi. 3arem B pabodeil 00JlaCTH YCTAaHOBUTE IlepeksouyaTellb BKIWYHUTH B

nosnoxenue @ s BKIIOYeHHs push-yBelOMIIeHHI 1 HaXkMKTe KHONIKY IIpumenuTts (puc. 163).

Push-yBefjoMmneHus

. BKNOYUTL

/N Tocne uameHenns atoro napameTpa notpebyeTca nepesanycTnTh Squadus.

MpotecTupoeathb push-yBegomnexna

Pucynok 163 — Hacrpoiika Push-yBegomiiennii

[locne  mpuMeHeHUsT  U3MeHeHWM  CTaHeT  aKTUBHA  KHomka IIporecrupoBaTh
push-yBenomnenusa. Haxmure p[aHHYI0 KHOIIKY JUIsi OTIIPaBKM TEeCTOBOT'O YBeJOMJIEHMUSI.
[IpenBapuTesibHO HEOOXOAUMO 3alTH B YUETHYIO 3alIMCh C MOOWJIBHOTO YCTPOMCTBA.

YToOBl BOCCTAHOBUTH BCe IapaMeTphbl IO YMOJMYAHUIO, HAXMHUTe KHONKy BoccraHoBHUTH

3Ha4YeHud 1o YMOJIYdHHUI0.
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YT1oObI BOCCTAaHOBUTH II0 YMOJYAHHWIO OJWH IApaMeTp, HAKMUTE KHOMKY <7 HalpOTHB
HaWMEeHOBaHUS JaHHOI'O Ilapamerpa.

Hanee nepeiiuTe K JAOMOJIHUTEIbHBIM HACTPOWKAM, JIJISI 3TOTO PACKPOMTEe HY>KHBIA pasfiedn,
Ha’XaB KHOIIKY *¥ HalIPOTHUB ero Ha3BaHUM:

— KoHduaeHMUaILHOCTE;

— Hacrpotiku push cepsuca.

4.40.1 KonpuaeHImuaabHOCTh

Paznen  KoHupeHmuanbHOCTBL  IIpefiHa3Ha4YeH Ui HACTPOMKU  HWHQOpMaIuH,

cofiepxateiics B push-yBenomienusx. Hactpoiite mapamerps! koH$UeHIIMATBHOCTU (pUC. 164):

KoHbuaeHUManbHOCTb N

. Moka3sbiBaTb KaHan, rpynny v UMA nonb3oBaTend B YBELOMNEHUN
. [MokasbiBaTb COOﬁI.LI,eHHe B YBE€JOMNEHUKN
WsBnekaTtb Bce cofgepxumoe coobuweHus npuv nony4eHn c cepeepa

BoccTaHOBUTD 3Ha4YeHUA No YMON4YaHWio

Pucynok 164 — Hacrtpoiika KondunennuansHocrs

— ycTaHOBUTe TMepekmoyaTesb Iloka3pIBaTh KaHajl, TPYyNIy W HMs I0Jb30BaTelsi B
yBeloMJIeHHH B nojioxeHue @, uTo6u! push-yBeioMiIeHe cofiepykalio Ha3BaHKe KaHala
WJIA UMSI TI0JIb30BaTeJIsl, K KOTOPOMY OTHOCHTCS JAHHOE YBeIOMJIeHHE;

— ycTaHOBUTe TiepekitouaTesib Iloka3pIBaTh COOOIEeHHEe B YBeIOMJIEHHH B TIOJIOXKEHUe

@, uT0o65I push-yBeioMIIeHHe CONEPIKAIIO TEKCT COOBIIEHHS;

— yCTaHOBHUTe TIepeKrouaTelib VI3BiaekaTh Bce CoIepKuMoe COOOIIeHHSs P MOTyYeHHH C

cepBepa B mojoxenue @, 4TOOBI M3BJIeKaThb BCe COMEPXKUMOe COOBIeHUS IIpH

MIOJTyYeHUH C CepBepa.

Haxxmure kHonky IIpumMeHUTH, 4TOOBI IPUMEHUTH BEIOPAHHbIE ITApaMeTphl.
YToOBl BOCCTAaHOBUTH BCe IapaMeTphbl IO YMOJMYAHUIO, HAXMHUTe KHONKy BoccraHoBHTH

3Ha4YeHusd 1o YMOJIYdHHUI0.
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YT1oObI BOCCTAaHOBUTH II0 YMOJYAHHWIO OJWH IApaMeTp, HAKMUTE KHOMKY <7 HalpOTHB

HavMeHOBaHHs JdHHOI'O ITapaMeTpa.

4.40.2 Hacrpoiiku push-cepBuca

Paznen Hacrpoiiku push cepBuca npenHaszHaveH Jyisi HacTpoek push-cepBuca (mipu Beibope

Tuna cepsuca push-ysenomiienuii Push cepBuc nipu Hacrpolike napamerpoB push-yBeoMieHU).

@ Hacrpotiku push-cepsuca 3amarorcs nipu passeptbiBaHuu [10 Squadus. M3mensaTs nux

He peKOMeH[yeTCSl.

Hacrpoiite mapamerpsi push-cepsuca B pasnesne Hacrpoiiku push cepBuca (puc. 165):

HacTtpoiiku push cepeuca ~

MakeTHas oTnpaBka push-yeefoMneHuil

XocT cepBuca

push.squadus-apps-1.echo.stageoffice.ru:3031,push.squadus-apps-2.echo.stageoffic
e.ru:3031,push.squadus-apps-3.echo.stageoffice.ru:3031

Nats_login

. WcnonbsosaTtb SSL

Nats_password

SSL host cepsuca

push

Pucynok 165 — Hacrpoiiku push-cepsuca

— ycraHoBUTe IepekitodaTesb IlakerHass ormpaBka push-yBemomieHmii B 10J0XeHHe
@ g ormpaBku push-yBemomiieHMii Ha MOOMIIBHBIE YCTPOWCTBA TA4KOM JyId
yBeJINYeHUs] CKOPOCTU 06paboTKU yBeIOMIIeHUH;

— YKaXXUTe XOCT CepBHUCa B 1ojie XO0CT CepBHCa;
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— ycTaHOBUTe Tepekiodaresib Mcmonb3oBath SSL B mosokeHue @, urobm
WCI0JIb30BaTh SSL;

— ykaxkute SSL-xocT cepBuca B nosie SSL host cepBuca;

— ykaxkute ID perucrpamuu mnpuioxeHus B push-cepuce B mosie ID permcrpanuu
npuioKeHus B push cepsuce;

— YKaXXUTe 1apoJjib npusioxkeHus B nojie Ilapoas npunoxkeHus;

— ykaxkute kopHeBor SSL-ceptudukar B rosie KopueBoii SSL cepruduxar;

— nmyomanbid SSL-cepTudukat B nosie Ilyommansiii SSL cepruduxar;

— yKakuTe npuBaTHbIA SSL-kimro4 B mosie IlpuBaTHeit SSL kirroy.

Haxxmute kHonky IIpuMeHuUTH, 4TOOBI IPUMEHUTH BEIOPAHHbIE [TapaMeTphl.

YTo6Bl BOCCTAHOBUTHL BCe IapaMeTphbl II0 YMOJYaHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3Ha4YeHHUs 110 yMOTIAHHIO.

YT0o6Bl BOCCTAaHOBUTH MO YMOJYAHUIO OMH TapaMerp, HaXKMWTe KHOMNKY €7 HalpoTHB

HAaWMMeHOBAHUS NdHHOI'O IapaMeTpd.

4.41 Hacrpoiika Rate Limiter

J171s1 HaCTPOWKM OTpaHUYeHHs CKOPOCTH M KoJjimdecTBa 3anpocoB k [10 Squadus BeibeprTe Ha
naHenu HaBuranuu MyHKT Rate Limiter. ApMuHucTpaTOpy Ui HACTPOHKW JIOCTYIHBI BKIIAJKH

DDP Rate Limiter u Lithium.
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4.41.1 DDP Rate Limiter

B paspene DDP Rate Limiter HacTpoiiTe napamerpbl orpaHuuutens ckopoctd DDP
(puc. 166):

DDP Rate Limiter A~

OrpaHu4eHue no IP: BKAKOYEHO

“
OrpaHudeHue no IP: 3anpocbl paspelleHbl
120000
OrpaHudeHue no IP: uHTepBan BpeMeHu
60000
OrpaHuW4eHWe No Nonb3oBaTeNto: BKAKOYEHO -
OrpaHuyeHue No NoNb3oBaTeNo: 3anpochkl paspelleHbl
600
OrpaHu4yeHue Nonb3oBaTeNneM: MHTEPBaN BPeMEHH
100000
OrpaHuyeHue No CoeAUHEHUIO: BKITKOYEHO -

OFPBHH‘-IEHHE no coegWHEHUHD: 3anpocbl pa3peLleHbl

600

Pucynok 166 — Hacrpoiika DDP Rate Limiter

— HaCTpouTe orpaHuydenue 1o [P:
e yCTaHOBHUTe Ilepekioyates Orpanudenue o IP: Briodeno B monoxenue @ s
BKJIIOUeHMs1 OrpaHudenus 1o IP;
® YKaXXMTe OrpaHUYeHHre Ha KOJIMYeCTBO pa3pellleHHbIX 3alpocoB B mojie OrpaHnyeHue

nio IP: 3anpocsl pa3penieHsr;
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® YKa)XUTe HWHTepBal BpeMeHHU sl orpaHudeHus no IP B mone Orpanudyenue mo IP:

HHTEepBaJI BpeMeEHH;

— HacTpouTe orpanndyenre DDP o nonb3oBaTento:
® yCTaHOBUTe Ilepekyoyareb OrpaHudeHde 1O II0Jb30BaTel0: BKJIKYEHO B
nosoxenre @ Ui BKIIOYEHHUs OFPaHUYeHHMs 0 TOJIb30BATeIO;
® yKa)kKHTe OrpaHHMYeHHe Ha KOJMYeCTBO pa3pellleHHBbIX 3alpocoB B mojie OrpaHuyeHue
II0 II0JIH30BaTeJI0: 3aNPOCh] pa3pelleHkl;
® YKaXXHTe MHTepBaJl BpeMeHH IJIsl OTPaHUYeHUs 110/1b30BaTeisl B nosie OrpaHu4yeHue mo

IMOJIB30BaTeI0: HHTEePBAJ BPEMEHH;

— HACTPOWTE OrpaHWYEHHe TI0 COeMHEHHIO:
® yCTaHOBHTe Mepektodareh OrpaHuYeHHe 0 COMHEHUI0: BKIIIOYEHO B TIOJIOXKEHUe
@ 1714 BKIIIOYEHHMS OTPaHMYEHHS 110 COeUHEHUIO;
® YKaXXHUTe OrpaHMYEHHMe Ha KOJIMYeCTBO pa3pelleHHBIX 3alpocoB B rnoyie OrpaHuyeHHe
II0 COeTHHEHHUIO: 3alPOCHI pPa3pelleHFbl;

® YKAXXUTe MHTEepPBaJl BpeMeHU [Jisd OrpaHUYeHHUs B I10Jie OrpaaneHne 10 COeINHEHUI0:

HHTEepBaJI BpeMeEHH;

— HACTpOUTe orpaHrWYeHHe 110 TI0JIb30BaTeII0 JIJIsl KaX/I0Io MeToja:
® YCTAaHOBUTe INepekItovyaTesib OrpaHudeHue 1Mo mojIb30BaTeNI0 IJIs KaXKA0ro MeTona:
BKJIIOYEHO B IojiokeHre @ U BKJIIOYEHMs OrPaHMYeHUs II0 HOJb30BaTelio JJid
KaKIOr0 MeTo/1a;
® yKa)kKHTe OrpaHHMYeHHe Ha KOJIMYeCTBO pa3pellleHHBbIX 3alpocoB B mojie OrpaHuyeHue
IO II0JIH30BaTeJII0 HA MeTO/I: 3alIPOCHI pa3pelleHbl;
® YKaXXUTe HWHTepBaJl BpeMeHU [Jii oOrpaHuydeHdss B 1iole OrpaHudyeHue 1o

IM0JIB30BaTeJI0 HA METO/[: HHTePBAJI BDEMEHH;

— HaCTpOMTe orpaHrWYeHMe [0 COeIMHEeHUIO VISl MeTo/ia:
® yCTaHOBUTe NepekItoyaTesib OrpaHnyeHue Mo COeTMHEHHUIO JJI1 MeTo/Ia: BKJIIYEeHO B
nosoxenre @ Ui BKIIOYEHHs OFPaHUYeHHUs 10 COeIUHEeHHUIO Il METOIa;
® YKa)kKTe OrpaHHMYeHHe Ha KOJMYeCTBO pa3pellleHHBbIX 3alpocoB B mojie OrpaHuyeHue
II0 COeJUHEeHHUIO JIJIS MeTO/Ia: 3alIPOChI pa3pelleHbl;

® YKAXXUTe MHTEepBAJl BpeMeHU [IJId OTpdHUYEHH B I10JIe Orpa}mt{e}me 110 COeIHHEeHHUI0

Ui MeTO/1d: HHTEPBAJI BpEeMEHH.
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Haxxmure kHonky IIpumMeHUTH, 4TOOBI IPUMEHUTH BbIOPAHHbIE ITApaMeTphl.

YToOBl BOCCTAaHOBUTH BCe IapaMeTphbl IO YMOJYAHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3HA4YeHHUs 10 YMOTIYAHHUIO.

YToObI BOCCTAaHOBUTH II0 YMOJIYAHHWIO OJWH IApAaMeTP, HAKMWUTE KHOMKY <7 HalpOTHB

HAMMEeHOBaHUS NdHHOI'O ITapaMeTpa.
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4.41.2 Lithium

CepBuc Lithium orBeuaer 3a orpanuueHue kosudectBa 3anpocoB K IIO Squadus. Ero

napameTpbl 0ToOpaXkatoTcs B pasfiene Lithium (puc. 167):

@ Hacrporiku Lithium 3apatorcs npu passepreiBanuu 110 Squadus. M3meHsaTh ux He

pPeKoMeH1yeTCA.

Lithium A~

Bxknro4uTb

XocT cepBuca

lithium.squadus-apps-1.echo.stageoffice.ru:3037 lithium.squadus-apps-2.echo.stage
office.ru:3037 lithium.squadus-apps-3.echo.stageoffice.ru:3037

TaumayT

10000

BrnrouuTb

SSL host cepBuca

lithium

KopHesou SSL ceptudukar

—BEGIN CERTIFICATE— MIID8jCCAtqgAwIBAglUeuTleYI2d4GBASUL1082gYth9ks
wDQYJKoZlhveNAQEL BQAwWgZAxCzAJBgNVBAYTAIJVMQ8wDQYDVQQIEwWZNb3Njb

A M ARIMANIMA _TRLA.. AL LA ANAAAALIEALR ATV Akl L ovslarnhnl Lo, .. .7

My6nuynbii SSL cepTudmkar

-—-BEGIN CERTIFICATE-— MIIDITCCAn2gAwIBAgIUXXgBp8A23zhp+ls7HJ6IFpOquv
EwDQYJKoZlhveNAQEL BQAwgZAxCzAJBgNVBAYTAIJVMQ8wDQYDVQQIEWZNbL3N;

LA M ARIN AN IMA _THlA.. AR . A ANAA A ALIEALL ATV IAIrh LAy armhsal . LA,

MpueaTtHbIN SSL Kntoy

—--BEGIN EC PRIVATE KEY-— MHcCAQEEILdMHaS57G60Ea5q8ysRsgdKgXZVA3wn
39|qmzvyDOHcvoGCCqGSM49 AWEHOUODQgAEchHv9wB4GpCCQ|q1 EGdvbJ6M

e Ml AL Ko - AR I SR ANAL . R ITET AL e o ol AN R A Rl R AAL LA AAA

Pucynoxk 167 — Hacrpoiiku Lithium
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— YCTaHOBMTe MepeKodaTelhb BKIIOUMTHL B TonoxeHue @ [UId BKIIOYeHHs CepBHCca
Lithium;

— YKa)KuTe BpeMsl OKUJaHUsI OTBeTa OT cepBHca B 1osie TaiimayT;

— YCTAQHOBUTE TIepeKyIoYaTeslb BKIWYHTE B TOJIOXEHUe @ 118 BrOYeHHs
3alMIIIeHHOr0 coejuHeHus o SSL;

— ykaxkute SSL-xocT cepBuca B nosie SSL host cepBuca;

— ykaxkute kopHeBor SSL-ceptudukar B rosie KopueBoii SSL cepruduxar;

— ykaxkuTe myonmmaHbid SSL-ceptudukat B mosie Ilyomuansiii SSL cepruduxar;

— yKakuTe npuBaTHbIA SSL-kimrou B mosie IlpuBaTHeil SSL kirroy.

Haxxmute kHonky IIpumMeHuTH, 4TOOBI IPUMEHUTH BHIOPAHHbIE [TapaMeTphl.

YTo6BI BOCCTAHOBUTHL BCe IapaMeTphbl II0 YMOJYaHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3Ha4YeHHUs 110 yMOTIAHHIO.

YT0o6Bl BOCCTAaHOBUTH MO YMOJYAHUIO OJMH TapaMerp, HaXKMWTe KHOMNKY €7 HalpoTHB

HAaWMMeHOBAHUS NdHHOI'O IapdaMeTpd.
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4.42 Hacrpoiika SAML pa3smeTrkn

J1y1s1 HacTPOVKU ITapaMeTpoB si3blka pasMeTku SAML BbiGeprTe Ha NIaHeNIM HaBUTAIIUM ITYHKT

SAML pa3smertka. 3aTeM B pabodeii 06s1acTi HacTpoKTe apameTps! (puc. 168):

SAML pa3meTka
. Bkntountb -
Monb3oBaTeNbCKUI NOCTaBLMUK “
stageoffice-adfs
MNMonb3oBaTenbcKan To4YKa BXoga “
https://ad.stageoffice.ru/adfs/Is/
IDP SLO Redirect URL —
https://ad.stageoffice.ru/adfs/|s/
Monb3oBaTenbcKas opraHusauus —
https:/im-echo.stageoffice.ru/_saml/metadata/stageoffice-adfs
. BKNOYUTD PEXMUM OTNaAKU -
MpoBepKa nognucen
MpoBepaTb BCE MNOAMMCH v

BoccTaHOBUTbL 3HA4YE€HUA MO yMoOn4aHu
Pucynok 168 — Hacrpoiika SAML pa3meTrku

— yCTaHOBHUTe HepeKyIoyaTes BKiIouuTs B nonoxenue @ s Briodenus SAML;
— YK&XUTe YHUKaJIbHOe UM Balllero MPUJI0XKeHUs Kak MOCTaBIIMKa yciuyr st SAML B nosne
ITob30BaTeIbLCKHUI OCTABIIHK;

— YKaXuTe I10JIb30BaTeJIbCKYI0 TOYKY BX0O/ld B I10JIe ITonb3oBaTeIbCKas TOYKA BXO0/4;
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— ykaxkute URL-ampec, mpenocrasnenubiii BamwmM [dP g Beixoma, B mosie IDP SLO
Redirect URL;

— YKaXUTe YHUKAJIbHBINA WIeHTUDUKATOP Balled opraHu3anyd B mose Ilosb3oBaTenbckasi
OpraHu3anus;

— YCTaHOBMTe IlepeKIioyaTe/lb BKIIIOUHTHL peXuM OTJafKH B HojoxeHve @ s

BKJIFOYeHHs peXXrMa OTJIdJIKHU.

Haxwmure kHonky IIpumennTs, 4TOOB IPUMEHUTDh BHIOPAHHbBIE TTapAMETPHI.

YToOBI BOCCTAaHOBUTH BCe IapaMeTphbl 10 yMOJYaHUIO, HAXXMHUTe KHONKYy BoccTaHoOBHTH
3HAYeHHs 110 YMOJIYAHHUIO.

YT106bl BOCCTAaHOBUTH II0 YMOJIYaHWIO OJWH IAapaMeTp, HaKMWUTE KHONKY €7 HalpoTHB
HaMMEeHOBAHMUS IAHHOTO ITapaMeTpa.

Janee nepeiiiute K AONOJHUTEIbHBIM HAaCTPOMKaM, JJIsI 3TOTO PACKPOWTe HYXXHBIM pasfen,
HaXkaB KHOIIKY ** HAIpPOTHB ero Ha3BaHMUSI:

— Ilonb3oBaTeNIbCKUM MHTEePhEeHC;

— Ceptudukar;

— IloBegenwue;

— Ponu;

— Conocrasnenue;

— JlononHUTeILHEIE.
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4.42.1 Ilonb3oBaTenbCckuii HHTEpderc

B paspmene Ilonb3oBaTrenbckuii HMHTepgeHC HAcTpoWTe IapameTpbl KHonku SAML

(puc. 169):

Monb3oBaTenbcKuil UHTepdeiic ~

TeKcT KHOMKKH

SAML

LLBET TeKCTa KHOMKHK “

#FFFFFB

LiseT KHOMKMK

#1d74f5

BoccTaHOBUTb 3Ha4Ye€HUA MO YMOYaH!Io

Pucynoxk 169 — Hacrpoiika mosnb3oBaTebCcKoro uHTepdeiica

— YKa>XuTe TeKCT KHOIIKH B I10Jie TexkcT KHONIKH;
— YKaXuTe KO/l [IBeTa TeKCTa KHOIIKHK B I10JIe HBET TeKCTa KHOIIKH;

— YKa’>XuTe KO/ I[IBeTa KHOIIKHU B I10JIe HBGT KHOIIKH.

Haxxmute kHonky IIpuMeHUTH, 4TOOBI IPUMEHUTH BbIOPAHHbIE [TapaMeTphl.

YTo6Bl BOCCTAHOBUTHL BCe IapaMeTphbl II0 yMOJYaHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3Ha4YeHHUs 110 yMOTIAHHIO.

YTo6Bl BOCCTAaHOBUTH MO YMOJYAHUIO OMH TapaMerp, HaKMWUTe KHOMNKY €7 HalpoTHB

HAaWMMeHOBAHUS NdHHOI'O IapaMeTpd.
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4.42.2 Ceptuduxar

B paspgene Ceprudukar HacTpoWTe MapaMeTpbl I10JIb30BaTEIbCKOIO

(puc. 170):

CepTudukar

Monb3oBaTenbcKuWil cepTudUKaT

[y6nuYHbIN KNHOY COAEPKUT

—--BEGIN CERTIFICATE-—-

MIIFNTCCBIWgAwIBAgITRWAAAAMTcV2MUWRXQAAAAAAAZANBgkghkiG9wWOBAQs

F

ADBhMRIWEAYKCZImiZPyLGQBGRYCcnUxGzAZBgoJkiaJk/IsZAEZFgtzdGFnZW9m

Z T ARARAAA A Tl L AN AAA _TILAAN A AV IAART. CL T AN In DA T

AHFOPHTM nognvucu

RSA-SHA256

3aKpbITblii KJTOY COAEPKMUT

—-BEGIN RSA PRIVATE KEY-—

MIIEowIBAAKCAQEAsIeBjuR7mkXQcjZ/YmbJpZ9vWOX8Kdd8bRGUOmMIpXturkxdh
HsfOBQoQWFgFIRWs5Ng1x83w1JDNy8dVE+VkGQqCxnS2XnYY0pJ/zTAjkBUgwkf3
rDLHWWb6eMq7YjQP141dGqT7MIGb+kDH+EfA38TEPSxTiyNi/QCbmVzMmrleonCo

e e AT T e R e LM AT T VAN AR - R A r 11 IO LR AN N AL T,

BoccTaHOBUTE 3HA4eHUA Mo YMOYaHUIo

Pucynok 170 — Hacrpoiika ceprudukaTa

cepruduUKara

— YKaXXuTe II0JIb30BaTelbCKUi cepTudukar (ceprudukar noxanvcu IdP) nmns nposepku

3anpocoB SAML B nose Ilosib30BaTeIbCKHI cepTHPHKAT;

— YKa&XHUTe OTKpPBITYI0 YacTb CepTHUUKATa, CO3JaHHYIO I IMHAQPOBAaHUS TpaH3aKIUK

SAML, B nosie Ily0THYHBII KIIIOY COJI€PIKHT;

- BbIﬁepI/ITe dJITOPUTM IIPOBEPKU MOAMNXCEN U3 BbINAIAIOIIEr0 CIIMCKa AJII‘OpI/ITM IIOAIIHCH,

— YKaXUTe 3aKpBITBIM KJII0Y, COOTBETCTBYIOLIMIN CepTU(PUKATy, B I0je 3aKPBIThIN KJIHY

COJIePIKHT.

Haxxmure kHonky IIpumMeHUTH, 4TOOBI IPUMEHUTH BbIOPAHHbIE ITApaMeTphI.
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YToOBl BOCCTAHOBUTH BCe IapaMeTphbl IO YMOJYAaHUIO, HAXMHUTe KHONKy BoccraHoBHTH

3Ha4YeHud 1o yMOJI4YdHHUI0.

YT1oObI BOCCTAaHOBUTH TI0 YMOJIYaHHWIO OJWH IApaMeTp, HaKMUTe KHOMKY 7 HalpOTHB

HavMeHOBaHHs JdHHOI'O ITapaMeTpa.

4.42.3 IloBenenue

B paznene IloBenenue HacTpoiiTe mapametpsl noeenenust SAML (puc. 171):

MoBepeHune ~

reHEPHPOBﬂTb WMSA nonb3oBaTens

HOpMaHHSOBBTb WMA Nonb3oBaTensa

HeT Hopmanusauuu e

HeusmeHaemoe umsa nons

Appec 3ﬂeKTp0HHOI;’1 NoYTbI ~

. MepesanucaTb NoNHOE UMSA Nonb3oBartens (Mcrnonb3osarb aTpubyToi idP) o

MNepesanucaTb agpec 3NeKTPOHHOW NOYTbI NONb30BaTena (MCNoNb3oBaTh
aTpubyTnbl idP)

Bbixop U3 cuctembl

3aBepwunTb ceaHc SAML ~

Update Room Subscriptions on Each Login

Include Private Rooms in Room Subscription

BoccTaHOBUTE 3HA4YEeHUA Mo YMONYaHUIO

Pucynok 171 — Hacrpotika noBegeHus

— YCTaHOBHUTE IIepeK/iro4aTellb FeHepI/IPOBaTL HM{ I10JIb30BaTeJIfd B IIOJIOXKEeHHe

reHepaiiii KMeHH I10JIb30BaTeJId,
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— BbIOepuTe TUII HOPMaJIM3allM{ I10JIb30BaTels U3 BhINajatomiero cnvucka HopmanuzoBath
UM [I0JIb30BaTeJIs;

— BbIOepuTe Her3MeHsieMoe UMl TI0J1s1 U3 Bblllajatoliiero cnucka Hemzmensiemoe ums mois;

— ycTaHOBUTe Tepekitodaresb [lepe3amicaTs mMoJIHOe MM MOJIb30BaTeNIsl (HCIOIH30BaTh
aTpubyTsI idP) B nonoxenue @ IS epe3anycy MOJIHOTO UMEHH T0JIb30BaTelIs;

— yCTaHOBHUTe Iepekittodaresb IlepesanucaTh afpec 3JIeKTPOHHOMH IOYTHI MOJIb30BaTeNIs
(uconb3oBatk arpubyTsI idP) B nonoxenue @ 1714 Mepe3anucy 37MeKTPOHHOM TTOYTHI
I10JIb30BaTeIs;

— BbIOepuTe c1iocob BbIXO/Ia M3 CHCTEMbI 13 BbINIA/IAI0IIero Cirucka BeIxod U3 cuCTeMBlI;

— ycraHoBuTe mnepekiitodaresib Update Room Subscriptions on Each Login B nonoxenue

@ 119 BKIIIOYEHMS TIPOBEPKHM, YTO MOJb30BaTelb SIBJIeTCS 4IeHOM BCeX KaHAJOB B
SAML assertion npy KakJioM BXOJie B CUCTEMY;;
— ycraHoBuTe nepeksitouaresib Include Private Rooms in Room Subscription B nonoxenue

. JJIsL ,I[O6aBJ'IEHI/I$I MI0JIb30BaTejIs B JIIOOBIe JIMYHBIE Ka6I/IHETbI, CyuieCTByromue B

SAML assertion.

Haxxmute kHonky IIpumMeHuTH, 4TOOBI IPUMEHUTH BHIOPAHHbIE [TapaMeTphl.

YTo6Bl BOCCTAHOBUTHL BCe IapaMeTphbl II0 YMOJYaHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3Ha4YeHHUs 110 yMOTIAHHIO.

YT0o6Bl BOCCTAaHOBUTH MO YMOJYAHUIO OJMH TapaMerp, HaXKMWTe KHOMNKY €7 HalpoTHB

HAaWMeHOBAdHUS NAHHOTI'O IapaMeTpd.
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4.42.4 Pooin

B paspnesne Posmm HacTpoiite napametpsl posteid SAML (puc. 172):

Ponu PN

Ponb nonb3oeaTens no yMon4aHuo

user

MMA aTpubyTa ponu

CUHXPOHU3WUPOBaTL PONK

Pucynok 172 — Hacrpoiika poseit

— YKa)XXUTe poJib I10JIb30BaTesIs 110 YMOIYaHUIO B 11oJle PoJib mosib3oBaTesisi 10 yMOTYaHHUIO.
MoxHO yKa3aTb HeCKOJIbKO poJlel Yepe3 3alsTylo;

— yKaXuTe UMs aTpubyTa ponu B nojie ms arpudyra posy;

— yCTaHOBMTe TepeKiodaTte]lb CHHXPOHH3HPOBAaThL pPOJMH B IojoxeHde @

CUHXPOHU3aIIuNn poneﬁ I10JIb30BaTeen IIpU BXOHe.

Haxxmure kHonky IIpumMeHUTH, 4TOOBI IPUMEHUTH BBIOPAHHbIE ITApaMeTphI.

YToOBl BOCCTAHOBUTH BCe IapaMeTphbl IO YMOJYAaHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3HA4YeHHUs 10 YMOTYAHHUIO.

YToObI BOCCTAaHOBUTH II0 YMOJYAaHHWIO OJWH IApaMeTp, HAKMWUTE KHOMKY <7 HalpOTHB

HAMMEeHOBaHUS NdHHOI'O ITapaMeTpa.
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4.42.5 ComocraBjienue

B pasnene ComocraBiieHHe HACTPOUTe, KaK M0JIs YYeTHOW 3allMCH [10JIb30BaTeJisl (Harpumep,
QJIeKTPOHHAsl T0YTa) 3amoyHSoTCa K3 3anmucd B SAML  (mocne oOHapykeHus1), B IOje

ComnocraBiieHue m0/1b30BaTeIbCKHX JAaHHBIX (puc. 173).

ConocTaeneHue ~

ConocTaBnieHue Nofb30BaTeNbCKUX JaHHbIX «

{"username":"username”, "avatar": "thumbnailPhoto", "email":"email”, "name": { "fieldNa
mes": [ "http://schemas-xmlsoap-org/ws/2005/05/identity/claims/givenname”, "htt

p://schemas-xmlsoap-org/ws/2005/05/identity/claims/surname" |, "template”; "__htt
p://schemas-xmlsoap-org/ws/2005/05/identity/claims/givenname__ __http:/schem

P B SRR 7. ¥ Yo ¥ o £ ¥ o S0 BPCTSN S B S S TR RY

{"name":"cn", "email”:"mail"}

name , email , avatar username
customFields
avatar

{ "email": "mail", "username": { 'fieldName": "mail", "regex': "(.*)@.+$", "template": "user-
_regex_" },

"name”: { "fieldNames": [ "firstName", "lastName" ], "template”: "__firstName__
__lastName__" },

"__identifier__": "uid"

}

BoccTaHOBUTb 3Ha4eHUA no ymMon4yaHWo

Pucynok 173 — ComnocrasiieHue 10b30BaTeNIbCKUX TAHHBIX

Haxxmute kHonky IIpuMeHUTH, 4TOOBI IPUMEHUTH BEIOPAHHbIE [TapaMeTphl.

YToOBI BOCCTAaHOBHUTH BCE MapaMeTpbl 10 YMOJ/IYaHHUIO, HAXKMHUTE KHOIIKY BoccranoButh

3HAYeHUud 110 YMOJITYAHUI0.

YToOBI BOCCTAaHOBUTHL IIO YMO/TYdHUKO OIWH IlapdMeTp, HA>XXMHUTe KHOIIKY “ HaIIpOTUB

HaMMEHOBAHUS [JdaHHOI'O IlapaMeTpa.
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4.42.6 JlomotHUTEIHLHBIE

B paznene JlonosHUTeIbHBIE HACTPOTE JONIOJIHUTENbHBIE TapamMeTpbl SAML (puc. 174):

[JononHuTenbHble ~

,D.OI'IyCTHMOE CMELLEeHWEe YacoB NocTaBlWMKa HAEHTHdJHKaLl,HDHHbIX AaHHbIX

0

(Qopmar ugeHtudukaTopa

urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress

La6noH nonutku NamelD

<samlp:NamelDPolicy xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol" Format
="__identifierFormat__" AllowCreate="true"></samlp:NamelDPolicy>

MonbsoBaTenbckuii KoHTeKeT Authn —

Pucynok 174 — ®parmeHT fonoHUTeNnbHbIX HacTpoek SAML

— YK@XUTe JIOMyCTUMOe CMellleHHe 4YacOB IOCTaBIIMKA HAeHTU(DHKAIIMOHHBIX JaHHBIX (B
MUWJUIMCEKyHAaX) B  1nose  JlomycTumoe — cMellleHHe  4acOB  IOCTaBIIMKa
UeHTH(PUKAITMOHHBIX JaHHBIX;

— yKaxuTe popmar nieHTuduKaropa B nojie Popmar HreHTHPHKATOPA;

— YKaXWTe TM0JIb30BaTelibckuii koHTeKCT Authn B mosie Ilosb3oBaTenbCKUIT KOHTEKCT
Authn;

— BbIOepuTe crnocob cpaBHeHUsi KoHTekcTa Authn u3 Beimamaromero cnucka CpaBHeHHe

KoHTeKcTa Authn;
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— YKaKUTe HYXXHbIe 11aOJIOHbI B COOTBETCTBYIOIIUX MOJISIX:
o [ITa6non otk NamelD:;
e [1Tabmon AuthnContext;
e [[Tabnon AuthnRequest;
e [[Tab0H OTBeTa Ha 3aBepIilieHe CeCCUU;
e [[TaboH 3ampoca 3aBepIlieHUs CeCCUH;
e [[TabnoH cepTudUKaTa MeTalaHHBIX;

o [1Tabion MeTaaHHBIX.

Haxxmure kHonky IIpumMeHUTH, 4TOOBI IPUMEHUTH BbIOPAHHbIE TApaMeTphl.

YToOBl BOCCTAHOBUTH BCe IapaMeTphbl IO YMOJYAHUIO, HAXMHUTe KHONKy BoccraHoBHTH
3HA4YeHHUs 10 YMOTYAHHUIO.

YT1oObI BOCCTAaHOBUTH II0 YMOJYAHHWIO OJWH IApaMeTp, HAKMUTE KHOMKY <7 HalpOTHB

HAMMEeHOBaHUS NdHHOI'O ITapaMeTpa.
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5 IEUCTBUS C COOBIIEHUSMU

AnmMunnctparop Squadus MOXeT yIaJisTh U 3KCIIOPTUPOBATh COOOIIeHUs U3 JIt000M beceibl.

5.1 Yaanures coobmenus

YToOBbI TepedTH K yJaJeHUI0 COOOINeHWM, Ha IaHelld WHCTPYMEHTOB HYXKHOW Oecembl
Haxkmute KHONKY : (IIapamMeTpsI) U B OTKPBIBIIEMCS JOTIOIHUTEILHOM MEHIO BhIGEpHTe KOMaHIy

Yaanure coo0mIeHus.

Ha oTkpeiBII€ics MaHem HaCTpouTe napaMeTpsl (puc. 175):

& YpanuTb coobLeHmns X
Hoeee, yem

O MM.TTIT | - ©
CTapLue, yem

AA.MM.TTT o —-- ©

YAanuTb COOBILEHUS TONBbKO OT CNEAYHLLMX
nonb3soBateneil (4Tobbl yaanuTb BCe COOBLUIEHNS, OCTaBbTe
none nycTbim):

BrknouuTensHo

He yganaTb 3aKpenneHHble cOobLLeHNns
He yganaTtb cooblyeHna us obeykaeHui
He yganartb Lienovku oTBeToB

YAanuTb TONbKO NPUKPENeHHbIe dairbl, COOBLLEHUA
OCTaBUTb

& 3To ynanuT Bee coobuleHwa B komanda_tekhpisov!

Ypanutb

Pucynok 175 — JlononHuTenbHas aHenb Y aJIUTh COOOIIeHUSI

1. Vxaxwure nary u Bpemsa B nonsix Hosee, yuem u Crapme, yeM, 4yTOObI 00O3HAYWUTH

BPEMeHHOfI IMPpOMEXKYTOK, B KOTOPOM 6y,I[y'T yAdJjieHbl COO6H.[€HI/I$[.
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2. YxaxuTe Io0/ib30BaTesiel, Ybd COOOIIEeHUs] HYXXHO yAanuThb. s 3TOro BBenuTe uUMs
10JIb30BaTeNIsl B 1OJie YJAJIUTh COOOIIEeHHsl TOJIbKO OT CJeyININX I0JIb30BaTesieid,
3aTeM B CIIMCKe Hal/IeHHbIX KOHTAaKTOB HA)KMHUTE Ha JIAaHHOTO 110JIb30BaTeJIsl.

3. YcTraHOBHUTe HY>XHble (PIIXKKHU:

— BxilounTelbHO — eciid  yCTaHOB/IeH GJakoK, OyAyT yhaajeHbl COOOIeHus
BKJIIOUMTEJIbBHO C MOMEHTa BpeMeHU yKa3aHHoOro B moiisx HoBee, yeM 1o MOMeHT
BpeMeHU yKa3aHHbIN B noJisix CTapiie, yem;

— He ynanaTh 3aKperuieHHbIe CO00IIeHUsI — ecJId YCTaHOBJIeH GJIaKOK, 3aKpelyieHHble
CoOOITIeH s He OYIyT y/laJeHbl;

— He ypansaTs coobuieHus U3 00CYKIeHUH — eCJIM YCTaHOBJIeH (JIaXkoK, COOOITIeHHUs U3

obcyxaeHul He OyIyT yaalleHbl;

— He ymanaTh Iemo4Yku OTBETOB — eCJIM YCTAHOBJIEH (UIAXKOK, IENOYKH OTBETOB He
OyIyT ynaneHbl;
— YaanuTe TONBKO IIPUKpeIUIeHHbIe (Qailibl, COOOIeHHUsI OCTaBHTb — ecliu

yCTaHOBJIeH uiaXkok, OyIyT yAajieHbl TOJIbKO MTPUKpPerieHHble (anJIbl.

Haxxmure KHOIIKY YHHJII/ITI) N B OTKPbIBIHIEMCA OUAJIOTOBOM OKHE€ HAXMHUTE KHOIIKY I[a,

YIQJIUTh.
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5.2 DKCIOPTHPOBATH COOOIIEHUS

YTo6BI TIEPeiTH K 9KCIIOPTY COOBINeH i, mekuuTe 1o kuorke ; (Ilapamerps) Ha maHenu

HUHCTPYMEHTOB W B OTKPbLIBIIEMCS AOOIIOJIHUTEJIbHOM MEHIO BbI6epI/ITe KOMdHAY BKCHOPTI/IPOBHTI)

coobmenus. OTKpPoeTCs IOMOTHUTeNbHAsI [TaHeJIb DKCHOPTHPOBaTh coobienus (prc. 176).

3KcnopTUpoBaTh CO06LLeHNsA X

MeTog

OTnpaBuTb MO 3NEKTPOHHOMW NoYTe ~

@ Bei6op coobuiexnit

BuibpaHo: 0
BoifiepuTe cooBuIEHUs 1717 OTNPABKK

Mone30BaTenam

| |

JononHuTenbHble agpecaTbl

Pucynox 176 — JlononHuTenbHas aHe/lb DKCHOPTHPOBAThH COOOIIeHUS

YTo0OBI OTIIPABUTDH COO6H.[€HI/I$[ 110 SﬂeKTpOHHOﬁ Io4Te, BBIIIOJIHWUTE CJIeAYrolire IeCTBUS:

1.

W3 Bemapatoiero cnvcka Mertop BeiOepuTe MyHKT OTHPaBUTH IO 3JIEKTPOHHOM IOYTe

(cMm. puc. 176).

Bribepute coobmienus s oTnpaBku. s aToro:

— HaBeiUTe KypCcop Ha OJJHO U3 COOOIIeHNH, KOTOpble He0OX0IUMO OTIPABUTH;

— HoCTaBbTe OTMeTKY &4 B IOSBMBIIMICA CeJIeKTOp . Ilocne 3TOrO HANpOTUB BCEX
coo0I1IeHuN Gece/ibl TOSIBATCS CeJIeKTOPHI |_J;

— MPOCTaBbTe OTMETKU HAIIPOTUB OCTaJIbHBIX COOOIeHUH, KOTOPbIe HY>KHO OTIIPABUT.

Bribepute mnosib3oBaTesieil, KOTOPbIM HeOOXOOUMO IepecyiaTh coobmieHus. st aToro

BBelUTe WMS IMOJib3oBarelis B mnoijie Ilomb3oBaTessiM, 3aTeM B CIIHMCKe HaHAeHHBIX

M0JIb30BaTesIel HaXKMUTe Ha HY>KHOTO.

B none domonHurtenbHBIe agpecaThl YKaKUTe JIONMOJIHUTENIbHBIE ajipeca, Ha KOTOpble

6YI[YT OTIIPABJIEHBI SKCIIOPTUPOBAHHBIE COO6H.[€HI/I$[.
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5. B none Tema ykaxvTe TeMy MHUCbMa, B KOTOPOM OY/IyT OTIIpaBJIeHbI COOOIIeHHUS.

6. Haxxmute kHONKy OTIPaBUTB.

YTOoOBI 3KCIOPTUPOBATh COOOIEHUs KaK (aiisl, BBIIOJIHUTE Clefytoue neictBus (puc. 177):

SKcnopTUMpoBaTbh coobLLEeHUA x
MeTogn

3KcnopTUpoBaThb Kak daitn v
or

0. MM_ITTT |
oT

0. MM_ITTT |

dopmar BbiBOAA
HTML v

Pucynok 177 — JlononHuTenbHas aHe/lb JKCHOPTHPOBAThL CO00IeHHs 1P BhIOOpe MeTo/ia

JKCHOPTHPOBATh KakK ¢Qaiii

1. U3 Beimaparomero cnvcka Meton BeiOepUTe MyHKT OKCIOPTHPOBATh Kak ¢aiil.

2. YkaxuTe B COOTBETCTBYIOIIMX IIOJSIX IIePUOJ, 3a KOTOPBIM HY>XHO 3KCIOPTHUPOBAaTh
cooOIIeHusl.

3. Bribepute u3 BhImajaroniero cnucka Popmar BeIBoAa Qopmar, B KOTOpPOM OynyT
skcroptupoBanbl coobienus: HTML wim JSON.

4. Haxwmure kHonky Export.
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IIpunoxenue

Ilepeuenn u3MeHeHUIl B IOKyMeHTe

B manHOM npuioxeHUM IpeCTaBlleH llepedyeHb U3MeHeHUH OTHOCUTENIbHO JJaThl yOJIMKaluU
Y BepCUU JIOKyMeHTa.

27.08.2024 IloaroroBiieH TOKyMeHT Bepcud 1.

04.09.2024 TlonroroBneH NOKyMeHT BepCHM 2 CO CJIeiyIOIIMM U3MeHeHHeM: H3MeHeH pasjies
«Hacrpoiika uHrerpamuu c¢ YactaeiM O6sakom» — UCKIIOYeHA HWHGOPMANMsl O HaACTPOMKe
vHTerpanuu. Hacrtpoiika wuHTerpanuu omnucaHa B JOKyMeHTe «PykoBoicTBo 1o HacTporike

HUHTerpanvun.
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