MonOdonc
[MpodeccnoHanbHbIN 3

PyKOBOICTBO 110 YCTaHOBKEe

CUCTEMA PEJAKTUPOBAHHY U COBMECTHOM PABOTEI

© 00O «HOBBIE OBJIAYHBIE TEXHOJIOT Wy, 2013 — 2024




000 «<HOBBIE OBJIAYHbBIE TEXHOJIOI'MI»

IIPOT'PAMMHOE OBECIIEYEHUE
«MOUNOPUC ITPOPECCUOHAJILHDBIA 3»
CHUCTEMA PEJJAKTUPOBAHUS I COBMECTHOU PABOTHI

3.1

PYKOBOJCTBO IIO YCTAHOBKE

Bepcusn 1
Ha 58 smucrax

Jara nmyonukamuu: 27.08.2024

MockBa
2024



MonOdounc

Bce ynoMsHyTble B 3TOM JIOKyMeHTe Ha3BaHUS MPOAYKTOB, JIOTOTUIIbI, TOPTrOBble MAapKU U
TOBApHbIe 3HaKU MPUHAIUIeXAT UX BJlafieJibIlaM.

ToBapubie 3Haku «MoitOduc» u «MyOfficen npunamiexxar OO0 «HOBBIE OBJIAYHBIE
TEXHOJIOT'UW».

Hu npu kakux oOCTOSITeIbCTBAX Heb3s UCTOJIKOBBIBATH JIIOOOE CO/IepXKMMOe HACTOSIIero
JIOKyMeHTa KakK IpsiMoe MJIM KOCBEHHOe IpefioCTaB/ieHue JIMIeH3UW WM MpaBa Ha KCIO0JIb30BaHUe
TOBApPHBIX 3HAKOB, JIOTOTUIIOB MJIM 3HAKOB 00CITyKHMBaHUSI, IPUBEJIEHHBIX B HEM.

JItoboe HECAaHKIIMOHUPOBAHHOE MCIIOJIb30BAHUE 3THUX TOBAPHBIX 3HAKOB, JIOTOTHUIIOB WJIM 3HAKOB

obcimykuBaHus 6e3 MMCbMEeHHOI'0 pa3pelieHus UX paBoo0IIajaTesis CTPOro 3arpeleHo.
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IMEPEYEHD COKPAIIIEHUM, TEPMHHOB U OITPEJIEJIEHUI

B Hacrosiiiem 1okyMeHTe NTPUMEHSIOT CJIeAyIOlHe COKpAIleHUs C COOTBETCTBYIOIIMMU
pacmmdpoBkamu (cM. Tabmumy 1).

Tabmuna 1 — CoxpallieHust U pacuppoBKU

Copamieinze, PacimmidpoBka 1 onpenienenue
TepMUH
AD Microsoft Active Directory, AKTUBHBIN KaTaJlor
API Application Programming Interface, uaTepdetic mporpaMMHupoOBaHUS PUIIOKEHHIA
Auth SSO Single Sign-On, noacuctemMa eguHoro BXoja (ayTeHTUHKAIIMKU U aBTOPU3aIIiHN)
CA Certificate Authority, yaocToBepsitoniuii eHTP AJIs MOATBEPIKIEHUS TT0[JINTHHOCTH
Ko4el mrdpoBaHUs
CDN Content Delivery Network, ceTh moCTaBKU coJiep>XuMOro (B JaHHOM CJIy4yae oJiHa
u3 posieri Auth SSO cepsepa)
CU Converter Unit, cepBuC KOHBepTUPOBaHUs pa3HbIX GOpMaTOB PailyioB
DCS Document Collaboration Service, cepBuc pefjakTupoBaHus U KojUlaboparuu
JIOKYMeHTOB Ha 0a3e koja Core
DNS Domain Name System, cucreMa JOMeHHBIX UMeH
DU Document Unit, cunonum DCS
EFK Crexk I1O st meHTpa/m3oBaHHOTO cO0Opa M BU3yalM3al[iH Ky PHAJIOB COOBITHH,
ElasticSearch + Fluentd + Kibana
ESTIA ECHA, Enunas Cucrema Unentudukaruu u AytenTudukaimu, vHGopMallMoHHAs
cuctema B PO, obecrneunBaromiasi CaHKIIMOHUPOBAHHBIM TOCTYII JJIsL
“HGOPMANMOHHOTO B3aMMO/IEHCTBHS (TPakIaH-3asiBUTeNIed U JJOJDKHO CTHBIX JIHII
OpTraHOB HUCIIOJIHUTENIbHOM BJIACTH) K MHOPMAIUH, CojJiepiKallleics B
rOCy/apCTBeHHbIX U MHbIX HHPOPMAIIMOHHBIX CUCTEMaX
ETCD Pacnpenenennas cucreMa XxpaHeHHs] KOHQUTYpallvy
FCM Firebase Cloud Messaging, cepBuc yBeoMyieHnt MOOMIBbHBIX TTpuioxeHuit Google,
panee HazbiBasics GCM
FQDN Fully Qualified Domain Name, mosiHOCTBIO OTIpefie/ieHHOe UMs JOMeHa
GCM Google Cloud Messaging, cepBuc HoTUdUKaIUi MOOWIbHBIX TipwioXxeHuit Google,
3ameHeH cepBucoM FCM
HMS Huawei Mobile Services, cepsrc HoTuduMKanui MoOMIbHBIX npuioxernii Huawei
Inventory Patin ns HacTporiku Ansible ¢ mepeuncnenuem porneit u ux IP-anpecos
IPVS IP Virtual Server
JKS Java Key Store, xpanumiie kmo4deid U CepTUPUKATOB, TOCTYIHBIX B BUPTYaJIbHOM
cepBepe Java
LDAP Lightweight Directory Access Protocol, obierdeHHbii IpoTOKOJI AOCTYNA K
KaTajioraM
LO LibreOffice, unbTpbl KOTOPOTO UCTIONB3YIOTCS ISl UMIIOPTUPOBAHUS Y CTApeBIINX
OuHapHBIX GOPMATOB IOKYMEHTOB
SMTP Simple Mail Transfer Protocol, mpoTokos mepegauu MoYTOBBIX COOOIIEHMI
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Coxkpaenue, Pacimidposka u onpenenenue
TepMUH

SSH Secure Shell, «6e3onachas obonouka»

Ul User Interface, nmosms3oBaTenbckuid HHTepdeiic

URL Uniform Resource Locator, equnblii yka3zatenb pecypca
UX User Experience, «OMbIT MOJb30BaTESD)

ay JupekTopus yCTaHOBKU
000 OO611eCcTBO C OrpaHUYEHHOU OTBETCTBEHHOCTHIO

0C OmnepanuonHas cucreMa

[IK [lepcoHanbHBIN KOMIIBIOTED

110 [IporpamMmmHoe obecniedeHue

p411 Y nocroBepsitoluil IeHTp
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1 OBIIIME CBEJEHUSA

1.1 Hazuauenue

B HacrosiieM 1OKyMeHTe ONMCAaH TOPSZIOK ycCTaHOBKM CHCTeMbl pelaKTUPOBAHUSI U
COBMECTHOHM paboThl U3 cocTaBa npoaykra «MorOduc [IpodeccroHanbHbil 3» U B3aUMOIeCTBHE
cepBrcoB ¢ CHCTeMOM XpaHeHUs! JaHHbIX.

CucremMa pelakTUPOBAHUSI U COBMECTHOM paboThl peiHa3HA4YeHa Iyisi UHAUBUIYAJILHOIO U
COBMECTHOT'O PeIJaKTUPOBAHUSI TEKCTOBBIX M TAOJMYHBIX JIOKYMEHTOB, a TakKXe IpOCMOTpa U
JIEMOHCTPAIIMHY Tpe3eHTaIui.

Cucrema XpaHeHUs JaHHbIX IIpeJHda3Ha4deHa JI1 fe3o0macHOro XpaHeHHs KOPIIOPATHBHbIX
daiyioB U obecrieyeHHUs] BOBMOXKHOCTEM aBTOPU3AllMH, ayTeHTUUKAIIMM W pa3rpaHUYeHus IpaB
JIOCTYyIIa I10JIb30BaTesIei.

[logpobHOe  ommcaHWe  BO3MOXHOCTeM  INPOANYKTa  IIPUBEIGHO B JIOKyYMeHTe

«"MoiOduc IIpodeccronanbubii 3". DyHKIIMOHATIBHBIE BO3MOXXHOCTHY.

1.2 TpeGoBaHus K nepcoHaIy

Hns pabotsl ¢ [I0 AnMuHMCTpaTOpy HeoO6XOguMO 00JlafaTh pejieBaHTHBIM OIIBITOM I10
CJIeYIOIMM HallpaBJIeHUSIM:

1. OcHOBHI ceTeBOro AdIMUHUCTPUPOBAHUA:

cereBast Mofiesib OSI u crek npotokosioB TCP/IP;

[P-afpecanyvist U Macku IOJICETH;

MapaIpyTU3alusd: CTaTHYeCKadad U JJMHaMHW4YeCKas,

MIPOTOKOJI 0becriedeHus: 0TKa30ycToHuruBOCTH 1Tio3a (VRRP).
2. Pabota c nmojicucreMoy BUPTyaJu3allii Ha YPOBHE 3KCIepTa:
— pa6bota ¢ VMware vSphere ESXi 6.5 unu KVM;

— ycranoBka Docker;

3aIlyCK, OCTAHOBKA U [1epe3anyCKk KOHTeHHepoB;

paboTa c peeCcTpoM KOHTEHHEpOB;

IoJIy4eHHe [1apaMeTpoB KOHTeHHepOB;

B3aMMO/IeMCTBUE TTPUJIOXKeHUH B KOHTelHepax (ceTb B Docker)

3. Pabota ¢ komanaHo crpokoit OC Linux:

ONBIT CACTEMHOT'0 afMUHUCTPpUPOBanus Linux;

3HaHUs B 00beMe KypcoB AL-1702, AL-1703 (unu aHasmorn4yHbix KypcoB apyrux OC);

3HaHUS B 00BEMe, JOCTAaTOYHOM JIJIs ciauM cepTudukainoHHoro sk3ameHa ALCSA-1.7

(nnu aHaNOrMYHbIX 3k3aMeHoB Apyrux OC).

© 00O «HOBLIE OBJTAYHBIE TEXHOJIOT'UHW», 2013 — 2024
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4. Pabota co city>x60it jomeHHbIX UMeH DNS:

— 3HaHUe ocHOBHBbIX TepMUHOB (DNS, IP-agpec);

— nmoHMMaHue npuHIuIoB paboTel DNS (kopHeBbie cepBepsl, TLD-cepBephl, cepBepbl MeH
JIOMEHOB, pa3pellaloluii cepBep UMeH);

— 3HAHWe TUIIOB 3amucy U 3anmpocoB DNS.

5. 3HaHMe BUJIOB apXUTEKTYPhI, @ TaKXKe OCHOBHBIX KOMIIOHEHTOB UHGPACTPYKTYPhI

OoTKpbITHIX Kitoder (PKI):

POJIBIO

— 3aKPBITHIM U OTKPBITHIU KIIIOYY;

— cepTUPUKAT OTKPHITOTO KIII0YA;

— peructpaiiioHHbIi 11eHTp (RA);
— ceprudukanmoHubii eHTp (CA);
— xpanuiuiie ceptudpukaroB (CR).
6. [IpakTHYeCcKUi OMBIT AJIMUHHUCTPUPOBAHMS HAa YPOBHE 3KCITepTa:
— Etcd;

— Elasticsearch;

— Prometheus;

— RabbitMQ;

— Redis.

7. Pabota c cucremoi aBToMaTH3alluU pa3BepThiBaHUs Ansible.

1.3 CocraB aucrpudyTHBa

Kommekt mocraBku [1O mnpenHasHayeH [yisi MOATOTOBKM HMHGPACTPYKTYphbl CepBepa C

operator W JaJibHeNIIel ycTaHOBKY . KoMIJIeKT BkiIto4aeT B cebs:
— UCHOJIHSIeMBI (aiyl co_ansible bin 3.1.run, IpeJHAa3HAYeHHBIM IS YCTAHOBKHU

IMOACHUCTEMBI YIIpABJIEHU KOHCl)I/IpraL[I/IHMI/I y

— UCHOJNIHSeMbIN Gailyl co_infra 3.1.run, IpeAHAa3HAYEHHBIN I YCTAHOBKU XPaHWIHIIA

obpazoB Docker

1.4 Ilepeyens TexHUYeCKON JOKYMEHTAITUN

[TepeueHb TeXHUYECKOM TOKyMeHTAllUH, [pe/ICTaB/IeHHbIA B TabiuIle 2, NpefiHa3HauYeH [jIs

pa3BepThiBaHUs CEepBEPHOM 4YaCTH, HACTPOWKK U JajibHEWIero agMUHUCTPUPOBAHUS MPOAYKTA

«MoitO¢uc ITpodeccroHanbHbIN 3».

Komrnekr AOKYMEeHTAllun PacCIIpoCTpdHAETCA Ha KOMIIOHEHTEI IIpOAYKTa

«MouOduc ITpobeccroHanbHbBIN 3»:

— CucreMy pelakTHPOBAHUSI U COBMECTHOW pabOTHI;

— CucreMy xpaHeHUs JaHHBIX.

© 00O «HOBLIE OBJTAYHBIE TEXHOJIOT'UHW», 2013 — 2024
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Tabmuna 2 — IlepeyeHb TeXHUYECKOM AOKYMeHTAI[UU

Hcnons3yemeie
HaumeHnoBanue nokymeHnTa Y CopepxaHue T0KyMeHTa
KOMIIOHEHTHI
«"Mo#Oduc [IpodeccuonanbHbiit 3". Cucrema CucreMHBle U TPOTPaMMHbIe
CucremHble TpeOOBaHUS» pelakTupoBaHus | TpebOBaHUS K IPOIYKTY

Y COBMECTHOU
pabotel, Cuctema
XpaHeHUsl JaHHBIX

«"Mo#tOdwuc [Ipodeccronanbubii 3".
ApxuTtektypa»

Cucrema
penaKkTUpOBaHUS
U COBMECTHOM
pabotei, Cucrema
XpaHeHUs JaHHBIX

OmnucaHue apXUTeKTypPhl IPOTyKTa JIJIst
BbIOOpA TUIA YCTAHOBKU U BbIJleJIeHUS
pPecypcoB JiJis CepBepoB

«"MoitOduc Ipodeccruonanbubiit 3". Cucrema [Topsiiok yCTaHOBKU CUCTEMBI
CucreMa peakTUPOBaHUS U pelNaKkTUpPOBaHUs | pedaKTUPOBAHUS M COBMECTHOU
COBMeCTHOM paboTsl. PykoBoacTBO 10 ¥ COBMECTHOU paboThI

yCTaHOBKe» paboThl

«"MoitOduc ITpodeccruonambhbIl 3". Crcrema [Topsimok yCcTaHOBKH CUCTEMBI

CucreMa XxpaHeHUs TaHHBIX.
PykoBoCTBO IO yCTaHOBKE»

XPpaHEeHU JdHHBIX

XPpaHeHUs NaHHBIX

«"MoitOduc Ipodeccruonanbubiit 3".
PykoBozaCTBO 110 HacTpoiKe»

Cucrema
pelaKTUPOBaHUS
1 COBMECTHOM
paboTsl, CucteMa
XpaHeHUs JaHHbIX

Hacrpoiika cepBepoB npoaykKTa 1nocie
YCTAHOBKH U B XOJle OKCIUTyaTallu|
CHCTeMB], a TaKXe POIecCOoB
MOHUTOPHHTA U JIOTUPOBaHUs

«"Mo#tOdwuc [IpodeccuonanbHbiit 3".
PykoBojcTBO o pesepBHOMY
KOTIPOBaHUION

Cucrema
XpaHeHus JaHHBIX

[Topsimok pe3epBHOTO KOMMUPOBAHUS
0a3 JaHHBIX, PaCMOJIOXKeHHbIX B
CHCTeMe XpaHeHUs JTaHHBIX

«"Mo#Oduc [IpodeccuonanbHblit 3".
CepBUCHO-pecypCHas MOZeb)

Cucrema
penaKkTUpOBaHUS
U COBMECTHOU
pabotel, Cuctema
XpaHeHUs JaHHbIX

Jlorudeckast MoJiejib CepBHCa,
OTIMCBIBAOIIASI COCTAB U B3aMMOCBSI3U
KOMIIOHEHTOB (pecypcoB), KOTOpbIe
COBMECTHO 06eCIieqrBaroT
IpefoCTaBjieHre cepBUCa
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1.5 IIporpaMmMHFbIe U anmapaTHbIe TPeOOBAHHUS

[TporpammHueble U anmnapaTHble TpeboBaHUS K Tekylled Bepcud 1O ykasaHbl B JJOKyMeHTe

«"MoitO¢uc [Ipodeccronanbubiii 3". CucreMHble TpeOOBaHUS.

1.6 TumoBbIe cxeMBbI YCTAaHOBKH

CTpyKTypa cepBrica MOXeT ObITh ITpe/iCTaBieHa ABYMsI TUIIAMH YCTAHOBKU:

— standalone (Ha OoJMH BUPTYaJbHBIM CepBep WM Ha HECKOJIbKO BHUPTYaJbHBIX CEpBepOB B
paMKax OIHOT0 PpU3NIECKOTo cepBepa);

— KJIacTepHasi (BCe pOJIM YCTAHABJIMBAIOTCS HA pa3Hble BUPTyalbHble WU (U3UYeCKUe

cepBephl).

1.6.1 Standalone

Kondurypanus 6e3 0Tka30yCTOMYHUBOCTH UCIIOIb3yeTCs JIsl pa3pab0TKU WA JeMOHCTPAlluu
BO3MOXKHOCTEH MPOAYKTa.

YcraHoBKka MpojJiyKTa B MUHUMAJIbHOW KOH(UTYpaIlUU UCIIOJIb3yeT TPU cepBepa:

— CcepBep C POJIbIO operator JUIs YIIPaBJIeHUs ITPOIIECCOM YCTaHOBKHU;

— cepBep CO Jy1s1 yCTaHOBKHU pefaKTOPOB M AomnojaHuTenbHoro 110;

— cepBep IS pa3MellieHrs U XpaHeHUs1 0a30BbiX OMOIMOTeK 1 GaitiioB.

1.6.2 KnacrepHas ycTaHOBKa

OTKaBOYCTOP'I‘lI/IBaH KOH(l)I/II‘ ypanus, UCII0Jib3yemMas JId THUIIOBOM YCTaHOBKHU IIPOAYKTA.
HJISI COXpdHeHHs YPOBHA OTK&SOYCTOIZ‘-IPIBOCTPI He peKOMeHAYyeTCs COBMeIldTb CepBepHbIe

ponu Mexxty coboit. CoBMellleHHe JJONTyCKaeTCs B OTAeIbHBIX CIydasx IJIsi 3KOHOMHUH PecypCoB.

1.6.3 Ilopsanok yCTaHOBKH CepBepoB

1. HeobxomuMo MOArOTOBUTH CepBep C POJIbI0 operator B COOTBETCTBUM C pasfielioM
«IlonroroBka cepBepa C poJibio operator.

B kadecTBe cepBepa C pOJIbI0 operator MOXeT HCIIOIb30BAThCs PAbOUYHil KOMITBIOTED
I10JIb30BaTeIs, OTBevarolMi TpebOBaHUSIM, YKa3aHHBbIM B JIOKyMeHTe
«"MoitO¢uc [Ipodeccronanbubiii 3". CucreMHble TpeOOBaHUS.

2. Ecmm xomrutekT noctapisiemoro [10 BkirodaeT B cedst mpoaykTt «MouOduc Iloura 3», To
clleffyeT BBIIIOJIHUTh YCTAHOBKY IIOYTOBOTO CepBepa C ITOMOIIbIO CepBepa C PoJIblo operator.

[Topsimok ycTaHOBKM IIOYTOBOTO CepBepa MpejicTaBiieH B JokyMeHTe «"'MoiOduc Iloura 3".

PYKOBO}ICTBO I10 YCTAHOBKeE IIOYTOBOI'O CepBepa».
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3. C momolpio cepBepa C poJibl0 operator HEOOXOAUMO MOATOTOBUTh UHGPACTPYKTYPYy U
BBIMIOJIHUTh yCTaHOBKY CHCTeMbl XpaHEHUsS JIaHHBIX B COOTBETCTBUM C JOKYMEHTOM
«"MoiiOd¢uc ITpodeccronanbubiii 3". CucTeMa XxpaHeHHs TaHHBIX. PyKOBOACTBO MO yCTaHOBKE.

4. C moMoImIbI0 CepBepa C POJIbI0 operator CJeQyeT MOATOTOBUTb WHPPACTPYKTYpy H
BBIIIOJIHUTh yCTaHOBKY CHCTeMbl peIaKTUPOBAHMUSI M COBMECTHOM paboThl B COOTBETCTBHUU C
HACTOSIIIUM PYKOBOJICTBOM.

D. [lociie ycraHOBKM TIpOAYKTAa CepBep C PpOJBbID operator MCIOJNB3YeTCs IS
NepeyCTaHOBKHA  OTHEeNbHBIX CEepBHUCOB, 3aMeHbl SSL-cepTudHKaTOB, IepeyCTaHOBKUA WJIH
obOHOBJIeHUs TpoayKkTa. CepBep XpaHUT HACTpPOeHHble KOHQUTYpaIlMOHHbIe ailyibl, cofepKalye
Mapojiu OT cepBUCOB. Heobx0MuMO OrpaHUYUTH JOCTYN K CEpBepy C POJIbI0 operator B IeJISIX
obecrieueHusi 6€30MaCHOCTH.

6. C mnomormpio JOKYMEHTOB IO HACTpOMKe, TepeduciieHHbIX B pasnerne «llepeueHb
TeXHUYEeCKOW JIOKyMeHTaI[MW», BBIIIOIHUTh HeobX0JMMble MHTerpallii U YCTaHOBUTH ITapaMeTphl

CEepBHCOB.
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2TIOAT'OTOBKA K YCTAHOBKE

2.1 IloaroToBKa cepBepoOB YCTAaHOBKH

ITepen;  HaAualoM  yCTaHOBKM  HeOOXOAMMO  O3HAKOMHUTBCS ~ C  JOKYMEHTOM
«"MoiOduc [Ipodeccronanbubili 3". Apxutekrypa». B cOOTBETCTBUM C TUIIOM yCTaHOBKH Clle[lyeT

IIOATOTOBHUTD HEO6XOHI/IMOE KOJIM4eCTBO (1)I/IBI/I"IECKI/IX HJIN BUPTYAJIbHBIX CepBepOB.

2.2 IToarorosxa OC

Ha cepBepsl, mpenHasHaueHHbIe [JIs1 Pa3BepThIBAHUSI CUCTEMBbl, HEOOXOJUMO YCTaHOBHUTH
OC, cootBercTBytomyto  TpeboBaHusM  JokyMmeHTa «"MoiOduc IIpodeccronanphsiii 3".
CucreMHble TpeOOBAHUS.

VYcranoBka Ha OC Astra u wucnonbszoBanne OC CentOS motpebyeT MOTOIHUTETBHBIX
HACTpPOeK:

— quist yctaHOBKM Ha OC Astra Heo6X0AUMO BBITIOJIHUTE OTIepaliiuy, U3NI0XKeHHbIe B pasfierie

«Koundurypuposanue OC Astray;
—npu  wucnonbzoBanuu  OC  CentOS  ciemyeT  O3HAaKOMHUTBCS € pasleiioM

«Kondurypuposanue CentOSy.

2.2.1 Konpurypuposanue CentOS

C cBsBu c npekpameHueM nozjepxxku CentOS 7 co croponsl komnanuu RedHat uwncras
ycraHoBka Ha Linux auctpubytu CentOS HeBo3MoOXKHa.
Crnenyer OTK/IIOUMTE OOHOBJIEHHUe s[Jpa B COOTBETCTBUM C pasfiesioM «llopsiiok oOHOBIeHUs

snpa Linux».

2.2.1.1 BoccraHoBieHue focryna

,HHH BOCTAHOBJIEHH HOOCTYyIld K dKTYaJIbBHBIM PeIlO3UTOPHSAM Ha LejieBbIX XOCTaX ClieayerT

BBIIIOJIHUTD CJIEAYIOIYIO0 KOMdHAY:

sed -i s/mirror.centos.org/vault.centos.org/g /etc/yum.repos.d/*.repo
sed -1 s/*#.*baseurl=http/baseurl=http/g /etc/yum.repos.d/*.repo
sed -1 s/"mirrorlist=http/#mirrorlist=http/g /etc/yum.repos.d/*.repo

2.2.1.2 Murpamusa Ha apyrywo OC

Hnst murpanuu npoaykra Ha Apyryto OC Linux Heobxoaumo:
1. Ilepen ycraHOBKOW cJlefyeT Y4YUTbIBaTh, YTO HACTPOMKH, BHECEHHble B CHUCTEMYy C

IIOMOIIBIO etcd, He COXPaHSIOTCS.
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2. YCTaHOBUTH

TOW JKe Bepcuu Ha

HoBylo OC Linux

C HCIIOJIb30BaHHEM

koHbUrypanuoHHbIX daisioB (hosts.yaml 1 main.yaml) oT mpenbiayiiiel yCTaHOBKH.

3. I1pn HeobX0aMMOCTH BBIIIOJIHUTH OOHOBJIEHUE [0 I1OCTIe/IHel BepCUU.

2.2.2 Konpurypuposanne OC Astra

2.2.2.1 YcranoBka Ha Astra SE 1.7 B 3anuiieHHbIX BapHaHTaxX

OcHOBHBIE OTIMYMSI MeX]y BapuaHTaMu 3amdineHHoctd Astra SE 1.7 mnpuBenensl B

Tabnuue 3.
Tabmuma 3 — Yposuu zanmiieHHoctd OC Astra
DyHKIUS YpoBeHb 3aUThHI YpoBeHb 3alUThHI YpoBeHb 3alTUThI
0e30macHOCTH «bazoBbiiin* «YcuneHHbIA»* «MakcumanbHbI» ¥
OCTYTIHA OCTYIIHa
3aMKHyTas Jlocty Jlocty
He noctynna (mo ymoyaHuio (Mo ymoT4aHUIo
IporpaMMHasi cpejia
BBIKJTFOUEHa) BBIKJTIOUEHa)
Ouncrka HoctynHa Hoctynna
ocBobOXIaeMoun He noctynna (mo ymomyaHuio (mo ymoryaHUIo
BHeIITHe! MaMsTH BBIKITIOUEHA) BBIKJTIOYUEHA)
. OCTYIIHA OCTYyIIHA
MannatHbIi KOHTPOJIb Jlocty Jlocty
He noctynna (mo ymoyaHuio (mo ymMoT9aHUIO
I1eJIOCTHOCTH
BKJIIOUEHA) BKJTIOUEHa)
OCTyIIHa
ManpaTtHoe Hlocry
He noctynHa He noctymnHa (mo ymorgyaHUIO
yIpaBjieH’e JOCTYIIOM
BKJTIOUEHa)

* — HanmeHoBaHue OC AcTpa B COOTBETCTBUU C YPOBHEM 3allUTHI:

— bazoBriii ypoBenb — Actpa 1.7 «Openy;

— Ycunennsiii yposenb — Actpa 1.7 « Boponex»;

— Makcumanbubiéi ypoBeHb — Actpa 1.7 «CMoseHck».

Tekymmuyii ypoBeHb 3alIMIIIeHHOCTH [TPOBEPSIeTCs C TOMOIIBI0 KOMaH/Ib:

root@voronezh:~# astra-modeswitch list

0] base(orel)
1 advanced(voronezh)
2 maximum(smolensk)

root@voronezh:~# astra-modeswitch get

1

TEKYH_II/Iﬁ CTaTycC 38MKHYTOﬁ HpOFpElMMHOfI Cpenbl ITpoBepAeTCAd C IOMOIIbIO KOMAH/bI:

root@voronezh:~# astra-digsig-control status

ACTIVE

TEKYH_II/Iﬁ CTaTyC O4YUCTKHU 0CBO60)K,I[3€MOI>1 BHEILIHEH I1aMsTHh (O‘II/ICTKa pa3nielioB IIOAKAYKH

U IrapdHTHUPOBdAHHOE yJldJIeHne (baﬁJIOB) IMpoBepPSETCAd C ITIOMOIIBIO KOMdH/IbI:

root@voronezh:~# astra-swapwiper-control status

ACTIVE

root@voronezh:~# astra-secdel-control status

ACTIVE
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TeKy'H_II/If/'I CTATyC MaHJATHOI'O KOHTPOJIA HeJIOCTHOCTHU IIPOBePAETCd C IIOMOIIBIO KOMdHIbI:

root@voronezh:~# astra-mic-control status
ACTIVE

TeKYIIII/If/'I CTaTyC MaHOATHOI'O YIIpaBJIeHH JOCTYIIOM IIPOBepseTCs C IOMOIIbIO KOMaH/IbI:

root@voronezh:~# astra-mac-control status
INACTIVE

Texymuii craTyc 3ampera BKJIIOYeHMsI OUTa BBIIIOJIHEHUs IIPOBepsieTCsl C I10MOIIBIO
KOMaH/IbI.
root@voronezh:~# astra-nochmodx-lock status

ACTIVE

2.2.2.2 YcTraHOBKA HAa YCHWJIEHHOM YPOBHe 3aliuineHHOCTH («Bopone»)

YcranoBka ocyectBisieTcsi Ansible oT UMeHM TOIB30BaTeSs, AJisi KOTOPOTO JIOJDKHA OBITH
HaCcTpoeHa BO3MOXXHOCTh BBITTOJTHSATE sudo 6e3 maposisi.

1. [Tonw3oBarento astra HEOOXOIMMO YCTAaHOBUTh MAaKCHUMAJIbHBIA YPOBEHb I1eJIOCTHOCTU 63
(cootBetcTByeT agmuHuctparopy OC). [IpoBepuTh ypoBeHb MeJI0CTHOCTH IOJIh30BaTENsI BO3MOXKHO

C IIOMOIIIBLIO KOMaH/IbL:

root@voronezh:~# pdp-id -1i
63
2. YcranoBka Ansible u pabora Cucrema pegaKTUPOBAaHMS W COBMECTHOW pabOTHI

HEBO3MOXHA IIPpHU BKJIIIOYEHHOM 3dIIpeTe O0HTa MCIIOJTHEHHS. Hepe,u Ha4dJIOM YCTAHOBKHM Hd BCeX

cepBepax HGO6XOHI/IMO BBIIIOJIHUTb KOMAHY:

astra@voronezh:~$ sudo astra-nochmodx-lock disable
astra@voronezh:~$ sudo astra-nochmodx-lock status
INACTIVE

3. YcranoBka Ansible m pabora Cucrema penakTUpOBaHUS U COBMECTHOH paboThl
HeBO3MO)XHA IIPY BKJIIOUEHHOM peXXMMe 3aMKHYTOM IIporpaMMHOM cpefipl. Heobxoqumo npoBepyTh
CTaTyC peXXrMa C IIOMOIIbI0 KOMaH/IbI:

astra@voronezh:~$ sudo astra-digsig-control status
INACTIVE

4. Tlpm craTyce ACTIVE Iiepe]] HayaJloM YCTAaHOBKM Ha BCeX CepBepax HeOoOXOIMMO

BLITIOJIHUTL KOMaHY:

astra@voronezh:~$ sudo astra-digsig-control disable
astra@voronezh:~$ sudo reboot

astra@voronezh:~$ sudo astra-digsig-control status
INACTIVE

5. }{GOGXOHHNK) INpOBEepUTb CTATyCbl II1dPAMeTpPOB 6830HaCHOCTH, 3Ha49eHHsT KOTOPbIX
JOJDKHBI COOTBETCTBOBATH Ta6J'II/II_Ie 4.

Tabmuia 4 — ITapameTpbl 6€30MaCHOCTH 110 YMOTYaHUIO

HavmMeHnoBaHre KoMaH b Craryc
astra-bash-lock status INACTIVE
astra-commands-lock status INACTIVE
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HaumeHoBaHne KOMaHIbI Craryc
astra-docker-isolation status INACTIVE
astra-hardened-control status INACTIVE
astra-interpreters-lock status ACTIVE

astra-lkrg-control status INACTIVE
astra-macros-lock status INACTIVE
astra-modban-lock status INACTIVE
astra-overlay status INACTIVE
astra-ptrace-lock status ACTIVE

astra-sumac-lock status INACTIVE
astra-shutdown-lock status INACTIVE
astra-ufw-control status INACTIVE
astra-ulimits-control status INACTIVE

6. HJISI ITPOBEPKHU JOCTYITHOCTH PeIiO3uTOpHEB HeO6XO)II/IMO BBIIIOJIHUTb KOMAHY:

apt-get update
Komanpa noimkHa 3aBepiiaThest 6e3 OmmoOKH.

[Tpu SENIZRIZ0 cO60oHHOT0 3epkaa Perno3uTopus (manpumep,
http://mirror.yandex.ru/astra/stable/orel/repository orel InRelease), ero Heobxomumo yAanuTh U3

JUPEKTOPHH /etc/apt/sources.list

2.3 Hacrpoiika ceTeBBIX COeIMHEeHUH

Hacrpoiika ceTeBOro coefvHeHUs [IOJDKHA OBITh BBITIOJIHEHA HA BCeX CepBepax,
npeHa3HAUYeHHBIX JJIs1 yCTAaHOBKU CHCTEMBI, B TOM YHCJIe Ha CepBepe C POJIbIO operator.

J171st paboThI CepBepoB B JIOKAIbHOM CeTH He0OXOIUMO 331aTh CJie[lyIolllre TapaMeTphl:

— IP-anpec;

— Macka noncery;

— OCHOBHOM 1UTIO3;

— DNS-cepgep.

[TpuMep HacTpOWKHM CeTeBOTO COeAUHEHHs C IOMOIIbI0 KoMaHaHOW cTpokd B OC Astra

IIpeCTaBJIeH B IIPUJIOXKeHUH B.

2.4 IlonroToBKa cepBepa C pojbio operator

2.4.1 YcraHOBKa B ceTH 0e3 BHIX0/Ia B HHTePHeT

Jlisi yCTaHOBKM B JIOKAQJbHOM ceTd, 6Ge3 MpsIMOrO BBIXOJA B HMHTEPHeT, HeoOXOIMMO
obecrieuynTh JOCTYITHOCTb AONOMHUTeNbHbIX akeToB [10. I[lepeuens Heo6xogumoro 10 npuBenen
B nokyMeHTe «"MoitOduc [Ipodeccronanbubiii 3". CucreMHble TPeOOBAHU .

Jlnst obecniedeHust JOCTYIIHOCTHU CJieJlyeT BBITIOJIHUTD CJIeJlyIole AeCTBUS:
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— cKauaTb QaiiIbl CO CTaHIaPTHOI'O PEIIO3UTOPHS C IIOMOIIBIO MIPSIMOTO BBIXO/1a B UHTEpPHET;
— pa3MecTUTh (alibl Ha JIOKAJIbHOM CepBepe;

— 06ecIieunTh IOCTYI K CepBepy 110 JIOKaJIbHOM CeTH;

— ycranoBuTh [10 ¥ HacTpOUTH JIOKaIbHBIN periosutopuit (cM. [Ipunoxkenue A);

— BBINIOJTHUTD 3aMeHY CTaHJIapTHOTO Pero3UTOPUS Ha JIoKanbHbIHM (cM. [Ipunoxkenue b).
3aMeHa CTaHJAPTHOI'O PEeNO3UTOPHsI Ha JIOKAJbHBIM BBINOJIHSETCS Ha CepBepe C PpOJIbIO

operator.

2.4.2 YcraHOBKa NOJCUCTEeMBI YIPaBJIeHUs] KOHPUTypausiMu

YcraHOBKa BBINOJIHSAETCSI HA CepBepe C PONbI0 operator. llOpsAmok pmeldcTBUM IpU
YCTaHOBKE:

1. CkonupoBarh ¢aii co ansible bin 3.1.run B KOPHEBYIO JUPEKTOPHIO I10JIb30BATEIIs
(rome 3.1 — uMSI BEPCUN).

2. 3anyCTUThb CKPUNT YCTaHOBKH:

bash co ansible bin 3.1.run

3. JlaTb cornacue Ha IIpOJIOJDKeHMe YCTaHOBKY, Ha)XkaB Ha KjlaBully «Y ». [Ipumep 3anpoca:

Do you want to continue?[y/N] vy

4. Tlocne 3aBepileHUsI YCTAaHOBKM Ha 3KpaHe IIOJIb3oBaTenst OyAeT OTOOpaXkeH CIIHCOK
BBIIIOJIHEHHBIX oOIlepaniuii U coobmieHusi. Heobxomumo yb6equThCs, YTO CIHCOK COJIEP>KUT
COODIIeHMs [ OK ] WM [ CHANGE ] — 3TO CBUJIETEJILCTBYeT 00 yCIIellIHON yCTaHOBKe.

[Ipu mosydeHuun cooObIeHus [FATIL] HeOOXOAMMO OOPaTUTHCS B TEXHUUYECKYIO TTOJIIIEPKKY.

[Tocye BBITTONIHEHUS CKPUIITA yCTAHOBKU OyZieT co3fjaHa IUPeKTopus ~/install co.

2.4.3 YcranoBka gonosaurenssoro I10

Ha CepBepe C POJIbI0 operator HEOOXOJUMO yCTAaHOBUTD NTaKeThl JonosHuTenbHoro I10.

Pexomennyercst ucnonb3oBath «uuctyto» OC miis npenoTBpallleHusl MOSIBJIeHUs OLIMOOK,
CBSI3aHHBIX C MCII0JIb30BaHNEM KOH(UTypallMOHHBIX (aiijioB.

Kondurypannonusie daitiibl, yCTaHOBJIEHHbIE o YMOJTYaHUIO
(HarpuMep: /etc/ansible/ansible.cfg), HeOOXOOUMO yAQIUTh WIA 3aMeHUTh ¢aiinamMyu u3
KoMILjiekTa nnocrasiissemoro I10.

Jljis1 yCTaHOBKM I1aKeTOB HeoOXOOMMO 00eClieduTh CepBepy C pOJIbI0 operator BBIXOJ B

HWHTEpPHET.

3arpeliaeTcsl yCTaHOBKA IOCJIAHUX Bepcrit jononHuTenbHoro 110, 1ocTynHbIX B
pertosuTopui. [lepeni ycTaHOBKOM Ciie[lyeT 03HaKOMUTBCS C TPeOOBAHUSIMU K
BepcusM ansible-core u mopaysism Python.
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2.4.4 ABTOMaTHYeCcKasi yCTaHOBKA JonoJHUTeNbHOro 110

YcranoBka JOIIOJIHUTeJIbHOI'O IIO Moxer OBITHL BBIIIOJIHEHA aBTOMAaTHYeCKU C IIOMOIIIBIO
CKpHIITA YCTAHOBKH venv_setup. sh, paCllOJI0XeHHOI'0 B JUPEKTOPUHU ~/install co/contrib.

HJ’IH 3dITyCKa ABTOMATH4YeCKON YCTaHOBKH HeOGXO,I[I/IMO BBIIIOJIHUTb KOMAHTY:

bash ~/install co/contrib/venv_setup.sh

ITocne BbIIONMHEHUS CKpHIITA 6Y,HET CO30aHa OUPEeKTOpHd ~/venv. HJ’IH HMCIIOJIb30BAHU S
JUPEKTOPUHU ClieyeT BbIIIOJIHUTb KOMaHY:

source ~/venv/bin/activate

Bce nocnepnytomue oneparuu, cBszanuble ¢ [10 Python u Ansible, Heo6xo1MMO BBITIOJHSTD

C BKJIIOUEHHOW JUPEKTOpUen ~/venv.

2.4.5 YcranoBka xpaHwmiia oopa3oB Docker

VcraHoBKa BBINOJHSETCS Ha CepBepe C PpONbl0 operator. llopsmok pAedcTBui 1pu
yCTaHOBKe:
1. CxonupoBaTb daill co infra 3.1.run Ha CEPBep C POJIbIO operator (TJe 3.1 — UMs
BEpCHH).
2. 3amyCTUTb CKPHUIIT YCTaHOBKU:

bash co _infra 3.1.run
3. JlokmaThbCsi IpOBEepKU 1eJI0CTHOCTH (aiijia U ero paCliakOBKU.

[Tpumep BBIBOJIA:

Verifying archive integrity...100% MD5 checksums are OK. All good.
Uncompressing Co Infrastructure Node Package [RELEASE]100%

4, ,HaTb COT'JlaCHe Ha IIpoAaoJIXKeHre YCTAHOBKH, HA’XKATh Ha KJIAaBUIITY «Y».

Do you want to continue? [y/N] vy
5. Ilocne 3aBepiieHusi paboThl HcHoHSieMOro ¢aijia Ha 3KpaHe IOJIb3oBaTesnst Oyjer

oToOpakeH CIIMCOK BBINIOJIHEHHBbIX onepanui. Heobxomumo y6enuThcs, YTO CIIMCOK
COZIepKUT COODIIeHusl [ OK ] WJIM [CHANGE] — 3TO CBHUJIETEJIbCTBYeT 00 yCIIelIHOu
yCTaHOBKe.

HpI/I moJiyieHnuun COO6H.[€HI/I$I [FAIL] H806XO,I[I/IMO O6paTI/ITbC$I B TEXHUYECKYIO IIOJIEPKKY.

O JI71st ¥icroyib30BaHUsI IPYTUX CUCTeM KOHTeWHepu3aluy HeoOX0AUMO 0OpaTUThCS B
TeXHUYECKYIO MOJIJIePXKY .
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2.4.6 Hacrpoiika 3aBucumocreii Python

Ha cepBepe ¢ pombio operator 3aBucumoctd Pyhton ykazanel B daiine
~/install co/contrib/co/requirements.txt.
HJISI W CIIOJIb30BAHM S 3aBUCUMOCTEMN U3 cbaﬁna HEO6XOHI/IMO BBIIIOJIHUTb KOMAHY:

pip3 install -r ~/install co/contrib/co/requirements.txt

O [Tpu ycranoBke Mopyseit Pyhton c momoiibio CKpUITa venv_setup . sh HaCTpOMKa
3aBUCHMOCTEH BBITIOJIHSIETCS aBTOMaTUYEeCKH.

2.5 IloaroroBka KOHPUTypanHOHHBIX (aIOB

Bce onepanuu ¢ KOHOGUIypallMOHHBIMU ¢aillaMy BBINIOJIHSIIOTCS Ha CepBepe C POJIbIO

operator.

2.5.1 Ilopsapok pa3MeneHus U 3anmotHeHus ¢aiyioB KOHQUTypauu

JIMpeKTOpusl  yCTAaHOBKM  COAEPXXUT  MpejA3anojiHeHHble  (aiyibl  KOHQUTypaIui,
IIOATOTOBJIEHHBIE I YIIPOIeHWs] HACTPOMKKU CUCTeMBbl. [lupekTopusi ~/install co/contrib/co
COJIEP>KUT JIBa Kartasiora ¢ ¢aiyiaMu koH$UTryparuu: s standalone ¥ kj1acTepHON yCTaHOBKH.

[Ipu 0OHOBIIEHHM CHUCTEMBbI JIOMYyCKAaeTCsl UCIOIb30BAaHUEe CKOIMMPOBAHHBIX U 3alOJHEHHBIX
$aiyioB KOHQUIypalluu MpeAblaylierd BepcruH. s akTyalu3allMd 3HAYeHWU IlepeMeHHbIX U
1apaMeTpPoOB YCTAHOBKHU HEOOXOAMMO 03HAKOMHUTBCSI CO CITMCKOM U3MeHeHUH B pujioxkenuu /1.

B mnpumepe mnokasaH TNOpSOOK pasMelieHds] M HaCTPOMKU GaljioB KOHOUTYpaluU ISt
KJIACTePHOM YCTAHOBKU:

1. IlepeiiTu B KaTaJIOT ~/install co/ C IIOMOIIbIO KOMaH/IbI:

cd ~/install co

2. CkonupoBaTh aiyli ~/install co/contrib/co/ansible.cfg B KOpPHEBOM pasjen

IV PEeKTOPUY YCTaHOBKH C IIOMOIIbI0 KOMaH/IbL:

cp ~/install co/contrib/co/ansible.cfg ansible.cfg

3. IloAroToBUTH Paiiyl hosts . yml

[Iprmeps! 3anoHeHHBIX GAUIOB MOXHO HAWTU B KaTaJlore ~/install co/contrib/co/.

BHyTpH OUPEKTOPUM ~/install co/contrib/co HaAXOOATCA OBa KaTajiora: cluster H
standalone.

B 3zaBucumoctM OT TUmNa yCTaHOBKU (CM. pasfgen «TUMoOBble CXeMbl YCTAaHOBKUY)
HeobxouMO BbIOpPaTh COOTBETCTBYIOIIYIO JIMPEKTOPUI0 W CKONKpOBaTb ¢aiil hosts.yml C
IIOMOIIBIO KOMAH/IbL:

cp ~/install co/contrib/co/cluster/hosts.yml hosts.yml

B nipuMepe ykasaH myTb Jij1s1 KJIACTEPHOW YCTAHOBKU.

© 00O «HOBLIE OBJTAYHBIE TEXHOJIOT'UHW», 2013 — 2024 20


http://setup.sh/

MonOdounc

4. 3anomHUTb alil hosts.yml B COOTBETCTBHUH C pellleHHeM 00 WCIIOIb3yeMou
apXUTeKTYype.

5. CkonurpoBarb SSL-KII0YM ISl BHEIIIHEro JIoMeHa B KaTalloT certificates. [logpoOHee
cM. B pasfeiie «Pa3mernienve SSL-ceptudukatoB Ajis midpoBaHUS.

6. Co3maTh B JUPEKTOPWUU TPYIIOBBIX MEPEMEHHBIX ~/install co/group vars KaTaJjiorT
VISl CepBepOB C UMeHeM TI'PYIIIbl YCTaHOBKU U3 ¢aiyia hosts.yml. [lo yMonyanuio npu
yCTaHOBKe B YKAa3aHHOW JTUPEKTOPUHU CO3/IAeTCs KaTaJloT co_ setup.

7. CkomnupoBaTh B JUPEKTOPUIO TPYIIIOBLIX II€PEMEHHBIX group vars KaTajior C

IIepeMeHHbIMHU [JId 3aII0JTHEHH .

cp -r ~/install co/contrib/co/cluster/group vars/co setup/*
group vars/co_setup

8. OTkpbITh aiil main.yml M3 KaTajora pasMellleHHsT U OTpelaKTUpOBaTh 3HAYeHUs
I1apamMeTpoB B COOTBeTCTBUH C pasziesioM «Kondurypruposanue ¢aiisa main.ymb.
9. CkonupoBarh run_integration.sh B KOPHEBOW pasfie]l IUPEKTOPUU YCTAaHOBKU C

IIOMOIIIBIO KOMaH/ObI:

cp -r ~/install co/contrib/co/run_integration.sh run integration.sh

2.5.2 Kondurypuposanmue ¢aiina hosts.yml

Jly1s1 onipesiesieHyst posid cepBepa HeOOXOAUMO /106aBUTh ero AoMeHHoe nMs uiu [P-agpec B
COOTBETCTBYIOIIYIO CeKI[UIO B ITabiioHe aiiya hosts.yml. [locne Ha3HaYeHUs ponu cepBepy IIpU
yCTaHOBKe OyAyT BbINIOJIHeHbl KOMaHIbl Ansible. B ¢aiiim hosts.yml BHOCSATCS TOJIBKO ITOTHOCTBIO
onpejierieHHble UMeHa loMeHOB (FQDN).

[TpennactpoeHHBI daiil hosts.yml (CKOIMpPOBaHHBIA B COOTBETCTBMU C II. 3 pasena
«ITopsnok pa3meriieHus U 3anojiHeHUs GalioB KOHPUTYPAIUK») COJIEPXKUT IIPUMepHI 3aI10JIHEHUS B
CHEHYKHHQM(bOpMaTe:co—etcd—l.installation.example.net:

rfie: — co-etcd-1 — MMs CepBepa Ul IOATPyIIbI co-etcd;

— installation.example.net — HMs JOMEHA YCTAaHOBKHU.

3anuch B ¢ausie hosts.yml MPU KUCIOJIb30BAHWU TPYIIIBl CEPBEPOB OTIMYAETCS! 3alKChI0
HMMEeHHU CcepBepa: co-etcd-[1:3].installation.example.net:

rge: co-etcd-[1:3] — I'pylllla CepBepoB co-etcd.

B kiacrepHOV KOHQUI'ypallM{ KCIIOJIb3YeTCs OJUH MJIM HEeCKOJIbKO CepBepoB ISl OJHOM
poJIu.

IIpumep 3anonHenus ganna hosts.yml IS KJIACTEPHOU KOHPUTYpalUU:
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all:
children:

co:
children: # llepedeHb TPyl
co_audit: # Tlogrpymnma co_audit
hosts:
co-audit-[1:2].installation.example.net: # lVma DNS-cepBepa

co_chatbot:
hosts:
co-chatbot-1.installation.example.net:

co_etcd:
hosts:
co-etcd-[1l:3].installation.example.net:

B xondurypanuu standalone [y1st Bcex posield UCIIOIb3YeTCsl OOUH U TOT e CepBep.
[Tpumep 3anonHenus gaina hosts. yml A KOHUrypanuu standalone:
all:

children:

co:
children:
co_audit:
hosts:
co-infra-1.installation.example.net:

co_chatbot:
hosts:
co-infra-1.installation.example.net:

co_etcd:
hosts:
co-infra-1.installation.example.net:

OObenuHEeHWe poJiel MOXKeT MPUMEHSThCS B KJIACTEePHOM YCTaHOBKe, eCliM pecypcChl
opraHu3anuu orpanuyensl. [logpobHee o BbliesieHWH PecypcoB ISl YCTAHOBKHU CM. B JIOKyMeHTe
«"MoiiOduc ITpodeccronanbubiii 3". ApXUTeKTypay

[Topsimok  3amosiHeHus: aia hosts.yml 3aBHUCHAT OT BbIODAHHOM aApPXWUTEKTYpPhl

yCTaHaBJIMBaeMOU cucTeMbl U HacTpoek DN S-3anucei.
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2.5.3 Kondurypuposanmue ¢aiiia main.yml

J1nst mepBUYHOM yCTAaHOBKK CHUCTeMbl HEOOXOJMMO CKOIMPOBATh Ipe/3anojiHeHHbIN ¢aiil
KOHQUI'ypallul W3 JUPeKTOPUMU ~/install co/contrib/co. llopsmoxk mnoaroroBku darna
main.yml onpenesieH B pa3nene «[lopsaok pa3menieHus U 3an10IHeHUs GaiiioB KOHPUTYpaLIUN».

[Ipu moBTOpPHOM yCTaHOBKe HEOOXOAUMO OTKPBITh C ITOMOIIIBIO TEKCTOBOTO peflakTopa ¢aii
main.yml, paCHOHOM«HHHﬂﬁ B JIHWPEKTOpPHMHU ~/install co/group vars/co setup M HW3MEHHTb
3Ha4YeHUs IJIs1 00s13aTeIbHbIX IIepeMeHHbIX, IepedYrCcIeHHbIX B Tabiuiie S.

Hns obecniedyeHrs COBMECTHOM pabOThl HeOOXOAUMO yKa3aThb ONWUHAKOBble 3HAYEHUS IS
IepeMeHHbIX, IlepeurCiieHHbIX B pa3zesie « O01ire nepeMeHHbIe).

Tabnuna 5 — OcHOBHBIe llepeMeHHbIe

HavmenoBanue 3anonHeHue Omnuncanue
nepeMeHHON 00s13aTesTbHO
Kondurypamusa Ansible
ansible_user - Hms nonb3oBaTesisi, C KOTOPBIM

Ansible mogximoyaeTcd k
xocTaM 110 ssh

co_domain_module Crpoxka-1mabsmoH GopMHUpPOBaHUS
) II0JIHOT'O JOMEeHHOI'0 UMeHHU
co_external domain OcHoBHO ToMeH, Ha KOTOPOM
) Oymer pabotaTh cuctema
domain_env JloMeH 30HBL,yCTaHaB/IMBAeTCs B

- COOTBETCTBHUH C pa3fieJioM
«Buemraue DNS-3amucu»

domain_name Hms nomeHa, yka3biBaeTcs B
+ COOTBETCTBUM C JOMEHOM
yCTaHOBKHU
Kondurypamus CA (IlenTpa ceprupukamum)
ca_main_config.auth keys.services.key + CreHepupoBaTh KIIIOY IS

noctyna k CFSSL API c
IIOMOIIBI0O KOMAaH/IbI:
"openssl rand -hex 16"

Kondurypamusa Docker

docker daemon_parameters: insecure- HacTtpotika xpanwmiia

registries 00pa3oB..
3amenuTb Ha [P-ampec Ha nms
+ cepBepa C poJIblo operator U
nopt 5000
(mammpumep
["10.1.2.3:5000"])
bip Anpec cereBoro nHTepdeiica
(mocta) Docker
dns Buytpennue DNS-cepBepbl
- (ecr1 He UCTIOJIB3YETCS
unbound)
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HavmenoBanue 3anonHeHue Omnuncanue
nepeMeHHOU 00s13aTesTbHO
mtu Pasmep cereBoro nakera cetu
- Docker (Mo>eT u3MeHSITbCS B
BUPTYaJbHbBIX ceTsax OpenStack)
docker_image registry Hacrpoiika xpanummina
06pa3os.
N 3amenuTh Ha [P-afpec Ha ums
cepBepa C pOJIbK0 operator U
nopt 5000
(Hanpumep 10.1.2.3:5000)
cu_pool size KommaectBo conversion units
i (ocTaBuUTh 6€3 U3MEHEHUS)
pregen_pool size KosmdecTBo pregen units
) (ocTaBuTh 6€3 M3MEHEHUS)
du_pool size KommuectBo document units
i (ocTaBUTh Oe3 U3MeHeHUS)
Kondurypamusa ETCD
etcd_browser password + Hms nonb3oBaTens aiist Be6-

JIocTymna K etcd

etcd _browser username

Hms nonw3oBaTess aJist Be6-
nocTyma K etcd

Kon¢urypamusa Grafana

grafana_admin_password + [Taposnb agMuHHACTpaTOpa
grafana
Kondurypanus ELK
elasticsearch_admin_password N [Taposnb agMuHHACTpaTOpa
elasticsearch
elasticsearch_admin_password hash N Xer1ll mapoJisg aIMUHHACTPATOpPa
elasticsearch
elasticsearch_kibana_password hash N Xelll mapoJisi MOJIb30BaTes
elasticsearch Kibana
kibana_elasticsearch password +

Kondurypanus KEEPALIVED

(MCmoIb3yeTCs TOJIbKO

JUISA KJIACTePHOM YCTaHOBKH)

keepalived redis password + [Taposs mosb30BaTes

keepalived redis vip address + [P-appec nosceTy cepBepoB

KJIACTEPHOU YCTaHOBKU
Kon¢urypamusa LCS
lcs license key - Kitou cepBepa mureH3upoBaHuUs
lcs_server base_url - Ccpuika aJisi cepBepa
JIMIIeH3UPOBaHUs
Koundurypamnusa RabbitMQ

rabbitmqg federation enabled - Bxmouenve deneparum
RabbitMQ (3HayeHHe: true WK
false)

rabbitmq_users.root.password . [Taposb Ay root mosb30BaTesst

RabbitMQ
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HavmenoBanue 3anonHeHue Omnuncanue
nepeMeHHOU 00s13aTesTbHO
rabbitmq_users.couser.password . [Taposb ass couser
nosib3oBatesst RabbitMQ
Kondurypamua REDIS
redis_password + [Taposb gns Redis komaHab!
AUTH
Kon¢urypamusa TLS
tls_ca_filename - Ceptudukat 1eHTpa
cepTuUdUKAITIN
tls_cert filename - CeptudukaT cepepa
tls_key_filename - CeptudukaT KIO4a JOCTyNa
Kondurypamusa Openresty
openresty api password N [Taposs monb30BaTens A

noctyna k CO Manage API

HacTpotrika

uHTerpanuu ¢ PSN

openresty mail integration mode

YcranoBka PSN (3HaueHnus:
none, psn2) M0 YMOTYaHUIO —
none

openresty mail oauth? client id

Unentudukatop kmmeHTa
OAuth2 nng unTterparuu ¢ PSN2

mail base url

Anpec cepsepa PSN2

openresty mail oauthZ client secret

CexpeTHBbIH KIIOY KJIMeHTa
OAuth2 nng unTterparuu ¢ PSN2

openresty mail oauth2 redirect uri

Anpec mepeHamnpaBJieHUs
kmenTa OAuth2 npu
vuHTerpanuu ¢ PSN2

Hacrpoiika uaTerpamuu ¢ Squadus

chatbot_messenger

HpHHHMaET 3HAaYeHusI: none,
squadus. [lo ymomuanuio —
none

chatbot squadus login

Hms nonb3oBaTess ajis
IIOAKIIOYeHHA

chatbot squadus password

Haponb II0JIb30BaTeJIAd OJId
IMOJKITIIOYeHUA

chatbot squadus_server

Anpec cepBepa Squadus

Hacrpotiku gocryna k CucreMe XxpaHeHHS JaHHBIX

fs_api url

+

HTTP ccpuika noctyna k PGS
WebAPI

fs_app url

HTTP ccruika moctymna k PGS
AppAPI

fs card url

HTTP ccouika noctyna k PGS
CardAPI

(B IpebIAYIINX BEpPCUSIX
MailAPI)

fs_app_login

JloruH noJsib3oBaTesId It
MTOTKJTIOY e HUS

fs app password

Haponb I10JIb30BaTeJId OJId
IIOAKIIOYeHHA
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HaunmenoBanue 3anonHeHue Omnuncanue
nepeMeHHOU 00s13aTesTbHO
HacTtpoiiku mudpoanus (oomue ns CO u CucreMe XxpaHeHHsI JaHHBIX)
auth encryption_key + BexkTop vHUIMamM3anum

anmroputma AES-256-GCM,
WCIOJIb3YeMOoro JIJIs
mmdpoBaHus mail session
TOKeHa

auth encryption_iv + CexpeTHbIHN KITIOY aJrOpPUTMa
AES-256-GCM, ucnosnb3yemoro
11 mrdpoBanus mail _session
TOKeHa

auth _encryption_salt + Salt nya maHHBIX, TepelaBaeMbIX
B asroputM AES-256-GCM,
HCII0JIb3YeMBbIU IS
nrupoBaHus mail _session
TOKeHa

fs_app_encryption key + BexTop uHMIIMAM3aIIIH
amroputma AES-256-GCM,
UCIIOJIb3YeMOTo JIJIs
mMdpoBaHUs HACTPOEK
TEHAHTOB, Nojy4yaeMbix oT PGS
fs_app_encryption_iv + CexpeTHbIN KITIOY aJITOPUTMa
AES-256-GCM, ucnosnb3yemblit
11 M pOBaHUS HAaCTPOeK
TEHAHTOB, Mojy4yaeMbix oT PGS
fs_app_encryption_salt + Salt nna maHHBIX, Tepe/laBaeMbIX
B asroputMm AES-256-GCM,
HUCIIOJIb3Y eMBbIH JJIS1
mrdpoBaHUs HACTPOEK
TeHaHTOB, NoJiy4aeMbix oT PGS

fs token_salt ext + Salt Tokena
HacTtpoiika CuctemMbl XpaHeHHsI JaHHBIX
pgs_rabbitmq amgqgp_uri + [TomHoe nomMeHHOe UMsI cepBepa

PGS nna nomyvenus
yBegomiienuit ot PGS
pgs_rabbitmq_password + [Tapose gns RabbitMQ B PGS

pgs_rabbitmg_user + HNms nonb3oBaTens ais
RabbitMQ B PGS

J11s1 reHepanuy maposied u salt pekoMeHyeTcst MCIIOIb30BaTh YTWIUTY pwgen. be3omacHbIi
1apoJib HEOOXOMMO TeHEePUPOBATh C ITOMOIIHI0 KOMaH/IbI:

pwgen <pOJmMHa napoJssa> 1

rle <gnuuea naposs> — JOJDKHA ObITh He MeHblre 20 CHMBOJIOB.

s reHepanuu Xellled Iaposiel HeoOXOAMMO UCIOIb30BaTh yTUiUTy htpasswd. Xernn

reHepupyeTcs C MTOMOIIbIO KOMaH/IbI:

htpasswd -bnBC 12 "" <mnaposns> | tr -d ':\n'
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HOHOHHI/ITEHBHBIQ nepemMeHHbIe ITpeIHd3Ha4YeHbl JId «TOHKOM» HaCTpOﬁKH " 11epedurcCiieHbl
B Ta6JII/IHe 6. Hﬂﬂ H3MeHeHHus 3Hda4YeHU ] He06XOHI/IMO OTKPBITH C IIOMOIIBIO TEKCTOBOI'O pedaKTOpa
aii1, pacroyioKeHHbIM B JUPEKTOPUU: ~/install co/group vars/co setup/extra vars.yml.

Tabmura 6 — JlonmomHUTeNbHBIE TTepeMeHHbIe

HanmenoBanue 3anonHeHue Onuncanue
post 00s13aTesIbHO
unbound forward - Crnucok BHelTHUX WM BHYyTpeHHUX DNS, Ha
addresses KOTOpbie OYIYT OTCHUIATHCS 3aMIPOCHI U3
unbound
openresty api_username - Hms monb3oBarens ais goctyna k CO Manage
API

2.5.4 Ob11He nepeMeHHbIe /IS CUCTeMbI XpaHeHHs U pelaKTOpOB

[Iepemennbie ¢aitno inventory st CUcTeMbl peJaKTHUPOBAHMS M COBMECTHOM pabOoThl U
CucreMbl XpaHeHUs JaHHbIX, 3HaUeHUsI KOTOPBIX [IPX yCTaHOBKe JIOJDKHBI COBIIQJlaTh, IIPUBEJIeHb] B
Tabnune 7.

[Tpu unTerpanuu CucremMbl peJJakTHpPOBaHHWs U COBMeCTHOW paboThl U IlouroBoro cepsepa

nmepeMeHHbIe yka3zaHbl B JoKyMeHTe «"MoitOduc ITpodeccuonanbubiii 3". PykoBomcTBO 10

HACTPOMKE.
Tabmuna 7 — CBoaHas Tabnuia 061X nepeMeHHbIX
Cucrema peJaKTUPOBAHUS 1 COBMECTHOU pabOThI Cucrema XpaHeHH s JaHHBIX
(pacnionoxenue group vars/co_setup/main.yml) | (pacrionoxxenue hosts-sa.yml, hosts-hl.yml, hosts-
hl-sa.yaml)
auth_encryption_key AUTH_ENCRYPTION KEY
auth encryption_iv AUTH_ENCRYPTION IV
auth_encryption_salt AUTH_ENCRYPTION_ SALT
fs app login APP ADMIN LOGIN*#*
fs app password APP _ADMIN PASSWORD
fs token_salt ext FS TOKEN SALT EXT
fs_app_encryption_key FS APP ENCRYPTION KEY
fs app encryption_iv FS APP ENCRYPTION IV
fs app_encryption_salt FS APP ENCRYPTION SALT
openresty api_username* CO_MANAGE API USERNAME
openresty api_password CO_MANAGE_API PASSWORD
pgs_rabbitmq password RABBITMQ PASSWORD
pgs_rabbitmq_user RABBITMQ USER*#*

* IepeMeHHad PacCIIOJIoKeHa ~/install co/group vars/co_ setup/extra vars.yml

*¥ — NepeMeHHbIe pacCIOJIOXKeHbI group vars/all/main.yml
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[Ipy u3MeHeHUM 3Ha4YeHUs MepeMEHHOM ADMIN INTERFACE EXT PORT B KOHQUI'ypaluu
CucreMbl XpaHeHHs [aHHBIX (110 yMOMYaHWIO 443), HeoOXOAMMO A00ABUTH CIIEAYIONIYIO
IIepeMeHHYI0 B group vars/co_setup/main.yml:

ADMIN BASE URL: "admin-
<domain_ env>.<domain name>:<ADMIN INTERFACE EXT PORT>"

[Ipy wu3MeHeHWM 3HaueHUsI IepeMeHHOM API INTERFACE EXT PORT B KOHQUI'ypaluu
CucreMbl XpaHeHU s IAHHBIX (IT0 YMOJT9aHUIO 443), Heob6xoauMo Jo6aBUTh HOBOE 3HAYeHHe MopTa B
ImepeMeHHbIe B group vars/co setup/main.yml, YKa3aB ClIedylOIlHe 3Ha9eHH .

fs api url: "https://pgs-<domain env>.<domain name>:\
<API INTERFACE EXT PORT>/pgsapi"
fs app url: "https://pgs-<domain env>.<domain name>:\
<API INTERFACE EXT PORT>/pgsapi"
fs card url: "https://pgs-<domain env>.<domain name>:\
<API INTERFACE EXT PORT>/pgsapi"

2.6 Co3ganue u pa3melnieHyie cCepTuPUKATOB

2.6.1 Co3panue SSL-cepTudukaToB

st obecriedeHus] 3alllMIEHHOTO COeIMHEHMWsI MeX]y I10JIb30BaTejieM U CepBepoM
ucrosb3yercsi mnpoBepka SSL-ceptudukarta. OpraHuzanuu HeoOXOAUMO yCTaHOBUTb SSL-
cepruduKaT HAa CBOM cepBep, 4YTOOBI IMOJiepXXUBaThb 0e30MaCHYI0 CecCHi0 C Opay3epamu
[10JIb30BaTeJIeN.

SSL-cepTudukarsl BBIITYCKAIOTCS JOBEPeHHBIM IIeHTpoM ceptudukanuu. bpayseper, OC u
MOOUJIbHBIe YCTPOMCTBA MOJIEepXXUBAIOT CIIMCOK KOPHEBBIX CepTH(UKATOB J0BEpeHHBIX 1IeHTPOB
cepTudUKAIUN.

B otnmenpHBIX Cilydasx (Hampumep i JIEMOHCTpAIlMM  IPOJYKTa) JIOIMYyCKaeTcs
WCIIOJIb30BaHUe CaMOIIOJIUCAaHHOro cepThudukaTta. llopsmok co3maHusi  CaMOIOOIUCAHHBIX
cepTudUKATOB OMMCAH B MPUJIOKeHUH [

Hns YIPOILEeHUS HAaCTPOMKU darin repeMeHHbIX
~/install co/group vars/co_setup/main.yml (HOHFOTOBHEHHbﬁi B COOTBETCTBUH C
TpeboBaHusMHU paszienia «Ilopsnok pasmernienus v 3anonHeHus: GaiioB KOHGUIYpaIMnU») COJIEP>KUT
MMeHa CepTUPUKATOB 0 YMOTYAHUIO (CEKIUS TLS cert and key filenames).

HeobxonuMo ncnonb3oBaTh CepTU(UKATHI, BbIIaHHbIE IeHTPOM CepTU(dUKAIIUK /ISl Balllen

OpraHu3alivuy, UJjir CO30dThb I'PYIIIY HOBBIX CaMOITOAIIMCAHHBIX CepTI/I(l)I/IKaTOB.
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2.6.2 Pazmemenue SSL-ceprudukaros mia mudppoBaHus

ITopsimok pa3mellieHUs! CepTU(PUKATOB:

1. PasmecTuTh CepTHdUKAT BHeIIHero JI0MeHa:

~/install co/certificates/server.crt

2. Pa3MecTUTb KJII0Y BHeEIIHero JJOMeHa:

~/install co/certificates/server.nopass.key

3. Pa3mecTUTb 1el104YKy CepTU(dUKATOB IPOMEXYTOYHBIX I1eHTpoB cepTudukanuu (CA)
BHeIIIHero JJOMeHa:

~/install co/certificates/ca.pem

2.7 Hacrpoiika DNS

2.7.1 Bayrpennue DNS-3amicu

Buyrtpennue DNS-3anucu npeHa3HaueHsb [ijIsl yCTAHOBKU CHCTEeMbI Ha CepBephbl KJlacTepa.

Jlist Bcex cepBepoB, IlepedvClIeHHBbIX B (aijie hosts.yml B COOTBETCTBHUM C Ppa3esioM
«Konouryprposanue ¢atina hosts.yml» Heobxomumo cozgatb DNS-3anucu. st co3nanus 3anucei
HeoOXoauMo ucIonb3oBaTh DNS-cepBep Bariieit opraHusariyi.

IIpu orcyrctBum DNS-cepBepa opraHusaniivi HeOOXOAMMO CO3[aTh 3allCH Ha CepBepe C
pOJIbIO operator B daiie /etc/hosts

[Tpumep copepxumoro daiina /etc/hosts I yCTaHOBKY THIIa standalone:

192.168.1.100 co-infra-1l.installation.example.net

[Tpumep conepskumoro ¢aiina /etc/hosts A KJIACTEPHOU YCTaHOBKU:

192.168.1.100 co-etcd-1.installation.example.net
192.168.1.101 co-etcd-2.installation.example.net
192.168.1.102 co-etcd-3.1installation.example.net
192.168.1.103 co-imc-mg-1.installation.example.net
192.168.1.104 co-imc-mg-2.1installation.example.net
192.168.1.105 co-imc-mg-3.1installation.example.net

KonmyectBo 3amumcelf COOTBETCTBYeT KOJIMYECTBY HCIIOIb3yeMbIX U3NYECKUX —WITH
BUPTYaJIbHBIX CEPBEPOB.
DNS-cepBep opraHuszanuu AO/DKEH COJepXKaTh aHAJIOTMYHbIe 3allMCH B COOTBETCTBUHU C

TpebOBaHUSIMU COOCTBEHHOU HACTPOUKH.
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2.7.2 Baenraue DNS-3anucu

Bremnre DNS-3anucu npeiHasHaueHbl 111 TOAKIII0YEHMS I10JIb30BaTeslel K CepBUCaM.

Ha DNS-cepBepe Barieil opraHusaliii HeoOXOJIMMO CO3[aTh 3allMCA B COOTBETCTBUM C
Tabnuneit 8 umm 9.

IIpu orcyrctBum DNS-cepBepa opraHusaniiv HeOOXOAMMO CO3[aTh 3allCH Ha CepBepe C

POJIBIO operator B (paiie /etc/hosts (cM. pa3nen «Buyrpennue DNS-3anucuy).

3ampeliaeTcst UCIIOJIb30BaTh B KauecTBe JomMeHa 30HY *.local

Tabnuna 8 chopmupoBaHa Iyis Mapamerpa co domain module CO 3HAYeHUEM {service}.
{domain} (T.e. pOPMHUPOBaHKE CCHIJIOK Yepe3 TOUKY K YKa3aHHOMY JIOMEHY).

IIpH ¢0pMHpOBaHHH 3allMCH {service}.{domain} IIepeMeHHas <domain env> He

ucrnosnbsdyercs. B ¢aiine ~/install co/group vars/co setup/main.yml 3Ha4eHHe IlepeMeHHOU
domain_env IOJKHO ObITh TyCTHIM:

domain env:

Tabnuna 8 — Brernue DNS-3anucu co 3HaueHueM {service}.{domain}

Tun .
Wms 3anincu 3HaueHUe KommenTapuit
3avcu
auth.<domain_name> A IP-agpec cepsepa, Anpec npunoxxeHus
YKa3aHHOTO B IPyIIle | aBTOpPH3ALMH U IeleBOH
co_lb_core_auth crpanulel Auth SSO.
KomuectBo A 3amuceit
JIOJDKHO COOTBETCTBOBAaTh
KOJIN4eCTBY CepBepoB
cdn.<domain_name> CNAME | auth.<domain name> | Agpec CDN
coapi.<domain_name> CNAME | auth.<domain name> | Agpec COAPI
docs.<domain name> CNAME | auth.<domain_name> | Azxpec NpuJoXeHHUs
penakTopoB
files.<domain_name> CNAME | auth.<domain _name> | Axgpec MpwioXXeHHs
¢dainoBoro MeHeKepa
links.<domain_name> CNAME | auth.<domain name> | Axgpec CCBbUIOK Ha JOKYMEHTBI
_https._tcp.<domain_name> SRV auth.<domain_name> | OnnuoHaIbHO, s
MOOWIbHBIX KJIMEHTOB

Tabmuna 9 chopmupoBaHa Jijisi mapaMeTpa co domain module CO 3HAUYEHUEM {service}-
{domain} (T.e. popMHPOBaHUE CCHIJIOK Yepe3 THpe K YKa3aHHOMY JIOMEHY).

Taonuna 9 — Bremmaue DN S-3amucu co 3HaueHueM {service}-{domain?

HWUmd 3anucu Twun 3anucu 3HaueHue KommenTapuu

auth-<domain_env> A
.<domain_name>

Anpec npynoXeHUs
aBTOPU3AIUU U
[leJIeBOM CTpaHULIbI
Auth SSO.

IP-anpec cepBepa,
YKa3aHHOTO
B rpynmne co lb core auth
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HWUmga 3anucu

Twun 3anucu

3HaueHue

KommenTapuu

Komuectso A
3anMcey IOJDKHO

COOTBETCTBOBATh
KOJINYeCTBY
CepBepoB
cdn-<domain_env> CNAME auth-<domain_env> Anpec CDN
.<domain_name> .<domain_name>
coapi-<domain_env> CNAME auth-<domain_env> Anpec COAPI
.<domain_name> .<domain name>
docs-<domain_env> CNAME auth-<domain env> Anpec npusnoxeHus
.<domain_name> .<domain_name> pellaKToOpoB
files-<domain_env> CNAME auth-<domain env> Anpec npunoXxeHus
.<domain_name> .<domain_name> ¢daitnoBoro
MeHeKepa
links-<domain_env> CNAME auth-<domain env> Anpec cchUIOK Ha
.<domain_name> .<domain_name> JIOKYMeHTBI
_https. tcp-<domain env> SRV auth-<domain env> OmnmuoHansHO, AJIs
.<domain_name> .<domain_name> MOOUJIbHBIX
KIIMeHTOB

2.7.3 Hacrpoiika BHyTpennux DNS-3anmmceit

Bo Bpems ycTaHOBKU NMPOM3BOJUTCS HACTPOMKA U 3aITyCK JIOKAJIbHOTO

cepepa (Unbound) Ha cepBepax rpynmbl co etcd. CepBep CIIy>XUT st

kempytoiero DNS-

00paboTKH 3aIIpoOCOB

BHYTPHU YCTaHOBKHU U IIpeIHA3HAYEH JJId paﬁoTbI KOHTEﬁHepOB " CepBepoB 4Yepe3 COOTBETCTBYIOIIHE

IMapaMeTpbI I'PYIIIIOBLIX ITEpEMEHHbIX.

[Io ymosyanuio cepBepbl OyAyT IepeHacTpoeHbl Ha pabory uyepe3 Unbound u He OyayT

npuHuMath napamerpsl DNS-cepsepos mo DHCP.

[Ipu Heobxomumocty Unbound MoxkeT ObITh CKOHQUTYPUPOBaH /ijis Pab0Thl C BHYTPEHHUMU

DNS-cepBepamu. Ilo ymomganuio Unbound HacTpoeH Ha MapHIpyTH3aIldIO 3allpOCOB Ha ajipeca

8.8.8.8 u 8.8.4.4.

DNS-zanucu, ucnonb3yemble s paboTbl BHYTPU YCTAaHOBKH, (POPMHUPYIOTCS 4epe3

«» (TOYKY) OTHOCUTEIBHO BIIMCAHHOTO B ¢aiyl inventory umenu cepsepa. DNS-3anucu cosparorcs

B Unbound aBTOMaTHyecku Ha OCHOBe IlepeMeHHBIX Ansible.

ITOT apamMeTp MOXKHO TepeoIpeIeIuThb IBYMsI CIIOCOOaMMU:

1. 3amomHUTH BCe ajipeca BPyYHYIO Ha OCHOBe IIPMMepoB B ¢aiijie rpyInoBbIX

IlepeMeHHbIX, PaCIOJIOXKeHHOT0 B CJIe[lyIollel AUPeKTOPUU:

~/install co/group vars/co setup/extra vars.yml

2. 3amoyIHUTH BCe HeoOXomuMble 3anucy Ha BHeltHeM DNS-cepBepe 6e3 McCIoib30BaHUS

Ansible. I[Tpu momo6HOM BapraHTe HEOOXOAUMO CO3AaTh «A» — 3aMCH I KaXXI0T0

cepBepa, BIIMCAHHOI'O B (baﬁn ~/install co/contrib/co/cluster/hosts.yml, a
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takke CNAME agnpeca Ha Bce mojjioMeHBl «*» K KaXJIOMy CepBepy, BIIHCAHHOMY B
hosts.yml.
[Ipumep 3arosHeHus TaKUX 3amuced rnpuBesieH B Tabmuile 10.

Tabmuma 10 — [Ipumep 3aromHeHus

HWUwmsa 3anucu Twum 3anucu 3HaueHue
co-infra-1 A 10.10.1.110
*.co-infra-1 CNAME co-infra-1

[Tocne mactporiku Unbound fomkeH ObITh HEJOCTYIIEH U3 BHEITHEH CETH.

[Ipu vcnonb3oBaHUM /etc/hosts g co3fgaHusi DNS-3amuceii HeoOX0IUMO 100AaBUTH B
¢aﬁn ~/install co/group vars/co_setup/extra vars.yml BCe 3aIllMCH, IIepe4yuC/IeHHbIe
B /etc/hosts. Hanpumep:

unbound local zones:

- type: "transparent"
zone: "installation.example.net"”
local data:
- domain: "co-etcd-l.installation.example.net"”
type: "A"

ip: "10.1.2.3"

2.7.4 IIpoBepka paboTsl DNS Ha cepBepe ¢ posbio operator

[Tocne HacTpoWkyd HeoOXOJMMO TPOBepuTh AocTynmHocTb DNS Ha cepBepe C poJjibio

operator.
[Ipu  wucnonw3oBanmu  BHemHero DNS-cepBepa  Heob6xoguMoO  OTKpBEITH  Gaiin
~/install co/group vars/co setup/extra vars.yml C IIOMOIIbIO TeKCTOBOI'O pedaKTOpa H

nobaBuThb aapec DNS-cepBepa, uamenus IP-anpec:

# DNS settings in /etc/resolv.conf
unbound forward addresses:

- "127.0.0.1"

- "8.8.8.8"

J17151 IpOBEpKH COOTBETCTBUS JIOMeHHOTOo uMeHH [P-asipecy cepBepa He06X0IUMO:

1. Ycramosuth I1O ¢ nomorpo KOMaHIb!:

apt install dnsuntils
N

yum install bind-utils
Bribop komanbl 3aBucUT oT TUiia OC.

2. Ilocne ycranoBku 10 BBIIONMHUTE ClIeIyIONTYI0 KOMaHy':

> dig A co-infra-1l.installation.example.net

[Ipumep oTBera:
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; <<>> DiG 9.18.1-lubuntul.2-Ubuntu <<>> A co-infra-
l.installation.example.net

;; global options: +cmd

;; Got answer:

;; opcode: QUERY, status: NOERROR, id: 45369

;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 65494;;

QUESTION SECTION:

;co-infra-1.installation.example.net. IN A ;;

ANSWER SECTION:

*.co-infra-1l.installation.example.net. 900 IN CNAME co-infra-
l.installation.example.net.

co-infra-1l.installation.example.net. 900 IN A 192.168.0.1

;3 Query time: 23 msec

;7 SERVER: 127.0.0.53#53(127.0.0.53) (UDP) ;; WHEN: Tue Jan 10 15:56:32

MSK 2023

;7 MSG SIZE rcvd: 95

B otBere H806XOHHMO HaWTHU CEKIUI0 ANSWER SECTION M IIPOBEPHUTDH, YTO JOMeHHOe HMA

cootBercTByeT IP-afpecy.

*.co-infra-1l.installation.example.net. 900 IN CNAME co-infra-
l.installation.example.net.
co-infra-1.installation.example.net. 900 IN A 192.168.0.1

2.7.5 IlpoBepka coeauuenus ¢ CucreMoi XxpaHeHUs] JaHHBIX

[Topsimok ycranoBku CucTeMbl peJaKTMPOBAaHUS U COBMeCTHOM paboThl (CM. B paspele
«Ilopsimok ycTaHOBKM CepBepoB») IpellyCMaTpUBaeT, YTO Ilepefi Pa3BepPTHIBAHUEM CHCTEMBI yiKe
BBINIOJIHEHA YCTaHOBKA CHCTeMbl XxpaHeHU s TaHHbIX (PGS).

Heob6xomuMo nmpoBepuTh JOCTYITHOCTD CepBepa pgs . domain . name JIsi CEpPBEPOB CUCTEMBI.
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3 JOIIOJIHUTEJIbHBIE ITAPAMETPBI YCTAHOBKH

B paspmene mpejcraBiieHbl AONOJIHUTENIbHbIE TTapaMeTpbl YCTaHOBKU cHUcTeMbl. Hacrpoiika
IepeurcieHHbIX GyHKIIUHN He o0si3aTeslbHa.
Ecnu crieninanusupoBaHHble TPeOOBAHUS K yCTaHOBKe OTCYTCTBYIOT, HEOOXOIUMO IleperTu

B pasfiell «3amyck YCTaHOBKI.

3.1 Ilopsanok ooHoBIeHus sigpa Linux

[Ipu ycranoBke OC Ha cepBephl KjlacTepa SIpO MOXET ObITh aBTOMAaTU4YeCKH 0OHOBJIEHO 10
MUHUMAaJIbHOU TpebyeMon Bepcuu. Ilo ymomdanuio simpo obHosiistercs Ha kernel-lt (LTS) B OC
Redhat-based (CentOS, PEJl OC). B OC Debian-based (Ubuntu, Astra) mo ymMoiuaHUIO SIpo He
obHosiisiercs. [Tognepka Ipyrux sigep He rapaHTUPYeTCs, 0OpPaTUTEeCh B TEXHUYECKYI0 MOJEP>KKY
3a 6osiee noipobHOM MHQOPMaIei.

Hns otkmouenuss obHoBiieHusi B OC Redhat-based (CentOS, PEJI OC) npu 3amycke
YCTAaHOBKU HEOOXO/IMMO MCII0JIb30BaTh CJIEAYIONIYI0 KOMaH/y:

-e kernel ml enabled=false

Hnst oonoBnenus sapa ao kernel-lt (LTS) B OC Debian-based (Ubuntu, Astra) npu 3amycke

YCTAaHOBKU HE0OXO/IMMO MCII0JIb30BaTh CJIEAYIONIYI0O KOMaH/Y:

-e kernel ml deb enabled=true

B OC Altlinux aBTOMaTr4eckoe 0OHOBJIEHHUE sifIpa He TTO/IJIePKUBAETCSI.

3.2 Hacrpoiika yBenomieHuii or CucTeMbl XpaHeHHs JaHHBIX

Iist mosydeHUs yBeOMJIEHMW O JeMCTBUSX C MpoduiieM TI0Jb30BaTeNiss Ha CTOPOHe
CucreMbl XpaHeHHUsI JAHHBIX HEOOXOAWMO aKTUBUPOBaTh deliepaliiio OJJHUM K3 MepedrCciIeHHbIX
CIIOCOOOB:

1. Co croponsl CHcTeMbl peIaKTUPOBAHUSI U COBMECTHOM pabOThI C IOMOIIIBIO TEKCTOBOTO
pelakTopa HeoOXOAUMO OTKPBITh Galil ~/install co/group vars/co setup/main.yml M
BBITIOJTHUTBD CJIeAYIOIe HAaCTPOUKH

— pgs_rabbitmg_user — II0JIb30BaTeJlb RabbitMQ PGS;

— pgs_rabbitmg password — IapoJib nojb3oBaresis RabbitMQ PGS. Heobxoaumo ykaszaTb
3HayeHWe  IlepeMeHHOW  aHAJIOTUYHO  IlepeMeHHOM  RABBITMQ PASSWORD U3
KOHUTypanMoHHOro ¢aiia npu ycranoBke PGS;

2. Hacrpoiika Bo3MOXHA C IIOMOIIIBIO OTIITMH 3allyCKa CKPUIITa pa3BepThIBaHUSI:

— rabbitmg federation enabled: true — BKJIIOUYeHHe denepanuu RabbitMQ);

IIpoBepka craTyca denepanuu IpYBeieHa B NOKyMeHTe

«"MoiiOduc ITpodeccronanbubiii 3". PyKOBOJICTBO 110 HACTPOUMKEY.
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3.3 HacTpoiika qOI0JHUTEeJIbHBIX CepBepoB /ISl ayAUTa

Hacrpoiika nonomnutenbHbix Fluentd cepBepoB st cbopa COOBITUH BBITIOJHSIETCS C
IIOMOIIIBIO TEeKCTOBOI'O peaakTopa B (baﬁne ~/install co/group vars/co setup/main.yml

HeobxoauMo no6aBuTh B (aii mepedrciieHHble KOMaHIbl, u3MeHUB [P-ajpeca u mopThr:

# LOG servers for the environment
fluentd server upstream log servers:
- ip: "10.10.10.10"
port: 24225
- ip: "11.11.11.11"
port: 24225
,HaHHaH HaCTpoﬁKa IIPUMEHAETCA TOJIBKO IIPDHW HCIIOJIb30BAHHMK B YCTAHOBKe POJIM log.

Bxirouenue GpyHKIMHY 3a7jaeTcsl ¢ TOMOIIIBIO IIepeMeHHOM, yKazaHHOU B Tabmmie 11.

Tabmuna 11 — I[ToakirodyeHne cepBepoB ayauTa

Pacnonoxenne HanmeHnoBanue .
. . Tun nepemeHHON 3HavyeHHe
IlepeMeHHOU IlepeMeHHOU
group_vars/co_setup/ common_fluent boolean true / false (o
main.yml logging_enabled YMOT4aHHIO)

3.4 OcTraHoOBKa M 3aIlyCK CHCTeMBI C IOMOIIbI0 KOHCOJIBHBIX KOMaH/

st paborel ¢ koHcombto IIO MoiOduc agMuUHHUCTpAaTOpPy CUCTeMBl HeobXoJuMOo
obecriednTd SSh-TOCTyN K B KOHTYpe YCTAaHOBKH.

CepBHCHI YIIPaBIISIIOTCS C TOMOIIbI0 Docker.

[IpocMoTp crivicka cepBUCOB Ha cepBepe MOJICUCTEMBI:

docker ps

,Hﬂﬂ OCTAaHOBKHM CepBHCa <service name> M3 CIIMCKA CEpBHCOB HEO6XOHHMO BBIIIOJIHHUTD
CJIeAYIOUIYIO KOMaHAY:

docker stop <service name>

Jly1st mepe3arnycka cepBrca cileflyeT BBIIIOJIHUTD CJIeIyIOIIyI0 KOMaHy:

docker restart <service name>

HHﬂ(KHHHOBKH(EpBHCHdockerHEO6XOﬂHMOIHﬂHOHHHTbCHEHYKHHYK)KOM&Hﬂy:

systemctl stop docker

Z[JISI KOPPEeKTHOI'0 3aBeplieHusd pa6OTbI CepBHUCOB cjiefyeT BbIIIOJIHUTL CJIeAyIoIyro
KOMaH[Iy:

shutdown <option>

Hoppl cepBrcOB pekoMeHyeTCsl BBIKJIIOYATh 110 o4yepenu. [lapameTp <option> I1O3BOJISIET
HCIIOJIb30BATb JOIIOJIHHUTEJIbHbIE IIdpAMETPbl BBLIKJIIOYEHHKA, B TOM 4YHCIIE TafIMep H OIIIIHIO
rnepe3airycka.

[Ipumep (HemensIeHHOe BBIKJIFOYeHHe C OCTAHOBKOM CEpPBUCOB):

shutdown -h now
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3anyc1< IMOACHUCTEMBI OCYIIECTBJIAETCA IIPU MHUIIUAJIN3dIIUHU U 3dllyCKe annapaTHoﬁ Y9dCTH.

3.5 Hacrpoiika 006paboTku »xKypHaJIOB

Hacrpotika o6pabotku >xypHanoB (logrotate) B Tekyieit Bepcuu 110 He aBTOMaTH3UpOBaHa U

HACTPAMWBAETCA CaMOCTOATEJIbBHO aIMUHUCTPATOPOM.

3.6 Hacrpoiika poramuu :xypHanoB coobiThi B ElasticSearch

Jns 3ammThl IMCKA OT IepeloIHeHUs] 3allMCU >KypHala coOblThi crapiie 120 nHei

dBTOMATHUYECKHU YIAJIAOTCA. Hpoue):[ypa HCIIOJIb3YET ITOJIMTUKU YaJIeEHHWs YCTapeBIIMX MHIAEKCOB B

ElasticSearch.

[lepron aBTOMaTWYeckoro yjaneHus (B JHSIX) 3afaeTcsl MPU pa3BepThbIBaHUU B ailse

~/install co/group vars/all/main.yml C IIOMOIIbIO HepeMeHHOfI co logs retention days.

3.7 KapTa nopToB

Kapra nopToB npejicraBiieHa B Tabnuiie 12.

Tabmuna 12 — Kapra noprtos

'pynna [TpocnymmBa- [Topt Kyna
. CepBuc 5
Ansible MBI TTOPT [IOIOKJIFOYEeHU S obpartaercst
node_exporter 9100/tcp - -
cadvisor 9101/tcp - -
5140/udp
5160/udp
5165/udp
co fluentd _agent 5180/tcp 24225/tcp fluentd _server
24224/tcp
5185/udp
23100/tc
docker - 5000/tcp docker-registry
confd - 2379/tcp etcd
co_chatbot, 8443 /tcp openresty-lb-core-
CO_cvm, co_cu, 20001 /tcp auth
co_dcm, co_du, 9094 /tcp cvm
co_fm, co_jod haproxy 20002/tcp 9096/t d
"o . ’ 20004-20007/tcp P J .
co_lb_c_ore_au h 5672/tcp rabbitmq
20002/tcp haproxy
. . 24224/tcp fluentd agent
co_audit audit 99007cp [TopT BHeIHeMH Buemnss SIEM
SIEM cucremsl cucTeMa
80/tcp, 20001 /tcp,
co_lb_core_auth openresty—}ib—core— 443/tcp, 20002/tcp, haproxy
aut 8080/tcp, 20004-
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'pynna [TpocnymmBa- [Topt Kyna
. CepBuc 5
Ansible MBI TTOPT [IOIOKJIFOYEeHU S obpartaercst
20007/tcp
443/tcp pgs
>160/udp, fluentd agent
5165/udp
8443/tcp,
8888/tcp 9091/tcp fm
9092/tcp nm
9095/tcp dcm
30000- du
65535/tcp
openresty-lb-core-
8443/tcp auth
co_chatbot chatbot 8004/tcp 20002/tcp haproxy
24224/tcp fluentd agent
443 /tcp pgs, squadus
co._etod etcd 227%;%/}&% 2380/tcp** etcd
etcd_browser 8001/tcp 2379/tcp etcd
4369/tcp,
co_mq rabbitmq 155667722/;551)’, 5673/tcp squadus rabbitmg
25672/cp
2379/tcp etcd
20002 /cp,
20004 /tcp, haproxy
co_fm fm 9091/tcp Zgggi/ct;p pas
26379/tcp redis_sentinel
6379/tcp redis
24224/tcp fluentd agent
2379/tcp etcd
20002/tcp,
20005/tcp, haproxy
20006/tcp
443/tcp pgs
co_cvin cvmn 9094/tcp 26379/tcp, redis_sentinel,
6379/tcp redis
24224/tcp fluentd agent
30000-
65535/tcp pregen, cu
cu 30000- 24224/ cp, fluentd agent
65535/tcp 5180/tcp -
24224/tcp fluentd agent
co cu Zggggjtcp, redis_s(tleptinel,
- tcp redis
sdd _cu 9097 /tcp 9097 /tcp** sdd_cn
30000-
65535/tcp cu
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'pynna [TpocnymmBa- [Topt Kyna
. CepBuc 5
Ansible MBI TTOPT [IOIOKJIFOYEeHU S obpartaercst
2379/tcp etcd
20002 /tcp,
20004 /tcp, haproxy
20005/tcp
443/tcp pgs
co_dem dem ) 26379/tcp, redis_sentinel,
6379/tcp redis
24224/tcp fluentd agent
30000- du
65535/tcp
30000- 24224/tcp,
du 65535/tcp 5180/tc§ fluentd_agent
24224/tcp fluentd agent
26379/tcp, redis_sentinel,
co_du ad d 9098/t 6379/tcp redis
see_du cp 9098/tcp** sdd_du
30000- du
65535/tcp
. . 2379/tcp etcd
co_jod Jod 9096/tcp 24224/tcp fluentd agent
2379/tcp etcd
20002/tcp haproxy
co nm nm 9092/tcp 24224/tcp fluentd agent
- 443/tcp pgs
26379/tcp, redis_sentinel,
6379/tcp redis
pregen 622322&) 24224/tcp fluentd agent
24224/tcp fluentd agent
co_pregen 2(?%3773//‘[‘[@, redis_s((je.ntinel,
- cp redis
sdd_pregen 9901/tcp 9901 tep** sdd_pregen
30000-
65535/tcp presen
co_dcm,
co_lb_core_auth, Isyncd** 9022/tcp 9022/tcp Isyncd
co_nm,
co_pregen
: 6379/tcp, :
co_ime redis 16379/t(lsz 6379/tcp** redis
redis_sentinel 26379/tcp 6379/tcp redis
ca 8890/tcp - -
9090/tcp prometheus
co_infra | 80/tcp 3000/tcp grafana
nginx 81/tcp* 9093/tcp alerﬁnanager
5601/tcp kibana
8001/tcp etcd browser
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'pynna [TpocnymmBa- [Topt Kyna
. CepBuc 5
Ansible MBI TTOPT [IOIOKJIFOYEeHU S obpartaercst
9093/tcp alertmanager
9115/cp blackbm;_exporte
9101/tcp cadvisor
2379/tcp etcd
9100/tcp node_exporter
9121/tcp redis_exporter
openresty-lb-core-
prometheus 9090/tcp 443/tcp, 8443/tcp auth
9900/tcp audit
9094/tcp cvm
9095/tcp dcm
9096/tcp jod
9092/tcp nm
9097/tcp sdd cu
9098/tcp sdd_du
9901/tcp sdd_pregen
grafana 3000/tcp 9090/tcp prometheus
alertmanager 9093/tcp - -
blackboxr_exporte 9115/tcp i i
redis_exporter 9121/tcp - -
9200/tcp
elasticsearch 9300/tcp - -
9600/tcp
kibana 5601/tcp 9200/tcp elasticsearch
fluentd server ;Z;ggﬁgg 9200/tcp elasticsearch
operator docker-registry 5000/tcp -

* — TOJIBKO /711 yCTaHOBKHM TUIA standalone

*¥ — TOJBKO ISl yCTAaHOBKY THIIA cluster
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4 YCTAHOBKA

4.1 3anmyck ycTaHOBKH

BHHYCK YCTaHOBKHU IIPOAYKTA BLIINIOJIHAETCA Ha CepBepe C POJIbI0 operator C IIOMOIIBIO
KOMaH/bI:

ansible-playbook playbooks/main.yml --diff

CKOpOCTb YCTaHOBKU 3dBHUCHUT OT BblJEJIEHHBIX BbIYUCIWUTEIIbHBIX pPeCypCOB. ,HJ'IH
obecrieyeHUus HEeIIpepbIBHOCTU YCTAHOBKH PEKOMEHAYEeTCd HCIIOJIb30BATh OOIIOJIHUTEJIbHOe I1O
Screen, Tmux.

B Iponecce BbLIIIOJIHEHUS KOMdHJBI 3dIIyCKAIOTCd PpOJIM, OIIMCAHHbIe B pd3sjeiie

«Konduryprposanue ¢arina main.ymly».

4.2 IIpoBepka KOPPeKTHOCTH YCTAaHOBKH

st mpoBepku pabotocniocobHocTy ycraHoBieHHOro [IO M KOpPpeKTHOCTHM yCTaHOBKHU

HeobxoauMo 3anycTuThb [10 «MoitOduc JlokyMeHTbI», BBITIOJIHUB CIIeyIOIIHe IeUCTBUS:

4.3 3amyCck HHTerpalMOHHBIX TeCTOB

[Tocse 3aBepiieHyst peABapUTeNbHOM MpoBepku CrcTeMa pelJaKTHPOBAHHUSI U COBMECTHOM
paboTel, mpu Hamuuuu pabotaromiedt CucTeMbl XpaHeHHsI [aHHBIX, HEOOXOOUMO 3alyCTUTH
VHTerpalliOHHbIe TeCTHl.

3ar1yc1< TeCTOB HEO6XOJ1HMO BBITIOJIHUTH Ha CcepBepe C POJIblO operator.

4.3.1 Hacrpoiika napamMeTpoB CKPHUIITA 3aIlyCKa

[Tapamerpsl CKpHIITa 3arycka WHTerpalluOHHbIX TeCTOB
~/install co/run_integration.sh IIepeJalOTCA 4Yepe3 IIepeMeHHble OKPY>XXeHHs. 3HavyeHus
MapamMeTpoB NOJIKHbI COOTBETCTBOBATHL IIdpaMeTpaM YCTdHOBKH. HEKOTOprE IIpruMepbL 3HaYeHUU
MapaMeTpOB YKd3dHbI B KOMMEHTAdPUIX CKPHUIITA.

YcranoBka IIapaMeTpOB MHTEI'PAllMOHHBIX TECTOB BBIIIOJIHIETCS C IIOMOIbIO ITepeMeHHbIX,

npejCcTaBjIeHHbIX B Tabmuile 13.
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Tabnuna 13 — IlapameTpel 3arrycka UHTeIpallUOHHBIX TECTOB

HavmenoBanue TpeboBanus
Omnucanue
rapamerpa K 3aIl0JIHEHUIO
etcd_browser 00s13aTeNbHBbIH [Tosmeiit agpec (URL) cepsuca Etcd Browser Ha y3ie ¢
url posbio co_etcd
etcd browser 00s13aTeNbHbIN Hms monb3oBarens etcd-browser
username
etcd browser 00s13aTeNIbHbIN [Taposs ans etcd-browser
password
super_admin 00s13aTeNIbHbIHN HMst mosb3oBaTests il y4eTHOM 3aIiCcH
cynepaamunuctpatopa PGS (st co3maHus TeCTOBBIX
TEHAHTOB W X aJ]MUHOB)
super password 00s13aTesbHBIN [Taposb 11 y4eTHOM 3aMycy cylepagMUHUCTpaTopa
PGS
mail domain 006s3aTeIbHBIA ITouToBbLIN fOMeH, 6e3 @
pgs_point 00s13aTeNbHbIHN [Tomwiit anpec (URL) PGS cepsuca Euclid API
tag_integration npu Ter obpaza Docker koHTeliHEpa C UHTETPAITMOHHBIMU
HEOOXOJMMOCTH | TecTaMu
docker registry npu Anpec (FQDN u onuuonamsHo opT) Docker Registry,
HeoOXOJUMOCTH | IJle pacloJiaraeTcsl yka3aHHbIM B tag_integration obpas
registry username pu Jlorun Docker Registry
HeoO6X0IUMOCTHU
registry password pu [Taposs Docker Registry
HEeO0OX0IMMOCTH
account_name npu [Ipedukc MeHu foMeHa CO3/1aBaeMOTro TeHAHTa, He
HEoOXOAMMOCTH | JTOJDKeH COJIepXXaTh . U
password npu [Taposb co3naBaeMoro aJiMMHUCTpPATOpa TEHAHTA U
HeoOXOAMMOCTH | BCeX CO3JjJaBaeMbIX I10JIb30BaTesen
Habop TecToB, ucnoib3yroTrcs ciefytomive Habopbl
fast | OuwncTka MPOCTHIX AKKAYHTOB, 3aITyCK
testset npu VHTerpaloHHBIX TeCTOB (MCIOJb3yeTcs 10
HeoOX0AUMOCTHU YMOJTYaHUIO)
all [lepeco3manue IpOCTHIX ¥ KOPIIOPATUBHBIX
AaKKAayHTOB, 3aITyCK UHTEIPAllMOHHBIX TECTOB
ssl_ignore npu HrHopupoBaTh HeBaJIMIHbIe WIIM CAMOTIOIIMCAHHbIe
HeobxoaumocTu | SSL ceptudukars
max_wait npu MakcumasnbHOe BpeMsl 0KUIaHUS aCUHX POHHBIX
HeoOXOAMMOCTH | ollepaluii B CeKyH/ax
log_out pu [TyTp K ’KypHaJy OIIMOOK TeCTOB
HEeO0OX0IUMOCTH
info_log out npu JlorupoBaTh B daiin BMecTo stdout
Heo0X0AUMOCTHU
log level npu VYposens noruposanus (debug info warn error)
HeobX0AUMOCTH
dns npu Anpec vennybmiuraoro DNS-cepBepa nis 3akpbIToi
HeoOXOUMOCTH | YCTAaHOBKHU
tenant_admin npu [TosmHblii JIOTWH aIMMHA TeHaHTa B BUJle
HeoOXOIUMOCTU | <JIOTUH>@<[IOMeH-TeHaHTa>[.<oKpy>keHue>|.<goMeH-

YCTAaHOBKU>.
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HavmenoBanue TpeboBanust
napameTpa K 3aIl0JIHEHHUIO

Onucanue

Hanpumep, admin@test-deploy.mrt.example.net
[TogmomeH He HOJDKEH COIEPKaTh CUMBOJIBI «.» U «_».
TenaHT ¥ TOJIb30BaTENM B HEM OyAYT CO3JIaHbI Iepe]
TEeCTOBBIM 3aIlyCKOM.

Ecmu nepenan napametp tenant _admin, mepemMeHHbIe

mail domain u account name UTHOPUPYIOTCS

4.3.2 IIpumep 3amycKa HHTErparfHOHHBIX TECTOB

export
export
export
export
export
export
export

ETCD BROWSER URL=http://10.0.0.1:8001

ETCD BROWSER USERNAME=user

ETCD _BROWSER PASSWORD=pass

SUPER ADMIN=pgs

SUPER PASSWORD=pgs pass

MAIL DOMAIN=example.com

PGS POINT=https://pgs.example.com/adminapi

./run_integration.sh

4.4 1IpoBepka MHTerpamuM C NOYTOBOM CUCTEeMOM

[lepen mpoBepkoil cienyeT HACTPOUTb COOCTBEHHBIM TOYTOBBIM CepBep /i OTIpaBKU

yBenomieHu# (mo SMTP) unu yctaHoBUTh U HACTPOUTH TOYTOBYIO cructeMy PSN.

HpOBepKa HUHTEerpaliuu C IO4YTOBBIM KJIMEHTOM BKJIIOYdeT B cebs ITPpOBEPKY:

— HaJIMYu4 3HAYKOB IPUJIOKEHWH Ha IJIaBHOM CTPaHUILIE;

— HaJM4Ks 3HAYKOB B MEHIO BbIOOPA MPUIIOXKEHUH;

— OTIIPABKU U ITIOJTYy4YE€HH S ITOYTOBbIX YBQHOMHQHHﬁ;

— SMTP-nacrpoiiky;

— BHUJI)KeTa.

J1y1st IpoBepKyM HalW4Ks 3HAaUYKOB IIPUJIOKeHUH Ha IJIaBHOW CTpPaHMIle ClleyerT:

— OTKPBITh CTPAHUIY aBTOPU3allMU auth. [-<domain env>.]<domain name>;

— BBeCTH UMJ ITOJIb30BaTelId U I1apPO0Jlb,

— HOBBIM I10JIb30BATeJIsIM HeO6XO):[I/IMO O3HAKOMMTCA C JIMIOEH3HMOHHBLIM COIJldllleHneM H

IIPpUHSATDH ero, HaXXdaB COOTBETCTBYIOIIYIO KHOIIKY;

— II0CJIe aBTOpU3dllH Hd OTKprBHlefICH TJIaBHOM CTpaHuIle BbI6paTb JIF000H M3 3HAYKOB U

Ha>KaTh HA Hero JieBOM KHOMKOU Mblii (cM. PucyHok 1);

— IIpU

KOPPeKTHOM paboTe OTKpOeTCs COOTBETCTBYIOIee 3HAYKY IIPHJIOXKEHHe

(ITouta/Kanenaps/KOHTAaKTbl — B 3aBUCUMOCTU OT MTOYTOBOTO KJIIMEHTA).
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MyOffice

008 4aca

Documents Mail Contacts Calendar Squadus

Pucynok 1 — 3Hauku npuiiokeHUH Ha TJIaBHOM CTPaHUIIe
J171st mpoBepKu HaJIM4Ks 3HAUKOB IIPUJIOXKEHUH B MeHI0 BbIOOpa IPUIIOXKeHUH Cilelyer:
— OTKPBITh CTpaHUIy $aiijIoBOro MeHeJXepa;
— HaXXaTh Ha KHOMKY JI0OKyMeHTHI B ITpaBOM BepXHeM YTJy CTPAaHUIIbI;
— BBIOpaTh npusoxenue i npoepku (Iloura/Kanennaps/KoHTakTel — B 3aBUCHMMOCTH
OT IMOYTOBOI'0 KJIMEHTA) U HaXKaTb Ha HEro JieBOM KHOMKOW MbIiM (cM. Pucynok 2);

— YOOCTOBEpPHUTCA, 4YTO COOTBEeTCTBYyIllee 3HA4YKy IIpUJIO’)KeHHe OTKPBLbIBAETCA B HOBOM

BKJIaJKe.

O Documents ~ My documen
1
4 u u I

Mai Calendar Contacts
a a0 a

Documents Squadus

| Home page E

PucyHok 2 — 3Hauku IpUIOXeHUI B MeHI0 BbIO0Opa
J171st mpoBepky Halnu4usl ObICTPBIX AeWCTBUI B MeHIO BbIOOPA MPUJIOXKEHUN ClieflyerT:
— nepedTH B GalJIOBBIN MeHeKep;
— Ha)kaTb Ha KHOIIKY JIOKyMeHTBI B [IpaBOM BepXHeM YIIIy;
— B BBINIAJIAIONIEM MeHI0 YOeIuTbCs, YTO IPU HaKaTUM Ha JielCTBMe B HOBOM BKJIaJKe
OTKpBIBAeTCsl COOTBETCTBYIOUIMM pasfes (Co3qaHue IHCbMa, CO3[aHHe BCTpedd) (CM.

Pucynok 3).
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i , Documents ~ My documents

; 4 (& h

Mal Calendar Contacts

0 0

Documents Sguadus

‘ Home page sontent

Ider (2)
Compose message

nKa
m Create event

New document
Mew spreadsheet
New presentation
ntent
PrcyHok 3 — BeICTpbIe IeiCTBUS B MEHIO IIPUJIOXKeHU N
J1st mpoBepky paboThI MOYTOBBIX yYBegomiieHUd 1 SMTP-HacTpoek UCob3yeTcs: OTIIpaBKa
¢daita B kauecTBe BiIOKeHUs1. [Topsanok edcTBU:
— co3aaThb Gau;
— BbIOpaTh CO3MaHHbBIN (ail;
— OTKPBITh KOHTEKCTHOEe MeHI0 WM B BhINAJAIOIeM MeHIO BbiOpaTh NyHKT OTHpaBUTH 1O
1noyure;
— HakaTb OTHpaBUTH MHE KOIIHIO;
— HaXkaTb KHONIKY OTHpPaBUTB;
— IoknaThesl yBegomiieHus CoodIeHne 0TIpaBJIeHo;
— IIPOBEpPUTH B II0YTe HAJIMUKe MMCbMa C GarjIoM.
s mpoBepku paboOTOCIIOCOOHOCTH BUJIKeTa CJieflyeT MCIOJIb30BaTh IMOYTOBBIM KJIMEHT.
[Topsimok nericTBU:
— B IIOYTOBOM KJIMEHTe CO3[jaTh HOBOE MMM ChMO;
— HaXkaTb Ha kHOMKY IIpukpenurs ¢aiinbl;
— BBIOpATh NYHKT 3arpy3uTh B 00JIaK0 M PUKpenuTh (cM. PrucyHok 4);
— B OTKPBIBIIIEMCSI OKHe BbIOpaTh aiiyl Wiin Mankys;
— HaxaTb kKHONKY IIpukpenurs;

— MIPOBEPUTH B IOYTe HaAJIMUYKe I1cbMa C paijioM.
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3arpyska B o6nako

[ 3arpysutb dainbl (0 3arpyauTb nanky

E’o Hoeblil gokymeHT (2).docx

10 KB

® rowos=o

3aKpeiTe MpwxpennuTs

Pucynok 4 — OkHo 3arpy3ka B 00J1aK0
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4.5 JInarHoCTHKA COCTOSIHHSA IOJCHCTEeM

4.5.1 TnarHocruka cocrossHust Nginx

[TepedeHb MPOBEPOK It AMATHOCTUKHU COCTOSIHUSI NgnixX yKaszaH B Taburie 14.

Tabmuma 14 — IlepeyeHb TPOBEPOK Ik AMArHOCTUKHU Nginx

Tun npoBepku

Anpec

[Ipumeuanue

[IpoBepxka craTyca
paboThl mosICKUCTEM
Auth/SSO u Core

https://<nokanbHbINA-aipec-cepBepa>:

8443/api/manage/core/status

https://<nokanbHblif-aipec-cepBepa>:

8443/api/manage/docs/status

[Tapametp «all» B
OTBeTe JIOJDKeH OBITh
paBeH cTpoke « OK»

[TpoBepka Teky1iei
KOHUTYyparmu

https://<mokanbHbIi-aipec-cepBepa>:

8443/api/manage/config

[IpocMoTp XypHanoB
JIOCTYyTIa U OMUOOK
cuctembl Auth/SSO (B
cilyyae OTCYTCTBUS
cepBepa C poJIbio

co log)

https://<mokanbHbI-aipec-cepBepa>:

8443/api/manage/logs/error

https://<mokanbHbI-aipec-cepBepa>:

8443/api/manage/logs/access

https://<mokanbHbIi-aipec-cepBepa>:

8443/api/manage/logs/access_full

B kauecTBe
dJIbTepHATUBLI
HCIIOJIb3YeTCAa
IIPOCMOTP XypPHAJIOB
CcobOBITHI Ha cepBepe C
pOJIbIO
co_lb core auth, IIO
YMOJTYaHUIO MeCTO
PacCIIOJIO)KeHu A
XypHaa

COOBITHI: /srv/docke
r/openresty/logs/

[IpocmoTp crimcka
AKTUBHBIX CECCHUM U
aBTOPHU30BAHHbBIX
M0JIb30BaTejier
noacucteMbl Auth/SSO

https://<nokanbHblif-afipec-cepBepa>:

8443/api/manage/sessions

https://<mokanbHbI-aipec-cepBepa>:

8443/api/manage/users

Az[pec cepBepa BBI6I/IpaETCH W3 YKA3aHHBIX B I'PYIIIIe co 1b core auth cl)al?ma hosts.yml.

Jliis obecnievenust 6e30MIaCHOCTH JIOCTYT K OPTY 8443, orpaHu4eHHbIN Ha ctopoHe Nginx,
JIOJDKEeH PacIpOCTPaHSIThCS HaA JIOKAJIbHBIM CepBep U BHYTpPeHHHe (YacTHble) CeTH C aJipecaMu I10
craagapty RFC1918. Karteropudecku 3amperraercs OTKPBIBATh JOCTYH K IOPTY W3 MYOIMYHBIX

ceTel.
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4.5.2 Ilmarnocruka cocrositausi Lsyncd

Huarnoctuka cocrosiHus Lsyncd npuMeHsieTcs TOJIBKO ISl KJIACTEPHOI'O peXXMMa YCTaHOBKU
(B standalone kondurypanuu Isyncd He ucmosnb3yeTcs).
[TpoBepuTH CHHXPOHHU3AINIO HEOOXOIUMO B XXypHAaJIe COOBITHH C IMTOMOIIIBIO KOMAH/IbI:

docker logs --tail 10 lsyncd
Konreitnep Isyncd nmomkeH  ObITh — 3amymieH Ha  BCeX  y3lMax C  POJIbIO
co_lb_core_authre_wopi.IIpOBepHTbCTaTyceropmﬁoTbICHeHyET(ZHOMOHHm)KOMaHHbH

cat /srv/docker/lsyncd/conf/lsyncd/lsyncd.status

4.5.3 JlInarnoctuxa cocrosaus RabbitMQ

[TpoBepka craTyca ouepeu COOOIIEHUM OCyllecTBisieTcs yepe3 Beb-uHTepderic RabbitMQ
o ajapecy http://<mokanbHbll-afpec-cepBepa>:15672. JIOrvH U napoJib AJisk aBTOPU3AIUKA HAaXOIUTCS
B [lepeMeHHbIX, UCIIOJIb3yeMbIX B TeKYIIeH YCTaHOBKe.

Anpec cepBepa BbIOMpaeTcsi H3 yKazaHHBIX B TIpylne co mg aiya inventory.
[TpegycMoTpeHBI BOBMOXXHOCTHU IIPOBEPKU COCTOSIHUS KiacTepa RabbitMQ, co3manus unu ynanenus
ouyepen oOMeHa WX OTAeTbHBIX COOOIIeHUH.

st npoBepku denepanuu RabbitM(Q mocne HacTpoliky Heo6XO[MMO MCIOJIB30BaTh Beb-
uHtepdeiic RabbitMQ CO, pacrionoxeHHbI 110 aJpecy http://<JoKanbHb-anpec-
cepBepa>:15672/#/federation

[Tocne kax0ro pa3BepThIBAHUS U Iepe3arpy3ku 4actd CHCTeMbl XpaHeHUs JAaHHBIX WIIU
Cucrembl peJlakKTUPOBAaHUSI M COBMECTHOM pabOThI HEOOXOIUMO IpoBepsiTh, yTo RabbitMQ (PGS)
pa3BepHYT BUPTYalbHbIN cepBep ¢ uMeHeM «CO».

[Ipu oTCcyTCTBHMU BUPTYaJIbHOTO XOCTa HEOOXOJHWMO CO3[aTh ero C IOMOINLIO0 IaHex
apMmunaucTparopa RabbitUIL

Jlyis ocTyna K MaHenu aJMUHUCTpaTOpa MCIOJIb3yWTe JIOMeHHOe KMs, yKasblBarolllee Ha
cepBep Cucrembl XpaHeHUs JaHHBIX. JloMeHHOe nMs popMupyeTcs Ha 6a3e 3aperuCTpUpPOBAHHOTO
JoMeHa YCTaHOBKH Cucrembl XpaHeHus TTAHHBIX (cm. B TIOKyMeHTe
«"MoiiOduc ITpodeccronanbubiii 3". Cructema XxpaHeHUs JaHHBIX. PYKOBOJICTBO 110 YCTaHOBKe») U
mopTa «15673»:

http://pgs-<env>.<default domain>:15673

B kauecTBe jIorMHA U 1apOJIsi UCHOJIB3YIOTCS 3HAYEHUs TIepeMeHHbIX pgs rabbitmg user U
pgs_rabbitmg password.

st obecrieyeHmst 6e30MIaCHOCTH JOCTYIl K JAHHOMY IIOPTy [OJDKeH OBbITb OrpaHUYeH
JIOKAJIbHBIM CEPBEPOM U BHYTPEHHUMH (ITPUBATHBIMH) CETSIMU C afjpecamu 1o craigapty RFC1918.

Kareropuuecku 3amnperiaeTcsi OTKpbIBATh JIOCTYI K HEMY U3 TyOIUYHBIX CeTel.
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5 IIOPAJOK OBHOBJIEHUA

5.1 Ouuncrka HaHHBIX

[Tpu o6HOBIEHMY BepCUM NMPOAYKTA WM ITOBTOPHOW yCTAaHOBKE BO3MOXHO UCIIOJIb30BaHUe

HEpEMEHHOﬁ cleanup all CO 3Ha4YeHHEM frue, KoTOpasg MO3BOJIIET OYUCTHUTL BCe JaHHbIe Ha

cepBepe YCTAHOBKH, KpOMe IdHHbIX MOHUTOPHUHTA.

5.2 CoxpaHeHHe JaHHBIX MOHUTOPHUHTA

B Bepcuu 3.1 nosiBuiachk BO3MOXHOCTb YaCTUYHOTO COXpaHEHMs! JJAaHHbIX MOHHUTOpPHHIA U
’KYPHAJIOB COOBITUH (pacrmosioXkeHbIX B aupeKkTopusix /elasticserch, /kibana, /grafana, /prometheus).
COXpaHEHI/Ie BBITIOJIHAETCA aBTOMAaTHUYeCKHU.

HJISI yaajleHus JaHHbIX MOHHUTOPUHI A HQOGXOIII/IMO YCTaHOBUTL 3HAYeHHe true HQPEMQHHOﬁ,
yKa3aHHOU B Tabmuiie 15.

Tabmua 15 — CoxpaHeHue JaHHBIX MOHUTOPHUHTA

HaumenoBanue Tun .
. . JInara3oH 3HaYeHUH
repeMeHHOU repeMeHHOU
o false
force_cleanup monitoring boolean
- - (3HaueHMe 0 YMOTYaHUIO)

[IprMeps! UCITOIB30BaHUS IIePEMEeHHOM |
1. Jlng 3amycka ansible ¢ coxpaHeHmeM aHHBIX MOHHUTOPHHTA (OCTallbHBIE JaHHbIE

YAQJISIOTCS) CIIelyeT BLITIOTHUTD CeAyIONTy0 KOMaH/IY:

ansible-playbook -i hosts.yml playbook/main.yml -e cleanup all=true
ITo YMOJIYaHUIO 3HAueHUe IIepeMeHHOM force cleanup monitoring = false, IIpHU

3arycke ansible 1omyckaercst He yka3blBaTh TIOBTOPHO ee 3HAaYeHue.
2. lns 3amycka ansible ¢ MojHBIM yAajieHWeM JaHHBIX CJielyeT BBIIOJIHUTh CJeIyIOIIyI0

KOMaH]y:

ansible-playbook -i hosts.yml playbook/main.yml -e cleanup all=true -e
force cleanup monitoring=true

IIpH TAaKOM KOMaHJie MCIIO0JIb30BaHUE @nara -e force cleanup monitoring=true

nepeolipeiejinT 3Ha4eHre I10 YMOJJIYdHHUIO C false na true.
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6 I3BECTHBIE ITPOBJIEMbBI 1 CIIOCOBbI PEHITEHUSA

6.1 ITpoGsiema yTedyek mamsaTu pu ycraHoBke standalone

[Tpu pasBepreiBaHuu (CHCTeMbl pellakKTUPOBAHUS M COBMECTHOW paboThl B pexume

standalone HeobxoguMMO YyKa3blBaTh 3HAUeHHe TIepeMeHHONM fm heap limit paBHBIM 512m.

HpOBepI/ITb TeKylure HaCTpOﬁKH MOXKHO Ha CepBepax C POJIbIO co fm!

# docker inspect fm | grep Xmx

"JVM OPTS=-Dmail.mime.encodeparameters=false

-Dmail .mime.encodefilename=true -Dspring.main.banner-mode=off -Xmx512m
-XX:+HeapDumpOnOutOfMemoryError
-XX:ErrorFile=/srv/docker/fm/logs/hs err.log
-XX:HeapDumpPath=/srv/core dumps",

Jl71s1 cHY>KeHHUsI BepOsITHOCTH ommbok npu pabore FM cepBuca Bo BpeMsl 3arpy3ku, IpU

BKJIIOYEHHOM IIpOBEpKe THUIIOB, HGO6XOHHMO YBeJIMYHUTL KOJIMYeCTBO IIaMATH [JId CepBHCa C

[IOMOIIILIO KOMaH/IbI:

fm heap limit: 512m
fm max memory: O (mnm B OBa pasa 6onbue fm heap limit)

6.2 IIpo6sema ycranoBku monyis python3-libselinux

Onmcanue npo6JieMsl:
B Hekoropsix ciy4asix B mporecce pabotel yctaHoBKM Ha OC Centos, Redos Bo3moxHO

MOsIBJIEHUE CJIe[lyIolel OmrOKu:
2023-01-01 12:00:00,001 p=28456 u=root n=ansible | fatal: [10.100.100.100]:

FAILED! => {"changed": false, "msg": "No package matching 'python3-libselinux’
found available, installed or updated",
"rc": 126, "results": ["No package matching 'python3-libselinux' found
available, installed or updated"]}
Pemrenue:

BrimmonauTs CJIeAYIOUIYIO KOMaHAy U TPOOOJIKUTE YCTaHOBKY':

sed -i 's@python3-libselinux@libselinux-python3@"'\
./_versions/3.1/collections/ansible collections/nct/system/roles/python3/va
rs/R{ED,edHat}.yml

6.3 Pemenue mpo0J1eMslI C JIOraMu

[Tpu ocraHOBKe poTanuu (apXUBHpPOBaHUs) JIOTOB cepBrcoB Nginx nnu Pregen Heobxogumo
O0OHOBUTH TOJIMTUKU 0e30MaCHOCTM Ha CepBepax C POJIbI0 openresty-lb-core-auth U POJIbIO
pregen.

O0HOBIEHMS MOTUTHKN 0€30IT1aCHOCTH BHIIIOJIHSIOTCS C IIOMOIIIBIO KOMaH/bI:

restorecon -R /srv/docker
[Tocrne 06HOBIEHUS TOIUTUKH HEOOXOIMMO ITPOBEPUTH POTAITHIO JIOTOB Yepe3 48 4acosB.
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Hamnpumep:

[root@jenny ~]# cd /srv/docker/openresty/logs/

[root@jenny logs]# 1ls

access full.log access full.log-20231224-1703378461.gz access.log-20231222-
1703205421 .gz error.log error.log-20231224-1703378461.gz

access full.log-20231221-1703118661.gz access_full.log-20231225-1703464201
access.log-20231223-1703290201.gz error.log-20231221-1703118661.gz
error.log-20231225-1703464201 access full.log-20231222-1703205421.gz
access.log access.log-20231224-1703378461.gz error.log-20231222-
1703205421 .gz nginx.pid

access full.log-20231223-1703290201.gz access.log-20231221-1703118661.gz
access.log-20231225-1703464201 error.log-20231223-1703290201.gz

6.4 IlepennotHeHue AMCKa JAHHBIMU MOHUTOPHHTA

Omucanue NpoosIeMbI:

BbICTpOE 3dIIOJIHeHHe JUCKA IIpU YCTdHOBKe standalone nmm JJIs KHaCTepHOfI YCTAaHOBKH, Ha
y3J1e KjiIaCcTepa C POJIbIO co _infra.

Pemenne:

BI)ICTpOG 3all0JITHeHHe JHCKa MOXKeT IMPOMCXOOWTD IIPH IMOCTYIIJIEeHUH OOJIBIIIOTO KOJIMYEeCTBa
JaHHbIX MOHHUTOPHHIA WK JIOTUPOBAHHWSA, HK3-3d HEIIPABUJIbBHO HACTPOEHHLIX IIOJIMTUK HX
XpaHeHwus.

ITo YMOTYaHHUIO JdHHbIe MOHHUTOPHHI'd PpacIiojiararoTcs B
JAUPEKTOPpUU /SrV/dOCker/prometheus/data.IBPEMH XpaHeHUs NaHHbIX 3aideTCs IIPpU YCTdHOBKe
CucreMbl  peJakTUpPOBaHUS W COBMeCTHOM pabotel  C IIOMOIIBIO repeMeHHOU
prometheus_storage_tsdb_retention_ﬁinm:ﬁH)YMOanHHH)"21d",T0€CTb21,HEHB)

HpI/I ImeperrosiHeHny OKWCKad IdHHBIMW MOHHWTOPHWHIA baza JdaHHBIX Prometheus moxxet OBITBH
IIOBpeX/ieHa. st BOCCTaHOBJIEHU S paboTOCIOCOOHOCTH HeobOXoauMo YIAIUTD
IIMPEKTOPUI0  /srv/docker/prometheus/data. Ilocie ypamenus IUPEKTOPUU  CJleJlyeT
IIepeyCTaHOBUTh pOJIb, OIPAHUYMB ee ONLMUeld -limit, TOIBKO IJIS POJIA co infra M YyKas3aB
CIleHapui playbooks/infra.yml. [[pumMep koMaHbL:

ansible-playbook -i playbooks/infra.yml --tags prometheus --limit co_infra
O6beM TaHHBIX XXypHala COOBITUM 3aBUCUT OT KOJIMYECTBA y3JI0B KJIacTepa, KOJIM4YecTBa UX

KOHTeMHepoB U yPOBHSI IIPOTOKOJIMPOBAHMS pa3lMYHbIX CEPBHMCOB (HACTPaUBAIOTCS C ITOMOIIBIO
Etcd). ITo YMOJTYaHUTO JTaHHbIe >KypHasia COOBbITHI pacroJiaraloTcs B
JUPEeKTOpPHUH /srv/docker/elasticsearch/data. BpeMH XpaHeHHsd [OAaHHBIX 3aJdeTcda IIPpU
ycraHOBKe CHCTeMbl peJJakTUPOBaHWSI M COBMECTHOM pabOThl C IIOMOIIbIO IepeMeHHOU

co logs retention days B ¢aﬁne ~/install co/group vars/all/main.yml. 3HaueHue 10
YMOJIYaHHUIO "120", 9YTO O3Ha4YdeT — 120 JTHeu. B CJIydde I1eperioJiHeHus JUCKa JaHHbIMU KypHAaJla

COOBITHM, TIPelyCMOTPeHO ynajieHue Oosiee cTapble UHAEKCOB BPYUYHYIO (CTPYKTYphl XpaHeHHs U
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MOMCKa JIaHHBIX B 06beMe 1 aHst). [{Jig 3TOro Ha y3je ¢ poyiblo co infra HEOOXOAUMO BBINIOJHUTh

cleayroiye KOMaH/bl:

# InapoJsib BBOOUTE U3 IepeMeHHoOM elasticsearch opendistro admin password
curl -k --user admin https://localhost:9200/ cat/indices

# BHOpaTh MHIOEKCH, Io4Jjexauue yHaJleHMIo, HaduHawuuecs c "co-"

curl -X DELETE -k --user admin https://localhost:9200/co-<YYYY.MM.DD>

Jlnst yMeHbIIIeHHsS] YPOBHS JIOTUPOBAaHUS HEOOXOMMO W3MEHWTh 3HaYeHHs MepeMeHHBIX,
NpUBeJIeHHbIX B Tabsuile 16.

Tabnuna 16 — [lepeuenb nepeMeHHBIX )XypHajla MOHUTOPUHTA

H . 3HaveHUe 1Jisl yMEeHbIIIeHU s
anuMeHOBaHNe I1epeMeHHON 3HaveHHe 10 YMOJTYaHUIO
rIyOMHBI JIOTa

common_co_log level info warn/error
chatbot _log level info warn/error
cvm_cu_log level info warn/error
cvm_log level info warn/error
dcm_du_log level info warn/error
dcm_log level info warn/error
du_log level info warn/error
du_nps_log level info warn/error
sdd_log level info warn/error
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IIpunoxenue A
Ilopsamok ycTaHOBKH M HACTPOHKH JIOKAJIBHOTO Pelo3UTOopHs

1. COBH&TL KaTaJIOT I pasMellleHrs pelrtoO3uTOpUs C ITIOMOIIBIO KOMAaHbI:

sudo mkdir -p /srv/repo/alse/main
2. IlpumoHTHpOBaTh 00pa3 yCTaHOBOYHOIO 1AuCKa (ecIM Ha KOMIIbIOTepe HeT

KaTajsiora /media/cdrom — To co3aaTth KaTanor /media/cdrom) ¢ TOMOIIIBIO KOMaH/IbI:

[ -d /media/cdrom ] || sudo mkdir /media/cdrom
sudo mount /nyTe K ISO-o0o6pa3y /media/cdrom
3. CkonupoBaTh ¢aiijibl U3 obpasa B KaTaJIoT PellO3UTOPHUSI C ITOMOIIbI0 KOMAH/IbI:

sudo cp -a /media/cdrom/* /srv/repo/alse/main
4. OtmonTHpOBaTh ISO-06pa3 mucka C TOMOIIBIO KOMaH/IbI:

sudo umount /media/cdrom
4.1 Eciiu TpebyeTcsl, BLITOJIHUTh aHAJIOTUYHBIE JIEHCTBUS [Tl 6a30BOT'0 PEIo3UTOpHs (IMcKa

CO CpencrsaMu pa3pa60TKH) C IIOMOIIIBIO KOMAH/BbI:

sudo mkdir -p /srv/repo/alse/base

[ -d /media/cdrom ] || sudo mkdir /media/cdrom

sudo mount /mnyTb K ISO-o6pas3y /media/cdrom

sudo cp -a /media/cdrom/* /srv/repo/alse/base

sudo umount /media/cdrom

5. JIns 06HOBJIEHMSI OCHOBHOI'O Pero3uTOpUsi (OCHOBHOTO JIMCKA) C TIOMOIIbI0O KOMaH/Ibl:

sudo mkdir -p /srv/repo/alse/update-main

[ -d /media/cdrom ] || sudo mkdir /media/cdrom

sudo mount /myTe K ISO-o6pasy /media/cdrom

sudo cp -a /media/cdrom/* /srv/repo/alse/update-main

sudo umount /media/cdrom

6. Jlyiss o6HOByIeHMs: 6a30BOr0 peno3uTopus (AucKka ¢ 0OHOBJIEHMEM CpelCTB pa3paboTKu) C

IIOMOIIIBIO KOMAdH/HI:

sudo mkdir -p /srv/repo/alse/update-base

[ -d /media/cdrom ] || sudo mkdir /media/cdrom

sudo mount /mnyTk kK ISO-o6pasy /media/cdrom

sudo cp -a /media/cdrom/* /srv/repo/alse/update-base
sudo umount /media/cdrom
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IIpuinoxenue b
3aMeHa CTaHAAPTHOTO PeNo3UTOPHS HA JIOKAJIBHBIH
3aMeHa CTaHJAPTHOI'O PEeNO3WUTOPHS Ha JIOKAJIBHBIM BBINOJHSETCS Ha CepBepe C PpOJIBIO

operator. [lepeuncnenHbli mOpSIOK JedcTBUUM wucnosnbdyercss B OC Astra. [Ins 3aMeHBI

Perno3uTopus HeoOXOAUMO:
1. OTKIIIOYNTD BHeIIIHKe Pell03UTOPUH, 3allyCTUB KOMaH/AY:

sed -i "s/*/#/" /etc/apt/sources.list
2. J106aBUTh JIOKAJIbHBIM BHEIIHUIM Pello3UTOPUH, 3allyCTUB KOMaHY:

tee -a /etc/apt/sources.list << EOF

deb http://s$IP ADDRESS:8081/repository/astra/ 1.7 x86-64 \
main contrib non-free

deb http://s$IP ADDRESS:8081l/repository/astra-ext/ 1.7 x86-64 \
main contrib non-free

EOF

rae sIP_ADDRESS — [P-ajpec nokanpHOTO cepBepa /ijist XpaHeHUs (HaiioB.

3. OGHOBUTD UHIEKC Pero3uTOpus, 3allyCTUB KOMaH/Y:

apt update
4, HpOBepI/ITb HAOCTYITHOCTb PeIro3nToOpusa (HpOI/ISBeCTI/I IIOUCK IIPOHU3BOJIBHOTO HaKETa),

3dIIYCTUB KOMdHY:

apt search pwgen
5. Yb6enuthbcs, 4YTO B BBIBOAE KOMaHIbl IIPUCYTCTBYeT Ha3BaHHe I1akeTa pwgen. BriBoj

KOMaH/JIbI.
root@operator:~# apt search pwgen
Sorting... Done
Full Text Search... Done

pwgen/stable 2.08-1 amd64

Automatic Password generation

root@operator: ~#

6. Hactpouth meHemkep Mopysed (pip) Ha HCIIOIb30BaHHE JIOKAJIBHOTO Ppero3uTOpHS,

3dIlyCTUB KOMdHY:

tee /etc/pip.conf << EOF

[global]

trusted-host = $IP_ ADDRESS

index = http://$IP_ADDRESS:8081/repository/pypi-proxy/pypi
index-url = http://s$IP ADRESS:8081/repository/pypi-proxy/simple
EOF

rae sIP_ADDRESS — [P-agpec nokanpHOTO cepBepa /jist XpaHeHUs $aiioB.
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IIpunoxenue B
Hacrpoiika ceTeBbIX coeJHHEeHUI
[TpyMep HacTpPOWKY CeTeBOro COeJMHEHHsI C IIOMOIIIbI0 KOMaHIHOM cTpoky B OC Astra.
1. Ins mpoBepku HeOoOXOIMMO OTKpPBITH (alijl C CeTeBBIMM HACTPOHMKAaMU C I1OMOIIBIO

KOMaH/JBbI.

nano /etc/network/interfaces
B oTkpbiBIIEMCSl OKHE peJlakTOpa IPOBEPUTh HAJIMUKe CJIe/TyIOIIel CTPOKU:

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).
source /etc/network/interfaces.d/*

1.1 3aKpBITh OKHO U BEpHYTHCS K CTPOKe TepMUHAJa.

1.2 Co3maTh HOBOe coequHeHUe C ITOMOIIBI0 KOMAHIbI:

sudo nano /etc/network/interfaces.d/ethO0
HpI/IMe‘laHI/IEZ €CJ/IM Ha BallleM CepBepe YCTaHOBJIeHbI IpyIrve peldKTOPbI (Vim, Vl) 3daMeHUuTe

B KOMaHJIe nano Ha JIPYrOM pelakTop.

2. B OTKpBIBIIIEMCSI OKHE peJlakTopa B 3aBUCHMOCTH OT THIIA MCIIOJIb3yeMOTO il HaCTPOeK
BBECTU KOMaHJy U3 yHKTa 2.1 wmm 2.2.

2.1 IIpu ucnonb3oBaHUU cTaThdeckoro IP-apeca HeoOx0IMMO BBECTH:

echo "auto ethO

iface ethO inet static

address 192.168.1.100

netmask 255.255.255.0

gateway 192.168.1.1" > /etc/network/interfaces.d/ethO

B npuMepe HUCIOJIb3YIOTCA ITPOU3BOJIbHbIE HaCTpoﬁKH ceTeBOIro coegviHeHM . HEO6XOHI/IMO

3aMeHUThb TpemiokeHHble HacTpouiku (192.168.1.100, 255.255.255.0, 192.168.1.1) Ha HacTpoWku
CeTeBOI'0 OKPYKeHHUsI CO3JJaHHbIX CePBEPOB.

2.2 Ilpu ucnonszoBanru DHCP B okHe pefilakTopa He06X0IMMO BBECTHU:

echo "auto ethO
iface eth0O inet dhcp" > /etc/network/interfaces.d/ethO
Jlnst koppekTHOM paboThl HeoOXOoAMMO 3akpenuTh IP-afpeca 3a cepBepaMu C ITOMOIIBIO

Hactpoek DHCP-cepBepa Bartiero 1uito3a (KOMMYTaTOpa).
3. Ilocne BBOjla mepeMeHHbIX dalyl COXpPaHUThb. [[OBTOPHO OTKPBITH (Pailjl KOMaHAOU M3
MyHKTa 1 J71s TpOoBepKH.

4. 3agate DNS-cepBep

echo "nameserver 8.8.4.4" > /etc/resolv.conf
Anpec DNS-cepBepa 8.8.4.4 yka3aH NpPOM3BOJIBHO, €CJIM B JIOKAQJbHOW CeTH CYyIIeCTBYeT

BHyTpeHHUM DNS-cepBep, Heobxoanmo uameHUTs azipec 8.8.4.4.

5. IIpyMeHUTH HACTPOUKU CETeBOI'0 COeIMHEeHUS

sudo systemctl restart networking
[IoBTOPUTH BBHINIOJIHEHMe JIeHMCTBUS AJIs1 KaXXI0TO CepBepa, UCII0Ib3yeMOoro Jijisl YCTaHOBKH.
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IIpunoxenue I'
Ilopsanok co3maHus CaMONOAIIICAHHOIO cepTuduKaTa

[To ymonuanutio 6pay3epsl He TOBEpSIIOT CaMOIIOAIIMCAHHBIM cepTUdHUKaTaM, peKOMeHAyeTCs
HCIIOJIb30BaTh €ro TOJILKO ISl BHYTPEHHUX I1eJiel WK B I[eJIsIX TeCTUPOBAaHUSI.

1. ITpoBepka unm ycranoBka OpenSSL.

OpenSSL moctyrieH mo yMOTYaHHUIO BO BCEX OCHOBHBIX MUCTPUOyTHBax Linux.

Hns noucka ycraHoByieHHoro [I0 OpenSSL u npoBepky Bepcur HeoO6XOAWMO BBITIOJIHUTh
KOMaHJY:

$ openssl version
Ecm BrBon ¢ uHdopMmanueir o Bepcuum OpenSSL  orcyrcTByeT — mporpamMma He

YCTaHOBJI€HAd.

st ycranoBky OpenSSL BhIIOJIHUTE ClelyIOIIy0 KOMaHAY:

$ sudo dnf install openssl
150)15¢

$ sudo yum install openssl

Bo160p koman bl 3aBrcUT oT TH1a OC.

2. Co3manme SSL-ceptudukara.

IIns  co3maHus caMOIOANHCAaHHOTO ceptudmkata SSL.  HEoOXOAWMO HCIOJIb30BaTh
CJIeIyIOITYI0 KOMaHy':

$ openssl req -x509 -nodes -days 365 -newkey rsa:4096 -keyout
server .nopass.key -out server.crt

C momomplo KOMaHAbI OyfeT CO3[0aH CaMOIIOANMCAHHBINA CepTUUKAT, KOTOpBHIA Oyner
IeUCTBUTEJIPH B TeyeHUe 365 mHew.

[To ymonuanuto ceprudukar v ¢ain kiaoda OyOyT CO3[aHBI B TeKyllleM Karajiore (B
Karajiore, U3 KOTOPOT'O BBIIIOJIHSIETCSI KOMaH/Ia).

Omnucanue ¢raros UCIOIB30BaHHBIX B KOMaH e Ip1UBeieHo B Tabmuie 17.

Tabnuna 17 — 3HaueHust ¢praroB KOMaH bl

@ar Omnucanue
req BrimonmauTh 3amipoc Ha MOANUCH cepTUUKATA
-newkey rsa: | CosgaTb kmod RSA mmHoMi 4096 6UT.
4096 Ecmu He yka3aHO MHOe, IO YMOJTYaHUIO OyIeT co3faH Kimod qiHoi 2048 6uT
-keyout VYkazaTb uMs aiiia I XpaHeHHs 3aKPBITOTO KITFo4Ya
-out Yxkazate uMs ¢aitnia 111 XpaHeHUs HOBOTO cepTUdUKaTa
-nodes [IpomycTuTs 1m1ar mo co3maHuio cepTudUKaTa C IapojbHOM dppas3oit
-x509 Co3spaTh ceprudukar popmara X.509
-days YkazaTb BpeMsi IeHCTBUS CepTUPHUKATA B THAX

Omnucanue nosjeu Ipyu Co3NaHuy cepTUdUKaTa IIpUBenieHo B Tabnuie 18.
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Tabmnuia 18 — 3uavyenud moseit CSR

Onucanue

= HasBanue ctpanbl (IByXOyKBeHHBIN KOJ)
ST = Haspanue mrrtata wiv MpoBUHIIUA
= HasBaHue HacesjeHHOTO ITyHKTa

0= [TosmHoe Ha3BaHMe Ballleil OpraHU3aIuu
ou = Haszpanue oprannsalliOHHOW eTMHUIIBI
CN = ITonHOE mOMeHHOe UM

3. Co3nmaHue 3aKpbITOTO KJt0Ya.

3aKpbITBIM K04 HeoOxomuM [yl nmoanucu Bamtero SSL-ceprudukara. [lns cos3gaHus u
COXPaHMUS 3aKPBITOTO KJIt0Ya He0OXOIMMO BBIIIOJIHUTh KOMaHly:

$ openssl genrsa -out server.nopass.key
3HaveHus $IaroB KOMaH/IbI:

— genrsa — CO3/1aTh 3aKPbIThIA KIII0Y RSA;
— —out — BBIXOJIHOU (aiJl.

ITo YMO/T9aHHUIO BHKprTbIﬁ KIII041 6YJIET XPAHUTBCA B TeKyIlleM KdTajlore (B KaTajiore, M3
KOTOPOTI'O BbIIIOJIHAETCSA KOMaHHa).

4. Co3pmanue 3arpoca Ha moanuck ceprudukara (CSR).

CSR — wundopmarius, otipasisieMas B yaocrtoBepsitomuii 1eHTp. ns cosmanus CSR
HeoOXOAUMO BBHITIOTHUTD CJIEIYIOITy0 KOMaH/IY:

$ openssl req -new -key server.nopass.key -out server.csr

Omnucanue ¢raros UCIOIB30BaHHBIX B KOMaH e Ip1uBeieHo B Tabmuile 19.

Tabmuma 19 — 3Hauenus ¢gparoB KOMaH/Ibl

®dar Omnucanue
req 3arpoc Ha MOANHCh cepTudUKaTa

-new Hospi#i 3an1poc

-key [TyThb, rie xpaHUTCs Balll Gaiisl 3aKpHITOro KIII0Ya
-out Wms BeixogHoro daniia

ITocne 3dIIYyCKa KOMdH/bI, HpeHCTaBHEHHOﬁ HHUXXe, 6y,ueT CO3MIaH CaMOIIOAITM CaHbIM

cepTudUKaT, KOTOPBIM OyJeT IeiCTBUTeNIeH B TeueHue 365 THei.

$ openssl x509 -req -days 365 -in server.csr -signkey server.nopass.key \
-out server.crt

5. [IpoBepka nerasneii cepTudrKaTa BBIIIOJIHSIETCS C IIOMOIIBI0O KOMaH/IbI:

$ openssl x509 -text -noout -in server.crt
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MonOdounc

IIpunoxenue J1

IlepeueHs u3MeHeHMI1 B JOKyMeHTe

H3meHeHns oTHOCHTEJIBLHO penu3a 2.6

1. B ¢atine inventory hosts.yml yJaleHbl TPyIIIbl co_service U co_lcs.
2. Ilpn KacTepHOM yCTaHOBKe OTJeNIbHBbIE CepBepa Ul IPYNI co service U co lcs He

BBIJIEJISIIOTCS.
HN3meHenns oTHoCUTeJILHO penu3a 2.7
B c¢aiine inventory hosts.yml 06aByieHa rpymma co audit.
HN3menenns oTHOCHTeIBHO pesu3a 3.0
1. JlobGaByieHbl lepeMeHHbIe I HACTPOMKU Sentry (HU>Ke IPUBEIeHbl CO 3HAUYEeHUSIMU 110
YMOJTYaHHUIO):

chatbot sentry dsn:
openresty sentry log sentry dsn:
openresty sentry log sentry url:
openresty sentry sso log dsn: ""
openresty sentry wfe log dsn:

2. IlobaBiieHbl IlepeMeHHBble Ul HACTpPOMKU TapameTpoB wfe (HM)ke IpuBelieHBl CO

3HAYeHHUAMU 110 YMOJ'[‘-IaHI/IIO)Z
openresty wfe loader pending ms: 400
openresty wfe mobile apps site url:
openresty wfe page size: 0

3. IlobaBieHa koMaHaa B HacTpouiku cepBuca confd mis mepeszanycka CU u DU Docker
KOHTelHepoB (1ipu n3mMeHeHnuu Hactpoek B ETCD).

4. Jlob6aBneH ¢yHKITMOHAN HACTpoWku Alertmanager st OTIpaBKM YBeJOMJIEHUN B
KOMMYHUKaIlUOHHbIe KaHaJlbl, [10/IlepXkKhBaeMble CEPBUCOM.

5. lobaBiieHa mepeMeHHasi force cleanup monitoring [IJII COXpaHEHUs JAHHBIX
CepBHCOB MOHUTOPMHIA U XypHaja COOBITUM npu mepeycraHoBke CO ¢ mosHOM

OYMUCTKOU JTAHHBIX.
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MonOdounc

IIpuinoxenue E

Omicanue posieii 171 cepBepoB CHCTEeMBbI

B pmanHOM IIpUJIOXKEHWKW TIIpe[iCTaBJieH IIepedeHb W3MEHEHHUH OTHOCUTEJIbHO [OaThl

myOJIMKaIluK U BepCUU JIOKyMeHTa.

Tabmuna 20 — Ponm i1 kiiacrepHOM yCTaHOBKU

HaumenoBanue

Onucanue

Ib-core-auth

CepBep 6aaHCHUPOBKY HArPy3KH

infra Cepgep, o06beuHsIONMN HHGPACTPYKTYPHBIE pOJIM cOOpa JIOTOB U MOHUTOPUHTA.
MoxxeT comepaTb poiib chatbot
pregen CepBep reHepaliu peBbi0 ¥ UHJEKCHBIX IOKYMEHTOB
etcd [Toncucrema koHpurypanuu ¢ ucnoab3oBanvem Etcd
core-cvim CepBHC yIipaB/ieHHS] IMIIOPTOM, 3KCIIOPTOM U MHIEKCUPOBaHUEM JIOKyMEHTOB
cu-pool [Tyn koHTeliHEepOB C KOHBepTepaMH IOKYMEHTOB
core-dcm CepBep ympaBiieHus: pelakTUpOBaHUeM, Koyutabopaluu u fokyMmeHTHOTO API
du pool [Ty koHTelHepOB ¢ MOJYJIIMU pe/laKTUPOBaHUs IOKYMEHTOB B peXuMe
KoJurabopanuu
core-fm IToncucrema cepsuca ¢aitnosoro API
core-nm [Togcucrema cepsuca push-yBegomieHui
imc CepBep KellIMPOBAHUS CeCCHUM U XpaHeHUs IPOMeXXyTOUHbIX pe3ysIbTaTOB B IaMSTH
mq Cepgep ouepenu coobIeHNN U TOAMHUCOK
core [Tpu cokpalieHHOM COoCTaBe poJjieil — COBMellleHHble poy *-core-* s CepBepa
coBMmecTHOro pefaktrupoBanus (CCP)
Tabmuna 21 — TexHudeckue ponu
HaumeHnoBanue Omnucanue
operator TexHosoruueckas posb. Pabouee MecTo, ¢ KOTOPOTro MPOU3BOJUTCS YCTAaHOBKA BCEX
KOMIIOHEHTOB
LB CepBep 6aaHCUPOBKY HATPY3KH JJIsl BCEX KOMIIOHEHTOB (HMCIIOJIb3YeTCsl TOJbKO MpHU

KJIaCTepHOM yCTaHOBKe)
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