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MonOdounc

Bce YIOMSAHYTbIE B 3TOM [JOKYMEHTEe Hd3BdaHUS IIPOAYKTOB, JIOTOTUIIbI, TOPrOBble€ MdPKHU U

TOBApPHbIE 3HAKHU ITPUHAJIEXKAT UX BJIdJI€JIbI[dM.

ToBapusbie 3Haku «MoitOduc» u «MyOffice» npunamnexxar OOO «HOBBIE OBJIAYHBIE
TEXHOJIOT'UN».

Hu Ipu KaKHuXx 00CTOSATENIbCTBAX HeJIb3sl HCTOJIKOBLIBATH JIIOOOE COolepXXUMoOe HacCTodiero
JOKYMEHTd KdK IIpsAMOe HJIM KOCBEHHOe IIpeJoCTaBJIeHrne JIMIEeH3WHU WJIKM IIPpdBd Ha HCIIOJIb30BaHHE
TOBAPHBIX 3HAKOB, JIOTOTHUIIOB HWJIM 3HdKOB O6CJIy)KI/IBaHI/I$[, IpuBeJeHHbIX B HEM. JIroboe
HEeCAaHKIIMOHHWPOBAHHOE HCIIOJIb30BdHHWE JOTUX TOBAPHbLIX 3HAKOB, JIOTOTHUIIOB HWJIM 3HAKOB

obcTy>kruBaHus 0e3 MMCbMEeHHOTO pa3pelleHust X MpaBoo0bIaiaTesisi CTPOTo 3arpereHo.
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IMEPEYEHD COKPAIIIEHUM, TEPMHHOB U OITPEJIEJIEHUI

B nacrosaiem AOKYMeHTe HCIIOJIb3YIOTCA Ciiegyronye COKpalieHHda C COOTBETCTBYIOIIHWMH

pacidpoBKaMu (cM. Tabumy 1).

Tabmuna 1 — CoxpailieHust U pacuippoBKU

Cokpaiienue,
et PacumdpoBka u ornpenienienue
AD Microsoft Active Directory
Ansible Cucrema ynpapieHus: KOHPUTYpaUIMU, UCTIOJL3YIOIIAsCS i aBTOMAaTHU3aIuH
HAaCTPOWKU M pa3BepThIBAaHUS IPOTPAMMHOTO 00ecriedeHus
API Application Programming Interface, uaTepdeiic mporpaMMupoBaHUS
MIPUWIOXKEeHUH
CDN Content Delivery Network, cepBuc o6ecneunBarmoniui KaCTOMHU3AIINIO
CcO CloudOffice, Obmaunbiii Oduc, obiee HazBaHWe MPOAYKTA (TPYyIIIBI
pelakToOpOoB)
Docker I10 pu1g aBTOMATH3AIMK Pa3BepPThIBAHUS U YIIpABJIeHUs IPUIOXKEHUSIMH B
cpenax C MoAJIep>KKOM KOHTeHHepU3aluu
Docker Registry MaciitabupyemMoe cepBepHOe MIpUJIOXKeHUe JJisi XpaHeH!s U paclipoCTpaHeHus
koHTelHepoB Docker
DNS Domain Name System, cucreMa JIoOMeHHBIX UMEH
Inventory ®aiin [10 Ansible ¢ nepeuncnenuem porneit u ux [P-anpecos
MD5-xem (hash) Kontposbhas cymma, npejiHa3HavYeHHas [l TPOBEPKH MEeJIOCTHOCTHU datiia
PGS Pythagoras, Cucrema xpanenust manHbix B coctaBe « MoitOduc YactHoe
O6mnako 3»
PSN Poseidon, npunoxenue mouThl, KajeHaaps u KOHTakToB («MoitOduc [Toura 3»)
I0OPS KosmaecTBo onepanuii BBOa/BRIBOA - TTAapaMeTp Il U3MepeHHs
IIPOM3BOUTENILHOCTU CUCTEM XpaHeHHs
REST API ApXUTeKTYpHBIM CTWIb B3aUMO/IeMCTBUSI KOMIIOHEHTOB paclipejieJieHHOTO

IMPpUJIO’XKEeHUsd B CETU

S3 xpanunuiie

CepBI/IC XPpaHeHHsa 00BEKTOB, Hpe;[ﬂal"aeMbeI MOCTaBIIUKAMH 00JIAYHBIX yciyr

SSH Secure Shell, «6e3omacHas o6oo4uka», ceTeBoi NPOTOKOJI IPUKIAJHOTO
YPOBHS, TTO3BOJISIIONINAN TPOU3BOAUTD yAaleHHOE YIpaBieHue
SSO Single Sign-On, TexHOJIOTUS AUHOTO BXO/a
URL Uniform Resource Locator, enunbIf ykazaTenb pecypca
XFS 64-6buTtHas ¢aioBas cuCcTeMa C XXypPHAJIOM COOBITHN
Yum MeHnexep MpOTPaMMHBIX MTAKeTOB it AUCTPUOYyTUBOB Linux
Banrmn I'pymnma 06peKToB 71l KACTOMHU3AINK CepBUCA, IIPeJICTaBIeHHbIX B BUJIE
yIIaKOBaHHOTO daiiia
b baza maHHBIX
Bennmop (vendor) [TocraBiuk 6peHAMPOBAHHOTO POAYKTA
ESIA Enunas cucremMa uaeHTUPUKAIIMY U ay TeHTUPUKATINU
Knacrep (cluster) | O6beguHeHHas TpyIa cepBepoB
MeTabanmi ['pymnma 06beKToB /i1 KACTOMM3AIMH CEPBUCOB, IIPE/ICTABIIeHHBIX B BHJIE
yIIaKOBaHHOTO daiiia
OBepkOMMUT Omnmus runepBU30pa Mo U30BITOYHOH AJUIOKAIIMY TTAMSITH 71l BUPTYaJIbHBIX
(overcommit) MaIllH
0C OmnepanuonHasi cucremMa
Tenanr Jlornyeckuii 00HEKT, BKIIFOUAIOIUN B CE0S1 COBOKYITHOCTh BBIUYUCIIUTEITHHBIX

pecypcoB, I0JIb30BaTeJIed U pero3uTOpun
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Cokpaiiienue,
PacmmidpoBka u onpeniesienune
TepMUH
[TepcucrentHocts | CBOMCTBO CTPYKTYP JAHHBIX, COXPAHSIOIINX CBOU COCTOSIHUS U JOCTYII K 3TUM
COCTOSIHUSIM
[Inenbyx Habop nocnenoBaTenbHbIX UHCTPYKIIAN J71sI BBITOMHEeHUs: koMaH, Ansible
(playbook)
10 [IporpammHoe obecrniedeHue

Cepsep-onepatop

Cepsep, ¢ kKoTOpOro OyaeT IPOM3BOAUTHCS YCTAHOBKA CUCTEMBI

Tenanr (tenant)

JJleMeHT MYJIbTUApeHJTHON CUCTEeMBbl

Xocrt (host)

Y cTpo#CTBO, MpeioCTaBIsIoNee CepBUCH GOpPMaTa «KIIMEeHT-CepBeEP»

Lenesotii cepBep

Cepgep, Ha KOTOPHBIN OyJIeT TPOU3BOIUTHCS YCTAHOBKA CUCTEMBI
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1 HASBHAYEHUWE

«MoiiO¢uc YactHoe Ob6ako 3» — KOMIJIeKC 6e30IacHbIX BeO-CepBUCOB U TTPUJIOKEHUH IS

OpraHu3alliu XpaHeHus], I0CTyIa U paboThl ¢ paityiaMu ¥ JOKYMeHTaMu BHYTPH KOMIIAHUH.
B cocraB npojsykTa BXOAST:

— Cucrema XpaHeHHsI IAHHBIX [yl 0e3011aCHOIO0 XpaHeHWs KOPIIOPaTUBHBIX ailyioB U
obecrieyeHUs1 BO3MOXKHOCTEM aBTOPH3alldM, ayTeHTU(PUKAIMM U pa3rpaHUYeHUs] IPaB
JIOCTYyTIa I10JIb30BaTesIel;

- CI/ICTeMa pEHaKTI/IpOBaHI/IH U COBMECTHOU paGOTI)I JJI I/IH)II/IBI/I)IyaJII)HOFO 1 COBMECTHOI'O
PeNaKTUPOBAHMSI TEKCTOBBIX W TAOJMMYHBIX JIOKYMEHTOB, a TakXXe IIPOCMOTpa U
JIeMOHCTpAL[UU TIpe3eHTalluu;

— AZIMUHUCTPAaTUBHAs IMaHeJlb CUCTEeMbl XpaHeHWs il YIpaBJeHUs I0JIb30BaTeJIsSIMU,
rpynmnamu, OOIIMMU ITaKaMy, TOMeHaMU U TeHaHTaMMU.

B cocraB mponykTa BXOOST Cilefyrolye NPUJIOXKeHUs IJig paboTel B BeO-Opay3epax U Ha

MOOUJIBHBIX yCTPOUCTBAX:

— «MoutOduc JlokymeHTB» — BeO-PUIOXKEHWe Jiss OpraHU3allid CTPYKTYPUPOBAHHOIO
xpaHeHUs] GaWJiOB, BBINOJHEHUs omepanuid ¢ ¢aaMu W TalKaMy, HaCTPOMKHU

COBMECTHOT'0 JIOCTYTIa;

— «MoitOduc Tekcr» — Beb-pemakTop [Uisi OBICTPOTO U yAOOHOTO CO3[AHUSI U

(l)OpMaTI/IpOBaHI/IH TEKCTOBBIX NOKYMEHTOB J000M CJIO’KHOCTH,

— «MoutOduc Tabmuma» — Beb-pelakTOp ISl CO3/IAHHS 3JIEKTPOHHBIX TaOIMIl, BeJeHUS

pac4eToB, aHaA/IKM3d JdHHBIX M IIPOCMOTPA CBOJHBIX OTYETOB;

— «MoiiOduc IpesenTtanus» — BeO-peakTop AJis CO3[laHUsI, OPOPMIIEHUsI U JIeMOHCTPAIluu

TIpe3eHTallvi;

— «MoiOduc [lokyMeHTbI» Ui MOOUJIBHBIX IJIAaTPOPM — IPUJIOXKeHHe JJIsl IIPOCMOoTpa U
pPelakTUPOBAHUSI TEKCTOBBIX JIOKYMEHTOB, OJJIEKTPOHHBIX TabiuI] U Ipe3eHTaIui,
npocmotpa PDF ¢aiinios, a Takke JocTyra K 00Ja4HBIM XpaHWINIAM Ha cMapTdOHAX U

IJIaHIIIeTaxX C onepainuoHHbIMU cucteMamu Android, iOS u iPadOS.

Tekymmii OKyMeHT onucbiBaeT HacTpoWku «MonOdguc YactHoe Ob6mako 3» mocie

YCTaHOBKH.
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KoHdurypamnus cucreMbl 0CyIeCTBISeTCs C TOMOIIBIO CEPBUCOB:
— etcd-6pay3zep mis CO;
— etcdctl gna PGS.

Anpec etcd-6pay3epa 3dBUCHUT OT THIIA YCTAHOBKH HW YK4A3bIBdAeTCd B IIponecce

pa3BepTbiBAHWA CUCTEMBI.

Ecnm onvcanve HaCTpOMKHM BKIIOYaeT B cebst U3MeHeHUe inventory ¢aiiia, KOHQUTypamus

JOJKHa OBITH BBLITIOJTHEHA rnepen YCTaHOBKOI\/'I CHCTEMBEI.

[Tocsie BHeceHUSst U3MeHEHUN MOXKeT TOTPebOoBaThCs Iepe3anyCck KOHTEHHepOB H3MeHsIeMOro
cepBuca (Hanpumep: FEuclid). [lna obecnieuenusi OecnepeOoiiHOM pabOTbl CEpBUCOB IS
M0JIb30BaTesiell peKOMeH/yeTCsl MPOBOJUTh U3MeHeHHUsl B Iepuo]] MUHUMAJIbHOM Harpy3ku Ha

CUCTEMY.
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2 YIIPABJIEHME TEHAHTAMMA

B «MoitO¢uc Yactaoe Obsako 3» paboTa ¢ o6beKTaMU peasii30BaHa B TeHaHTaX. |eHaHTbI
MeXJy Cco0Oi IOJIHOCTBIO M30JIMpPOBaHbl. YIIpaBjieHWe HaCTPOMKAaMU KOHKPEeTHOTO TeHaHTa
OCYIIIeCTBJISIETCS aJIMUHUCTPATOPOM TeHaHTa B BeO-TIPUIIOKeHU
«AnMuHuCTpUpOBaHUe»  (mogpobHee cM. B AokyMmeHTe «'MoitOduc YactHoe O6mako 3".

PykoBOACTBO 110 aIMAUHUCTPUPOBAHUIOY).

Honyqem/le HACTPOEK TeéHdHTad Hda CTOpPOHe KOMIIOHEHTAa CO IIpoBepAETCd C IIOMOIIbIO etcd

(CO) o ampecy tenants/<id Tenanra>, JIJIsl TEHAHTA C JIOMEHOM YCTaHOBKM 3Ha4eHMe yKa3aHO B

ImapaMeTpe tenants/default.

2.1 Co3ganue TeHaHTa

,Hﬂﬂ CO3JaHHA TeHdHTa II0 YMOJYaHHUIO BO BpeMsd YCTdHOBKH CHCTEMEI HGO6XOHHMO

3aMlOJIHUTh 3HAUeHUSIMU OJIOK TepeMeHHBbIX ¢aityia inventory default tenant (IOJpOOHEe CM. B
nokyMmeHTe «"MoiOduc YactHoe O6iako 3". Crucrema xpanenus faHHbix (PGS). PykoBoactso 1o

YCTaHOBKEY).

HJIH CO3JaHUs TE€HdHTa II0 YMOJ/IYdHUIO I10CJIe YCTAHOBKU HJIKM CO3OdHHUS OOIIOJIHUTEJIbHbIX

TeHaHTOB HeoOxoauMo Bocnob3oBaThesi REST API cepuca Euclid.
[Tpumeps! shell-koman:

1. AyrenTudukanus 1 mojlydeHre TOKeHa aBTOPU3aIuH is oyib3oBares PGS:

curl -X POST \
"https://admin-<ENV>.<DEFAULT DOMAIN>:\

<Nginx HTTPS EXT -PORT>/adminapi/auth" \

-d "username=pgs" -d "password=<KEYCLOAK PASSWORD>"

2. Co3manue TeHaHTA:

curl --header "Authorization: ${token}" -X POST \
"https://admin-<ENV>.<DEFAULT DOMAIN>:<Nginx HTTPS EXT PORT> \
/adminapi/tenants" \

-d "default domain=<DOMAIN>" -d "name=<NAME>" \

-d "admin password=<Admin password>" \

-d "admin recovery email=<Recovery Email>" -d "max users=1000"

B nipuBenieHHBIX IpUMepaXx HCIIOIb3YIOTCS lepeMeHHble, ONMCaHHbIe B Tabmuiie 2.
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Tabnuna 2 — IlepemenHble [Jist CO3[aHMsI TEHAHTa

HanmenoBaHue nepeMeHHOU Omnucanue [Ipumeuanue
<token> TokeH aBTOpH3auu -
<default domain> Homen ycranoBku PGS [Tepemennas PGS*
<domain> JoMeH, COOTBETCTBYIOIIUM [Ipu co3manuu
CO3/1aBaeMOMY TeHaHTY IOIIOJIHUTEILHOTO TeHaHTa (He

M0 YMOJIYAHHIO) JIOJDKEH
OTJIMYATHCS OT 3HAYEHUS
nepemenHoi <default domain>
<name> WMs co3maBaeMoro TeHaHTa [To ymosryaHuO UMeeT

3Havyenue default

<admin password> [Taposs agMuHKCTpaTOpa Beb- -
uHrepderica
<recovery email> Anpec 37meKTpOHHOM MOYTHI JIJIst -
BOCCTAHOBJIEHUS TIapPOJIS
aJIMUHHCTPATOpa
<default domain> Homen ycranoBku PGS [Tepemennas PGS*
<env> JJleMeHT IOMeHHOTO0 UMeHH! [Tepemennas PGS*
yCTAHOBKU
<Nginx https ext port> ITopt Nginx ansa qocryna k [Tepemennas PGS*
cepBHCaM
<keycloak password> ITapos 1 nosmb3oBaTenst PGS [lepemennas PGS*
B Keycloak
* — IiepeMeHHbIe, 3ar0JIHEeHHbIe B COOTBETCTBUU C JIOKYMEHTOM

«"MonOd¢uc Yactaoe Obmako 3". Cucrema xpanenus paHHbIXx (PGS). PykoBonctBo 10

YCTaHOBKE».

AIMUHUCTPHUPOBAHKE JIAHHOTO TEHAHTAa BBLITIOJHSETCS C TIOMOINbI0 BeO-uHTepdeiica, 1Mo
YMOJTYaHUIO JIOCTYITHOTO I10 afipecy:

https://admin-<ENV>.<DEFAULT DOMAIN>:<Nginx HTTPS EXT PORT>
Jlorun JId  aBTOPU3dllUK  dIMUHHUCTPATOpPA B  TEHdHTeE 6YJ:[eT BBIIVIAJETh  KdK

admin@<domain>.

2.2 I3MeHeHHe KOJIMYeCTBA TCHAHTOB

HaCTPOﬁKa IIO3BOJIAET OI'PAHHUYUTDL KOJIM4eCTBO TEeHAHTOB. 3HaueHHe WU3MeHseTcsI C

IIOMOIIBIO TIepeMeHHOM, YKa3aHHOH B Tabnune 3.

Tabmuna 3 — [lepemenHast 111 K3MeHEHHUS KOJIMYeCTBa TeHAaTOB

HaumenoBanue . Tun
HanmeHnoBaHue nnepeMeHHOU . 3HaueHUe
cepBuca IepeMeHHOU
Euclid (PGS) /pgs/euclid/max_tenants integer ot 1 mo 100

(100 makcuManbHO
IOCTYITHOE 3HaYeHHe,
YCTaHOBJIEHO TI0 YMOJTYaHHIO)
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2.3 Hacrpoiika J10ruHa o0 CBOMM T€HAHTOM

[To ymomgaHMIO MOTB30BATENb C JOMEHOM (@test.demo.example.com MOXKeT aBTOPHU30BAThCS

o aapecy: https://authdemo.example.com/auth.

JIJ1st HaCTPOMKH aBTOPU3AITMU I10JIh30BaTeNIsl C JIoMeHoM @test.demo.example.com TOJIBKO

yepe3 https://auth-test.demo.example.com HEOOX0IMMO BBITIOJIHUTE CIIeAYIOIIHe T1eHCTBHUSL:

1. IlpeobpaszoBatb  ceptudukar  (emodyka  CcepTUPUKATOB, C  COXpaHEHHEeM
MOCJIeZIOBATeNIbHOCTU Tepefjaud B cepBrce Nginx) B CTPOKY HyTeM 3aMeHbI IIepeHOCOB CTPOK Ha
CUMBOJIBI \N C TTOMOIIIbIO KOMAH/IbI:

sed -i -z 's/\n/\\n/g' cert.pem
2. 3ammidposath kiatod (B PEM dopmare, 6e3 u3dmeHeHH, MHOIOCTPOYHBIN) C TTOMOIIbIO

KOMAadH/BI:

openssl enc -aes-256-cbc -K $FS APP ENCRYPTION KEY -iv\
$FS _APP ENCRYPTION IV -in key.pem | xxd -ps -c 4096
3. Paamectuth kittou U ceptudukar B PGS ¢ nomoipio Euclid API:

export token=$(curl -fs -XPOST\
https://pgsdemo.example.com/adminapi/auth\

-d 'username=pgs' -d 'password=..."' | jg-r .token)\
curl -XPUT https://pgs-demo.example.com/adminapi/smtp conf/srv --data\
-raw '{"cert":"...","key":"..."}' -H "Authorization: $token" -H\

"Content-Type: application/json"
4, TlpoBepuTh HACTPOHKY yBemomyieHWd U cBsisu Mexny PGS u CO ¢ momolipo

WHTerpaliioOHHbIX TeCTOB (mompobHee CM. paszen «YcTaHoBKa» IOKYMeHTa
«"MouOduc YactHoe Obmako 3". Cucrema peJlakTUpoBaHUSI M coBMecTHOUW pabotel (CO).
PykoBozacTtBo mo ycraHoBKey»). B cilydae HenpaBUJIbHONM HACTPOWKH YBeJOMJIEHUN WM CBSI3U
HeoOXOAMMO BBITIOJIHUTD l1epe3arpy3Ky TeHaHTa C TOMOIIbI0 KOMaH/Ib:

curl -XPOST https://coapidemo.example.com:8443/api/manage/config/\
tenants/pgsl9825/reload --usercouser:. ..
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3 NOIIOJTHUTEJIbHBIE HACTPOUKHU ®ANTOBBIX OIIEPAIUN

3.1 Cpoxk xpaHeHus1 yaajieHHbIX (aiiioB

[Tocne ynanenusi mosib3oBaresnieM (alijioB MM TMANOK W3 CBOEM KOP3WHBI yJajeHHbIe
00BeKThl 3afjaHHOe BpeMs XpaHsaTcs B cucreMe. DyHKIUS TpefHa3HaueHa [l CiIydaeB
HeoOXOOUMOCTH BOCCTAHOBJIEHUsl yJajleHHbIX 00bekTOB. CpOK XpaHeHUs TaKWUX YJaJleHHbIX
00BEKTOB MOXET ObITh HACTPOEH.

VYcranoBka BpeMeHH! BBITIOJIHAETCA C IIOMOIIBIO HepeMEHHOfI, YKaBHHHOﬁ B Ta6m/1ue 4,

Tabnmuna 4 — M3aMeHeHVe BpeMeHU XpaHeHUs yAaJeHHbIX (HaijioB

Haumenosanue Haumenosanue Tun Epuuuniie: 3HaueHue
cepBuca IepeMeHHON [IEPEMEHHOMN | U3MepeHUus 10 YMOJIYaHUIO
/pgs/fs/ .
etcd (PGS) remove_threshold integer CeKyH/ia 2592000000

3.2 Hacrpoiiku ¢pyHKIUH 3arpy3xu ¢ailyioB

3.2.1 HacTpoiika MakcUMaJIBLHOT0 pa3Mepa 3arpy»xaemoro ¢aiiia

ITo YMO/I9aHHUIO B CHCTeMe YCTdHOBJIEHO OIpdHUYeHHe Had ):[OHYCTI/IMHﬁ pa3mep

3arpy>kaeMoro IoJjb3oBaresieM ¢ara — 5 ['6aiT.

HJ’IH HN3MEeHeHUsT OI'PdHHUYEeHHA HE‘O6XO)II/IMO YCTAHOBUTb HOBOE 3HA4YeHHe HQPEMQHHOfI,

yKa3aHHOM B Tabmuie 5.

Tabmuia 5 — MakcuMallbHBIN pa3Mep 3arpy»kaeMoro ¢amniia

HaumenoBanmue HaumenoBanue Tun .
- . | PaamepHocth | Jlnana3oH 3HaueHUM
cepBHCa repeMeHHOU repeMeHHON
. 52428800 (5 I'6aiiT)
config/wfe/ . .
etcd (CO) . integer OauT (3HaueHue 1o
max.upload.file.size
YMOJTIaHUIO)
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3.2.2 HacTpoiika aBTOMaTH4YeCKOH KOHBepTalluH JOKYMeHTOB BHellTHero ¢opMara npu
3arpy3ke

B «MonOduc YactHoe Ob6mako 3» peanu3oBaHa (PyHKIHS aBTOMaTHYeCKOM KOHBepTaluHu
IIOKYMEHTOB BHeIlHero dopmara Ipu 3arpy3ke ux B cucremy. [locne ycranoBku CO ¢yHKIHS
OyzeTr BKJIIOYEHA 10 yMOJIYAaHHUIO B PEXUM ask (OToOpakeHHMe OUAJIOTOBOT0 OKHA C 3allpOCOM
JIeCTBUS).

[Ipu koHBepTalU¥ JIOKYMEHTOB BO BHYTPeHHUM ¢opMaT BO3MOXKHO U3MeHEeHHe CTPYKTYPbl
Y pOpMaTUPOBAHHUS IOKYMeHTa BHyTPeHHero ¢popmara.

[locne 3arpy3ku pgokymeHTa cC koHBeprauued B «MoiiOduc Yactnoe Obako 3»
HeoOXOOUMO YOeIUThCS, YTO B JIOKYMEHT He BHECEHO CYIIEeCTBEHHBIX W3MeHEeHUM, Melalolux
JayibHelIIe paboTe. YaneHne HCXOJHOTO ¢aiiyia BHelIHero ¢popMara peKoMeHyeTcsl BbIIIOIHSTD
11ocJie TPOBEepKH.

[TopnepxxvBaemble popMaThbl TOKYMEHTOB Uil KOHBepPTalluM, TUIbI BHyTpeHHero ¢dopmarta
JIOKYMEHTOB U Ia0JIOHOB TTPeJICTaBJIeHbI B Tabmuiie 6.

Tabmuia 6 — dopMaT JOKYMEeHTOB U 11abJIOHOB OCJIe KOHBepTaIuu

@dopmar JoKyMeHTa A0 KOHBepTaluu dopmar JoKyMeHTa Iocjie KOHBepTaluu
*.docx, *.doc, *.odt, *.txt, *.rtf, *.docm * xodt
* dotx, *.ott, *.dot * xott
* xlt, *.ots, *.xltx *.xots
* xlsx, *.xlIs, *.o0ds, *.xIsm *.xods
*.odp, *.pps, *.pptx, *.ppt, ¥.pptm, ¥.ppsx * xodp
* potx, *.otp, *.pot * xotp

B nanpueiimem [losb3oBaTenb MOXeT CAMOCTOSITENBHO —I1epeonpeliefIuTh I1apaMeTphbl
3arpy3ku (aljoB C aBTOMaTU4eCKOW KOHBepTalyed C IIOMOIIbI0 HAcTpoek Ipoduis (roapobHee

CM.B  JIOKyMeHTe «"MoitO¢uc YactHoe O6imako 3". Be6-npunoxenue. PykoBoactBO
nonb3oBarens»).C momompio ETCD  agMuHHCTpaTop MOXET W3MEeHUTh HACTPOWKY (QyHKITUU.

YrpaBiieHre paclipoCTpaHseTcs Ha:
— HOBBIX I10JIb30BaTejIel;
— II0JIb30BaTesIer, He U3MEHUBIIMX 3Ha4eHHe 110 YMOIYaHUIO B IIpOduUIle.

st mosnb3oBarened, CMEHUBLIMX B mpoduiie 3HaUYeHHWe IO YMOIYaHUIO, PEeXUM

ABTOMAaTHUYeCKOU KOHBEpPTAINM He U3MEHAETC.

st yrpaBieHuss ¢yHKIMed HeoOXOOUMO HCIIOIb30BaTh IlepeMeHHble, yKa3aHHble B

Tabmnure 7.
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Tabnuna 7 — YnpasieHue 3arpy3koi ¢aiioB C KOHBepTalen

HaumenoBanue HanmenoBanue Tun
. - 3HaueHHne Onucanue
cepBHUcCa IepeMeHHOU repeMeHHOU
. Bxmoyenue
config/wfe/upload.c true (o
. boolean /oTKITIOUeHue
onversion.enabled yMomuanuto) / false
KOHBEpTaIuu
alwavs Bcerna
etcd (CO) y KOHBEpPTHUPOBATh
config/wfe/upload.c . Hukorpna ne
. . string never
onversion.option KOHBEPTHUPOBATh
JlnanoroBoe OKHO C
ask (mo ymomuanuio) .
3ampoCOM JIeUCTBUSA

VYnpaBnenve ¢yHKIWeH TOAJepXXUBaeTcsl Ha J3Tamne pa3BepTreiBaHus CO. H3menenue
3Ha4YeHUsl TepeMeHHON BBITIOTHSETCS MPH 3allyCKe CKPUIITA YCTaHOBKHU.
J171st paboThI C ansible-playbook lepeMeHHbIe IPUHUMAIOT CIIeAYIONUI BU/I:

openresty upload conversion enabled
openresty upload conversion option

[TpumMep koMaH IbI HACTPOUKHY PYHKITUU:

[ansible-playbook playbooks/main.yml]\
-e openresty upload conversion option=always

3.3 OTKIII0YeHNe BO3MOKHOCTH CKAaUUBaHHS IOKyMEHTOB
B «MoitO¢uc YactHoe Obako 3» IMpeAycMOTpeHa BO3MOXHOCTbh OTKJIFOYeHMS! CKauKBaHUS
JOKYMEHTOB C IIOMOIIBIO 110J1b30BaTeJILCKOr0 UHTepderica.

Hns ynpaBnenus dyHKIMeld HeoOXOIMMO U3MEHUTh 3HaueHHe MepeMeHHOM, YKa3aHHOU B

Tabsure 8.
Tabmuna 8 — OTkiIIoYeHre BO3MOXKHOCTU CKauYUBaHU
Haumenosanue . Tun
HanmenoBanue nepemeHHOU . 3HaueHue
cepBUca repeMeHHOU
etcd (CO) config/wfe/download.disabled boolean true / false (1o ymosraanuro)

VYrpaBnenve ¢yHKIMeNH nNojajepXuBaeTcs Ha oTane pa3BepTbiBaHus CO. H3meHenue

3HAYEeHUd HepeMEHHOfI BBITIOJIHAETCS IIPU 3dIlYCKe CKPHUIITA YCTAHOBKH.

[TpumMep koMaH/IbI HACTPOUKHU PYHKITUU:

[ansible-playbook playbooks/main.yml] -e DOWNLOAD DISABLED=true
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3.4 YnpasJjieHHre 3aIipoCOM yBeJOMJICHHI 00 H3MEeHEeHHUsIX

B «MoitO¢uc Yactroe Ob6sako 3» peanr3oBaHa GYHKIHsS YBeIOMJIEHHUS MOJIb3oBaTesieid 06

M3MeHeHUsIX B daiisiax.

I[J'ISI BKJIFOYEeHU A YBe,I[OMJ'IEHI/Iﬁ HEO6XO,I[I/IMO HCIIOJIb30BATh dAMUHUCTPATUBHYIO I1aHEJIb (CM.

B NokyMeHTe «"MoiiOduc HYactHoe Obmako 3". PykoBOACTBO 110 aIMUHHUCTPHPOBAHUIOY).

3arpochl OTHPABJISIIOTCS HA CepBep aBTOMATHYeCKH C 33/IlaHHBIM WUHTEepBaJioM. YBejlnueHue

3HAYeHHW A UHTEePBAJId MEXy 3dIIPOCaMH MOXeT CHU3UTb HAI'PY3KY Ha CepBep.

I[J'ISI HU3MeHeHHs 3Ha4YeHHs HBOGXOI[I/IMO HCIIOJIb30BaTh IIepeMeHHYIO, YKd3aHHYIO B

Tabmue 9.
Tabnmuna 9 — YcraHoBKa HHTepBajia YBeIOMJIEHHUS 110 U3MeHeHUsIM
HanmenoBanue HaumenoBanue Tun
" .. | PasamepHocTb 3HaueHUe
cepBHca IlepeMeHHOU IlepeMeHHONU
config/wfe/
2 . 180

etcd (CO) check.notice.interval.se integer CeKyH/1a

c (o ymMmoTdaHuIo)

VYnpaBnenve ¢yHKIMeH TOAJiepkuBaeTcss Ha J3Tarme pas3BepthiBaHuss CO. HM3meHnenue

3Ha4YeHUs TepeMeHHOW BBITIOJHSETCS MPH 3allyCKe CKPUIITA YCTaHOBKHU.

71 paboThl C ansible-playbook epeMeHHas IPUHUMAET CJIeIyIOIUN BUI:

openresty check notice interval sec

[Ipumep kKoMaHIbI HACTPOMKHU PYHKITAM:

[ansible-playbook playbooks/main.yml]\
-e openresty check notice interval sec=120

3.5 OTKIII0YeHNe BO3MOKHOCTH KOIMMPOBAaHU KOHTEHTA 10KYMEHTOB

B «MoiiOd¢uc YactHoe Ob6nako 3»  mpeaycMOTpeHAa  BO3MOXKHOCTh — OTKJIFOYEHHS
KOIMPOBaHUS BO BHemHUM Oydep obmeHa (clipboard) comepxumMoro JOKyMeHTOB (Kak B PeXUMe
MIPOCMOTPA, TaK U B pexxrMe peflakThpoBaHust). [Ipy 3ToM KonrpoBaHue/BCTaBKa BHYTPH peJlakTopa

AOKYMEHTOB IIPOAOJIKUT pa6OTaTb.

HJ’ISI YIpaBJiIeHUs HaCTpOﬁKOﬁ HE‘O6XO,Z[I/IMO N3MEHUTh 3Ha4YeHHne HepeMeHHOﬁ, YKHBBHHOﬁ B

Tabmuiie 10.
Tabmuma 10 — OTkiroueHre BO3BMOXKHOCTH KOITMPOBaHUS
HaumenoBanue Haumenosanue Tun
. . 3HaueHue
cepBUCa repeMeHHOU repeMeHHOU
config/wfe/
etcd (CO \ . boolean true / false (mo ymoaanuro
€O external.clipboard.disabled (wo'y )
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VYnpaBnenve ¢yHKIMeNH ToAJiepkuBaeTcsl Ha J3Tarme pas3BepTthiBaHus CO. H3meHenue

3Ha4YeHus IlepeMeHHOW BBIIIOJIHSAETCS [P 3allyCKe CKPUIITAa yCTaHOBKHU.
[Iprmep kOMaH/1bI HACTPOUKU QYHKIIUU:

[ansible-playbook playbooks/main.yml] -e EXTERNAL CLIPBOARD DISABLED=true
3.6 Hacrpoiika pexxnMa OTKpPBITHSA JOKyMeHTa B pelaKkTope
Hactpoiika cityxuT mis Beibopa peXXMMa OTKPBITHS JOKYMeHTa BHYyTpeHHero ¢opmara B

peaaKTope. HpI/I BKJ/IIOYEeHUH HaCTPOﬁKH JOKYMEHThBI BCeTrlld OTKPbIBAIOTCS B pedKTOpe B peXuMe

IMpOCMOTpa. HpI/I OTKJ/IFOYeHHWH HaCTpOfIKH HOKYMEHThBI OTKPBIBAIOTCA B peJlaKTOpe B COOTBETCTBUHU C
IpaBaMH JOCTYyIId ITOJIL30BATeJIs.

Hacrporika OynieT IpUMeHSTbCS IIPU CIIeAYIOLMX Cliocobax OTKPBITHS JOKYMeHTa B CHCTeMe:
— IIPY Ha)XKaTUU Ha JOKYMeHT BHyTpPeHHero ¢popmara B (paijIoBOM MeHeKepe;
— IIpY ITepexo/ie 110 BHyTPeHHe! CChUIKe K JOKYMEHTY BHyTPeHHero gpopmara.

[Tocne ycranoBku CO HacTpoiika OyJieT BKJIIOYeHa 110 YMOJTYaHHUIO, YTO MMO3BOJIUT CHCTEMe
CHUMI3UTh Harpy3Ky Ha CEepBepBhl.

[Tonp3oBarenb MOXET CaMOCTOSITEJIbBHO U3MEHUTDb PeXXUM OTKPBITUS JOKYMEeHTa C IIOMOIIBIO
HacTpoek mnpoduis (nmonpobHee cMm. B gokyMmeHTe «"MoitOduc YactHoe Obiako 3". Be06-
NpUIOKEeHUE. PYKOBOJICTBO MOJIB30BATENSD).

VrpaBieHue peXXMMOM BBITIOIHSETCS C IIOMOIIIBIO [IepeMeHHOM, yKa3aHHo! B Tabmuie 11.

Tabmuna 11 — ITepemenHas [yt HACTPOMKM peXXMMa OTKPBITHUS IOKyMeHTa

HanmenoBanue Haumenosanue Tun
. . 3HaueHUe
cepBuCa repeMeHHOU repeMeHHOU
config/wfe/
etcd (CO) L sw boolean true (mo ymomuanuto)/ false
preview.internal.first.enabled

VYupaBnenve ¢yHKIMeN nNojajepXuBaeTcs Ha oTane pa3BepTbiBaHus CO. H3meHenue
3HAUeHU s IepeMeHHOM BBITIOJIHSIETCS IIPU 3allyCKe CKPUIITA YCTAaHOBKH.
J171st paboThI C ansible-playbook IepeMeHHasi IPUHUMAET CIIeAYIONUI BU/I:

openresty preview internal first enabled

[Tprmep kOMaH[Ibl HACTPOWKY (PYHKIIUU:

[ansible-playbook playbooks/main.yml]\
-e openresty preview internal first enabled=false
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3.7 OTxIroueHrHe KOPIOPAaTUBHOMN a/ipeCHO KHUTH

B «Mo#tOduc YactHoe O61ako 3» HaCTPOKKa MTO3BOJISIET CKPLIThH IepedeHb KOPIIOPAaTUBHBIX

KOHTAKTOB B CJIEAYIOHINX CIIyYdax:
— IIPHU IIOHUCKEe aJpeCaTOB OJIid ITpeJOoCTdBJIEHHA 06]].[81"0 HAOCTyIId K O6’B€KTy;
— IIPH IIOMCKe aZIpeCaToB IJid OTIIPABKHU TN CEM.

YIipaBiieHre HaCTPOMKOU BBITIOJIHSIETCS C IIOMOIIBIO [IepeMeHHOM, YKa3aHHOH B Tabinue 12.

Tabnuna 12 — IlepeMenHas [yt HACTPOMKU OTOOpakeHUs aipeCHON KHUTH

HaumenoBanue HaumenoBanue Tun
. . 3HaueHne
cepBUCa rnepeMeHHOM repeMeHHOM
config/wfe/
etcd (CO) 5 boolean true (o ymosraanuto) / false
corporate.contacts.enabled

3.8 HacTpoiika aBTOMaTH4eCKOr0 OTK/II0OYEeHNS HeaKTUBHOI'O 10/ Ib30BaTe s
B  «MoutOduc YactHoe Ob6mako 3»  MpeayCMOTPEHO  aBTOMAaTHYECKOe  OTKIII0YeHHe
MoJIb30BaTesiel OT peJJakTUPYeMOTro OKYMEeHTa, B Cilydae Ux 6e3neiiCcTBusL.

H3MeHeHre BpeMeHU 3a1aeTCsl C TIOMOIIbIO TIepeMeHHOM, YKa3aHHOU B Tabmuile 13.

Tabnmuna 13 — [TepemenHas J1st HACTPOMKM IIpepbIBAaHUS CeCCUU

Haumenosanue HaumenoBanmne Tumn
N .. | PaamepHocTh | 3HaueHue
cepBUca repeMeHHOU repeMeHHOU
180
nct/co/config/nps-du/ (3HaueHUe
etcd (CO . . . integer MHHYyTa
(€O Du.Env.TimelnactivityMins & y o
YMOJTYaHUIO)

Ynpasnenuve ¢yHKIMed MoOJiepXkKMBaeTcss Ha OJrane pasBepTbhiBaHnus CO. H3MeHenue
3HA4YeHUsl TepeMeHHON BBITIOJTHSETCS MPH 3allyCKe CKPUIITA YCTaHOBKHU.
71 paboThl C ansible-playbook epeMeHHas IPUHUMAET CJIeyIOUN BUI:

du max time for inactive collaborator mins

[TpuMep koMaH[Ibl HACTPOUKH PYyHKIIUU:

[ansible-playbook playbooks/main.yml]\
-e du max time for inactive collaborator mins=false

3.9 Hacrpoiika JIHTeIBHOCTH CEeCCHH

ITo YMOJT9aHH IO HaCTpOﬁKa IJIMTeJIbHOCTHU CeCCHUHU oIipefessieTCd aBTOMAaTH4YeCKrM BO BpeMd
YCTaHOBKKM CHCTeMbl MU COCTaBJIdeT 3 JHS. 3HaveHue II0 YMOJI9YaHHUIO MOXKHO IIepeoIlpedejlnTh C

MIOMOII[bIO TIepeMeHHOM, YKa3aHHOM B Tabmulle 14.
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Tabmuna 14 — IlepemenHast 1711 HACTPOMKY IUTUTEIIBHOCTH CECCUU

HaumenoBanue HanmenoBanue Tun
N .. | PaamepHocTh | 3HaueHme
cepBUca repeMeHHOU repeMeHHOU
259000
. . 3HaYeHue
etcd (CO) config/wfe/auth.token.ttl integer CeKYHJIbI ( o
YMOJTIaHHIO)

[Tpu BxitoyeHuu HacTpoiiku be3zomacHocTh > OrpaHudyeHye IJIUTETHHOCTH CEaHCOB >
3aBepuIaTh CeaHCHI II0JIb30BaTesieill NMpH 0e3eiCTBHM B I1aHeM aJIMUHHUCTpaTopa 3HaueHue

MepeMeHHOM auth.token.ttl B etcd y4uThiBaThCcs He OypeT (moapoOHee O HACTpOMKe CM. B

nokyMeHTe «"'MonOd¢uc YactHoe Obmnako 3". PykoBoJCTBO 110 aAMUHUCTPUPOBAHUION).

3.10 OrpanuyeHune KoJIM4YeCTBA NOJIb30BaTeeil IPH COBMECTHOM peJaKTHPOBaHHHU

B «MoiiO¢uc YactHoe Ob6nako 3» TpeayCMOTPeHO OrpaHUYeHHe Ha  KOJUYecTBO
moJsib30Baresieif, OMHOBPEMEHHO PpeNaKTHUPYIOIIKMX OfuH JokymeHT. [lo ymomganuio 15
MoJib30BaTesiell MOXeT ONHOBPeMEeHHO pelaKTUPOBAaTh OJWH JIOKyMEeHT (HAaXOIUThCS B OJHOM

cecCnu peHaKTI/IpOBaHI/Iﬂ), OCTaJIbHbIE€ MOT'YT OTKPbITb JOKYMEHT TOJIbKO JId IIPOCMOTPAd.

VYBenmuueHue O6H_IEFO KOJIMYeCTBa MOJIb30BaTeler B JTaHHOMU CIDYHKL[I/II/I MOXeT IMPUBOIUTH K
3dTPYyAHEHUSIM B paGOTe C JOKYMEHTOM: YBeJIMUeHWU BpeMeHU OTKPLITHUS NJOKYMEHTa U o bkam
Ipn 3arpyske. ,HJ'[SI COXpaHEeHu4d CTaOMJIBLHOM pa6OTbI CHUCTeMbl peKOMeHIOYyeTCd HCIIOJIb30BdThb

3Ha4YeHHe 110 YMOJ/IYdHHUIO.

HJISI HN3MeHeHHs OI'PaHUYeHUsd HEO6XOJII/IMO YCTaHOBUTH HOBOE 3Ha4YeHue HEPEMEHHOﬁ,

yKa3aHHOM B Tabmuiie 15.

Ta6JII/IL[a 15 — YHpaBJ'IEHI/Ie KOJIMYeCTBOM II0JIb30BaTeslen IIpr COBMeCTHOM peldKTUPOBAHHWHU

3HaueHue
HaumenoBanue Haumenosanue Tun o
cepBuca TepeMeHHOU repeMeHHOU
YMOJTYaHUIO
config/mps-du/ .
etcd (CO integer 15
(CO) Du.Env.MaxCollaboratorsSlots 8

Yrpasnenve ¢yHKIMeH IMofjiep)kuBaeTcsi Ha OJTarne pasBepTeiBaHuss CO. HW3menenue

3HAYeHU s [lepeMeHHO! BBIIIOJIHSETCS IIPU 3allyCKe CKPUIITAa YCTaHOBKH.

J1y1st paboThI € ansible-playbook llepeMeHHasl IPUHUMAET CIIeIyIOIIUI BU/I:

du max collaborators

IIprmep koMaH/1bI HACTPOUKU QYHKIIUU:

[ansible-playbook playbooks/main.yml] -e du max collaborators=20
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4 HACTPOHMKA CUCTEMEI JIISI PABOTHI CO CJIOKHBIMU PAWIAMU

B «Mo#1Oduc YactHoe O61ako 3» MOSBUIIMCh HACTPOMKU ISl OTPAHUYEHUS UCITOTb30BaHUSI

OTIepaTUBHOM MaMSTH TIPH paboTe CO CIIOKHBIMH dalaMHu.

J11st cucTemMbl ¢ MUHHMMAJIbHO BO3MOXHBIMU allllapaTHBIMU pecypcaMu paboTa CO CJIOXKHBIMU
¢daittaMu orpaHuMYeHa OJHOM orepalver Haj CI0XXKHBIM (ailJioM B OJIMH MOMeHT BpemeHU. llpu
yBeJIMYeHUM KOJIMYeCTBa OMepalvii B OJMH MOMEHT BpPeMeHM MOTyT BO3HUKATh 33JIep>KKU B
TeKYIIUX OTepaIusax U OlMOKK B paboTe APyrux oreparuii (B TOM 4ucie Haf APyTUMH ¢aiiyiaMu),

C coxpaHeHHeM 0611ie paboThI CUCTEMBI.

4.1 Hacrpoiika cepBuca Pregen

BbIJIEJ'IeHI/Ie AOIIOJIHUTEJIbHBIX peCypCcoB [JI1 CepBHUCAa pregen 3d[deTCd C IIOMOIIbIO

IlepeMeHHBIX pregen max memory heavy M pregen render heavy timeout.

):[JISI yBeJIn4eHus KOJIM4IeCTBa KOHBepTaHI/Iﬁ cilegyeTr yBeJIMYMBATL 3HAYEHHA IIepeMeHHbIM

pregen pool size W pregen heavy unit count.

CokpaliieHre KOJIM4ecTBa OMMOOK MPU UCIIOJIb30BAaHUM OINEPaTUBHOW MaMSITH 3aBUCHUT OT
aJIeayruero COOTHOIIEeHU s :

Free_RAM < (pregen_pool_size - pregen_heavy_unit_count) * pregen max memory +
pregen heavy unit count * pregen max memory heavy

raie FREE RAM — konndecTBo CBOOOIHOM MaMSITH.

HJIS[ HN3MeHeHHUda OrpaHUYeHUsd HEO6XOZ[I/IMO YCTaHOBUTL HOBBIE 3HAY€HHU I1epeMeHHbIM,

yKa3aHHbIM B Tabsuiie 16.

Tabnuna 16 — [lepemenHsble /17151 HACTPOWKHU cepBHca Pregen

HavmeHnoBanue Tun 3HauyeHHe 110
. .. | PaamepHocTh Onucanue
IepeMeHHOU IepeMeHHOU YMOT4aHUIO
MaxkcrumanbHast
IIMTENTbHOCTh
pregen render heavy timeout integer CeKyHJIbI 360 KOHBepTaluu
CJIO>KHBIX
¢aitnos®
pregen_http socket timeout ms integer MM 720000 Bpems oxuAaHHs
CeKyHJIbI cokera HTTP
MakcumarnbHoe
pregen_max_memory string rurabanThl "1GB" Kom4ecTBo RAM
171t GaitioB
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HanmenoBanue Tun 3HaueHUe 110
. .. | PaamepHOCTH Onwucanue
IepeMeHHOU IepeMeHHOU YMOJIYaHHUIO
MaxkcrumanbHOe
. . kommuecTBo RAM
pregen_max_memory_ heavy string rurabamnTel "4GB"
- - - IUTSL CJTIOYKHBIX
¢daitioB
KomaecTtBo
. . KOJIN4eCTBO CepBUCOB pregen
pregen_pool size integer 12
- - CepBUCOB 111 KOHBepTaLlu|
daiinos
KomidecTtBo
. . KOJIN4eCTBO CepBHCOB pregen
pregen_heavy unit count integer 2
- - = CepBUCOB IJIs1 KOHBEepTaIUK
CJIOXKHBIX (aiiyioB
* — MakcuMajbHas JUIMTEbHOCTh KOHBEpPTAallMM He JOJDKHA IIpeBbIIaTh 3HA4YeHHue

HEpEMEHHLWipregen_http_socket_timeout_ms.
YrpasiieHne ¢QyHKIMeH Iofjep)XuBaeTcss Ha oJTane pasBepTbiBanuss CO. HW3menenue

3HAYeHUud HEPEMEHHOﬁ BBITIOJIHAETCY IIPX 3dIlYCKe CKPHUIITA YCTAHOBKH.

[Tpymep kOMaHIbI HACTPOWKY (PYHKIIUU:

[ansible-playbook playbooks/main.yml] \
-e pregen render heavy timeout=10

4.2 Hacrpotika cepBuca DU

Boifienienrie JIOMOJIHUTENIBHBIX PECYpPCOB CEepBUCY DU JJisi  OTKpbITUS aljioB Ha

pedaKTHUPOBAHHE BBIIIOJIHAETCA C IIOMOIIbIO HepeMEHHOﬁ du max memory heavy.

Jlyis yBenMueHus: KOJIMYeCTBa OTKPBITBIX HA PelJaKTHpOBaHUe GaiyIoB ClielyeT U3MEeHUTh B
GOJIBIITYI0 CTOPOHY 3HAYeHUSI IePeMEeHHBIM du_pool size M du_heavy unit count.
PeKOMEHIIYETCH KOHTPOJIMPOBATb HCIIOJIB3yeMYyI0 CepBHMCOM DU IIaMATh CpedCTBaMU

MOHUTOPHUHTIA JJIs COXpPAaHeHUs CTaOWIIbHON PabOThI CUCTEMBI.

,HIISI HN3MeHeHHA OrpaHnYeHHd Heo0X0oIMMOo YCTaHOBUTL HOBLIE 3HAY€HHs I[1epeMeHHbIM,

yKa3aHHbIM B Tabmuiie 17.

Tabnmuna 17 — ITepemennsle 11 HacTpoiiku cepuca DU

HamMmeHnoBanme Tun 3HayeHHe I10
. . | PaamepnocTb Onucanue

repeMeHHOU repeMeHHOU YMOTYaHHUIO

MaxkcumanbHOe
. . " kosmuectBo RAM
du_max_memory_heavy string rurabanTel "5GB
- - - JUTSL CJTOJKHBIX
aiinos
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HanmenoBanue Tun 3HaueHUe 110
. .. | PaamepHOCTH Onwucanue
IepeMeHHOU IepeMeHHOU YMOT4aHUIO
KomruectBo
: . KOJIN4eCTBO CepBHUCOB DU JIst
du_pool size integer 100 P
- - CepBUCOB pellaKTUpPOBaHMUS
daiinos
KomiuecTtBo
. . KOJIN4eCTBO CepBUCOB DU JJIst
du_heavy_ unit count integer 2
- - = CepBUCOB pemaKTUPOBAHUS
CJIOXKHBIX (palyioB

YnpaBnenuve ¢yHKIMed MoJiepXkKMBaeTcss Ha OJrane pa3BepTbiBaHnus CO. H3meHenue

3HaA4YeHU g HepeMeHHOI;'I BBITIOJIHACTCS IIPU 3dIlYCKe CKPHUIITA YCTAHOBKH.

[Ipumep kKoMaHIbI HACTPOMKHU QPYHKITAM:

[ansible-playbook playbooks/main.yml ]

4.3 Hacrpoiika nojan3oBaTes

-e du _heavy unit count=5

Jl1st koHuUrypanuu paboTsl CO CIOXHBIMU (aijlaMu Ha CTOPOHe I10JIb30BaTeslsl HeobXxouMo

VCII0/Ib30BaTh llepeMeHHble, yKazaHble B Tabuile 18.

Tabnuna 18 — Hacrtpotiika nosib3oBaTesis AJisi paboThl CO CJIOKHBIMU daiyiaMu

HanmenoBanue Tun 3HaueHUe 10
. .. | PaamepHOCTH Onwucanue
IepeMeHHOU repeMeHHOU YMOJTYaHUIO
Bpewms
co/config/wte/ . MW~ OXXUTAHUSA
e integer 200000 A
worker.init.timeout CeKYHJIbI WUHUIMATIU3AIUU
Worker
. Bpewms oxuganus
co/config/wte/ . MUJUINA- p A
..o, integer 200000 WHUIIMATU3aIu N
service.init.timeout CeKyHJIbI
WTE cepBucoB
Bpems oxxupanus
co/config/wte/ . MUJUTU- 0bpaboTku
srwier integer 180000 p
document.processing.timeout CeKyHIbI JOKyMeHTa
cepucom Core
Bpems
OXXUIaHUS
co/config/wte/ . MUJUTU- 00paboTKH U
s integer 180000 p
document.load.timeout CeKYHJIbI 3arpy3Ku
JIOKYMeHTa OT
cepBuca DU
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5 HACTPOUKA MHTEP®EVNCHBIX CUCTEMHBIX YBEJJOMJIEHUA

5.1 Bannep «O nmaHupyemsIx paboTax Ha cepBepe»

Hacrpoiika 6anHepa «O miaHupyemMbix paboTax Ha cepBepe» BBIMOJHSIETCS BHeCeHWeM

V3MeHeHUM B KOHQUTYPaAIMOHHBIN daljl, yka3aHHBIM B Tabmuile 19.

Tabmuma 19 — [lepemenHas iy HacTpoviku HaHHEpa

HaumenoBanue Haumenosanue Tun 3HaueHue
cepBuca IepeMeHHON [IepeMeHHON | [0 YMOJIYaHUIO
etcd (CO) config/wfe/banner.notification.json CTpPOKa B OTCyTCTBYyeT
dopmare
JSON

[Ipumep HaCcTpOUKU:

{"1id":31219,"start":1575331200000, "stop" :1575504000000, "close" :true, \
"content":{"ru-RU":"<div class='mo-banner content-inner \

mo-banner contentinner warning'><h3 class='mo-banner title'>\
BuuMaHue</h3><div>4 nmexkabpsa c 09:00 pmo 11:00 o MOCKOBCKOMY \

BpeMeHM OypeT OOHOBJIeHMe cepBepa pelakTUPOBaAHMS OO NocjaefgHeMr \

BepcumM npuijoxeHus.</div></div>","en-US":"<div \

class="mo-banner content-innermo-banner content-inner warning'>\

<h3 class="mobanner title'>Warning</h3><div>0n December 4th \

from 09:00 am untilll:00 am (GMT+3) stand will be updated with latest \
application version.Stand could be unreachable.</div></div>"}}

[Ipu obHOBNEHHMM OaHHEpa HEeOoOXOMMO U3MEHUTh id Ha YMUCIIO BUJA '1ddmmyy'. [Ipumep

sanucu: mg 05.12.23 - 1051223

5.2 Bannep «O0 ucTeyeHHH CpPOKa AeHCTBHUS NAPOJIs M0JIb30BaTes»

HEPEMEHHaﬂ B TaGJIHL[e 20 peryjmmpyer 1epuo yBeJOMJIEHUS I10JIb30BaTeId 00 MCTeuyeHUH

CpOKa JelcTBUs TTapoJis (He paboTaeT Mpy BKIIIOYeHHOM uHTerpanuu ¢ Microsoft Active Directory).

Tabmuna 20 — Hacrpoiika yBefoMiieHHs O CPOKe IeWCTBUS 1apoJIst

HanmenoBanue . Tun 3HaueHHe 10
HaumMenoBanuve nepeMeHHOMN .
cepBuca repeMeHHOU | YMOJTYaHUIO
etcd (CO) config/wfe/password.expiry.notice.days.int integer 5
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5.3 bannep «O MOOWIBHOM NIPWIOKEHHI»

[Iepemennast B Tabnure 21 ycTraHaBiIMBaeT ajipeC CTPAHHUIIBI ISl CKAYMBaHUS MOOHIBHOTO

ITPUJIOXKEHU . Ecmu repeMeHHas IIPpUHUMAdET 3Hd4YeHHre kHonka O MOOMJIBLHOM NIpWIOKEeHu!u B

BeO-uHTepdece He 0TOOpaKaeTCsl.

Tabmuma 21 — Hactpoiika ckaurBaHUSI MOOMITBHOT'O TIPUJIOXKEHUS

HaumenoBanue . Tun 3HaueHue 10
HaumenoBanue nepeMeHHOM .
cepBHCa NepeMeHHOU | YMOTYaHHUIO
. . . . "https://myof
etcd (CO) config/wfe/mobile.apps.site.url string ficz ru z]*

* — https://myoffice.ru/apps/mobile-documents/?utm_source=prod&utm_medium=int&
utm_campaign=mob_promo_july24&utm_term=priv_cloud

VYnpaBnenve ¢yHKIMeNH ToAJiepkuBaeTcsl Ha J3Tarme pas3BepthiBaHus CO. H3meHnenue
3HAYeHMU s IepeMeHHO! BBIIIOJIHSIETCS IIPU 3allyCKe CKPUIITA YCTaHOBKH.

Jna pa60TbI C ansible-playbook IIepeMeHHas IIPpUHUMaeT cnenyfomnﬁ BUL.

openresty wfe mobile apps site url

[Ipumep koMaH/Ibl HACTPOUKU GYHKITUU:

[ansible-playbook playbooks/main.yml] \
-e openresty wfe mobile apps site url=""

5.4 YBEHOMJIEHI/IE IOJIB30BaTeJId 0 IIpI/IﬁJII/DKEHI/II/I OKOHYAHHA ero KBOThbI

CDYHKI_II/IS[ npejHa3Hd4eHa I YBeJOMJIeHHW I10JIb30BaTeJId O HpI/I6HI/I)KEHI/II/I K OI'pdHUYE€HHI0

BBIJIEJIEHHOI'0 eMy pa3Mepa XpaHeHHUs! IMYHBIX GalyioB (KBOTe).

Ecmm TEKYH_[I/Iﬁ OCTaTOK JIMYHOM KBOTHI I10JIb30BATEJISI MEHbIle WU paBeH YCTdHOBJIEHHOMY

3HAYEeHH10, TO I10JIb30BAaTeJIb I10JIy4ddeT IIpeayIpexiaeHue o HpI/I6JII/I)KeHI/II/I OKOHYdHHUA KBOTHI.
HaCTPOfIKa OCTAaTKd KBOTHBI U3MeHAeTCs C ITIOMOIIbIO HepeMEHHOfI, YKBSHHHOﬁ B Ta6JII/II_[e 22.

Tabmuma 22 — Hacrtpoiika octaTka KBOTHI ISl YBEIOMJIEHUSI

HaumenoBanue HaumenoBanue Tun
. .. | PaamepHocTh 3HavueHUe
cepBUCa repeMeHHOMN repeMeHHOMN
etcd (CO) config/wfe integer IIPOLIeHTHI 1-100
/low.space.threshold & pon (10 mo ymoraaHMIO)
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6 KACTOMM3BAIIA

6.1 Hacrpoiika riiaBHOM CTPaHHIBI H MEHI0 OBICTPOro 3aIycKa

Hacrpoiika mocTynHBIX AJi 3allycka 3HAUYKOB IPWIOXeHWH (appswitcher) Ha 1ieneBou
crtpanuile Auth/SSO u B MeHio ObicTporo 3samycka (quicklaunch) BbINOJIHSIETCS C TIOMOIIBIO
H3MeHeHHns IapaMeTpoB config/wfe/appswitcher.landing.json u

config/wfe/appswitcher.quicklaunch.json B etcd.

ITO CIIUCOK BCeX NOCTYIHBIX IO YMOJIYaHHIO NTPUJIOXKEHUU B YCTaHOBKe.

MaccuB order yIpaBiisieT MOPSIKOM OTOOpakeHHsl 3HauKa NpPHUJIOXKeHUs B crucke. Kiou

main YKa3bIBdeT Had TJIaBHBIM 3HAYOK Ha IejIeBOr CTpaHHUIIe.

[Ipumep: appswitcher.landing.json

{
"order" : [
"wfm
"mail",
"contacts",
"calendar",
"profile",
"admin"

[Ipumep: appswitcher.quicklaunch.json

{
"order":[

"landing",
"wfm

"mail",
"contacts",
"calendar"

]
3

6.2 HacTpoiika J0CTyIIHBIX SI3bIKOB
Hacrtpoiika moCTymHBIX SI3BIKOB (JIOKaynu3aiuii) BebO-mpuiiokenudt (language switcher)
BBIIIOJTHAETCS C IIOMOIIBIO ITapaMeTpa config/wfe/branding/excluded.locales.json B etcd.

Yactb SA3BIKOB, HAXOOAIIUXCAI B J:[I/ICTpI/IGy'TI/IBe JIOKAJIN3dlTWH, I10JIb30BATEJII0O HE NJOCTYIIHBI.

ITo YMOJT9aHWIO BOSMOKHOCTDb BbI60pa B Ul JIOKAQJIM3allMU [ "hi-IN"] He IIpeqyCMOTpeHa.

Cnoucok Bcex JIOKAJIU3allii, BKJIIOYEHHBIX B IHKﬁpH6YTHB, rnepedyrciieH B IIdpaMeTpe

config/wfe/branding/available.languages.json B etcd.
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6.3 Ilepconanm3anus ¢ momombio cdn_bundle

[Taketst CDN mpefocTaBiisIIOT BO3MOXKHOCTbH 3aMeHbl HMJIM  aKTyalu3allu¥ OpeHIuHTa
YCTaHABJIMBAEMOT 0 TIPOJIYKTa, a Takxe JJobaBJieHH sl TepeurcieHHbIX HibKe QYHKITUM 6e3 0CTaHOBKHU

paboThI CepBHCa:
— nobaBiieHWe W N3MeHeHHe CIIPaBOYHOT0 BeO-KOHTEHTa;
— nobaBJleHue TTOJJIeP>)KUBAEMBIX SI3bIKOB;
— obaByIeHre JIOKAJM3alluK WK JIPYTUX pecypcoB, ucmosb3yeMbix CO.

Kaxxnpiii makeT copepXXUT TOKyMeHT, KOTOPBIM ONMCBIBAeT CO/Iep>XKUMOe U BepCcHIo IakKeTa, a
TaKXXe CofepXXUT MHopManuio o coBMectuMmocty c BepcusiMd CO. Bo BpeMmsi pasBepThIBaHUS
noacucteMbl CO B CDN ycraHaBivMBaiOTCS MUHUMAabHO HEOOXOAWMbIe TaKeTbl pecypcoB IUis

paboThI JAHHON KOHPUT'ypallUH.
Kaxx/ip1ii 1akeT BBITIOJIHSIET OIHY U3 IBYX (PyHKIUM:
— JI06aBJIsIeT HOBBIE PeCypCHI;
— 0OHOBJIsSIET CBOUM cofiepXUMBIM cytiecTBytome CDN pecypcsl.

3arpyska HOBOI'O I1aKkeTa He OrpaHMYMBaeT AOCTYII 11O IPSIMBIM CCBIJIKAM K IIPeIblIyluM
pPeBU3USIM pecypcoB (HampuMep, CCBUIKM Ha U300pakeHWSI B OTIpaBJeHHbIX I[HCbMaX-

YBeJIOMJIEHUSIX).

Heckonpko 6GanamoB Moryr ObITb 00beiHEHb B OOUMEH  apxuB, MeTabaH[I,

YCTaHaBHHBHEMbIﬁ KaK egrHOe 11ejioe.

6.3.1 Onucanue cocraBa baumIa

Cdn_bundle Ipe/iCcTaBIsieT U3 cebs NMpeKTopuUIo C ¢ailiaMu, KOTopble OyayT no06aBjieHbl Ha

CDN.

@aiis1 cdn_bundle.json — MaHudecT B popmate JSON, onuchiBaOmKii CTPYKTYypy OaHIyIa

U 11epeveHb I1apaMeTpoB JJId HaCTpOfIKH.
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6.3.2 Ctpykrypa cdn_bundle.json

daii cdn_bundle.json COCTOMT U3 lIepeMeHHBIX, IpeCTaBJIeHHbIX B Tabmuile 23.

Tabmuma 23 — [lepemennsbie cdn bundle.json

[TepemennbIe Onuncanue

bundleVersion Bepcus 6anmma
formatVersion Bepcus popmara onvcanus 6aHaa (Ha [aHHBIM MOMEHT eCTh TOJIbKO BepCUst
«1»)

description [Ipou3BoJsibHas CTpOKa C OIIMCAaHUEM
merge OyHKIMS 00beIUHEeHUS WK 3aMeHbl CTPYKTYPHI IaHHBIX C OJIMHAKOBBIMU
uMeHaMmu B etcd (o ymommaanwio false)
properties Maccus nosiel etcd, KoTopble HEOOXOIUMO TIepeoTpe/ieNINTh

6.3.3 Kiroun cdn_bundle.json

3a obpazer; nmpuHUMaeTcss Paisl cdn bundle.json. [Ipu paborte c ¢aitom nomyckaercs
BHeCceHHe U3MeHeHUH TOJIbKO Jitst 3HadeHui (y3ibl value). CocTaB kimrouelt yka3aH B Tabmuiie 24.

Tabmuma 24 — [lepeuens kimrodeit cdn bundle.json

HaumenoBanue kito4a Onucanue
wfe/appswitcher.quicklaunch.json OmpeperisieT COCTaB U MOCJIEI0BATEILHOCTh
NPUJIOKEeHUH B BBINA/IA0I[EeM MeHIO
wfe/appswitcher.landing.json OmnpepensieT cocTaB U OC/Ie0BAaTENbHOCTD
MPWIOKeHUH Ha CTPaHUIle IPWIOXKeHUH
wfe/appswitcher.apps.json Conep>XuT CChUIKU Ha IPUJIOXKEHUS
appswitcher.quicklaunch.actions.json OmnpepensieT cocTaB OBICTPHIX J1eUCTBUIN

6.3.4 Omucanue noseii B kirode wfe/appswitcher.apps.json

[TapameTpsl B Tabnutie 25 COOTBETCTBYIOT KJIF0YaM B

"wfe/appswitcher.quicklaunch.json" U "wfe/appswitcher.landing.json".

Tabmuna 25 — Ilapametps! kitoua wie/appswitcher.apps.json

[Tone TpeboBanus Onwucanue
url Obs3aTenbHOe ToNie | Anpec IpuiIoXeHUs
title Ob6s3aresnpHoe nosie | Haspanue npuoxkeHus
iconUrl Ob6s3aremsHoe nosie | IlyTh K MKOHKe IPWIOXKeHUs! BHYTPHU OaH/sa, Hampumep: "%
cdn_base_url%/apps/some.svg"
style Heo0s3arenpHoe [TpousBosbHbIe cTHM B popMare jss
noJie
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[Tone TpeboBanus Onwucanue
isQuick Heobs3arensHoe @iar, oTBedaromuii 3a TO, YTOOBI IPUIOXKEeHHe TOTAJI0 B
roJjie «0OwICcTpBIe meucTBUs» (quick actions). Iy BKIOUeHUS
$yHKINM He0O6XOIMMO 3a7aTh 3HaUeHHe true

Bce witoun u 3Hauenus: (kpome key u value) HO/DKHBI OBITh B JIBOMHBIX KaBbIYKaxXx ",
KOTOpPble 3KPAHHUPOBAHbI 0OPATHBIM CJIAIIIEM "\ ", HallpUMep:

\N"wfm\" : {\"url\":\"//files-domain3.domain2.domainl\"}
B moste value omnpefniesieHbI CCHIJTKM Ha TTPUJIOXKEHU S, TTPEyCMOTpeH GyHKITMOHAJI YCTAaHOBKH

3HAYKOB IIPUJIOKEHUN.

6.3.5 ITociiemoBaTe/ILHOCTH CO3MAaHUA DaHIIa

1. COB}I&TL JUPEKTOPHUIO C ITPON3BOJIbHBIM HA3BAHHWEM, KOTOPAA 6y21€T COIEPXKATh MaHI/I(l)eCT

(cdn bundle.json) U IUPEKTOPHUIO C peCypPCaMH.

2. Cospmath cdn bundle.json. Ilpumep @aitla cdn bundle.json € KaCTOMHBIM

npuioxxenueM «1Cy»:

{

"bundleVersion": "custom-12.0.5.5",

"formatVersion": 1,

"description": "Customizations description"”, "merge": false, "properties": [
{

"key": "wfe/appswitcher.quicklaunch.json",

"value":

"{\"order\":\[\"lc\",\"calendar\",\"landing\",\"mail\", \"wfm\",
\"contacts\", \"admin\"]}"

I

{

"key": "wfe/appswitcher.landing.json", "value":
"{\"order\":[\"wfm\" ,\"mail\" ,\"contacts\",\"calendar\",\"profile\",

\"admin\",\"1c\"], \"main\":\"wfm\"3}"

I

{

"key": "wfe/appswitcher.apps.json", "value": "{

\"lc\":{\"url\":\"https://example.com\" ,\"title\":{\"ru-RU\":
\"1CByxrantepusa\"},\"iconUrl\":\"%cdn base url%/apps/lc.png\"},

\"landing\":{\"url\":\"//auth-{base url}/landing\"},\"wfm\":{\"url\":
\"//files-{base url}\"},

\"mail\":{\"url\":\"//mail-{base url} \"},\"contacts\":{\"url\":\"//mail-
{base url}/#contacts\"},

\"calendar\":{\"url\":\"//mail-{base url}/#calendar\"},\"profile\":
{\"url\":\"//auth-{base url}/profile\",\"userTypes\":[\"default\"]},

\"admin\":{\"url\":\"//admin-{base url}\",\"userTypes\":[\"admin\"]}

3

[

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOTHUHW», 2013-2024 29



MonOdounc

B npumepe maHudecTta ykaszaHbl: KaCTOMHOe IpUJIOXKeHHWe U Bce 0a3oBble IPUIIOXKEHUS

«MOf/iOCbI/IC HOKYMEHTBI», d UMEeHHO landing, wfm, mail, contacts, calendar, profile, admin.
2.1 Jlnis co3panus 6aH1Ia HEOOXOAUMO BHITIOIHUTH CIeAYIOIIHe e CTBUSL:

— BO BCex 0a30BBIX IMPpUJIOXKEHUAX 3HdA4YeHHe HepeMEHHOfI base url IOOJDKHO OBITH

IIpeJiCTaBJIeHO B BHJle CCBUIKY Ha cepBep C pa3BepHyTou cpenoi «MoirOduc [lokyMeHTbI».
Jlnst ynobcTBa gomnyckaetcs vcnoib3oBaTh ouck (Ctrl + F) ¢ 3ameHol Bcex BXOXIAEHUU.
Hamnpumep: y agpeca https://example.com/ nepemeHnHasi base url OyzaeT IpefcTaBjieHa B

BBUJIE 3HAYEHUS example. com;

— 3aMeHUTH «1C» Ha Ha3BaHMe KACTOMHOTO MPUJIOXKeHU s (B IIpUMepe eCTb TPU BXOXK/IEeHUSI).

AHAJIOTUYHO 3aMeHHUTH url , title, iconUrl, OTHOCAIKECSd K KACTOMHOMY IIPHAJIOXKEHHIO.

[Tpu co3maHuuM 3anuiceli KaBBIYKKM BHYTPH TMOJIA "value" JIOJDKHBI OBITb 3KPAHHUPOBAHBI
oOpaTHBIM CJiellieM: \"ru-RU\".
3. Co3paHue IMPeKTOPUH C pecypCcaMu.

B mupekTopum c pecypcamu pacrnosaraior ¢ainisl, koTopsle 0ynyT nobasiensl Ha CDN. B
KauecTBe IIpuMepa OyzieT UCII0/Ib30BaH 3HAYOK KaCTOMHOT'O IIPUJIOXKEeHUSI.

Hampumep paupekTopusi C pecypcaMM HasblBaeTCsl resources. B Hell pacrosioXxeHa
IUPeKTOpUs. icons, B KOTOpOM OyZeT pa3MellleHa HKOHKAa KAaCTOMHOIO IIPUJIOXKEHUSI
custom_icon.svg. B pe3yJiibTaTe B c])afme cdn _bundle.json IOYTh OO0 HUKOHKH 6y,HET BBITJISIeTh

CJIeTyIolmM 006pa3oM: scdn base url%/resources/icons/custom icon.svg.

Hxonka TpeOyeTcs TOJBKO JJIi KaCTOMHBIX IPHUJIOXKeHUH, Ajisi 0a30BbIX IPUIOXKEHUN

«MoitO¢uc Yactaoe Obako 3» UKOHKa He TpebyeTcs.

HpI/I HCIIOJIb30BAHWHW MKOHOK ITPUMEHAIOTC Ciieayrore ImpaByjiad:

— UKOHKH, HeO6XO,I[I/IMbI€ IOJid UHTerpalv C BHEIMIHWMH IIPDOAYKTaMH, 3allIpalllMBAIOTCA Yy

COOTBETCTBYIOIIEro BeHA0Pd;

— I IMpOAOYKTOB «MOIZO(I)PIC» MKOHKH MO>XHO CKa4aTb 110 CCBIJIKE:

https://myoffice.ru/files/identity/logo_icons MyOffice.zip;

— eCJIM TIPH TOJIrOTOBKe KaCTOMH3WPOBAHHOI'O OaHIIa MKOHKU He OyIyT IPHUJIOXKEHbI s
MOKJTIOYAaeMbIX BHEIIHUX TPUJIOKeHUMW, TO JId JJAaHHBIX NpuiaokeHud B «MouOdwuc

,HOKYMGHTBI» 6y,I[ET 0T06pa)KaTbC$I YHUBepCadJIbHAasl MKOHKA;

— JIONIyCKaeTCs ~ WCIIOJIb30BaHMe  pasHbIX  ¢opmaroB  n3obpaxeHud  (png,  sSvg).

[IpennoyTuTenbHO SVE.
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4. 3arpyska b6aH/ij1a Ha cepBep.

Jliist 3arpy3ku Heo6XoIMMa IUPEKTOpHs C GaHIIOM, KOTOPasi COIEPXKHUT cdn_bundle.json H
IIMPEKTOPHIO C pecypcamu. Ilepes 3arpy3koi Ha cepBep JUPEKTOPHIO C OAHJIOM HYKHO yIIaKOBaTh

B opmar tar.gz unm tgz apxus. [lomydeHHBIN apxUB 3arpy3uTh Ha CepBep.

6.3.6 3arpyska c momombio Manage API

[TogroroBnenHbldt OaHy1 (MKW MeTabaHJ) 3arpy’kaeTcsi C MOMOIIBI0 Manage API, ajipec
<sso_1pP> cepBepa Auth/SSO BbIOupaeTcss M3 yKazaHHBIX B TPyHIax co lb core auth WU

co 1b core wopi (paiya inventory.

ITocne 3dI'PY3KHU IIOSIBUTCHA Ccoo0IeHre C KOAOM HTTP 200 M JSON, OIHMCBHIBAIOIINM TEeKYIIyIo

PEeBU3HIO.

[Ip1 BO3MOXKHBIX OIMOKAx COOOIIeHHe OyIeT cojiep)kaTh KOJl 400 W JSON, C ONUCAaHHUeM

OIINOKU:

curl -s 'http://<SSO _IP>:8888/api/manage/cdn/upload’' -F
'file=@cdn _bundle.tar.gz'

W

curl -sk 'https://<SSO _IP>:8443/api/manage/cdn/upload’' -F
'file=@cdn _bundle.tar.gz'

[Ipumep ycneniHoro orsera:

{"message":"CDN bundle uploaded and installed as revision 1", "success"
:"true"}

[lpyMep omMOKM NpPM 3arpy3ke OaHAja:

{"message":"CDN bundle installation error: can't open manifest
(cdn_bundle.json is missing?)","success":"false"}

Bo Bpewms 3arpysku ojiiH u3 pabouux mpoiieccoB (worker) Nginx MokeT ObITb Ha HEKOTOPOe
BpeMs 3absokupoBaH. Ilocie 3arpysku mpou3omneT mepesarpy3ka pabodymx mporieccoB Nginx, u
Oyner npuMeHeHa HoBasi koHGurypanus CDN (mpoiiecc MoXeT 3aHSTh JUIMTeNIbHOE BpeMs, eCiiv

OynyT nepe3arpy>katbcst cepBUchkl Core).

KonTponupoBaTh 3arpy3ky 6aHaja BO3MOXHO 1O oTBeTaM o00bekTa CDN c momoisio
ananmu3sa JSON.

.Aﬂpechttps://auth.<domain_name>/config
@UH{https://auth—<domain_env>.<domain_name>/config)

O6wexT CDN comepxut crnenuaibHbli 0OBEKT versions, BKJIIOYAIONUIN JIaHHbBIE B BHU]JIE

<Bepcusa 6aHOyia> : <HOMEP PEeBU3IUN>
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6.3.7 3arpy3ska ooHoBienuii CDN

3arpyska mnaketoB  o6HoBieHWd ~CDN  (0aHIUIOB)  BBINOJIHSIETCS  CUCTEMHBIM

dIMUHUCTPATOPOM IIPU YCTaHOBKe ITPOAYKTA I10CJIe 3aBeplieHr s CKPUIITAd PA3BEPTbIBAHUA CO.

B texymeii Bepcuu [10 He peann3oBaHbl criefyoliye GQyHKIAU:

— BO3BpAT Ha IMpeJbIAyIIylI0 Bepcuio (BO3MOXXHO py4YHOe H3MeHeHMe B etcd B BeTke

config/cdn u Ha daitnoBoii ctpykType B /srv/docker/Isyncd/data);
— [pOBepKa I1eJIOCTHOCTU U 6e3011aCHOCTH apX1Ba;
— HCIIOJIb30BaHue ITH(POBOM MOJIHCH;
— HCIIOJIb30BaHKW e TeHdHTHO-3dBHUCHUMbBIX PeCypCOB;
— ucnosyib3oBanue Ul yripaBieHus: pecypcamu;

- 6J'IOKI/IpOBaHI/Ie MexaHHW3Ma OOHOBJIEHHS Ha BpeM4d pa60T 10 0OHOBJIEHUIO (y'CTaHaBJ'II/IBaTb
Cpa3y HEeCKOJIbKO OOHOBJICHUM IMapaiyieJIbHO C OJHOI'O HWJIKM C HECKOJIbKUX Y3JI0OB PpOJIA

co_1b core_ auth KaTeTOPUYeCKH 3alpeleHo).

6.3.8 Cucrema cunxponuzaiuu ¢aiinoB CDN mexay xocramu

CunaxpoHU3aIus GaiioB TPOU3BOUTCS C TOMOIIEIO Isyncd 1o mpoTokoiy rsync over ssh.
B pexume ciyx0bl Isync paboraer Ha cepBepax C pOJIbI0 co 1b core auth. CHHXpOHHU3aAIHUS
JJAHHBIX 3aIllyCKaeTCsl C TOMOIIbI0 MexaHW3Ma sflpa inotify, OTCJIEXHBaeTcsi OOHOBJIEHUE WU
nosiBjieHue HOBBIX (aioB u aupekTopuil. [lapameTpbl CHHXPOHMU3AIIMKA HACTPAaWBAIOTCS B

c])al?me /srv/docker/lsyncd/conf/lsyncd/lsyncd.conf.
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7 HACTPOUKA ®YHKIINU IIONCKA

7.1 Ilouck ¢aiyioB M0 COAEPKUMOMY

B ¢aitnioBoM MeHemxkepe peann3oBaH MOWCK GaisioB Mo ux cojuepxkumomy. Ilo ymomdanuio

JdHHAada CIDYHKI_II/ISI BKJIFOY€HA ITPU YCTaHOBKeE.

BxkroueHue WM OTKIIIOUeHHe CIDYHKI_[I/II/I BBITIOJIHAETCA C IIOMOIIIBIO HEPEMEHHOﬁ, YKHBaHHOﬁ

B Tabuuiie 26.

Tabmuma 26 — YmpaBiieHre peXXMMOM TTOHCKa

Haumenosanue » Tun
HaunmenoBanue nepemeHHOM . 3HayeHue
cepBHCa rnepeMeHHOMN

/pgs/installation commons/
etcd (PGS) Pg —

search content

boolean true (mo ymomuanwo) / false

7.2 Ilouck B pe;kuMe NPOCMOTPA IOKYMEHTOB

B «MoitOduc YactHoe Obsako 3» peanurszoBaHa (PyHKIUSI TMOUCKA B PeEXUMeE IPOCMOTPA
JOKYMEHTOB B Beb-pe/lakTope W B pesKuMe MpeIBAPUTEIbHOT0 ITPOCMOTPa B (GaiIOBOM MeHeJXepe.

[To ymomyanuto nanHasi PyHKIMS BHIKJIIOUeHA IIPU YCTaHOBKe.
[Tpu BxIt0YeHUM GYHKIIMM BO3HUKAIOT CJIe[yIOlMe orpaHuYeH s B QyHKIIMOHAJIBHOCTHU:

— MOMCK OyJieT paboTaTh TOIBKO C HOBBIMM JOKYMeHTaMHu U ¢ailiaMy, KOTOpble N3MeHWIU

1ocJje BKIII0YeHHUs ¢uiara;

— Ha BCeX CTapbiX OOKYMEeHTaX BMeCTO IIOMCKa 6y,[IET IIyCcToe I10jie, 4TO MOXeT BBeCTHU

noJib30Baresieil B 3a0iTy>KIeHue.
[1pu ucnonb3zoBaHuM GYHKITUU BOZMOXKHO CHUKEHHE ITPOU3BOAUTETbHOCTH CUCTEMBI.

Bo Bpemsd pa6OTbI CUCTeMbI BKJIIOUeHHe HJIHN OTKJ/II0YeHue qDYHKIII/II/I BBITIOJIHAIETCA C

IIOMOII[bIO TIepeMeHHOM, YKa3aHHOH B Tabmnulie 27.

Tabnuna 27 — YnpasiieHrne peXXUMOM IIPOCMOTpa [10CJIe YCTaHOBKU

HanmenoBanue| HaumeHnoBaHue Tun
. .| PaamepHocTh | 3HavyeHUe Ornwucanue
cepBHUca IIepeMeHHON  [[lepeMeHHOH
true
config/wte/read. (mo Bxmoyenue
mode.search. boolean - YMOJTYaHUIO) | /OTKIIIOYeHUe
enabled byHKUIUN
etcd (CO) / false
. Bpems oxupnanus
config/wte/ HEHFOTOBKHH
searchTimeout int cek 180
JAHHBIX JIJIST
Seconds
IIOMCKa
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HanmenoBanne| HamMmeHoBaHue Tun
. .| PaamepHocTh | 3HavyeHuUe Onwucanue
cepBuCca IIepeMeHHOU  [mepeMeHHOH
. Bpems oxxunanusa
config/wte/ I g HFOTOBKHH
searchHeavy int cek 360
. IAHHBIX OJIA
TimeoutSeconds
CJIOKHOTO IIOKMCKA

VnpaBnenve ¢yHKIIMeH MojjepXXuBaeTcs Ha JTane pa3BeptbiBaHus CO. HW3menenue

3HA4YeHH [TepeMeHHbIX BBITIOJIHACTC ITPU 3dllyCKe CKPUIITd YCTAHOBKH.

Hnst paboTbl C ansible-playbook HMeHa IepeMeHHBbIX OTJIMYaloTCsa. B Tabmume 28

MOKa3aHO COOTHOIIEHWe HAMMEHOBAaHHUH InepeMeHHbIX.

Tabmuna 28 — CooTHollleHWe UMeHU TiepeMeHHOM B etcd u ansible

HaumenoBanue Haumenosanue L w
o . . Pacnonoxxenue nepemeHHoN
nepemenHoi B Etcd 1lepeMeHHOM B ansible
config/wte/
regen_search enabled
read.mode.search.enabled presen_ -
config/wte/ .
. pregen_search timeout .
searchTimeoutSeconds - - group_vars/co_setup/main.yml
config/wte
/searchHeavyTimeout pregen_search heavy timeout
Seconds
* — mnepemeHHasi He BIMcCaHa B aiyi, HEOOXOAUMO BPYYHYIO J100aBUTh HaMMeHOBaHHeE

HEPEMEHHOﬁ U ee 3Ha4YeHHne.

[Ipumep kKoMaHIbI HACTPOMKHU PYHKITAM:

[ansible-playbook playbooks/main.yml]\
-e pregen search timeout=180
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8 THTETPAIIMOHHBLIE PEIIIEHUA

8.1 lnTerpanus ¢ NOYTOBBIMH CHCTEeMaMH

[Io ymomuanuto «MoiOduc YactHoe O6mmako 3» ycTraHaBivMBaeTcss 0e3 MOAKIIIOYEHUS K
IIOYTOBBIM CHCTeMaM. PeXxuM «I10 yMOJIYaHUIO» 33/1aeTcsl C IIOMOIIbI0 3HAaYeHUM IepeMeHHbIX B

inventory ¢arisie CO, yka3aHHBIX B Tabmuiie 29.

Tabmuma 29 — Hacrpoiika uHTerpauu ¢ mO4TOBBIMU CUCTEMaMH

3HaueHUue
Pacrionoxxenue Hanmenosanue Tun o
o . . 1
repeMeHHOU repeMeHHOMN repeMeHHOU
YMOTYaHHUIO

group_vars/co_setup/ mail integration_mode string none

main.yml
group_vars/co_setup/ common_mail notification enabled boolean false

main.yml

[Tpy u3aMeHeHWU peXXMMa MHTerpanuu (IOAK/II0UeHUs K TOUYTOBBIM CHCTeMaM) HeoOXOAuMO
BBITIOJTHUTD T1ePeyCTaHOBKY CHUCTeMbl C yKazaHHeM COOTBECTBYIOIIEro 3HaueHUs Jis IapameTpa

mail integration mode.

Hsmenenue storo napamerpa ¢ nomoiipio etcd (CO) MoxkeT NMpUBECTM K HEKOPPEKTHOMU

paboTe MHTerpanuu.

be3 mHTerpanumu c mo4TtoBOM cucTeMou 3KcIuryaTupoBarh «MoiOduc YactHoe Obmako 3»

He peKOMEeH/IyeTCsl, TaK Kak OyIyT HeIOCTYIIHBI ciieflytolue GyHKITUU:
— 3aIpoc JIOCTYTa;
— BOCCTAHOBJIEHHE ITapoJIsl MOJIb30BaTeJIsl;
— obpaTHas CBSI3b;

— IIOYTOBBIE OIIOBelIeHH.

8.1.1 Nurerpamus c Mailion

Hacrpoiika ¥ Ha3HaueHHWe WHTerpanyMu IpelcTaBjeHbl B AOKyMeHTe ««Maliony.

PykoBoacTBO 110 aIMUHUCTPHPOBAHUION.

8.1.2 Nlurerpamus c PSN

VYcranoBka «MotOduc [Tourta 3» momkHa ObITH 3aBepilieHa JI0 CO3/laHUs [1epBOr0 TeHaHTa B
PGS. B oOpaTtHoM ciydae TeHaHT (M TIO/Ib30BaTeNM, BXOAMdIIMe B HEro) He OyIyT

CHUHXPOHH3WPOBAHEI C IOYTOM.
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Hns  obecnieuenuss  uHTerpauuu  «MoiOduc  Iloyta 3» € KOMIIOHEHTOM
«"MoiiO¢uc Yactaoe Obmako 3". Cucrema xpaHeHus JaHHBIX (PGS)» HeoO6XoauMO BBITIOJHUTH
HACTPOUMKH, TpeficTaBieHHble B JIoKyMeHTe «"MouOdwuc [Toura 3". PykoBoacTBO MO yCTaHOBKe

ITOYTOBOI'O CepBepa».

HomonmHuTenbHO B inventory ¢aisie HeoOXOOUMMO 3a/laThb 3HAYEHWs IS TepeMeHHBIX,

yKa3aHHBbIX B Tabmuiie 30.

Tabnmuna 30 — Hacrpoiika unrerpamnuu ¢ PSN

Pacnonoxxenue HavmeHnoBanue Tun
o . - 3HaueHUe
IlepeMeHHOU IiepeMeHHOU IlepeMeHHOU

group_vars/co_setup/ mail integration mode string psn2
main.yml

group_vars/co_setup/ common_mail notification boolean true
main.yml _enabled

group_vars/co_setup/ csp_allowed frame ancest list demol.example.net
main.yml ors demo2.example.net

8.1.3 Hacrpoiika paboThI C BHEIIIHUMH IOYTOBLIMH cucreMamu mo SMTP
B ciryyae mHTerpanuu c BHellHed modTtoBoM cucremor B «MoiOduc HactHoe O6mako 3»
OynyT DOCTYIHBI cefyonpe GyHKIIUN:

— OTIIpAaBKa II0JIb30BATe/II0 ITOYTOBBIX OIIOBEIIeHUM O CMeHe mapojida aAMHUHHUCTPATOPOM

CUCTeMBI,;
— OTIIpaBKa I10JIb30BATeJNII0 PUBETCTBEHHOI'O MTMChMA IIPH PETUCTPAIlUU ero B CUCTEME;

— BO3MOXHOCTb OBICTPOTO Ilepexofia B IIOYTOBBIN KJIMEHT C IJIABHOI'O dKpaHa CHUCTeMbl WIN
Y3 MeHIO BbIOOpa mporpamMm (IIpU YCJIOBUH Pa3BepThIBAHUS CIeIUabHOro OaH/ma C

HACTPOMKaMHu);
— oTmpaBKa aiija 1o moyTe;
— OTIpaBKa BHYTPeHHeH CChUIKU Ha OOBEKT 110 TI0UTe;

— yBeJlOMJIeHHe I10JIb30BaTeJId I10 1104YTe O IMpeAoCTdaBJIieHWHU eMy WJIM M3MEHEHUHU ero IIpdB

JIOCTYyTIa K OOBEKTY;
— 3aMpocC JOCTyIa K 00BEKTY;
— BOCCTaHOBJIEHHe T1apoJIs;

— BO3MOXXHOCTBb OTIIPABKH O6paTHOI>’I CBs3H IIO0 pa60Te C CUCTEeMOM.

,HJ'ISI OTIIPABKHM CHCTEMHBIX HHCEM-YBE)IOMJ'[EHHIZ (HpI/IBETCTBEHHOFO IIMCbMd, IIMCbMa O

CMeHe MJIM BOCCTAHOBJIEHUHU MapoJIsl U T.I.) HE0OXO0MMO MCII0Ib30BaTh BHEITHUN cepBuc SMTP.
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Jlnst otnpaBku 1odtoBbIX yBepomieHud B «MoiOduc YactHoe Ob6sako 3» Heobxoaumo

3a/laTh 3HAaYeHUe JJIsl IepeMeHHOM, yKa3aHHOU B Tabiuile 31.

Tabmuna 31 — Hacrpoiika uHTerpanyu ¢ BHEIIHUMU [TOYTOBBIMU CHCTEMaMU

HanmenoBanue HaumenoBanue Tun
. - 3HavyeHUe
cepBHUcCa IepeMeHHOU IepeMeHHOU
etcd (CO) /nct/co/config/ boolean true /
common/mail.notification.enabled false (1o ymosraanuro)

JI1s1 BKIItOUEHMS ITOYTOBBIX yBeOMJIEHMH IIPHA YCTaHOBKe B inventory ¢aitsie Heob6xoauMmo

3a7aTh 3HaYeHue JIJIs [IepeMeHHOM, YKa3aHHOH B Tabnuie 32.

Tabmuna 32 — Hacrpoiika mo4TOBBIX yBeJJOMIIEHUH

. HaunmeHoBaHue Tun
Pacrionoxxenune nepemenHoM . . 3HaueHUe
TiepeMeHHOU nepeMeHHOU
group_vars/co_setup/ common_mail boolean true /
main.yml notification enabled false (mo ymoisruanuto)

Hacrpotika mapamerpoB cepsuca SMTP ocyirectBisieTcss B moJjib30BaTeJIbCKOM HHTepderice
aJIMUHHUCTPATopa TeHaHTa YCTaHOBKHU (mompobHee CM. B IOKyMeHTe

«"MoiOd¢uc Yactaoe Obnako 3".PykoBoACTBe 110 aAIMUHUCTPUPOBAHUIOY).

[Ipu ucnonpzoBanuu cobctBeHHOTO cepBuca SMTP BHyTpy TeHaHTa CHUCTeMHBble MHUCHMa-
yBeJIOMJIEHUsI MOT'YT ObITb OTHpaBJIeHbl OT HECKOJIbKO TEHAHTOB (OT KAaCTOMHOTO TeHaHTa WJIU

TeHaHTa y'CTaHOBKI/I).

8.2 nrerpamus co Squadus

[Ipenycmorpena wunTerpamus [10 «MouOduc YactHoe O6mako 3» C KOPHOPAaTUBHBIM
MecceHkepoM Squadus. HasHaueHwe U omnucaHWe WHTErpaliiyd MpPHUBEIEHO B JIOKyMEHTe

«Onucanue unterpanuu [10 «MoitOduc Yactaoe Obmako 3» u [10 «Squadusy.

[Iporecc HaAcTpoWKH WHTerpanuu omnmvucaH B JokymeHTe «Hactporika wunTerpanuu I[10

«MouOduc Yactnoe O6sako 3» u [10 «Squadusy.
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8.3 Nurerpamus ¢ MS Active Directory

st HacTporiky nHTerpanuy B PGS HeoOxoaumMo mpor3BecTy ciieAyoIye 1edCTBHUS:

1. OtkpoITh HocTyn K komrnoHeHTY Keycloak u3 BHelHell ceTd, BBINOJHUB CJIeIyIOMIYIO

KOMaH/Iy:

docker service update --publish-add published=8091,target=8080\
pgs-keycloak keycloak

2.IIepe3aHyCTHTbcepBHCbIpgs_aristotelesPipgs_euclid.

3. OTkpoITh BeO-uHTEpdeiic Keycloak

(azmpec 10 YMOJTYaHUIO http: //<ENV>.<DEFAULT DOMAIN>:8891/auth).

4. BoiOpath TeHaHT (Wid realm), JyIst KOTOPOTO HY»KHA UHTETPaIysl.

5. HaxaTb User Federation.

6. U3 Boimamaromero MeHro BbiOpaTh mpoBakizepa LDAP (Add provider) ¢ umenem

pgsldapnew.

7. 3amOJTHUTD TTapaMeTpPbl B COOTBETCTBUM C TaOmuIlei 33.

Tabmuma 33 — 3HaueHue mapametpoB it uHTerpanuu PGS ¢ AD

[TapameTtp 3HavyeHue KommenTapuit
usernameLDAPAtir | sAMAccountName (um npyroe ATpubyT, Ha3HaAYaeMbIi KaK UM
ibute TeKylllee 3HaYeHHe aTpuOyTa B nosib3oBaTens B Keycloak
AD)
uuidLDAPAtiribute | sAMAccountName (um npyroe ATpulOyT yHHUKaJILHOTO UleHTHdUKATOPa
TeKylllee 3HaYeHHe aTpuOyTa B obbexTa
AD)
editMode UNSYNCED Buytpennutt atpubyt Keycloak,
[103BOJBIFOIIUM 0OHOBIATH
0JIb30BaTesbCKe faHHble Ha LDAP-
cepBepe B peXXUMe «TOJIbKO YTEeHHe»
connectionUrl Xoct B popmare ldap://111.1.1.1 | XocT g noaxmodeHus kK katangory AD
usersDn HauHble 11 noagkmodeHus k AD [TyTe 1o OU (opraHusaliioHHOM
COOTBETCTBEHHO HACTPOMKaM eJIMHUIIBI), B KOTOPOU XPaHATCS YUeTHbIe
cepBepa 3alycy T0Jb30BaTesiei
bindDn Jlorun nomb3oBaTens AD [Tomuoe ums (DN, distinguished name)
Y4eTHOH 3aMKCH M0JIb30BaTes B
KaTajore, OT UMeHHU KOTOPOro OyzaeT
MIPOU3BOJUTHCS paboTa ¢ KaTajJoroM
bindCredential [Taposp nomb3oBaTesnst AD [Taposib y4eTHOM 3aIKMCH MOJIb30BaTeIs B

KaTaJjiore, OT UMe€HU KOTOPOTO 6y11€T
IMPOU3BOJUTHCS pa60Ta C KaTaJIoTOM

8. OcranbHbIE IMapaMeTpbl OCTABUTD I10 YMOJI9aHUIO.

9@HaXHTbSaveI{Synchronize all users.
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10. Ha BrJlazike Users B JIeBOM MeHIO MO>KHO IIPOCMOTPETh CIIMCOK BCeX UMIIOPTHPOBAHHBIX

I10JIb30BaTeJieH.

11. B cnydae Hamuuus ommOOK BO3MOXHO BEpHYTHCS Ha BKIIAJIKY User Federation K

npOBaI?mepy pgsldapnew M HAXATh Remove imported AJIS1 OYUCTKU CIIMCKaA I10JIb30BaTeJIeu.

12. Ilpu pmune DN OGonbiie yem 255 CHMBOJIOB, BO3HMKAIOT MPOOJIeMbl, CBSI3aHHBbIE C
OrpaHUYeHHMeM Ha KOJIMYeCcTBO CHUMBOJIOB B TabiuIle postgres, B 3TOM CilIy4yae He0ob6X0JUMO
BBITTOJIHUTD CJIEYIOITYI0 KOMaH/Ty:

docker exec s$(docker ps -g -f name=pgs-postgres) psgl -U\
keycloak -c "ALTER TABLE user attribute ALTER COLUMN\
value TYPE TEXT;"

8.4 Hacrpoiika paboThI IPOAYKTA C HACTOJIBHBIMH pefakTopamu «MoiOduc»

[Ipu oskcnmyatanuy y 3aka3dMka  HACTOJIBHBIX pefakTopoB MoiOduc (U3 cocraBa
ITponyxToB - CraHnapTHBIN u ITpodeccronanbHbI) 1pu yCTaHOBKe
«MonOduc YactHoe Ob1ako 3» MoXeT ObITh BKJIIOYeHa BO3MOXKHOCTb OTKPbITHSI M3 YacTHOro

O6aka JOKYMEeHTOB B HACTOJIbHBIX pefakTopax.

YipaBiieHre HAaCTPOWKOM OCYIIeCTBJISIETCSI C IIOMOLIbIO IIepeMeHHOM, YKa3aHHOM B

Tabnuie 34.
Tabmuma 34 — [lepemeHHast ij11 HACTPOMKM pabOTHI C HACTOJIBHBIMH PeJlaKTOpaMH
HanmenoBanue HaumeHnoBanue Tun 3HaueHHe
cepBHcCa IlepeMeHHOU IIepeMeHHOU | I10 YMOJIYaHUIO
etcd (CO) config/wfe/open.in.desktop.editors.enabled boolean false

8.5 Nnrerpamus ¢ cucremamu cbopa 1 XxpaHeHHUsI COOBITHI 0€30IacCHOCTH

CoBmectHasi pabora «MorOduc YactHoe O6mako 3» Bepcuu 2.6 (M BbIlle) C BHENTHUMH
SIEM-cucremamu 1o3BosisieT TepefaBath BO BHelHUe SIEM-cucremMbl coOBITHSI 6€30MACHOCTH,
¢dukcupyembie B «MoiitO¢uc YactHoe Ob6mako 3», B dopmare CEF mo mportokomy syslog mms ux
JATbHEHNIIero XpaHeHWs W aHalli3a CpeJCTBaMM BHEIIHeM CHUCTeMbl. Perucrpanusi COOBITHM
Oe3omacHOCTH obecrieyeHa B COOTBETCTBUU C TpeboBaHusMU npuka3oB PCTOK Poccum Ne 17, 21,
31, 239.

HOI[pO6HO€ Ol CdHHe ITPpeiCTaBJIEHO B JOKYMeHTe ((PYKOBO,Z[CTBO Imo HaCTPOﬁKC HHTCIpallnuun

¢ BHemHUMHU SIEM-cucremammy.
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8.6 lnTerpamusi ¢ aHTHUBHPYCHBIMH CHCTEMaMH

B TIO «MounOduc YactHoe Obmako 3» npemycmorpena wunHtTerpanus c¢ [I0 Kaspersky
Endpoint Security (KES).

Obecrnieuens! ciiefiyrolye ClieHapuyu UHTeTrpaluu:

— ckaHupoBaHue PaiyioB B pexxume On-access;

— ckaHupoBaHue PaityioB B pexkume On-deman;

— BOCCTaHOBJIeHHe 3apaKeHHbIX (aiijioB;

— IpoBepKa I1eJiocTHOCTH daityioB Ha cepBepe PGS;

— MpOBepKa I1eJIOCTHOCTU KOMIIOHeHTOB PGS B peanbHOM BpeMeHU U 110 TpeOOBaHUIO.

[ToppobHas nH$popmarus npegoCcTaBsieTcs 0 3apocy.

8.7 Nnrerpamus c ESIA

Ilns Hacrporiku aBTtopuzanuu B «MoiOduc YactHoe Ob6sako 3» ¢ nomompio ESIA
(mpuBsizKa y4eTHbIX 3anuced «MoiOduc HactHoe O6mako 3» k yueTHBIM 3anucsiM ESIA) moxer
WCIIONb30BaThcsl Inporpammubiii  npoaykT ESIA-Bridge or OO0 «PEAK CO®T». Ilpu

rcnosnb3oBaHuu ESIA-Bridge nactpoviku unterparuu ¢ ESIA obriue 71 Bcex TeHaHTOB.

8.7.1 YcranoBka ESIA-Bridge

ESIA-Bridge ycranaBiuBaeTcs Ha BblieJIeHHBIM BUPTyalbHbI CepBep C MHUHUMAaJIbHON

KOHQUTypallvel, peJICTaBIeHHON B TabmuIle 34.

Tabmuna 35 — [Tapamerprl MUHUMaNIbHOM KOH$uUrypauuu ajns ESIA-Brige

[TapameTp KOHpUTYpaIUK 3HavueHHe
KomiuecTtBo simep npouieccopa 2 vCpu (Tun nponieccopa Intel)
O06beM ornepaTUBHOM MaMSITH 4 T'6auT
O6beM ecTKOTo AucKa 20 I'apit (Turt HDD)

Pabora ESIA-Bridge na cepepe nogaepxwuBaercs: ajis OC Debian / CentOS / RHEL unu
Windows. B kadecTBe mpumepa B HHCTPYKI[MM pacCMaTpPUBAeTCSl yCTAaHOBKA W HACTPOMKa
ESIABridge ana OC Linux.

VYcranoBka ESIA-Bridge momxHa ObITP Ipou3BelleHa B COOTBETCTBUH C JIeMCTBYIOIIEH
VMHCTpyKIMed Ha nporpammy. Jlucrpubyrus  ESIA-Bridge 1nocraBisiercss B BUjze

camopacIiakoBbIBarolerocs bin-garina.
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Jnst ycTaHOBKYM HEOOXO/IMMO BBITIOJIHUTH KOMaH/Ty':

./esia-bridge-1.XX.0.bin
[Tocne ycranoBku ESIA-Bridge co3narorcs ciiefyroniie IMpeKTOPUM:

/bin
/conf
/1lib

@aiin ¢ Hacrporkamu s ESIA-Bridge mno ymonyaHuio — pacrosiaraercsi B

@aﬁﬂe/usr/Share/eSiabridge/conf/esia—bridge.conﬂ

®opwmar 3anucu FQDN c ycranoBnenneim [10 ESIA-Bridge: esia-bridge.<domain name>.

3anuch JopKHA OBITH co3faHa B mybmuuHo poctynHoM DNS-cepsepe. s ayreHTUdUKaINM
MOJTIb30BaTENIsl M UCIIONTb30BaHUM daiiia cookie, momen ESIA-Bridge momkeHn coBmaiath ¢ JOMEHOM
CO.

8.7.2 KouBeptupoBanue I'OCT cepruduxara ESIA-Bridge

KonseprupoBanue 'OCT-ceptudukara cucremsl, noakiodaemont k ESIA, u3 ¢popmara PFX
koHTeliHepa «Kpunrtollpo» B ¢dopmar BKS, nommepxuBaemsiii ESIA-Bridge, ocyimecTtBisiercs
CTOPOHHUMHU yTHIIMTaMH (mojpobHee cM. pasnen «Hacrporika paboter ¢ kimodamu ['OCT P 34.10-
2012» uncrpykmnuu ESIA-Bridge):

java -cp gost-keytool.jar:bcprov-jdkl5on-1.62.jar \
ru.reaxoft.gost.Keytool import pkcsl2 \
—--srckeystore certkey-esia-gost.pfx \
—--srcstorepass """ \

--srckeypass "" \

--srcalias csp exported \
—-—-destkeystore esia-bridge.bks \
—-—-deststoretype BKS \

—-—-deststorepass "" \

—-—-destkeypass "" \

—-—-destalias gost2012

OTnuuveM JaHHOM KOMaHIbl OT TPHUBEAEHHONW B OQUITMATBLHONM WHCTPYKIIUM SIBJISIETCS
HCIIOJIb30BaHUe 0Oojlee HOBOW BepcHU OMONMMOTEKH bcprov, I03BOJISIIONEH paboTaTh C
XPaHUJIMIIAMH, CO3[aHHBIMUA HOBBIMHU Bepcusimu «OpenSSL» u «Kpunrtollpoy. [lpu ycnemmoi
KOHBepTallUM, CO3[laHHBbIM 3TOM KOMaHAOW (aiyl esia-bridge.bks JOJDKEH ObITb pa3MellleH B

JHUPEeKTOPHHU /usr/share/esia-bridge/conf/ BMECH)HaXOHﬂHKTOCHTaMibaﬁHa.

B xondwurypamnuio ESIA-Bridge Heob6xoIMMO BHeCTM W3MeHEHHsI B COOTBETCTBHUU C

Tabureit 36.
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Tabmuna 36 — Usmenenne koudurypanuu ESIA-Bridge

HammenoBanue
repeMeHHOU

Onucanue

domain="esia-bridge.
<domain_name>:9000"

[TopT 9000 mospkeH OBITH OTKPBLIT B HACTPOMKAaX CeTeBOTO 3KpaHa

cepBepa ESIA-Bridge

esia.host Homen cpeast ESIA, npoayKTUBHOM WIM TECTOBOK
clients JIuieH3us Ha UCIIOJIb3yeMbli JoMeH <domain name>, npruo6peTaeTcs
otnenbHO y komnanuu PEAK CO®T, npu sTom napametp host 1omken
ykaseiBaTb FQDN SSO, To ectp auth[-<domain_env>].<domain_name>;
id MHeMoHUKa BbI3bIBalole cucremel B ESIA
name Wwms Bei3bIBatoleli cucteMel B ESIA
cookieDomain Homen CO, Ha KOTOpPBIN OyAeT yCTaHAaBIMBAThCS CeCCUOHHAs cookie, TO

ecTb <domain name>

[Tocne usmenenus: Hactpoek ESIA-Bridge Heob6xomuMo mepe3amnyCcTUTh CEPBUC KOMaHJIOM:

systemctl restart esia-bridge.

8.7.3 Hacrpoiika npoaykra mis uarerpamuu ¢ ESIA

Hns mopkmodenuss uHTerpauuud ¢ ESIA co croponsr «MoitOduc YactHoe O6iako 3»

HeoOXOMMO 33/1aTh 3HAUYEeHU s JJIs IepeMeHHbIX, YKa3aHHBIX B Tabmuie 37.

Tabmuna 37 — Hacrpoiika ESIA

HaumenoBanue HaumenoBanue Tun
. . 3HaueHUe
cepBUca repeMeHHOU repeMeHHOU
etcd (CO) /nct/co/config/wfe/authenticati boolean true / false (o ymoiraanuro)
on.esia.bridge.enabled
etcd (CO) /nct/co/config/wfe/authenticati string http://esiabridge.example.com:9
on.esia.bridge.entrance_uri 000/blitz/bridge/entrance
etcd (CO) nct/co/config/wfe/authenticatio string http://esia-
n.esia.bridge.user_uri bridge.example.com:9000/blitz/
bridge/user

Hna nopximodeHusi uHTerpaniu ¢ ESIA Bo BpeMsi yCTaHOBKM B

inventory datine

HeoOX0JITMMO 3a/1aTh 3HAUEHUSI ISl TepeMeHHbIX, YKa3aHHbIX B Tabuuile 38.

Tabmuna 38 — Hacrpoiika ESIA npu ycraHoBke

Pacnonoxxenue HanmeHnoBanue Tun
o . - 3HaueHUe
IlepeMeHHOU IepeMeHHOU IlepeMeHHOU
group_vars/co_setup/ esia_bridge enabled string true / false (mo
main.yml YMOJTYaHUIO)
group_vars/co_setup/ esia_bridge entrance boolean http://esiabridge.example.
main.yml _uri com:9000/blitz/bridge/ent
rance
group_vars/co_setup/ esia_bridge user uri string http://esia-
main.yml bridge.example.com:900
0/blitz/bridge/user
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9 3AMEHA SSL-CEPTU®UKATA

9.1 3amena cepruduxara B kommnornenre CO

3ameHa ceptudukara B «MoitOduc YactHoe Obmako 3» B CO BbINIOIHSIETCS B 2 3Tana:

1. B xarasnore /install co/certificates HeOOXOOUMO 3aMEeHUTH CJIeAyIoIre (panIbl:
— server.crt — CepTI/ICl)I/IKaT BHeIlIHero JoMeHa;

— server.nopass . key — KJIIOY BHeIIIHero JOMeHa,

— ca.pem — BCe JloBepeHHbIe SSL-cepTrdUKaTHI.

2. ITocye 3TOro BHIIOJIHUTD CJIeJYIOIIYIO KOMadHY:

ansible-playbook playbooks/co.yml \
-e tls certs generate cert force update=true -t openresty

HOHYCKBETCH ):[OGE[BJ'[HTB B KOMaHAY Apyruve 1apaMeTpsbl IIpU HeOGXO,I[I/IMOCTI/I.

9.2 3ameHna cepTudukara B komnoHenre PGS

3amena ceptudurara B «MoriOduc YactHoe Obmako 3» B PGS BrImosniHsieTcss Ha cepBepe C

posibto Pythagoras:

B nmupekTtopun /opt/Pythagoras/certificates HeEOOXOJMMO 3aMEeHUThb CJiefdyrolre

ORVMISE

— server.crt — cofiepxkuT SSL-cepTudukaT Ha IOMEH YCTaHOBKH M BCe MPOMEXYTOYHbIE

ceptudurKaThl, KpOMe KOPHEeBOI'0 JOBePeHHOI'0, PacllojIoXKeHHbIe B MOPsIKe, OMMCAaHHOM B

JIoKkyMeHTanuu Nginx;
— server.nopass.key — IIPUBaTHBIN KJII0Y cepTHU(dUKATa, He TPeOyIOMH KoJJ0BOM dpa3sbl;
— ca.crt — Bce floBepeHHble SSL ceprudukarsl.

[Tocne aTOrO CNIEyeT nepe3arpy3uThb CepBep C IIOMOIIBI0 KOMaH/IbI:

docker service update pgs-Nginx Nginx --force

HpI/I KHaCTepHOﬁ dPXUTEeKType JOCTATOYHO 3dallyCTUTh KOMdHIY Ha OJJHOM M3 CEPBEPOB.
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10 ITPOCMOTP ITPOPWIIA SKCIUNIYATAIIMM CUCTEMBI

AIMUHHCTpPaTOp YCTAaHOBKK MOXeT BBIINOJHUTH aHAIW3 MPOGUIIs 3KCIUTyaTallud CHCTEeMBI

KOHEYHBIMM I10JIb30BaTeNssMU. OTa WHOpMAIlUs HCIOJIb3yeTcs i JajlbHeWIlell ONTUMU3ALNN
TeKYIIUX CepPBepHbIX PeCYPCOB.
JInst BOBMOXKHOCTH cOopa mHpOpMaIuu 0 mpoduiie yCTaHOBKKM HEOOXOIHMMO COOIoieH e

CJIeyIoNmMx TpebOBaHUIM:

1. B cucremMe pa3BepHYTHI ClIeAyIOIHe CePBUCHI:
— Elastic;
— Fluentd;

— Kibana (aa cropone CO).

2. YcraHOBJIeHHasi cUCcTeMa paboTaeT Ha MPOTsLKeHUHU HeoOX0IMMOro Jijisi cOopa CTaTUCTUKU
BpeMeHM (MUHUMAJIbHBIM CPOK — 1 Hejens).

JIs co3gaHus oTyeTra HeoOX0aHuMO:

1. OtkpoiTh B Kibana Dashboard -> Profile Dashboard.

2. Bribpats nepuon BpemeHu 1-3 Mecsna (MOXHO BbIOpaTh OOJIBIIMM IIepUOJ, HO B
3aBUCUMOCTH OT KOHQUI'ypallu¥ U BBIOPaHHOW JleTaln3aliuy Harpyska Ha cepBuc Kibana moxer
IIPUBECTH K OLIMOKaMm).

3. Eciu paHHble c jambopia He INPOTUBOpeYaT IIOJMTHKAaM 0e30I1aCHOCTH, CleslaTh
CKPUHIIOTHI BCceX rpaduKOB M Tabmui U nepeaatb B «MorOduc» i noaydeHus peKOMeHAAlnn

110 U3MEHEHHUIO dPXUTEKTYPhl YCTAHOBKH C [1eJIbIO OITMMH3all1 CePBEPHLIX peCypCoOB.
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11 IOTUPOBAHME JAVA-CEPBHUCOB
11.1 Coxpanenue j0oros
[TpenycmoTrpeHna ¢yHKIIMSI COXpaHeHHUsl )XypHaja COOBITWH Ha AWCKe, IOCJe 3allycKa java-

cepsucoB DCM, CVM, NM, FM, JOD, AUDIT, B Teuenunu puKCUPOBAaHHOT'O BpeMeHU. DPyHKIUS

IpejHa3Hd4eHa JId YIIPpOIIeHUs ITOUCKa HEHCHpaBHOCTeﬁ ITpH 3alTyCKe.
HYTb pa3MellieHus OJ1d IpuMepa. /srv/docker/dcm/logs/dcm. log.

HJISI ylpaBJiIeHUud CPYHKHHeﬁ HEO6XO,[[I/IMO HN3MEHUTb 3HaYeHue IepeMeHHbIM, YKd3dHHbIM B

Tabnune 39.
Tabmuna 39 — Ynpasiienne QyHKIMeld COXpaHeHUs JIOTOB MOCJIe 3allyCcKa
HanmenoBanue HaumeHnosanue Tun
. . | 3HaueHue Omnucanue
cepBUca repeMeHHOU TiepeMeHHOU
. true (o
config/common/logger.
yMoidanuio) | Bxouenue/
logback. boolean
startup.debug.enabled OTKIIOUEHHE Gy HKIHH
etcd (CO) ' ' / false
config/common/logger. . PT5m (mo | YcraHoBKa BpeMeHU B
logback. string Moiraanuio) | ¢popmare ISO 8601
startup.debug.duration y P

11.2 Pazmeinenue BpeMeHHOM alKU

Bpemennas nanka jyig java-ceppucos: DCM, CVM, NM, FM, JOD, AUDIT pasmemaercs u3

KOHTelHepa Ha XOCTe.
Hampumep: /tmp (BHyTpu KoHTeliHepa DCM) pasmemaercss Ha cepBepe XOCTa II0

cilenyrouieMy IyTu: /srv/docker/dcm/tmp.

DyHKIUS TpeJHa3HaueHa YIIPOIlleHHUs ylajleHuss BpeMeHHBbIX (aljoB IPU IeperoHeHun

nvcka 6e3 mepeycraHoBkY docker-koHTeHHEpPOB.

Pexomennyercst mepesanyctuth docker-koHTeliHep 1mocie yaaneHusi BpeMeHHbIX (paiiioB, s

WCKJIIOUeHHsI OIMOOK IIpU ero pabore.
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12 ®YHKIIA OTIIPABKH OIIINBOK

12.1 YcranoBka u HacTpoiika Sentry

B «MoiOduc YactHoe Obnako 3» peanu3oBaHa (PYHKIHSI OTIPABKM OMIMOOK B CEpBUC
aHamutuku Kibana umu cepBuc Sentry. [Io ymonyanuio OmMOKM OTHpaBIISIIOTCS B CEPBUC

anamutuky Kibana.

CepBI/IC Sentry He BXOIWUT B KOMIIJIEKT IIOCTdBKH HO, €ro YCTdHOBKa H HaCTpOﬁKa
BBITIOJIHAETCA aIMHUHHUCTPATOPOM CaMOCTOATENIBHO. HpI/I HaCTPOfIKe Sentry alegyer y4dUTbIBATb

pPeKoOMeHJallhuH, U3JIO)KEeHHbIe B pa3/jeiie «PeKOMeH}IaIII/II/I 110 KOH(l)I/IprI/IpOBaHI/IIO Sentry».

HJIH HaCTPOfIKH CIDYHKI_II/II/I OTIIPABKH omrbok H806X0,I[I/IMO HCIIOJIb30BATh II€peMeHHbIe,

yKa3aHHbIe B Tabnuiie 40.

®

Ecmu B HacTpotikax o6a cepBuca OTKITIOYEHBI, TO OTYEThl 00 OmubKax OTIPABISTHCS

He OyIyT.
Tabmuma 40 — OTmpaBka onmboK
HaumenoBanue HaumenoBanue Tun 3HaveHIe Onucanme
cepBHCa repeMeHHOU repeMeHHOU
common/logger true (1o BxmoueHnne/oTKiIOUeHYE
analviics engglea boolean | ymoi4aHuUIO) | OTIIpAaBKU JaHHBIX B
yHes. / false cepBuc aHamTuky Kibana
OTmnpaBka ook B
cepBuc aHammTuky Kibana
. true (rmo
config/wte/error.log. boolean MOJ'I‘-IigHI/IIO) Omrubxu OTIIPaBIISIFOTCS
analytics.enabled y / false TOJIbKO TIPU BKJIIOYEeHUUN
IiepeMeHHOU
common/logger.analytics.
enabled
config/wte/error.log. strin . OTmnpaBka omuboK B
etcd (CO) sentry.dsn & cepBHUC Sentry
: OTmpaBka omuboK
config/wte/sentry. .
5 y string " cepBuca WFE B cepBuc
wfe.log.dsn Sentry
config/wte/sent Ornpasxa ommGox
5 a string " ceppuca SSO B cepBHC
sso.log.dsn Sentry
. OTmnpaBka omuboK
fig/wte/chatbot. .
conhig/wie/chatbo string " cepruca Chatbot B cepBuc
sentry.dsn Sentry
. . Hostname cepsepa Sentry,
config/wfe/routing/ . . pBep y
string eCJI1 CepBep pa3BepHYT B
error.log.sentry.url JDYTOM JOMeHe
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Haumenosanue Haumenosanue Tun

N .| 3uauenue Omnucauue
cepBHca IepeMeHHOU epeMeHHOU

Bxmrouenne/oTKIIIOUeHYE
oJis 0OpaTHOM CBSI3H.
DYHKIMS TOCTYIHA MTOCTe
BKJTFOUEHHUSI OTTIPABKU

. true (1o
config/wte/error.log. OITUOOK B OJIVH U3
boolean | ymomianuio)

feedback.enabled / false CEepPBUCOB C MIOMOIIIBIO
repeMeHHbIX
wte/error.log.sentry.dsn
wte/error.log.analytics.
enabled

[Ipu BKJIFOYEHUU oJIst obpaTHOMI CBSI3U C MTOMOIIIBIO repeMeHHOU

wte/error.log.feedback.enabled IIOJb30BaTEIb MOXET OCTaBUTh COOCTBEHHBIN KOMMEHTapuu K

OIIMOKe. JTOT KOMMEHTapI/II;’I 6y,I[ET OTIIPABJIEH B 3dBUCUMOCTH OT KOHCl)I/IpraL[I/II/IZ
— B Sentry " JOIIOJIHUT COOTBETCTBYIOIIIee COOBITHE OHII/I6KI/I;

— B cepBuc aHamuTuku Kibana oTfenbHBIM COOBITHEM, C COXpaHEeHWeM HAeHTHdUKATOpa

eventId M3 OPUTHMHAIBHOI'O COOBITHS OIITHOKH.

CobpITHd OmIMOOK CepBUCA aHAJIIMTHUKU OOIIOJIHAKOTCA I/IJIEHTI/I(l)I/IKaTOpOM II0JIB30BATeId U

UJIeHTUUKATOPOM COOBITHSL.

12.2 Pexomengarum 1mo KoHGUrypupoBaHuio Sentry

1. Ins coxpaHeHMsi 0e30IaCHOCTU Cile[lyeT OTPaHUYWTH JIOCTYI K cepBepy Sentry Iyis
IPYIIBl  TI0JIb30BaTesiell, KOTOPLIM OIpeJleieHbl COOTBETCTBYIOIIMe IIPOIecchl JAOMycKa K
MOJIb30BATeIbCKOW UHGOPMAIHU.

OrpaHudeHue JJOCTyTa K )KYPHaLy COOBITHM He MO3BOJIUT MCI0Ib30BATh CEPBUC

JUIS1 OTJIQJIKK Pa3BUTHS aTaKH, a Takxe IS mojrydeHus [1D
00BEeKTOB/II0JIb30BaTeIeH.

2. ITpu nHactporike SSL u B DSN ykasatb url C UCIIOIb30BaHUEM https.

3. B nacrpotikax npoekta cienyet BkimouuThb Verify TLS/SSL st coznanus 3aiuineHHOro

COeZIMHEHHUS C CepBepoM Sentry.

4.B HaCTpOﬁKaX IIpOeKTa HEOGXOHI/IMO YKa3dTb ,IIOMeH/I/IJ'II/I HECKOJIbKO IOMEHOB ITPOOYKTa, B

MeHI0 Allowed Domains, 1y orpanndeHus oOpalieHui K cepBepy 0T CTOPOHHUX JIOMEHOB.
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12.3 Coop nmosib3oBaTeIbCKONH AaHATHTHKH

B «Moi#iOd¢uc YactHoe O6mako 3» peanu3oBaH COOp IMOJIB30BATEIbLCKONM aHAIMTHKH, 10
yMom4aHuio GYHKIMS BbiKtoueHa. [locie BKIIIOYeHMs COXpaHSeT NeMCTBHS I10JIb30BaTelis IpU
pabote c cepBucamu «MoiOduc YactHoe O6mako 3». ITonb3oBaTenbckasi aHaTUTUKA COOHpaeTcs

aBTOMatu4iecku U HanpasJsiercss POST-3anpocamu Ha url: /api/vl/analytics/user analytics.

Hns nomnydyeHus, oOpabOTKM Y XpaHEHUs! JIAaHHBIX CHJIAMHA AJMHUHUCTpPATOpa CHUCTEMBI
CJle[lyeT pa3BepHYTh JOMOJHUTEIbHBIN MPOKCU-CepBep, COOMparolirii 1 00pabdaThIBAIOIIMM JJaHHbIE

n3 POST-3anpocos.

st ynpaBneHust ¢yHknueld cbopa I10/1b30BATeIbCKOM  AHAIMTHUKU  HeobXoJuMo

WCIIOJIb30BATh IIepeMEeHHYI0, YKa3aHHYIO B Tabmwie 41.

Tabmuma 41 — YnpasiieHue MMOIb30BaTEILCKON aHAIUTUKON

HanmenoBanue HaumeHnosanue Tun
. . | 3HaueHue Omnucanue
cepBuca IepeMeHHOU IepeMeHHOU
. true / false
config/wte/ BKJIOYeHUe/
etcd (CO) ; Boolean (mo
user.analytics.enabled OTKJTIOUeHHe QyHKIIUN
YMOJTIaHUIO)
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