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MonOdounc

Bce ynoMsHyTble B 3TOM JIOKyMeHTe Ha3BaHUS MPOAYKTOB, JIOTOTUIIbI, TOPTrOBble MAapKU U
TOBApHbIe 3HaKU MPUHAIUIeXAT UX BJlafieJibIlaM.

ToBapubie 3Haku «MoitOduc» u «MyOfficen npunamiexxar OO0 «HOBBIE OBJIAYHBIE
TEXHOJIOT'UW».

Hu npu kakux oOCTOSITeIbCTBAX Heb3s UCTOJIKOBBIBATH JIIOOOE CO/IepXKMMOe HACTOSIIero
JIOKyMeHTa KakK IpsiMoe MJIM KOCBEHHOe IpefioCTaB/ieHue JIMIeH3UW WM MpaBa Ha KCIO0JIb30BaHUe
TOBApPHBIX 3HAKOB, JIOTOTUIIOB MJIM 3HAKOB 00CITyKHMBaHUSI, IPUBEJIEHHBIX B HEM.

JItoboe HECAaHKIIMOHUPOBAHHOE MCIIOJIb30BAHUE 3THUX TOBAPHBIX 3HAKOB, JIOTOTHUIIOB WJIM 3HAKOB

obcimykuBaHus 6e3 MMCbMEeHHOI'0 pa3pelieHus UX paBoo0IIajaTesis CTPOro 3arpeleHo.
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IMEPEYEHD COKPAIIIEHUM, TEPMHHOB U OITPEJIEJIEHUI

B Hacrosiiiem 1okyMeHTe NTPUMEHSIOT CJIeAyIOlHe COKpAIleHUs C COOTBETCTBYIOIIMMU
pacmmdpoBkamu (cM. Tabmumy 1).

Tabmuna 1 — CoxpallieHust U pacuppoBKU

Copamieinze, PacimmidpoBka 1 onpenienenue
TepMUH
AD Microsoft Active Directory, AKTHBHBIN KaTajor
API Application Programming Interface, untepdeiic mporpaMmmupoBaHus
NIPUJIOJKeHU U
Auth SSO Single Sign-On, moacucrema erHOr0 Bxo/a (ayTeHTUGUKAIIUM U aBTOPHU3AITHUN)
CA Certificate Authority, yaocToBepsitoliuii 1eHTp JijIsl TOATBeP>KIeHUs
MO/IJIMHHOCTH KJTtouel Mmr$ppoBaHUs
CDN Content Delivery Network, ceTb 1ocTaBkY cOfiepKMMOT0 (B IaHHOM CJTydae O/IHa
u3 posieit Auth SSO cepsepa)
CO CloudOffice, O6maunsbiii Oduc, obiee Ha3BaHUe MTPOAYKTA (TPYTIIIEI
PeIaKTOpPOB)
Ccu Converter Unit, cepprc KOHBEPTUPOBAHUS pa3HbIx GbopMaToB (PailioB
DCS Document Collaboration Service, cepBuc pefjakTUpoBaHHUs U KOJUTabopariuu
JIOKyMeHTOB Ha 6a3e kojyia Core
DNS Domain Name System, cucreMa JOMeHHBIX UMeH
DU Document Unit, curorum DCS
EFK Crexk [10 s nenTpanuzoBaHHOI0 cbopa ¥ BU3yalln3alluy KYpPHAIOB COOBITUH,
ElasticSearch + Fluentd + Kibana
ESIA ECHA, Ennnas Cucrema Unentudukanuu u AyTeHTUPUKALINH,
nHbopMalnimoHHas cucrema B P®, obecrieurBaroiiiasi CaHKITMOHUPOBaHHbBIN
JOCTyT 17151 ”HOPMAITMOHHOTO B3aUMO/IeHCTBUS (Tpak/laH-3asiBUTeNIel U
JIOJDKHOCTHBIX JIUI] OPTaHOB UCIIOTHUTEIbHOM BJIACTU) K UHGOpMaIuH,
coJiep>kallieiics B rOCyAapCTBEHHbIX U UHBIX MHPOPMAIIMOHHBIX CUCTeMaxX
ETCD Pacnipenienennas cucrema xpaHeHust KOHQUTypaluu
FCM Firebase Cloud Messaging, cepBuc yBeomiieHU MOOWTBHBIX TTPHAIOKEHU N
Google, panee HaspiBasics GCM
FQDN Fully Qualified Domain Name, nosiHoCTBIO OnIpesiesieHHOe NMsI JlOMeHa
GCM Google Cloud Messaging, cepBuc HOTUGUKAIIUN MOOUIIBHBIX TTPUIIOKEHUN
Google, 3amenen cepsucom FCM
HMS Huawei Mobile Services, cepBuc HoTUdUKAITAN MOOUIIbHBIX TPUIOXKEHU N
Huawei
Inventory datin ansa Hactpoviku Ansible ¢ mepeuncienuem poseit u ux [P-agpecoB
IPVS IP Virtual Server
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1 OBIIIME CBEJEHUSA

1.1 Hazuauenue

«MoiiO¢uc Yactaoe O6mako 2» — KOMIJIEKC 6e30macHbIX BeO-CepBHUCOB U TPHUJIOXKEeHUH
JUIsl OpPraHU3alluy XpaHeHHUs, IOCTyIla U paboTsl ¢ ¢paliaMu U IOKYMeHTaMU BHYTPU KOMIIAHUH.

B cocraB nponykTa BXOAST:

— Cucrema XpaHeHHs JaHHBIX Jyisi 0e30MaCHOr0 XpaHeHHUsl KOPIOpPaTUBHBIX GaljioB U
obecriedeHUs] BO3MOXKHOCTEM aBTOpPW3allMM, ayTeHTUPUKAIUM M pasrpaHUyeHus IpaB
JIOCTYIIa I0JIb30BaTeseun;

— CucreMa pelakTUPOBAHUSI U COBMECTHOM pabOThI ISl UHIMBU/IyaJIbHOTO U COBMECTHOI'O
PEeIaKTUPOBAHMSI TEKCTOBBIX W TAOJIMYHBIX JIOKYMEHTOB, a TakXXe IIPOCMOTpa U
JIeMOHCTpALUU IIpe3eHTalluu;

— AZIMUHUCTPATWBHAs IaHeJlb CUCTEeMbl XpaHEeHUs Ui YIpaBjeHUs I10JIb30BaTeJIsSIMU,
rpyninamMu, o0IMMU ManKaMu, JJOMeHaMHU ¥ TeHaHTaMH .

B cocraB mpojykTa BXOIAT Cilefylollide MpUIIOXKeHUs Jjisi paboThl B Beb-Opay3epax U Ha

MOOWIIBHBIX YCTPOMCTBAX:

— «MoutOduc [lokymeHTbI» — BeO-IPUIOXKEHUe JJIsi OPraHU3allud CTPYKTYPUPOBAHHOI'O
xpaHeHUs] GaWJiOB, BBINOJHEHUs omepanuid ¢ ¢aaMu W TalKaMy, HaCTPOMKHU
COBMECTHOTO JIOCTYTIa;

— «MoitOduc Tekcr» — Beb-pemakTop it OBICTPOTO W YJOOHOrO CO3[AHUSI U
dopmaTrpoBaHUs TEKCTOBBIX JIOKYMEHTOB JIFOOOM CJIOKHOCTH;

— «MoiOduc Tabnuma» — Beb-pellakToOp ISl CO3[aHHUS 3JIEKTPOHHBIX TaOMMII, BeneHUs
pacyeToB, aHAJIM3a IAHHBIX U IPOCMOTPA CBOJIHBIX OTYETOB;

— «MouOduc Ilpezentanus (Beta)» — Beb-pemakTop s co3maHus, OGOPMIIEHUS U
JIeMOHCTPAIINK NIpe3eHTal1ui;

— «MoiOduc [lokyMeHTbI» 11 MOOMJIBHBIX IJIaTPOPM — IPUIIOXKeHHe Ui IPOCMOTpa U
pPelakTUPOBAHUSI TEKCTOBBIX JIOKYMEHTOB, OJJIEKTPOHHBIX TabiuI] U Ipe3eHTaIui,

npocmotpa PDF ¢aiinios, a Takke JocTyra K 00Ja4HBIM XpaHWINIAM Ha cMapTdOHAX U
mranIerax ¢ OC Android, i0OS u iPadOS.
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1.2 Omicanme apxXuTeKTyphI
Obmas apxutekTypHas cxeMa «CHCTeMbl peJaKTHpOBaHMS M COBMeCTHOM paboThbl

(CO)» (manee — CO) npuBesieHa Ha pUcyHKe 1.

;]
- ) —
e
PenakTopbl XpaHunuwe
(o) (FS)

Mone3oBartens

Pucynok 1 — Ob6mas apxutektypHas cxema CO

1.3 TpeGoBaHus K nepcoHay

Hns paboter ¢ [I0 AnMuHHCTpaTOpy HeoO6XOguMO 00JlafaTh pejieBaHTHBIM OIIBITOM I10

CJIeyIOUM HallpdBJIEHUSM:
1. OcHOBHI ceTeBOro AdIMUHUCTPUPOBAHUA:

— cereBasi mojientb OSI u crek nmpoTtokosnos TCP/IP;
— [P-agpecanust 1 MacKu MOJICeTH;
— MapUIPyTU3alIUs: CTaTU4ecKasi U JUHAMUYecKas;

— MPOTOKOJ obecreyeHus 0TKazoycTrorunBocty 1uto3a (VRRP).
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2. Paborta c ropcucTeMoi BUPTyaln3alliyi Ha YPOBHE 3KCIlepTa:
— ycranoBka Docker;

— 3aIlyCK/OCTaHOBKa/Ilepe3alyCK KOHTeHHepoB;

— paboTa c peeCTpOM KOHTEHHEpOB;

— paborta ¢ VMware vSphere ESXi 6.5 u BbiItIe;

— IOJIy4yeHHUe ITapaMeTPOB KOHTeHHepOB;

— cetb B Docker, B3anmoielicTBre MPUIOKEHUH B KOHTEHHepax;
— pelleHVe Ipo0yieM KOHTeHHepHON BUPTYyalv3alluy.

3. Pabota ¢ komanaHo crpokoirt OC Linux:

— 3HaHus B 06peme kypcoB Red Hat RH124, RH134, RH254;

— 3HAHUS B 00beMe, IOCTaTOYHOM JTSl CIIa9M CepThPHUKAIMOHHOT0 3k3amMeHa Red Hat
EX?300.

4. Pabota co city>x60it jomeHHbIX UMeH DNS:
— 3HaHUe ocHOBHBIX TepMUHOB (DNS, IP-anpec);

— NoHKWMaHMe npuHIuUIoB pabotel DNS (kopHeBbie cepBepsl, TLD-cepBepsl, cepBepbl IMeH
JIOMEHOB, pa3pellaolui cepBep UMeH);

— 3HaHMe TUIIOB 3anucy U 3arnpocos DNS.

5. 3HaHMe BUJIOB apXUTEKTYPHI, & TaK)Ke OCHOBHBIX KOMIIOHEHTOB UH(PACTPYKTYPhI

oTKpeITHIX Kitoue (PKI):
— 3aKPBITHIN U OTKPBITHINA KIIIOYY;
— cepTUPUKAT OTKPHITOTO KITIOYA;
— peructpaiiioHHbIi 11eHTp (RA);
— ceprudukanuoHHbIN meHTp (CA);
— xpanwiuie ceptudukaroB (CR).
6. [IpakTHYeCcKUi ONBIT AJIMUHHUCTPUPOBAHMS HAa YPOBHE 3KCITepTa:
— Etcd;
— Elasticsearch;
— Prometheus;
— RabbitMQ;
— Redis.

7. Pabora ¢ cucteMol aBTOMaTr3aliuy pa3BepTbiBaHust Ansible.

© 00O «HOBLIE OBJTAYHBIE TEXHOJIOT'UHW», 2013 — 2024
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1.4 CocraB aucTpudyTHBa

Komnnexkt mocraBku [1O0 mnpenHasHayeH yisi MOATOTOBKM WHGPACTPYKTYphl cepBepa C

POJIbIO operator U AanbHelIel ycraHoBkd CO. KommsiekT Bkiitodaer B cebst:

— WCIOJHSAeMbIH ¢alsl co ansible bin 2.8.run,

IIO/ICKCTeMBI yIIpaBjieHUsl KOHQUTYPaLIUSIMU;

Hpe)IHaSHa"IEHHHﬁ AJisl  YCTaHOBKH

— UCHOJIHseMbIN Gailyl co_infra bin 2.8.run, IpelHa3HAYeHHbIN JJIS1 YCTAHOBKU

xXpaHumIa oopa3os Docker;

— ¢aiin, comepokalMil TUIEH3UOHHOe COorJlallieHue, TOMUTHKY KOHOUIeHITUATbHOCTH U

CIMCOK JuIeH3ui ucnosnbszyemoro [10 B popmate html.

1.5 Ilepeuyenb TeXHUYECKOH IOKYMeHTaI[UH

[TepeueHb TexHHWYECKOM TIOKyMeHTAllUH, IIpeJICTaBIeHHbI B Tabmiuile 1, pefHasHaveH s

pa3BepTbIBaHMS CEepBEPHOM YacCTH, HACTPOMKM M JajbHEWIIero aJIMUHUCTPUPOBAHMS IPOAYKTa

«MoiiO¢uc YactHoe O6mako 2».

KoMmmiekT [OKyMeHTalMu pacipoCTpaHsieTCs Ha KOMIIOHeHTHI TmpoaykTa «MonOduc

Yactaoe O6mako 2»:

— CucreMy pellakTHpOBaHUs U coBMecTHOU paboTel (CO);

— Cucremy xpanenus gaiHbix (PGS).

Tabmuna 1 — Ilepedyenb TeXHUYECKOUM AOKYMEHTAI[UU

aJMUHUCTPUPOBAHUIO»

Hcnonb3yemble
HanmMeHoBanue nokymeHTa Y CopepxaHue TOKyMeHTa
KOMITOHEHTBI
«"MoitO¢uc Yactaoe Obmako 2". HCTeMHBIe U IPOTPaMMHbIe
"Mou O 9 06 2" CO. PGS C
HCTeMHbIe T BAHUS» ’ T BAHUS K TPOAYKT
Cucre e TpeboBa eboBa 0
«"MoiiO¢uc Yactaoe Obmnako 2". OnucaHue apxUTEKTYPbl TPOYKTa
ApxuTtekTypa» CO, PGS JUTsl BBIOOpA TUIIA YCTAaHOBKU U
BbIJIEJIEHHU S PECYPCOB ISl CEPBEpOB
«"MoitO¢uc Yactaoe Obmaxo 2". [Topsimok ycTaHOBKM CUCTEeMbI
PykoBopcTBo 110 ycTaHOBKe» CcO PelaKTUPOBAHUS U COBMECTHOM
pabotsl (CO)
«"MoitOduc Yactaoe O6mako 2". ITopsmok YCTaHOBKYM CHCTEMBI
PGS
PykoBozcTBO 110 ycTaHOBKe» xpaHeHUs JaHHBIX (PGS)
«"MoiiO¢uc Yactaoe Obmako 2". Hacrpoiika cepBepoB mpojyKTa
PykoBopcTBo 110 HacTpoiike» IIOCJie YCTaHOBKU U B XOJIe
CO, PGS OKCITyaTalluu CUCTEeMBbI, a TaKXKe
MIpoIlecChl MOHUTOPUHTA U
JIOTUPOBAHUS
«"MoiiO¢uc Yactaoe Obmako 2". DYHKITUU YIIPaBJIeHUs TEHAHTOM B
PykoBopactBo 1o CO, PGS X0/Jle IKCILTyaTallu CUCTeMbl

Yacrtaoro obiaka
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Hcrnons3yemsie
HaumenoBanue gokymeHnTa Y Conepxanue JOKyMeHTa
KOMIIOHEHTBI

«"MonOd¢uc Yactaoe Obmaxo 2". [Topsinok pe3epBHOI0 KOIMPOBAHUS
PykoBojicTBO 110 pesepBHOMY PGS 0a3 TaHHBIX, PACIIOJIOXKEHHBIX B
KOIIMPOBAHUIO» CUCTeMe XpPaHeHHsI JaHHbIX
«"MonOd¢uc Yactaoe Obmaxo 2". Jlornueckas MoJiesib CepBuCa,
CepBUCHO-pecypcHas MOfieJIb» OIMCHIBAIOLIAS COCTaB U

B3aWMOCBSI3U KOMIIOHEHTOB

CO, PGS

(pecypcoB), KOTOpble COBMECTHO

obecrieynBaroT IpefoCcTaBleHre

cepBuca

1.6 IIporpaMmMHFbIe U anmapaTHbIe TPEeOOBAHHUS

[Tporpammuble U anmnapaTHble TpeboBaHUS K Tekylled Bepcuu 10 ykasaHbl B JJOKyMeHTe

«"MoitO¢uc YactHoe Obmnako 2". CucreMHble TpeOOBaHUSD.

1.7 TumnoBbIe cxeMBbI YCTAaHOBKH

CTpyKTypa cepBHca MOXeT ObITh IpeJICTaBJIeHa BYMsI TUIIaMH YCTaHOBKHU:

— standalone (Ha oJMH BUPTYaJbHBIM CepBep WM Ha HECKOJIbKO BHUPTYaJIbHBIX CEpBEpOB B

pamMKax 0JIHOr0 GU3UYEeCKOT0 cepBepa);

— KJIacTepHasi (BCe POJIM YCTAHABJIMBAIOTCS HA pasHble BUPTyalbHble CepBepa WU

dusndeckue ceppepa).

1.7.1 Standalone

KOHCl)I/IpraLII/IH 6e3 OTKaSOYCTOI;'I‘lPIBOCTPI HCITIOJIb3YyEeTCs I paBpa6OTKI/I WK J1eMOHCTpaliun

BO3MOXKHOCTeH npopaykTa (virtual appliance).

YcraHoBka B MUHMMAJIbHOM KOHQUIypalluy UCII0JIb3yeT TPU CcepBepa:

— cepBep C POJIbl0 operator JJIs yIIpaBJieHUs IPOLeCCOM YCTaHOBKY;
— cepBep C POJIbIO cosa [IJIsl YCTAHOBKU peIaKTOPOB U AonosiHuTensHoro [10;

— CcepBep C POJIbIO pgs JIs pa3MellleHus U XpaHeHusl 0a30BbIx OUOIMOTEK U daitIioB.

1.7.2 KnacrepHas ycraHOBKa

OTkazoycroiunBasi KOHPUTYypalusl, UCIIOJIb3yeMast Il TUTIOBOM YCTaHOBKU IPOAYKTA.

Jl1s1 coxpaHeHUsl YPOBHSI OTKA30yCTOMUYHMBOCTU He peKOMEeHIYeTCs COBMellaTh CepBepHbIe

POJI MeXxnay coboi. COBMeH_[eHI/Ie AOITYCKdeTCd B OTAEJIbHbIX CITy4dsaX IOJisI SKOHOMHH peCypCoB.

© 00O «HOBLIE OBJTAYHBIE TEXHOJIOT'UHW», 2013 — 2024

12



MonOdounc

1.7.3 Ilopsaaok ycTaHOBKM CepBepoB

1. HeobxomuMo NOATrOTOBUTHL CepBep C POJIbI0 operator B COOTBETCTBUU C pasfielioM
«IlonroroBka cepBepa C poJiblo operatorn.

B kadecTBe cepBepa C pONbI0 operator MOXeT HCIIOIb30BAThCs PAbOUYMl KOMITBIOTED
I10JIb30BaTeJIs], OTBeYAoIIMK TpebOBaHUIM, YKa3aHHBIM B lokyMeHTe «''MoitO¢uc YactHoe Ob61ako
2". CucreMHble TpeOOBAHUS.

2. Ecnu komiuiekT nocrasiisiemoro 10 Bkimtodaet B cebst mpoaykT «MoutOduc Iloura 2», To
HeobX0JITMMO BBHIIIOJIHUTD YCTAaHOBKY ITOYTOBOI'O CepBepa, C IIOMOIIIbIO CepBepa C POJIbi0 operator.

[Topsimok ycTaHOBKM IIOYTOBOTO CepBepa NpejicTaBiieH B JokyMeHTe «"'MoinOduc Iloura 2".
PykoBozacTBO 110 ycTaHOBKeE IIOYTOBOT'O CepBepa

3. C moMoIipio cepBepa C poyibl0 operator HEOOXOAWMO MOATOTOBUTh MHPPACTPYKTypy U
BBITTOJIHUTD YCTaHOBKY CucTeMbl XpaHeHus JaHHBIX (PGS).

4. C momoIiplo cepBepa C POJIbIO0 operator HEOOXOAWMO TOITOTOBUTH MHPPACTPYKTYPY U
BBIIIOJIHUTH YCTaHOBKY CHCTeMbI peJJaKkTHpOBaHUs U coBMeCcTHOU paboTel CO).

5. Jlns panpHenmield paboTel cepBep C pOJIBI0 operator He HCIIOJIb3YeTCs, U MOXeT
IOTPeb0BaThCSl TOJILKO JI71s IepeyCTaHOBKM CUCTeMbI UJIN OTIeJIbHbIX CePBHCOB.

6. C momolpio JTOKYyMEHTOB II0 HACTpOiKe, IlepeddciieHHbIX B pasfene «llepeuenb
TeXHUYEeCKOU JOKyMEeHTAI[MK», BBIOIHUTh HeoOX0[MMble MHTerpalluii U YCTaHOBUTH IapaMeTphl

CEpBHUCOB.
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2TIOAT'OTOBKA K YCTAHOBKE

2.1 IloaroToBKa cepBepoOB YCTAaHOBKH

[lepen HauaoM yCTaHOBKHM HEOOXOAMMO O3HAKOMHUTBHCS C JOKyMeHTOM «''MonOduc

YactHoe O6nako 2". Apxutekrypa». B COOTBeTCTBMM C TUIIOM YCTaHOBKM HeOOXOAUMO

MOATOTOBUTH HY>KHOE KOJIMYeCTBO PU3NIECKUX UIIM BUPTYaAIbHBIX CEPBEPOB.
Ha Bce cepBepa, npeiHa3HayeHHbIe /IJIs pa3BepPThIBaHUSI CUCTeMbl, HEOOXOJIMMO YCTAaHOBUTD
OC, cootBercTByOMIyI0 TpeboBaHusM nokymeHTa «"MoiOduc YactHoe O6mako 2". CucremHbie

TpeOOoBaHUS.

2.1.1 Konpurypupoanue OC Astra

2.1.1.1 YcranoBka Ha Astra SE 1.7 B 3aniuieHHbIX BapHaHTax

OcHOBHBIE OTIIMYMSL MeX]y BapuaHTamMu 3amuileHHoctd Astra SE 1.7 mnpuBenenbsl B
Tabmnuiie 2.

Tabnuna 2 — Yposuu 3amumenHoct OC Astra

@DyHKIMS 0e3011aCHOCTH| Y POBEHb 3alIUTHI VpoBeHb 3alUTHI VYpoBeHb 3alUTHI
«bazoBbiiin* «YcuneHHbIA» * «MakcumanbHbI» ¥

3aMKHYyTast He nocrynna HocrynHa (1o Hocrynxa (1o
IporpamMmHasi cpesia YMOJTYaHUIO YMOJTYaHUIO
BBIKJIFOUEHA) BBLIKJIFOUEHA)

Oumncrka He nocrymnna HocrymnHa (1o HocrynHa (1o
0CBOOOXXIaeMoi YMOJTYaHUIO YMOJTYaHUIO
BHEIIIHeW MMaMsTH BBIKJIIOUEHA) BBIKJTIOYEHA)

MaH1aTHbIN He nocrynna HoctymHa (1o HoctynHa (1o
KOHTPOJIb YMOJTYaHUTIO YMOTYaHUIO
1[eJIOCTHOCTU BKJTIIOUEHA) BKJTIIOUEHA)

MasnnatHoe He nocrynna He noctrynna HocrynHa (1o
yIpaBJieHue YMOJTYaHUIO
JIOCTYTIOM BKJIIOYEHA)

* — HanmeHoBaHue OC AcTpa B COOTBETCTBUU C YPOBHEM 3allUTHI:

— BazoBrbiii ypoBenb — Actpa 1.7 «Opemny;

— Ycunennsiii yposenb — Actpa 1.7 « Boponex»;

— Makcumanphbiii ypoBeHb — Actpa 1.7 «CMomneHck».

TeKYIIII/Iﬁ YPOBHEHbDb 3allIMIIIEHHOCTHU ITPOBepseTCs C IOMOIIIbIO KOMaH/IbI:

root@voronezh:~# astra-modeswitch list

0] base(orel)
1 advanced(voronezh)
2 maximum(smolensk)

root@voronezh:~# astra-modeswitch get

1
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TGKYI_LII/Iﬁ CTaTycC BHMKHYTOfI HpOFpaMMHOﬁ Cpedbl IpoBepseTcsd C IIOMOIIbIO KOMdH/IbI:

root@voronezh:~# astra-digsig-control status
ACTIVE

Tekyimii cTaTyCc OYUCTKA OCBOOO>K]aeMOM BHeIlIHel MaMsITU (OUYMCTKA Pa3ieioB MOJIKAuYKU
Y rapaHTHPOBAHHOE yJianieHue $HaiiioB) IPOBEPSIeTCs C TOMOIIbIO KOMaH/IbI:

root@voronezh:~# astra-swapwiper-control status
ACTIVE
root@voronezh:~# astra-secdel-control status
ACTIVE
on /
TeKYHII/Iﬁ CTaTyC MaHOATHOI'O KOHTPOJIA eJIOCTHOCTHU IIpOoBepdaeTCsd C IIOMOIIbIO KOMAH/IbI:

root@voronezh:~# astra-mic-control status
ACTIVE

Tekymuii cTaTyc MaHJ]aTHOTO YIIpaBJieHus JOCTYIIOM IIPOBepsIeTCs C IOMOIIbIO KOMaH/IbI:

root@voronezh:~# astra-mac-control status
INACTIVE

Tekymuii craTyc 3ampera BKJIIOYeHHsI OWTa BBIMIOJHEHUs IPOBEpPSeTCS C I1OMOIIBIO

KOMaAH/bI.
root@voronezh:~# astra-nochmodx-lock status

ACTIVE

2.1.1.2 YcranoBka CO Ha ycWeHHOM ypoBHe 3amuiieHHocTH («BopoHex»)

VYcranoBka ocymiectiiseTcss Ansible oT MeHu Mosb30BaTesis astra, JIsi KOTOPOTO JIOJDKHA
OBITH HACTPOEHa BO3MOXKHOCTH BBITIOTHATE sudo 6e3 maposis.

1. ITonb3oBarenio astra HEOOXOAUMO YCTAHOBUTH MaKCHMAJIbHBIM ypOBEHb 11eJIOCTHOCTH 63
(cootBerctByeT anmuHuctpaTopy OC). IIpoBepuTh ypoBeHb 11eJI0CTHOCTH T1OJIb30BaTesIsi BO3MOXHO
C TIOMOTIIBI0 KOMaH/IbI:

root@voronezh:~# pdp-id -1i
63
2. YcranoBka Ansible u pabora CO (Bepcuu 2.8) HEBO3MOXHA IpU BKJIIOYEHHOM 3alipere

BKJIIOYeHUsl OuTa BhINONHeHUs. [lepen HavamoM ycTaHOBKM Ha BCeX cepBepax HeoO6X0JWMO

BBITIOJIHUTb KOMaHY.

astra@voronezh:~$ sudo astra-nochmodx-lock disable
astra@voronezh:~$ sudo astra-nochmodx-lock status
INACTIVE

3. YcranoBka Ansible u pabora CO (Bepcuu 2.8) HEBO3MOXKHA IPU BKJIIOYEHHOM peXUMe

3aMKHYTOM IporpaMMHOM cpefibl. Heo6x0/1MMO IpOBepuTh CTaTyC peXXruMa C TOMOIIbIO KOMAH/IbI:

astra@voronezh:~$ sudo astra-digsig-control status
INACTIVE

4.:HPH CTaTyCe ACTIVE TIiepell Ha4aJIOM YCTAHOBKKM Ha BCeX CepBepax HEO6XOHHMO

BBIIIOJIHUTb KOMaHIY:

astra@voronezh:~$ sudo astra-digsig-control disable
astra@voronezh:~s$ sudo reboot

astra@voronezh:~$ sudo astra-digsig-control status
INACTIVE
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5. Heobxomymo mpoBepuTh CTaTychl IlapaMeTpoB 0e30I1acHOCTH,

JOJIDKHBI COOTBETCTBOBATDH Ta6JII/IIJ,'e 3.

Tabmuma 3 — IlapameTpbl 6€301MaCHOCTH IO YMOJTYaHHIO

HanmeHoBaHMe KOMaHIbI Craryc

astra-bash-lock status INACTIVE
astra-commands-lock status INACTIVE
astra-docker-isolation status INACTIVE
astra-hardened-control status INACTIVE

astra-interpreters-lock status ACTIVE
astra-lkrg-control status INACTIVE
astra-macros-lock status INACTIVE
astra-modban-lock status INACTIVE
astra-overlay status INACTIVE

astra-ptrace-lock status ACTIVE
astra-sumac-lock status INACTIVE
astra-shutdown-lock status INACTIVE
astra-ufw-control status INACTIVE
astra-ulimits-control status INACTIVE

6. CJIE}IYGT IIPpOBEpUTHh NOCTYIIHOCTD PeliO3uTOpHEB, IJId ITPOBEPKU HeO6XO)II/IMO BBIIIOJIHUTD

KOMaH/Iy:

apt-get update

Komanpa nmoimkHa 3aBepiiaThest 63 OImoOKH.

[Ipn HaJIMIUU

COOHHOT0

3epkasa Pero3uTopus

3HAYeHHdA KOTOPbIX

(Harrpumep,

http://mirror.yandex.ru/astra/stable/orel/repository orel InRelease), ero HeobxomumMo yaanuTh U3

JUPEKTOPHH /etc/apt/sources.list.

2.1.1.3 YcranoBka CO Ha MaKCHMaJIbHOM yPOBHe 3anuiieHHoCTH («CMoJIeHCK»)

Hns ycranoBkr CO Ha MakCHMaJIbHOM ypOBHe 3amiyileHHOCTHA («CMOJeHCK») HeoOX0AuMOo
BBITTOTHUTE omeparuu ¢ 1 mo 6 pasgena «YcranoBka CO Ha yCHUJIEHHOM ypOBHe 3alUINIEHHOCTH
(«Boponex»)».

JlononHUTeNbHO ClleflyeT OTK/IIOYUTh 0053aTelbHYI0 IPOBEpPKY BCTPOEHHBIM CKaHEpPOM

OpenSCAP o6pazoB Docker B ¢aiiie ~/install co/group vars/co setup/extra vars.yml.

Jna OTKJIIOUCHUS HeobxXoIuMo n0b6aBUTL K 3HAYCHUIO repeMeHHOU

docker daemon parameter CJIeAYIOIIMe ITapaMeTphI:

docker daemon parameters:
# TODO: temporarily disable openscap scans until containers are fixed.
debug: true
astra-sec-level: 6

BHHYCK YCTAHOBKH BBIIIOJIHAETCH C IIOMOIIbIO KOMaH/IbI:

ansible-playbook -i inventory/smolensk.yml playbooks/main.yml \
-u astra -b
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2.2 Hacrpoiika ceTeBBIX COeINHEeHUH

Hacrpoiika ceTeBOoro coenvHeHus [OJDKHA OBITb BBIIIOJIHEHA HA BCeX CepBepax,

NpeHa3HAYeHHBIX JIsl YCTAHOBKY CUCTEMbI, B TOM YHCJIe Ha CepBepe C POJIbIO operator.
J11s1 paboThl cepBepoB B JIOKAJIbHOM CeTH He0OXO0IMMO 3a/iaTh CieAyIoIIre mapaMeTphl:
— [P-anpec;
— Macka nojceru;
— OCHOBHO¥ IIITIO3;
— DNS-cepgep.

[TpuMep HACTpPOWKH CETEeBOTO COeAUHEHHs C IMOMOIIbI0 KoMaHaHoW cTpoku B OC Astra

(cm. IIpunoxenue B).

2.3 IloaroroBKa cepBepa c pojibio operator

2.3.1 YcranoBka gonoaaureabHoro I10

B cootBercTBUU ¢ nokymeHTOM «"'MouOduc YactHoe O6imako 2". CucreMHbIe TpebOBaHU D
Ha cepBepe C poJIbI0 operator HEOOXOIMMO YCTaHOBUTD MaKeThl gonoyHuTensHoro [10.

Pexomennyercs ucnosnb3oBath «auctyio» OC s mpeqoTBpaIlieHus MOsBIIEHUS ONIMOOK,
CBSI3aHHBIX C UCIIOJIb30BaHHWEM KOHQUTYPAIIMOHHBIX baiiyioB.

Koudurypauunonssie anibl, yCTaHOBJIEHHBIE o YMOJIYaHUIO
(HarpuMep: /etc/ansible/ansible.cfg), HEOOXOAUMO YIAJIUTh WM 3aMeHUTh QailaMu U3
KOMILIeKTa nocrasiisiemoro [10.

JlJisl yCTaHOBKHM IaKeTOB HEOOXOAMMO 00eCrneduTh CepBepy C POJbI0 operator BBIXOA B

VIHTEepHeT.

3arpelaeTcsl yCTaHOBKa IIOCJIeAHUX Bepcui fononHuTenbHoro 110, nocTynHeix B
periosutopui. Ilepes yctaHOBKO¥ clleflyeT 03HAKOMUTHLCS C TPeOOBaHUSIMU K
BepcusM ansible-core u mopyssim Python.

YcraHoBka JOITIOJIHUTEeJIBHOI'O IIO moxxer OBLITL BBIIOJIHEHAa aBTOMATHYeCKUA C IIOMOIIIBIO
CKpHIITa YCTaHOBKH, PACIIOJIOKEHHOT' 0 B CIIeyroIen JIUPEeKTOpUUu
N/install_co/contrib/venv_setup.sh”HHHBaHYCKaHe06XOHHMOIHﬂHOHHHTbKOMaHﬂy:

bash ~/install co/contrib/venv_setup.sh

2.3.2 YcraHOBKa B ceTH 0e3 BbIX0/1a B HHTepHeT

Hns ycranoBku CO B JIOKaJIbHOW ceTH, 0e3 MpsIMOr0 BBIXOJla B MHTEpHeT, HeoOXOAUMO

o0ecneuuTh JOCTYIHOCTh AonoiHUTeNbHbIX akeToB [10. [Iepeuens Heobxomumoro [1O npusenen

B fokyMeHTe «"MoiOduc YactHoe O6imako 2". CucteMHble TpeOOBAHUS».
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Jnst obecniedenyist JOCTYITHOCTA HEOOXOJIMMO BBITIOJIHUTD CJIeyIOIIHe IeUCTBUSL:

— CcKauaTh Paisibl CO CTAaH/IAPTHOI'O PEIIO3UTOPHS C IIOMOIIIBIO MIPSIMOTO BBIXO/Ia B UHTEpPHET;
— pa3MecTuTh akjibl Ha JIOKAJIbHOM CepBepe;

— 006ecIieunTh IOCTYI K CepBepy 110 JIOKaJIbHOM CeTH;

— ycranoBuUTh [10 1 HacTpoUTH JTOKaMbHBIN pento3utopui (cM. [Ipunoxenue A);

— BBINIOJIHUTD 3aMeHY CTaHAApTHOT'O Pell03UTOPUS Ha JIoKanbHbIN (cM. [Ipunoxenue b).
3aMeHa CTaHIAPTHOI'O PeIO3UTOpPHs Ha JIOKAJIBHBIA BBINOJHSETCS Ha CepBepe C POJIbIO

operator.

2.3.3 YcraHoBKa IIOJICHCTeMBbI yIIpaBJieHHs1 KOHQUIypalusiMH

YcraHOBKa BBITIOTHSETCSI Ha CepBepe C POJbI0 operator. [lOpsmok [eWCTBUM TIpU
yCTaHOBKe:

1. CkonupoBath aill co ansible bin 2.8.run B KOPHEBYIO AUPEKTOPUIO MOJIb30BATeJIs
(rme 2.8 — UMSI BEPCUN).

2. 3anyCTUTh CKPUIIT YCTAHOBKU:

bash co _ansible bin 2.8.run
3. ,HaTb COorJlaCve Ha IIpoAoJKeHre YCTAHOBKH, HA’KdB Hd KJIABUITY «Y». HpI/IMep 3dllpocCa:

Do you want to continue? [y/N] vy
4. Tlocne 3aBeplIeHrsd YCTAaHOBKHM Ha OJKpaHe II0JIb30BaTesld 6yneT OT06pamEH CIIMCOK

BBITIOJIHEHHBIX onepanuid u coobieHus. Heobxonumo yOeauTbCs, YTO CIHUCOK COJEPXKUT

COODIIeH sl [ OK ] WM [ CHANGE ] — 3TO CBUJIETEJILCTBYeT 00 yCIIellIHON yCTaHOBKe.

HpI/I IMoJIy4eHru COOGH.[EHI/IH [FAIL] HE‘O6XO)II/IMO O6paTI/ITbC$I B TEXHUYECKYIO IIOAEPXKKY.

2.3.4 Y cranoBKa xpaHwinia odpa3os Docker

YcraHoBKa BBINOJIHSETCS HA cepBepe C PONbI0 operator. [lopsmok neicTBuil npu
YCTaHOBKE:

1. CxonmpoBaTh paiiii co_infra 2.8.run Ha CepBep C POJbIO operator (Te 2.8 — UMS
BEPCUH).

2. 3anyCTUTb CKPUNT YCTaHOBKH:

bash co _infra 2.8.run
3. JloxaThecs MIPOBEpKH 11eJIOCTHOCTH ¢aiiyia ¥ ero pacliakoBKH.

IIpumep BrIBOAA:

Verifying archive integrity... 100% MD5 checksums are OK. All good.
Uncompressing Co Infrastructure Node Package [RELEASE] 100%

4. Jlatb coryacrvie Ha IPO/IOJDKEHHe YCTAaHOBKY, HAXKATh Ha KJIABUIITY « Y ».
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Do you want to continue? [y/N] vy
5. Ilocne 3aBepuieHusi paboThl ucHoyHSieMOro ¢aijia Ha B3KpaHe I0Jib3oBaTelis OyJeT

OTOOpaKeH CIIMCOK BBINIOJHEHHBbIX omneparuii. Heob6xomuMo y0enuTbCsl, YTO CIIMCOK COJEP>KUAT
COOOIIeHMs [ OK ] WM [ CHANGE] — 3TO CBUJIETEILCTBYET 00 YCIIelllHOM yCTaHOBKe.
[Ipu momydeHuu cooOITieHus [FATL ] HeOOXOAMMO 0OPAaTUTHCS B TEXHUYECKYIO MOJIEPXKKY.

O J1J1st ¥cTIO/Ib30BaHMS IPYTHUX CUCTeM KOHTeHHepr3alluu HeobxoauMo 06paTUThCS B
TeXHUYECKYI0 TO/JIEPXKKY .

2.3.5 Hacrpoiika 3aBucumocreii Python

Ha cepBepe <c pombio operator 3aBUCMMOCTH Pyhton ykazanblr B daiine
~/install_co/contrib/co/requirements.txt.,HHH WUCIIOJIb30BAaHWSI 3aBUCUMOCTEH U3 ¢mﬁna

HeO6XOIII/IMO BBITIOJIHUTb KOMaHY:

pip3 install -r ~/install co/contrib/co/requirements.txt

O ITpu ycranoBke mopyseit Pyhton c moMomipsto ckpunrta venv_setup. sh HaCTpoOHKa
3aBHCHMOCTEH BBIIIOJIHSETCSl aBTOMaTUYeCKU

2.4 Co3naHue U pa3MelieHye cepTHPUKATOB

2.4.1 Co3panue ssl-ceprupuxaroB

st obecriedeHusl 3alllMIIIEHHOTO COeIUHEHHUs] Mexay Iojib3oBareneM U cepBepom CO
ucnosnbdyercs: SSL-ceprudukanus. OpraHuzaiuyd HeoOXOAUMO yCTaHOBUTh SSL-ceptrdukaT Ha
CBOM cepBep, 4TOOBI MOJIIep>KMBaTh 6e30I1aCHYI0 CeCCHI0 C Opay3epaMu I0JIb30BaTese.

SSL-cepTudukarh! BBEIITYCKAIOTCS JOBEPEeHHBIM IIeHTpoM ceptudukanuu. bpayseper, OC u
MOOWJIbHBIE YCTPOMCTBA MOMAJIEPXKUBAIOT CIHMCOK KOPHEBBIX CEePTU(HKATOB JIOBEPEHHBIX I[EHTPOB
cepTUdUKAIHHN.

B ornmenpHBIX cioydasx (HampuMep I JIEMOHCTpAIlMM  TPOJIYKTa) JIOIMyCKaeTCs
VCIIOJIb30BaHUe CaMOIIOJIMCAaHHOIO cepThudukaTta. llopsmok co3maHus  CaMOIOOIIKMCAHHBIX
ceptudukaToB onucad B [Ipunoxenun I'.

Hns YIIPOILIEeHUS HAaCTPOMKH darin IlepeMeHHbIX
N/install_co/group_vars/co_setup/main.ymlCOHerQHTHMeHaCEpTH@HKaTOBIH)YMOanHHH)
@EKHHHTLS cert and key filenames)

HeobxoamMo ucIiosib3oBaTh CepTU(PUKAThI, BbIJIaHHbIE I[eHTPOM CepTUQUKAIUKU Uil Balller

OpraHu3alivuy, Ujin CO30d4Thb I'PYIIITY HOBBIX CaMOITOAIIMCAHHBIX CepTI/ICl)I/IKaTOB.
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2.4.2 Pazmemenue ssl-ceprudukaron misa mudppoBaHus

[Topsimok pa3meliieHUst CepTUPUKATOB:
1. PasamectuTh cepTuduKaT BHEITHEr0 JOMeHa:

~/install co/certificates/server.crt
2. PasmecTuTh KJ1r04 BHEIIIHEro JOMeEeHa.

~/install co/certificates/server.nopass.key
3. PasmecTuTh 1enovky cepTudUKaTOB IPOMEXXKYTOUHBIX I[eHTPOB cepTudukanuu (CA)

BHeIIHero JoMeHa:

~/install co/certificates/ca.pem

2.5 IloaroroBKa KOHQUIypaIHOHHBIX (AiIoOB

Bce omepanuu ¢ kOHOUTypallMOHHBIMA GaillaMyd BBITIOJHSIOTCS Ha CepBepe C POJIbIO

operator.

2.5.1 Ilopsimok ycTaHOBKH (aiyioB KOHPUTYPATTHH

JIMpeKTOpusl  yCTAaHOBKM  COJAEPXXUT  IpeA3allojIHeHHble  (aiyibl  KOHQUIypalui,
MOATOTOBJIEHHbIE [T YIPOIIEHWSI  HAaCTPOMKKW  CHUCTeMbl.  JIMpeKTOpusi  yCTaHOBKHU
~/install co/contrib/co/ CONEpPXHUT JBa KOMIJIeKTa ¢aljoB KOHQPUIYpallUM YCTaHOBKH:
KJIacTepHas U standalone.

[Ipy 0O6HOBIEHMU CHUCTEeMBbI JIOIyCKAeTCsl UCIO0/Ib30BAaHWEe CKOIMPOBAHHBIX U 3allOJTHEHHBIX
dainoB koHUrypaluu mpedblaylled Bepcud. s akTyanu3anuyd 3Ha4eHUW IepeMeHHBbIX U
MapaMeTpPoOB YCTAHOBKHU HEOOXOAMMO 03HAKOMHUThBCS CO CITMCKOM uaMeHeHu# B [Ipunoxenuu /1.

B npumepe mokazaH MOpSIOK pa3MellleHWss U HaCTPOMKK (aiioB KOHQUTYypalluu it
KJIaCTepHOM YCTaHOBKHU:
1. IlepeiTH B KaTayior ~/install co/ C IIOMOIIBIO KOMaH/IbI:

cd ~/install co
2. CkomnupoBath ¢amln ~/install co/contrib/co/ansible.cfg B KOPHEBOM paszzen

OVPEKTOPHUHU YCTAHOBKHU C ITIOMOIIBIO KOMaH/IbI:

cp ~/install co/contrib/co/ansible.cfg ansible.cfg
3. IlogroroButsk ¢aiin inventory.

[Tpumeps! 3aronHeHHbIX (PaNUIOB MOXXHO HAWTH B KaTajlore ~/install co/contrib/co/.

CxonupoBaTb He06X0JUMBIHN ailil ceyrolell KOMaH oW :

cp ~/install co/contrib/co/cluster/hosts.yml hosts.yml
4. 3amonHUTbL Al hosts.yml B COOTBETCTBUM C pellleHHeM 00 WCIOIb3yeMou

apXUTEKTYpe.

5. CkonupoBaTh SSl-KJIH04YM [Jis BHEIIIHEero JoMeHa B KaTallor certificates. [lofpobHee
MIpOo pa3MellleHUe KJTI0uel MOXKHO MTPOYMTaTh B pasfene «Pa3melienue ssl-ceprrdurkaToB

IUTS1 IIU(PPOBAHUS.
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6. Co3marh B IUPEKTOPUU T'PYIIIOBBIX MEPeMEHHBIX group vars KaTaJoOT Jisi CEpBEpOB C
VMIMeHeM I'PYIIIbl YCTaHOBKY U3 daiiia hosts.yml (110 yMOJIYaHUIO — co_setup).
7. CKONMpOBaTh B JIUPEKTOPHUIO TPYIIOBBIX IePEMEHHBIX group vars KaTaJoT C

IepeMeHHbIMHU [JIs 3dlI0JITHEHHU !

cp -r ~/install co/contrib/co/cluster/group vars/co_setup/* group vars/co_setup
8. OTkpbITb Qail main.yml W3 KaTajora pasMellleHHs W OTpeJaKTHpOBaTb 3HAYeHUS

1apaMeTpoB B COOTBETCTBUU C pa3zzieiioM «Kondurypupoanue daiiiaa main.ymby.

9. CkomupoBaTh run_ integration.sh B KOpHEBOW pa3fesl JUPEKTOPUM YCTAaHOBKU C

ITIOMOIIIBIO KOMdH/HBI:

cp -r ~/install co/contrib/co/run_integration.sh run integration.sh

2.5.2 Konpurypuposanmue ¢aiina hosts.yml

B daiin hosts.yml BHOCATCS TOJIBKO MOJTHOCTBIO onpefieieHHbie nMeHa AoMeHOB (FQDN).
ITh uMeHa OyOyT HMCIIOJB30BaThCS BO BpeMsl M IIOC/e YCTAaHOBKW CHUCTeMbI JijIsi obpalieHus K
BHYTPEHHHM CepBUCaM.

JIMpeKkTopus yCTaHOBKU ~/install co/contrib/co/ CONepXUT JBa ¢auia inventory, Iuis
Pa3HbIX TUIIOB YCTAHOBKU: KJIacTepHOU U standalone.

Hpe,J:[HaCTpoeHHblﬁ q)aﬁﬂ hosts.yml COIOEpPXHUT IIPHMMephl 3allOJIHEHHS B ClIeQYIOILIeM
dopmare: co-etcd-1.installation.example.net:

rue:

— co-etcd-1 — MMM CepBepa Id HIOArPYIIIBEI co-etcd,

— installation.example.net — HWMAI JOMeHa YCTAaHOBKH.

3anuch B ¢aijie hosts.yml MPHA KUCIOJb30BAaHUM TPYIITbI CEPBEPOB OTIWYAETCS! 3alIUChIO
HMEeHHU CepBepa: co-etcd-[1:3].installation.example.net:

rge: co-etcd-[1:3] — I'PyIllla CePBepPOB co-etcd.

B kiacrepHoil KOHGUTypalluy MCIIOJIb3YeTCsl OIMH WJIM HEeCKOJIbKUX CepBepoB [Jis OAHOM

pOH.
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[Tpumep 3anonnenus gaina hosts. yml:

co:
children: # llepedeHb TCpPyNI
co_chatbot: #llonorpynna co_chatbot
hosts:
co-chatbot-1.installation.example.net: #DNS-uMa cepBepa
co_etcd:
hosts:
co-etcd-[1:3].installation.example.net:
co mq:
hosts:
co-imc-mg-[1l:3].installation.example.net:
B kondurypanuu standalone fijist Bcex posiei UCIIOJIb3yeTCsl OUH U TOT e CepBep.

[Ipumep 3anosiHenus ¢aniia hosts.yml:

co:
children:
co_chatbot:
hosts:
co-infra-1l.installation.example.net:
co_etcd:
hosts:
co-infra-1l.installation.example.net:
Co_mqg:
hosts:
co-infra-l.installation.example.net:

O6benuHeHre poJiel MOXET TIPUMEHSAThCS B KJIACTEPHOM YCTAHOBKe, €CJIA PecypChI
opranusanuu orpanuyeHbl. [logpoOHee o BbIfieIeHUU PeCypCoB ISl YCTAHOBKHU CM. B JIOKYMEHTe
«"MoiiOduc Yactaoe Obmako 2". ApxyUTeKTypa»

B cooTtBercTBHM C BhIOMHeHHBIMA DNS-3anucsamMu ¥ IpUHSATBHIM peltieHreM 06 apXUTeKType

yCTaHABJIMBAeMOU CUCTeMbl He0OXOQUMO 3all0OIHUTh Paiil hosts . yml.

2.5.3 KonpurypupoBanmue ¢aiiia main.yml

J17s1 TepBUYHOM yCTaHOBKH CHUCTeMbl HEOOXOJMMO CKOIMPOBATh IMpe/3anojiHeHHbINA ¢aii
KOH¢HpraHHHImBHHpEKTOpHHH ~/install co/contrib/co/.

[Ipu noBTOPHOM yCTaHOBKe HEOOXOJMMO OTKPBITH C IIOMOIIBIO TEKCTOBOTO pellakTopa ¢aiin,
paCHOHOKEHHbﬂi B OHUPEKTOpHU ~/install co/group vars/co_setup/main.yml W HW3MEHHTbH
3HA4YeHus Oy 00s13aTeIbHbBIX IIepeMeHHbIX, ITepevYrCIIeHHbIX B Ta6JII/IH€ 4.

Hnst obecrieuenusi coBMectHor paboTel CO um PGS HeobxomMMo ykasaTh OJIMHAKOBBIE

3Ha4YeHH IJId IIepeMeHHbIX, [TIepedrCIIEHHbIX B pa3esie «O6H.II/Ie IepeMeHHbIe.
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Tabnuna 4 — OcHOBHBIe [TlepeMeHHbIe

HaumenoBanwne 3aroJIHeHHe Onucanue
poiu 06s13aTesTbHO
Kondurypamusa Ansible
ansible user - Wmsa nosns3oBarens, C

KoTopbIM Ansible
MO/IKJIF0YAEeTCs K XOCTaM I10
ssh

co_domain_module Crtpoka-111abioH
- dopMHpOBaHUS TTOJTHOTO
JIOMEHHOT'0 UMeHU

co_external domain OcHoOBHOM TOMeH, Ha
- KOTOpOM OyJieT paboTaThb
CUCTeMa
domain_env JlomeH 30HBI

yCTaHABJIMBAETCS B
COOTBETCTBHH C Pa3ielioM
«Buemmuue DNS-3anucu»

domain_name Wms nomena, ykasblBaeTcs B
+ COOTBETCTBHU C JJOMEHOM
YCTaHOBKU
Kou¢purypamus CA (Ilenrpa ceprudukanum)
ca_main_config.auth keys.services.key + CreHepypoBaTh KJII0Y JIJIs1
nocrtyria k CFSSL API ¢

IIOMOIIBIO KOMAdHBI:
"openssl rand -hex 16"

Kondurypamusa Docker

docker daemon_parameters.insecure- 3amenuTsb Ha [Pv4 ampec
registries MalIUHBI OllepaTopa U MopT

+ 5000

(HanpuMmep

["10.1.2.3:5000"])

docker image registry 3amenutsb Ha [Pv4 ampec
MaIlMHEI OIlepaTropa U IopT
5000

(HampuMep 10.1.2.3:5000)

bip Anpec cereBoro narepderica
(Mocta) Docker

dns Baytpennue DN S-cepBepa
- (ecyii He HUCIIOB3YeTCs
unbound)

mtu Pasmep cereBoro makera ceTu
Docker (MoXeT U3MeHSITbCS B
BUPTYaJIbHBIX CETSX
OpenStack)
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HaunmenoBanue 3amosiHeHUe Onucanue
poiu 06s13aTesIbHO
Kondurypamusa ETCD
etcd _browser username - Wms nmonb3oBareris ajist Beb-
Jocryta k etcd
etcd browser password + [Taposib mob30BaTes A5t

Beb-pocTyna K etcd

Kondurypamusa Grafana

grafana_admin_password + [Taposib agMuUHUCTPaTOpa
grafana
Kon¢purypamus ELK
elasticsearch admin_password . [Taposib agMuUHUCTPAaTOpa
elasticsearch
elasticsearch_admin_password hash . Xetil mapoJis
aaMuHUCTparopa elasticsearch
elasticsearch _kibana password hash + X elll TapoJIst TOJIb30BATEJISt
elasticsearch Kibana
kibana_elasticsearch password +

Kondpurypamus KEEPALIVED

keepalived redis password + [Taposib monb30Baress

keepalived redis vip address + [P-anpec nojiceTy cepBepoB

KJIACTEPHOM YCTaHOBKU
Kondurypamusa LCS
Ics license key - Kirou cepBepa
JIUIeH3UPOBAHUS
Ics server base url - Ccolnka 11 cepBepa
JIUI[eH3UPOBAHUS
Kondurypamua RabbitMQ

rabbitmq_federation_enabled - Bruitouenue beneparumn
RabbitMQ (3Hauenmue: true
WK fals e)

rabbitmq_users.root.password + [Tapons 1yist root
nonn3oBatendg RabbitMQ

rabbitmq_users.couser.password . [Taponb 118t couser
nosib3oBaresa RabbitMQ
Kondurypamua REDIS
redis password + [Taposb mist Redis komaHbI
AUTH
Kondpurypamus TLS

tls ca filename

Ceptuduxkar 1eHTpa
cepTudUKaU

tls _cert filename

Ceptudukar cepepa

tls key filename

CepTtudukar kiiroda JOCTyIa
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Haumenosanue
poiu

3amnosiHeHue
00s13aTeNIbHO

Onucanue

Kondurypamusa Openresty

openresty api_username

Hmsa nonb3oBarerns i
nocryma k CO Manage API

openresty api_password

[Taponb monb3oBaTens s
nocryma k CO Manage API

mail integration mode

VYcranoBka PSN (3BHaueHust:
none, psn2) M0 YMOJTYaHHUIO:
none

openresty mail oauth2 client id

HUnentrdukarop KiveHTa
OAuth2 st uHTErpayu ¢
PSN2

openresty mail oauth? client secret

CexpeTHBIN KJTIOY KJIMEHTa
OAuth2 nns naTerpanuu c
PSN2

openresty mail oauth? redirect uri

Anipec niepeHanpasieHUsI
kirenta O Auth2 npu
vHTerpanuu ¢ PSN2

Hacrpoiiku gocryna k PGS

fs_api_url

+

HTTP ccpuika nocryna K
PGS WebAPI

fs app url

HTTP ccpuika qoctyna k
PGS AppAPI

fs card url

HTTP ccpuika gqocryna k
PGS CardAPI

(B IpebIAyIMX BePCUsIX
MailAPI)

fs_app login

JloruH noab3oBaTens JJIs
IIOAKJIIFOYEeHU A

fs_app password

+

I1 dpOJIb ITOJIb30BATeJId O
IIOAKJIIFOYEeHU A

Hacrpoiiku mudpoBanus (oomue st CO u PGS)

auth_encryption_key

+

BexTop nHuMnManusanuu
anroputMa AES-256-CBC,
VICII0JIb3yEeMOr 0 IS
mmmdpoBaHus mail session
TOKeHa

auth_encryption_iv

CekpeTHBIH KJIIOY aJIFOpUTMa
AES-256-CBC,
WCITOJTb3yeMOro st
mmdpoBaHus mail session
TOKEeHa

auth_encryption_salt

Salt 1 ja”HHBIX,
1epe/laBaeMbIX B aJITOPUTM
AES-256-CBC,
KCII0/Ib3YEeMBbIH JIJI
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HavmenoBanue 3aronHeHue Onucanue
poiu 06s13aTesIbHO
nmdpoBaHus mail session
TOKEeHa
fs_app_encryption_key + BexTop nannuanmsanuu

anroput™ma AES-256-CBC,
WICII0JIb3YeMOr0 1Jisl

M PpPOBaHUS HACTPOEK
TE€HAHTOB, I10JIy4deMbIX OT
PGS

fs app_encryption_iv + CeKkpeTHBIH KJIIOY aJIFOpUTMa
AES-256-CBC,
VICIIOJIb3YeMBbIN ISt

MU (PPOBaHUS HACTPOEK
TEeHAHTOB, I10JIy4yaeMbIX OT
PGS

fs app encryption_ salt + Salt my1st maHHBIX,
nepeiaBaeMbIX B allTOPUTM
AES-256-CBC,
VICII0JIb3YeMBbIN IS

M PpoBaHUS HACTPOEK
TeHAHTOB, I10JIy4yaeMbIX OT

PGS
fs token salt ext + Salt TokeHa
Hacrpoiika PGS

pgs rabbitmq amqgp uri + [TonHoe moMeHHOE UM
cepepa PGS nms nonydyenus
yBenomienuy ot PGS

pgs rabbitmg password + [Taposb mist RabbitMQ B PGS

pgs_rabbitmg_user + Wms nonb3oBaress asis

RabbitMQ B PGS

Eciu nepemenHast U3 TabIMITbI 4 OTCYTCTBYeT B IprMepe daria
(:) ~/in5tall_co/group_varS/CO_Setup/main.yml,,HOHyCKaETCHﬂO6aBﬂeHHe
[IepeMeHHOU BPYYHYIO

Jly1st reHepaniuu naposiei U salt pekoMeHlyeTcs UCII0JIb30BaTh YTUIIUTY pwgen. be3omnacHbiit
MapoJib He0OXOIUMO TeHepHUpPOBATh C TOMOIILI0 KOMaH/bI:

pwgen <pOJmMHa OapoJssa> 1
rle <gnuuea naposs> — JOJDKHA ObITh He MeHblre 20 CHMBOJIOB.

st reHepanuu Xelled Iaposiel HeoOXOAMMO MCIOIb30BaTh yTUiUTy htpasswd. Xernn

reHepupyeTcs C MTOMOIIbIO KOMaH/IbI:

htpasswd -bnBC 12 "" <mnaposns> | tr -d ':\n'
):[OHOIIHI/ITEIII)HI:IQ IiepeMeHHble I1epe4YrCiieHbl B Ta6JII/IHe 5. ):[JISI HM3MeHeHHsd 3Ha4YeHU:d

HeobXO0JIMMO OTKPBITh C IIOMOIIbIO TeKCTOBOTO pe/lakTopa (paiji pacroyiokeHHBbIM B JUPEKTOpPUU:

~/install co/group vars/co_ setup/extra vars.yml.
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Tabnuna 5 — JlonosHuTeIbHBIE [TIepeMeHHbIe

HaumeHoBaHue 3arnonHeHue Onucanue
poiu 00s13aTesTbHO
unbound_forward address - Cnucok BHelHUX Win BHyTpeHHUX DNS,
es Ha KOTOpble OyIyT OTChIJIAaThCS 3alIPOCHI U3
unbound

2.5.4 Oouue nepemennsie 1isg CO u PGS

[Tepemennsie ¢arinos inventory mis CO u PGS, 3HaueHus KOTOPBIX IIPX YCTAHOBKE NOJDKHBI
COBIIA/IaTh, IpHUBeZieHbl B Tabinuie 6.
[Tpu unTerpanuu CO u PSN nepemeHHble ykazaHbl B JokyMeHTe «"MoiOduc YactHoe

O6mako 2". PyKoBOJICTBO 11O HACTPOMKEY.

Tabnuma 6 — CBojiHas TabuIa 00X TepeMeHHbIX

CO PGS
(pacnonoxeHnue group vars/co_setup/main.yml) | (pacronoxxenue hosts-sa.yml umm hosts-hl.yml)
fs token salt ext FS TOKEN SALT EXT
fs app_encryption key FS APP ENCRYPTION KEY
fs app encryption iv FS APP ENCRYPTION IV
auth _encryption_key AUTH _ENCRYPTION KEY
auth_encryption_iv AUTH _ENCRYPTION IV
auth encryption_salt AUTH _ENCRYPTION SALT
openresty api_username CO_MANAGE _API USERNAME
openresty api_password CO_MANAGE API PASSWORD
fs app login APP ADMIN LOGIN
fs app password APP ADMIN PASSWORD
pgs_rabbitmg password RABBITMQ PASSWORD
fs app_encryption salt FS APP ENCRYPTION SALT
pgs_rabbitmqg_user RABBITMQ USER

[Ipy u3MeHeHUM 3HA4YeHUs! IepeMeHHOW ADMIN INTERFACE EXT PORT B KOHQUI'ypaluu
PGS (mo ymomuanuio 443), HeobxoguMo 100aBUTH  CIIEAYIONIYIO  IepeMeHHyI B
co_setup/main.yml:

ADMIN BASE URL: "admin-<domain env>.<domain name>:<ADMIN INTERFACE EXT PORT>"
[Tpy u3aMeHeHWU 3HAuUEHUs IlepeMeHHOM API INTERFACE EXT PORT B koHurypanuu PGS

(mo ymomuanuio 443), HeoOXomMMO A00aBUTH HOBOe 3HAYeHHWe TIOpTa B IlepeMeHHbIe B
co_setup/main.yml, BBIIIOJIHUB CJIeYIOIIHe KOMaH/ b

fs api url: "https://pgs-<domain env>.<domain name>:\
<API INTERFACE EXT PORT>/pgsapi"”
fs app url: "https://pgs-<domain env>.<domain name>:\
<API INTERFACE EXT PORT>/pgsapi"”
fs card url: "https://pgs-<domain env>.<domain name>:\
<API INTERFACE EXT PORT>/pgsapi"”
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2.6 Hacrpoiika DNS

2.6.1 Bayrpennue DNS-3ammcu

Baytpennune DN S-3anucu npegHa3HadeHbl sl yCTaHOBKH CHCTEMbl Ha CepBephl KJlacTepa.

Il Bcex cepBepoB, IlepeyMC/IeHHBIX B ¢ailjle hosts.yml B COOTBETCTBUM C Ppa3feyioM
«Kondurypuposanue ¢arina hosts.yml» Heobxogumo cozgats DNS-3anucu. s co3nanus 3anucen
HeobxomuMo ucnosnbszoBaTb DN S-cepBep Balileil opranusanuu.

[Tpu orcyrctBun DNS-cepBepa opranusanuu HeoOXOAMMO CO3/1aTh 3allMCH Ha cepBepe C
POJIBIO operator B ¢awiie /etc/hosts

[Ipumep conmepxuMoro ¢aiina /etc/hosts JjIsl yCTAaHOBKM THIIA standalone:

192.168.1.100 co-infra-1.installation.example.net
[Tpumep conepxrmoro ¢aiina /etc/hosts s KJIaCTEPHOW YCTaHOBKU:

192.168.1.100 co-etcd-1l.installation.example.net
192.168.1.101 co-etcd-2.installation.example.net
192.168.1.102 co-etcd-3.installation.example.net
192.168.1.103 co-imc-mg-1.installation.example.net
192.168.1.104 co-imc-mg-2.installation.example.net

192.168.1.105 co-imc-mg-3.installation.example.net
KonmnyecTtBo 3amucert COOTBETCTBYeT KOJIMYECTBY HCIOIb3yeMbIX (GU3NYECKUX WU

BUPTYaJIbHBIX CEPBEPOB.
DNS-cepBep opraHuszanuy AO/DKEH COJiepXKaThb aHAJIOTMYHbIe 3allMCH B COOTBETCTBUHU C

TpebOBaHUSIMU COOCTBEHHOM HACTPOUKU.

2.6.2 Buemrane DN S-3amicu

Buemnmune DNS-3anucu npefHaszHaueHsbl [is TOAK/II0UEHMs I10JIb30BaTeslel K CepBUCaM.

Ha DNS-cepBepe Baineil opraHuzaliii HeoOXOJIMMO CO3[1aTh 3allUCA B COOTBETCTBUM C
Tabnuneit 7 umm 8.

[Tpu orcyrctBun DNS-cepBepa opranuzanuu HeoOXOAMMO CO3/1aTh 3allMCH Ha cepBepe C

POJIBIO operator B daiiie /etc/hosts (cM. pasnen « Buyrpennue DNS-3anucuy).

3ampelraeTcst UCIOJIb30BaTh B KauecTBe JjoMeHa 30HY *.local

Tabmuna 7 chopmupoBaHa Jijisi TapaMeTpa co domain module CO 3HAYEHUEM {service}.
{domain} (T.e. OPpMHUPOBAHME CCHIJIOK Yepe3 TOUKY K YKa3aHHOMY JIOMEeHY).

IIpH @OpMHpOBaHHH 3allMCU {service}.{domain} IIepeMeHHasd <domain env> He
ucrnosbdyercs. B ¢anne ~/install co/group vars/co setup/main.yml 3Ha4eHHe IlepeMeHHOWU

HAOJIKHO OCTaTbhbCA ITYCTBIM.

domain env:
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Tabmuna 7 — Bremmmue DNS 3anucu co 3HaueHUeM {service}.{domain}

Wms 3anucu Tun 3HavyeHHe KommenTapuit
3alMCU
auth.<domain_name> A IP-anpec, ykazauubiii | KonruectBo A 3anmceit
B IpyIie JIOJDKHO COOTBETCTBOBATh

co lb core auth KOJINYeCTBY CEpPBEpOB
cdn.<domain name> CNAME | auth.<domain name>
coapi.<domain_name> CNAME | auth.<domain name>
docs.<domain name> CNAME | auth.<domain name>
files.<domain name> CNAME | auth.<domain name>
links.<domain name> CNAME | auth.<domain name>

_https. _tcp.<domain name> SRV auth.<domain_name> | OnuuoHaIBHO, IS
MOOMJIbHBIX KJIMEHTOB

Tabnuna 8 chopmupoBaHa i Iapamerpa co domain module CO 3HaYeHUEeM {service}-

{domain} (T.e. bopMUpOBaHMeE CCHIJIOK Yepe3 THpe K yKa3aHHOMY JIOMEeHY).

Tabnuna 8 — Brermaue DN S-3amuicu co 3HaueHueM {service}-{domain?

Wms zanucu Tun 3anucu 3HaueHUe KommenTtapun
auth-<domain env> A IP-appec, yka3aHHBIN Komuuectso A
.<domain_name> B rpymniie co b core auth | 3amuceit momxHO
COOTBETCTBOBATh
KOJINYeCTBY
CepBepoB
cdn-<domain_env> CNAME auth-<domain_env>
.<domain_name> .<domain_name>
coapi-<domain_env> CNAME auth-<domain env>
.<domain name> .<domain name>
docs-<domain_env> CNAME auth-<domain_env>
.<domain name> .<domain name>
files-<domain_env> CNAME auth-<domain_env>
.<domain name> .<domain name>
links-<domain_env> CNAME auth-<domain env>
.<domain name> .<domain name>
_https. tcp-<domain_env> SRV auth-<domain env> OnnuoHaIbHO, IS
.<domain_name> .<domain_name> MOOUJIBHBIX
KJINEeHTOB
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2.6.3 Hacrpoiika BayTpennnx DNS-3amiceii

Bo Bpems yCcTaHOBKY NMPOM3BOJUTCS HACTPOMKA M 3allyCK JIOKAJIbHOTO Kemmpyomero DNS-
cepepa (Unbound) Ha cepBepax rpynmbl co etcd. CepBep CiIy>XUT Ajisi 06pabOTKU 3alpoCcoOB
BHYTPHM YCTAHOBKH U Ipe/IHa3HaueH /i pab0Thl KOHTEIHEPOB U CepBepoB uepe3 COOTBETCTBYIOIINe
MapaMeTphl IPYINOBBIX TePEeMeHHbIX.

[Io ymonm4anuio cepBepa OynyT IlepeHacTpoeHbl Ha pabory uyepe3 Unbound u He OymyT
npuHuMath napamerpsl DNS-cepsepos mo DHCP.

[Tpu Heobxogumoctr Unbound mMoxeT ObITh CKOHPUTYPUPOBaH it pabOThl C BHYTPEHHUMU
DNS-cepBepamu. Ilo ymomyanuio Unbound HacTpoeH Ha MapIIpyTH3allMIO 3allpOCOB Ha ajipeca
8.8.8.8 u 8.8.4.4.

DNS-zanucu, ucmonb3yemble IS paboThl BHYTPH YCTAaHOBKH, (POPMHUPYIOTCS depe3
«.» (TOYKYy) OTHOCUTEJIbHO BIIMCAHHOTO B ¢ai inventory uMeHu cepBepa. DNS-3anucu co3narotcs
B Unbound aBTOMaTryecKu Ha OCHOBe IIepeMeHHOM ansible default ipv4.

ITOT IapameTp MOXHO I1epeolpeieSIuTh ABYMsI CIOCO0aMMU:

1. 3amomHUTH BCe ajipeca BPyYHYIO Ha OCHOBe IIPMMepoB B ¢aiijie rpyImnoBbIX

IepeMeHHbIX, PaCIOJIOXKeHHOT0 B CJIe[lyIollel AUPeKTOPUU:

~/install co/group vars/co_ setup/extra vars.yml.
2. 3anoJiHUTh BCe HeoOXo/MMble 3anvcu Ha BHemHeM DNS-cepBepe 6e3 McCnoib30BaHUS

Ansible. IIpu nogo6HOM BapuaHTe HeoOXOOUMO CO3[aTh «A» — 3allMCH IS KaXI0TO
cepBepa, BIMCAHHOTO B alil ~/install co/contrib/co/cluster/hosts.yml, a
takxke CNAME azpeca Ha Bce MOJIOMeHBbl «*» K KaXJIOMYy CepBepy, BIIMCAaHHOMY B
hosts.yml.

[TpuMmep 3anonHeHMs TaKKUX 3allMcel IIpuBeJieH B Tabnuie 9.

Tabmuna 9 — [Ipumep 3anonHeHus

Al gl Tun 3anucu 3HaueHue
co-infra-1 A 10.10.1.110
*.co-infra-1 CNAME co-infra-1

[Tocne nactporiku Unbound nomkeH ObITh HeZJOCTyTIeH U3 BHEIIIHEH CeTH.

[Ipu ucnonb3oBaHUM /etc/hosts i co3maHuss DNS-zamuceit Heobxonumo n00aBUTH B
@aﬁn ~/install co/group vars/co_setup/extra vars.yml BCe 3aIllMCHU, IIepe4YudC/IeHHbIe
B /etc/hosts. Hanpumep:

unbound local zones:

- type: "transparent"”
zone: "installation.example.net"
local data:
- domain: "co-etcd-1l.installation.example.net"
type: "A"

ip: "10.1.2.3"
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2.6.4 IIpoBepka padorst DNS Ha cepBepe ¢ posbio operator

[Tocne HacTpoiiku Heob6XoiWMO NpoBepuTh JocTynHOCTb DNS Ha cepBepe c poiibio

operator.

I[Ipu  wucnonb3oBanuu  BHemHero  DNS-cepBepa  Heob6xXxoguMO  OTKpBITH  aiin

~/install co/group vars/co_setup/extra vars.yml C IIOMOLIBIO TEKCTOBOI'O pedaKTopa Hu

nobaButhb afapec DNS-cepBepa, uamenus [P-anpec:

# DNS settings in /etc/resolv.conf
unbound forward addresses:
"127.0.0.1"
"8.8.8.8"
Jlnst TpoBepku COOTBETCTBUS JOMeHHOro uMeHu I[P-ajpecy cepBepa HeoOXOAMMO

BLITIOJIHUTH KOMaHY:

> dig A co-infra-1.installation.example.net
[Ipumep oTBera:

; <<>> DiG 9.18.1-lubuntul.2-Ubuntu <<>> A co-infra-1l.installation.example.net
;7 global options: +cmd
;; Got answer:
;5 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 45369
;; flags: gqr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1
;5 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 65494;;
QUESTION SECTION:
;co-infra-1l.installation.example.net. IN A ;;
ANSWER SECTION:
co-infra-1l.installation.example.net. 900 IN CNAME co-infra-
l.installation.example.net.
co-infra-l.installation.example.net. 900 IN A 192.168.0.1
;3 Query time: 23 msec
;7 SERVER: 127.0.0.53#53(127.0.0.53) (UDP) ;; WHEN: Tue Jan 10 15:56:32
MSK 2023
;5 MSG SIZE rcvd: 95
B OTBGNEHEOGXOHHMO HaWTHU CeKIIUI0 ANSWER SECTION M IIPOBEpPHTHb, YTO JOMEHHOe KM

cooTBeTcTBYeT [P-anpecy.

co-infra-1l.installation.example.net. 900 IN CNAME co-infra-
l.installation.example.net.
co-infra-1l.installation.example.net. 900 IN A 192.168.0.1

2.6.5 IIpoBepka coemuuenns ¢ PGS

[Topsimok ycranoBku CO (moxmpobHee cm. pasnen «llopsiiok ycTaHOBKM CepBepoB»)
peyCMaTpUBaeT, 4TO Iepe]] Pa3BepThIBAHHMEM CHCTEMbl y)Ke BBIIIOJIHEHA YCTAaHOBKA CHCTEMbI
xpaHeHus naHHbIX (PGS).

1{806XOHHNK)HpOBepHTbHOCTYHHOCTbCepBepapgs.domain.name(ScepBepaoperator
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3 JOIIOJIHUTEJIbHBIE ITAPAMETPBI YCTAHOBKH

B paspmene mpejcraBiieHbl AONOJIHUTENIbHbIE TTapaMeTpbl YCTaHOBKU cHUcTeMbl. Hacrpoiika
IepeurcieHHbIX GyHKIIUHN He o0si3aTeslbHa.
Ecnu crieninanusupoBaHHble TPeOOBAHUS K yCTaHOBKe OTCYTCTBYIOT, HEOOXOIUMO IleperTu

B pasfiell «3amyck YCTaHOBKI.

3.1 Ilopsanok ooHoBIeHus sigpa Linux

[Ipu ycranoBke OC Ha cepBephl KjlacTepa SIpO MOXET ObITh aBTOMAaTU4YeCKH 0OHOBJIEHO 10
MUHUMAaJIbHOU TpebyeMon Bepcuu. Ilo ymomdanuio simpo obHosiistercs Ha kernel-lt (LTS) B OC
Redhat-based (CentOS, PEJl OC). B OC Debian-based (Ubuntu, Astra) mo ymMoiuaHUIO SIpo He
obHosiisiercs. [Tognepka Ipyrux sigep He rapaHTUPYeTCs, 0OpPaTUTEeCh B TEXHUYECKYI0 MOJEP>KKY
3a 6osiee noipobHOM MHQOPMaIei.

Hns otkmouenuss obHoBiieHusi B OC Redhat-based (CentOS, PEJI OC) npu 3amycke
YCTAaHOBKU HEOOXO/IMMO MCII0JIb30BaTh CJIEAYIONIYI0 KOMaH/y:

-e kernel ml enabled=false
Hnst oonoBnenus sapa ao kernel-lt (LTS) B OC Debian-based (Ubuntu, Astra) mpu 3amycke

YCTaHOBKH HEOOXOIMMO HCITOIb30BaTh CeAYIOINIy0 KOMaH/IY:

-e kernel ml deb enabled=true
B OC Altlinux aBToMatryeckoe 0OHOBJIEHHE si/ipa He MO/IJIepKUBAETCS.

3.2 Hacrpoiika yBenomienuii ot PGS

Ins mosydeHusl yBeIOMJIeHUWA O JeHMCTBUSX C mpoduiieM I0Jb30Baresis Ha cropoHe PGS
HeoOX0AUMO aKTUBUPOBAThH (peJlepalivio OJJHUM U3 ITepedrCIeHHbIX CIIOCO0O0B:
1. Co croponsl CO HE0OXOIMMO OTKPHITh (aii

~/install co/group vars/co_ setup/main.yml C IIOMOLIBIO TEKCTOBOI'O peJaKTopa U
BBITIOJTHUTD CJIeTyIOIIe HACTPOUKU:

— pgs_rabbitmg user — mosib3oBaTesib RabbitMQ PGS;

— pgs_rabbitmg password — Iapoyib Tmojb3oBarenss RabbitMQ PGS. Heobxogumo

PacCKOMMEHTHUPOBATh CTPOKY ¥ M3MEHUTh 3HaYeHHe [TapaMeTpa, SKBUBaJIEHTHOe TlapaMeTpy
RABBITMQ PASSWORD u3 ycranosku PGS;

2. Hacrporika BO3MOXHa C ITOMOIIIBIO OTITAY 3aITyCKa CKPUIITa Pa3BepPThIBAHUS:
— rabbitmg federation enabled: true — BKJIIOUeHHe denepanuu RabbitMQ);

[IpoBepka craryca denepanuu npusBefieHa B JjokymeHnTe «"MonOduc YacrHoe O6mako 2".

PykoBoJICTBO 110 HAaCTpOKHKe).
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3.3 Hacrpoiika npe¢uKkCcoB BUPTYaJIbHbIX XOCTOB

[Tpedukcsl BupTyanpHbBIX cepBepoB Nginx (o ymomuanuto auth, cdn, coapi, docs, files,

links ) MOXXHO U3MEHUTH C IOMOIIIBIO TapaMeTPOB:

— AUTH_PREFIX (npedukc azipeca npuiioxeHust aBTOPU3allUuKU U 11eJleBOM cTpaHuIlbl Auth

SS0O);

— CDN_PREFIX (mpedukc agpeca CDN);

— COAPI PREFIX (upeduxc agpeca COAPI);

— DOCS_PREFIX (npeduxc agpeca npuiioxxeHus peIakTOPOB);

— FILES PREFIX (mpedukc ampeca npuioxeHus: paityioBoro MeHepkepa);

— LINKS PREFIX (npedukc agpeca cCbUIOK Ha JOKyMeHTBHI).

B umenu npedukca HeBO3MOXXHO HCIIOIb30BaTh CUMBOJIBL . UJIM _, OCTaJIbHbIE JI0IyCTUMbIe
cumBoIIbl ontmcanbl B RFC 1123.

3ammucu B DNS nmomkHBI COOTBETCTBOBATh HOBBIM IpedukcaM. Hactporika mpedukcoB

JOJIDKHA ITPOU3BOOUTBLCA COBMECTHO C HaCTpOﬁKaMH PGS.

3.4 Hacrpoiika J0NOJIHUTEIBHBIX CepBePoOB VI ayJuTa

Hacrpoiika nomnonuutenbHbix Fluentd cepBepoB mjisi cbopa COOBITHM BBITIOJIHSIETCS C
IIOMOIIIBbIO TEKCTOBOI'O pedaKTOopa B <baﬁne ~/install co/group vars/co_setup/main.yml.

Heobxonumo 1o6aBUTh B ¢aiil NepeurciieHHbIe KOMaH/ bl u3MeHUB [P-afipeca 1 mopThI:

# LOG servers for the environment
fluentd server upstream log servers:

- ip: "server 1 ip address”
port: "24225"
- ip: "server 2 ip address"”

port: "24225"
JlaHHasE HACTpPOMKA INPUMEHSIeTCS TOJBKO IPH HKCIOJIb30BAaHUM B YCTAaHOBKE POJIM log.

Bxrouenne GpyHKIMHY 3a71aeTcs ¢ IIOMOIIIBIO IIepeMeHHOM, ykazaHHoU B Tabmmuie 10.

Tabmuna 10 — I[TopkirodeHne cepBepoB ayauTa

Pacnionoxxenue Haumenosanue .
. . Tun nepemeHHOM 3HavyeHHe
nepeMeHHOU nepeMeHHOU
group vars/co_setup/m | common_fluent loggi boolean true / false (1o
ain.yml ng_enabled YMOJIYaHUIO)
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3.5 OcTraHoOBKa M 3aIlyCK CHCTeMBI C IOMOIIbI0 KOHCOJIBHBIX KOMaH/

st paborel ¢ koHconbto IIO MoiOduc agMuUHHUCTpAaTOpPY CUCTeMBl HeobX0JuMOo
obecredyuTh Ssh-IOCTynm K cepBepaM TOJICHCTEM B KOHType ycTaHOBKH. OCTaHOBKA M 3alyck
Cucrembl pemaktupoBanusi U coBMecTHOM paboTel (CO), ITouter (PSN) u Cucrembl XpaHeHHs
JaHHbIX (PGS) BBHITTOMHSIOTCS OTOEIBHO JIS KAXKIOM ITOCHCTEMBI.

KoHcomnbHBIE KOMaHJBI JId KaXXKI0I'O U3 KOMIIOHEHTOB.

systemctl stop docker
shutdown <option>

HepBaﬂ KOMdH/Id OCTdHABJIMBAeT KOHTEﬁHepHBBTOP, BTOpAasa KOMdH]Id ITO3BOJIIE€T KOPPEKTHO
3dBepIInTb pa60Ty CEepBUCOB. HO,I[I:)I CEpBHUCOB peKOMeHAYyeTCd BBIKJIIOYdTb 110 O4Yepenu. HapaMeTp
<option> IIO3BOJIdeT HCIIOJIBL30BATb OOIIOJIHUTEJIbHbIEe ITdpaMeTpbl BLIK/IIIOYEHHdA, B TOM 4YHCIIe

TalMep ¥ OMIUIO Nepe3arycka. [Ipumep (HeMesieHHOe BBIKTFOUeHHe C OCTAHOBKOM CEepBHCOB):

shutdown -h now
3aIrmyck KaXK[oW MOJICUCTEeMBI OCYIIEeCTBIISIETCS TIPY MHUITAAIHU3aIlMK U 3aITyCKe armapaTHON

YdCTHU ITPOI'PAMMHO-TEXHUYECKOI'0O KOMIILJIEKCA.

3.6 Hacrpoiika 00padoTKH ;KypHaJIOB

Hacrpoiika o6paboTku >xypHanoB (logrotate) B Tekyieit Bepcuu 110 He aBTOMaTH3UpOBaHa U

HaCTpanBdeTCsd CAMOCTOATEJIbHO dIMUHUCTPATOPOM.

3.7 Hacrpoiika poramuu ;xypHanoB coobiTuii B ElasticSearch

JIist 3auMTBEl MCKAa OT IIepellOIHeHWs 3alMCy JXypHana coOblTWi crapme 120 pHei
aBTOMaTU4eCKU yaassitoTcs. [Iponenypa vcrnosnb3yeT NOMUTHUKY yJalleHNUs yCTapeBIINX UHIIEKCOB B
ElasticSearch.

[Tepyonn aBTOMarMueckoro ypajgeHus (B MOHSIX) 3a7@aeTcs C IIOMOIIbIO I1apaMeTpa

es index retention period days IIPH Pa3BePTbIBAHWH.
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3.8 Kapra mopToB

Kapra nopToB nipescraBiena B Tabmuiie 11.

Tabnmuna 11 — Kapra noptos

glpgslijliz CepBuc Hpocn};ng;saeMbm [TopT monkrOYeHUSt Kymna obparaercs
all node_export 9100/tcp -
er
cadvisor 9101/tcp -
5140/udp, -
5160/udp,
fluentd agen 5165/udp,
t 5180/tcp,
24224/cp,
5185/udp, 2430/tcp
docker - 5000/tcp
20001 /tcp, -
co haproxy 20002/tcp, 20004-
20007/tcp
80/tcp, 443/tcp, 20001 /tcp, 20002/tcp, haprox
Co—lb—glore Ope“reStyt'}llb' 8080/tfp, 8443/It)cp, 20004/tc§, 20005/tc§, e
- core-au 8888/tcp 20007/tcp, 8404/tcp
co_chatbot chatbot 8004/tcp 2002/tcp haproxy
24224/tcp fluentd-agent
co_etcd etcd 2379/tcp, 2380/tcp -
etcd_browser 8001/tcp -
4369/tcp, 5672/tcp, -
co_mq rabbitmg 15672/tcp,
25672/tcp
co_fm fm 9091/tcp 2379/tcp etcd
20004/tcp, 20005/tcp, haproxy
20006/tcp, 20007/tcp
24224/tcp, 5180/tcp, fluentd-agent
5160/tcp
443/tcp pgs
co_cvm cvim 9094/tcp 2379/tcp etcd
20005/tcp, 20006/tcp, haproxy
20007/tcp
24224/tcp, 5180/tcp, fluentd-agent
5160/tcp
443/tcp pgs
Co_cu sdd cu 9097 /tcp 24224/tcp fluentd-agent
cu 30000-65535/tcp 26379/tcp redis_sentinel
9097/tcp cu
24224/tcp fluentd-agent
co_dcm dcm 9095/tcp 2379/tcp etcd
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Igg;?;g CepBuc p OCH};IH;E: AGMBIH [TopT nonkitoueHust Kyna obpamaercs
20001/tcp, 20002/tcp, haproxy
20004/tcp, 20005/tcp,
20006/tcp, 20007/tcp
24224/tcp, 5180/tcp, fluentd-agent

5160/tcp
443/tcp pgs
26379/tcp redis_sentinel
co du du 30000-65535/tcp 26379/tcp redis_sentinel
9097/tcp du
24224/tcp fluentd-agent
sdd du 9098/tcp 24224/tcp fluentd-agent
co_jod jod 9096/tcp 2379/tcp etcd
20001 /tcp, 20002/tcp, haproxy
20004/tcp, 20005/tcp,
20006/tcp, 20007/tcp
24224/tcp, 5180/tcp, fluentd-agent
5160/tcp
443/tcp pgs
26379/tcp redis_sentinel

Cco_nm nm 9092/tcp 2379/tcp etcd
20001/tcp, 20002/tcp, haproxy
20004/tcp, 20005/tcp,
20006/tcp, 20007/tcp
24224/tcp, 5180/tcp, fluentd-agent

5160/tcp
443/tcp pgs
26379/tcp redis_sentinel
CO_pregen pregen 8002/tcp 24224/tcp fluentd-agent
Isyncd 9022/tcp - -
co_imc redis 6379/tcp, - i
- 16379/tcp
redls_Tentme 26379/tcp 6379/cp redis
co_infra ca 8890/tcp -
nginx 80/tcp, 81/tcp* 9090/tcp prometheus
3000/tcp grafana
9093/tcp alertmanager
5601/tcp kibana
8001/tcp etcd browser
prometheus 9090/tcp 9093/tcp alertmanager
9115/tcp blackbox exporter
9101/tcp cadvisor
2379/tcp etcd
9100/tcp node_exporter
9121/tcp redis_exporter
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['pynina [TpocnyumBaeMsblit
Ansible CepBuc — [TopT moak0YeHUst Kyna obpariaercs
grafana 3000/tcp - -
alertmanager 9093/tcp - -
blackbox ex 9115/tcp i -
porter
redls_ixporte 9121 /tcp i -
elasticsearch | 9200/tcp, 9300/tcp - -
kibana 5601/tcp 9200/tcp elasticsearch
5140/udp, -
5160/udp,
fluentd serve 5165/udp, i
r 5180/tcp,
24224/tcp,
5185/udp, 2430/tcp
operator docker- 5000/tcp - i
registry

* — TonbKO g standalone MHCTAILIAIUN
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4 YCTAHOBKA

4.1 3anmyck ycTaHOBKH

VYcranoBka [10 «MoiOduc JIokyMeHTbI» BBITIOJHSETCS C CepBepa C POJIbI0 operator C

IIOMOIIBIO KOMAdHBI:

ansible-playbook playbooks/main.yml --diff
CKOpOCTb YCTAaHOBKMU 3dBHUCHUCUT OT BbIJEJIEHHbIX BbIYHUCIIUTEJIbHBIX PpeCcypCoOB. ,HJ'IH

obecriedeHUs] HENPEPbIBHOCTH YCTAaHOBKU PEKOMEHJIyeTCsl HCIIOJIb30BaTh JomoiHuTensHoe [10
Screen, Tmux.
B nmporecce BHIONHEHHWsS] KOMaH/ABI 3allyCKAIOTCS POJIM, OIHCAaHHBIe B  pasfeiie

«Koundurypupoanue daiisa main.yml».

4.2 IIpoBepka KOPPeKTHOCTH YCTAaHOBKH

Jlnsi TIpoBepKM KOPPEeKTHOCTH YCTaHOBKHM HeoOxomumo 3anmyctuTh [10  «MoiOduc

JIOKyMeHTBI», BHIIIOJIHUB CJIelyIole JeUCTBUS:

1. OTkpelTb B mnoOIfepXuBaeMoM BeO-Opay3epe CTpaHHLy IO ajpecy auth.[-
<domain_env>.]<domain name>, HACTpPOeHHOMY B pasziesie «Buemmnue DNS-3anucu» (Hanprmep:
auth.installation.example.net)

2. Boiitu B CHCTeMy C IOMOMIbIO YYETHBbIX NdHHBIX I10JIb30BaTejid WKW aJIMHWHHCTPATOPA,

CKOH(UTypPHPOBaHHBIX BO BpeMsl yCTaHOBKU U HacTporku PGS.

4.3 3anycK MHTerpanuOHHBIX TeCTOB

[Tociie 3aBeprieHUs TIpeABAapUTEIBLHOW TpoBepku mojacuctemMbl CO, Tpu  HaTUYUU
paboratomiero PGS, Heo6xoIMMo 3aITyCTUTh MHTEr PAlTiOHHbBIE TeCTHI.

BHHYCK TeCTOB HeOGXO,I[I/IMO BBITIIOJIHUTDL Ha CepBepe C POJIbIO operator.

4.3.1 HacTpoiika mnapaMeTpoB CKPHIITA 3aIlyCKa

HapaMeprl CKpHIITa 3dITyCKa HNHTErpalfuOHHBIX TeCTOB
~/install co/run_integration.sh IIepefalOTCsd Yepe3 IlepeMeHHble OKpPY)XeHWs. 3JHadeHUs
MapaMeTpoB JOJDKHBI COOTBETCTBOBATh IapaMeTpaM YCTaHOBKU. HekoTopbie mprMepbl 3HAaYeHUU
MapaMeTpOB YKd3dHbI B KOMMEHTAdPUIX CKPHUIITA.

YcranoBka I[MIapaMeTpPOB MHTErpallMOHHBLIX TeCTOB BLIIIOJIHAETCA C IIOMOIIbIO IIepeMEHHbIX,

NpeACcTaBjIeHHbIX B Tabiuile 12.
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Tabnuna 12 — IlapameTpel 3arrycka MHTeIpallUOHHBIX TECTOB

HavmenoBanue TpeboBanus
Omnucanue
mapamerpa K 3aI10JTHEHHUIO
etcd_browser url 00s13aTeNTbHbIN [Tonnwiit agpec (URL) cepBuca Etcd Browser Ha
y3Jie C poJibio co_etcd
etcd browser userna 06s13aTeNTbHbIN Hms nonws3oBarers etcd-browser
me
etcd browser passw 06s13aTeNIbHbIN [Taposib muist etcd-browser
ord
super _admin 06s13aTeNbHbIN WM nonp3oBaressi 171 y4eTHOM 3allMCH
cynepaamuaucrpatopa PGS (st cozmanus
TEeCTOBBIX TEHAHTOB U UX aJJMUHOB)
super password 06s13aTeNIbHbIN [Taposib 1y1st y4eTHOM 3anIUCH CyTiepaIMUHUCTpaTopa
PGS
mail domain 00s3aTeNLHbIN IToutoBHIN MOMeH, 6e3 @
pgs_point 00s13aTeTbHbIN [Tonnwrit agpec (URL) PGS cepsuca Euclid API
tag_integration pu Ter obpaza Docker koHTeliHepa ¢
HeO0OXO/IMMOCTH | MHTerpallMOHHBIMU TeCTaMHU
docker registry npu Anppec (FQDN u onmuonansHo 1opt) Docker
HeobxomuMoctu | Registry, rie pacronaraercst yka3aHHBIN B
tag_integration o6pa3
registry username 1pu Jlorun Docker Registry
HeobX0JIMMOCTU
registry password npu [Taposnb Docker Registry
HeobX0JIMMOCTU
account_name npu [Tpedukc nMeHu JoMeHa CO3/1aBaeMOro TeHaHTa, He
HeoOXO/IMMOCTH | JIOJDKeH COJepXKaTh . UM
password npu [Taponb co3gaBaeMoro aMUHHUCTPATOpPa TeHAHTA U
HeoOXOJJMMOCTH | BCeX CO3/laBaeMbIX I10JIb30BaTesel
Habop TecToB, UCIOB3YIOTCS Cleyole Habopbl
fast | Ouncrka MPOCTHIX aKKAYHTOB, 3aITYCK
testset npu WHTETrPallMOHHBIX TeCTOB (MCIIOJIb3YyeTCs 10
HeobOX0AUMOCTH YMOJIYaHUIO)
all | Ilepeco3nanue poCTBIX ¥ KOPIIOPATHBHBIX
aKKayHTOB, 3allyCK UHTerpaliliOHHbIX TeCTOB
ssl_ignore npu HruopupoBath HeBaJIUHbIe WJIK CaMOIO/ITMCaHHbIe
HeobxomuMocTH | SSL ceprudukaThi
max_wait npu MakcuMarnbHOe BpeMsi 0XKUJIaHUSI aCUHXPOHHBIX
HeoOXOJJMMOCTU | omepanuil B CeKyHJiax
log out npu [TyTb K XypHaily OlIMOOK TeCTOB
HeobX0JIMMOCTU
info_log out pu JlorupoBats B aiis BMecTo stdout
HeobX0JIMMOCTU
log level pu Vposens noruposanus (debug info warn error)
HeobX0JIMMOCTH
dns npu Anpec HenryommmaHoro DNS-cepBepa 1151 3aKpBITOM
HeoOXOJIMMOCTA | YCTAaHOBKHU
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HavmenoBanue TpeboBanust
Omnucanue
napameTpa K 3aIl0JIHEHHUIO
tenant admin Ipu [TonHbIV TOTUH aIMHHA TeHAHTa B BUJle

HeoOXOOUMOCTU | <JIOTMH>@<IIOMeH-
TeHaHTa>[.<oKpyeHue>].<JI0MeH-yCTaHOBKU>.
Hanpumep, admin@test-deploy.mrt.example.net
[TonoMeH He NOKeH CO/lepP>KaTh CUMBOJIBI «.» U

« M.

TeHaHT ¥ MOJIb30BATEM B HEM OYAYT CO3/IaHbI
repeJi TeCTOBBIM 3aITyCKOM.

Ecnu nepenan napamerp tenant admin, nepeMeHHbIe
mail domain 1 account name UTHOPUPYIOTCS

4.3.2 IIlpumep 3amycka HHTerpalfMOHHBIX TeCTOB

export ETCD BROWSER URL=http://10.0.0.1:8001
export ETCD BROWSER USERNAME=user

export ETCD BROWSER PASSWORD=pass

export SUPER ADMIN=pgs

export SUPER PASSWORD=pgs pass

export MAIL DOMAIN=example.com

export PGS POINT=https://pgs.example.com/adminapi
./run_integration.sh

4.4 JInarHOCTHKA COCTOSIHHS ITOJCHCTEeM

4.4.1 [lnarHocTtuka cocrossaust Nginx

[lepeyenb MpoBepoOK It AUArHOCTHUKHU COCTOsTHUSI Ngnix yka3aH B Tabmurie 13.

Tabnumna 13 — [lepeyenb npoBepok it AuarHocTuku Nginx

Tun nposepku Anpec [Tpumevanue
ITpoBepka craryca paboTbl | — hitps://<nokanbHbIi-apec-cepepa | [1apametp «all» B oTBere
noacucreM Auth/SSO u > JIOJDKEH OBITh paBeH CTPOKe
Core 8443/api/manage/core/status «OK».

— https://<yiokanbHbIN-aIpeC-
cepBepa>:
8443/api/manage/docs/status
ITpoBepka Teky1en — https:/<nokanbHbIH-azIpec-
KOH}UTypaIiiu cepBepa>:
8443/api/manage/config
ITpocMoTp >xypHaoB — https://<JIoKaTbHBIIA-aIpec- B kayecTBe ajibTepHATUBBI
JIOCTyTIa U OLIMOO0K cepBepa>: VICII0JIb3YeTCs IPOCMOTP
cucremel Auth/SSO (B 8443/api/manage/logs/error »KYPHAJIOB COOBITUH Ha
CIIy'ae OTCYTCTBHSI CRPBEPA | _ e //< okabHbIiH-apec- cepBepe C poJIbIo
CpOHbK)co_log) cepBepa>: co_lb core auth, IIO
8443/api/manage/logs/access YMOTTHAHHIO MECTO
pacIioJoXKeHusI XypHaa
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Tun nposepku Anpec [Tpumevanue
— https://<noKkanbHbINA-apeC- COOBITUH: /srv/docker/op

cepBepa>: enresty/logs/
8443/api/manage/logs/access_full

ITpocmoTtp crrcka — https://<nokanbHblli-agpec-

aKTUBHBIX CeCCUU U cepBepa>:

aBTOPHU30BaHHBIX 8443/api/manage/sessions

TTOMB30BATENIEN — https://<yiokanbHbIN-aIpec-

noacucreMbl Auth/SSO )
cepBepa>:
8443/api/manage/users

Anpec cepBepa BbIOMPaeTCsl U3 YKa3aHHBIX B TPyIIie co 1b core auth ¢aiia hosts.yml.

Jlyist obecriedenust 6e30MaCHOCTH JIOCTYH K MOPTY 8443, orpaHWYeHHBINH Ha cTopoHe Nginx,
JIOJDKEeH PAcIpOCTPaHSIThCS HA JIOKAJIbHBIM CepBep U BHYTpPeHHHe (YacTHbIe) CeTH C aJipecaMu I10
crangapty RFC1918. Karteropruecku 3samperiaeTrcs OTKpPBIBAThb JOCTYH K IOPTY M3 MYOIMYHBIX

ceTe.

4.4.2 Tlnarsocruka cocrosiHusi Lsyncd

Huarnoctuka cocrosiHus Lsyncd npuMeHsieTcst TOJIBKO AJISL KJIACTEPHOI'O pPeXXHMa YCTaHOBKHU
(B standalone koudurypanuu lsyncd He ncnosnb3yercs).

HpOBepI/ITb CUHXPOHH3aIlUIO HEO6XO,[[I/IMO B XXYpHaJIe COOBITHH C IIOMOIIBIO KOMAHBI:

docker logs --tail 10 lsyncd
Konreiinep Isyncd fomkeHn  ObITb  3amylleH Ha BCeX y3laX C  pOJIbIO

co 1lb core authre wopi. [IpoBepuTs craTyc ero paboTsl HEOOXOOUMO C IIOMOIIBIO KOMAH/IbI:

cat /srv/docker/lsyncd/conf/lsyncd/lsyncd.status

4.4.3 IlmarHoctuka cocrogaus RabbitMQ

[TpoBepka craTyca ouepequ COOOIIEHUM ocylecTBisieTcs yepe3 Beb-uHTepderic RabbitMQ
mo azpecy http:/<mokanbHblli-agpec-cepBepa>:15672. JloruH # mmapoib Uil aBTOpPHU3AIUU
WCII0/Ib3yeMBbIX B TEKYyIIel yCTaHOBKe.

Anpec cepBepa BbIOMpaeTcsi W3 YyKa3aHHBIX B TIpynmne co mqg ¢aiiaa inventory.
[TpegycMoTpeHbl BOBMOXXHOCTU ITPOBEPKU COCTOSIHUS KilacTepa RabbitMQ, cozmanus unu ynaneHus
ouepeqi1 0OMeHa WX OT/AeJIbHBIX COOOIIeHUH.

st npoBepku denepanuu RabbitMQ mocrne HacTpoiiky He06XOJWMO MCIOJIB30BaTh Beb-
uHtepdeiic RabbitMQ CO, pacrnoniokeHHBIM TIO apecy http://<jaoxanbHeNI-ampec—
cepBepa>:15672/#/federation

[Tocne xaxporo pasBepTeiBaHUsI U Tepe3arpy3kd dvactu PGS umu CO Heobxomumo

npoBepsTh, uTo RabbitMQ (PGS) pa3BepHyT BUpTyanbHbIN cepBep ¢ UMeHeM «COy.
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[Ipy OTCyTCTBMM BHUPTYaJbHOTO XOCTa HEOOXOJUMO CO3[aThb €ro C IIOMOIIbI0 IaHeIu
apMuHucTparopa RabbitUIL

Jliis ocTyna K MaHend aJIMUHHUCTPAToOpa HCIIONIb3yWTe JAOMEeHHOe WMs, yKasblBalollee Ha
cepBep PGS. [TomenHoe nums dopmupyetcsi Ha 6aze 3aperiCTpUpOBaHHOIO JJoMeHa ycTtaHOBKUA PGS
(cM. mogpobHee nokyMeHT «"MoitOduc YactHoe obmmako 2". Cucrema xpaHeHus JaHHbIX Mo Odwuc
(PGYS). PykoBojicTBO o YCTaHOBKEY) u mopTa «15673»: http://pgs-
<env>.<default domain>:15673.

B kavecTBe JIorvHa ¥ MapOJIsl UCIOJIB3YIOTCS 3HAYEHHS TePEMEHHBIX pgs rabbitmg user H
pgs_rabbitmg password.

st obecriedyenmst 6e30I1aCHOCTH JIOCTYIl K JAHHOMY IIOPTy [JOJDKeH OBITb OrpaHUYeH
JIOKAJIbHBIM CEPBEPOM U BHYTPEHHUMHU (IIPUBATHBIMM) CEeTSIMU C afpecamu 1o crangapty RFC1918.

Kareropuuecku 3amnperiaercsi OTKpbIBaTh IOCTYI K HeMy U3 IyOJIUYHBIX CeTel.
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5 U3BBECTHBIE ITPOBJIEMBI 1 CIIOCOBBI PEHIEHUA

5.1 IIpobema yreuexk mamsatu FM npu ycranoBke standalone

[Ipu pasBepteiBannu CO B pexume standalone HeoOXoaMMO yKa3biBaTh 3HAYEHHE

MepeMeHHOU fm heap limit paBHBIM 512m. [IpoBepuTh TekyIye HAaCTPOMKU MOXHO Ha cepBepax

C POJNIBKO co_ fm:

# docker inspect fm | grep Xmx
"JVM OPTS=-Dmail.mime.encodeparameters=false
-Dmail .mime.encodefilename=true -Dspring.main.banner-mode=off -Xmx512m
-XX:+HeapDumpOnOutOfMemoryError
-XX:ErrorFile=/srv/docker/fm/logs/hs err.log
-XX:HeapDumpPath=/srv/core dumps",
Jl71s1 cHY>KeHHUsI BepOsITHOCTH ommbok npu pabore FM cepBuca Bo BpeMsl 3arpy3ku, IpU

BKJIIOYEHHOM IIpOBEpKe THUIIOB, HGO6XOHHMO YBeJIMYHUTL KOJIMYeCTBO IIaMATH [JId CepBHCa C

[IOMOIIILIO KOMaH/IbI:

fm heap limit: 512m
fm max memory: O (mnu B ABa pas3a 6onbue fm heap limit)

5.2 IIpobsiema ycranoBku mopaysis python3-libselinux

Onmcanue npo6JieMsI
B Hekoropsix ciy4asix B mporecce pabotel yctaHoBKM Ha OC Centos, Redos Bo3moxHO

MOsIBJIeHMe CJIeYIOIIel OMMOKU:

2023-01-01 12:00:00,001 p=28456 u=root n=ansible | fatal: [

10.100.100.100]: FAILED! => {"changed": false, "msg": "No package
matching 'python3-libselinux' found available, installed or updated",
"rc": 126, "results": ["No package matching 'python3-libselinux' found
available, installed or updated"]}

Pemrenue

BrimmonauTs CJIeAYIOUIYIO KOMaHAy U TPOOOJIKUTE YCTaHOBKY':

sed -i 's@python3-libselinux@libselinux-python3@'
./_versions/2.8/collections/ansible collections/nct/system/roles/python3/vars/R{E
D,edHat}.yml

5.3 Pemrenue npo06sieMbI C JIOTaMH

[Tpu ocraHOBKe poTanuu (apXUBHpPOBaHUs) JIOTOB cepBrcoB Nginx nnu Pregen Heobxogumo
O0OHOBUTH TOJIMTUKU 0e30MaCHOCTM Ha CepBepax C POJIbI0 openresty-lb-core-auth U POJIbIO
pregen.

O0HOBIEHMS MOTUTHKN 0€30IT1aCHOCTH BHIIIOJIHSIOTCS C IIOMOIIIBIO KOMaH/bI:

restorecon -R /srv/docker
[Tocrne 06HOBIEHUS TOIUTUKH HEOOXOIMMO ITPOBEPUTH POTAITHIO JIOTOB Yepe3 48 4acosB.
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Hamnpumep:

[root@jenny ~]# cd /srv/docker/openresty/logs/

[root@jenny logs]# 1ls

access full.log access full.log-20231224-1703378461.gz access.log-20231222-
1703205421 .gz error.log error.log-20231224-1703378461.gz

access full.log-20231221-1703118661.gz access_full.log-20231225-1703464201
access.log-20231223-1703290201.gz error.log-20231221-1703118661.gz
error.log-20231225-1703464201 access full.log-20231222-1703205421.gz
access.log access.log-20231224-1703378461.gz error.log-20231222-
1703205421 .gz nginx.pid

access full.log-20231223-1703290201.gz access.log-20231221-1703118661.gz
access.log-20231225-1703464201 error.log-20231223-1703290201.gz

5.4 IlepenosineHye JUCKA JAHHBIMH MOHHUTOPHHTA

Omucanue NpoosIeMbI:

bricTpoe 3amosiHeHne IMCKA IpU yCTaHOBKe standalone miy [yist KjlacTepHOM YCTaHOBKHU, Ha
y3J1e KjiIaCcTepa C POJIbIO co _infra.

Pemenmue:

BricTpoe 3anonHeHre Mcka MOXeT IPOMCXOIUTh MPU MOCTYIJIeHUH OOJIBIIOro KOJIM4ecTBa
JAHHBIX MOHUTOpPYMHIA WM JIOTUPOBAHUS, W3-32 HEINPAaBUIIBHO HACTPOEHHBIX IIOJINTUK UX
XpaHeHus.

ITo YMOJTYaHUIO JlaHHbIe MOHUTOPUHTA pacIIoJIararTcs B
JIMPEKTOPUU /srv/docker/prometheus/data. Bpemsi XxpaHeHUs TaHHBIX 3a/1aeTCS IPU yCTAaHOBKE
CO c mnomoIlpio MepeMeHHOU prometheus storage tsdb retention time (To  yMoI4aHHIO
"21d", To ectb 21 OeHb).

[Ipu nepernonHeHWM JYMcKa JaHHBIMA MOHUTOPUHrA 6a3a JaHHbIX Prometheus moxer ObITBH
IIOBpeX/ieHa. st BOCCTaHOBJIEHU S paboTOCIOCOOHOCTH HeobOXoauMo YIAIUTD
IIMPEKTOPUI0  /srv/docker/prometheus/data. Ilocie ypamenus IAPEKTOpUU  ciefyer
IIepeyCTaHOBUTh pOJIb, OIPAHUYMB ee ONLMUeld -limit, TOIBKO IJIS POJIA co infra M YyKas3aB
CIleHapui playbooks/infra.yml. [[pumMep koMaHbL:

ansible-playbook -i playbooks/infra.yml --tags prometheus --limit co_infra
O6beM TaHHBIX XXypHala COOBITUM 3aBUCUT OT KOJIMYECTBA y3JI0B KJIacTepa, KOJIM4YecTBa UX

KOHTeMHepoB U yPOBHSI IIPOTOKOJIMPOBAHMS pa3lMYHbIX CEPBHMCOB (HACTPaUBAIOTCS C ITOMOIIBIO
Etcd). ITo YMOJTYaHUTO JTaHHbIe >KypHasia COOBbITHI pacroJiaraloTcs B
JUPEeKTOpPHUH /srv/docker/elasticsearch/data. BpeMH XpaHeHHsd [OAaHHBIX 3aJdeTcda IIPpU
ycraHoBke CO c momolpio IepeMeHHOM es index retention period days (10 YMOJIYaHHIO

"120", To ectb 120 nHE).
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B ciiydae mepernosHeHus AMCKA JAaHHBIMUA >KypHala COOBITHM, MPeyCMOTPEHO YIaleHue
Oosee crapble WH/IEKCOB BPYYHYIO (CTPYKTYpPbl XpaHeHMsl U MOUCKA JAaHHBIX B o0beMe 1 nmHs). s
3TOT0 Ha y37Ie C POJIbI0 co_infra HEOOXOAWMO BBIIIOJHUTH CIIeIyIOe KOMaH/ Ibl:

# maposib BBOOUTBL M3 IepeMeHHOM elasticsearch opendistro admin password
curl -k --user admin https://localhost:9200/ cat/indices
# BHIOpaTh MHIOEKCH, I[OoIJiexauue yOoaJleHuo0, HaduHawoumyecs c "co-"
curl -X DELETE -k --user admin https://localhost:9200/co-<YYYY.MM.DD>

Jl71s1 yMeHblIlleHUsl YPOBHSI JIOTUPOBAHUSI HeOOXOJMMO M3MEHUTh 3HA4eHUs! IepeMeHHBIX,
MpYUBEeJEeHHBIX B Tabmwuile 14.

Tabnuna 14 — Ilepedenb nepeMeHHBIX XXypPHaJla MOHUTOPUHT A

. 3HaueHHe ik yMeHbIIIeHU s
HaumenoBaHue nmepeMeHHOM 3HavyeHHe 110 YMOTYaHHUIO
rJIyOUHBI JIOTa
common_co_log level info warn/error
chatbot log level info warn/error
cvim_cu_log level info warn/error
cvim _log level info warn/error
dcm _du log level info warn/error
dcm log level info warn/error
du log level info warn/error
du nps log level info warn/error
fm log level info warn/error
sdd log level info warn/error
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INPUJIOKEHHUE A

HOpﬂIIOK YCTaHOBKH U HaCTPOﬁKH JIOKAJIBHOT'0 PEI0o3uTOpHUAa

1. CO3)18Tb KaTaJIoT Ik pa3MellleHH s peliO3uTOPUs C ITIOMOIIBIO KOMaHbI:

sudo mkdir -p /srv/repo/alse/main
2. IlpumoHTHpOBaTh 00pa3 yCTAaHOBOYHOIO JucKa (eciM Ha KOMIIbIOTepe HeT

kaTasiora /media/cdrom — To co3martk Karajyor /media/cdrom) ¢ MOMOIIBbIO KOMaHIbI:

[ -d /media/cdrom ] || sudo mkdir /media/cdrom
sudo mount /nyTb K ISO-o6pas3y /media/cdrom
3. CkonupoBarhb (paitibl U3 0Opasa B KaTaJIOr PEIIO3UTOPUSI C TTOMOIIbI0 KOMaH/Ibl:

sudo cp -a /media/cdrom/* /srv/repo/alse/main
4. OtmonTHpOoBaTh ISO-00pa3 aucka C MOMOIIBI0 KOMaH/IbI:

sudo umount /media/cdrom
4.1 Eciiu Tpebyetcsl, BLITOJIHUTD aHAJIOTUYHbIE IeHCTBUS JJIsl 6a30BOT'0 Perno3uTopust (Mcka

CO CpeJICTBaMH pa3paboTKU) C MTOMOIIIBI0 KOMAH/IbI:

sudo mkdir -p /srv/repo/alse/base

[ -d /media/cdrom ] || sudo mkdir /media/cdrom
sudo mount /myTk K ISO-o6pasy /media/cdrom
sudo cp -a /media/cdrom/* /srv/repo/alse/base
sudo umount /media/cdrom

5. J1yist 0GHOBJIEHHSI OCHOBHOTO Pero3UTOPUs (OCHOBHOTO AMCKA) C TTIOMOIIIBI0O KOMaH/Ibl:

sudo mkdir -p /srv/repo/alse/update-main

[ -d /media/cdrom ] || sudo mkdir /media/cdrom

sudo mount /nyTe K ISO-o6pasy /media/cdrom

sudo cp -a /media/cdrom/* /srv/repo/alse/update-main
sudo umount /media/cdrom

6. Jlyist obHOBIeHUs: 6a30BOr0 peno3uTopus (Aucka ¢ 0OHOBJIEHHMEM CpeJICTB pa3paboTKH) C
IIOMOIIIbIO KOMaH/IbI:

sudo mkdir -p /srv/repo/alse/update-base

[ -d /media/cdrom ] || sudo mkdir /media/cdrom

sudo mount /nyTe K ISO-o0o6pa3y /media/cdrom

sudo cp -a /media/cdrom/* /srv/repo/alse/update-base
sudo umount /media/cdrom
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INTPUJIOKEHUE b

3aMeHa CTAHAAPTHOT0 PEeIro3uToOpusa Ha JIOKAJIbHbBIH

3amMeHa CTAHJAPTHOI'O PpEeIo3uTOpPUd Ha JIOKAJIbHBIA BBINIOJIHSIETCS Ha cepBepe C pOJIbIO

operator. [lepeuncieHHbId TOPSIOK JedcTBUM wucnonbdyercss B OC  Astra. [lnsg 3aMeHbl

Perno3nTopusd HeOGXO,I[I/IMOI
1. OTKJIIOYNTH BHEIIHHe pPeno3nuTopuHu, 3dllyCTUB KOMdHAY:

sed -i "s/"/#/" /etc/apt/sources.list
2. J106aBUTh JIOKaJIbHBIM BHEIIHUI PellO3UTOPUH, 3allyCTUB KOMaHAY:

tee -a /etc/apt/sources.list << EOF

deb http://$IP_ ADDRESS:8081l/repository/astra/ 1.7 x86-64 main contrib non-free
deb http://$IP ADDRESS:8081l/repository/astra-ext/ 1.7 x86-64 main contrib non-
free

EOF

rae sIP_ADDRESS — IP-ajpec yokanbHOro cepBepa Jyist XxpaHeHUs (PaiyioB.

3. OOGHOBUTDb UHJIEKC PEIO3UTOPHUS 3aITyCTUB KOMaH/TY:

apt update
4, TlpoBepuTh JIOCTYIHOCTH Pero3uTOpusi (POM3BECTH IIOKMCK ITPOM3BOJILHOTO I1aKeTa),

3dIIyCTUB KOMdHAY:

apt search pwgen
5. Y6e):[I/ITbCiI, 4YTO B BbIBOJIe KOMdHJbBI IIPDUCYTCTBYET HA3BdHHE IIdKeTa pPWwgerl. BbIBOI[

KOMaH/JbI:

root@operator:~# apt search pwgen
Sorting... Done

Full Text Search... Done

pwgen/stable 2.08-1 amd64
Automatic Password generation
root@operator:~#

6. Hactpouth MeHemkep Mopysel (pip) Ha HCIIOJIb30BaHHE JIOKAJIBHOTO Ppero3uTOopusl,
3aIyCTUB KOMaH/Y:

tee /etc/pip.conf << EOF
[global]
trusted-host = SIP ADDRESS
index = http://SIP _ADDRESS:808l/repository/pypi-proxy/pypi
index-url = http://$IP _ADRESS:8081/repository/pypi-proxy/simple
EOF

rae sIP_ADDRESS — IP-ajpec nokanpHOTO cepBepa /it XpaHeHUs (HanioB.
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HacTpoiika ceTeBbIX COeIHUHEeHUH

[TpyMep HacTpPOWKY CeTeBOro COeJMHEHHsI C IIOMOIIIbI0 KOMaHIHOM cTpoky B OC Astra.
1. Ins mpoBepku HeOoOXOIMMO OTKpPBITH (alijl C CeTeBBIMM HACTPOHMKAaMU C I1OMOIIBIO

KOMaH/JBbI.

nano /etc/network/interfaces
B oTkpbiBIIEMCSl OKHE peJlakTOpa IPOBEPUTh HAJIMUKe CJIe/TyIOIIel CTPOKU:

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

source /etc/network/interfaces.d/*
1.1 3aKpBITh OKHO U BEpHYTHCS K CTPOKe TepMUHAJa.

1.2 Co3pgaTh HOBOe CoeqUHeHUe C ITIOMOIIBI0 KOMaH/IbL:

sudo nano /etc/network/interfaces.d/ethO0
HpI/IMe‘laHI/IEZ €CJ/IM Ha BallleM CepBepe YCTaHOBJIeHbI IpyIrve peldKTOPbI (Vim, Vl) 3daMeHUuTe

B KOMaH/Ie nano Ha JIPYTOM peJaKTop.
2. B OTKpBIBIIIEMCSI OKHE peJlakTopa B 3aBUCHMOCTH OT THIIA MCIIOJIb3yeMOTO il HaCTPOeK
BBECTU KOMaHJy U3 yHKTa 2.1 wmm 2.2.

2.1 IIpu ucnonb3oBaHUU cTaThdeckoro IP-apeca HeoOx0IMMO BBECTH:

echo "auto ethO
iface ethO inet static
address 192.168.1.100
netmask 255.255.255.0
gateway 192.168.1.1" > /etc/network/interfaces.d/ethO
B npuMepe HUCIOJIb3YIOTCA ITPOU3BOJIbHbIE HaCTpoﬁKH ceTeBOIro coegviHeHM . HEO6XOHI/IMO

3aMeHUThb TpemiokeHHble HacTpouiku (192.168.1.100, 255.255.255.0, 192.168.1.1) Ha HacTpoWku
CeTeBOI'0 OKPYKeHHUsI CO3JJaHHbIX CePBEPOB.

2.2 Ilpu ucnonszoBanru DHCP B okHe pefilakTopa He06X0IMMO BBECTHU:

echo "auto ethO
iface ethO inet dhcp" > /etc/network/interfaces.d/ethO

Jlnst koppekTHOM paboThl HeoOXOoAMMO 3akpenuTh IP-afpeca 3a cepBepaMu C ITOMOIIBIO
Hactpoek DHCP-cepBepa Bartiero 1uito3a (KOMMYTaTOpa).

3. Ilocne BBOjla mepeMeHHbIX dalyl COXpPaHUThb. [[OBTOPHO OTKPBITH (Pailjl KOMaHAOU M3
MyHKTa 1 J71s TpOoBepKH.

4. 3agate DNS-cepBep

echo "nameserver 8.8.4.4" > /etc/resolv.conf
Anpec DNS-cepBepa 8.8.4.4 yka3aH NpPOM3BOJIBHO, €CJIM B JIOKAQJbHOW CeTH CYyIIeCTBYeT

BHyTpeHHUM DNS-cepBep Heobxomumo n3mMeHuTsh aapec 8.8.4.4.

5. IIpyMeHUTH HACTPOUKU CETeBOI'0 COeIMHEeHUS

sudo systemctl restart networking
[IoBTOPUTH BBHINIOJIHEHMe JIeHMCTBUS AJIs1 KaXXI0TO CepBepa, UCII0Ib3yeMOoro Jijisl YCTaHOBKH.
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nbpﬂHOKCOBH&HHHCHMOHOHHHCHHHOFOCEpTH¢HKaTa

[To ymonmyanuio 6pay3epsl He JOBEPSIIOT CAMOIOAIMCAHHBIM CcepTUdUKATaM, peKOMEeHyeTCsl
HCIIOJIb30BaTh €ro TOJILKO ISl BHYTPEHHUX I1eJiel WK B I[eJIsIX TeCTUPOBAaHUSI.

1. ITpoBepka unm ycranoBka OpenSSL.

OpenSSL moctyrieH mo yMOTYaHHUIO BO BCEX OCHOBHBIX MUCTPUOyTHBax Linux.

Hns noucka ycraHoByieHHoro [I0 OpenSSL u npoBepky Bepcur HeoO6XOAWMO BBITIOJIHUTh
KOMaHJY:

$ openssl version
Ecm BrBon ¢ uHdopMmanueir o Bepcuum OpenSSL  orcyrcTByeT — mporpamMma He

yCTaHOBJIeHa.
st ycranoBky OpenSSL BhIIOJIHUTE ClelyIOIIy0 KOMaHAY:

$ sudo dnf install openssl
150)15¢

$ sudo yum install openssl
Bri6op koman bl 3aBucUT OT THIa OC.

2. Cosmanme SSL-ceptudukara.
Hna co3maHus  caMoOIOANMCAaHHOro cepthudurkara SSL  Heob6XoAMMO HCIOIb30BaTh
CJIeAYIOIIYI0 KOMaH/Ty:

$ openssl req -x509 -nodes -days 365 -newkey rsa:4096 -keyout server.nopass.key -
out server.crt

C momomplo KOMaH[bl OyZeT co3JaH CaMOIIOANIMCAaHHBINM CcepTUQUKAT, KOTOpBIA Oyner
TIeMCTBUTeJIeH B TeueHHe 365 IHel.

[To ymonuanuto ceprudukar u ¢ain kiaroda OyIyT CO3[AaHBl B TeKyllleM KaTaiore (B
KaTajiore, U3 KOTOPOT'O BBIIIOJIHSIETCSI KOMAH/Ia).

3HaveHus GIaroB KOMaH/IbI:

— req — C/IeJIaTh 3alIPOC Ha MOJNUCH CepTUPUKATA;

— -newkey rsa: 4096 — co3faTh K04 RSA mmunoit 4096 6ut. Eciu He ykazaHo MHOe, IO
yMOJTYaHUIO OyAeT co3naH Kiitod amuHon 2048 o6urT;

— —keyout — UM ¢aiiia 3aKPbITOTO KJIF04a, B KOTOPOM Oy/leT XpaHUThLCS KITI0Y;

-out — yKa3bIBaeT UM (aiiiia Jyisi XpaHeHHsI HOBOT'O CepTU(pUKaTa;

— -nodes — IIPOITYCTHUTB IIAT [0 CO3/IaHUIO CepTHUUKATA C TApPOIbHON (pa3oii;

-x509 — co3naThb cepTudukaTt dopmara X.509;

— —days — KOJINYECTBO JHEH, B TeUeHHe KOTOPhIX CepTUPHUKAT JIeH CTBUTEJIEH.
3uauenud nmoned CSR:

— C = — Ha3BaHHUe CTpaHbl (IByXOyKBEHHBINA KO/);

— ST = — Ha3BaHHe IITaTa W IIPOBUHIIUHU,
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— L = — Ha3BaHWe HaCeJIeHHOTO MYHKTa;
— 0 = — IIOJIHOe Ha3BaHMe Balllell OpraHu3alluy;
— OU = — Ha3BaHHWe OPraHU3alMOHHON eJTUHUIIHI;

— CN

— [IOJIHOE JIOMEeHHOe UMl
3. Co3aHue 3aKphITOrO KIIIOYa.
3aKpbITBIM KJII0Y HeoOxomuM [yl moanucu Bamtero SSL-ceprudukara. s co3gaHus u

COXpPdHHA 3dKPBITOI'O KJII0Yd HEO6XO)II/IMO BBIIIOJIHUTb KOMaHY:

$ openssl genrsa -out server.nopass.key
3HaueHus $IaroB KOMaH/IbI:

— genrsa — CO3/IaTh 3aKPBIThIM KIII0Y RSA;

— —out — BBIXOJIHOM (aiiI.

[Io ymosyaHHIO 3aKpBITHIM K/IIOY OyIeT XpaHWUThCS B TeKylleM KaTajore (B KaTajore W3
KOTOPOT'O BBITIOJIHSIETCSI KOMAH/Ia).

4. Co3nmanue 3arpoca Ha moanuck ceprudukara (CSR).

CSR - undopmanus, oTmpaBiseMass B yaoctoBepsitonmii 1eHtp. s coszmanus CSR

HeobOX0JIMMO BBITIOJIHUTD CJIeIyIOIIyI0 KOMaHAY:

$ openssl req -new -key server.nopass.key -out server.csr
rue.

req — 3allpoC Ha MOJNUCH CepTUPUKATA;

— -new — HOBBIU 3aI1poC;

— -key — IIYTh, I'Jle XPAaHUTCS Balll Gai 3aKPbITOr0 KIII0Ya;
— -out — BBIXOJHOM (auil.

[Tocsie 3amycka KOMaH/Ibl, TTOKa3aHHOM HUXe, OyAeT co3[laH CaMOMOJMHUCAHbINA cepTUdHUKaT,

KOTOPBIY OyzeT JleliCTBUTeNIeH B TeueHUe 365 Heu.

$ openssl x509 -reqg -days 365 -in server.csr -signkey server.nopass.key -out
server.crt
5. [IpoBepka fieraneii ceptrdurKaTa BBIIIOIHSETCS C TOMOIIBI0 KOMAH/IbIL:

$ openssl x509 -text -noout -in server.crt
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Ilepeyens nu3MeHeHHIl TeKylllel BepCHHU
H3meHeHns oTHOCHTEJIBLHO penu3a 2.6
1. B ¢atine inventory hosts.yml yJaleHbl TPyIIIbl co_service U co_lcs.
2. Ilpn KacTepHOM yCTaHOBKe OTJeNIbHBbIE CepBepa Ul IPYNI co service U co lcs He

BBIJIEJISIOTCSL.
HN3meHenns oTHoCUTeJILHO penu3a 2.7

B c¢aiine inventory hosts.yml 06aByieHa rpymma co audit.
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