PyKOBOACTBO 110 HaCTPOUKe
MHTerpamuu

«MOHO®PUC YACTHOE OBJIAKO 3» U BHEIIHUE SIEM-CUCTEMUBI
B BAPUAHTE UCIIOJIHEHUA I'OCT

© 00O «HOBBIE OBJIAYHBIE TEXHOJIOT'HMHy, 2013 — 2024




000 «<HOBBIE OBJIAYHbBIE TEXHOJIOI'MI»

ITPOI'PAMMHOE OBECIIEYEHHE

«MONOPUC YACTHOE OBJIAKO 3»
B BAPUAHTE UCIIOJIHEHUS I'OCT

3.1G

PYKOBOJICTBO I10 HACTPOUKE UHTETPAITU
C BHEIIIHUMMU SIEM-CUCTEMAMMUA

Bepcus 1
Ha 12 smucrax

Jara nmyonukamnuu: 12.09.2024

MockBa
2024



MonOdounc

Bce yrmomsHyThle B 3TOM JIOKyMeHTe Ha3BaHHs MPOJYKTOB, JIOTOTHUIIBI, TOPrOBble MApKU U
TOBApHbIe 3HAKW MTPUHAIIeXAT UX BIIa/ieJbIlaM.

Tosapuble 3Haku «MoitOducy u «MyOffice» npunammexxar OO0 «HOBBIE OBJIAYHbIE
TEXHOJIOTHW».

Hu mpu kakux o6CTosITebCTBaX HeNb3si MCTOJKOBBIBATH JIFOO0OE CO/IepKUMOe HACTOSIIEro
JOKYMEeHTa KaK MpsMOe WJIM KOCBEeHHOe IMpefoCTaBjieHue JIUIeH3WH WK TpaBa Ha WCIOIb30BAHHE
TOBAPHBIX 3HAKOB, JIOTOTHUIIOB HWJIK 3HdKOB O6CIIy>KI/IBaHI/ISI, IpyuBeJeHHbIX B HeEM. JIr000e
HECAHKIMOHUPOBAHHOE HWCIIOIb30BAaHHWE JTHX TOBAPHBIX 3HAKOB, JIOTOTHIIOB WJIA 3HAKOB

obcimykuBaHus 6e3 MMCbMEeHHOI'0 pa3pelieHus UX paBoo0IIajaTesis CTPOro 3arpeleHo.
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IMEPEYEHD COKPAIIIEHUM, TEPMHHOB U OITPEJIEJIEHUI

B Hacrosiiiiem JIoOKyMeHTe MCIIOIb3yIOTCSl CJeAyIolllde COKpallleHUsi C COOTBETCTBYIOIIMMU
pacimdpoBkamu (cM. Tabmumy 1).

Tabmuma 1 — CoxkpairieHus ¥ pacimm$poBKU

CokpaliieHve, TepMUH PacminpoBka u ornpesesnenue
CO CloudOffice, Cuctema pelakTUpPOBaHUS U COBMECTHOH paboThl B COCTaRBe
«MoitO¢uc YactHoe O6sako 3» B BapuaHTe ucnosHeHus: 'OCT
PGS Pythagoras, Cuctema xpaHeHus JaHHBIX B cocTaBe « MoitOduc YacTHoe
O6usako 3» B BapuaHTe ucnoynHeHus: [OCT
0cC OmnepanvoHHast cucremMa
1O [IporpammHoe o6ecrnieyeHue
Tenant Jlornyeckuit 06BEKT, BKIIOYAIOMIUN B Ce0S1 COBOKYTHOCTD BBIYUCIIATEIbHBIX
pecypcoB, pelo3UTOpPHUH U 110JIb30BaTesen
KUMA Kaspersky Unified Monitoring and Analysis Platform — SIEM-cucrema ns
[[eHTpaM30BaHHOIO cO0pa, YCKOPEHHOI0 aHaJIM3a U KOPPeJsiuU COOBITHM
0e301MaCHOCTY M3 PA3IMIHBIX UCTOYHUKOB JTAaHHBIX
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1 OBIIIME CBEJEHUSA

1.1 Haznauenmue

CoBmectHasi pabora «MoiOd¢uc YactHoe O6mako 3» B BapuaHTe wucnomHeHus ['OCT
Bepcuu 3.1G ¢ BHemHuMu SIEM-cucremamy mo3BosisieT nepefiaBath BO BHelHUe SIEM-cucrembl
cobbITHs 6e3omacHOCTH, dukcupyemble B « Mot Oduc YactHoe O6sako 3» B BapraHTe UCIOIHEHUS
I'OCT, B ¢opmare CEF no mnporokosy syslog mis uX fAajnpHeHIlero XpaHeHWsl U aHau3a

CpeCTBaMHU BHEIIIHE CHUCTEeMBl.

Peructpanus cobwiTvii 6Ge3o0macHOCTH oObOecriedeHa B COOTBETCTBHH C TpeOOBAaHUSMU
npuka3zoB @CTOK Poccum Ne 17, 21, 31, 239.
1.2 Cucremubie TpeOOBaHUS

[Tepeuenb TpeboBaHMM K IporpaMMHOMYy U amnmnapatHoMmy obecniedeHuio [10 MounOduc
npuBefied B JokyMeHTe «"MoiOduc YactHoe O6mako 3" B BapuanTe wucnonHeHusi ['OCT.

CucremHbIe TpeOOBAHUS.
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2 HACTPOMKA PABOTBI

nst coBmectHOM paboTel « Mo Oduc YactHoe Ob6iako 3» B BapuanTe ucnonHenuss [OCT u

BHemHel SIEM-cucrembl He06X0IMMO BKJIIOUUTH M HACTPOUTH GYHKIIMIO B aJMUHUCTPAaTUBHOU

naHemu (mojppobHee cM. B JokyMeHTe «"'MorOduc YactHoe O6mako 3" B BapruaHTe HCIOTHEHUS

['OCT. PykoBOACTBO 10 aIMUHUCTPUPOBAHUION).

ApxuTekTypa pellleHHsI COBMeCTHOM paboTel CHCTeMbl pedakTUpPOBAHUsT U COBMECTHOU

pabotel, CrcreMbl XpaHeHUs JaHHBIX U BHelHeld SIEM-cucremsbl mpencraBjieHa Ha pUCyHKe 1.

CepBuc ayauTa (Audit Service) siBisieTcst eTMHOM TOYKOW BXOJla COOBITHUI ayauTa.
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Pucynok 1 — Cxema cbopa u nepeiauu coObITHN
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2.1 ApxurekTypa pemenus ajist CHCTeMBbI pefaKTHPOBAHUS M COBMECTHOH PabdoThI

KmuenTckue 3anpocs! (Clients) THUITUATHU3UPYIOT CO3MjaHKe COOBITHM B MOAYJISIX Ngnix, FM
(File Manager), nm (Notification Manager) u pcM (Document Collaboration manager). Ilocie
VHUIIMAIU3AIUK COOBITHS OTIPABJISIIOTCS 4Yepe3 RabbitMQ (Opokep coobmienuit, audit queue) B
Audit Service, KOTOpeIM mx 3amucbiBaer B SIEM-cucremy (KUMA) umu B syslog B CEF-
¢dopmare.

J171s1 KaXKI0ro COOBITHS 3alIMChIBAETCSl MOAYJIb U XOCT, B KOTOPOM OHO OBbLJIO CO3/]aHO.

[Tpumep s monyna FM:

<140>1 2024-03-24T09:33:40.467Z server.example.com co.core.fm

Bce Monynu nMeroT eAMHYIO TOUKY 00OpabOTKU M OTIIpaBKU coobieHnii. Mcxons U3 JaHHBIX
KJIMeHTCKOT'0 3alpoca, 3aloJHSIOTCS BCe TOJis COOOIeHus, YkazaHHbIe B JokyMeHTe «llepeueHb
PerucTpupyeMbix COObITHMY. [IJisl TOTy4YeHUs aKTyaJbHbIX JJAHHBIX O TeHAaHTe MOJYyJb OTIIPABJISIET

3aripoc B CucTreMy XpaHeHUs JaHHBIX.

CobbITHs TpeicTaBIISIOT coboi coobmennst CEF-popmara.

dopmaTr mnepefauM COOOIIEHUS: <co server>/api/vl/audit (POST) — JIUPEKTOPHUS
XpaHeHUs! /api/vl/audit JUIS OTHOPABKU COOBITUM CefEvent B Audit Service CO CTOPOHBI
CucreMbl peIaKTUPOBAHUSI U COBMECTHOM pPaboThl, MOTyYeHHbIX OT Ngnix.

[Tpumep coobmenust CEF-¢popmara:

Raw <140>1 2023-03-28T14:01:37.047Z alice.office.ru co.core.fm - - - CEF:0|
MyOffice|Optional [MyOffice Private Cloud]|3.0|301899 |Download an Object|0O]
msg=Unknown Error outcome=failure dvc=0.0.0.0
externalId=e9b0738b87831aeOedb7cc79455cafl0 start=2023-03-28T14:01:31.671927Z
fileId=1c74e733-ab39-44d7-a9eb-b5867863db7f fname=photol771018324.jpeg
fileCreateTime=2023-01-25T10:43:56Z cs5=pgs8491350672 fileModificationTime=2023-
03-28T14:01:31.667793Z src=10.100.56.79 suser=alexandr.smirnov@office.ru
filePath=/media/photol771018324.jpeg suid=03f34f8e44f14a7b971f5c16068485bd
fileType=image/jpeg

[Tpumep cobbrtus, nomydeHHoro Kaspersky Unified Monitoring and Analysis Platform

(KUMA):

TenantName : Main

Timestamp : Mar 28, 2024 17:01:37.052
Name : Download an Object
StartTime : Mar 28, 2024 17:01:31.671
Message : Unknown Error
DeviceAddress : 0.0.0.0
DeviceEventClassID : 301899

DeviceFacility : 17

DeviceHostName : server.example.com
DeviceProcessName : co.core.fm

DeviceProduct : Optional[MyOffice Private Cloud]
DeviceReceiptTime : Mar 28, 2023 17:01:37.047
DeviceVendor : MyOffice

DeviceVersion : 3.0

© 00O «HOBLIE OBJTAYHBIE TEXHOJIOT'UHW», 2013 — 2024



MonOdounc

SourceAddress 10.100.1.1

SourceUserID 03f34f8e44f14a7b971f5c16068485bd
SourceUserName ivan.ivanov@office.ru
DeviceCustomString5 pPgs84913506721

Service: Service

EventOutcome failure

ExternallID e9b0738b87831aeedb7cc79455caflo
FileCreateTime Jan 25, 2024 13:43:56.000

FileID 1c74e733-ab39-44d7-a9eb-b5867863db7f

Mar 28, 2024 17:01:31.667
photol771018324. jpeg

FileModificationTime
FileName

FilePath /media/photol771018324.jpeg
FileType image/jpeg

Priority : Low

Severity : 0

Type: Base

2.2 Apxurexktypa pemenus jisi CHucTeMbl XpaHeHHs JTaHHBIX

B Cucreme XPaHeHUs JdaHHBIX CIDYHKL[I/IOHaﬂbHaH BO3MOXHOCTDb aylUTa pea/In30BdHd BHYTPU

CepBUCOB Aristoteles W Euclid, obpabareBaronmx HTTP-zanpocel oT CcoO U Polemon
(xomrioHeHTHI «MoirOduc YactHoe O6mako 3» B BapuanTe ucnonHenusi 'OCT) ¢ TpeboBaHnuem

OTIIPaBKU COOBITHUS.

[Topsimok oTripaBKU COOBITHS BKJIIOYAeT B CeOst:

— 3alpoC y CepBUCa Aristoteles HACTPOeK ayauTa c agpecoM SIEM-cucremsr;
— reHepanuto cobsiTus B popmare CEF;

— OTIIPABKY COO6H.[€HI/I$I I10 IIOJIYYEHHOMY aJIpecy.

CobbITHs cofiepxkaT UHGOPMAITHIO O MOJIb30BATENISIX U TPYyMIax I0Jib30BaTesied, 1eHCTBUSIX

dIMHUHHUCTPATOPA4, HY6J'[I/I‘IHI)IX CCBIJIKaX 1 00BeKTax CbafIHOBOﬁ CHCTEMEI.

[TogpobHee 06 apxXUTEKTYPHBIX 0COOEHHOCTSIX B3aUMOJIEUCTBUSI CEPBUCOB CM. B JIOKYMEHTe

«"MoitO¢uc Yactnoe Obmaxo 3" B BapuanTe ucnosnHenus: 'OCT. Apxurtektypa».

[Tpumep pacmosnokeHus JJOKaJIbHOTO ¢daiijia XXypHasia COObITHI:

/var/log/pgs/<env>.<default domain>/epicure/access.log

[Tpumep coobmmenuit CEF-dpopmara:

1. be3 4yBCTBUTENBbHBIX TAHHBIX

<140>1 2024-03-29T15:10:29.199Z 1localhost Euclid - - - CEF:0|MyOffice|MyOffice
Private Cloud|3.0|100100|Create a User |1l |msg=User Created Successfully
outcome=success dst=10.160.1.1 externalld=cidaevhkuczfjlz start=2024-03-29-15-06-
39.451268 cs5=pgs59628 suser=admin@server.example.com src=10.5.156.199
duser=auth2@server.example.com suid=5677bddd-97f4-457f-976c-75b72a7d06eb
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2. C yyBCTBUTEIbHBIMU JJaHHBIMU (T]le TapaMeTp cs5 — UHG$OpMaIs O TeHaHTe)

<140>1 2024-03-29T14:59:41.657Z localhost Euclid - - - CEF:0|MyOffice|MyOffice
Private Cloud|3.0|100100|Create a User |1l |msg=User Created Successfully
outcome=success dst=10.160.1.1 externalld=zjtkzcvbaupxtzk start=2024-03-29-14-55-
51.845147 cs5=pgs59628 filePermission=default,admin
suser=admin@server.example.com src=10.5.156.199 duser=auth2@server.example.com
suid=5677bddd-97£f4-457f-976c-75b72a7d06eb

2.3 Hacrpoiika SIEM-cucrembl

st Hactporiku pabotel ¢ «MorOduc YactHoe O6mako 3» B Bapuante ucnonHenusi [OCT
Ha cropoHe SIEM-cucreMbl HeoOXOIMMO YCTaHOBUTH COOTBETCTBHE MeXAy PerucTpupyeMbIMU
coOBbITHUSIMU U KX napamerpaMu. [lepeyens perucrpupyembix B «MoiiOduc HYactHoe Obnako 3» B
BapuaHTe ucnonHeHus ['OCT cobeiTuii M UX NapameTpoB IpefcTaBileH B JIoKyMeHTe «llepeueHb

PErucTpUpyeMbIX COOBITUIY.
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3 OIIMCAHME PETUCTPUPYEMBIX COBBITHUSA CUCTEMBI

Perucrpupyemsie coObITHS TOAPA3eNISIOTCS Ha KJIaCChl, IpeJiCTaB/IeHHble B Tabinuiie 2.

Tabmuma 2 — Kiaccel peructpupyemMsix COOBITHNA

Kimacc
PErucTpupyeMoro Omnwucanue
COOBITHS
User Bce peticTBus, cBsizaHHBIE C TOJIb30BATEJIIMU, TaKUe Kak CO3JlaHUe, yiajleHue,
M3MeHeHUe ITpaB MOJIh30BaTeJIsl, aBTOPU3aIus, OJIOKUPOBKA U T.II.
Group He¥icTBus, CBsI3aHHBIE C TPYINIaMU M0JIb30BaTesell, Takve KaK CO3/aHue,
yIaneHue, U3MeHeHHe COCTaBa IPYMMbL U T.1.
Document HelicTBus, cBs3aHHble C pallaMU B CUCTeMe, TaKue KaK CO3[laHue, yAaJleHue,
M3MeHeHHe COJep>KMMOTro, U3MeHeHre NpaB JOCTyna K ¢aily U T.II.
Folder HelicTBus, CBsI3aHHbIE C TIAITKAaMU, Takve Kak CO3[laHue, OTKPbITHe, 3aTpy3Ka
Ak, U3MeHeHre MpaB JOCTYMa U T.1I.
Links He#icTBys, CBSI3aHHBIE C Iy OJIMIHBIMA U BHYTPEHHHUMU CCHUIKAMH, TaKHe KaK
co3/aHue, OJIOKMPOBKA, ylajleHHe CChUIKYU U T.II.
Administrator JelicTBUS aIMUHUCTPATOPA, TaKKe Kak COo3/laHue, yiajeHue, epeuMeHOBaHue

oO11el Manky WM CMeHa ee Bilajlelblla, BOCCTAHOBJIeHHe 00beKTOB, pa3pellieHue
WY 3a1ipeT CO3[aHus IIyOJIMYHBIX CCBHUIOK, BKIIFOYeHHe WM BBIKIIOYeHHe
aBTOBEpCUOHUPOBAaHHsl, HACTPOWKA [NIyOUHBI U 4aCTOThI COXPaHeHUs] BepCHH,
HaCTpOMKaA TeHAHTA U T.IL.

Perucrpupyemsie coObITHS KiTacCUPUIIMPYIOTCS 110 YPOBHIO BaKHOCTU (Severity). Onncanue

YPOBHEH BaXHOCTH perucTpyupyeMbIX COOBITUI IIpUBeieHO B Tabmnuie 3.

Tabmuma 3 — CoObITHS 0 YPOBHIO BAXKHOCTH

g;i?;i};z [Ipuopurer Omnucanue

0 Critical Kpurtndubie coObITHS, SBISAIOTCS TPSIMBIMU UHIMKATOPAMU aTaK{
CoObITHSI BBICOKOH BaXKHOCTH, IIPH MHO>XKeCTBeHHbIX [TOBTOPEHHUSIX

1 High WM B COBOKYTTHOCTH C IPYTUMU COOBITUSIMU SBIISTIOTCS
WHAWKAaTOpPaMU aTaKu

9 Medium CobbITHsI cpeiHel BaXKHOCTH, IEEO6XOIII/IMLI 111 BOCCTaHOBJIeHUS
1I0CJIe/I0BaTeIbHOCTH JIeMCTBUM B TIpoliecce
CoOpITHS HU3KOM Ba’KHOCTH, HAIIPSIMYIO He CBUJETeJIbCTBYIOIIHe

3 Low 00 aTake. dBgroTCa 0O0TAIAOIIMMU COOBITUIMHU I
paccieoBaHUs MHIUeHTa

4 Informational HNudopmanmonnbie coObITHS, UCTIOIL3YIONTUECS /i1 000raleH s
JTAHHBIX

5 Unknown CoObITHS, BO3HUKAIOIIVE TTPY HeU3BECTHOU omunbKe

[Tonst cobwiTHil, OTMedyeHHBble B JAOKyMeHTe «llepedeHb perucTpupyembix COOBITHI»

CHMMBOJIOM *, HeCyT YyI'pPO3y PACKPBLITHUS NdHHBIX.
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Hpouenypa BKJIIOYEHHU U BBIK/IIIOYEeHW S 9YBCTBUTEJIbHBIX JdHHBIX B COO6HI€HI/I$IX OIIMCadHa B

JIOKYMeHTax:

—  «"MoitO¢uc YactHoe Obmako 3" B BapuanTe wucnonHenuss ['OCT. Pykosopnctso

aJIMUHHUCTPATOPay;

— «"MonOduc YactHoe Ob6mnako 3" B BapuanTe wucnosHenusi ['OCT. PykoBoactBo 1o

HaCTPOMKe».
ID coObITHsI MMeeT YeTKyI0 CTPYKTYPY TOCTPOEHHUSI:
— TIepBbIe JiBe TUPPbI — KJIacC COOBITUS;
— BTOpbIe [Be TUPbl — IMOJIKJIACC COOBITHS;
— nocJieHUe JiBe IU(Pbl — YHUKAJIbHBIN UAEHTUPUKATOP COOBITUS B MTOKIIACCE.

[TepeueHb perucTpupyemMbix COOBITUM CHUCTeMbl IIpuBelleH B JoKyMeHTe «llepeyenb

PErucTprupyeMbIX COOBITUI.
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