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MonOdounc

Bce ynoMsHyTble B 3TOM JIOKyMeHTe Ha3BaHUS MPOAYKTOB, JIOTOTUIIbI, TOPTrOBble MAapKU U
TOBApHbIe 3HaKU MPUHAIUIeXAT UX BJlafieJibIlaM.

ToBapubie 3Haku «MoitOduc» u «MyOfficen npunamiexxar OO0 «HOBBIE OBJIAYHBIE
TEXHOJIOT'UW».

Hu npu kakux oOCTOSITeIbCTBAX Heb3s UCTOJIKOBBIBATH JIIOOOE CO/IepXKMMOe HACTOSIIero
JIOKyMeHTa KakK IpsiMoe MJIM KOCBEHHOe IpefioCTaB/ieHue JIMIeH3UW WM MpaBa Ha KCIO0JIb30BaHUe
TOBApPHBIX 3HAKOB, JIOTOTUIIOB MJIM 3HAKOB 00CITyKHMBaHUSI, IPUBEJIEHHBIX B HEM.

JItoboe HECAaHKIIMOHUPOBAHHOE MCIIOJIb30BAHUE 3THUX TOBAPHBIX 3HAKOB, JIOTOTHUIIOB WJIM 3HAKOB

obcimykuBaHus 6e3 MMCbMEeHHOI'0 pa3pelieHus UX paBoo0IIajaTesis CTPOro 3arpeleHo.

© 00O «HOBBIE OBJTAYHBIE TEXHOJIOT Uy, 2013 — 2024



MonOdounc

COJEPHKAHUE

@163 650% (1)1 (=) 5076 RN 9
B R s E 3 s (<) 0 (T TP U PP OTRPOPRPPPIN 9
1.2 OTIIMICAHTIE ADXUTEKTYPBL ..e.uveeiuriisriesseissiesisssssesssesssesssssssssssssssssesssesssnssssesssnssssesssnsssnesssnesssesssnessns 9
1.3 TPEOOBAHMS K TIEPCOHAITY ..vveeureeeureessreessnessssnsessssesssssssssessassessassessansessansessanssesnnssesnnesssnesssnnes 10
1.4 COCTAB JTACTPHIOYTHBA ...uveeiueeesteesueeasesssessssesssseassessssssssessssssnsesssssssessssesssesssssassessssesssessssssssessnnes 11
1.5 TlepedyeHb TEXHUYECKOU JTOKYMEHTALIHAM ....cvveeesurreeessnsneesssnsnesssansssessssnsssesssnsnnsessasnsesessansnneesans 11
1.6 IIporpaMMHBIe U alIIIaPATHBIE TPEOOBAHMSI ....ceeuveeverruriesiriareesinesreessseassesssnsssneessnesssesssnssssessnnes 12
1.7 THTIOBBIE CXEMBI YCTAHOBKH ....veeiurieasreesuseeasneessssesssssesssessassessassessassessansessasssssanssssnnesssnnesssnes 12
1.7.1 Sandalone ........cccoiiiiiiiiii e 12
1.7.2 KITACTEPHAS YCTAHOBKA . ..reeureesreessreasesssreasseessseassesssnessnessnssassessnnesssessnssansessnnesssessnsesssessneenns 13
1.7.3 T1OPSOOK YCTAHOBKH CEPBEPOB ......veeureisreasreessreaseessneasseessseassesssnesssesssssassesssnssssesssseessessneenns 13

2 TTOITOTOBKA K YCTAHOBKE ..vveuveestesssueasessssesssessssssssessssesssessssesssessssesssessssssssessssesssessssssssessssesssesssennns 14
2.1 TTOATOTOBKA CEPBEPOB YCTAHOBKH .....uvveeiuteresuresassresssssessassessassessassessassessassssssssssnssssnsssssesssnns 14
2.2 KOHOUTYPHUPOBAHUE O C ASITA 1..vviiivieiiieiiiesiieeiiesieesteestesssteessessteessesssseessessssesssessnsesssessssesssenns 14
2.2.1 YcranoBka Ha Astra SE 1.7 B 3aITUIIIEHHBIX BAPUAHTAX ...vveeevveersureesiueeessseeesiseeessseeesiseeesnns 14
2.2.2 YcraHOBKa Ha yCUJIEHHOM yPOBHeE 3alUIIIeHHOCTH (« BOPOHEXY) ....oovvveviviiiiiiiiiiiec 15
2.3 KoHPUTYPHUPOBAHUE CeNtOS .....coiiiiiiiiiiiiie e 16
2.4 HacCTpPOMKA CETEBBIX COCITHEHUM ..vveiuvvieisireesssesesssesesssesssssesssssesssssesssssessnssessnseessssssssssessssessssnees 17
2.5 TloaroToBKa CePBEPA C POIIBIO OPETATOT ......ciuviireerieerreesieessreesseesreesneesneesneesreesneesnneesneesnneenneens 17
2.5.1 YcraHOBKA B CETU 6€3 BBIXOHA B MHTEPHET ......eeeerureeesureesisreessseeesasseesasseesseeesssesssessssesssnns 17
2.5.2 YcraHOBKA MOACUCTEMBI YIIPABIEHUS KOHQUTYPALMSAMU. ...ccouvveernnreesrreesnneesnnesssesssneesnnns 17
2.5.3 YcraHoBKa JOIOITHUTEIBHOTO IO iiiiiuiiiiiiiiii ittt e e et s s e e es s s e ee s e e eebanseseeranreseesnnseeees 18
2.5.4 ABTOMaTHYeckasi yCTaHOBKA AOMOTHUTEIIBHOTO [TO ....occviiiiiiiiiieciccie e 18
2.5.5 YcraHoBKa XpaHUIMIIA 00PA30B DOCKET .........oocviiiiiiiiiicee e 19
2.5.6 Hactporika 3aBUCUMOCTeN PYthON .......cccooiiiiiiiiiiii e 19
2.6 IToaroToBKa KOHPUIYPALMOHHBIX PAMIIOB ....veviiireiiiiieeeiireessiriessssesssssessnsessneeesneessneessnnesssnneas 19
2.6.1 Tlopsmok pa3mertieHus ¥ 3arOTHEHUS GAUIOB KOHPUTYPAIIMH ..o.vveerrvveesnveeesseesssenssneesnnns 19
2.6.2 KondurypupoBanue ania hosts.yIml ..o 21
2.6.3 KonouryprpoBaHue Paniia MAIN.YIT .......cooiviiiiiiiiiieieee e 22

© 00O «HOBLIE OBJTAYHBIE TEXHOJIOT'UHW», 2013 — 2024



MonOdounc

2.6.4 OO6mue epeMeHHbIE JITSI CACTEMBI XPAHEHUS H PETAKTOPOB ....veervererereesesiresseesesseesseesenns 27
2.7 Co3naHue 1 pa3MeleHUe CEPTUPUKATOB ......ccecveerueriireesersreesseesreesseesresssessresssessnssssesssnessseens 28
2.7.1 Co30aHUE SSL-CEPTUMDUKATOB ...c.vvvveeiirrieieiiiieessssirseessassssessssssseessssssseessassssessssssseessssssseessans 28
2.7.2 Pazmernienre SSL-cepTUGUKATOB JJISI ITAPPOBAHMUST ..uvvveeeerurreeessssireeessssneesesssssesesssssneessans 29
2.8 HaCTPOMKA DIN'S ...ttt e be e et e e sab e e e snbe e e nnbe e e nnneas 29
2.8.1 BHYTPeHHUE DINS-BAIHMCH ......coeiiiiiiiiiiiiiiciece e 29
2.8.2 BHeIIHUE DINS-BAIMMCH ....cccuviiiiiiiiiiiciee et 30
2.8.3 Hacrtporika BHYTPEHHUX DNS-3AIHCEH ......coviiiiiiiiiiiiiie e 31
2.8.4 TlpoBepka paboTbl DNS Ha CepBepe C POITBIO OPETALOT ......ecveeireeerveessreesiessseeessesssesssessseennns 32
2.8.5 IlpoBepka coenviHeHMs: C CUCTEMON XPAHEHUS TAHHBIX ...eecveerueeereesreenressneasneesneessessneenns 33
3 J1OMOJTHUTETbHbBIE TTAPAMETPBI YCTAHOBKHL ...uvvvveesssrrressassrreessassneessanssnesssssssnssssnssssessanssseessnssseessannses 34
3.1 Tlopsamok 0OHOBAEHUS SAPA LINUX ...vvviiiiiiiiiiiiiiiie sttt e e nnees 34
3.2 Hacrpotika yBegomiieHU#H OT CUCTEMBI XPAHEHUS TAHHBIX .vvvevvveresureesssressssnesssseesssseeessseessssenans 34
3.3 Hacrporika IONOTHUTETbHBIX CEPBEPOB IS AYIIHATA ..eeerruvrrreessrneressssreeessasseeeessnsseeesssssseeessnnnes 35
3.4 OcraHOBKa M 3aITyCK CUCTEMBbI C [IOMOIIBIO0 KOHCOIBHBIX KOMAH/L ..veevuveesveessreessesseesssessnesssenss 35
3.5 HacTpoiika 0OPaObOTKU JKYPHAIIOB ......cveeiveiirieiueisriessesasesssesssesssssssessinssssessssssssesssnssssesssnssssenns 36
3.6 Hacrporika poranuu xypHasoB coObITUM B ElasticSearch ..o 36
T A N 103 = 10 4 (0] 01 o) - TSP P R URROPRPPIN 36
L o =1 2 (o) =3 - R 40
L G 11 01 0 03 2 2 (0) <3 242 A TP TP TP 40
4.2 TIpoBepKa KOPPEKTHOCTH YCTAHOBKH ....veeueesureasseessreasseessseessesssseassesssseassesssssessesssesssesssesssessnnes 40
4.3 3amyCK UHTETDAIMOHHBIX TECTOB ..eeveessvtesesssresssesssseessessssesssesssseessessssesssesssssessessssesssesssesssessnes 40
4.3.1 HacTpoiika 1apaMeTPOB CKPHIITA 3AITYCKA ...e.veeuveseesessresseessessesseessesseseessesssesseessessseseessens 40
4.3.2 TlpuMep 3alTyCKa UHTETPAITAOHHBIX TECTOB ....ccuviiueesressresseessesssesseessesssesseessessesseessessssseessens 42
4.4 ]IMarHOCTUKA COCTOSHUS ITOMICHCTEM ...uvvvvereeeessssissssssessssssssssssssssssssssssssssssssesssssssssssssssssessessssnnns 43
4.4.1 JInarHOCTUKA COCTOSTHUS INGITIX .oouveiiuriiiiesirieieesiee st e st e s e e st e e e sneesnneesneesnneesneesnne e 43
4.4.2 JITnarHOCTHUKA COCTOSTHUS LSYNICA ...eiivviiiiiiiiiiiie sttt 44
4.4.3 JTnarHoctrka COCTOSHUSI RADDIMQ ..cooiiiiiiiiiiieiieie ettt bre e e 44
5 H3BecTHbIE TPOOTIEMBI Y CIIOCOODBI PEITIEHUIS +.euvvveeessuserreessssreessssssseessasssessssssseessssssesessanssseesssssees 45
5.1 IIpo6nema yTedek maMsTy MPU YCTAHOBKE SEANdAlONe ..........cccccoviiiiiiiiiiiiiiceec e 45
5.2 TIpo6nema yctaHOBKY MOYJIS PYthon3-lbSelinuX ........cccveviiiiiiiiiiiii e 45

© 00O «HOBLIE OBJTAYHBIE TEXHOJIOT'UHW», 2013 — 2024



MonOdounc

5.3 PelleHNe TIPOOIIEMBI € JIOT@MM ....ceeuveerureesseeasreessesasneessesassessseeaseessesaseessnessneessssansessnesnsessneenseens 45

5.4 IlepemnosHeHMe UCKA JTAHHBIMU MOHUTODIHTA ....veeruvrateesserasessseeassessseassesssesssesssssssesssesssenns 46
[Tpunoxenue A — ITopsiiok yCTaHOBKYU M HACTPOMKU JIOKATTBHOT'O PEIIOZUTOPHSL «..vvverereerreernreenenns 48
[Tpunoxenue b — 3aMeHa CTaHIAPTHOTO PEMIO3UTOPHUS HA JIOKAIBHBIM ...cccvvvereeririireesnesnneesneennens 49
[Ipunoxxenvie B — HacTPONKA CETEBBIX COCTUHEHUM ....eveiivrrreesiireeeessireessssssneesssssneesssssssessssnsssenesans 50
[TIpunoxenue I' — [lopsiok co3gaHrsi CaMOTTOATTACAHHOTO CEPTUMDUKATA ...vvvvveerrurrrreessrrreesssnneeenns o1
[Ipunoxenue [l — ITepedeHb U3MEHEHUN B JIOKYMEHTE ......ccovreeiiurresisnresiseresiseiessneesssnesssnesssnesssnes 53

© 00O «HOBBIE OBJTAYHBIE TEXHOJIOT Uy, 2013 — 2024



MonOdounc

IMEPEYEHD COKPAIIIEHUM, TEPMHHOB U OITPEJIEJIEHUI

B Hacrosiiiem 1okyMeHTe NTPUMEHSIOT CJIeAyIOlHe COKpAIleHUs C COOTBETCTBYIOIIMMU
pacmmdpoBkamu (cM. Tabmumy 1).

Tabmuna 1 — CoxpallieHust U pacuppoBKU

Copamieinze, PacimmidpoBka 1 onpenienenue
TepMUH
AD Microsoft Active Directory, AKTUBHBIN KaTaJlor
API Application Programming Interface, uaTepdetic mporpaMMHupoOBaHUS PUIIOKEHHIA
Auth SSO Single Sign-On, noacuctemMa eguHoro BXoja (ayTeHTUHKAIIMKU U aBTOPU3aIIiHN)
CA Certificate Authority, yaocToBepsitoniuii eHTP AJIs MOATBEPIKIEHUS TT0[JINTHHOCTH
Ko4el mrdpoBaHUs
CDN Content Delivery Network, ceTh moCTaBKU coJiep>XuMOro (B JaHHOM CJIy4yae oJiHa
u3 posieri Auth SSO cepsepa)
CU Converter Unit, cepBuC KOHBepTUPOBaHUs pa3HbIX GOpMaTOB PailyioB
DCS Document Collaboration Service, cepBuc pefjakTupoBaHus U KojUlaboparuu
JIOKYMeHTOB Ha 0a3e koja Core
DNS Domain Name System, cucreMa JOMeHHBIX UMeH
DU Document Unit, cunonum DCS
EFK Crexk I1O st meHTpa/m3oBaHHOTO cO0Opa M BU3yalM3al[iH Ky PHAJIOB COOBITHH,
ElasticSearch + Fluentd + Kibana
ESTIA ECHA, Enunas Cucrema Unentudukaruu u AytenTudukaimu, vHGopMallMoHHAs
cuctema B PO, obecrneunBaromiasi CaHKIIMOHUPOBAHHBIM TOCTYII JJIsL
“HGOPMANMOHHOTO B3aMMO/IEHCTBHS (TPakIaH-3asiBUTeNIed U JJOJDKHO CTHBIX JIHII
OpTraHOB HUCIIOJIHUTENIbHOM BJIACTH) K MHOPMAIUH, CojJiepiKallleics B
rOCy/apCTBeHHbIX U MHbIX HHPOPMAIIMOHHBIX CUCTEMaX
ETCD Pacnpenenennas cucreMa XxpaHeHHs] KOHQUTYpallvy
FCM Firebase Cloud Messaging, cepBuc yBeoMyieHnt MOOMIBbHBIX TTpuioxeHuit Google,
panee HazbiBasics GCM
FQDN Fully Qualified Domain Name, mosiHOCTBIO OTIpefie/ieHHOe UMs JOMeHa
GCM Google Cloud Messaging, cepBuc HoTUdUKaIUi MOOWIbHBIX TipwioXxeHuit Google,
3ameHeH cepBucoM FCM
HMS Huawei Mobile Services, cepsrc HoTuduMKanui MoOMIbHBIX npuioxernii Huawei
Inventory Patin ns HacTporiku Ansible ¢ mepeuncnenuem porneit u ux IP-anpecos
IPVS IP Virtual Server
JKS Java Key Store, xpanumiie kmo4deid U CepTUPUKATOB, TOCTYIHBIX B BUPTYaJIbHOM
cepBepe Java
LDAP Lightweight Directory Access Protocol, obierdeHHbii IpoTOKOJI AOCTYNA K
KaTajioraM
LO LibreOffice, unbTpbl KOTOPOTO UCTIONB3YIOTCS ISl UMIIOPTUPOBAHUS Y CTApeBIINX
OuHapHBIX GOPMATOB IOKYMEHTOB
SMTP Simple Mail Transfer Protocol, mpoTokos mepegauu MoYTOBBIX COOOIIEHMI
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Coxkpaenue, Pacimidposka u onpenenenue
TepMUH

SSH Secure Shell, «6e3onachas obonouka»

Ul User Interface, nmosms3oBaTenbckuid HHTepdeiic

URL Uniform Resource Locator, equnblii yka3zatenb pecypca
UX User Experience, «OMbIT MOJb30BaTESD)

ay JupekTopus yCTaHOBKU
000 OO611eCcTBO C OrpaHUYEHHOU OTBETCTBEHHOCTHIO

0C OmnepanuonHas cucreMa

[IK [lepcoHanbHBIN KOMIIBIOTED

110 [IporpamMmmHoe obecniedeHue

p411 Y nocroBepsitoluil IeHTp
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1 OBIIIME CBEJEHUSA

1.1 Hazuauenue

B HacrosiieM 1OKyMeHTe ONMCAaH TOPSZIOK ycCTaHOBKM CHCTeMbl pelaKTUPOBAHUSI U
COBMeCTHOHM paboTel U3 coctaBa mpoaykta «MoiOduc [Tpodeccronanbubiil 3» U B3aUMOJIeCTBHE
cepBrcoB ¢ CHCTeMOM XpaHeHUs! JaHHbIX.

Cucrema pelakTUPOBAaHUSI U COBMECTHOM pabOThl pefiHAa3HA4YeHa ISl UHAUBUIYAJIbHOTO U
COBMECTHOT'O PeIJaKTUPOBAHUSI TEKCTOBBIX M TAOJMYHBIX JIOKYMEHTOB, a TakKXe IpOCMOTpa U
JIEMOHCTPAIIMHY Tpe3eHTaIui.

Cucrema XpaHeHUs JaHHbIX IIpeJHda3Ha4deHa JI1 fe3o0macHOro XpaHeHHs KOPIIOPATHBHbIX
daiyioB U obecrieyeHHUs] BOBMOXKHOCTEM aBTOPU3AllMH, ayTeHTUUKAIIMM W pa3rpaHUYeHus IpaB
JIOCTYyIIa I10JIb30BaTesIei.

[logpobHOe  ommcaHWe  BO3MOXHOCTeM  INPOANYKTa  IIPUBEIGHO B JIOKyYMeHTe

«"MoiOduc IIpodeccronanbubii 3". DyHKIIMOHATIBHBIE BO3MOXXHOCTHY.

1.2 Onucanue apxXuTeKTypbI

Ob61mmas apxuTekTypHas cxemMa CHCTeMbl pelakTUPOBAHUS M COBMECTHOM paboThl MpHBeieHa

Ha pucyHke 1.

444444444444444444444444

. CHcTema . Cucrema
i XPaHeHHA JaHHBIX H PEdAKTHPOBAHNA H

MonesoeaTens COBMECTHOM paBoTsl

Pucynok 1 — O6mas apxutekTypHasi cxeMa CHUCTEMBI peJJaKTUPOBaHUS U COBMECTHOM

paboThl
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1.3 TpeboBanus k nepcoHaxy

Hns pabotel ¢ [10 ApMuHHCTpaTOpy HEOOXOAUMO 00J1afiaTh pejieBaHTHBIM OIBLITOM T10
CJIeTyIOIUM HallpaBJIeHUSIM:

1. OCcHOBBI CETEBOT0 aIMUHUCTPUPOBAHUSL:

— cereBast mojientb OSI u crek mpoTtokosnos TCP/IP;

— [P-azipecaniyisi ¥ MacKU TOJCETH;

— MapUIPyTU3aIIUS: CTaTU4ecKasi U JUHAMUYecKas;

— IIPOTOKOJ obecrieyeHus oTkazoycrorurnsocty nuio3a (VRRP).

2. Pabota c nojicucreMoi BUPTyajv3allMd Ha YPOBHE 3KCIepTa:

— ycranoBka Docker;

— 3aIlyCK/OCTaHOBKa/Ilepe3alyCK KOHTeHHepoB;

— paboTa c peeCTpOM KOHTEHHEepOB;

— paborta ¢ VMware vSphere ESXi 6.5 u BbiI1I€;

— ToJy4YeHue apaMeTpOB KOHTEMHEepPOB;

— cetb B Docker, B3aumo/ieiicTBHe MPUJIOXKEHUN B KOHTeHHepax

3. Pabora c komangHo# crpokoit OC Linux:

— 3HaHus B 06beme kypcoB Red Hat RH124, RH134, RH254;

— 3HAHUS B 00beMe, JIOCTaTOUYHOM ISl Cllauu cepThdUKaIIMOHHOr0 3k3ameHa Red Hat

EX300.

4, Pabora co ciyx60i jomeHHbIX MeH DNS:

— 3HaHUWe ocHOBHBIX TepMUHOB (DNS, IP-agpec);

— moHUMaHue npuHIunoB pabotel DNS (kopHeBbie cepBephl, TLD-cepBepsl, cepBepbl UMeH

JIOMEHOB, pa3pelaoIui cepBep UMeH);

— 3HAHMe TUIIOB 3anucy U 3anpocoB DNS.

5. 3HaHUe BUJIOB apXUTEKTYPhI, a TaK’Ke OCHOBHBIX KOMIIOHEHTOB UHGPACTPYKTYPhI
oTKphITHIX Kitoue (PKI):

— 3aKpBITBIM U OTKPBITHIN KIIIOYH;

— cepTUdUKAT OTKPHITOTO KJIH0YQ;

— peructpanioHHbIN 11eHTp (RA);

— ceprudukarioHHbii 11eHTp (CA);

— xpanuJuiie ceptudukatoB (CR).

© 00O «HOBLIE OBJTAYHBIE TEXHOJIOT'UHW», 2013 — 2024
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6. HpaKTI/I"IECKI/IfI OIIBIT AAIMUHUCTPUPOBAHKS Hd YPOBHE 3KCIIepTa:

— Etcd;

— Elasticsearch;
— Prometheus;
— RabbitMQ;
— Redis.

7. Pabora ¢ cucteMol aBTOMaTH3aliuy pa3BepTbiBaHust Ansible.

1.4 CocraB aucTpudyTHBa

Kommyiekt mocraBku I10 mpenHasHayeH yisi MOATOTOBKM HWHGPACTPYKTYPhl CepBepa C

POJIBIO operator U JajibHelIIel ycTaHOBKY . KoMIliekT BKJIto4aeT B ce0si:

— WCIOJNHSAeMBbId ¢alsl co ansible bin 3.0.run,

IIOZICUCTEeMBI YIIpaBJIeHUsl KOHPUI'ypaLlUsIMU;

Hpe}lHaBHa‘l(EHHHﬁ AJisl ' YCTaHOBKH

— UCHONHSIeMBIX $alil co_infra 3.0.run, IpeJHAa3HAYEHHBIN JIJIs YCTAHOBKU XPaHWIMINA

obpazoB Docker

1.5 Ilepeyens TexHUYECKOM JOKYMEHTAIUH

[TepeueHb TeXHUYECKOM JIOKyMEHTAIlWH, MPeCTaBIeHHbIA B TabiuIle 2, MpefiHa3HaueH JIjis

pa3BepTbIBAHU A cepBepHoﬁ 4dCTH, HaCTPOfIKH U JaJIbHEHUIIero dIMUHUCTPUPOBAHKA TIPOAYKTa

«MoiiOduc ITpodeccronanbHbiit 3».
Kommekt JIOKyMeHTalluu

«MonOduc IIpodeccroHanmbHbIN 3»:

— Cucremy peJJakKTHPOBAHHUS U COBMECTHOM pabOThI;

— CucremMy xpaHeHUsI JaHHBIX.

PacIpoCTpaHseTCst

Ha KOMITIOHEHTHI IIPOJIyKTa

Tabmuna 2 — IlepedyeHb TeXHUYECKON AOKYMeHTAIlUU

Hcnonbzyemblie
HaumenoBanue gokymeHnTa Copepkanue JOKyMeHTa
KOMIIOHEHThI
«"MoitOduc Ipodeccruonanbubiit 3". Cucrema CucreMHble ¥ IpOrpaMMHBIE
CucreMHble TpeOOBaHHUS» pelakTUpOBaHUs | TpeOOBaHUS K IPOAYKTY

W COBMECTHOU
paborel, Cucrema
XpaHeHUs JaHHBIX

«"Mo#tOduc [IpodeccuonanbHbiit 3".
ApxuTektrypa»

Cucrema
pelaKTUPOBaHUs
U COBMECTHOU
pabotel, Cuctema
XpaHEeHUs JaHHbIX

Omnucanue apxXUTeKTyphl IPOAYKTA AJIS
BbIOOpA TUIA YCTAHOBKY U BBIJIEJIEHHUS
pecypcoB IJi1 CepBepoB

«"MoitOduc IIpodeccuonanbubii 3".
Cucrema pelakTUPOBaHUS U

Cucrema
peIaKTUpOBaHUS

HOPHIIOK YCTAaHOBKHU CUCTEMbl
penakTUpOBaHUA U COBMEeCTHOM

© 00O «HOBLIE OBJTAYHBIE TEXHOJIOT'UHW», 2013 — 2024
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CucreMa xpaHeHUs TaHHBIX.
PykoBojicTBO 10 ycTaHOBKe)

XPaHeHHWs JaHHbIX

Hcnonbzyemblie
HaumenoBanue gokymeHnTa Conepxanue JOKyMeHTa
KOMIIOHEHThI
COBMeCTHOM paboThl. PykoBoICTBO 10 1 COBMECTHOM paboTh
YCTaHOBKE) paboThI
«"MoitOduc IIpodeccuonanbubl 3". CucTema [Topsimok yCTaHOBKUA CUCTEMBI

XPaHeHHWs NaHHBbIX

«"Mo#tOdwuc [Ipodeccronansubii 3".
PyxoBozcTBO 10 HacTpoiike»

Cucrema
penaKkTUpOBaHUS
U COBMECTHOM
pabotei, Cucrema
XpaHeHUs JaHHBIX

Hactpoiika cepBepoB IpojiyKTa IOCTe
YCTaHOBKH U B XOJle 9KCITyaTalluu
CUCTEMBI, a TaKXe IPOIeCCOB
MOHUTOPHWHTA U JIOTUPOBAHUS

«"MoitOduc Ipodeccruonanbubiit 3".
PykoBojicTBO o pesepBHOMY
KOITMPOBAHHUIO»

Cucrema
XpaHeHUs JaHHbIX

[Topsiiok pe3epBHOTO KONIMPOBAHHUS
6a3 TaHHBIX, PACIIOJIOXKEeHHBIX B
CHCTeMe XpaHeHUs TaHHbIX

«"MoitOduc IIpodeccruonanbubiit 3".
CepBHUCHO-pecypCHasi MOJIesIb»

Cucrema
penaKTHpOBaHUS
U COBMECTHOU
pabotel, Cucrema
XpaHeHUs JaHHBIX

Jlormdeckast MoJieJlb CepBHCa,
OTIMCBIBAOIIASI COCTAB U B3aMMOCBSI3H
KOMIIOHEHTOB (PeCcypcoB), KOTOPHIE
COBMECTHO 06eCreYrBaroT
pefioCTaBieHre cepBuca

1.6 IIporpaMMHEbIe U anmapaTHbIe TPeOOBaHUS

HpOFpaMMHbIe W allllapdTHbIe TpeGOBaHI/Iﬁ K TeKYHLEfI BepCUuu I10 YKa3dHbI B JOKYMEHTe

«"MouOduc ITpodbeccronanbabili 3". CrcTeMHble TPeOOBAHU D).

1.7 TumoBbIe cxeMBbI YCTaHOBKH

CprKTypa CepBHCa MOXET OBITH npeacraBjieHd IBYyMS TUIIdMU YCTAHOBKHU:

— standalone (Ha ouH BUPTYyaJbHBIA CepBep WJIM Ha HECKOJIbKO BHUPTYalbHBIX CepBepoB B

pamMKax oJIHOr0 GU3UYEeCKOT0 CcepBepa);

— KJIacTepHasi (BCe pOJIM YCTAHABJIMBAIOTCS HA pa3Hble BUpPTyalbHble WU (r3UYecKue

cepBepbl).

1.7.1 Standalone

Koudurypanus 6e3 0Tkaz0yCTOMUHMBOCTH UCIIOIb3YeTCs JIIsl pa3paboTKU MM JIeMOHCTpaluu

BO3MOXKHOCTeH MpoAaykTa (virtual appliance).

YcraHoBka B MUHUMAaJILHOM KOHCbHpraHHH HCIIOJIb3YyeT TPpU CcepBepa:

— CepBep C POJIbI0 operator IJIM YIIPABJIEHUS IIPOECCOM YCTdHOBKU;

— cepBep C POJIbIO cosa JIJIs1 yCTAHOBKU peIaKTOPOB U ionoyiHUTenbHoro [10;

— cepBep Jis pa3MeltieHUs U XpaHeHUsl 6a30BbIX OMOIMOTeK U (aitiioB.
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1.7.2 KnacrepHas yctraHOBKa

OTkazoycroiunBasi KOHPUTypalusl, UCIIOJIb3yeMasl 171l TUTIOBOM YCTaHOBKU IIPOAYKTA.
Jlnst coxpaHeHHs! YPOBHSI OTKa30yCTOMYMBOCTHA He PeKOMeHIyeTCs COBMelllaTb CepBepHbIe

posu Mexxry coboii. CoBMelrieHHe JI0OMyCKaeTCsl B OT/IeIbHBIX CIIy4dasx JIsi SKOHOMHUHN PecypcoB.

1.7.3 Tlopsanok ycTaHOBKH cepBepoB

1. Heobxomumo MOArOTOBUTH CepBep C POJIbI0 operator B COOTBETCTBUM C pasfiesioM
«IToaroroBka cepBepa C poJiblo operatory.

B kauecTBe cepBepa C POJIbI0O operator MOXeT MCIOJIb30BaThCS PabOYMIl KOMIIBIOTEp
10JIb30BATeIs, OTBevarolMi TpeOOBaHUSIM, YKa3aHHBIM B IOKYMeHTe
«"MoiiOdo¢uc ITpodeccronanbubiii 3". CucTeMHBIE TPEOOBAHUSDY.

2. Ecmm xomiuiekT nocrasisiemoro [10O Bkitouaer B ce6st npoaykt «MorOduc Iloura 3», To
cJleflyeT BLITIOJIHUTh YCTAHOBKY MIOYTOBOTO CepBepa C IOMOIILIO CepBepa C POJIbIO operator.

[Topsiiok ycTaHOBKM MOYTOBOTO CepBepa IMpejicTaBiieH B JJokyMeHTe «"'MoiOduc Iloura 3".
PykoBojicTBO 110 yCcTaHOBKE TTOYTOBOTO CEPBEPay.

3. C moMmoltipio cepBepa C pPoJibl0 operator HEOOXOJMMO MOATOTOBUTh MHPPACTPYKTYpPy U
BBIMTOJTHUTh YCTaHOBKY CHCTeMbl XpaHEHUs IaHHBIX B COOTBETCTBUHM C JIOKyMEHTOM
«"MonOd¢uc [Ipodeccronanbueil 3". CucreMa XpaHeHHs JaHHBIX. PyKOBOJCTBO IO YCTaHOBKeY.

4. C moMmoIIpio cepBepa C pOJIbI0 operator CJIeAyeT MOATOTOBUTb WUHGPACTPYKTYPY U
BBINIOJIHUTh yCTaHOBKY CHCTeMbl peJJaKTHpOBaHHWSI W COBMeCTHOM pabOThl B COOTBETCTBUU C
HACTOSIIIIUM PYKOBOJCTBOM.

5. [Toce ycraHOBKM TIpOJyKTa CepBep C POJIBI0 operator MCHOJB3yeTCs st
MepeyCTaHOBKU  OTHeNbHBIX CEpBUCOB, 3aMeHbl SSL-cepTudukaTOB, IepeyCTaHOBKU WIIU
obHoBJyieHus npoaykTa. CepBep XpaHUT HACTpPOeHHble KOHUTypallMOHHbIe (aiyibl, cojiepXkaliye
Mapoyii OoT cepBUCOB. HeobGXoauMo orpaHUYUTH JIOCTYN K CepBepy C POJIbI0 operator B IeJISIX
obecrieyeHusi 6€30MTACHOCTH.

6. C momoImpio JOKYyMEHTOB IO HACTpOMKe, IepedyuciieHHbIXx B pasfenie «llepeuenb
TeXHUYeCKOW JOKyMeHTAIlMM», BBIOJHUTh HeOOXOAUMbIe UHTErPallui U YCTaHOBUThH apaMeTphbl

CEepBUCOB.
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2TIOAT'OTOBKA K YCTAHOBKE

2.1 IloaroToBKa cepBepoOB YCTAaHOBKH

ITepen;  HaAualoM  yCTaHOBKM  HeOOXOAMMO  O3HAKOMHUTBCS ~ C  JOKYMEHTOM
«"MoiOduc [Ipodeccronanbubili 3". Apxutekrypa». B cOOTBETCTBUM C TUIIOM yCTaHOBKH Clle[lyeT
IIOATOTOBUTH HEOOXOANMOE KOIIM4eCTBO GU3NUeCKUX MU BUPTYaJIbHBIX CepPBEepOB.

Ha cepBepsl, npenHasHaueHHble Il pa3BepThIBaHUSI CUCTeMbl, HEOOXOIMMO YCTaHOBUThb

OC, cootBercTBytonyto  TpeboBaHusM  JokymeHTa «"MoiOduc IIpodeccronanphsiii 3".

CucremHbIe TpeOOBAHUS.

2.2 KondurypupoBanue OC Astra

2.2.1 YcranoBka Ha Astra SE 1.7 B 3amuiieHHbIX BapUaHTax

OcHOBHBIE OTIIMYMSL MeX]y BapuaHTamMu 3amuileHHoctd Astra SE 1.7 mnpuBenenbsl B

Tabmuiie 3.
Tabnuna 3 — Yposuu 3amumenHoct OC Astra
DyHKIUS VpoBeHb 3aUTHI VYpoBeHb 3alUTHI YpoBeHb 3aUThI
0e30macHOCTH «bazoBbiiin* «YcuneHHbIA» * «MakcumanbHbI» ¥
OCTYITHA OCTyTTHA
3aMKHyTast Jlocty Jlocty
He nocrtymHa (o yMOJTYaHUIO (TT0 yMOT4aHHUIO
MmporpaMMHasi cpejia
BBIKJTIOYEHa) BBIKJTIOUEHa)
Ouuctka HocTymnHa HocTymHa
ocBoboxmaemMon He nmoctymHa (o ymMmoT4aHuio (Mo ymMoT9aHUIO
BHeIITHeH MmaMsITH BBIKJTIOYEHA) BBIKJTIOYEHA)
. OCTyTTHA OCTYIIHA
MaHpaaTHBIN KOHTPOJTh Jlocry flocty
He noctymnna (Mo ymoTgaHuio (Mo ymoT9aHUIo
IIeJI0OCTHOCTH
BKJTIOYEHA) BKJTIOYEHA)
OCTYIIHA
ManpaTHoe flocry
He noctynna He noctymHa (Mo ymoT4aHUIo
yIpaB/ieHHe JOCTYTIOM
BKJTIOYEHA)

* — paumenoBanre OC AcTpa B COOTBETCTBHHU C YPOBHEM 3alllUTHI:
— bazoBbili ypoBenb — Actpa 1.7 «Opemn»;

— Ycusnennsiii ypoBenb — Actpa 1.7 «BopoHexy;

— MaxkcumanbeHbli ypoBeHb — Actpa 1.7 «CMmomneHck».

TeKYIIII/Iﬁ YPOBEeHb 3allINIIIeHHOCTHU ITPOBepseTCs C IOMOIIbIO KOMaH/IbI:

root@voronezh:~# astra-modeswitch list

0] base(orel)
1 advanced(voronezh)
2 maximum(smolensk)

root@voronezh:~# astra-modeswitch get
1

© 00O «HOBLIE OBJTAYHBIE TEXHOJIOT'UHW», 2013 — 2024

14



MonOdounc

TGKYI_LII/Iﬁ CTaTycC BHMKHYTOfI HpOFpaMMHOﬁ Cpedbl IpoBepseTcsd C IIOMOIIbIO KOMdH/IbI:

root@voronezh:~# astra-digsig-control status
ACTIVE

Tekyimii cTaTyCc OYUCTKA OCBOOO>K]aeMOM BHeIlIHel MaMsITU (OUYMCTKA Pa3ieioB MOJIKAuYKU
Y rapaHTHPOBAHHOE yJianieHue $HaiiioB) IPOBEPSIeTCs C TOMOIIbIO KOMaH/IbI:

root@voronezh:~# astra-swapwiper-control status

ACTIVE

root@voronezh:~# astra-secdel-control status

ACTIVE

TeKYHII/Iﬁ CTaTyC MaHOATHOI'O KOHTPOJIA eJIOCTHOCTHU IIpOoBepdaeTCsd C IIOMOIIbIO KOMAH/IbI:

root@voronezh:~# astra-mic-control status
ACTIVE
Tekymmii cTaTyC MaHIATHOTO yIIpaBJIeHHUS JIOCTYIIOM IIPOBEPSIeTCS C MTOMOIIBI0O KOMaH/Ibl:

root@voronezh:~# astra-mac-control status
INACTIVE

Tekymuii craTyc 3ampera BKJIIOYeHHsI OWTa BBINIOJHEHUs IPOBEPSeTCS C I1OMOIIBIO

KOMAadH/BI:

root@voronezh:~# astra-nochmodx-lock status
ACTIVE

2.2.2 YcTraHOBKA Ha YCIWIEHHOM YPOBHe 3amuiieHHocTH («BopoHex»)

VYcranoBka ocymiectiiseTcss Ansible oT MeHu Mosb30BaTesis astra, JIsi KOTOPOTO JIOJDKHA
OBITH HACTPOEHa BO3MOXKHOCTH BBITIOTHATE sudo 6e3 maposts.

1. ITonb3oBarenio astra HEOOXOAUMO YCTAHOBUTH MaKCHMAJIbHBIM ypOBEHb 11eJIOCTHOCTH 63
(cootBerctByeT anmuHuctpaTopy OC). IIpoBepuTh ypoBeHb 11eJI0CTHOCTH T1OJIb30BaTesIsi BO3MOXHO

C IIOMOIIIbIO KOMAH/bI:

root@voronezh:~# pdp-id -1i
63
2. YcranoBka Ansible u pabora Cucrema pelakTUPOBAHUSI U COBMECTHOM paboThl (Bepcuu

3.0) HeBO3MO>KHa I1pY BKJIIOYeHHOM 3aripeTe OuTa ucnosiHeHus. [lepes HayanoM yCTaHOBKM Ha BCex

cepBepax HeOOXOJMMO BBITIOJTHUTh KOMaH/TY:

astra@voronezh:~$ sudo astra-nochmodx-lock disable
astra@voronezh:~$ sudo astra-nochmodx-lock status
INACTIVE

3. YcranoBka Ansible u pabora Cucrema pegakTUpoBaHUsl 1 COBMeCTHOM paboThl (Bepcuu
3.0) HeBO3MOXXHA IpU BKJIIOYEHHOM peXuMe 3aMKHYTOM IporpaMMHOM cpenbl. Heobxomumo

MIPOBEPUTD CTATyC peXkruMa C ITOMOIIbI0 KOMaH/bI:

astra@voronezh:~$ sudo astra-digsig-control status
INACTIVE
4, HpI/I CTaTyCe ACTIVE TIiepell Ha4aJIOM YCTAHOBKKM Ha BCeX CepBepax HEO6XOI[I/IMO

BBITIOJIHUTb KOMaHIY:

astra@voronezh:~$ sudo astra-digsig-control disable
astra@voronezh:~s$ sudo reboot

astra@voronezh:~$ sudo astra-digsig-control status
INACTIVE
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5. Heobxomymo mpoBepuTh CTaTychl IlapaMeTpoB 0e30I1acHOCTH,

JOJIDKHBI COOTBETCTBOBATDH Ta6JII/IIIe 4.

Tabmuna 4 — [TapameTpbl 6€30MAaCHOCTH 110 YMOTYaHHUTO

HamMenoBaHme KoOMaHIbI Craryc
astra-bash-lock status INACTIVE
astra-commands-lock status INACTIVE
astra-docker-isolation status INACTIVE
astra-hardened-control status INACTIVE

astra-interpreters-lock status ACTIVE
astra-lkrg-control status INACTIVE
astra-macros-lock status INACTIVE
astra-modban-lock status INACTIVE
astra-overlay status INACTIVE

astra-ptrace-lock status ACTIVE
astra-sumac-lock status INACTIVE
astra-shutdown-lock status INACTIVE
astra-ufw-control status INACTIVE
astra-ulimits-control status INACTIVE

6. J171s1 MpoBepKyU JOCTYITHOCTU Perio3uTOpreB He0OXOAUMO BHITIOTHUTh KOMaH/IY:

apt-get update

Komanpa nmoimkHa 3aBepiiaThest 63 OnmoOKH.

3HAYeHHdA KOTOPbIX

[Ipu HaJTUYUU cOOMHOTO 3epKasa Pero3uTOpUst (Harrpumep,
http://mirror.yandex.ru/astra/stable/orel/repository orel InRelease), ero Heobxomumo yaamuTh U3

JUPEKTOPHH /etc/apt/sources.list.

2.3 Konpurypupoanue CentOS

[Ipu wucnone3oBanun CentOS 7 Ha cepBepax HeOOXOJMMO BBIIOJHUTL CJeAyIolre
KOMAaH/IbI:

sed -1 s/mirror.centos.org/vault.centos.org/g /etc/yum.repos.d/*.repo
sed -1 s/*#.*baseurl=http/baseurl=http/g /etc/yum.repos.d/*.repo
sed -1 s/"mirrorlist=http/#mirrorlist=http/g /etc/yum.repos.d/*.repo

H3-3a mnpekpamenust noanepxxku CentOS 7 co croponsl komnanuu RedHat crepyer

OTKJIIOYUTH OOHOBJICHHE gpa B COOTBETCTBUHU C pa3iejioM «HOpﬂ,I[OK 0OHOBJIEHUS aapa Linux».
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2.4 Hacrpoiika ceTeBBIX COeINHEeHUIH

Hacrtpoiika cereBoro coequHeHUsl J[O/DKHA OBbITh BBITIOJTHEHA Ha BCeX cepBepax,
NpeHa3HAYeHHBIX JIsl YCTAHOBKY CUCTEMbI, B TOM YHCJIe Ha CepBepe C POJIbIO operator.

J11s1 paboThl cepBepoB B JIOKAJIbHOM CeTH He0OXO0IMMO 3a/iaTh CieAyIoIIre mapaMeTphl:

— IP-anpec;

— Macka nojcetu;

— OCHOBHOH HUTIO3;

— DNS-cepgep.

[IpuMep HACTpOMKH CETEBOI'O COeNWHEHHs C IOMOIbI0 KoMaHjaHOW cTpokd B OC Astra

IpeJiCTaBJieH B IIPpUJIOKEHWU N B.

2.5 IloaroroBka cepBepa ¢ pojibio operator

2.5.1 YcraHoBKa B ceTH 0e3 BbIX0/Ia B HHTePHeT

Jlist ycTaHOBKM B JIOKQJbHOM ceTd, 0Ge3 NpsIMOrO BBIXOJlA B HUHTEpHeT, HeobX0IuMO
obecrieurTh JOCTYITHOCTb AONOMHUTENbHBIX MmakeToB [10. Ilepeuens Heobxomumoro 10 nmpusenen
B NokyMeHTe «"MoitOduc IIpodeccronanbueiii 3". CucreMHble TpeOOBaHU .

Jly1st obecriedeHu s IOCTYITHOCTH CJIeAyeT BBIIIOJIHUTD Clelytolye NerCTBUS:

— cKkavaTh Paiiibl CO CTAHIAPTHOI'O PEMO3UTOPHS C TIOMOIIIBIO MIPSIMOT0 BBIXOJIa B UHTEPHET;

— pa3MecTUThb (aityibl Ha JIOKAJTbHOM CepBepe;

— obecrneyuTh IOCTYT K CepBepy 10 JIOKAJIbHOW CeTH;

— ycranoBuTb [10 1 HacTpoUTH JIOKAMBHBIN pero3utopui (cM. [Ipunoxenue A);

— BBITIOJTHUTD 3aMeHY CTaHJIapTHOTO Pero3UTOPUS Ha JIoKaibHbIHM (cM. [Ipunoskenue b).

3aMeHa CTaHJAPTHOI'O PEeNO3UTOPHsI Ha JIOKAJIbHBIM BBINOJIHSETCS Ha CepBepe C PpOJIbIO

operator.

2.5.2 YcTaHOBKA NOJCUCTEMBI YIPaBJIeHUsI KOHQUTYypausMHu

YcraHoBka BBINOJIHSIETCSI HAa CepBepe C poyibl0 operator. [lopsimok pmeidcTBui 1pu
yCTaHOBKe:

1. CkonupoBarh ¢aiil co _ansible bin 3.0.run B KOPHEBYIO JUPEKTOPHIO I10JIb30BATEIIS
(rzme 3.0 — UMSI BEPCUH).

2. 3aryCTUTh CKPUIT YCTaHOBKM:

bash co ansible bin 3.0.run

3. JlaThb corjacue Ha Mpo/IO/KeHHe YCTaHOBKH, HaXkKaB Ha kjiaBUIIy « Y ». [Ipumep 3ampoca:

Do you want to continue?[y/N] y
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4. Tlocne 3aBepileHUsi YCTAaHOBKM Ha 3KpaHe IIOJIb3oBarTenss OyAeT oOTOOpaXkeH CIIHCOK
BBIIIOJIHEHHBIX oOIlepaniuii U coobmieHusi. Heobxomumo yb6equThCs, YTO CHHCOK COJIEP>KUT
COODIIeHMsl [ OK ] WM [ CHANGE ] — 3TO CBUJIETEJILCTBYeT 00 yCIIellIHON yCTaHOBKe.

[1pu mosydeHuun coobIeHus [FAIL] HeOOXOAMMO OOPaTUTHCS B TEXHUYECKYIO TTOJIIIEPKKY.

[Tocre BeITTONIHEHUS CKPUIITA yCTAHOBKU OyZeT co3fjaHa IUPeKTOpus ~/install co.

2.5.3 YcranoBka gonoaHureasHoro 110

Ha cepBepe C POJbI0 operator HEOOXOQUMO YCTAaHOBUTD MaKeThl JonoHuTenpHoro [10.

Pexomennyetrcs ucnosnb3oBaTh «4ucTyio» OC s npenoTBpallleHusl MOSIBJIeHUS OIMMOOK,
CBSI3aHHBIX C UCI0JIb30BaHHEM KOHGUTYPAITMOHHBIX (PariioB.

Konduryparuonusie daiiibl, YCTaHOBJIEHHBIE o YMOJTYaHU IO
(HapuMep: /etc/ansible/ansible.cfg), HEOOXOAUMO YIAIUThb WIM 3aMeHUTh (aillaMu U3
KOMIIJIeKTa rmocrasiisiemoro I10.

JIns1 yCTaHOBKM TIaKeTOB HeoOXOAMMO 00ecreyuTb CepBepy C POJibI0 operator BBIXOJ B

VHTepHeT.

3arperaeTcs yCTaHOBKA MOCJIeIHUX BepPCHi TomoiHuTebHOoro 110, JocTynmHBIX B
peniosutopuu. [lepen ycraHOBKOM CiieflyeT 03HAKOMHUTBCS C TPEOOBAaHUSIMH K
BepcusiM ansible-core 1 moaynsim Python.

2.5.4 ABTOMaTH4YecKasi yCTaHOBKaA JonojiHuTeabHoro 110

VYcranoBka pononHuTesibHOro 110 MoXxeT OBITH BBINIOJIHEHA aBTOMATUYeCKH C IOMOIIBIO
CKpPHIITA YCTAHOBKH venv_setup.sh, PACIIOJIO’)KEHHOI'O B IMPEKTOPHHU ~/install co/contrib.

J1y1st 3arrycka aBTOMaTU4eCcKOM yCTaHOBKH He0O6X0/IMMO BBIIIOJIHUTh KOMaHTy:

bash ~/install co/contrib/venv_ setup.sh

[locne BbIMOJIHEHUsI CKpPUIITa OyIeT co3faHa TUPEKTOpHus ~/venv. [Jid HCIOIb30BaHUS
IVPEKTOPUH CJleflyeT BBIIIOJIHUTh KOMaHy':

source ~/venv/bin/activate

Bce nmocnenytomue onepariuu, cBszanabie ¢ [10 Python u Ansible, Heo6xonumMo BBITTOTHSTD

C BKJIFOUEHHOM JUPEKTOpUen ~/venv.
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2.5.5 YcranoBka xpanmtuiia oopa3zoB Docker

YcraHoBKa BBINIOJIHSETCS Ha CepBepe C pONbI0 operator. llopsamok pnercrBui 1pu

YCTaHOBKE:
1. CxonupoBaTb ¢aili co_infra 3.0.run Ha CepBep C POJIbIO operator (T1e 3.0 — M4
Bepcuu).
2. 3anyCTUTb CKPUINT YCTaHOBKH:

bash co infra 3.0.run
3. JloXXaaTbCsl IPOBEepKH 11eJIOCTHOCTU ¢aiia U ero pacnakoBku.lIpumep BeiBoja:

Verifying archive integrity...100% MD5 checksums are OK. All good.
Uncompressing Co Infrastructure Node Package [RELEASE]100%
4. ]laThb corjacue Ha IPOJIOJDKEHHEe YCTAaHOBKH, HAXKATh HA KJIABUIIY « Y ».

Do you want to continue? [y/N] vy
5. [locne 3aBepiieHust paboOThl WCHOMHsSEMOro pailjla Ha SKpaHe I10JIb30Baresis Oyner

OTO6p&X€H CITMCOK BBIIIOJTHEHHBIX onepaunﬁ.‘Heo6xonHMo Y6EHHTBCH,‘HU CITMCOK

COJIEPXKUT COOOIIeHUs [ OK ] WIA [CHANGE] — 3TO CBHUJIETEJILCTBYET 00 YCIelHou

yCTaHOBKe.
[1pu nmosydyeHuun coobieHust [FAIL] HeOOXOAMMO OOPAaTUTHCS B TEXHUUYECKYIO TTOJITIEPKKY.

O JlJ1s ucosTb30BaHUS IPYTHUX CUCTEM KOHTeHWHepU3aIuyd Heo0X0IuMo 00paTUTHCS B
TeXHUYeCKYI0 OIIePXKKY .

2.5.6 Hacrpoiika 3aBucumocreii Python

Ha cepBepe <c pombio operator 3aBUCMMOCTH Pyhton ykazanbl B daiine

~/install co/contrib/co/requirements.txt

J171s1 vicrionb3oBaHMs 3aBUCUMOCTel 13 ¢aiiia Heo6X0/IMMO BBIIIOJIHUTh KOMaH[Ty:

pip3 install -r ~/install co/contrib/co/requirements.txt

O [Ipu ycraHoBke MoxyJei Pyhton ¢ moMoripio CKpunTa venv _setup.sh HaCTpO#Ka
3aBHCUMOCTEM BBIIIOJHSIETCSI aBTOMaTUYeCKU.
2.6 IloaroroBka KOHPUTypanTMOHHBIX (AIIOB

Bce onepanuy ¢ kOHOGUIypallMOHHBIMU ¢aillaMy BBINIOJIHSIIOTCS Ha CepBepe C POJIbIO

operator.

2.6.1 Ilopsipok pa3melnieHus U 3amojiHeHus1 ¢paiinoB KOHPUTypaIuu

JIMpeKTOprsl ~ yCTAaHOBKW  COAEPXXUT  Mpef3anojiHeHHble  (aiyibl  KOHQUTypaIui,
MO/ITOTOBJIEHHBIE JJIsl YIIPOIIeHUs HAaCTPOMKU crcTeMbl. JlhupekTopusi ~/install co/contrib/co

COJIEP>KUT JIBa Kartasora ¢ ¢aiyiaMu koHUTryparyu: s standalone ¥ kj1acTepHON yCTaHOBKH.
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[Ipu 0O6HOBIEHMU CHUCTEeMBbI IOMyCKAaeTCsl UCIOIb30BaHUEe CKOIMMPOBAHHBIX U 3allOJIHEHHBIX
dainioB koHUTypanuu mpedblaylneid Bepcud. s akTyanu3anuyd 3Ha4eHUW IepeMeHHBIX U
MapaMeTpPoOB YCTAHOBKHU HEOOXOAMMO 03HAKOMHUTBCSI CO CITMCKOM U3MeHeHUH B puiioxkenuu /1.

B npumepe mnokasaH MNOpSOOK pasMelieHrWs] MU HaCTPOMKU GaljioB KOHOUTYpalluU ISt
KJIACTepPHOM YCTAHOBKU:

1. IlepeiiTu B KaTaJIOT ~/install co/ C IIOMOIIBIO KOMaHbI:

cd ~/install co

2. CkonupoBath ¢any ~/install co/contrib/co/ansible.cfg B KOpHeBOW paszfel

IVPEKTOPUH YCTAaHOBKH C ITIOMOIIBIO KOMaH/IbI:

cp ~/install co/contrib/co/ansible.cfg ansible.cfg

3. IloaroroBUTH Paiiil hosts . yml

[Iprumeps! 3anonHeHHBIX GAaiIOB MOXXHO HAWTU B KaTaJIore ~/install co/contrib/co/.

BHyTpH OUPEeKTOpPUHU ~/install co/contrib/co HAXOOATCA OBa KaTajora: cluster H
standalone.

B 3zaBucuMoctM OT TumNa YyCTaHOBKU (CM. pasfgen «TUMOBble CXeMbl YCTAaHOBKUY)
HeoOXOAUMO BBIOPATh COOTBETCTBYIOIIYIO JUPEKTOPUI0 W CKONHUPOBaTh ¢alil hosts.yml C
IIOMOIIIBIO KOMaH/Ibl:

cp ~/install co/contrib/co/cluster/hosts.yml hosts.yml

B npumepe ykazaH IyTh JijIsl KJIACTEPHOM YCTaHOBKH.

4. 3anomHUTh ¢ali hosts.yml B COOTBETCTBUM C pellleHHeM 00 WCIIOIb3yeMOu

apXUTEeKType.

5. CkonupoBaTb SSL-ki1r0un [1s BHeIlIHero oMeHa B KaTallor certificates. [TIogpobHee

cM. B pasfieiie «Pa3merrienre SSL-cepTudukaToB Jijis MUPPOBaHU .

6. Co3aarh B IUPEKTOPHUU TPYIIIOBBIX NEPEMEHHBIX ~/install co/group vars KaTaJlor
IUIsl CEPBEPOB C UMeHeM T'pyNIibl YCTAaHOBKU U3 daljia hosts.yml. [lo ymonyanuio npu
YCTaHOBKe B YKa3aHHOW JIMPEKTOPHUM CO3/1aeTCs KaTaJlol co_setup.

7. CkonupoBaTh B JUPEKTOPUIO TPYIIIOBBIX II€PpEMEHHBIX group vars KarTajiol C

InepeMeHHbIMHU JJId 3alI0JTHEeHH .

cp -r ~/install co/contrib/co/cluster/group vars/co setup/*
group vars/co_setup

8. OTKpbITh ¢ailyl main.yml K3 KaTajora pasMellleHUs M OTpelaKTUpPOBaThb 3HAYeHUS

IapaMeTpoB B COOTBETCTBUH C pasziesioM «KoHduryprupoBanue daiiia main.ymly.

9. CkonupoBaTth run_integration.sh B KOPHEBOW pa3sfiell IUPEKTOPUU YCTAHOBKU C

IIOMOIIIBIO KOMaH/bI:

cp -r ~/install co/contrib/co/run_integration.sh run integration.sh
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2.6.2 Kondurypuposanmue ¢aiina hosts.yml

B ¢aiin hosts.yml BHOCSTCSI TOJIBKO MOJTHOCTBIO orpefienieHHble ©MeHa noMeHOB (FQDN).

OTH JoMeHBbl OYyAyT MCIOJIb30BAThCS BO BpeMsl U IOCJe YCTAHOBKU CHUCTeMbl IJis OOpaleHus: K

BHYTPeHHHUM CepBHUCAM.

[TpennactpoeHHbIl dailil hosts.yml (CKOMMPOBAHHBIA B COOTBETCTBHMU C 1. 3 pasena

«ITopsimok pa3mentieHys 1 3anonHeHus GailyioB KOHQUTYpauK») COJIEP>KUT ITpUMephl 3all0JIHeHUs B

cnenyroiieM dopmarte: co-etcd-1.installation.example.net:

rue:
— co-etcd-1 — HM4 CepBepa WId IIOArPYIIIEI co-etcd,
— installation.example.net — WM JOMeHa YCTAaHOBKH.

3anuch B ¢aijie hosts.yml MPU HUCIOIB30BAHWU TPYNIBI CEPBEPOB OTIMYAETCs 3aIlMChIO

HWMEeHHU CepBepa: co-etcd-[1:3].installation.example.net:

poJn.

rge: co-etcd-[1:3] — I'PyIllla CePBepoOB co-etcd.

B KHaCTepHOﬁ KOH¢HpraHHH HCIIOJIb3YyeTCsd OOUH WJIM HeCKOJIbKO CepBepoB JId OJTHOH

[Tpumep 3anonHenus gaina hosts. yml:

all:
children:

co:
children: # IlepedeHr TPy
co_audit: # Tlogrpymnma co_audit
hosts:
co-audit-[1:2].installation.example.net: # lMa DNS-cepBepa

co_chatbot:
hosts:
co-chatbot-1.installation.example.net:

co_etcd:
hosts:
co-etcd-[1:3].installation.example.net:

B xonduryparnuu standalone ajist Bcex posieit KCIIOJIb3YeTCsl OJIMH U TOT e CepBep.
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[Tpumep 3anonnenus gaina hosts. yml:

all:
children:

co:
children:
co_audit:
hosts:
co-infra-1.installation.example.net:

co_chatbot:
hosts:
co-infra-1.installation.example.net:

co _etcd:
hosts:
co-infra-1.installation.example.net:

OOBenvHeHrde poJied MOXKeT TPUMEHSITbCS B KJIACTEepHOM YCTAaHOBKe, eC/IM pecypChl
opraHusanuu orpanuyensl. [logpobHee o BbliesieHUH PecypcoB [ijIsl YCTAHOBKHU CM. B JIOKyMeHTe
«"MoiiOduc ITpodeccronanbubii 3". ApXUTeKTypay

B cootBercTBUU C BBIMOHEeHHBIMA DN S-3anucsaMu v MpUHSTHIM pellieHreM 00 apXUTeKType

YCTaHaBHHBaeMOfI CHCTEMBL HeO6XO,I[I/IMO 3dIIOJIHUTD c])aﬁn hosts.yml.

2.6.3 Kondurypuposanmue ¢aiiia main.yml

JIJ1s IepBUYHOM YCTAHOBKM CUCTEMBI HeOOXOIMMO CKOIIMPOBATh IpeA3alloIHEHHBIN (aii
KOHQUTYypallul U3 JUPEeKTOPUMU  ~/install co/contrib/co. llopsmok mnoarotoBku daiina
main.yml onpefesieH B pasnene «[lopsnok pasmeleHus U 3ar10HeHUs GaitioB KOHPUTYpaLlun».

[Tpu noBTOPHOM ycTaHOBKe He0OXOAWMO OTKPBITh C IIOMOIIBIO TeKCTOBOI'O pefakTopa ¢amni
main.yml, paCHOHOXGHHHﬂﬁ B IOWPEKTOPHU ~/install co/group vars/co_setup W HW3MEHHTH
3HaueHUs JIs 00s13aTeIbHBIX IlepeMeHHbIX, [IepedrCiIeHHbIX B Tabiuie O.

Jlnst obecriedeHns: COBMeCTHOM paboThl HEOOXO/IMMO YKa3aTb OJUHAKOBBbIe 3HAYeHUs IS
IlepeMeHHbIX, [lepedrCiIeHHbIX B pa3ene «O61iue nepeMeHHbIeY.

Tabmuma 5 — OcHOBHBIE TIepeMeHHbIe

HanmenoBanue 3anonHeHue Omnucanue
IlepeMeHHOU 00s13aTesIbHO
Kondurypamusa Ansible
ansible user - HNms monb3oBartesns, C KOTOPBIM

Ansible mogkimroyaercd k
xocTaMm 110 ssh

co_domain_module Crpoxka-1mabi0H popmMUpoBaHUS
] MOJIHOTO JOMEHHOTO UMEeHHU
co_external domain OcHOBHOM JIOMeH, Ha KOTOPOM
) Oyner paboTaTh cucTemMa
domain_env JloMeH 30HBL,yCTaHABIMBAETCS B

COOTBETCTBHHU C pa3aejioM
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HaunmenoBanmue 3amnonHeHue Omnucanue
nepeMeHHOU 00s13aTesTbHO
«Bnemrane DNS-3anucu»
domain name Wmsa nomeHa, yka3biBaeTcs B
+

COOTBeTCTBHH C JOMEHOM
YCTaHOBKHA

Kondurypamus CA (IlenTpa ceprupukamumn)

ca_main_config.auth keys.services.key +

CreHepupoBaTh KJIIOY JJIs1
noctyna k CFSSL API c
[IOMOIbI0 KOMAHIBL:
"openssl rand -hex 16"

Kondurypanus Docker

docker daemon_parameters: insecure-

registries

Hacrpotlika xpanumia
006pa3oB..

3amenuTb Ha [P-ampec Ha nMs
cepBepa C poJiblo operator U
mopT 5000

(Hanpumep
["10.1.2.3:5000"])

bip

Anpec cetreBoro unTepdetica
(mocta) Docker

dns

Buytpennue DNS-cepBepbl
(ecy1 He UCTIOTB3YETCS
unbound)

mtu

Pa3mep cereBoro makera cetu
Docker (MoxeT u3aMeHSITbCS B

BUPTYaJbHBIX ceTsx OpenStack)

docker image registry

HacTtpotika xpanwmiia
00pa3os.

3amenuTb Ha [P-ampec Ha nMs
cepBepa C poJiblo operator U
nopt 5000

(HampuMep 10.1.2.3:5000)

cu_pool size

KomuecTBo conversion units
(ocTaBuUThH 6€3 M3MEHEHUS)

pregen_pool _size

KomuectBo pregen units
(ocTaBUThL Oe3 U3MeHeHUs)

du_pool size

KomuectBo document units
(ocTaBuTh 6€3 M3MEHEHUS)

Kondurypanusa ETCD

etcd_browser password

+

HNmMms nosb3oBaTess 11 Beb-
nmocrtymna K etcd

etcd browser username

WM nosw3oBaTes A1 BeO-
nmocrtymna K etcd

Kon¢urypamusa Grafana

grafana_admin_password

+

[Tapose anMuHKCTpaTOpa
grafana
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HavmenoBanue 3anonHeHue Omnuncanue
nepeMeHHOU 00s13aTesTbHO
Kondurypanus ELK
elasticsearch_admin_password N [Tapomb agMuHUCTpaTOpA
elasticsearch
elasticsearch_admin_password hash . Xer1 napoJis aAMUHHACTPATOpa
elasticsearch
elasticsearch_kibana_password hash N XelIl mapoJisi MoJIb30BaTes
elasticsearch Kibana
kibana_elasticsearch password +

Kondurypanus KEEPALIVED

(MCH0JIB3yeTCs TOJIbKO

JUIA KJIACTePHOM YCTaHOBKH)

keepalived redis password + [Taposs monb3oBaTens
keepalived redis vip_ address + [P-anipec nmonceTu cepBepoB
KJIACTEPHOU YCTaHOBKHU
Kondurypamusa LCS
lcs_license key - Kimou cepBepa jmiieH3UpoOBaHuUs
lcs server base url - Ccpika 1151 cepBepa
JIMIeH3UPOBaHUs
Kondurypamusa RabbitMQ
rabbitmq_federation_enabled - Bximouenne peneparuu
RabbitMQ (3Hauenue: true W1
false)
rabbitmq_users.root.password N [Taposb a1 root mosb30BaTes
RabbitMQ
rabbitmq_users.couser.password N [Taposb nys couser
noJsib3oBartessi RabbitMQ
Kondurypanus REDIS
redis_password + [Taposs gns Redis komaHmb!
AUTH
Kondurypamusa TLS
tls ca_filename - Ceptuduxkat 1eHTpa
cepTudUKAIIIN
tls_cert_filename - CeptudukaT cepBepa
tls_key_filename - CeprudukaT Kmoya JOoCTyIa
Kondurypamnusa Openresty
openresty api_password . [Taposs monb3oBaTens aJist

noctymna k CO Manage API

HacTpoiika

uHTerpanuu ¢ PSN

openresty mail integration mode

YcranoBka PSN (3Hauenus:
none, psn2) M0 YMOTIYaHUIO —
none

openresty mail oauth? client id

UnentudukaTop kmmeHTa
OAuth2 pmns unrerparum ¢ PSN2

mail base url

Anpec cepsepa PSN2

openresty mail oauth2 client secret

CexpeTHBbIN KITIOY KJIMEeHTa
OAuth2 pms unrerparum ¢ PSN2
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HaumeHnoBauue
[epeMeHHOoun

3arnojiHeHue
00s13aTeNILHO

Onucanue

openresty mail oauth? redirect uri

Anpec nepeHanpaBiieHUs
kmenta OAuth? mpu
uHTerparmu ¢ PSN2

HacTpoiika unterpanmuu ¢ Squadus

chatbot_messenger

[IprHMMaeT 3HaYeHHs: none,
squadus. [lo ymomianuio —
none

chatbot_squadus_login

HWm4 nosw3oBaTenda oiid
IO IKJTFOY CHUS

chatbot squadus password

[Taposs monb3oBaTens At
MOIKJTFOYeHHSI

chatbot_squadus_server

Anpec cepepa Squadus

HacTpoiiku nocryna k CucreMe XxpaHeHHS JaHHBIX

fs_api url

+

HTTP ccruika moctymna k PGS
WebAPI

fs app url

HTTP ccouika nocryna k PGS
AppAPI

fs card_url

HTTP ccpuika noctymna k PGS
CardAPI

(B IpeABIAYIIMX BepCUsX
Mail API)

fs_app login

JIoruH nojyb3oBaTeNs IS
IIOAKTIIOYeHHA

fs_app password

+

Haponb II0JIb30BaTeJIAd OJId
IMOJKIIIOYeHUA

Hactpoiiku mudpoBauus (oomue qst CO u Cucrem

€ XpaHeHUs TaHHBIX)

auth encryption_key

+

Bekrop nnuimanmzanuu
amroputMa AES-256-CBC,
WCIIOJIb3YeMOoro JIJIs
mmudpoBaHus mail session
TOKeHa

auth encryption_iv

CexpeTHBbIH KIIIOY aJroprUTMa
AES-256-CBC, ucnoibs3yemMoro
11 mrdpoBanus mail _session
TOKeHa

auth _encryption_salt

Salt na maHHBIX, Tepe/laBaeMbIX
B airoputM AES-256-CBC,
HCII0JIb3YeMBIU IS
nrupoBaHus mail _session
TOKeHa

fs_app_encryption_key

Bexrop nHHMNMamM3anuu
amroputMma AES-256-CBC,
HCII0JIb3YeMOT0 IJIs
mMdpoBaHUs HACTPOEK
TEHAHTOB, Nojy4yaeMbix oT PGS

fs_app_encryption_iv

CexpeTHBIH KIIOY aJropyUTMa
AES-256-CBC, ucnonb3yemblit
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HaumeHnoBauue 3arnoHeHue Omnucanue
nepeMeHHOU 00s13aTesTbHO

IS M pOoBaHUS HACTPOEK
TEHAHTOB, Nojy4yaeMbix oT PGS
fs_app_encryption_salt + Salt nnst maHHBIX, Tepe/laBaeMbIX
B asroputm AES-256-CBC,
UCIIOJIb3Y eMBbIH JJIS1
mMppOBaHUS HACTPOEK
TeHaHTOB, NoJiydaeMbix 0T PGS

fs token_salt ext + Salt TokeHa
Hacrpoiika CucreMsl XpaHeHHS JaHHBIX
pgs_rabbitmq amqgp uri + [TomHoe momMeHHOe UMs cepBepa

PGS nng nonyvenus
yBegomiieHu ot PGS
pgs_rabbitmq_password + [Taposs gsg RabbitMQ B PGS

pgs_rabbitmq user + HNms nonb3oBaTens aiis
RabbitMQ B PGS

Jly1st reHepaniuu naposieil U salt pekoMeHlyeTcs UCII0JIb30BaTh YTUIIUTY pwgen. be3omnacHbiit

MapoJib HEOOXOMMO TeHePUPOBATh C ITOMOIIHI0 KOMAaH/IbI:

pwgen <pOJMHa OapoJssa> 1
rle <gnuua naposs> — JOJDKHA ObITh He MeHbllre 20 CHMBOJIOB.

Ilnsi reHepanuu Xellled Iaposiel HeoOXOAMMO UCIOIb30BaTh yTuiuTy htpasswd. Xern

reHepupyeTcs C MTOMOIIbIO KOMaH/IbI:

htpasswd -bnBC 12 "" <mnaposns> | tr -d ':\n'
HOHOIIHI/ITEIII)HI:IQ IepeMeHHbIe ITpeJHa3Ha4YeHbl JId «TOHKOM» HaCTpOﬁKH " 11epedrCiieHbl

B Tabmuiie 6. /Iyis u3aMeHeHUs 3HaUYeHUSI HEOOXOJIMMO OTKPBITh C IOMOIIBI0 TEKCTOBOTO peJlakTopa
@aﬁﬂ,paCHOHOX&&HﬂﬂﬁI3ﬂHp€KTOpHH:~/install_co/group_vars/co_setup/extra_vars.yml.

Tabnuna 6 — JlonosHuTeIbHBIE ITIepeMeHHbIe

HaumeHoBaHue 3arnonHeHue Onucanue
poiu 00s13aTesTbHO
unbound_forward - Crucoxk BHelTHUX WM BHyTpeHHUX DNS, Ha
addresses KOTOpbIe OYIyT OTCHUIATHCS 3aMIPOCHI U3
unbound
openresty api username - Hms momb3oBarens aist goctymna k CO Manage
API
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2.6.4 Ob1rHe mepeMeHHBbIE IS CHCTEeMbI XpaHeHHUS M PeIaKTOPOB

[Tepemennsie ¢aiinoB inventory st CucTembl pelakKTUPOBaHUSI U COBMeCTHOM pabOThHl U
CurcreMbl XpaHeHM sl JaHHbBIX, 3HaUeHHWsI KOTOPBIX [IPH YCTaHOBKe JIOJDKHBI COBIIaJlaTh, IIPUBEJIeHb] B
Tabnuue 7.

[Ipu unTerpanuu CucreMbl peJaKTUPOBAHMS M COBMEeCTHOM paboThl u IloyToBOro cepsepa

nepeMeHHble Yyka3zaHbl B JokyMeHTe «"MoiitOduc IIpodeccuonanbusiii 3". PykoBoncTtBo 1o

HACTPOMKE.
Tabnuna 7 — CBojiHas Tabiuia 00IMMUX MepeMeHHbIX
Cucrema peJakTUPOBAHUS U COBMECTHOU pabOThI Cucrema XxpaHeHU sl JAHHBIX
(pacnonoxkenue group vars/co_setup/main.yml) | (pacrionoxxenue hosts-sa.yml, hosts-hl.yml, hosts-
hl-sa.yaml)
auth_encryption_key AUTH_ENCRYPTION KEY
auth_encryption_iv AUTH_ENCRYPTION IV
auth_encryption_salt AUTH_ENCRYPTION SALT
fs_app login APP ADMIN LOGIN*#*
fs app_ password APP ADMIN PASSWORD
fs token_ salt ext FS TOKEN SALT EXT
fs app_encryption key FS APP ENCRYPTION KEY
fs app_encryption_iv FS APP ENCRYPTION IV
fs_app_encryption_salt FS APP ENCRYPTION SALT
openresty api_username* CO_MANAGE_API USERNAME
openresty api password CO_MANAGE_API PASSWORD
pgs_rabbitmq password RABBITMQ PASSWORD
pgs_rabbitmq_user RABBITMQ USER#*#*

%-—-HepeMEHHaﬂpaCHOHOXEHa~/install_co/group_vars/co_setup/extra_vars.yml
*¥ — nepeMeHHbIe PaCIOJIOXeHbl group vars/all/main.yml
[Ipy u3MeHeHHWM 3Ha4YeHUs IepPeMeHHOM ADMIN INTERFACE EXT PORT B KOHQUI'ypalluu

CucreMbl XpaHeHHWs [aHHBIX (10 yMoOMYaHWIO 443), HeoOXoAMMO MA00AaBUTH CIIEAYIOIIYIO
IIepeMeHHYIO B group vars/co_setup/main.yml:

ADMIN_BASE_URL ;. "admin-
<domain env>.<domain name>:<ADMIN INTERFACE EXT PORT>"
HpH U3MEeHeHUHN 3HavyeHUs HEpEMEHHOﬁ API INTERFACE EXT PORT B KOH@HpraHHH

CucreMbl XpaHeHU s IAHHBIX (IO YMOT4aHUI0 443), HeobxoaumMo Jo6aBUTh HOBOE 3HAUeHUe MopTa B
IlepeMeHHbIe B group_ vars/co_setup/main.yml, YKa3aB ClIeayrollye 3HaueHns

fs api url: "https://pgs-<domain env>.<domain name>:\
<API_INTERFACE EXT PORT>/pgsapi"

fs app url: "https://pgs-<domain env>.<domain name>:\
<API_INTERFACE EXT PORT>/pgsapi"

fs card url: "https://pgs-<domain env>.<domain name>:\
<API_INTERFACE EXT PORT>/pgsapi"
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2.7 Co3nanue u pa3MenieHue cepTHPUKATOB

2.7.1 Co3panue SSL-cepTudukaToB

st obecriedeHus] 3allIMIEHHOTO COeIMHEHWsI MeXJy I10JIb30BaTejieM U CepBepoM
vcrosb3yercsi mpoBepka SSL-ceptudumkarta. OpraHuzanuy HeoOXOAUMO yCTaHOBUTH SSL-
cepTudUKaT Ha CBOM CcepBep, 4YTOOBI IOJiepXXMBaThb 0e30MaCHYIO CecCUl0 C Opay3epamu
[10JIb30BaTeJIeN.

SSL-cepTudukarh! BBINTYCKAIOTCS JOBEPEeHHBIM IIeHTpoM ceptudukanuu. bpayseper, OC u
MOOUJIbHBIe YCTPOMCTBA MOJIepXXUBAIOT CIIMCOK KOPHEBBIX CepTH(UKATOB J0BEpeHHBIX LeHTPOB
cepTUdUKAIHH.

B otnmenpHBIX Ciiydasx (Hampumep AJis  JIEMOHCTpAllMM  IPOJYKTA) JIOIyCKaeTcs
VCIIOJIb30BaHUe CaMOIIOJIMUCAaHHOIO cepThudukaTta. llopsmok co3maHus  CaMOIOOIIKMCAHHBIX
cepTU(PUKATOB OMUCAH B MPUIOXKeHUH [

Hns YIIPOILIEeHUS HAaCTPOMKH darin IepeMeHHbIX
~/install co/group vars/co_ setup/main.yml (HOI[FOTOBJIEHHLIFI B COOTBETCTBUU C
TpeboBaHusIMHU paszienia «Ilopsnok pasmernienus U 3anonHeHus GaiyioB KOHGUIYypaIMU») COIEP>KUT
HMeHa CepTI/ICl)I/IKaTOB I10 YMOJI9YaHHIO (CeKL[I/ISI TLS cert and key filenames).

HeobxonuMo ncnonb3oBaTh CepTU(PUKATHI, BbIIaHHbIE I[eHTPOM CepTU(UKAIUK ISl Balller

OpraHu3alivuy, UK CO30d4Thb I'PYIIITY HOBBIX CaAMOITOAIIMCAHHBIX CepTI/ICl)I/IKaTOB.
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2.7.2 Pa3memenue SSL-ceprudukaros mia mudppoBaHus

ITopsimok pa3mellieHUs! CepTU(PUKATOB:

1. PasmecTuTh CepTHdUKAT BHeIIHero JI0MeHa:

~/install co/certificates/server.crt

2. Pa3MecTUTb KJII0Y BHeEIIHero JJOMeHa:

~/install co/certificates/server.nopass.key

3. Pa3mecTUTb 1el104YKy CepTU(dUKATOB IPOMEXYTOYHBIX I1eHTpoB cepTudukanuu (CA)
BHeIIIHero JJOMeHa:

~/install co/certificates/ca.pem

2.8 Hacrpoiika DNS

2.8.1 Bayrpennue DNS-3amicu

Buyrtpennue DNS-3anucu npeHa3HaueHsb [ijIsl yCTAHOBKU CHCTEeMbI Ha CepBephbl KJlacTepa.

Jlist Bcex cepBepoB, IlepedvClIeHHBbIX B (aijie hosts.yml B COOTBETCTBHUM C Ppa3esioM
«Konouryprposanue ¢atina hosts.yml» Heobxomumo cozgatb DNS-3anucu. st co3nanus 3anucei
HeoOXoauMo ucIonb3oBaTh DNS-cepBep Bariieit opraHusariyi.

IIpu orcyrctBum DNS-cepBepa opraHusaniivi HeOOXOAMMO CO3[aTh 3allCH Ha CepBepe C
pOJIbIO operator B daiie /etc/hosts

[Tpumep copepxumoro daiina /etc/hosts I yCTaHOBKY THIIa standalone:

192.168.1.100 co-infra-1l.installation.example.net

[Tpumep conepskumoro ¢aiina /etc/hosts A KJIACTEPHOU YCTaHOBKU:

192.168.1.100 co-etcd-1.installation.example.net
192.168.1.101 co-etcd-2.installation.example.net
192.168.1.102 co-etcd-3.1installation.example.net
192.168.1.103 co-imc-mg-1.installation.example.net
192.168.1.104 co-imc-mg-2.1installation.example.net
192.168.1.105 co-imc-mg-3.1installation.example.net

KonmyectBo 3amumcelf COOTBETCTBYeT KOJIMYECTBY HCIIOIb3yeMbIX U3NYECKUX —WITH
BUPTYaJIbHBIX CEPBEPOB.
DNS-cepBep opraHuszanuu AO/DKEH COJepXKaTh aHAJIOTMYHbIe 3allMCH B COOTBETCTBUHU C

TpebOBaHUSIMU COOCTBEHHOU HACTPOUKH.
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2.8.2 Baenraue DNS-3anucu

Bremnre DNS-3anucu npeiHasHaueHbl 111 TOAKIII0YEHMS I10JIb30BaTeslel K CepBUCaM.

Ha DNS-cepBepe Barieil opraHusaliii HeoOXOJIMMO CO3[aTh 3allMCA B COOTBETCTBUM C
Tabnuneit 8 umm 9.

IIpu orcyrctBum DNS-cepBepa opraHusaniiv HeOOXOAMMO CO3[aTh 3allCH Ha CepBepe C

POJIBIO operator B (paiie /etc/hosts (cM. pa3nen «Buyrpennue DNS-3anucuy).

3ampeliaeTcst UCIIOJIb30BaTh B KauecTBe JomMeHa 30HY *.local

Tabnuna 8 chopmupoBaHa Iyis Mapamerpa co domain module CO 3HAYeHUEM {service}.
{domain} (T.e. pOPMHUPOBaHKE CCHIJIOK Yepe3 TOUKY K YKa3aHHOMY JIOMEHY).

IIpH ¢OpMHpOBaHHH 3allMCH {service}.{domain} IIepeMeHHas <domain env> He

ucrnosnbsdyercs. B ¢aiine ~/install co/group vars/co setup/main.yml 3Ha4eHHe IlepeMeHHOU

domain_env JAOIDKHO OBITH MYCTHIM:

domain env:

Tabnuna 8 — Brernue DNS-3anucu co 3HaueHueM {service}.{domain}

Tun .
Wms 3anincu 3HaueHUe KommenTapuit
3avcu
auth.<domain_name> A IP-agpec cepsepa, Anpec npunoxxeHus
YKa3aHHOTO B IPyIIle | aBTOpPH3ALMH U IeleBOH
co_lb_core_auth crpanulel Auth SSO.
KomuectBo A 3amuceit
JIOJDKHO COOTBETCTBOBAaTh
KOJIN4eCTBY CepBepoB
cdn.<domain_name> CNAME | auth.<domain name> | Agpec CDN
coapi.<domain_name> CNAME | auth.<domain name> | Agpec COAPI
docs.<domain name> CNAME | auth.<domain_name> | Azxpec NpuJoXeHHUs
penakTopoB
files.<domain_name> CNAME | auth.<domain _name> | Axgpec MpwioXXeHHs
¢dainoBoro MeHeKepa
links.<domain_name> CNAME | auth.<domain name> | Axgpec CCBbUIOK Ha JOKYMEHTBI
_https._tcp.<domain_name> SRV auth.<domain_name> | OnnuoHaIbHO, s
MOOWIbHBIX KJIMEHTOB

Tabmuna 9 chopmupoBaHa Jijisi mapaMeTpa co domain module CO 3HAUYEHUEM {service}-

{domain} (T.e. popMHPOBaHUE CCHIJIOK Yepe3 THpe K YKa3aHHOMY JIOMEHY).
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Tabmuna 9 — Buemmmue DNS-3anucu co 3HaueHUeM {service}-{domain}

Wms 3anucu Tun 3anucu 3HaueHUe KommenTapun
auth-<domain_env> A IP-anmpec cepBepa, Anpec npunoxxeHus
.<domain_name> yKa3aHHOTO aBTOPU3AIUU U
B rpynme co_lb core_auth | meneBo¥ cTpaHuIlbl
Auth SSO.
Komuectso A
3aluce JOJDKHO
COOTBETCTBOBATh
KOJIMIeCTBY
cepBepoB
cdn-<domain_env> CNAME auth-<domain env> Anpec CDN
.<domain_name> .<domain_name>
coapi-<domain_env> CNAME auth-<domain_env> Anpec COAPI
.<domain_name> .<domain_name>
docs-<domain_env> CNAME auth-<domain_env> Anpec npunoxeHUst
.<domain_name> .<domain name> penakTopoB
files-<domain_env> CNAME auth-<domain env> Anpec npusnoxeHus
.<domain_name> .<domain_name> ¢daitioBoro
MeHeJ>Kepa
links-<domain_env> CNAME auth-<domain env> Anpec cchllIok Ha
.<domain_name> .<domain_name> JIOKYMEHTbI
_https._tcp-<domain_env> SRV auth-<domain_env> OnmnuoHanbHO, s
.<domain_name> .<domain_name> MOOUIbHBIX
KJIIMeHTOB

2.8.3 Hacrporika BHyTpenHux DN S-3anuceii

Bo Bpems ycTaHOBKY MPOM3BOJUTCSI HACTPOMKA U 3alTyCK JIOKAIBHOTO Kempytomiero DNS-
cepBepa (Unbound) Ha cepBepax rpynnbl co etcd. CepBep CIy>XUT yisi 0OpabOTKM 3alIpOCOB
BHYTPU YCTAHOBKHU U TIpeIHa3HaueH Jisi paboThl KOHTEMHEePOB M CepBepOB Yepe3 COOTBETCTBYIOIINE
rapaMeTphbl FPYIIOBBIX IePeMeHHbIX.

[lo ymomuanuio cepBepbl OyAyT IepeHacTpoeHbl Ha pabory udepe3 Unbound m He OymyT
npuHuMaTth rapametpbl DNS-cepsepos mo DHCP.

[Ipu Heobxogumocty Unbound MoxeT 6bITh CKOHQUT'YPUPOBaH /1jist pab0Thl C BHYTPEHHUMU
DNS-cepepamu. [Io ymomyanuio Unbound HacTpoeH Ha MapUIpyTH3alldIO 3allpOCOB Ha ajipeca
8.8.8.8 1 8.8.4.4.

DNS-zanucu, wucnosnb3yemble [jiss paboTbl BHYTPU YCTAaHOBKH, (OPMHUPYIOTCS depe3
«.» (TOYKY) OTHOCUTEILHO BIMCAHHOTO B ¢daii inventory uMeHnu cepBepa. DNS-3anucu co3naroTcst

B Unbound aBTOMaTHuYecku Ha OCHOBe mepeMeHHBIX Ansible.
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ITOT ITapameTp MOXHO I1epeolpelesIuTh ABYMsI CIIOCO0aMM:

1. 3amomHUTH BCe aJipeca BPyYHYIO Ha OCHOBe IIPMMepoB B ¢alijie rpyInoBbIX
IlepeMeHHbIX, PacIOJIOXKeHHOT'0 B ClIe[lyIollel JUPeKTOPUU:

~/install co/group vars/co setup/extra vars.yml

2. 3amnonHUTH BCe HeoOXonvMble 3anrcu Ha BHemHeM DNS-cepBepe 6e3 ncnonb30BaHUS
Ansible. IIpu nmogo6HoM BapuaHTe He0OXOJUMO CO3[aTh «A» — 3alMCH IS KaXI0TO
cepBepad, BIIMCAHHOI'O B (baﬁn ~/install co/contrib/co/cluster/hosts.yml, a
takxke CNAME azpeca Ha Bce MOJIOMeHBl «*» K KaXIOMY CepBepy, BIIMCAHHOMY B
hosts.yml.

[Tpumep 3anonHeHuMs TaKKX 3anMcel puBeieH B Tabmuie 10.

Tabmuma 10 — [Ipumep 3aronHeHus

HWUwmsa 3anucu Turm 3anucu 3HaueHue
co-infra-1 A 10.10.1.110
*.co-infra-1 CNAME co-infra-1

[Tocne nactporiku Unbound fomkeH ObITh HeJOCTYIIEH U3 BHEIITHEH CeTH.

[Ipu vcnonb3oBaHUM /etc/hosts g co3gaHusi DNS-3amuceii Heo6X0IUMO T00AaBUTH B
¢aﬁn ~/install co/group vars/co_setup/extra vars.yml BCe 3aIllMCH, IIepe4YuC/IeHHbIe
B /etc/hosts. Hanpumep:

unbound local zones:

- type: "transparent"
zone: "installation.example.net"”
local data:
- domain: "co-etcd-l.installation.example.net"”
type: "A"

ip: "10.1.2.3"

2.8.4 IlpoBepka paboTsl DNS Ha cepBepe ¢ posbio operator

[Tocne HacTpoWkyd HeoOXOJMMO TpoBepuTh AocTynHocTb DNS Ha cepBepe C poJibio
operator.

I[Ipu  wucnonb3oBanuu  BHemHero  DNS-cepBepa  Heob6XoguMO ~ OTKpBITH  aiin
~/install co/group vars/co_setup/extra vars.yml C IIOMOHIBIO TEKCTOBOI'O pedaKToOpa Hu

nobaButhb afapec DNS-cepBepa, usmenus IP-anpec:

# DNS settings in /etc/resolv.conf
unbound forward addresses:
"127.0.0.1"
"8.8.8.8"
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J171s1 IpoBepKy COOTBETCTBUSI IOMeHHOTo MMeHu [P-afipecy cepBepa Heo6x01UMo:
1. Ycranosuth I1O c momoIbio KOMaHIbI:

apt install dnsuntils
WIIn

yum install bind-utils

Bo160p xoman bl 3aBrcut oT THna OC.

2. Ilocmne ycranoBku 110 BBINOIHUTE ClleAYIONIYI0O KOMAH/Y:
> dig A co-infra-1.installation.example.net
[Ipumep oTBera:

; <<>> DiG 9.18.1-lubuntul.2-Ubuntu <<>> A co-infra-
l.installation.example.net

;; global options: +cmd

;; Got answer:

;; opcode: QUERY, status: NOERROR, id: 45369

;; flags: gqr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 65494;;

QUESTION SECTION:

;co-infra-1.installation.example.net. IN A

ANSWER SECTION:

*.co-infra-1l.installation.example.net. 900 IN CNAME co-infra-
l.installation.example.net.

co-infra-1.installation.example.net. 900 IN A 192.168.0.1

;; Query time: 23 msec

;; SERVER: 127.0.0.53#53(127.0.0.53) (UDP) ;; WHEN: Tue Jan 10 15:56:32

MSK 2023

;; MSG SIZE rcvd: 95

L)

B oTBeTe HEOOXOIMMO HAaWTU CEKI[UIO ANSWER SECTION W IIPOBEPUTb, YTO IOMEHHOe KM
cootBercTByeT IP-agpecy.

*.co-infra-1l.installation.example.net. 900 IN CNAME co-infra-
l.installation.example.net.
co-infra-1l.installation.example.net. 900 IN A 192.168.0.1

2.8.5 IIpoBepka coenunenus ¢ Cucremoi XxpaHeHHs JaHHBIX

[Topsimok ycraHoBku CuCTeMbl peJaKTUPOBAaHWS M COBMECTHOM paboThl (CM. B pasferne
«ITopsimok yCTaHOBKU CepBepOBY») MpelycMaTpPUBaeT, YTO IMepejl pPa3BepThHIBAHHUEM CHCTEMBI YXKe
BBINOJIHEHA YCTAaHOBKA CUCTeMbl XpaHeHUs JaHHbIX (PGS).

:HEOGXOHHNK)HpOBEpHTbHOCTYHHOCTbCepBepapgS.domain.nameHHHCEPBEPOBCHCTEMLL
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3 JOIIOJIHUTEJIbHBIE ITAPAMETPBI YCTAHOBKH

B paspmene mpejcraBiieHbl AONOJIHUTENIbHbIE TTapaMeTpbl YCTaHOBKU cHUcTeMbl. Hacrpoiika
IepeurcieHHbIX GyHKIIUHN He o0si3aTeslbHa.
Ecnu crieninanusupoBaHHble TPeOOBAHUS K yCTaHOBKe OTCYTCTBYIOT, HEOOXOIUMO IleperTu

B pasfiell «3amyck YCTaHOBKI.

3.1 Ilopsanok ooHoBIeHus sigpa Linux

[Ipu ycranoBke OC Ha cepBephl KjlacTepa SIpO MOXET ObITh aBTOMAaTU4YeCKH 0OHOBJIEHO 10
MUHUMAaJIbHOU TpebyeMon Bepcuu. Ilo ymomdanuio simpo obHosiistercs Ha kernel-lt (LTS) B OC
Redhat-based (CentOS, PEJl OC). B OC Debian-based (Ubuntu, Astra) mo ymMoiuaHUIO SIpo He
obHosiisiercs. [Tognepka Ipyrux sigep He rapaHTUPYeTCs, 0OpPaTUTEeCh B TEXHUYECKYI0 MOJEP>KKY
3a 6osiee noipobHOM MHQOPMaIei.

Hns otkmouenuss obHoBiieHusi B OC Redhat-based (CentOS, PEJI OC) npu 3amycke
YCTAaHOBKU HEOOXO/IMMO MCII0JIb30BaTh CJIEAYIONIYI0 KOMaH/y:

-e kernel ml enabled=false

Hnst oonoBnenus sapa ao kernel-lt (LTS) B OC Debian-based (Ubuntu, Astra) npu 3amycke

YCTAaHOBKU HE0OXO/IMMO MCII0JIb30BaTh CJIEAYIONIYI0O KOMaH/Y:

-e kernel ml deb enabled=true

B OC Altlinux aBTOMaTr4eckoe 0OHOBJIEHHUE sifIpa He TTO/IJIePKUBAETCSI.

3.2 Hacrpoiika yBenomieHuii or CucTeMbl XpaHeHHs JaHHBIX

Iist mosydeHUs yBeOMJIEHMW O JeMCTBUSX C MpoduiieM TI0Jb30BaTeNiss Ha CTOPOHe
CucreMbl XpaHeHHUsI JAHHBIX HEOOXOAWMO aKTUBUPOBaTh deliepaliiio OJJHUM K3 MepedrCciIeHHbIX
CIIOCOOOB:

1. Co croponsl CHcTeMbl peIaKTUPOBAHUSI U COBMECTHOM pabOThI C IOMOIIIBIO TEKCTOBOTO
pelakTopa HeoOXOAUMO OTKPBITh Galil ~/install co/group vars/co setup/main.yml M
BBITIOJTHUTBD CJIeAYIOIe HAaCTPOUKH

— pgs_rabbitmg_user — II0JIb30BaTeJlb RabbitMQ PGS;

— pgs_rabbitmg password — IapoJib nojb3oBaresis RabbitMQ PGS. Heobxoaumo ykaszaTb
3HayeHWe  IlepeMeHHOW  aHAJIOTUYHO  IlepeMeHHOM  RABBITMQ PASSWORD U3
KOHUTypanMoHHOro ¢aiia npu ycranoBke PGS;

2. Hacrpoiika Bo3MOXHA C IIOMOIIIBIO OTIITMH 3allyCKa CKPUIITa pa3BepThIBaHUSI:

— rabbitmg federation enabled: true — BKJIIOUYeHHe denepanuu RabbitMQ);

IIpoBepka craTyca denepanuu IpYBeieHa B NOKyMeHTe

«"MoiiOduc ITpodeccronanbubiii 3". PyKOBOJICTBO 110 HACTPOUMKEY.
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3.3 HacTpoiika qOI0JHUTEeJIbHBIX CepBepoB /ISl ayAUTa

Hacrpoiika nonomnutenbHbix Fluentd cepBepoB st cbopa COOBITUH BBITIOJHSIETCS C
IIOMOIIIBIO TEeKCTOBOI'O peaakTopa B (baﬁne ~/install co/group vars/co setup/main.yml

HeobxoauMo no6aBuTh B (aii mepedrciieHHble KOMaHIbl, u3MeHUB [P-ajpeca u mopThr:

# LOG servers for the environment
fluentd server upstream log servers:
- ip: "10.10.10.10"
port: 24225
- ip: "11.11.11.11"
port: 24225
,HaHHaH HaCTpoﬁKa IIPUMEHAETCA TOJIBKO IIPDHW HCIIOJIb30BAHHMK B YCTAHOBKe POJIM log.

Bxirouenue GpyHKIMHY 3a7jaeTcsl ¢ TOMOIIIBIO IIepeMeHHOM, yKazaHHOU B Tabmmie 11.

Tabmuna 11 — I[ToakirodyeHne cepBepoB ayauTa

Pacnonoxenne HanmeHnoBanue .
. . Tun nepemeHHON 3HavyeHHe
IlepeMeHHOU IlepeMeHHOU
group_vars/co_setup/ common_fluent boolean true / false (o
main.yml logging_enabled YMOT4aHHIO)

3.4 OcTraHoOBKa M 3aIlyCK CHCTeMBI C IOMOIIbI0 KOHCOJIBHBIX KOMaH/

st paborel ¢ koHcombto IIO MoiOduc agMuUHHUCTpAaTOpPy CUCTeMBl HeobXoJuMOo
obecriednTd SSh-TOCTyN K B KOHTYpe YCTAaHOBKH.

CepBHCHI YIIPaBIISIIOTCS C TOMOIIbI0 Docker.

[IpocMoTp crivicka cepBUCOB Ha cepBepe MOJICUCTEMBI:

docker ps

,Hﬂﬂ OCTAaHOBKHM CepBHCa <service name> M3 CIIMCKA CEpBHCOB HEO6XOHHMO BBIIIOJIHHUTD
CJIeAYIOUIYIO KOMaHAY:

docker stop <service name>

Jly1st mepe3arnycka cepBrca cileflyeT BBIIIOJIHUTD CJIeIyIOIIyI0 KOMaHy:

docker restart <service name>

HHﬂ(KHHHOBKH(EpBHCHdockerHEO6XOﬂHMOIHﬂHOHHHTbCHEHYKHHYK)KOM&Hﬂy:

systemctl stop docker

Z[JISI KOPPEeKTHOI'0 3aBeplieHusd pa6OTbI CepBHUCOB cjiefyeT BbIIIOJIHUTL CJIeAyIoIyro
KOMaH[Iy:

shutdown <option>

Hoppl cepBrcOB pekoMeHyeTCsl BBIKJIIOYATh 110 o4yepenu. [lapameTp <option> I1O3BOJISIET
HCIIOJIb30BATb JOIIOJIHHUTEJIbHbIE IIdpAMETPbl BBLIKJIIOYEHHKA, B TOM 4YHCIIE TafIMep H OIIIIHIO
rnepe3airycka.

[Ipumep (HemensIeHHOe BBIKJIFOYeHHe C OCTAHOBKOM CEpPBUCOB):

shutdown -h now
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3anyc1< IMOACHUCTEMBI OCYIIECTBJIAETCA IIPU MHUIIUAJIN3dIIUHU U 3dllyCKe annapaTHoﬁ Y9dCTH.

3.5 Hacrpoiika 006paboTku »xKypHaJIOB

Hacrpotika o6pabotku >xypHanoB (logrotate) B Tekyieit Bepcuu 110 He aBTOMaTH3UpOBaHa U

HACTPAMWBAETCA CaMOCTOATEJIbBHO aIMUHUCTPATOPOM.

3.6 Hacrpoiika poramuu :xypHanoB coobiThi B ElasticSearch

Jns 3ammThl IMCKA OT IepeloIHeHUs] 3allMCU >KypHala coOblThi crapiie 120 nHei

dBTOMATHUYECKHU YIAJIAOTCA. Hpoue):[ypa HCIIOJIb3YET ITOJIMTUKU YaJIeEHHWs YCTapeBIIMX MHIAEKCOB B

ElasticSearch.

[lepron aBTOMaTWYeckoro yjaneHus (B JHSIX) 3afaeTcsl MPU pa3BepThbIBaHUU B ailse

~/install co/group vars/co setup/extra vars.yml

es_index retention period days.

3.7 Kaprta nmoptoB

Kapra nopToB npescraBiena B Tabnuiie 12.

C IIOMOIIBIO

IepeMeHHOU

Tabmuna 12 — Kapra noptos

I'pynma [TpociymmBa- [TopT Kyna
: CepBuc 5
Ansible eMBIY [IOPT | IOAKJIIOYEHUS obparmaercs
node_exporter 9100/tcp - -
cadvisor 9101/tcp - -
5140/udp,
5160/udp,
5165/udp,
all fluentd agent 5180/tcp, - -
24224/tcp,
5185/udp,
2430/tcp
docker - 5000/tcp
20001 /tcp,
o haproxy 20002/tcp, i
20004-
20007 /tcp
20001 /tcp,
80/tcp, 20002/tcp,
443/icp, 20004 /tcp
co_lb_core_auth | openresty-lb-core-auth 8080/tcp, ’ haproxy
8443/tcp., 20005/tcp,
8888/tcp 20007/tcp,
8404/tcp
2002/tcp haproxy
co_chatbot chatbot 8004 /tcp 24224 01cp fluentd-agent
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'pynna [TpocnymmBa- [Topt Kyna
: CepBuc o
Ansible eMBbIHM TIOPT | MMOJIKJIFOYeHU I obparraercs
2379/tcp,
co_etcd etcd 2380/tcp i i
etcd_browser 8001/tcp - -
4369/tcp,
. 5672/tcp,
co_mq rabbitmqg 15672 /th:)p, - -
25672/tcp
2379/tcp etcd
20004/tcp,
20005/tcp, haproxy
20006/tcp,
co_fm fm 9091 /tcp 20007 /tcp
24224/tcp,
5180/tcp, fluentd-agent
5160/tcp
443/tcp pgs
2379/tcp etcd
20005/tcp,
20006/tcp, haproxy
20007/tcp
co_cvm cvm 9094/tcp 24224 /1cp,
5180/tcp, fluentd-agent
5160/tcp
443/tcp pgs
sdd cu 9097/tcp 24224/tcp fluentd-agent
co_cu 30000- 26379/tcp redis_sentinel
cu 65535/tcp 9097/tcp cu
24224/tcp fluentd-agent
2379/tcp etcd
20001 /tcp,
20002 /tcp,
20004 /tcp, haproxy
20005/tcp,
20006/tcp,
co_dcm dcm 9095/tcp 20007/icp
24224/tcp,
5180/tcp, fluentd-agent
5160/tcp
443/tcp pgs
26379/tcp redis_sentinel
30000- 26379/tcp redis_sentinel
co_du du 65535/tcp 9097/cp du
- 24224 /tcp fluentd-agent
sdd_du 9098/tcp 24224/tcp fluentd-agent
2379/tcp etcd
. . 20001 /tcp,
co_jod jod 9096/tcp 20002/tcg, haproxy
20004/tcp,
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'pynna [TpocnymmBa- [Topt Kyna
: CepBuc o
Ansible eMBbIHM TIOPT | MMOJIKJIFOYeHU I obparraercs
20005/tcp,
20006/tcp,
20007 /tcp
24224/tcp,
5180/tcp, fluentd-agent
5160/tcp
443/tcp pgs
26379/tcp redis_sentinel
2379/cp etcd
20001 /tcp,
20002/tcp,
20004/tcp, haproxy
20005/tcp,
co_nm nm 9092/tcp 22%%%67/};%
24224/tcp,
5180/tcp, fluentd-agent
5160/tcp
443/tcp pgs
26379/tcp redis_sentinel
pregen 8002/tcp 24224 /tcp fluentd-agent
€0_pregen Isyncd 9022/tcp i i
. 6379/tcp,
co_imc redis 16379/tcp ) )
redis_sentinel 26379/tcp 6379/tcp redis
ca 8890/tcp -
9090/tcp prometheus
. 80/tcp, 3000/tcp grafana
nginx 81/tcp* 9093/tcp alertr'nanager
5601/tcp kibana
8001/tcp etcd browser
9093/tcp alertmanager
9115/tcp blackbox_exporter
9101/tcp cadvisor
prometheus 9090/tcp 23700cp o
_ 9100/tcp node_exporter
co_infra 9121/tcp redis_exporter
grafana 3000/tcp - -
alertmanager 9093/tcp - -
blackbox_exporter 9115/tcp - -
redis_exporter 9121/cp - -
elasticsearch %é%%//ttcci - -
kibana 5601/tcp 9200/tcp elasticsearch
5140/udp,
fluentd server 5160/udp, - -
5165/udp,
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'pynna
Ansible

CepBuc

[TpocnymmBa-
eMbIU IIOPT

[Topt
MIOJIKJIFOYEeHU ST

Kyna
obparraercs

5180/tcp,
24224/tcp,
5185/udp,
2430/tcp

operator

docker-registry

5000/tcp

* — TONBKO /I yCTAaHOBKM THIIa standalone
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4 YCTAHOBKA

4.1 3anmyck ycTaHOBKH

BHHYCK YCTaHOBKHU IIPOAYKTA BLIINIOJIHAETCA Ha CepBepe C POJIbI0 operator C IIOMOIIBIO
KOMaH/bI:

ansible-playbook playbooks/main.yml --diff

CKOpOCTb YCTaHOBKU 3dBHUCHUT OT BblJEJIEHHBIX BbIYUCIWUTEIIbHBIX pPeCypCOB. ,HJ'IH
obecrieyeHUus HEeIIpepbIBHOCTU YCTAHOBKH PEKOMEHAYEeTCd HCIIOJIb30BATh OOIIOJIHUTEJIbHOe I1O
Screen, Tmux.

B Iponecce BbLIIIOJIHEHUS KOMdHJBI 3dIIyCKAIOTCd PpOJIM, OIIMCAHHbIe B pd3sjeiie

«Konduryprposanue ¢arina main.ymly».

4.2 IIpoBepka KOPPeKTHOCTH YCTAaHOBKH

st mpoBepku pabotocniocobHocTy ycraHoBieHHOro [IO M KOpPpeKTHOCTHM yCTaHOBKHU

HeobxoauMo 3anycTuThb [10 «MoitOduc JlokyMeHTbI», BBITIOJIHUB CIIeyIOIIHe IeUCTBUS:

4.3 3amyCck HHTerpalMOHHBIX TeCTOB

[Tocse 3aBepiieHyst peABapUTeNbHOM MpoBepku CrcTeMa pelJaKTHPOBAHHUSI U COBMECTHOM
paboTel, mpu Hamuuuu pabotaromiedt CucTeMbl XpaHeHHsI [aHHBIX, HEOOXOOUMO 3alyCTUTH
VHTerpalliOHHbIe TeCTHl.

3ar1yc1< TeCTOB HEO6XOJ1HMO BBITIOJIHUTH Ha CcepBepe C POJIblO operator.

4.3.1 Hacrpoiika napamMeTpoB CKPHUIITA 3aIlyCKa

[Tapamerpsl CKpHIITa 3arycka WHTerpalluOHHbIX TeCTOB
~/install co/run_integration.sh IIepeJalOTCA 4Yepe3 IIepeMeHHble OKPY>XXeHHs. 3HavyeHus
MapamMeTpoB NOJIKHbI COOTBETCTBOBATHL IIdpaMeTpaM YCTdHOBKH. HEKOTOprE IIpruMepbL 3HaYeHUU
MapaMeTpOB YKd3dHbI B KOMMEHTAdPUIX CKPHUIITA.

YcranoBka IIapaMeTpOB MHTEI'PAllMOHHBIX TECTOB BBIIIOJIHIETCS C IIOMOIbIO ITepeMeHHbIX,

npejCcTaBjIeHHbIX B Tabmuile 13.
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Tabnuna 13 — IlapameTpel 3arrycka UHTeIpallUOHHBIX TECTOB

HavmenoBanue TpeboBanus
Omnucanue
rapamerpa K 3aIl0JIHEHUIO
etcd_browser 00s13aTeNbHBbIH [Tosmeiit agpec (URL) cepsuca Etcd Browser Ha y3ie ¢
url posbio co_etcd
etcd browser 00s13aTeNbHbIN Hms monb3oBarens etcd-browser
username
etcd browser 00s13aTeNIbHbIN [Taposs ans etcd-browser
password
super_admin 00s13aTeNIbHbIHN HMst mosb3oBaTests il y4eTHOM 3aIiCcH
cynepaamunuctpatopa PGS (st co3maHus TeCTOBBIX
TEHAHTOB W X aJ]MUHOB)
super password 00s13aTesbHBIN [Taposb 11 y4eTHOM 3aMycy cylepagMUHUCTpaTopa
PGS
mail domain 006s3aTeIbHBIA ITouToBbLIN fOMeH, 6e3 @
pgs_point 00s13aTeNbHbIHN [Tomwiit anpec (URL) PGS cepsuca Euclid API
tag_integration npu Ter obpaza Docker koHTeliHEpa C UHTETPAITMOHHBIMU
HEOOXOJMMOCTH | TecTaMu
docker registry npu Anpec (FQDN u onuuonamsHo opT) Docker Registry,
HeoOXOJUMOCTH | IJle pacloJiaraeTcsl yka3aHHbIM B tag_integration obpas
registry username pu Jlorun Docker Registry
HeoO6X0IUMOCTHU
registry password pu [Taposs Docker Registry
HEeO0OX0IMMOCTH
account_name npu [Ipedukc MeHu foMeHa CO3/1aBaeMOTro TeHAHTa, He
HEoOXOAMMOCTH | JTOJDKeH COJIepXXaTh . U
password npu [Taposb co3naBaeMoro aJiMMHUCTpPATOpa TEHAHTA U
HeoOXOAMMOCTH | BCeX CO3JjJaBaeMbIX I10JIb30BaTesen
Habop TecToB, ucnoib3yroTrcs ciefytomive Habopbl
fast | OuwncTka MPOCTHIX AKKAYHTOB, 3aITyCK
testset npu VHTerpaloHHBIX TeCTOB (MCIOJb3yeTcs 10
HeoOX0AUMOCTHU YMOJTYaHUIO)
all [lepeco3manue IpOCTHIX ¥ KOPIIOPATUBHBIX
AaKKAayHTOB, 3aITyCK UHTEIPAllMOHHBIX TECTOB
ssl_ignore npu HrHopupoBaTh HeBaJIMIHbIe WIIM CAMOTIOIIMCAHHbIe
HeobxoaumocTu | SSL ceptudukars
max_wait npu MakcumasnbHOe BpeMsl 0KUIaHUS aCUHX POHHBIX
HeoOXOAMMOCTH | ollepaluii B CeKyH/ax
log_out pu [TyTp K ’KypHaJy OIIMOOK TeCTOB
HEeO0OX0IUMOCTH
info_log out npu JlorupoBaTh B daiin BMecTo stdout
Heo0X0AUMOCTHU
log level npu VYposens noruposanus (debug info warn error)
HeobX0AUMOCTH
dns npu Anpec vennybmiuraoro DNS-cepBepa nis 3akpbIToi
HeoOXOUMOCTH | YCTAaHOBKHU
tenant_admin npu [TosmHblii JIOTWH aIMMHA TeHaHTa B BUJle
HeoOXOIUMOCTU | <JIOTUH>@<[IOMeH-TeHaHTa>[.<oKpy>keHue>|.<goMeH-

YCTAaHOBKU>.
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HavmenoBanue TpeboBanust
napameTpa K 3aI10JIHEeHHUIO

Onucanue

Hanpumep, admin@test-deploy.mrt.example.net
[TogmomeH He HOJDKEH COIEPKaTh CUMBOJIBI «.» U «_».
TenaHT ¥ TOJIb30BaTENM B HEM OyAYT CO3JIaHbI Iepe]
TEeCTOBBIM 3aIlyCKOM.

Ecmu nepenan napametp tenant _admin, mepemMeHHbIe
mail domain u account name UTHOPUPYIOTCS

4.3.2 IIpumep 3amycKa HHTErparfHOHHBIX TECTOB

export
export
export
export
export
export
export

ETCD BROWSER URL=http://10.0.0.1:8001

ETCD BROWSER USERNAME=user

ETCD _BROWSER PASSWORD=pass

SUPER ADMIN=pgs

SUPER PASSWORD=pgs pass

MAIL DOMAIN=example.com

PGS POINT=https://pgs.example.com/adminapi

./run_integration.sh
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4.4 JInarHoCTHKA COCTOSIHHSA IOJCHCTEeM

4.4.1 TnarHocruka cocrossHust Nginx

[TepedeHb MPOBEPOK It AMATHOCTUKHU COCTOSIHUSI NgnixX yKaszaH B Taburie 14.

Tabmuma 14 — IlepeyeHb TPOBEPOK Ik AMArHOCTUKHU Nginx

Tun npoBepku

Anpec

[Ipumeuanue

[IpoBepxka craTyca
paboThl mosICKUCTEM
Auth/SSO u Core

https://<nokanbHbINA-aipec-cepBepa>:

8443/api/manage/core/status

https://<nokanbHblif-aipec-cepBepa>:

8443/api/manage/docs/status

[Tapametp «all» B
OTBeTe JIOJDKeH OBITh
paBeH cTpoke « OK»

[TpoBepka Teky1iei
KOHUTYyparmu

https://<mokanbHbIi-aipec-cepBepa>:

8443/api/manage/config

[IpocMoTp XypHanoB
JIOCTYyTIa U OMUOOK
cuctembl Auth/SSO (B
cilyyae OTCYTCTBUS
cepBepa C poJIbio

co log)

https://<mokanbHbI-aipec-cepBepa>:

8443/api/manage/logs/error

https://<mokanbHbI-aipec-cepBepa>:

8443/api/manage/logs/access

https://<mokanbHbIi-aipec-cepBepa>:

8443/api/manage/logs/access_full

B kauecTBe
dJIbTepHATUBLI
HCIIOJIb3YeTCAa
IIPOCMOTP XypPHAJIOB
CcobOBITHI Ha cepBepe C
pOJIbIO
co_lb core auth, IIO
YMOJTYaHUIO MeCTO
PacCIIOJIO)KeHu A
XypHaa

COOBITHI: /srv/docke
r/openresty/logs/

[IpocmoTp crimcka
AKTUBHBIX CECCHUM U
aBTOPHU30BAHHbBIX
M0JIb30BaTejier
noacucteMbl Auth/SSO

https://<nokanbHblif-afipec-cepBepa>:

8443/api/manage/sessions

https://<mokanbHbI-aipec-cepBepa>:

8443/api/manage/users

Az[pec cepBepa BbI6I/IpaETCH W3 YKA3aHHBIX B I'PYIIIIe co 1b core auth cl)al?ma hosts.yml.

Jliis obecnievenust 6e30MIaCHOCTH JIOCTYT K OPTY 8443, orpaHu4eHHbIN Ha ctopoHe Nginx,
JIOJDKEeH PacIpOCTPaHSIThCS HaA JIOKAJIbHBIM CepBep U BHYTpPeHHHe (YacTHble) CeTH C aJipecaMu I10
craagapty RFC1918. Karteropudecku 3amperraercs OTKPBIBATh JOCTYH K IOPTY W3 MYOIMYHBIX

ceTel.
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4.4.2 lnmarnocruka cocrostausi Lsyncd

Huarnoctuka cocrosiHus Lsyncd npuMeHsieTcs TOJIBKO ISl KJIACTEPHOI'O peXXMMa YCTaHOBKU
(B standalone kondurypanuu Isyncd He ucmosnb3yeTcs).
[TpoBepuTH CHHXPOHHU3AINIO HEOOXOIUMO B XXypHAaJIe COOBITHH C IMTOMOIIIBIO KOMAH/IbI:

docker logs --tail 10 lsyncd
Konreitnep Isyncd nmomkeH  ObITh — 3amymieH Ha  BCeX  y3lMax C  POJIbIO
co_lb_core_authre_wopi.IIpOBepHTbCTaTyceropmﬁoTbICHeHyET(ZHOMOHHm)KOMaHHbH

cat /srv/docker/lsyncd/conf/lsyncd/lsyncd.status

4.4.3 JlInarnocTuxa cocrossaus RabbitMQ

[TpoBepka craTyca ouepeu COOOIIEHUM OCyllecTBisieTcs yepe3 Beb-uHTepderic RabbitMQ
o ajapecy http://<mokanbHbll-afpec-cepBepa>:15672. JIOrvH U napoJib AJisk aBTOPU3AIUKA HAaXOIUTCS
B [lepeMeHHbIX, UCIIOJIb3yeMbIX B TeKYIIeH YCTaHOBKe.

Anpec cepBepa BbIOMpaeTcsi H3 yKazaHHBIX B TIpylne co mg aiya inventory.
[TpegycMoTpeHBI BOBMOXXHOCTHU IIPOBEPKU COCTOSIHUS KiacTepa RabbitMQ, co3manus unu ynanenus
ouyepen oOMeHa WX OTAeTbHBIX COOOIIeHUH.

st npoBepku denepanuu RabbitM(Q mocne HacTpoliky Heo6XO[MMO MCIOJIB30BaTh Beb-
uHtepdeiic RabbitMQ CO, pacrionoxeHHbI 110 aJpecy http://<JoKanbHb-anpec-
cepBepa>:15672/#/federation

[Tocne kax0ro pa3BepThIBAHUS U Iepe3arpy3ku 4actd CHCTeMbl XpaHeHUs JAaHHBIX WIIU
Cucrembl peJlakKTUPOBAaHUSI M COBMECTHOM pabOThI HEOOXOIUMO IpoBepsiTh, yTo RabbitMQ (PGS)
pa3BepHYT BUPTYalbHbIN cepBep ¢ uMeHeM «CO».

[Ipu oTCcyTCTBHMU BUPTYaJIbHOTO XOCTa HEOOXOJHWMO CO3[aTh ero C IOMOINLIO0 IaHex
apMmunaucTparopa RabbitUIL

Jlyis ocTyna K MaHenu aJMUHUCTpaTOpa MCIOJIb3yWTe JIOMeHHOe KMs, yKasblBarolllee Ha
cepBep Cucrembl XpaHeHUs JaHHBIX. JloMeHHOe nMs popMupyeTcs Ha 6a3e 3aperuCTpUpPOBAHHOTO
JoMeHa YCTaHOBKH Cucrembl XpaHeHus TTAHHBIX (cm. B TIOKyMeHTe
«"MoiiOduc ITpodeccronanbubiii 3". Cructema XxpaHeHUs JaHHBIX. PYKOBOJICTBO 110 YCTaHOBKe») U
mopTa «15673»:

http://pgs-<env>.<default domain>:15673

B kauecTBe jIorMHA U 1apOJIsi UCHOJIB3YIOTCS 3HAYEHUs TIepeMeHHbIX pgs rabbitmg user U
pgs_rabbitmg password.

st obecrieyeHmst 6e30MIaCHOCTH JOCTYIl K JAHHOMY IIOPTy [OJDKeH OBbITb OrpaHUYeH
JIOKAJIbHBIM CEPBEPOM U BHYTPEHHUMH (ITPUBATHBIMH) CETSIMU C afjpecamu 1o craigapty RFC1918.

Kareropuuecku 3amnperiaeTcsi OTKpbIBATh JIOCTYI K HEMY U3 TyOIUYHBIX CeTel.
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5 U3BBECTHBIE ITPOBJIEMBI 1 CIIOCOBBI PEHIEHUA

5.1 IIpobiema yTeuek maMsATH NPU ycTaHOBKe standalone

[Tpu pasBepreiBaHuu (CHCTeMbl pellakKTUPOBAHUS M COBMECTHOW paboThl B pexume

standalone HeobxoguMMO YyKa3blBaTh 3HAUeHHe TIepeMeHHONM fm heap limit paBHBIM 512m.

HpOBepI/ITb TeKylure HaCTpOﬁKH MOXKHO Ha CepBepax C POJIbIO co fm!

# docker inspect fm | grep Xmx

"JVM OPTS=-Dmail.mime.encodeparameters=false

-Dmail .mime.encodefilename=true -Dspring.main.banner-mode=off -Xmx512m
-XX:+HeapDumpOnOutOfMemoryError
-XX:ErrorFile=/srv/docker/fm/logs/hs err.log
-XX:HeapDumpPath=/srv/core dumps",

Jl71s1 cHY>KeHHUsI BepOsITHOCTH ommbok npu pabore FM cepBuca Bo BpeMsl 3arpy3ku, IpU

BKJIIOYEHHOM IIpOBEpKe THUIIOB, HGO6XOHHMO YBeJIMYHUTL KOJIMYeCTBO IIaMATH [JId CepBHCa C

[IOMOIIILIO KOMaH/IbI:

fm heap limit: 512m
fm max memory: O (mnm B OBa pasa 6onbue fm heap limit)

5.2 IIpobsiema ycranoBku mopaysis python3-libselinux

Onmcanue npo6JieMsl:
B Hekoropsix ciy4asix B mporecce pabotel yctaHoBKM Ha OC Centos, Redos Bo3moxHO

MOsIBJIEHUE CJIe[lyIolel OmrOKu:
2023-01-01 12:00:00,001 p=28456 u=root n=ansible | fatal: [10.100.100.100]:

FAILED! => {"changed": false, "msg": "No package matching 'python3-libselinux’
found available, installed or updated",
"rc": 126, "results": ["No package matching 'python3-libselinux' found
available, installed or updated"]}
Pemrenue:

BrimmonauTs CJIeAYIOUIYIO KOMaHAy U TPOOOJIKUTE YCTaHOBKY':

sed -i 's@python3-libselinux@libselinux-python3@"'\
./_versions/3.0/collections/ansible collections/nct/system/roles/python3/va
rs/R{ED,edHat}.yml

5.3 Pemrenue npo06sieMbI C JIOTaMH

[Tpu ocraHOBKe poTanuu (apXUBHpPOBaHUs) JIOTOB cepBrcoB Nginx nnu Pregen Heobxogumo
O0OHOBUTH TOJIMTUKU 0e30MaCHOCTM Ha CepBepax C POJIbI0 openresty-lb-core-auth U POJIbIO
pregen.

O0HOBIEHMS MOTUTHKN 0€30IT1aCHOCTH BHIIIOJIHSIOTCS C IIOMOIIIBIO KOMaH/bI:

restorecon -R /srv/docker
[Tocrne 06HOBIEHUS TOIUTUKH HEOOXOIMMO ITPOBEPUTH POTAITHIO JIOTOB Yepe3 48 4acosB.
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Hamnpumep:

[root@jenny ~]# cd /srv/docker/openresty/logs/

[root@jenny logs]# 1ls

access full.log access full.log-20231224-1703378461.gz access.log-20231222-
1703205421 .gz error.log error.log-20231224-1703378461.gz

access full.log-20231221-1703118661.gz access_full.log-20231225-1703464201
access.log-20231223-1703290201.gz error.log-20231221-1703118661.gz
error.log-20231225-1703464201 access full.log-20231222-1703205421.gz
access.log access.log-20231224-1703378461.gz error.log-20231222-
1703205421 .gz nginx.pid

access full.log-20231223-1703290201.gz access.log-20231221-1703118661.gz
access.log-20231225-1703464201 error.log-20231223-1703290201.gz

5.4 IlepenosineHye JUCKA JAHHBIMH MOHHUTOPHHTA

Omucanue NpoosIeMbI:

BbICTpOE 3dIIOJIHeHHe JUCKA IIpU YCTdHOBKe standalone nmm JJIs KHaCTepHOfI YCTAaHOBKH, Ha
y3J1e KjiIaCcTepa C POJIbIO co _infra.

Pemenne:

BI)ICTpOG 3all0JITHeHHe JHCKa MOXKeT IMPOMCXOOWTD IIPH IMOCTYIIJIEeHUH OOJIBIIIOTO KOJIMYEeCTBa
JaHHbIX MOHHUTOPHHIA WK JIOTUPOBAHHWSA, HK3-3d HEIIPABUJIbBHO HACTPOEHHLIX IIOJIMTUK HX
XpaHeHwus.

ITo YMOTYaHHUIO JdHHbIe MOHHUTOPHHI'd PpacIiojiararoTcs B
JAUPEKTOPpUU /SrV/dOCker/prometheus/data.IBPEMH XpaHeHUs NaHHbIX 3aideTCs IIPpU YCTdHOBKe
CucreMbl  peJakTUpPOBaHUS W COBMeCTHOM pabotel  C IIOMOIIBIO repeMeHHOU
prometheus_storage_tsdb_retention_ﬁinm:ﬁH)YMOanHHH)"21d",T0€CTb21,HEHB)

HpI/I ImeperrosiHeHny OKWCKad IdHHBIMW MOHHWTOPHWHIA baza JdaHHBIX Prometheus moxxet OBITBH
IIOBpeX/ieHa. st BOCCTaHOBJIEHU S paboTOCIOCOOHOCTH HeobOXoauMo YIAIUTD
IIMPEKTOPUI0  /srv/docker/prometheus/data. Ilocie ypamenus IUPEKTOPUU  CJleJlyeT
IIepeyCTaHOBUTh pOJIb, OIPAHUYMB ee ONLMUeld -limit, TOIBKO IJIS POJIA co infra M YyKas3aB
CIleHapui playbooks/infra.yml. [[pumMep koMaHbL:

ansible-playbook -i playbooks/infra.yml --tags prometheus --limit co_infra
O6beM TaHHBIX XXypHala COOBITUM 3aBUCUT OT KOJIMYECTBA y3JI0B KJIacTepa, KOJIM4YecTBa UX

KOHTEMHepOB U YPOBHSI MPOTOKOJMPOBAHUSI PA3IMYHBIX CEpBUCOB (HACTPAUBAIOTCSI C IMTOMOIIbIO
Etcd). ITo YMOJTYaHUTO JTaHHbIe >KypHasia COOBbITHI pacroJiaraloTcs B
JUPEeKTOpPHUH /srv/docker/elasticsearch/data. BpeMH XpaHeHHsd [OAaHHBIX 3aJdeTcda IIPpU
ycrtaHOBKe (CuCTeMbl pelaKTUPOBAaHUSI U COBMECTHOM paboTbl C IIOMOIIBIO IepeMeHHOMN
es _index retention period days B darisne
~/install co/group vars/co setup/extra vars.yml. 3HayeHue II0 YMOJI9aHHUIO "120", YTO
o3HadaeT — 120 pgHedt. B «ily4yae mnepenosiHeHWs [AWCKA [JAHHBIMM JKypHajla COOBITHH,

IIpelyCMOTPeHO yJaneHHe Oojiee cTapble WH/EKCOB BPYYHYIO (CTPYKTYpbl XpaHeHUs U IIOMCKa
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JaHHBIX B oObeMe 1 maus). s aToro Ha y3me C pojibl0 co infra HEOOXOJMMO BBIMIOJIHUTH

cleayroiye KOMaH/bl:

# InapoJsib BBOOUTE U3 IepeMeHHoOM elasticsearch opendistro admin password
curl -k --user admin https://localhost:9200/ cat/indices

# BHOpaTh MHIOEKCH, Io4Jjexauue yHaJleHMIo, HaduHawuuecs c "co-"

curl -X DELETE -k --user admin https://localhost:9200/co-<YYYY.MM.DD>

Jlnst yMeHbIIIeHHsS] YPOBHS JIOTUPOBAaHUS HEOOXOMMO W3MEHWTh 3HaYeHHs MepeMeHHBIX,
TIpUBeJIeHHbIX B Tabmuile 15.

Tabmuna 15 — [lepeuenb nepeMeHHBIX )XypHajla MOHUTOPUHTA

H . 3HaveHUe 1Jisl yMEeHbIIIeHU s
anuMeHOBaHNe I1epeMeHHON 3HaveHHe 10 YMOJTYaHUIO
rIyOMHBI JIOTa

common_co_log level info warn/error
chatbot _log level info warn/error
cvm_cu_log level info warn/error
cvm_log level info warn/error
dcm_du_log level info warn/error
dcm_log level info warn/error
du_log level info warn/error
du_nps_log level info warn/error
sdd_log level info warn/error
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IIpunoxenue A
Ilopsinok ycTaHOBKH M HACTPOMKH JIOKATIBHOI'0 PeIlio3UTOpH
1. Cospats KkaTasor [yist pa3MellleHus: pell03UTOPHUSI C TIOMOIbIO KOMaH/IbI:

sudo mkdir -p /srv/repo/alse/main
2. IlpumoHTHpOBaTh 00pa3 yCTAaHOBOYHOIO [HMCKa (ecii Ha KOMIIBbIOTepe

karasora /media/cdrom — To co3gaTb kaTajor /media/cdrom) ¢ MOMOIIBIO KOMAH/IbI:

[ -d /media/cdrom ] || sudo mkdir /media/cdrom
sudo mount /nyTb K ISO-o6pasy /media/cdrom
3. CkonupoBarh (aitibl U3 0Opa3a B KaTajlor PEIIO3UTOPUSI C TTOMOIIBI0 KOMaH/Ibl:

sudo cp -a /media/cdrom/* /srv/repo/alse/main
4. OtmonTHpoBaTh ISO-06pa3 ucka ¢ TOMOIIbIO KOMAH/IbI:

sudo umount /media/cdrom

HeT

4.1 Ecn Tp66YETC$[, BBIIIOJIHUTH aHAJIOTUYHbIE IEACTBUS OJIsI 0a3oBOro pPenosnTopua (}II/ICKa

CO CpeJICTBaMM Pa3pabOTKU) C IIOMOIIBIO KOMAaH/Ibl:

sudo mkdir -p /srv/repo/alse/base

[ -d /media/cdrom ] || sudo mkdir /media/cdrom

sudo mount /nyTe K ISO-o0o6pa3y /media/cdrom

sudo cp -a /media/cdrom/* /srv/repo/alse/base

sudo umount /media/cdrom

5. J1yist oOOHOBJIEHHSI OCHOBHOTO PEO3UTOPUS (OCHOBHOTO JIMCKA) C TTIOMOIIBI0O KOMaH/IbI:

sudo mkdir -p /srv/repo/alse/update-main

[ -d /media/cdrom ] || sudo mkdir /media/cdrom

sudo mount /nyTe K ISO-o06pa3y /media/cdrom

sudo cp -a /media/cdrom/* /srv/repo/alse/update-main
sudo umount /media/cdrom

6. Jlyis o6HOBIIeHus: 6a30BOT0 perno3uTopHs (ArcKa ¢ 0OHOBJIEHHWEM CpeJICTB pa3paboTKH) C

[IOMOIIILIO KOMaH/IbI:

sudo mkdir -p /srv/repo/alse/update-base

[ -d /media/cdrom ] || sudo mkdir /media/cdrom

sudo mount /mnyTb K ISO-o6pasy /media/cdrom

sudo cp -a /media/cdrom/* /srv/repo/alse/update-base
sudo umount /media/cdrom
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IIpunoxenue b
3aMeHa CTaHZAPTHOTO Pero3UTOPHS HA JIOKAIBHBIN
3aMeHa CTaHJAPTHOI'O PEeNO3UTOPHs Ha JIOKAJIBHBIM BBINOJHSETCS Ha CepBepe C PpOJIbIO

operator. [lepeuncieHHbli moOpsIOK JedcTBUM wucnombdyercsi B OC Astra. [lns 3aMeHbl

Perno3uTopus He0OXOAUMO:
1. OTKJTFOUUTD BHEIITHHUE Per03UTOPHH, 3aIyCTUB KOMAH/Ty:

sed -i "s/"/#/" /etc/apt/sources.list
2. J106aBUTh JIOKaJIbHBIM BHEIIHUIM PeNlO3UTOPHUH, 3aIlyCTUB KOMaH/Y:

tee -a /etc/apt/sources.list << EOF

deb http://$IP_ ADDRESS:8081/repository/astra/ 1.7 x86-64 \
main contrib non-free

deb http://$IP_ ADDRESS:8081/repository/astra-ext/ 1.7 x86-64 \
main contrib non-free

EOF

rae sIP_ADDRESS — [P-agpec nokanpHOTO cepBepa /it XpaHeHUs $HaiioB.

3. OGHOBHUTD MHJIEKC PellO3UTOPHUS, 3al1yCTUB KOMaHTy:

apt update
4. TlpoBepuTb IOCTYIMHOCTb Perno3uTopusl (MPOM3BECTH IIOMCK IPOM3BOJILHOIO I1aKeTa),

3allyCTUB KOMaH/Ty:

apt search pwgen
5. YbenuThbcs, YTO B BBIBOJIe KOMaH/IbI MPHUCYTCTBYeT Ha3BaHHe IMakeTa pwgen. BruiBoj

KOMaH/JBbI.
root@operator:~# apt search pwgen
Sorting... Done
Full Text Search... Done

pwgen/stable 2.08-1 amd64

Automatic Password generation

root@operator:~#

6. Hactpouts MeHemkep Mopysel (pip) Ha MCIIOJIb30BaHME JIOKAJIbHOTO Ppero3uTOpus,

3dIIYCTUB KOMdHY:

tee /etc/pip.conf << EOF

[global]

trusted-host = $IP ADDRESS

index = http://S$IP _ADDRESS:808l/repository/pypi-proxy/pypi
index-url = http://$IP_ADRESS:808l/repository/pypi-proxy/simple
EOF
FﬂeslPAADDRESS——-HLaHPECHOKaHbHOFOCepBepaHHﬂXpaHEHHHQHﬂHOB

© 00O «HOBLIE OBJTAYHBIE TEXHOJIOT'UHW», 2013 — 2024



MonOdounc

IIpunoxxenue B
Hacrpoiika ceTeBbIX COeIHHEeHHH
[TpyMep HacTpPOWKY CeTeBOro COeJMHEHHsI C IIOMOIIIbI0 KOMaHIHOM cTpoky B OC Astra.
1. Ins mpoBepku HeOoOXOIMMO OTKpPBITH (alijl C CeTeBBIMM HACTPOHMKAaMU C I1OMOIIBIO
KOMaHJIbl:

nano /etc/network/interfaces
B oTkpbiBIIEMCSl OKHE peJlakTOpa IPOBEPUTh HAJIMUKe CJIe/TyIOIIel CTPOKU:

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).
source /etc/network/interfaces.d/*

1.1 3aKpBITh OKHO U BEpHYTHCS K CTPOKe TepMUHAJa.

1.2 Co3maTh HOBOe coequHeHUe C ITOMOIIBI0 KOMAHIbI:

sudo nano /etc/network/interfaces.d/ethO0
HpI/IMe‘laHI/IEZ €CJ/IM Ha BallleM CepBepe YCTaHOBJIeHbI IpyIrve peldKTOPbI (Vim, Vl) 3daMeHUuTe

B KOMaHJIe nano Ha JIPYrOM pelakTop.

2. B OTKpBIBIIIEMCSI OKHE peJlakTopa B 3aBUCHMOCTH OT THIIA MCIIOJIb3yeMOTO il HaCTPOeK
BBECTU KOMaHJy U3 yHKTa 2.1 wmm 2.2.

2.1 IIpu ucnonb3oBaHUU cTaThdeckoro IP-apeca HeoOx0IMMO BBECTH:

echo "auto ethO

iface ethO inet static

address 192.168.1.100

netmask 255.255.255.0

gateway 192.168.1.1" > /etc/network/interfaces.d/ethO

B npuMepe HUCIOJIb3YIOTCA ITPOU3BOJIbHbIE HaCTpoﬁKH ceTeBOIro coegviHeHM . HEO6XOHI/IMO

3aMeHUThb TpemiokeHHble HacTpouiku (192.168.1.100, 255.255.255.0, 192.168.1.1) Ha HacTpoWku
CeTeBOI'0 OKPYKeHHUsI CO3JJaHHbIX CePBEPOB.

2.2 Ilpu ucnonszoBanru DHCP B okHe pefilakTopa He06X0IMMO BBECTHU:

echo "auto ethO
iface eth0O inet dhcp" > /etc/network/interfaces.d/ethO
Jlnst koppekTHOM paboThl HeoOXOoAMMO 3akpenuTh IP-afpeca 3a cepBepaMu C ITOMOIIBIO

Hactpoek DHCP-cepBepa Bartiero 1uito3a (KOMMYTaTOpa).
3. Ilocne BBOjla mepeMeHHbIX dalyl COXpPaHUThb. [[OBTOPHO OTKPBITH (Pailjl KOMaHAOU M3
MyHKTa 1 J71s TpOoBepKH.

4. 3agate DNS-cepBep

echo "nameserver 8.8.4.4" > /etc/resolv.conf
Anpec DNS-cepBepa 8.8.4.4 yka3aH NpPOM3BOJIBHO, €CJIM B JIOKAQJbHOW CeTH CYyIIeCTBYeT

BHyTpeHHUM DNS-cepBep, Heobxoanmo uameHUTs azipec 8.8.4.4.

5. IIpyMeHUTH HACTPOUKU CETeBOI'0 COeIMHEeHUS

sudo systemctl restart networking
[IoBTOPUTH BBHINIOJIHEHMe JIeHMCTBUS AJIs1 KaXXI0TO CepBepa, UCII0Ib3yeMOoro Jijisl YCTaHOBKH.
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IIpunoxenue I'
ITopsanok co3naHus CAaMONOANMCAHHOTO cepTUdHKaATa

ITo ymomuanutio 6pay3ephl He JOBepSIIOT CaMOIIOAIIMCAHHBIM cepTHhdrKaTaM, peKOMeH1yeTcsl
VICII0JIb30BATh ero TOJIbKO JUIsi BHYTPEHHUX Ilefled WK B [[eJIsIX TeCTUPOBaHUSI.

1. [TpoBepka unu ycranoBka OpenSSL.

OpenSSL nocryneH 110 yMOJTYaHUIO BO BCeX OCHOBHBIX IUCTpUOyTHBax Linux.

st moucka ycranosieHHoro [10 OpenSSL u npoBepku Bepcur Heo6XOJUMO BBIIIOJIHUTh
KOMaH/Ty:

$ openssl version
Ecmu BeiBom ¢ uHbopmanumed o Bepcur OpenSSL  orcyTcTByeT — TmporpamMma He

YCTaHOBJIEHA.

Hnst ycranoBku OpenSSL BeIOTHUTE CIIeyIONTYI0 KOMaHY:

$ sudo dnf install openssl
nJIIn

$ sudo yum install openssl

Bribop komanbl 3aBucUT oT TUiia OC.

2. Co3manme SSL-ceptudukara.

Hnst co3maHus caMoOINoOANKCAaHHOTO ceptudukata SSL.  HEoOXOIMMO HCIOJIb30BaTh
CJIeTyIOITYI0 KOMaH/y':

$ openssl reg -x509 -nodes -days 365 -newkey rsa:4096 -keyout
server.nopass.key -out server.crt

C nomoibl0o KOMaHJibl OyjleT co3[laH CaMOIOJIHUCAHHBIA CcepTUdUKAT, KOTOPBIM Oyner
JefiCTBUTeJIeH B TedeHue 365 fHeit.

[lo ymomuanuio ceprudumkaT U daia KiIoda OyayT CO3AaHbl B TeKylleM KaTaiore (B
KaTajore, U3 KOTOPOT'O BBITIOJIHSAETCS KOMaH/1a).

Onucanuve ¢uiaroB MCMOIb30BAaHHBIX B KOMaH/le IpHBeJieHO B Tabmuiie 16.

Tabnuna 16 — 3HavyeHus: paroB KOMaH/ bl

®ar Onuncanue
req BrInosHUTE 3anpoc Ha NOAIIUCH CEPTUPUKATA
-newkey rsa: | Co3gaTb kmod RSA mmHO0M 4096 OwUr.
4096 Ecmi He yka3zaHo vHOe, IO YMOJT9aHUIO Oy1eT co3faH Kmou aivHou 2048 6uT
-keyout VkazaTb UM ¢aiiia Ay XpaHeHUs 3aKPhITOTO KIIt04a
-out Vkazats ums daiina Ay XpaHeHus HOBOTO cepTudUKaTa
-nodes IIponycTuTh 1mIar no co3gaHUIo cepTUdUKaATa C NapoJbHON $pa3oi
-x509 Co3spaTb cepTudukar popmara X.509
-days VkazaTb BpeMs JlefcTBuUs cepTUdUKaTa B AHIX

Ornucanue mosied NMpy Co3laHUM cepTrdrKaTa MpUBeieHo B Tabmuile 17.
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Tabmuma 17 — 3uavenud mojeir CSR

Onucanue

= HasBanue ctpanbl (IByXOyKBeHHBIN KOJ)
ST = Haspanue mrrtata wiv MpoBUHIIUA
= HasBaHue HacesjeHHOTO ITyHKTa

0= [TosmHoe Ha3BaHMe Ballleil OpraHU3aIuu
ou = Haszpanue oprannsalliOHHOW eTMHUIIBI
CN = ITonHOE mOMeHHOe UM

3. Co3nmaHue 3aKpbITOTO KJt0Ya.

3aKpbITBIM K04 HeoOxomuM [yl nmoanucu Bamtero SSL-ceprudukara. [lns cos3gaHus u
COXPaHMUS 3aKPBITOTO KJIt0Ya He0OXOIMMO BBIIIOJIHUTh KOMaHly:

$ openssl genrsa -out server.nopass.key
3HaveHus $IaroB KOMaH/IbI:

— genrsa — CO3/1aTh 3aKPbIThIA KIII0Y RSA;
— —out — BBIXOJIHOU (aiJl.

ITo YMO/T9aHHUIO BHKprTbIﬁ KIII041 6YJIET XPAHUTBCA B TeKyIlleM KdTajlore (B KaTajiore, M3
KOTOPOTI'O BbIIIOJIHAETCSA KOMaHHa).

4. Co3pmanue 3arpoca Ha moanuck ceprudukara (CSR).

CSR — wundopmarius, otipasisieMas B yaocrtoBepsitomuii 1eHTp. ns cosmanus CSR
HeoOXOAUMO BBHITIOTHUTD CJIEIYIOITy0 KOMaH/IY:

$ openssl req -new -key server.nopass.key -out server.csr

Omnucanue ¢raros UCIOIB30BaHHBIX B KOMaH e IpuBeieHo B Tabmuile 18.

Tabmuma 18 — 3nauenus ¢aroB KOMaH/IbI

®dar Omnucanue
req 3arpoc Ha MOANHCh cepTudUKaTa

-new Hospi#i 3an1poc

-key [TyThb, rie xpaHUTCs Balll Gaiisl 3aKpHITOro KIII0Ya
-out Wms BeixogHoro daniia

ITocne 3dIIYyCKa KOMdH/bI, HpeHCTaBHEHHOﬁ HHUXXe, 6y,ueT CO3MIaH CaMOIIOAITM CaHbIM

cepTudUKaT, KOTOPBIM OyJeT IeiCTBUTeNIeH B TeueHue 365 THei.

$ openssl x509 -req -days 365 -in server.csr -signkey server.nopass.key \
-out server.crt

5. [IpoBepka nerasneii cepTudrKaTa BBIIIOJIHSIETCS C IIOMOIIBI0O KOMaH/IbI:

$ openssl x509 -text -noout -in server.crt
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IIpunoxenue [I
IlepeueHs U3MeHeHHII B JOKYMeHTe
B [1aHHOM TIpUJIOXKEHWHM TIpe[CTaBJieH IiepedyeHb M3MEHEHWH OTHOCHTENbHO ATl
yOJIMKAIMY ¥ BePCUH JIOKYMeHTa.

18.06.2024 TloaroToByieH MOKyMeHT BepcHu 1.
11.07.2024 TloxroToBieH JOKYMEHT BepCHH 2 CO CJIe[IYIONUM U3MeHHeM: ToOaBJieH pa3jient
«Kondwuryparus CentOSy.
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