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MonOdounc

Bce ynoMsHyTble B 3TOM JIOKyMeHTe Ha3BaHUS MPOAYKTOB, JIOTOTUIIbI, TOPTrOBble MAapKU U
TOBApHbIe 3HaKU MPUHAIUIeXAT UX BJlafieJibIlaM.

ToBapubie 3Haku «MoitOduc» u «MyOfficen npunamiexxar OO0 «HOBBIE OBJIAYHBIE
TEXHOJIOT'UW».

Hu npu kakux oOCTOSITeIbCTBAX Heb3s UCTOJIKOBBIBATH JIIOOOE CO/IepXKMMOe HACTOSIIero
JIOKyMeHTa KakK IpsiMoe MJIM KOCBEHHOe IpefioCTaB/ieHue JIMIeH3UW WM MpaBa Ha KCIO0JIb30BaHUe
TOBApHBIX 3HAKOB, JIOTOTUIIOB WJIM 3HAKOB OOCTY>XHMBaHWS, TNpPUBeleHHbIX B HeM. Jlioboe
HeCaHKIIMOHMPOBAaHHOEe MCIOJIb30BaHWe J3TUX TOBApPHBIX 3HAKOB, JIOTOTUIIOB WJIM 3HAKOB

obcimykuBaHus 6e3 MMCbMEeHHOI'0 pa3pelieHus UX paBoo0IIajaTesis CTPOro 3arpeleHo.
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INEPEYEHD COKPAIITEHWH, TEPMHUHOB U OITPEJIEJIEHUI

B Hacrosiiiem nokyMeHTe NPUMEHSIOT CJIeAyIONMe COKpallleHHUs C COOTBETCTBYIOUMMU
pacmdpoBKaMu (cM. Tabmuny 1).

Tabmuna 1 — CokpallieHust U paciiPppoBKU

Cokpaiiienue,
e PacimidpoBka u onpenenenue
AD Microsoft Active Directory
Ansible Cucrema ynpapieHus: KOHPUTYpaUSIMU, UCIIOJL3YIOMIAsCS 1Ji1 aBTOMAaTHU3aIu|
HaCTPOWKYU U pa3BepThiBanus 110
API Application Programming Interface, narepdeiic mporpaMmMupoBaHUsI
IIPUJIOKEHU
CO CloudOffice, O6maunbni Oduc, obiiiee Ha3BaHKe MPOAYKTa (TPYIIIbI
peaKTOpOB)
Docker [TpunoxeHyre a1 aBTOMaTH3aI[MM pa3BepThIBAHUS U YIIpaBJIeHUsS
MIPUIOXKEHUSIMU B CpefiaxX C NOLIePKKOM KOHTeWHepUu3alun
Docker Registry MacmrabupyemMoe cepBepHOe MPWIOXKeHHe JJIl XpaHeHHUs! U UCII0JIb30 BaHUSI
koHTelHepoB Docker
DNS Domain Name System, cucteMa J10MeHHBIX UMeH
Inventory @aiin [10 Ansible ¢ nepeuncnennem poseit u ux [P-anpecon
MD5-xem (hash) KonrposbHas cyMMa, npe/iHa3HaueHHasl 7l IPOBEPKU 1eJIOCTHOCTH daiiia
I0OPS KomuecTBo onepanuii BBOJIa/BbIBOIa — HapaMeTp JJisl U3MepeHust
MTPOM3BOIUTESIBHOCTH CUCTEM XPaHeHHs
REST API ApXUTeKTYpHBIN CTWIb B3aUMO/IeHCTBUSI KOMIIOHEHTOB pacipeeieHHOTO
[IPWIOXKEHHUs B CeTU
S3 xpanumnmiie CepBuc xpaHeHHs1 00HEKTOB, MTPejylaraeMbli MOCTABIINUKAMHU 00JIAYHBIX yCIIyT
SSH Secure Shell, «6e3omacHasi 060s104Ka» CeTeBOM MPOTOKOJI MTPUKJIAHOTO YPOBHS,
I yIOAJeHHOTO YIIpaBJIeHUs]
SSO Single Sign-On, TexHOMOTHST AUHOTO BXO/1a
URL Uniform Resource Locator, equnbIil yka3zaTesb pecypca
XFS 64-6utHas aityioBas cucTeMa C XXypHaJIoM COOBITHIA
Yum MeHexep MpOrpaMMHBIX MMAKeTOB JJi1 AUCTPUOYTHUBOB Linux
B baza gaHHbIX
Bennop (vendor) [TocTaBuivk 6peHAUPOBAHHOTO MPOIYKTa
ECHA Enunas cucteMa uaeHTUPUKAIMY U ay TeHTUPUKATIUU
Kiacrep (cluster) | O6bemuHeHHas TpyMa CEPBEpPOB
OBepKOMMMUT Onuus runepBu3opa Mo U30BITOYHOM aJUIOKAllMK TaMSITH JJIs1 BUPTYaJIbHbIX
(overcommit) MalIuH
0C OmnepanuoHHas cuctemMa
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Cokpaiiienue,
PacmidpoBka u onpenenenvie
TepMUH
[TepcucrentHocts | CBOMCTBO CTPYKTYP IaHHBIX, COXPAHSIOIIUX CBOU COCTOSIHUS U JOCTYI K 3TUM
COCTOSIHUSIM
[Ineibyxk Habop nocnenoBaTenbHBIX MHCTPYKITMN 1711 BBIOJHeHUsT koMaH Ansible
(playbook)
[10 [Iporpammuoe obecrnieyenue

Cepsep-onepaTop

Cepsep, ¢ koTOpOro OyaeT NPOU3BOAUTHCS YCTAHOBKA CUCTEMBI

TenaHT (tenant)

JJleMeHT MYJbTUapeHJHON CUCTeMBbl

Xocrt (host)

Y CcTpoHCTBO, IpefoCcTaBsiionee CepBUCH GOpMaTa «KIMEeHT-CepBep»

[eneBoit cepBep

CepBep, Ha KOTOPBIH Oy/ieT IPOU3BOIUTHCS YCTAHOBKA CUCTEMBI
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1 OBIIIME CBEJEHUSA

1.1 Haznauenmue

@DyHKIMOHAJbHBIe BO3MOXHOCTH, IpefocTaBiisseMble (CucTeMOW XpaHeHUs JaHHBIX,
BKJIIOYAIOT B Cebsi:

— moanepxky cucteMm Bupryanmusanuu KVM u VMware vSphere ESXi;

— TMOMJIeP>KKY paboThl ¢ S3-COBMECTUMBIMU XPaHUWIIUIIAMU;

— coBMecTUMOCTb C Active Directory;

— BO3MOXHOCTb ITOJIK/IFOYEeHUS! Y4eTHBIX 3allMced U IOoCIe[ylolleld aBTOpPU3allMU uepe3

ECHA (B cocraBe «MonOduc [IpodeccrionanbHbIl 3»;
— HIIMPOKKe BO3MOXHOCTH 110 paboTe B COBCTBEHHOM JIOMEHEe;
— WHTerparnuio ¢ Apyrumu komnoHeHnTamu 110 «MointOduc IIpodeccronanbHbIi 3».

B nanHoM pykoBo/icTBe onucaHa ycraHOBKa CHCTeMbl XpaHeHUs! TaHHbIX.

1.2 Ctpykrypa

BuyTtpennsisi crpykrypa CHcTeMbl XpaHeHUs JaHHBIX IIpefiCTaBJisieT co0oi Habop CepBHCOB,
obecrnieunBaronmx  padory [IO wu  B3aumopeiicTBMe C  JAPYTUMH  KOMIOHEHTaMH
«MoiiOduc ITpodeccronanbubiii 3». CepBUCHl (IpeficTaBlieHHble B BUJe YCTAaHOBOYHBIX POJIeH)
noipobHo onucaHsl B JokyMeHTe «"MonOduc [Ipodeccronanehblii 3". ApxuTexkTypay.

HeranbHas apxuTekTypHas cxeMa CHCTeMbl XpaHeHMsl IaHHBIX IIpUBefleHa Ha pUCyHKe 1.

Dionis }7 [ i; Sisyphussearch II :
Cucrema N N A (R e G > :
penakTMpoBaHua U f--1-%| - ) 1 H
coBMmecTHow paboTel |+ ( )| Sisyphusworker :
: Etcd Aristoteles : :

s N ) — L J
J o N - -

MMouToBbIN cCepeep F--+ Pt
Elasticsearch II

; L Redis
7 : [ — N
Epicure

Pucynok 1 — ApxuTtektypHasi cxeMa CuCTeMbl XpaHeHUsl JAHHBIX

I e I R e
Clients : Eudlid

Clients

Data and config

Optional component
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Onucanue CEpBUCOB, ITIpeICTaBJIEHHbIX HAa PUCYHKe 1, HaXOoOHuTCA B Ta6m/1ue 2.

Tabmuna 2 — [lepedens cepBrucoB CUCTeMbl XpaHeHU s JAHHBIX

HanmenoBanue
Omnucanue
cepBuca
Arangodb baza manHbIX, cComepxarias MeTailaHHble GaiioB (Hampumep,
“HGOPMAIHIO O BiIajieiblle JOKYMEeHTA, MpaBax JOCTYyIa U Tp.)
Aristoteles CepBgep npunoxeHu#, BoicTynatommuit backend-gacToio miis
kommoHeHTOB CO B 4aCTH BBINOJHEeHUS GaMIOBbIX OTlepaliy,
pa3rpaHUYeHus IpaB AOCTyIa, BEPCUOHUPOBAHMS, PUKCAIIUN UCTOPUH
COOBITHM 10 06BEKTaM
Dionis CepBuc, oTBevaloluii 3a yajieHHe U MepeHa3HaueHue MpaB I0CTyTa
IJIs1 00BEKTOB I0JIb30BaTesel
Elasticsearch CepBuc, oTBevaloIIMi 3a TOUCK 110 COIEP>KUMOMY B XPaHSIIHAXCS
dattnax
Epicure CepBuc ¢popMHUpOBaHUS U OTIIPABKU COOOIIeHUI 6e30MaCHOCTH C
MOCJIeTyIoIel OTIpaBKoy B ayauT cucteMsl (SIEM)
Etcd Cepsuc, cofepskaiiuii KOHQUTYPAIUIO TPUJIOXKEHUH, TTPU KITaCTepHOM
pa3BepThIBAHUU TAKXKe HCII0JIb3yeTcsl cepBUCcOM Postgres miisi co3anus
KjacTepa
Euclid Rest API cepBuc, oTBevaroIIuii 3a aIMUHUCTPUPOBaHKe 10JIb30BaTesel
B cucTeMe, BbIcTymnaromuit backend-yacTeio it kommoHeHTa Polemon
(Be6-amiMUHUCTPUPOBAHLE)
Heraclitus CepBHUC OYUCTKU apXMBHBIX JIaHHBIX, Y/laJIleHHBIX II0JIb30BaTeJsIMU U3
Kop3uHbl. O61a71aeT BO3MOXHOCTBIO HACTPOUKU CPOKOB XpPaHeHHs
ApPXUBHBIX JAaHHBIX U aBTOyZaJleHHs UX C AUCKA 10 3aJJaHHOMY
PaCIUCaHUIO
Keycloak Cepsuc SSO, xpansmui B cebe HACTPOUKM MHCTAJUISALINY, TAHHbBIE 110
TeHaHTaM U T0JIb30BaTeJsIM
Nginx [Ipokcu-cepsuc, obecneduBatoiuii foctyn 10: Rabbitmg, Aristotels,
Euclid, Polemon
Pheidippides Cepsuc, ocytecTistonuit 06paboTky cobbiTuii B Redis kanamax
(aBromaTuueckas 6y10kupoBKa [P-afipecoB/my 6/IMIHBIX CCBUIOK)
Polemon Cepeuc Beb-anmunuctpupoBanus Euclid (Be6-unrepdeiic
aMUHUCTPATHUBHOM NaHem)
Postrgres PostgreSQL, 6a3a manHbIx 1719 cepBuica aBropusarnmu Keycloak
RabbitMQ Odepens coobmenwnii. Ucnionb3yeTcs s iepe/jady JOKyMeHTOB B
Elasticsearch ans nowvcka mo coyiep>kiMomMy JOKYMEHTOB U JIJist
nepefayy MeKKOMIIOHEHTHBIX yBefoMJjeHUN 0T CUCTeMbl XpaHeHHsl
naHHbIX B CHCTEeMy peJJaKTUPOBAaHUS U COBMECTHOM paboThl 00
M3MeHeHUU HaCTPOeK XPaHWIHINA
Redis ba3a maHHBIX «KTIOY-3HaUEHUEe» JIJI He epCUCTeHTHBIX JaHHbIX. B

OCHOBHOM HCIIOJIb3yeTCs JIJIs1 XpPaHeHHs TOKeHOB U IPYTUX
aBTOPU3AIMOHHBIX JaHHBIX.

Sisyphus_sisyphussearch

CepBuc, oCyIIeCTBISIIOIINMI MTOUCK 10 COTEPXUMOMY JIOKYMEHTOB B
Elasticsearch

Sisyphus_sisyphusworker

CepBuc, ocyIiecTBISIIOIIMN nepenady ¢aiio u3 RabbitMQ B
Elasticsearch

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOTHUHW», 2013-2024
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HaumenoBanue
Omnucanue
cepBHCa
Storage bnok Storage ocyimectBisier XxpaHeHue GaiioB CUCTEMBI.
S3/FS B kauectBe xpanwmiia FS B npoekre ucnomnbsyercs GlusterFS.
B kauectBe xpanwmiia S3 B mpoekTe ucnosb3yercs MinlO

1.3 CocraB aucTpudyTHBa

HuctpubytuB CrucTteMbl XpaHEeHHUs JJaHHBIX TpejicTaBisieT cobou apxuB B ¢dopmare *. TGZ u

BKJIFOYaeT B Cce0s:

— Habop Ansible nnelibykoB /17151 pa3BepThIBaHUS POJIeH;

— apxuB obpa3a Docker Registry;

— Habop KOHTelHepoB /s 3anycka CUCTeMbl XpaHeHUs! JaHHbIX;
— daitnbl xema B popmatax MD5 u SHA256.

1.4 Ilepeyenb TeXHUYECKOH IOKyMeHTaI[UN

Hepequb TeXHUIEeCKOU JOKyMeHTalluu, HpenCTaBHEHHbIﬁ B Ta6JII/IIIe 3, IpeJjHa3Hd4eH Ijid

pa3BepTbIBaHUs CepBepHOM 4YaCTH, HACTPOMKU U [JaJbHEHIIero aJMUHUCTPUPOBAHMUS IIPOAYKTA

«MonOduc [IpodeccroHanbHBIN 3».
Kommiekt JOKyMeHTalluU

«MoiiOd¢uc ITpodeccroHanbHbIN 3»:

— CucreMy pelakTUPOBAHUSI U COBMECTHOW pabOTHI;

- CI/ICTeMy XPaHeHUus IdHHBIX.

PacIpoCTpaHseTcs

Tabnmuna 3 — IlepeyeHb TexHUYECKOU TOKyMeHTalluU

Ha KOMIIOHEHThI

IPOJTyKTa

Hcnons3yemsie
HaumenoBanue nokymeHnTa Y CopepxaHue T0KyMeHTa
KOMIIOHEHTHI
«"Mo#1Oduc [Ipodeccuonanbuslit 3". Cucrema CucreMHBle U TPOTPaMMHbIe
CucremHble TpeOOBaHUS» penakTUpoBaHus | TpeOOBaHHS K MIPOAYKTY

Y COBMECTHOU
pabotel, Cuctema
XpaHeHUsl JaHHBIX

«"Mo#Odwuc [Ipodeccronanbabit 3".
ApxuTtektypa»

Cucrema
penaKkTUpOBaHUS
U COBMECTHOM
pabotei, Cucrema
XpaHeHUs JaHHBIX

OmnucaHue apXUTeKTypPhl IPOTyKTa JIJIst
BbIOOpA TUIIA YCTAHOBKU U BbIJ|eJIeHUS
pecypcoB JiJIs CepBepoB

«"MoitOduc IIpodeccruonambHbIM 3". Cucrema [Topsiiok yCTaHOBKH CUCTEMBI
CucreMa pegakTUPOBaHUS U pelNakTUpOBaHUs | pedaKTUPOBAHUS M COBMECTHOU
COBMeCTHOM paboTsl. PykoBoacTBO 110 ¥ COBMECTHOU paboThI

yCTaHOBKe» paboTh

«"MoitOduc IIpodeccruoHambHbIN 3". Crcrema [Topsiok yCcTaHOBKY CUCTEMBI

CucreMa XpaHeHUs TaHHBIX.
PykoBoCTBO IO yCTaHOBKE»

XpaHEeHUA JdHHBIX

XPpaHeHUs NaHHBIX
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Hcnonbzyemblie
HaumenoBanue gokymeHnTa Conepxanue JOKyMeHTa
KOMIIOHEHThI
«"MoitOduc ITpodeccronambhbii 3". Cucrema HacTtpotika cepBepoB nmpoaykTa nocie
PyxoBozcTBO 1O HacTpoiike» pPeIakTUPOBAHUS | YCTAaHOBKY M B X0Jie 3KCIUTyaTalux
¥ COBMECTHOM CUCTEMBI, a TakXe IIPOIECCOB

pa6OTbI, Cucrema MOHHUTOPHHI'd U JIOTUPOBAHUA
XPaHeHHWs JaHHbIX

«"Mo#Odwuc [Ipodeccronansbiit 3". Cucrema OYHKIMK yIIpaBJieHUsI TEHAHTOM B
PyxoBozcTBo 110 pefakTUPOBaHuUs | XOjle SKCIUTyaTalluu CUCTeMBbl
aIMUHUCTPHPOBAHUION Yl COBMECTHOM

pabotel, Cuctema
XpaHeHUs JaHHbIX

«"MoitOduc IIpodeccruonanbubiit 3". [Topsinok pe3epBHOTO KOIMPOBaHHUS

Cucrema
PykoBojicTBO 10 pesepBHOMY 0a3 MaHHBIX, PACTIOJIOKEHHBIX B
XpaHeHUs JaHHBIX
KOTIMPOBaHUIO» CUCTeMe XpaHeHHs JaHHbIX
«"MoitOduc IIpodeccuonanbubii 3". Cucrema Jlornueckast MofieJlb CepBHCa,
CepBUCHO-pecypcHas MOJIeJb» penakTUPOBAaHUs | OTIMCHIBAOIIASI COCTAB U B3aMMOCBS3H
Y COBMECTHOM KOMIIOHEHTOB (pecypcoB), KOTOpbIe

pabotel, CuctemMa | COBMECTHO 06ecriedrBaioT
XpaHeHus JaHHBIX | IpeJoCTaBjIeHHe CepBHCca

1.5 TpeboBaHus k nmepcoHaxLy

Hns pabotbl ¢ [I0 ApMuHHCTpaTOpy HEOOXOOWUMO 00JIafjaTh peJIeBaHTHBIM OITBITOM TIO
CJIeTyIOIIAM HaIPaBJIeHUSIM:

1. OCHOBBI CETEBOT'O aIMUHUCTPHUPOBAHMUSI:
— cereBas Mojiesib OSI u crek nporokonos TCP/IP;
— [P-agpecaniusi u Macku IoficeTy;
— MapIIPyTH3aIys: CTaTU4YecKas U THHaMHU4YecKas;

— IPOTOKOJ obecrieyeHust 0TkazoycronuuBocTH 1uto3a (VRRP).

2. Pabora c mojcucTteMou BUPTyalu3aluu:
— paborta ¢ VMware vSphere ESXi 6.5 niiu KVM,;
— ycranoBka Docker;
— 3allyCK, OCTAaHOBKA U Iepe3anyCcKk KOHTeMHEepOB;
— paboTa c peecTpoM KOHTeHHEpOB;
— NoJyyeHUe IlapaMeTpPOB KOHTeHHepOoB;
— B3aUMO/IeHCTBHe NPUJIOXKeHU B KOHTelHepax (ceTb B Docker);

— pelieHue 1pobieM KOHTeWMHEepHON BUPTyaIh3alluu.
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3. Pabota c komanano¥ crpokor OC Linux:
— OMBIT CUCTEMHOI'0 afIMUHUCTPUPOBaHus Linux;
— 3HaHus B 06peme kypcoB AL-1702, AL-1703 (unu aHanoruyHbix kypcos apyrux OC);

— 3HaHUS B 00beMe, I0OCTAaTOYHOM JjIsl Ciauu cepTUdHKaMoHHOro 3k3ameHa ALCSA-1.7
(v aHAOrMYHBbIX 3K3aMeHoB Apyrux OC).

4. Pabora co cimy»60# 1oMeHHbIX HMeH DNS:
— 3HaHWe ocHOBHBIX TepMuHOB (DNS, IP-ampec);

— noHWMaHue npuHIUNoB pabotsl DNS (kopHeBble cepBepnl, TLD-cepBepsl, cepBepsl
VIMeH JIOMeHOB, pa3pellalolvi cepBep UMeH);
— 3HaHMe TUIIOB 3allicH U 3anpocoB DNS.
5. 3HaHUe BUOB apXUTEKTYpPHl, a TaKXKe OCHOBHBIX KOMIIOHEHTOB UH(PACTPYKTYPhI

oTKpBITHIX Kitoue (PKI);
— 3aKPBITBINA U OTKPBITHIA KIIIOYY;
— cepTu(dUKAT OTKPBITOTO KJIIOYA;
— peructpanoHHbi 11eHTp (RA);
— ceptudukanroHbii 1eHTp (CA);

— xpanuuile ceptupukaros (CR).
6. Pabora c cucremoli aBTOMaTU3aIuM pa3BepThiBaHus Ansible.

7. IlpakTudeckuil ONbIT AAMUHUCTPUPOBAHUS Ha YPOBHE 3KCIIepTa:
— CYB]] ArangoDB;
— ¢arnioBoit cucrembl GlusterFS;
— SSO-cepBuca Keycloak;
— CYB]] PostgreSQL;
— nouckoBoi cucremnl Elasticsearch;
— Redis;
— obpaboTunka coobienuit RabbitMQ);

— cepBepa koHpurypamuu ETCD.
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1.6 TumoBbIe cxeMBbI YCTAaHOBKH

CTpyKTypa cepBHca MOXeT ObITh IpeJICTaBIeHa JBYMsI TUIIaMH YCTaHOBKHU:

— standalone — Ha oiH BUPTYaJIbHBIM cepBep MJIM Ha HeCKOJIbKO BUPTYaJlbHbIX CEPBEPOB B
paMKax OIHOro (pU3U4ecKoro cepBepa;

— KJIaCTepHasi — BCe pOJIM yCTAHABJIMBAIOTCS Ha pasHble BUPTyalbHble WX (r3UYecKue

cepBephl.

1.6.1 Standalone

Kondurypanus 6e3 0TkazoyCTOMYUBOCTH UCIOJIb3YeTCs A7 pa3paboTKU WK IEMOHCTPALUU
BO3MO)XHOCTEH IIPOJYyKTa.

st ycranoBku nponykra  «MorOduc Ilpodeccuonanbibiii 3» B~ MUHHUMAIbHOU
KOH}UTypaluu HeobX0MMO HUCII0Ib30BaTh TPU CepBepa:

— CepBep C POJIbIO operator VI yIIpaBJIeHUs [IPOLeCCOM YCTaHOBKU;

— cepBep C POJIbIO CO JIJIsl yCTAHOBKU peJJakTOpPOB U JotiosHUTebHOoro [10;

— CcepBep C POJIbIO PGS Uil pa3MellleHus U XpaHeHUsI 0a30BbIx OUOIMOTEK U dailioB.

1.6.2 KnacrepHas ycTaHOBKa

OTkazoycroiunBasi KOHPUTYypalusl, UCIIOJIb3yeMast Il TUTIOBOM YCTaHOBKU IIPOAYKTA.

Jlnsi coxpaHeHHs! YPOBHSI OTKa30yCTOMYMBOCTA He PeKOMeHIyeTCs COBMelllaTb CepBepHbIe
poiu Mexxry coboii. CoBMelrieHHe JIOMyCKaeTCsl B OT/AeIbHBIX CIIydasx Jjisi SKOHOMUH PecypcoB.

1t MUHMManbHOM KOHQUTypallMy KJIACTePHOM YCTaHOBKHA HeOOXOAMMO MCIIOJIb30BaTh He

MeHee Tpex cepBepoB. llpumepbl koHUTypalliu TpeACTaBiieHbl B JAUCTPUOYTHBE IPOAYKTa

~/install MyOffice PGS/inventory/

1.7 Ilopsinok ycTaHOBKH CepBepoB

1. HeobxomyvMo MOATOTOBUTH CepBep C POJIbI0 operator B COOTBETCTBHMU C pasfielioM
«IlonroroBka cepBepa C poJiblo operaton.

B kauecTBe cepBepa C PpOJIBIO operator MOXeT MCIIOJIb30BaThCSl PabOYMI KOMIIBIOTep
I10JIb30BaTes], OTBevaroIui TpeOOBaHUSIM, yKazaHHBbIM B IOKyMeHTe
«"MonOd¢uc [Ipodeccronansueiii 3". CucremHble TpeOOBaHUS.

2. C moMompio cepBepa C POJbIO operator ClefyeT IOATOTOBUTb MHQPACTPyKTypy U
BBIIIOJIHUTB YCTaHOBKY [TouToBoro cepsepa. Ilopsiiok ycTaHOBKM 110YTOBOTO CcepBepa IpeJiCTaBileH
B IokyMeHTe «"MouOduc [Tpodeccronanbusiii 3". [TouToBas cucrema. PykoBoJICTBO 110 yCTaHOBKe

ITOYTOBOI'O CepBepa».
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3. C moMomplo cepBepa C pPoJIbl0 operator HEOOXOAWMO NOATOTOBUTh MHPPACTPYKTypy U
BBINTOJIHUTD YCTaHOBKY CHUCTeMbl XpaHeHH sl JAHHBIX B COOTBETCTBUM C HACTOSIIIMM PYKOBOJICTBOM.

4. C momoImpio cepBepa C pOJIBIO operator CJIeflyeT HOATOTOBUTb MHPPACTPYKTYPy H
BBIIIOJIHUTh yCTaHOBKY CHCTeMbl peJaKTUpOBaHUsI U COBMECTHOM pPabOTbl B COOTBETCTBUU C

IOKyMeHTOM . CucremMa peJJaKTUpPOBaHUs U coBMecTHOM paboTe! (CO). PykoBo[ICTBO IO yCTaHOBKEY.

1.8 IIporpaMMmHEbIe U anmapaTHbIe TPeOOBaHUS

HpOFpaMMHbIe U dllllapaTHbBIe Tpe6OBaHI/IH K TEKYMEﬁ BepCuur I10 YKa3dHBbI B JOKyMeEHTe

«"MorOduc [Tpodeccronanbubiii 3". CucreMHbIe TPEOOBAHU .
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2TIOAT'OTOBKA K YCTAHOBKE

2.1 IlonroToBKa cepBepoOB YCTAaHOBKH

[lepen HAYaJIOM  YCTAHOBKH Heo0X0MMO 03HAKOMUTHCS C JIOKYMEeHTOM
«"MoiiOduc [Tpodeccronanbubiii 3". ApxuTekrypa». B cOOTBETCTBUM C TUIIOM yCTaHOBKH CIIeTyeT

IIOATOTOBHUTD HEO6XO,I[I/IMO€ KOJIM4eCTBO (1)I/IBI/I"IECKI/IX HJIN BUPTYAJIbHbBIX CEpBEPOB.

2.2 IToarorosxa OC

Ha cepBepsl, mpenHasHaueHHbIe [JIs1 Pa3BepThIBAHUSI CUCTEMBbl, HEOOXOJUMO YCTaHOBHUTH
OC, cootBercTBytomyto  TpeboBaHusM  JokyMmeHTa «"MoiOduc IIpodeccronanphsiii 3".
CucreMHble TpeOOBAHUS.

VYcranoBka Ha OC Astra u wucnonbszoBanne OC CentOS motpebyeT MOTOIHUTETBHBIX
HACTpPOeK:

— quist yctaHOBKM Ha OC Astra Heo6X0AUMO BBITIOJIHUTE OTIepaliiuy, U3NI0XKeHHbIe B pasfierie

«Koundurypuposanue OC Astray;
—npu  wucnonbzoBanuu  OC  CentOS  ciemyeT  O3HAaKOMHUTBCS € pasleiioM

«Kondurypuposanue CentOSy.

2.2.1 Koupurypupoanme CentOS

B cBsi3u c mpekpamenuem nogaepxku CentOS 7 co croponbl kommnanuu RedHat uuncras
ycranoBka PGS na Linux nucrpubytus CentOS HeBo3MOHa.
Crnenyer OTKJIIOUATH OOHOBJIEHHE sIIpa B COOTBETCTBUU C pasziesioM «Ilopsimok o6HOBeHUs

snpa Linux».

2.2.1.1 OoHOBJICHHE

HlomyckaeTcss 0OOHOBJIeHHe paHee yCTaHOBJieHHOro auctpubyrtuBa PGS. ljns oO6HOBIEHUS
IUCTpUOyTHUBA HEOOXOIMMO UCIIOJIb30BaTh JUPEKTUBY ansible: --skip-tags.

[TprMep koMaH[IbI [1s 3a1TyCKa OOHOBJIEHUSL:

./deploy.sh <inventory file>.yaml --skip-tags "python3,chrony, common,
iptables, kernel ml, kernel ml deb, locale, package tools, packagemanager,
selinux, sysctl, timesyncd, timezone, common, cluster add brick,
cluster remove brick, cluster volume, glusterfs-install, storage, minio"
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2.2.1.2 BoccraHoBieHHe JoCTyna

Z[JISI BOCTAHOBJIEHHA OOCTyIld K dKTyaJIbHBIM PeIlO3UTOPHAM Ha LejieBbIX XOCTaxX Cciieayer

BBITIOJTHUTD CJIEAYIONIYI0 KOMaHy:

sed -1 s/mirror.centos.org/vault.centos.org/g /etc/yum.repos.d/*.repo
sed -i s/"#.*baseurl=http/baseurl=http/g /etc/yum.repos.d/*.repo
sed -i s/"mirrorlist=http/#mirrorlist=http/g /etc/yum.repos.d/*.repo

2.2.1.3 Murpamusa Ha apyryio OC

Hnst murpanuu Ha pyryto OC Linux Heo6xouMmo:

1. BoinoaHUTh pe3epBHOE KOMMpPOBaHKe CepBUCOB: arangodb, postgress M MoJIb30BaTEIbCKUX
JIAaHHBIX (B COOTBETCTBUM C AOKYMeHTOM «''MorOd¢uc YactHoe O6nako 3". PykoBoactBo 1o
pe3epBHOMY KOITMPOBAHUIOY).

[Ipu ucnonb3oBanuu cepBucoB GlusterFS nim MinlO coBMecTHO cO CTOpPOHHUM S3
O XPaHUJIMIIEM pe3epBHOe KONTMPOBaHMe Iepel] 0OHOBJIeHUEM He TpebyeTcs..

2. YcranoButh PGS TOM1 ke BepcrM, C KOTOPOM OCYIIECTBJIsIeTCs MUTpalius, Ha HoByo OC
Linux ¢ ucnons3oBanreM koHPUrypanruoHHbix ¢aiios (hosts.yaml) OC CentOS.

3. BoccraHoBUTb HaHHBIe U3 pe3epBHOM KOMUU (B COOTBETCTBUM C JIOKyMEHTOM
«"MoitO¢uc Yactaoe Obmako 3". PykoBOACTBO MO pe3epBHOMY KOTTUPOBAHUION).

4. ITpu HeOOXOAMMOCTH BHITIOJHUTHL 00HOBJIeHWe PGS /1o moceHei Bepcuu.

2.2.2 Konpurypuposanue OC Astra

2.2.2.1 YcranoBka Ha Astra SE 1.7 B 3anuieHHbIX BapHaHTaxX

OcHOBHBIE OTNIMYMS MeX[Jy BaphaHTaMW 3amuiieHHoctd Astra SE 1.7 npuBeneHbl B

Tabnuiie 4.
Tabmuna 4 — Yposuu 3amuiienHoctd OC Astra
DyHKITHS YpoBeHb 3aUThI YpoBeHb 3alUThI YpoBeHb 3alUThI
6e30macHOCTH «bazoBbI» «YcuneHHbIN «MakcuMasnbHbBIN»
OCTYTIHA OCTyIIHA
3aMKHyTas Hlocry Hloctry
HenocrymnHa (mo ymoyaHuio (mo ymMmoT4aHUIO
MmpoTrpaMMHasi cpejia
BBIKJTIOUEHA) BBIKJTIOUEHa)
Oumncrka HocrymnHa HocrynHa
0CBODOOXIaeMO HenocrtymHa (1o yModaHuio (10 yMOT4aHHUIO
BHeIITHeW MaMsITH BBLIKJTIOUEHA) BBIK/TIOYEHA)
. OCTyIIHa OCTyTTHA
MaHpaaTHBIN KOHTPOJIb Jlocry Jlocry
HenmocrymHa (o ymMoT9aHUIO (o yMOT9aHUIO
[eJIOCTHOCTH
BKJIIOUEHa) BKJ/TIOUEHa)
OCTyTTHa
MangaTHoOe Jlocty
H nocrynna HepocrtynHa (Mo ymMoT9aHUIO
yIIpaBjieHUe TOCTYIIOM
BKJIFOUEHA)
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Hanmenosanue OC Acrtpa B COOTBETCTBUM C YPOBHEM 3all[UTHI:
— BazoBbiii ypoBenb — Actpa 1.7 «Opemny;
— Ycunennsiit yposenb — Actpa 1.7 « Boponex»;

— Makcumanbnbiii ypoBeHb — Actpa 1.7 «CMomneHck».

TeKy'H_II/Iﬁ YPOBHEHDb 3dllIUIIIEHHOCTU ITPOBEpSeTCs C IOMOIIbIO KOMaH/IbI:

root@voronezh:~# astra-modeswitch list

0] base(orel)
1 advanced(voronezh)
2 maximum(smolensk)

root@voronezh:~# astra-modeswitch get
1

TGKYI_LII/Iﬁ CTaTycC BHMKHYTOfI HpOFpaMMHOﬁ Cpedbl IpoBepseTcsd C IIOMOMIBbIO KOMdH/IbI:

root@voronezh:~# astra-digsig-control status
ACTIVE

TeKy'H_II/Iﬁ CTaTyC O4YUCTKHU 0CBO60)K,I[8€MOI>1 BHeIIIHEeH IaMsTU (O‘lI/ICTKa pa3feyioB IMMOAKAYKH

" IrapdHTHUPOBdAHHOeE yJdJIeHne (baﬁHOB) IMpoBepsEeTCd C TIOMOIIBIO KOMdH/IbI:

root@voronezh:~# astra-swapwiper-control status
ACTIVE

root@voronezh:~# astra-secdel-control status
ACTIVE

on /

TEKYIIII/If/'I CTaTyC MaHJATHOI'O KOHTPOJIA NeJIOCTHOCTHU IIPOBepAeTCd C IIOMOIIBIO KOMdH/IbI:

root@voronezh:~# astra-mic-control status
ACTIVE

TEKYIIII/If/'I CTaTyC MaHOATHOI'O YIIpaBJIeHHW JOCTYIIOM ITPOBepseTCs C IOMOIIbIO KOMaH/IbI:

root@voronezh:~# astra-mac-control status
INACTIVE

TeKYIIII/If/'I CTaTyC 3dllpeTd BKJIFOUeHH OHTa BBIIOTHEHHUS IMpoBepsgeTcda C IIOMOLIbIO

KOMaH/BbI:

root@voronezh:~# astra-nochmodx-lock status
ACTIVE

2.2.2.2 YcTaHOBKAa Ha YCWJIEHHOM YPOBHe 3amuiieHHOCTH («BopoHexk»)

YcranoBka ocymectiisiercss Ansible oT uMeHM nosnb3oBarens astra, Jyis KOTOPOTO JIOJDKHA
OBbITh HACTPOEeHA BO3MOXXHOCTh BBITIOJIHATE sudo 6e3 maposis.

1. ITonb3oBarento astra HEOOXOAUMO YCTAHOBUTH MaKCHMAJIbHBIM ypOBEHb 11eJIOCTHOCTH —
63 (cootBercTByeT ammuuHucrpatopy OC). [lyis mpoBepKkd YpOBHSI I[€JIOCTHOCTU ITOJIb30BaTest

HeobOX0JIMMO BBITIOJIHUTD CJIeIyIOIIyI0 KOMaHAY:

root@voronezh:~# pdp-id -1i
63
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2. YcranoBka Ansible u pabora HeBOo3MO)XHa IIPX BKJIIOUEHHOM 3alipeTe O6WTa UCIIOJIHEHUS.

Hepen Ha4dJIOM YCTaHOBKH Hd BCeX CepBepax CJiIeAyeT BbIITOJIHUTb KOMdH/bI:

astra@voronezh:~$ sudo astra-nochmodx-lock disable
astra@voronezh:~$ sudo astra-nochmodx-lock status

INACTIVE

3. YcranoBka Ansible u pabora CricreMbl XpaHeHUS JaHHBIX HeBO3MOXHA IIPY BKJIIOUeHHOM

pexuMe 3aMKHYTOW POrpaMMHOM cpejibl. [lJis MpoBepKH cTaTyca peskruMa Heob6X0JIMMO BBITIOJTHUTh

CJIeYIOIIYI0 KOMaH/y:

astra@voronezh:~s$ sudo astra-digsig-control status

INACTIVE

4. ITpu cratyce ACTIVE nepen HauasoM yCTaHOBKM Ha BCeX CepBepax ClefyeT BBIIOJIHUTD

KOMaH/JBbI.

astra@voronezh:~$ sudo astra-digsig-control disable

astra@voronezh:~$ sudo reboot

astra@voronezh:~s$ sudo astra-digsig-control status

INACTIVE

5. Heobxomumo mpOBepUTb CTAaTyChl IapaMeTpoB 0e301acHOCTH,

IOJDKHBI COOTBETCTBOBATL Tabuiie 5.

Tabmuna 5 — IlapameTpsl 6€3011aCHOCTH 10 YMOTYaHUIO

HanmeHnoBaHre KOMaHIbI Craryc
astra-bash-lock status INACTIVE
astra-commands-lock status INACTIVE
astra-docker-isolation status INACTIVE
astra-hardened-control status INACTIVE

astra-interpreters-lock status ACTIVE
astra-lkrg-control status INACTIVE
astra-macros-lock status INACTIVE
astra-modban-lock status INACTIVE
astra-overlay status INACTIVE

astra-ptrace-lock status ACTIVE
astra-sumac-lock status INACTIVE
astra-shutdown-lock status INACTIVE
astra-ufw-control status INACTIVE
astra-ulimits-control status INACTIVE

6. I[J'IH ITPpOBEPKU JOCTYITHOCTH PEIIO3UTOpPHEB H€O6XOI[I/IMO BBIIIOJIHUTH KOMdHY:

apt-get update

Komanpa nomkHa 3aBepiiatbes 6e3 oibKu.

3HA4YeHHsA KOTOPBIX

[Tpu SENIZEIZ0 cOoMHOT0 3epkaa perno3uTopust (Harpumep,

http://mirror.yandex.ru/astra/stable/orel/repository orel InRelease), ero HeobxoaWMO yHaauUThL U3

OUPEKTOPUH /etc/apt/sources.list
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2.3 Ilopsimok ooHOBJIeHus sizpa Linux

[Tpu ycranoBke OC Ha cepBepbl KjlacTepa AP0 MOXKeT ObITh aBTOMAaTH4eCKW 0OHOBJIEHO 10
MUHUMaJIbHON TpebOyeMoil Bepcuu. Ilo ymomyanuto snpo o6HoBisiercs Ha kernel-lt (LTS) B OC
Redhat-based (CentOS, PEJI OC). B OC Debian-based (Ubuntu, Astra) mo ymMoys4aHUIO PO He
obHoBJsiercs. [lonnepka Apyrux sifiep He rapaHTHPYyeTCs, 00paTUTeCh B TEXHUUECKYIO TOJIIIEPKKY
3a 6osiee moApoOHOM MHPOPMaITHei.

Hns otkmouenuss obHoBiieHusi B OC Redhat-based (CentOS, PEJI OC) npu 3amycke

YCTaHOBKH]HEO6XOHHNK)HCHOHbBOBaTbCHeﬂYKHHYK)KOM&HHy:

-e kernel ml enabled=false
Hnst oonoBnenus siapa ao kernel-lt (LTS) B OC Debian-based (Ubuntu, Astra) npu 3amycke

yCTaHOBKHIJEO6XOHHDK)HCHOHbBOBHTbCHQHYKHHYK)KOM&HHY:

-e kernel ml deb enabled=true

B OC Altlinux aBToOMaTrieckoe 0OHOBJIEHHUE siJIpa He TO/IJIeP>KUBAETCSL.

2.4 Hacrpoiika ceTeBBIX COeINHEeHUH

Hacrpoiiky cereBoro coenvHeHMsI HeOOXOIMMO BBIIOJIHEHWTb HAa BCeX CepBepax,

HpeIIHEISHa‘{EEHHbIX JJIA YCTaHOBKI/I CHUCTEeMBbI, B TOM 4YHUCJie Ha cepBepe C pOJII)I-O operator.
J1n1s1 paboThI cepBepoB B JIOKAJILHOM CeTH HeOOXOJMMO 3aaTh CIIeAyIoIre 1apaMeTphl:
— [P-anpec;
— Macka I10JICeTH;
— OCHOBHOM IIUTIO3;

— DNS-cepsep.

2.5 IloaroroBka cepBepa ¢ pojibio operator

2.5.1 YcranoBka gonoauureasHoro I10

B coorBerctBuu c pgokymeHToM «"MoutOduc ITpodeccronanbhbiii 3". CucreMHble
TpebOBaHUsS» HA CepBepe C POJIbI0 operator HEOOXOJWMO YCTAHOBUTH HaKeThl AOMOJHUTEIBHOIO
I10.

Pexomennyercs ucnonb3oBarh «auctyo» OC mis npefoTBpalieHUs IOSBIIEHUS OLIMOOK,
CBSI3aHHBIX C UCIIOJIb30BaHMEM KOH(UTyPallMOHHBIX GaliyioB.

Koudurypaunonssie anibl, yCTaHOBJIEHHBIE o YMOJITYaHUIO
(HampuMep: /etc/ansible/ansible.cfg), HEOOXOOUMO YAQJIUTh WIA 3aMeHUTb ¢ailllaMd u3

KoMILJIeKTa nmocrasiisiemoro I10.
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HJIH YCTaHOBKHU I1dKETOB HEO6XOI[I/IMO 00ecITeunTh cepBepy C POJIbIO operator BBIXOI B

VIHTEepHeT.

3arpelnaeTcsl yCTaHOBKA IIOC/IeAHUX Bepcri ononHuTenbHoro 110, nocTynHeix B
peniosutopuu. [lepes ycraHOBKOM CileffyeT 03HAKOMUTBCS C TPeOOBaHUSIMU K
BepcusM ansible-core u mopyssm Python.

2.5.2 YcraHoBKa B ceTH 0e3 BhIX0/1a B HHTEPHeT

Hnst ycranoBku npoaykra «MonOduc IIpodeccronanbablil 3» B JIOKaJIbBHOM ceTd, 6e3
MpSIMOTO BBIXO/IAa B UHTEPHET, HeoOXOIMMO 00ecreduThb OCTYIMHOCTh JOMOJIHUTEIbHBIX MaKeTOB
I10. Ilepeuens Heobxomumoro I1O npuBenen B nokymenTe «'"'MorOduc [Ipodeccronanbubiii 3".
CucremHbIe TPeOOBAHUS.

Jliis obecriedeHUst AOCTYIIHOCTH HeoOXOAMMO BBIIIOIHUTD CIIeAyIOIIye AeiCTBUSL:

— cKauaTb PaisIibl CO CTAaH/IaPTHOI'O PEIIO3UTOPHS C IIOMOIIIBIO IIPSIMOTO BBIXO/Ia B UHTEpPHET;
— pa3MecTUThb Gaitiibl Ha JIOKATbHOM CepBepe;

— obecrieunTh JOCTYII K CepBepy 110 JIOKAJIbHOW CeTH;

— ycraHoBUTh [10 ¥ HaCTPOUTH JIOKAJIbHBIM Perlo3uTOpUH;

— BBIIIOJIHUTDH 3dMEHY CTAHJAPTHOI'O Pelio3uTOpPUs Ha JIOKAJIbHBIU.
3ameHa CTAHAAPTHOI'O PENOo3UTOPUd Ha JIOKAJIbHBIA BBIMIOJIHSIETCS Ha cepBepe C pOJIbIO

operator.
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2.6 IloaroroBka HHPPACTPYKTYPHI YCTAaHOBKH

2.6.1 IlpoBepka u noaroroBka pucrpudyrusa I10

J17151 TOITOTOBKY Y TPOBEPKU JUCTPUOYTUBA HEOOXOIUMO:

1. ITocne konmMpoBaHMS apXMBa MPOBEPUTH €ro KOHTPOJIbHYIO CYMMY M CPAaBHUTDH 3HAaUeHHUe C
JTAHHBIMHU, I10JIy4eHHbIMU OT BeHjiopa [10:

— g MD5 ¢ moMomipbio KOMaHbL:

md5sum -c MyOffice PGS 3.1.tar.gz.md5

— g SHA 256 ¢ moMoIpio KOMaHIbL:

sha256sum -c MyOffice PGS 3.1.tar.gz.sha256

2. PacriakoBartb COoIep>XXrMoe dpXKrBd B HpOPISBOJ'IbeIfI KaTaJior' 1 HEPEﬁTH B Hero.

mkdir install MyOffice PGS

tar xf MyOffice PGS 3.1.tgz -C install MyOffice PGS
cd install MyOffice PGS

O He pexoMeHnyeTcs pacliakoBbIBATh HOBBIM JUCTPUOYTHB B KaTajloT pe/bliyIiei

BepCUH.

2.6.2 Hacrpoiika DNS

[Tepen HavanoM ycraHOBKM Heobxonumo HacTpouTb DNS-cepBep, ykasaB afpec yCTaHOBKHU

cepBepa Nginx (cM. Tabmuny 6).

Tabmuma 6 — Hacrporika DNS

JloMeHHOe UM C JomeHnHoe ums 6e3
Xoct Onucanue
HCII0/Ib30BaHKEM <env> WCII0JIb30BaHUS <env>
admin-<env>. admin.<default domain> Nginx | Anpec Beb-naHemm
<default domain> host aJIMUHUCTPUPOBAHUS
CucTembl XpaHeHUs JaHHBIX

pgs-<env>. pgs.<default domain> Nginx | Anpec Touku Bxopa aysi API

<default domain> host

[lepemeHHBIE <env> U <default domain> 3allOJHSIOTCS B COOTBETCTBUM C Ppas[eioM
«KonduryprpoBanve nepemeHHblx ¢aina hosts.yml» manHoro pykoBoactBa. Nginx host
COOTBETCTBYeT a/ipecy, yKazaHHOMY B daiiiie inventory [ijisi posid nginx (II0JpoOHee cM. B paszesie
«Koundurypupoanue posent daiina hosts.yml»).

CHEHYET 0becreuuTs OOCTyIl K aJpecy BHJA admin-<env>.<default domain> IJId

CHUCTEMHBIX dJIMUHUCTPATOPOB.
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2.6.3 Hacrpoiika ceprudukaToB

Hnst pabotsl BeG-uHTepdeiica CucTeMbl XpaHeHUs! JAHHBIX HeoOXoAuMa ycraHoBka SSL-
ceprudukaToB. CepTudHKaThl HeOOXOAUMO pa3MeCTUTb B KaTajlore, COOTBETCTBYIOIIEMY
noMeHHOMY UMeHHM CHCTeMbl XpaHeHUs JAaHHBIX (<default domain>).

[Tpumep pacmosnokeHus KaTajora:

~/install MyOffice PGS/certificates/<default domain>

rie ~/install MyOffice PGS — KODHEBOM KaTaJor' YCTaHOBKH.

[TogpobHoe omucanue mepeMeHHBIX CM. B pasfeiie «KoHpurypupoBaHue IepeMeHHBIX
¢atina hosts.yml» maHHOTrO pyKOBOJCTBA.

Cnmcok HeoOXOUMBIX CepTUPUKATOB pa3MellleH B Tabmuiie 7.

Tabmurma 7 — IlepedeHb HEOOXOIUMBIX CEPTUPHUKATOB

HanmeHnosanue
Onucanue
ceprrudurkaTa
server.crt Conepxur SSL-ceprudukat nis *.<default domain> u Bce mpomeXxyTodHbIe

cepTUHUKATHI, KpOMe KOPHEBOTO JioBepeHHOro. PacrosoxxeHue
MIPOMEXYTOYHBIX CepTUPUKATOB COOTBETCTBYET OIKMCAHHUIO B JOKyMeHTaIlUuU
Nginx

server.nopass.key [IpuBaTHbBIN K04 cepTUdUKaTa, He TPeOYIOU KOJI0BOM dpassl

ca.crt [Ipy HaMmMIMKM caMONOANIMCAHHBIX WIK He 1Ty OJIMYHBbIX JOBepeHHbIX SSL-

cepTUPUKATOB

PEKOMEH,I[YETCH HCIIOJIb30BATDH CepTI/ICl)I/IKaTbI, IMoJIydeHHble OT HY6J'[I/I‘IHI)IX HeHTPOB

cepTudUKaIu.

2.6.4 Co3maHne caMOMOANICAHHOT0 cepTHPHKATa

J11st co3naHus caMonoycaHHOro ceprudukara B CrcreMe XpaHeHMs JaHHBIX He0O6X0MMO
3allyCTUTh UCIIONHSAeMbIN Gailll gen self signed cert.sh M3 Karajora ycTaHoBKU. IIpu 3amycke
¢aiiyia ykasbIBaeTCsl JOMeH, IPUBS3aHHBIN K CO3[laBaeMOMy CepTUQHUKATY.

[Ipumep koMaHIbI CO3AaHUs cepTUdUKaTa:

bash gen self signed cert.sh <DOMAIN>
[Tocne cosmanus daiin ceptudurkata OymeT aBTOMAaTHYECKU pasMellleH B HeoOX0IUMOM

KaTajore (cM. B pasfiene «HacTpoiika cepTudpukaToBy).

2.7 Hactpoiika napaMeTpoB yCTaHOBKH

JlupekToprsi  YCTAaHOBKM  COIEpPXXUT  Ipef3anoiHeHHble  ¢aiyibl  KOHQUTYpaluid,
MO/ITOTOBJIEHHbIE JJIsl YIIPOIleHHsI HaCTPOMKU cucTeMbl. Heobxomumo cKonrupoBaTh 1abyoH daitia

inventory B KOpHeBOM Karajor JUCTpPUOYTUBA U 3all0JIHUTh CEeKIUU hosts U vars. IllabnoHbl 1yig

3aII0JIHEHHU S B 3dBUCHUMOCTHU OT THIIA KOH(l)I/II‘ypaIII/II/I IpeacTaBJieHbl B Ta6JII/IHe 8.
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Tabmuna 8 — Illabnonb! GailioB KOHPUTYypauu

Tun koHpurypanuu Pacnonoxxenue mabiaoHa
Konduryparmus 6e3 ~/install MyOffice PGS/inventory/hosts-sa.yaml
OTKa30yCTOMIUBOCTHU
KrnacrepHas ycraHoBKa ~/install MyOffice PGS/inventory/hosts-hl.yaml
Krnacrepnas ycraHoBka c ~/install_MyOffice_ PGS/inventory/hosts-hl-sa.yaml
ArangoDB Ha onHOM
cepBepe

@aiin inventory ucrosbdyeT ¢dopmar .yaml, CHHTaKCUC KOTOPOTO OMHKCAH B JOKyMeHTaI[uu
Ansible.

OHepaHI/IH KOITMPOBAHHA BBIIIOJIHAETCA C IIOMOIIIbIO KOMaH/IbI:

cp ~/install MyOffice PGS/inventory/hosts-sa.yaml hosts.yml

[Tocsie 3anonmuenus: ¢ain KOHQUTYpallMd PeKOMEeHyeTCsl XPaHUTh OT/IeJIbHO Ha BHeIHeM

pecypce. @aiin MoXeT TOTpe6oBaThCsl IPU BOCCTAHOBJIEHUU U/UJIH T1epeyCTaHOBKe CUCTEeMBbI.

2.7.1 KondurypupoBanmue poJieii ¢aiina hosts.yml

Jnst onpesiesieHust pojid cepBepa HeOOXOJIMMO 100aBUTH ero JjoMeHHoe ums win [P-anpec B
COOTBETCTBYIOIIYIO CeKIMI0 B IabiioHe daitna inventory. Ilocne HazHaueHUs! posid cepBepy IIpU
yCTaHOBKe OYyT BBITTOTHEHBI KOMaH 1kl Ansible.

O Homen host.example.com (yka3saH it mpuMepa) AobkeH pe3osButcs B [P-afmpec Ha
cepBepe C poJIbIO Operator ¥ Ha BCeX CepBepax KiacTepa.

[Ipumep. [Ins HaszHayeHWs TPYIIBl pOjed pythagoras CepBepy C JIOMEHHBIM HMeHeM

host.example.com HEO6XOZ[I/IMO YKa3aTh ciiegyromnye 3Ha9eHud:

pythagoras:
hosts:
hostl.example.com:

[Ipu coBMellleHUM BCex poJied Ha OJIHOM cepBepe B I1abiioHe daiiia inventory nybnupyercs
ceknus hosts. [Ipy u3aMeHeHUH KOHOUTYpPAllMK YCTAHOBKU BO3MOXHO J00aBiieHUe WK yjajeHue
CepBepoB B rpyInax.

[Ipumep (pparmMeHT 1IabIOHA hosts-sa.yaml). Bce pomu W rpynmel  posen

YCTaHaBJIMBAIOTCS HA OJWH CepBep I10 aJpecy host.example.com:
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all:
children:

pgs:
children:

pythagoras:

hosts:
host

.example.com:

keycloak:

hosts:
host

.example.com:

arangodb:

hosts:
host

volume device arangodb:
volume device arangodb path:

.example.com:

False
"/dev/disk/by-uuid/<UUID>"

B pexxume kiiacTepHOM ycTaHOBKHU B daiijie inventory ykasbiBaeTcsi HeckoJibko [P-ampecoB

WJIM JOMEHHbIX UMeH CepBepOB B COOTBGTCTBYIOH.[EI;'I rpyiuae.

TeKYIHEﬁ BepCHefI I10 IMOANEPXKUBAECTCA KJIACTEPU3dlUd IS CEPBUCOB, IMepedYrCIIeHHbIX B

tTabnmune 9. B Tabnune yka3zaHO MUHMMalbHO HEOOXOAUMOe KOJIMYeCTBO CepBepoB i paboThl

Kj1acrepa. B 3aBucMMOCTH OT MHPPACTPYKTYpbl M THIIA YCTAHOBKU KOJIMYECTBO CEPBEPOB MOXKET

OBITH U3MEHEHO.

Tabmuma 9 — Iloamepskka KilacTepu3anuu

HaumenoBanue KonunuectBo
['pynna
cepBuca CepBepoB
Aristoteles
Dionis
Epicure
Euclid
Heraclitus Pythagoras 2
Pheidippides
Polemon
Sisyphusworker
Keycloak Keycloak 2
% ArangoDB 2(1%)
ArangoDB Arangodb_agent 3(1%*)
Elasticsearch
Sisyphussearch Search 3
Redis Redis 3
RabbitMQ RabbitMQ 3
Etcd Etcd 3
Nginx Nginx 2
Postgres Postgres 2
Docker Registry
Syslog-ng Infrastructure 1
Monitoring
Storage Storage 3
* — Jomyckaercss ycraHoBKa cepBuca ArangoDB Ha omuH cepBep npu KJlacTepHOMH
YCTaHOBKe
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2.7.1.1 Kondurypanus i KJIacTepHOH YCTaHOBKH

[Tpumep koHPUTYpauK [yIs KJIACTEPHOM YCTAaHOBKU HAaXOJUTCS B IMA0JIOHe hosts-hl.yaml.
['pynma XocTOB arangodb agent HMCIIOJIB3yeTCs UIsl KJIACTEePHOM YCTAaHOBKM C UCIOJIb30BAaHUEM
agent.

J171st paboThl rpymnbl He0OXOOUMO BBIJENIUTh He MeHee 3-X OT/AeJIbHBIX XOCTOB (KOJINYeCTBO
XOCTOB [IOJDKHO OBITh HEYeTHBIM 4YHCJIOM). B WHOM ciydae Tpymmy ciefyeT OCTaBUTh

He3aIll0JIHeHHOMU:

arangodb agent:
hosts:

Pomm arangodb, arangodb agent, search, postgres COOepXaT OOIIOJIHUTEeJIbHbIe
IepeMeHHble volume device <role> H volume device <role> path, H€O6XOHHNHﬂe JIs1
XpaHeHMU sl JaHHbIX Ha OJIOYHBIX YCTPOMCTBAX, POPMATHPOBaHHBIX B dailnoByto cucremy XFS.

[TpumMep 3HaueHU [71s TepeMeHHbIX:

volume device <role>: "True"
volume device <role> path: "<filesystem path>"

I'me <role> — jorudeckas poib, <filesystem path> — IyTb 10 ($alJIOBOM CHUCTEeMbI
YCTPOWCTBA.

OcobenHoCTH pabOTHI B peXXUMe volume device <role>: "True':

1. He nonyckaeTcst UCIoib30BaHMe OJJHOTO M TOTO e pasfielia /IMCkKa Ha OJHOM cepBepe
(MM BUPTYyaJIbHOM MalllMHe) ISl HECKOJIBKUX POJIeH.

2. luck crnenyet otdopmatupoBaTh B ¢aisioByto cuctemy XFS. Ha MoMeHT pa3BepThIBaHUS
CHUCTeMBbl IUCK JTIO/KeH ObITh Pa3MOHTUPOBAH (KpOMe CUTyallMy ITOBTOPHOTO 3aIlyCKa).

B pexuMe volume device <role>: "False" NEUCTBHUH OT IIOJIb30BAaTesls He Tpe6yeTc3,
JAHHbIE XPAHAITCS B COOTBETCTBYIOIIUX KaTajlorax:

/var/lib/docker/volumes/<volume name>

[me <volume name> — ToM (karajgor Docker), mnpuBs3aHHBIA K KOHTeWHEpPY
YCTaHaBJIMBAEMOU POJIU.

JlonyckaeTcss MCHONb30BaHWe JJIsi HEKOTOPBIX pOJied pexxrMma volume device <role>:
"True", a I OPYTUX volume device <role>: "False".

[Tpu kyactepHoO# ycraHOBKe CHCTeMbl peIaKTUPOBAHMSI U COBMeCTHOM paboTel ToTpebyeTcst
HACTpoMKa OalaHCUPOBIIMKA HArpy3ku mMexay CucTteMouM XpaHeHUs JJaHHBIX U ero auth-nHomamw.
st aToro B inventory ¢aiisie CrcTeMbl XpaHeHUsl IaHHBIX IPeJlyCMOTPEeHbI JIBe TPYIIIIbI;

—co lb — Tpylla XOCTOB, Ha KOTOPbIX OyJeT YyCTAaHOBJIEH U HACTPOeH CepBUC
6aHaHCHp0BKPIHany3KH keepalived,
— co_auth — Tpynma, B KOTOpOM HY)XHO YyKa3aTb cereBble ajpeca auth-Hop Cucremsl

pPelakTUPOBAHUS U COBMECTHOM paboThI.
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HOHOJIHI/ITEJH:HHSI I/IH(l)OpMaL[I/IH IO UHTEerpanuu C Cucremoit pedaKTUpOBaHUA U COBMECTHOM

pabots! onucaHa B fokyMeHTe «"MoiOduc IIpodeccruonanbubiii 3". PykoBoACTBO 110 HACTPOMKe».

2.7.1.2 Kondurypamus ans KjiacTepHoH ycTaHoBKH ¢ ArangoDB

Ecmm npu skciutyatanuu  (MCIOJIb30BAaHWM) NPOJYyKTa IpefgycMmarpuBaercs 6osee 3000
OJJHOBpeMeHHO paboTaroIyX I10JIb30BaTesield, TO peKOMeHIyeTcsl yCTaHOBKa cepuca ArangoDB Ha
OJIVH CcepBep.

OpHOoBpeMeHHO paboTaroliye 10JIb30BaTeId — I10JIb30BaTeI eIMHOBPEMEeHHO
O BBINIOJIHSIOIIME OIlepalluy 10 peJaKTUPOBaHUIO JOKYMeHTOB. O0Iiiee KOIM4eCTBO

TaKUX M0JIb30BaTeJleld CYMMUPYeTCsl U3 COOTHOIIIEHHUS O[JUH I10JIb30BaTeslb = OJIHA

ceccusi pelakTUPOBAHUS UJIM COBMECTHOTO peJakTUPOBAHUs OJJHOTO JJOKYMEHTa.

[Ipumep Tako¥ KOHPUI'ypallMM HaXOAUTCS B (anile hosts-hl-sa.yaml. [ BKIIOYeHUS
oJIHOCepBepHOU ycTaHOBKM ArangoDB @aiin inventory (hosts-hl-sa.yaml) JJOJDKeH COJiepXKaTb

repemMeHHbIe CO CJIeAYIOIMWMHA 3HAYEeHUIMHU

PGS CLUSTER = true
ARANGO CLUSTER = false

[Ipu ycranoBke cepBruca ArangoDB Ha oquH cepBep 0TKa30yCTOMYUBOCTD
cepBuCOM He obecnieurBaeTcsi. OTKa30yCTOMYMBOCTD ClleflyeT 00ecreqnTh C
IIOMOIIIBIO HACTPOMKY TMIIePBHA30pa U allllapaTHOW YaCTy yCTaHOBKU. J1y1s
COXpaHEeHMUS JaHHBIX PeKOMEeH1yeTCsl HAaCTPOUTD PeryJsisipHOe pe3epBHOe
KOIIMPOBaHUe.

2.7.1.3 Coop coObITHIT 1 METPHUK, XpPaHeHHe 00pa30B

['pynmna posnent infrastructure CIY>KUAT JJIsS XpaHeHUs] 00pa30oB yYCTaHOBKH, a Takxe cOopa
COOBITHI U METPUK MOHUTOPHHTA chcTeMbl. Ux paboTra He 61okupyeT paboty CucTreMbl XpaHeHUS
JAHHBIX.

Co0pITHS1, COOMpaeMble CO BCeX CepBepOB YCTAHOBKHU CepBUCOM Syslog-ng, OyyT XpaHUTHCS

Ha cepBepe, Ha3HAUYEHHOM TpyIIe pojeid infrastructure B daisie inventory. IlyTe k >xypHamy

COOBITH Oy/ieT BHITVISIIETh CelyIoIM 00pa3oM:

/var/log/pgs/<env>.<default domain>/<service name>/<element>.log

I'ne:

— <env>.<default domain> — IIepeMeHHbIe, 3alI0OJITHEHHbIe B COOTBETCTBUH C pa3aejioM
«KonduryprpoBanue nnepemeHHbIX ¢ariia hosts.ymly;

— <service name> — HMJ C€PBHUCA;

— <element> — Ha3BaHMe ¢aiJa Jora.

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOTHUHW», 2013-2024

26



MonOdounc

2.7.2 KonpurypupoBanue nepemeHHsbIx ¢aiiia hosts.yml

[Ipormecc HacTpoiiku mepeMeHHbIX daiiia inventory COCTOMUT B 3allOJIHEHUW CEKIUM vars.
JlocTyTHBIE 3HAYEHUS U CIIOCOOBI 3aIIOJTHEHUSI CeKITUU YKa3aHbl B Tabmuiie 10.

[TapameTpsl nepeMeHHBIX HEOOXOIUMO yKa3bIBaTh B JIBOWHBIX KaBbluKax. CIEICUMBOJIbI
«<>{}|&;*?@S!» B 3HAUEHUIX IlepeMeHHBbIX HeOoOXOIMMO 3KpPaHUPOBAaTb CHUMBOJIOM «\». Jljs
obecrieuenus: 6e3onacHoctu npu pabore 1O pekoMeHmOBaHO MCHOJIB30BATh Ha/leXKHble MAPOJIHU,
coJieprkalllie CIIellCUMBOJIbI U TTIPOU3BOJIbHbIE CHMBOJIBI Pa3HbIX PETHCTPOB.

Hoctyn k cepBrucam CrcTeMbl XpaHeHU sl JaHHBIX 00eCIievyrnBaeTCs C OMOIIbIO TTepeMeHHbIX:

— DEV_MODE;

— PGS _CLUSTER,

DEFAULT DOMAIN;

— ENV,

SWARM NETWORK ENCRYPTION;

ADMIN INTERFACE EXT PORT.
[locne 3amonHeHWs] TepEYMCIIEHHBIX  TIepeMeHHBIX OyzeT chopMHpOBaH  ajpec:
https://admin-<env>.<default domain>:<admin interface ext port>, KOTOprfI CITYyKUT

1715 06ecriedeHus OCTYIIA K CePBUCY.

Tabmuna 10 — [lepemenHble cekinuu vars

[Tlepemennas 3HavYeHHe U CII0CO0 3armoTHeHusI

PGS CLUSTER Bxrouenne u OTKIFOUEHVE KJIACTEPHOTO peXXyMMa yCTaHOBKU
CHUCTEMBI.

[Ipunumaet 3Hauenus True u False. B ma6mone hosts-sa.yaml o
yMmorganuio — False, B ma6sone hosts-hl.yaml no ymomuanuio —
True, B mabmone hosts-hl-sa.yaml mo ymomuaauro — True
ARANGO_ CLUSTER Bxmouenne u OTKIIOUeHVe KJIAaCTEePHOTO peXkrMa yCTaHOBKHU
cepBuca Arango.

[Tpunumaer 3HaueHus True u False. B mabsone hosts-sa.yaml u
hosts-hl-sa.yaml no ymomaanuto — False, B mrabmone hosts-hl.yaml
1o ymosmyanuio — True

DEFAULT DOMAIN 3aperucTpUpOBaHHbIM IoMeH ycTaHOBKU CUCTeMbl XpaHeHHUs
IaHHBIX. JI71s1 KOppeKTHOM paboThl HE0OXOUM YCTaHOBIIEHHBIN
aKkTyasbHb SSL-cepTudukat

ENV JJieMeHT JOMEHHOTO UMeHU YCTAaHOBKY, MTpeJIHa3HauYeHbIN 1JIs
pasrpaHrnYeHus JOCTyMa kK cepBrucaM CHCTeMbl XpaHeHHs JaHHBIX
ADMIN INTERFACE ITopTt Nginx mms nocryna k MHTepdency agMHUHUCTPaTOpa,
EXT PORT 3HAYeHWe 10 YMOTIaHUI0 — 443.

[Ipu 3MeHeHrM 3HAUEHHs IO YMOJTIaHHIO [ opTa B CrucreMe
XpaHeHUs JaHHBIX He0OXO0IMMO y4ueCTh HOBOe 3HaueHue B Cucreme
penakTUpoBaHus U coBMecTHOM paboTts! ([logpobHee cM. B
nokymeHnTe «"'MoiOduc [Ipodeccuonansusiit 3". Cucrema
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[Tepemennas

3HaveHMe U CIIoCco0O 3aroIHeHNs

pelakTUpOBaHUs U COBMeCTHOM paboTel. PykoBoiCTBO 11O
yCTaHOBKe»).

[Ipy BrIIOYEeHNM UHTETpaIvu C IOYTOBOW CUCTEMOU CJlelyeT
M3MEHUTH NOPT JJI AOCTyIa K MHTepdelcy alilMUHACTpaTopa
Cucremsl xpaneHus aaHHbIX B [louToBoM cepBepe (IlompobHee cM.
B okyMeHTe «"MoitOduc IIpodeccronanbusiii 3". [louToBas
cucteMa. PyKoBOJICTBO O YCTaHOBKE IIOUYTOBOTO CEPBEpa»)

API_INTERFACE_
EXT PORT

ITopt Nginx nnsa qoctyna k API unrepdeiicy, 3HaueHue 1o
yMOJYaHUI0 — 443.

[Tpu n3sMeHeHNH 3HaUYeHUs 110 YMOJTYAHHUIO [ ropTa B Cucrteme
XpaHeHUs JaHHBIX HE0OXO0/IMMO YyUeCTh HOBOe 3HaUeHHe B
KoMIoHeHTe CHUcTeMe peJJaKTHPOBAaHUS U COBMECTHOU paboThl
(ITompobHee cM. B OKyMeHTe

«"MoitOduc [Tpodeccuonanbusiit 3". CucremMa peJakTUPOBAHUS U
COBMeCTHOU paboThl. PyKOBOJICTBO IO YCTAaHOBKEY).

IIpu BKIOYEHUM WHTerpaluy C IOYTOBOM CUCTeMOM ciieflyeT
W3MEeHUTH TOPT JJII IOCTYyTA K pgs_api B mapaMeTpax [louToBoro
cepBepa ([TogpoGHee cM. B TOKyMeHTe

«"MoiitOduc [Ipodeccuonanbusiit 3". [louToBas cucrema.
PykoBoACTBO 10 yCTaHOBKe IIOYTOBOTO CepBepa)

CUSTOM_CA

3aroJHIeTCs IPU UCTIOIb30BaHUM CaMOTIOITTMCAHHbIX
cepTudUKATOB, MOMyCTUMbIe 3HaueHus: True umm False. [Ipn
3HaueHuu True — daiin kmoda (Hanpumep, B dopmare .crt)
pa3merniaercs B nupektopuu Certificates B kopHeBoM kaTasore
YCTaHOBKHA

HERACLITUS_CRON

3anaet BpeMs 3amycka cepsrca Heraclitus. [l onpenenenus
BpeMeHHU 3alycKa UCIoyb3yeTcs GpopMarT, aHaJIOTUYHbIHM popMaTy
Cron. 3HaueHue 1o ymomuanuto — "0 2 * * *",

KEYCLOAK PASSWORD

[Taposp nys nomb3oBaTesst CucteMsl XpaHeHUs HaHHBIX B Keycloak
(oH xxe ApMmunuctpaTop Master Realm). [ljivHa 3HaYeHUst He MeHee
10 cumBosIOB

KEYCLOAK REALM_
PASSWORD

BuyTpeHHu# naposb At agMUHUCTpaTOpoB TeHaHTOB Keycloak
(MCTIOb3YeTCS TOJBKO ISl CEPBUCHOTO 00CITy KUBAaHUSI CUCTEMBI).
JmHa 3HaueHus He MeHee 10 cMMBOJIOB

KEYCLOAK POSTGRES

[Taposs BJ1 PostgreSQL (vcronb3yeTcs: kKak XpaHWIMIIe OJ1s

PASSWORD Keycloak). /Imra 3Hauenus He MmeHee 10 cuMBOJIOB
ARANGODB [Taposs monb3oBatens CucTemMbl XpaHeHHs TaHHBIX B ArangoDB
PASSWORD

RABBITMQ PASSWORD

[Taposs momb3oBatens RabbitMQ

REDIS PASSWORD

[Taposs goctyna B Redis

PATRONI REPLICATION_ P

[Tapomp nnsa permkanuu b/ PostgreSQL (Tombko 1711 K1acTepHOR

ASSWORD YCTaHOBKH)
GRAFANA ADMIN [Tapoms noctymna k uatepdeiicy Grafana B ciiydae yCTaHOBKH C
PASSWORD KIIFOUOM:

-e monitoring enable=true

SELINUX ENABLED

IIpoBepsieT pexkuM paboThl SELinux ¥ nepeximoyaeT ero B pexxum
enforcing. Mcnonbayetcs Tombko st RedHat-based OC
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(manpumep, CentOS). ocTtynHble 3HaueHus: True u False, o
yMmoyrganuio — False

brok default tenant

biok default tenant

[TpenHa3HaveH 71 CO3aHUS TEHAHTA M0 YMOJTIAHUIO,
HeoOX0IMMOTO [IJIs JajbHeu el paboThl C MOJIb30BaTeNIIMUA B BeO-
nHtepdeiice CUCTeMBbI XpaHeHUS JaHHbBIX

ADMIN PASSWORD

[Taposb o1 aIMUHEUCTPUPOBAHYS TeHAaHTa
(obs3aTenbHBIN TAapaMeTp, MPU OTCYTCTBUY 3HAUEHHUs TeHAHT
co3maH He Oyjer)

ADMIN RECOVERY

ITouTa 1711 BOCCTaHOBJIEHUS OOCTYyIId K TEHAHTY

EMAIL (obs13aTenbHBIN TapaMeTp, MPU OTCYTCTBUU 3HaUeHHUs TeHAHT
co3maH He OyJer)
MAX USERS KomidecTBo noJsib3oBaTesiel B TeHaHTe, 3HaUYeHHe TI0 YMOTYaHUI0

— 1000

QUOTA_PER USER

BhijiesieHHOe T0JTh30BaTEIII0 MECTO B XPAHWJIUIIE, YKAa3bIBAETCH B
bamitax, 3Hauenue 1o ymomdanuio — 1000000000 (~1 I'6aiir)

QUOTA_PER_GROUP

BrizesieHHOe MecTo JIJIsk XpaHeHUs: 0OIIKX TaloK. YKa3biBaeTCs B
batiTax, 3HaueHue 1o ymomdanuo — 10737418240 (10 I'baiir)

biok storage

biok storage

briok HacTpoek cucteMbl XxpaHeHus ¢aitios

type

Bribop Tuma cuctemsl xpaHeHus: GaiioB, TOCTYHbBI 3Ha4eHus fs
(datimoBas cucteMa) u s3 (00BEKTHOE XPAHUJIHIIIE).

B kauecTBe xpanwmimia fs B npoekte ucnosb3yercst GlusterFS.

B kauecTBe xpaHwmIla s3 B poekTe Hcroib3yeTcs MinlO

Bbroxk fs

path

[TyTs no daiinoBoii cucteMbl xpaHeHus fs. 3HaueHMe JOIDKHO
3aKaHUYMBATBHCS CUMBOJIOM «/». 3HaueHue 110 yMOTIaHHIO
— /media/storage/

retention_file time

Bpems xpanenus ¢aitios nocie yaaneHus: U3 KOP3UHHI,
YKa3bIBaeTCs B THSX, 3HaYeHHe 110 yMordanuio — 30

biiok s3

Bbiok s3

[TapameTps! AOCTyIa K XPAHWIMILLY S3, €CJIM UCII0JIb3yeTCsl
storage: type: "s3".

HudopManuo 1o 3aroHeHUI0 lepeMeHHBIX ClleflyeT 3allpOCUThb Y
XOCTHHI-IIpOBalziepa, HI>Ke [IpUBeeHbl YKa3aHUs AJIs 3al10JHeHUs
[IpY MCIO0JIb30BaHUU cepBuca MinlO

minio_used

True — ecym ucnomnb3yetcs cepsuc MinlO.
False — ecym ncrosb3yeTcsi CTOpoHHee S3-XpaHWIMIIe

minio access key

[Tepemennas 3ajaeTcst Ipu UCIIOb30BaHUM cepBruca MinlO.
3HaueHue B IMPpOM3BOJIbHOM BHJl€, MUHHUMAJIbHAA JJIMHA — 8
CHMBOJIOB

minio_secret_key

[TepeMenHas 3afjaeTcsi IpU UCIOJb30BaHMU cepBrca MinlO.
3HavueHHe B IPOU3BOJIbHOM BHJe, MUHHAMAaJIbHAs AJIMHa — 8
CHUMBOJIOB

use_old minio

[Ipunumaet 3Hauenus: True/False
[Tpu 3Hauenunu False u3 nuctpubyrtusa byner ycraHosieH MinlO
Bepcru RELEASE.2023-12-13T23-28-55Z
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[Ipu 3Hauenuu True 6ygeT ycraHosseH MinlO makcuManbHO
coBMectumoi Bepcuu RELEASE.2022-06-25T15-50-16Z

Ilepemennast co 3HaueHueM False npenHazHaveHa:

1. Jlsist mepBUYHOM YCTAHOBKM ITPOAYKTA.

2. Ecri B uHpaCTPyKType He UCIO0JIb3yeTcsl COOCTBEHHOe S3-
XpaHWIHIIE.

3. Ecrm B undpacTtpykType He npenycraHoBieH MinlO pananx
Bepcuit gaToi Beirtycka go 2022-06-26.

[TepemenHas co 3HaUeHUeM true mpegHa3HaYeHa:

1. [l mocrepytomield yCTaHOBKU MPOJYKTa (He MepBUYHOM).

2. Jlns ucnionb3oBaHUs paHHUX Bepcuit MinlO, npu ycioBuu 4To
MinlO paHee 6bI1 ycTaHOBIIEH (TeKylllasl UCIIOJIb3yeMasl BepCHUsl
BeITTyTIIeHa 10 2022-06-26).

3. [l o6HOBIEeHMs C Bepcui > 2.7 10 aKTyaJIbHOW BepCUu
MMPO/IYKTA, TJle B KauecTBe storage type HUCIOJIb30BaIOCh 3HAaYeHUe
s3.

Hns o6noBnenust MinlO c Bepcuu RELEASE.2022-06-25T15-50-
16Z no RELEASE.2023-12-13T23-28-55Z Heo6xoaumo
HCIIOJTb30BaTh OQUITMaJIbHOE PYKOBOJICTBO
https://min.io/docs/minio/linux/operations/install-deploy-
manage/migrate-fs-gateway.html

url

Ccpblka i OCTyTa K ceTeBOMY XpaHWmIy. [Ipu ucnoib3oBaHUU
MinlO umeeT cremytoniuii BUI:
http://pgs-<ENV>.<DEFAULT DOMAIN>:9002

3HayeHus <env> U <default domain> COOTBETCTBYIOT
TlepeMeHHbIM, YKa3aHHBIM B Havajie JaHHOU TaOJHIThI

secret_key

[TapameTp, COOTBETCTBYOIINI HACTPOWKAM XpaHwmina s3. [Ipu
HCIoJb30BaHuu cepBuca MinlO coBmafaeT co 3HaUYeHHEM
lepeMeHHOM minio secret key

access_key

[TapameTp, COOTBETCTBYOIINIA HACTPOWKAM XpaHwmina s3. [Ipu
HCIoJb30BaHuu cepBuca MinlO coBmafaeTt co 3HaUYeHHEM
lepeMeHHOM minio access_ key

bucket

KownTeiinep nys xpaHeHus 00beKTOB B xpaHwmile s3. [1pu
WCII0JIb30BaHUM XPaHWIMIIA S3 He0OX0AUMO yKa3aThb 3HaUeHue.
[Ipu oTCcyTCTBUM KOHTeMHepa — OH OyJeT co3[laH Ipu MepBoH
3anucu $paioB

service name

[Ipu ncnonp3oBanuu cepuca MinlO yka3bpiBaeTcsl 3HaUeHuUe s3

region_name

ITpu ucnosnb3zoBanuy ceppuca MinlO ykasbiBaeTcs 3HaueHUe
myoffice

acl

CyiiHocTs A1 pasrpaHudeHys MpaB AOCTYyMa, B ciaydae ¢ MinlO
Heo0s13aTesbHA K 3aI10JHEHUIO

s3_max_capacity

[TapameTp, onpe/esONMi MakCHMalIbHOe IPOCTPAHCTBO,
IOCTYIIHOe B $3, yKa3blBaeTcs B 6alTax

brok system
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TIMEZONE

Bpemennas 30Ha (4acoBoli 10sC) YyCTaHOBKU B popmaTe Ha3bl tz.
3HaueHue 1o ymosaanuio — "Europe/Moscow”

biiok co

Bbinok co

[TepemenHble, KOTOPble HEOOXOAUMO 3aIIOJHUTD JJIsI UHTErpalvu C
Cucremoi pelakTUPOBaHUS U COBMECTHOM PabOTHI.

Bosee nmosipo6HO 0 3amosiHeHKW! 6JI0Ka CM. B JOKYMeHTe
«"MoiiOduc [Ipodeccuonanbusiii 3". CucTtema pelakTUPOBaHUS U
COBMECTHOM paboThl. PYKOBOICTBO MO yCTaHOBKE)

coapiurl

[TyTs noctymna k API Cuctemsbl pejakTUPOBaHHUSI U COBMECTHOM
pabortsl. lanHas nmepeMeHHas rpeacTapiseT coboit URL-agpec u
MOPT, YKa3bIBaIOIHe Ha IeleBOi cepBep ¢ posbio auth Cuctemsr
pelakTUpOBaHUs U COBMeCTHOM pabotsl. [Ipumep: coapiurl:
"https://co-api-url.ru:8443"

co Ib

BximodaeT u BbIK/IIOYAaeT HACTPOHKY OalaHCUPOBKU C TIOMOIIIbIO
cepBuca Keepalived. IIpunumaet 3nauenus True u False (Tombko
I KJIACTePHOM YCTaHOBKK)

vip_auth

Buptyanmsnsbiii [P-afnpec, nocTynHoe 3HaueHre — IPOU3BOJIbHBIN
cBobonubil [P-afipec B ceT yCTaHOBKU (TOJIBKO JIJIs KIIACTEPHOM
yCTAHOBKH)

Ib_keepalived pass

[Taposs s cepBuca keepalived (Tosbko 1711 KJlacTepHOM
YCTaHOBKH)

brok installation_commons

biok installation_commons

FS_ TOKEN SALT_

3HavYeHus IepeMeHHbIX JaHHOT'O 60Ka JOJDKHBI COOTBETCTBOBATb
aHaJOTMYHBIM B CHcTeMe penakTUupOBaHUA U COBMECTHOM p860TbI,

EXT 3a uckiodeHrueM app_admin_password. 3HaueHUe 3TOH
FS APP ENCRYPTION repeMeHHON reHepupyeTcsl aAMUHUCTPATOPOM IIPU YCTaHOBKe
~ KEY B CucteMbl XxpaHeHHs JaHHBIX.
FS APP ENCRYPTION Bosee moipo6HO 0 3amosiHeHWH 6JI0Ka CM. B JOKYMeHTe
I AV, Bl «"MoitOduc Ipodeccronanbubii 3". CucTeMa peJJakTUPOBaHHS U
FS APP ENCRYPTION COBMeCTHOU paboTsl. PykoBO/ICTBO IO yCTaHOBKE»
SALT
AUTH_ENCRYPTION
KEY
AUTH_ENCRYPTION
IV
AUTH ENCRYPTION
SALT
APP_ADMIN
PASSWORD
CO_MANAGE API_ Hms monb3oBartens anst API-apropusaniuu B Cucteme
USERNAME pelakTUPOBAaHUS U COBMeCTHOM paboThl. JJ0/PKHO COBIAAATh CO

3HaYeHWeM IlepeMeHHOM co_manage api username B
KoHpurypanuu Cuctembl peJakKTUPOBAaHUS U COBMECTHON PabOTHI

CO MANAGE_API_
PASSWORD

[Taposp s APl-aBropusanuu B CucreMe peakTUPOBAHUS U
COBMeCTHOM paboTsl. JloipkeH coBnazaTh CO 3Ha4eHUEeM
IlepeMeHHOM co _manage api password B KOHQUI'YpaIUU
CucTreMbl pefJakKTUPOBAHHUS ¥ COBMECTHOM paboThl

TWO_FA_ENCRYPTION _

Kimou g mudposanus 2FA cekpeToB, MyMHOM 64 cHMBOJIa
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KEY

AUDIT LOG ENABLED

[TepeMenHas npeocTaBisieT BO3MOXHOCTb BKIIOYEHUS B
aIMAHHACTPATUBHOM MHTepdelice pacIIupeHHOTO JIOTa COOBITHIA.
Hoctynuble 3Hauenus: True u False, mo ymomuanuio — False

CHATBOT ENABLED

Bximovenne u oTkmodeHre nHTerpanui CUCTeMBbI peJlaKTUPOBaHUS
1 COBMeCTHOH paboTsl ¢ cepBrucoM ChatBot. 3HaueHue 3aBUCUT OT
Ha;muus cepBrca B CucTeMbl peJakTUPOBaHUS U COBMECTHON
pabortsl. locTymnHble 3HaueHus: True u False, mo ymomianuio —
False

POSEIDON _
INTEGRATION

Bxiroduenne v BBIKITIOUE@HHE UHTETPAIAN C
«"MoiiOduc [Ipodeccuonanbusiit 3". IlouTOBLINM CceBepy,
noctynHble 3HaueHus: True u False

Biok POSEIDON

bsiok POSEIDON

[Tapametpsl nogkmodenus K «"MonOduc [Ipodeccuonanbubiit 3".
[TouToBHI ceBepy», ecyv BkiodeHa uHTerpaius. [logpobubie
cBeJleHHs 00 yCTaHOBKe U HacTpolike [louToBoro cepsepa cMm. B
nokyMmente «"MoiiOduc [Ipodeccronanbuniii 3". [louroBast
cucteMa. PyKoBOJICTBO TI0 YCTaHOBKe TIOYTOBOTO CEpBepa

PBM_URL

Ccbuika AJist 4OCTyIa K TIOYTOBOMY CepBepy
«"MoitOduc [Tpodeccronanbasiit 3". [louToBBIN CeBep» B
¢opmare https://pbm.example.com

PBM_USER_
PASSWORD

[Tepemennas niist apropusanuy 4yepe3 API

«"MoitOduc [Tpodeccronanpusiii 3". [louToBRIN CeBep.
CooTBeTcTByeT 3HaueHuIo epeMeHHoi ds389 manager user npu
ycraHoBke IlouToBOTO CepBepa

SSL_VERIFY

[Tapametpe! mudpoBanud s No4THL. IIpuHuMaeT 3Haduenus True u
False, False — B city4ae ncnoib30BaHUS CaMOIIOANMCAHHBIX
cepTUdHKATOB

HEPEMEHHbIe, YKa3aHHbIE B Ta6J'[I/II_Ie 11, HACTPOEHBI 110 YMOJ/IYdHUIO KW OIIpenesisdrOTCsS B

npongecce YCTAHOBKHW CHCTEMBbI. He pekomMeHayeTCsad HW3MEeHATb 3Hd4YeHHWd IIepeMeHHbIM 6e3

HeoOXOOUMOCTH.

):[JISI W3MeHeHHs 3Ha4YeHUM 110 YMO/TYaHHIO OOITOJTHUTEJIbHBIM ITepeMeHHbIM ClieAyeT OTKPLITh

dails1 ~/install MyOffice PGS/hosts.yml U J00aBUTh HeOOXOAVMBbIe IlepeMeHHbIe B OJIOK vars.

Tabnuna 11 — JlonosiHUTeNbHBIE TEpEMeHHbIe

[Tepemennas

3HaveHMe U CIIocoO 3aroIHeHNs

DEV_MODE

Developers mode, pexxuM pa3pabotuuka. [I[puHumaeT 3HaueHus
True u False.

[Tpu 3Hauennu True — OTKpBIBaeT MOPTHI CEPBUCOB JIJISI BHEIITHETO
MOJIKJIFOUEHUS, B [1eJSIX OpPTraHU3aluy JOCTYIa pa3paboTYUKOB K
CTeH/ly YCTaHOBKH (He UCIoJb3yeTcs B paboTaromiei ¢
I0JIb30BATEJIIMH CUCTEMe)

MAX_TENANTS

3agaeT MaKCUMabHO BO3MOXHOE YHCJIO TEHAHTOB B TEKyIIIeH
yCTaHOBKe (MaKCUMaJbHO AomycTuMoe 3HaueHue 100)
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IPTABLES ENABLED

VcTaHaBMBaeT U HACTPAaUBaeT CITyKObI MeXCeTeBOTO JKpaHa
(ommmonansHO). JlocTymHble 3Hadenus: True u False, mo
ymoaaauio — False

ENABLE CUSTOM CA_
CONNECTION_S3

Hnsa ucnonb3oBanus CA cepTudUKaTOB C XpaHWIHIIEM S3 cieiyeT
yCTaHOBUTH 3HaUeHHe True, CKOMUPOBATh KOPHEeBOM cepTUdHUKAT B
IUPEeKTOPHIO C CepTU(PUKAaTaMHU B Ppani s3_ca.crt

Ecym nepemeHnHast oTcyTcTByeT B ¢aiiie hosts.yaml, 3Hauenue no
yMogaHuio — False

ENABLE CUSTOM CA_
CONNECTION LDAP

st ucnosb3oBanust CA ceptudukatoB ¢ LDAP-cepBepoM u
XpaHWMIeM S3 ciieflyeT yCTaHOBUTH 3HaueHue True, CKOIIMPOBAaTh
KOPHeBOM cepTUPUKAT B TUPEKTOPHIO C cepTUdUKaTaMU B daii
ldap ca.crt

Ecimm nepemenHas oTcyTcTByeT B ¢aitnie hosts.yaml, 3Hauenue 1o
ymoaaauio — False

SWARM NETWORK_
ENCRYPTION

Bxmouaet mudpoBaHue BHyTpeHHel oBepJieriHoM cetr Docker
swarm, 3HaueHue 1Mo yMmoiriaHuto — False. BiusieT Ha
[IPOM3BOUTEIbBHOCTh CUCTEMBbI

SWARM NETWORK_
ADDRESS

Anpecanus BHyTpeHeii cetn "pgs-network" B docker swarm,
3Havenue 1o ymomdanuio "10.0.0.0/24". Mcnomb3yeTrcs npu
nepecedenuy agpecanuu docker swarm c¢ agpecarnyeil BHyTpeHHeH
CeTH MeCT yCTaHOBKH

SWARM NETWORK GW

[IImr03 o yMoJT4aHUIO [l BHyTpeHel ceTu "pgs-network”,
3HaueHue 1o ymomdanuio "10.0.0.1". Mcnonb3yercs npu
nepecedeHnd ajgpecanud docker swarm c agpecaiyeil BHyTpeHHel
CeTH MeCT YCTaHOBKHU

SWARM NETWORK_
INGRESS

Anpecanus ingress cetd B docker swarm, 3HaueHue 10
ymosmganuio, "10.0.1.0/24". Ucnomb3yeTcs 1pu nepecedeHuH
anpecaruu docker swarm c ajipecanyeii BHyTpeHHeH CeTU MeCT
yCTAHOBKU

minio drives per node

OmnpegenseT KOJIMYeCTBO JUCKOB JIISI KAXK/IOIO cepBepa B KiacTepe
MinlO. HUcnomb3yetcs npu ycraHoBke PGS coBmecTtHo ¢ MinlO

2.7.3 PexoMeHanuy 1o HACTPOMKe IMCKOB /ISl PoJIeit

1.,Hﬂﬂ CepBepoB C pPOIsIMU storage, postgres, arangodb M search peKOMeHOyeTCsd

BbIIEJIMTh He3aBHMCHUMble N1 CKH WU OJIOYHBIE YCTpOﬁCTBa.

Z.ZUUIpOHeﬁ postgres, arangodb M search MOHTHPOBaHHWE BBINIOJIHAETCA aBTOMAaTH4YeCKH

BO BpeMs YCTaHOBKH. HYTb K CMOHTHUPOBAHHBIM POJISAM:

/var/lib/docker/volumes/<service name>
e <service name> — UMS$ pOJIH.
3. Jlnst cepBepoB C pOJIbIO storage MOHTHPOBAaHHE HE3aBHCHUMBIX IUCKOB MM OJIOYHBIX

WM CKOB dBTOMdTHYe€CKM He IIPOHU3BOOUTCA. HpI/I HEO6XOJ:[I/IMOCTI/I nepen YCTaHOBKOﬁ Cucrembl

XpaHeHUsl HOdHHBbIX OJIOYHBIE YCTPOfICTBa (paBJIEJ'IbI  Z0)0%1 ,I[I/ICKI/I) cariegyer MOHTHUPOBATHL 110
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IVPeKTOpUsM, yKa3aHHBIM B Tabimulle 12. Pexomenpayercs ucnonb3oBath ¢opmarvpoBaHue XES
noBepx ¢popmatupoBanus LVM.

Tabmuna 12 — Touyku MOHTHPOBaHUS JIJIsl pOJIU Storage

Tu Pexxum ycraHoBku
C MTOJIeP>KKOU Todka MOHTHPOBAHUS KommenTapuit
XpaHWJIUIIA 9
OTKAa30yCTOMYUBOCTH
fs* - /media/storage Bo3sMoxxHo ucnonb30BaTh
JIOTUYeCKUH pasner

fs* + /gluster bricks/pgs-files -

s3 - /opt/Pythagoras/minio/data -
/sa0/

s3 + /opt/Pythagoras/minio/data | 0-9 — Homep
[0-9] HCII0JIb3YeMOTO JTUCKA

* — Ipy UCIONb30BAHUM XPaHUJIMINA TUIa fs Touka MOHTHpOBaHUS Ha cepBepax C POJIbIO
pythagoras 3aJ]aeTCs C IIOMOIIIBIO TTepeMeHHOM path B daiisie inventory.

4. llpm BbIOOpe THIIA XPaHWIUIIA S3 CJeqyeT O3HAKOMHUTBhCS C TpeOOBAaHUSIMHU K
KOH}UTYypalluu 0TKa30yCTOUYHUBOCTH.

4.1  Xpanwmme GlusterFS ycraHaBiauBaeTcsi B peXuMe replicated, B KOTOPOM
KOJIMYeCTBO HOJ/CePBEPOB B POJIM storage He BJIMSIET HA MOTEHIIMAJIBLHO JIOCTYIMHOE MeCTO s
Cucremnl XpaHeHHsa [JaHHbIX. HpI/I YBeJIM4YeHUU KOJIMYeCTBd HO):[/CepBepOB IIOBBIIIIAeTCs
OTKAa30yCTOUYUBOCTb.

Mecro xpaHeHHs OrpaHMYeHO pa3MepoM pasleia ToMa XpaHeHHUs brick. Ilpu cozmanuu
pasnmena brick pPeKOMEHIyeTCs WCIOMb30BaTh MeHe[kep JIOTUYeckux muckoB LVM g
obecriedeHusI BO3MOXXHOCTH pacIiipeHus 00beMa AUCKOBOT'O ITPOCTPAHCTRaA.

4.2 TpeboBanwus k xpanuuity MinlO npencraBiiens! B Tabiuiie 13.

Tabmuma 13 — Kondwurypariys 0TkazoyCTOMYMBOCTH jIsl XpaHuWrima S3 MinlO

Koudurypanus Komuectso Komuecrso
0TKa30yCTOWMYHNBOCTU HOJ1/CepBepoB He3aBUCUMBIX JUCKOB*
MHHHMaJIbHas 2 2
pekoMeHIyeMast 4 4
* — KOJIMYeCTBO He3aBHMCHMBIX AWCKOB Ha CepBep 3aJlaeTcsi C IIOMOIIBIO IepeMeHHOMN

minio drives per node. Ecnu 3navenue st IIepeMeHHOM He YKa3aHHO, IIPU YCTaHOBKe 3HayeHue

6y,HET 3d1dHO dBTOMdTH49€CKH U PABHO «2».
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4.3 Tlpy NpOEKTHpPOBAHUU KOJIWYECTBA CEPBEPOB/IMCKOB [Isl S3 CleflyeT Y4YUThIBATh
TpeboBanus [10:

43.1B /opt/Pythagoras/minio/data JOJKHBI MOHTHPOBATHCI JUCKH C HCIIOJIb30BAaHHEM
darinmoBou cucremsl XFS.

4.3.2 OOmiee KOMWMYECTBO HMCKOB BKJIOYAaeT B CeOSI JOUCKU Ui XpaHeHHs U30BITOYHBIX
JaHHblX (MinlO OyneTr mcnonb30BaTh MOJOBHHY eMKOCTH IUIsi M3OBITOYHOTO XpaHeHWsl JTaHHBIX)
(cm. Tabnuny 14).

Tabnuna 14 — Pacripenienienye IMCKOB Ui U30BITOYHOTI'O XpPaHEHUST

KommyecTso nuckos

HI/IaHHBOH HCIIOJIb3yeMbIX TN CKOB
JJIA M30BITOYHOTO XpaHeHHd JaHHBIX

5 WM MeHbIIIe 2
6-7 3
8 i bosble 4

4.3.3 Ilpu ucnonb3oBanuu 6osiee 16 MUCKOB KOJIMYeCTBO OyeT TOJieIeHO Ha MeHbIe
HabOPBI, JUI KOTOPLIX OYyAyT CIIpaBe/iyIMBLI TpeOOBaHUS I1. 4.3.2.

4.4 TpebGoBaHMs K pacIpelileJIleHHIO JHUCKOB II. 4.3 omucaHbl s HacTpoek MinlO 1o
YMOJTYaHHUIO.

Jlis u3MeHeHWs] TapaMeTpPOB HEeOOXOJUMO BOCIIOJIb30BAaThCS HMHCTPYKIIMEH C caiTa
MIPOU3BOIUTEJIS:

https://min.io/docs/minio/linux/reference/minio-server/settings/storage-class.html#minio-server-envvar-

storage-class

H3-3a coBpeMeHHOM apxuTeKTyphl cepBepHbix CPU cy1iecTByeT BeposTHOCTb
JlerpaJlaliviyl IPOW3BOIUTEILHOCTH TIPY UCIIO/Ib30BaHuK 6ojiee 8 NVMe Ha ofuH

O cepsep. IIpu ucnomwp3oBanuu HDD-arckoB uaMeHeHul B paboTe CUCTeMBbI IIpU
BO3pACTAaHUM KOJIMYECTBA HOJ/MUCKOB He 3aMeYeHO.

2.7.4 HacTpoiika MexKceTeBOro 3KpaHUPOBaHHUSI

st obecrieyeHusi ctabunbHOM paboTbl CHUCTeMbl XpaHeHUs JIAaHHBIX He peKOMeHAyeTcs
HCITOJIb30BaTh CeTeBOe 3KPaHUPOBaHUe MeXXly cepBepamu. Heobxomumbie mist paboTel [10 cereBbie
TOPTHI TIpUBeJieHbl B Tabmuile 15.

Tabmuna 15 — CereBble OPTHI, KCIOJIb3yeMble CUCTEMOW XpaHeHUs! TaHHBIX

[Topt Hazunauenue

8851 Hoctyn x ocHoBHOMY API Cucrembl XpaHeHHs JAHHBIX

8852 REST API goctyna k agMuHUCTpHUpOBaHuio CUCTeMBbl XpaHeHUs JaHHbIX

8854 Beb6-agmunuctpupoBanrve CucTeMbl XpaHeHHUs TaHHBIX (AIMUHUCTPATUBHAs MaHeb
yIIpaBJIeHUsI)
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g pocryna k uHTepdeiicy anMuHucTpatopa Nginx 1o yMOJM4aHHIO HAacTpoeH 443 1oOpT.
J171st KoppeKkTHOM paboTel He06X0IMMO J106aBUTH ITOPT B UCKJIIOUEHUs OpaHMayapa B COOTBETCTBUU
¢ HacTpovikamu BeiOpaHHON OC yCTaHOBKH.

Hns nocryna k APl unrepdeiicy mo ymomuanuito B Nginx HacrtpoeH 443 mopt. s
KOPDpPeKTHOW paboThl cjlefiyeT OTKPBITb JOCTYIl TOJIBKO CO CTOpPOHBI cepBepa (Cucrembl
pellaKTUPOBAaHUS U COBMECTHOM paboThl, [l BCeX OCTAJIbHBIX MOJKJIIOYeHUM MOPT JOJDKeH ObITh
3aKpBIT.

B mnensix orpanunuenuss pocryna k APl uHTepdelicy pexkomeHayeTcss MCIIOIb30BaTh

pasnMyHble OPTHI 111 MHTepdelica agMuHucTparopa u API untepdeiica.

2.7.5 Hacrpoiika qono/THUTeJIbHBIX IapaMeTPOB YCTAaHOBKH

HOHOJ’IHI/ITEHLHHQ IIapaMeTpPbL YCTaHOBKH HaXoOATCAd B cbafme

~/install pgs/group vars/all/main.yml. MeHsaTb UXx 6e3 corjlacoBanusi ¢ Benaopom [IO He

PEeKOMEeHTyeTCsl.

2.7.6 OrruMusanus npou3BoauTeTIbHOCTH ArangoDB

B pemze 3.1 pobGaBieHa HacCTpoWMKa YIpaBjeHUs JIATEJILHOCTBIO 3allpoOCOB IS
IIpe/IOTBpAllleHrs] MOBBIIIEHHOr0 1oTpebieHuss mnamsatu cepBucoM ArangoDB. 3nauenue
YCTAHOBJIEHO TI0 YMOJIYaHHIO, U MOXeT ObITh M3MeHeHO /sl 0ojiee TOUYHOM HACTPOMKU paboThl
CepBrCa B COOTBETCTBUM C Tabmumed 16. B cimydae mpepoiBanus mo Tamayty AQL-3ampoca
KJIMeHTckoMy mipuiiokeHuto (Aristoteles, Euclid) BosBpamaercss kon ommbku 410, a 3ampoc
COXPAHSIeTCs B )KypHaJI COOBITUM C KOJIOM OIMMUOKYA 1500 - ERROR QUERY KILLED.

[Ipu paboTe c mepeMeHHOM peKOMeHJIyeTCsi MUHUMHU3UPOBaTh ee 3HaueHHWe BO u3bexaHue
nepernoiHeHus: ouepenu 3anpocoB CYB]l u mocsenyoliero moBbIIIeHHOTO MOTpeO/ieHusl pecypcoB
nmamaty 1 CPU. Ilpu wucnonb3oBaHMM HeOONBIIMX 3HAYEeHUW MOTYT BO3HUKHYTH OIIMOKU
BBITTOJIHEHUS JUIUTEJIbHBIX MUTPAIi U Apyrux GoHoBbIX AQL 3ampocoB, He CBSI3aHHBIX C pabOTOM
MIPUIIOXKEHUSI.

Jlsi cepBepoB B MUHUMAJBbHOM KOHPUTYpallMU TPU BO3HWKHOBEHHUM OIIMOOK CJiefyeT
OJIHOBPEMeHHO yMeHbIIIaTh 3HaYeHU sl TallMayTOB KJIMeHTa u nepeMeHHOU
ARANGODB MAX RUNTIME.

Inst cepBepoB C OOJIBIIMM KOJIMUYECTBOM CBOOOJHBIX PECYpCOB, NP BO3HUKHOBEHUU
OIIMOOK BBITIOJIHEHUS JUTUTEJIbHBIX 3alIPOCOB JIOMTYCKAeTCsl YBEJIMYUTh 3HAaUeHHe ITepeMeHHOM.

Tabmurma 16 — YmpasiieHre ITUTETbHOCTBIO 3aIIPOCOB

3HaueHHue
Haumenosanue . EpuHuie:
N Pacrnionoxxenune nepemeHHoM Tun 1o
repeMeHHOU H“3MepeHus
yMOJTYaHUIO*
ARANGODB MAX ~/install MyOffice PGS/ Integer CexyHpa 61
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3HavyeHue
Haumenosanue . Epuuuniie:
. Pacrionoxxenue nepemeHHoOM Tun o
repeMeHHOU r3MepeHus %
YMOJTYaHUIO
RUNTIME group_vars/all/main.yaml
* — 3HavyeHWe IO YMOJTYAHUIO COCTOMT W3 BpeMeHU TaumayTa kiveHTa CVYB]l mis

npuiioxxeHui Aristoteles u Euclid + 1 cekynpa.
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3 YCTAHOBKA

3.1 Ilopsimok 3amycka yCTaHOBKH

):[JISI 3dIllyCKad YCTAaHOBKH Cucremsl XpaHeHHA IOdHHBbIX H606XOIII/IMO HepeﬁTH B KaTajor

YCTaHOBKHU U BBIIIOJIHHUTL CIIeAYIONIYIO KOMaHIAY:

./deploy.sh <hosts.yml> <additional ansible keys>

I'ne:

— <hosts.yml> — ¢aii inventory (MM MyTh K HEMY), CKOHGUTYPUPOBAHHBIN B

COOTBETCTBUH C pasziesioM «HacTpoiika mapaMeTpoB yCTaHOBKUY;

— <additional ansible keys> — JOIOJHUTeJIbHbIE KJIIIOYM YCTAHOBKU (CM. Tabiuiy 17);

[Ipy ycremHoM BBIIOJIHEHUM KOMaHIbl cepBHCHl CHUCTeMbl XpaHeHUs JaHHBIX OynyT

3dllyIIeHbl aBTOMATUYeCKH.

ABTOMaTH4Yeckoe 0OHOBJIEHHE KOMIIOHEHTOB CHCTeMbI He BKJIIOUYeHO B Inponecc yCTaHOBKHU

HO, OOHOBJIEHH e BBIIIOTHIETCS BPYYHYIO aIMUHUCTPATOPOM.

Tabmuna 17 — JlononHuTeNbHbIE KII0YU YCTaHOBKHU

3HaueHue KJro4ya

Omnucanue

-e monitoring_enable=<value>

Y craHnaBmmBaeT Ipy 3HaYeHUH True WM He yCTaHaBIMBaeT
nipu 3HaveHnu False cepBucel MonuTopunra Prometheus u
Grafana. ITo ymomaaamnio — True

-e content_search enable=<value>

VY craHaBnmuBaeT Ipy 3HaYeHUU True WM He yCTaHaBIMBaeT
11pu 3HayeHnu False cepBUCHI 115 ITOMCKA 110 COAEPXXUMOMY
IIOKYMEHTOB B 00/1auHbIX pegakropax CO.

ITo ymomaanuo — True

-e kernel ml enable=<value>

Bxmouaet True wm oTkmovaet False o6HoBenue simpa OC
(pemu3sbl Betku mainline). [To ymomuaauio — True

-e kernel ml deb_enable=<value>

Brmouaet True wm oTkmodaet False o6HOBIeHMe siapa
Debian-based OC (pemu3st BeTku mainline). Ilo ymomianuto
— True

3.2 IlpoBepka KOPPeKTHOCTH YCTAaHOBKH

JlJis TpPOBEPKM KOPPEeKTHOCTH YCTAaHOBKM HEOOXOIMMO Ha CepBepe C POJIbI0 pythagoras

BBIIIOJIHUTD CJIEAYIOIYIO0 KOMdHAY:

curl -X POST\
https://pgs-<env>.<default domain>:<api interface ext port>/pgsapi/?\
cmd=api version | python3 -m json.tool

Fne <env>, <default domain> MW <api interface ext port> -— IIepeMeHHEbIe,

3all0JIHeHHbIe B COOTBETCTBUU C pasnenoM «KonpuryprupoBanue nepeMeHHbIX daitia hosts.ymly.
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HpHMep 0K 1deMOrI'o BbIBOJA:

{
"response": {
"Aristoteles": "19.0.1",
"success": "true"
o
"success": "true"
}

HJISI IMPpOBEPKH 3dllyCKa CEepBHCOB Cucremsbl XpaHeHUs JaHHbIX HeO6XO,I[I/IMO BLIITOJTHUTD

CIIeYIOITY 0 KOMaH/TY:

docker service ls |grep pgs| awk -v OFS='\t' '{print $2, $4}'\
| column -t

[Tpumep BrIBOJA:

pgs-arangodb arangodb 1/1
pgs-elasticsearch elasticsearch 1/1
pgs-etcd etcd 1/1
pgs-haproxy haproxy monitoring 1/1
pgs-keycloak keycloak 1/1
pgs-nginx nginx 1/1

pgs-postgres postgres 1/1
pgs-rabbitmg rabbitmg 1/1
pgs-redis redis 1/1

pgs-sisyphus sisyphussearch 1/1
pgs-sisyphus sisyphusworker 1/1
pgs_aristoteles 1/1

pgs _dionis 1/1

pgs_epicure 1/1

pgs_euclid 1/1

pgs _flower 1/1

pgs_heraclitus 1/1
pgs_pheidippides 1/1

pgs_polemon 1/1

[Tpu ommbxe 3anycka 3HadeHHe HAIIPOTUB UMeHU cepBuca OyneT BhITsaaeTs «0/1».

3.3 OdHoBIICHHC

[Ipu obHOBieHun CHUcTeMbl XpaHeHMs JJaHHBIX C MPOIYCKOM BepcHU (Hampumep ¢ 2.5 10

2.8) Heo6X0MMO BBINIOJIHUTD CJIENYIONIYI0 KOMaH/y:

docker exec sS(docker ps -g -f name=pgs aristoteles)\
bash -c "./run_all migrations.sh"

B penmu3e 3.1 s noBeiieHus: 6€3011aCHOCTA 0OHOBJIEHBI HACTPOMKM XpaHeHUs U Iepelauu
SMTP-naposieii Jy1s1 TeHAHTOB.

[Tpu obHOBIEHUYU Bepcuu npoaykrta ¢ 3.0 (uiy HUXe) Ha Bepcrio 3.1 Ha KaXX[IOM TeHaHTe
HeoOXOUMO BBHITIOHUTD CJIeIyIolIre JIeHCTBUSL:

1. B agpMuHMCcTpaTUBHOM WHTepdeiice mepedTH Ha Bkiaaky Opranmsamus > OcHOBHBbIE
HACTPOIKH > 11ojipa3fies HacTpoiku HCX0AAIUX CHCTEMHBIX YBeJJOMJIeHUI.

2. Beectu 3HaueHue Tekyulero mnaposs st SMTP-cepBuca n Haxxath kKHONIKY COXpaHHUTh.
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be3 BrimonHeHus BBINIIEYKA3dHHBIX ITYHKTOB, MOT'YyT Ha6JIIOHaTbC$I HpOﬁJIEMbI C OTHpaBKOﬁ

Im1ceM U YBelIOMHeHI/Iﬁ I10JIb30BATEJIAM.
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4 KAPTA IIOPTOB

4.1 KapTa nopToB /i1 BHyTPeHHUX COeJUHeHUH

Kapra nopToB /17151 BHyTpeHHUX COeJlMHeHUH IpeficTaBjieHa B Tabiuiie 18.

Tabmuma 18 — KapTa mopToB Jij1s1 BHyTPEHHUX COeIMHEeHUN

. [IpociymmBaeMblii [Topt Kyrna obpamaercs
I'pynna Ansible CepBuc (nMs swarm
MOpT MOJIKJTFOYEHU S .
service)
5672/tcp rabbitmg
443/tcp 15672/tcp rabbitmqg
nginx nginx 5673/tcp 8851/tcp aristoteles
15673/tcp 8852/tcp euclid
9002/tcp 8854/tcp polemon
9000/tcp minio
polemon 8854/tcp - -
2379/tcp etcd
6379/tcp redis
. 8080/tcp keycloak
euclid 8852/cp 8529/tcp arangodb
7002/tcp dionis
5672/tcp rabbitmq
2379/tcp etcd
6379/tcp redis
8080/tcp keycloak
aristoteles 8851/tcp 8529/tcp arangodb
7000/tcp sisyphus
2379/tcp euclid
5672/tcp rabbitmq
pythagoras 2379/tcp etcd
6379/tcp redis
. 8529/tcp arangodb
heraclitus i 8852/tcp euclid
5672/tcp rabbitmg
8080/tcp keycloak
epicure ] 8529/tcp arangodb
6379/tcp redis
8529/tcp arangodb
flower 5555/tcp 6379/cp odis
L 6379/tcp redis
dionis 7002/tcp 23797cp o
6379/tcp redis
pheidippides - 2379/tcp etcd
8851/tcp aristoteles
8080/tcp paMI;(?i}),(CIl(?I?ZE“IZpa)
keycloak keycloak 8080/tcp 2379/cp otcd
5432/tcp postgres B SA

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOTHUHW», 2013-2024



MonOdounc

Kyna obpariaercs

. [1 % I1
I'pynna Ansible CepBuc POCIyIHHBACMELH opT (nMst swarm
OpT MMOJIKJTFOYEeHU ST .
service)
5000/tcp postgres B
KJacTepe
- oodh 8529/tcp 8529/tcp arangodb_agent(s
arango arango 8530/tcp 8530/tcp pexame
KJlacTepa)
arangodb(B
arangodb_agent arangodb_agent 8529/tcp 8529/cp exume
£0€b_ag §0€b_ag 8530/tcp 8530/tcp P
KJlacTepa)
2379/tcp etcd
search sisyphus 7000/tcp 9200/tcp elastlclsearch
5672/tcp rabbitmg
elasticsearch 9200/tcp - -
: . 5672/tcp
rabbitmg rabbitmqg 15672/tcp - -
redis redis 6379/tcp - -
etcd etcd 2379/tcp - -
5432/tcp 2379/tcp etcd
5432/tcp
ostgres ostgress 8008/tcp 8008/t
posis posig 5000/tcp cp postgress
5001 /tcp 5000/tcp
5001/tcp
% 7151 BCeX postgres
haproxy_ postgres 20432/tcp 5432/tcp CepBHCOB
20432/tcp* 5432/tcp ATIA BCEX posigres
CepBHCOB
IUTS BCeX
23529/tcp* 8529/tcp arangodb
CepBHCOB
IUTS BCeX
23080/tcp* 8080/tcp keycloak
: CepBHCOB
infrastructure
haprox IUTs BCeX
proxy 30692/tcp* 15692/tcp RabbitMQ
CepBHCOB
% JUISL BCeX
23852/tcp 8852/tcp cepsucos Euclid
IS BCeX
22851 /tcp* 8851/tcp CepBUCOB
Aristoteles
ISl CepBHCa
20555/tcp 5555/tcp flower

* yBeJin4eHrue KOJIn4eCTBa ITOPTOB B 3dBUCHUMOCTH OT KOJIMYeCTBd CeEpBEPOB B CeEPBUCE.

[Tpumep:

Hnst 3-x cepBucoB arangodb mopthl 0yyT: 23529/tcp, 23530/tcp, 23531/tcp.
Jlst 4-x cepBucoB arangodb nmopter 6yayT: 23529/tcp, 23530/tcp, 23531/tcp, 23532/tcp.
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*¥ — st paboTel docker swarm HEOOXOIUMO OTKPBITh MOPTHI: 2376/tcp, 2377/tcp, 7946/tcp,
7946/udp, 4789/udp.

*¥¥ — Ha MOMEHT yCTaHOBKHM HeobxojiMMo, 4ToObl Ob1 moctymneH 5001/tcp ¢ cepBepa ¢

POJBIO infrastructure.

4.2 KapTa BHellIHNX IOPTOB

Kapra nopToB npejicraBiena B Tabmurie 19.

Tabmurma 19 — Kaprta BHelltHUX TOPTOB

Kyna obparmaercs
(umst swarm
service)

[Tpocmyum- [Topt

I'pynna Ansible CepBuc .
BaeMbIii ITOPT MOJIKJTIOYEeHU ST

BHelrHHe MOAKIIOUeHHSI OTHOCHTEJIHHO Swarm KJilacTepa

CepBephl C poJibio
Storage nns
S6751cp 0000 | ey
15673/tcp cepBepaM c s3

9002/tcp CepBHUCOM
syslog noxanbHO
514/udp ma IP 172.17.0.1
syslog nokanbHO
Ha I[P 172.17.0.1
CepBephl C poJIbIO
Storage nns
KOHHEKTa K S3
minio ¥ K Ipyrum
cepBepaM c s3
CepBHUCOM
PSN(ecm ny>kHa
HWHTeTrpanus)
syslog nokanbHO
Ha [P 172.17.0.1
CepBepbl C poJIbIO
Storage nns
KOHHEeKTa K S3
minio ¥ K Ipyrum
cepBepaM c s3
CepBUCOM
PSN(ecym my>xHa
HWHTeTpaIus)
syslog nokanbHO
Ha [P 172.17.0.1

nginx nginx

polemon - 514/udp

9000/tcp

eulid -

514/udp

pythagoras

9000/tcp

aristoteles -

514/udp

CepBephblI C poJibIo
Storage nns
KOHHeKTa K S3
Minio ¥ K Ipyrum

heraclitus - 9000/tcp
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['pynma Ansible

CepBuc

[Tpocmyum-
BaeMbIU [MOPT

[Topt
MIOJIKJIFOYEeHU ST

Kyna obpariaercs
(uMs swarm
service)

cepBepaM C S3
CepBHUCOM

514/udp

syslog nokanbHO
Ha [P 172.17.0.1

epicure

514/udp

syslog noxanbHO
Ha [P 172.17.0.1

flower

514/udp

syslog nokanbHO
Ha I[P 172.17.0.1

dionis

9000/tcp

CepBepbl C poJIbIO
Storage nns
KOHHEKTa K S3
minio ¥ K Ipyrum
cepBepaM c s3
CepBHUCOM

514/udp

syslog nmokanpHO
Ha [P 172.17.0.1

pheidippides

514/udp

syslog nokanbHO
Ha [P 172.17.0.1

keycloak

keycloak

514/udp

syslog noxanbHO
Ha [P 172.17.0.1

arangodb

arangodb

514/udp

syslog nokanbHO
Ha [P 172.17.0.1

arangodb_agent

arangodb_agent

514/udp

syslog nokanbHO
Ha [P 172.17.0.1

search

sisyphus

9000/tcp

CepBephI C poJibIO
Storage nns
KOHHeKTa K S3
minio ¥ K Ipyrum
cepBepaM C S3
CepBHUCOM

514/udp

syslog nokanbHO
Ha I[P 172.17.0.1

elasticsearch

514/udp

syslog noxanbHO
Ha [P 172.17.0.1

rabbitmg

rabbitmqg

514/udp

syslog nmokasnpHO
Ha [P 172.17.0.1

redis

redis

514/udp

syslog nokanbHO
Ha [P 172.17.0.1

etcd

etcd

514/udp

syslog nokanbHO
Ha [P 172.17.0.1

postgres

postgress

514/udp

syslog nokanbHO
Ha [P 172.17.0.1

infrastructure

haproxy_postgres

20432/tcp*

514/udp

syslog nokanbHO
Ha [P 172.17.0.1

haproxy

81/tcp

81/tcp

alertmanager
JIokaJbHO Ha IP
172.17.0.1
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['pynma Ansible

CepBuc

[Tpocmyum-
BaeMbIU [MOPT

[Topt
MIOJIKJIFOYEeHU ST

Kyna obpariaercs
(uMs swarm
service)

20432/tcp*

514/udp

syslog nokanbHO
Ha [P 172.17.0.1

23529/tcp*

514/udp

syslog nokanbHO
Ha [P 172.17.0.1

23080/tcp*

514/udp

syslog noxanbHO
Ha [P 172.17.0.1

30692/tcp*

514/udp

syslog nokanbHO
Ha I[P 172.17.0.1

23852/tcp*

514/udp

syslog noxanbHO
Ha [P 172.17.0.1

22851 /tcp*

514/udp

syslog nmokanpHO
Ha [P 172.17.0.1

20555/cp

514/udp

syslog nokanbHO
Ha [P 172.17.0.1

3a npenejiaMm swarim cepBHCa

storage

minio

9002/tcp

infrastructure

alertmanager exte
rnal port

81/tcp

nct syslog ng

514/udp

grafana

3000/tcp

514/udp

syslog nokanbHO
Ha I[P 172.17.0.1

9090/tcp

prometheus
(lepBbIii cepBep C
POJIBIO
infrastructure )

prometheus

9090/tcp

514/udp

syslog nokanbHO
Ha [P 172.17.0.1

9100/tcp

pgs_node_export
er(Bce XOCTHI B
WHBEHTOpPH)

9101/tcp

cadvisor (Bce
XOCTBI B TPYTIIe

pgs)

9187/tcp

pgs_postgres_exp
orter(Bce XOCTHI B
rpymre postgres)

23080/tcp*

haproxy(o6partien
vie uzieT depe3
docker gwbridge

_ip)

23529/tcp*

haproxy(obpartien
vie uzieT depe3
docker gwbridge

_ip)

30692/tcp*

haproxy(o6partien
Ve ujieT yepes
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. [Ipocmymm- [TopT e 0 gELE e
['pynma Ansible CepBuc . (umst swarm
BaeMBbIU I10PT IIOJKJIFOYEHUS .
service)
docker gwbridge
_ip)
redis_exporter(Bc
9121/tcp e MaIlTUHbI B
rpynre redis)
redis_exporter 9121/tcp 6379/tcp redis(sce Maml./IHbI
B rpyimite redis)
haproxy(o6paren
postgresql export % ve ujeT yepes
or 9187/tcp 20432/tcp docker gwbridge
_ip)
cadvisor 9101/tcp - -
node-exporter 9100/tcp - -
Docker-
registry*** 5001/tcp - -

* — yBenMYeHUe KOJIMYecTBa MOPTOB B 3aBUCUMOCTH OT KOJIMYECTBa CepBEpPOB B CEpBUCE.

[Tpumep:

Hnst 3-x cepBucoB arangodb mopthl 6yayT: 23529/tcp, 23530/tcp, 23531/tcp.

Jlnst 4-x cepBucoB arangodb mopter 6yayT: 23529/tcp, 23530/tcp, 23531/tcp, 23532/tcp.

*¥% — st paboThl docker swarm HeOOXOIMMO OTKPBITh MOPTHI: 2376/tcp, 2377/tcp, 7946/tcp,
7946/udp, 4789/udp. omomHuUTeIbHO OTKPBHIT MOPT 9323/tcp mis momydeHus merpuk c docker
CepBHca.

*¥¥ — Ha MOMEHT yCTaHOBKM Heo0OxonuMmo, 4ToObl 6b11 moctymneH 5001/tcp ¢ cepBepa ¢

POJIBIO infrastructure.

4.3 PexoMeHanyy Mo OTKPHITHIM NIOPTaM H JIOCTyIIaM

HeobxomyuMo obecriednTh BHEITHUE BXOJSIIME COeUHEHUs IUisi CepBepoOB C POJIbI0 nginx
(mopThl epeunciieHbl B Tabuile 19):

— Ha BCex cepBepax JJisl UCIIOJIb30BaHUs Ssh He0OX0AMMO OTKPBITH TOPT 22/tcp;

— BCe TIopThI, HeoOxoaumble fiyist pabotsl [10 Docker Swarm u Docker;

— JIOCTYTI JIO CepBepa C POJIbI0 infrastructure Jyis mpocMoTpa Grafana dashboard;

Hoctyn nns nononautensHoro [10 1 unTerpamnuu:

—npu ycranoBke GlusterFS nHeobxomumo oTkpbITh mopthl: 24007/tcp, 24008/tcp, 49152-

49156/th JJIs1 CepBepoB C POJIbIO storage U pythagoras;
— IIpY UHTEerpalnuu C S3 IOCTYI JI0 S3 XpPaHUJIUIII;
— npu uHTerpamnuu ¢ «"MouOduc [Ipodeccruonanbubiii 3". [Io4TOBBIM ceBepy» HCXOASIIHE

IMOAKJIIOYEeHH S K CepBepy IMOYThI.
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IIpuno:xenue A

HUsBecTHBIC IIpOﬁJIEMbI H CIIOCOOBI HX pelIeHnsa

A.1 BeckoneuHas 3arpy3ka Bo BKJIagke «'pynmei» nmaHeId afiMUHHCTpPaTopa

Onmcanue npo6JieMsl:

BosHukHOBeHMe OeCKOHeYHOM 3arpy3Ku BO BKIIaJKe «['pynmbl» maHend aJMUHMCTpaTOpa
Cucrembl XpaHeHUSs TaHHBIX.

Jns mpocMoTpa >XKypHajla COOBITMM HeoOXOOUMO THOJK/IIOYUTBCS K CepBepy C PpOJIbIO
infrastructure U BBIIIOJIHUTH CJIEAYIONIYI0 KOMAaH/Y:

tail -n 100 /var/log/pgs/<env>.<default domain>/euclid/critical.log

rfe <env>, <default domain> — IlepeMeHHBbIe U3 ¢aiiia inventory.

[Ipumep oTobOpaskeHus OMIMOKY B XKypHasie COOBITHM:

RITICAL - 2023-10-31 12:53:04,037 - pgs.euclid - GET /tenants/Default/groups,
Internal server error 500 | - ms
Headers: {'X-FORWARDED-FOR' :

Error: None
Traceback (most recent call last):
File "/usr/local/lib/python3.11/site-packages/falcon/api.py", line 269, in
__call
responder(req, resp, **params)
File "/usr/local/lib/python3.11/site-
packages/falconswaggerautodoc/schema decorators.py", line 42, in wrapped
f(self, *f args, **f kwargs)
File "/opt/Pythagoras/Euclid/endpoints/groups.py", line 91, in on get
tenant=req.tenant).data}
File "/opt/Pythagoras/Euclid/serializers/group serializers.py", line 64, in
data
return [self. serialize group(group) for group in self.groups]
File "/opt/Pythagoras/Euclid/serializers/group serializers.py", line 64, in
<listcomp>
return [self. serialize group(group) for group in self.groups]

AAAAAAAAAAAAAAAAAAAAAAAAANAAANA

File "/opt/Pythagoras/Euclid/serializers/group serializers.py", line 47, in
_serialize group
res["users"] = self.serialize groupmembers(users)
File "/opt/Pythagoras/Euclid/serializers/group serializers.py", line 78, in
serialize groupmembers
if "middle name" in user["attributes"] else ""
KeyError: 'attributes'
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Penrenne:
1. 3anycTUTh Ha cepBepe C poJibio keycloack CJIEAYIOIIYIO KOMaHY:

docker exec s$(docker ps -gf name=keycloak)\
/opt/jboss/keycloak/bin/kcadm.sh create clear-user-cache\
-r <realm> -s realm=<realm> --server\
http://localhost:8080/auth --realm master\
--user pgs --password <KEYCLOAK PASSWORD>

2.BaHYCTHTbIﬂlCepBQPE(IpOHbK)pythagorasCHEﬂYKHHYK)KOMaHHYI

docker exec S(docker ps -g -f name=pgs aristoteles)\
bash -c "python initializers/RedisInit.py"

A.2 He 3anmyckaetcs cepBuc SisyphusWorker
Omucanue NpoosIeMbI:

He 3amyckaercsi cepBuc SisyphusWorker u kypHajqm COOBITHH COJIEPXKUT CJeAyIoIre

OIMOKU:

pgs-sisyphus sisyphusworker.l.hvjracizck85@ | etcd

pgs-sisyphus sisyphusworker.l.hvjracizck85@ | 2379

pgs-sisyphus sisyphusworker.l.hvjracizck85@ | 2023/11/13 16:58:24 can't
get arango config with error: client: etcd cluster is unavailable or
misconfigured; error #0: client: endpoint http://etcd:2379 exceeded
header timeout

pgs-sisyphus sisyphusworker.l.r7xpttilp7an@ | etcd

pgs-sisyphus sisyphusworker.l.r7xpttilp7an@ | 2379

pgs-sisyphus sisyphusworker.l.r7xpttilp7an@ | level=error ts=2023-11-

13T16:58:31Z type=rabbit wrapper err="dial tcp 10.0.1.14:5672: connect:
connection refused"

pgs-sisyphus sisyphusworker.l.r7xpttilp7an@ | panic: Can't create rabbit
wrapper

pgs-sisyphus sisyphusworker.l.r7xpttilp7an@ |

pgs-sisyphus sisyphusworker.l.r7xpttilp7an@ | goroutine 1 [running]:

pgs-sisyphus sisyphusworker.l.r7xpttilp7an@ | main.main()

pgs-sisyphus sisyphusworker.l.r7xpttilp7an@
/go/src/cmd/worker/main.go:29 +0x80a

pgs-sisyphus sisyphusworker.l.krylr9x8vcdg@ | etcd
pgs-sisyphus sisyphusworker.l.krylr9x8vcdg@ | 2379

Heob6xonuMo mpoBepuTh cTaTyc paboThl cepBrca RabbitMQ ¢ momortibio koMaH/IbI:

docker service ps --format 'table {{.Name}}\t{{.DesiredState}}'\
pgsrabbitmg rabbitmg

[Ipumep oTBera:

NAME DESIRED STATE
pgs-rabbitmg rabbitmg.1l Running
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[TpoBepuTh, 4TO XypHaI cobbITHl RabbitMQ comepxuT cieyrolnye COOOIeHus:

Try to reach pgs-rabbitmg rabbitmg.3.yg5fexvo3g5g9afw5c8hkotkt
Try to reach pgs-rabbitmg rabbitmg.3.yg5fexvo3g5g9afw5c8hkotkt
Try to reach pgs-rabbitmg rabbitmg.3.yg5fexvo3g5g9afw5c8hkotkt
Try to reach pgs-rabbitmg rabbitmg.3.yg5fexvo3g5g9afw5c8hkotkt
Try to reach pgs-rabbitmg rabbitmg.3.yg5fexvo3g5g9afw5c8hkotkt
Try to reach pgs-rabbitmg rabbitmg.3.yg5fexvo3g5g9afw5c8hkotkt

W W W W W

Pemenmue:

1. YMeHBIIIUTL KOJIMYeCTBO peIIJII/IKaHI/Iﬁ IJId CepBHCa C IIOMOIIBIO KOMaH/bI:

docker service scale pgs-rabbitmg rabbitmg=1

2. BrimonHuTh mepe3anyck mociegHero docker koHTediHepa cepBuca RabbitMQ
(HeO6XOI[I/IMO BBIINIOJIHUTDb JdHHYIO KOMdHy Ha HOJle, T'/le 3aITylleH ,[[aHHbeI KOHTeﬁHep)

docker restart s(docker ps -g -f name=pgs-rabbitmqg)

3. [IpoBeputs cratyc pabotsl cepBuca SisyphusWorker ¢ momoripio KOMaH/IbI:

docker service ps pgs-sisyphus sisyphusworker --format 'table {{.Name}}\
t{{.DesiredState}}"’

[Ipumep oTBera:

NAME DESIRED STATE
pgs-sisyphus sisyphusworker.1 Running
pgs-sisyphus sisyphusworker.2 Running
pgs-sisyphus sisyphusworker.3 Running

4. BoccranoBuTh Ki1acTep Iyt cepBrca RabbitMQ ¢ moMoIibio KOMaH/IbI:
docker service scale pgs-rabbitmg rabbitmg=3

A.3 Ommnbdka CHHXpOHH3alIMH I10JIb30BaTe sl IPH HAaCTPOeHHOM CMHXpoHM3anuu ¢ Active
Directory

Ornwucanue mpoOieMbl:

OtcyrctBue y mnonb3oBarenss B B/l (PostgreSQL) 3HaueHusi mossi federation link,
BbI3bIBaeT OIIMOKY OOHOBIJIEHUS ITaHHBIX [10JIb30BaTeNIsl IIPYU CUHXPOHMU3AILlUU U JIpyTHe O OKH.

[Tpumep ommbku:

Apr 25 14:33:04 pgs-lime.myoffice-app.ru keycloak[23752]: 2024-04-25
14:33:04,967 ERROR [org.keycloak.services.error.KeycloakErrorHandler] (executor-

thread-29) Uncaught server error: java.lang.NumberFormatException: Cannot parse
null string

Pemenne:

Ha cepBepe c poibio postgres BBIIIOIHUTD 3aIIPOC Ha 0OHOBJIEHKE TOJIS:

update public.user entity
set federation link='<federation-link-uuid>"
where username=. .. ;

3HaveHHe MO federation-1ink-uuid MOXHO ITOJYYUTh M3 JIOTOB cepBrca Keycloak.

Buytpu omHoM denepanuy federation-link-uuid OyZer oavHAKOBBIM. Jlomyckaercs

CKOIUPOBATh 3HAYeHHe T0JIs IPYToro MoJib30BaTellsl TaKou ke deiepanuu.
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A.4 Omrubka ycraHoBkH cepBuca MinIO

Onucanne npooJieMsl:

Oumbka ycraHoBku cepBruca MinlO Bo3HukaeT npu ucnosib3oBaHuM DNS-3anuceit B
¢arisie /etc/hosts B popMare:

127.0.0.1 <IoJIHOe OOMEeHHOe uMda XocTa>

[Tpu 3anycke ycraHoBku cepuca MinlO koHTeliHeps! pacnpesie/sifoTCs 10 HOIaM KJjlacTepa.
Obpaienusi Mex/y HOJIaMH BBINIOJIHSIIOTCSL 110 IIOJIHOMY JIOMEHHOMY HMMeHU XOCTa, KOTOpHIM B
COOTBETCTBHMU C 3alMChi0 B ¢aille /etc/hosts OTHpaBisier 3ampockl Ha [P-ampec 127.0.0.1.
BosHukaer onmbka ckpyunTa yCTaHOBKHY IIPY ITPOBepKe CBsA3U Mexay Hojamu MinlO.

[Tpumep ommbxu:

Get "http://172.17.0.1:9000/minio/health/live": dial tcp 172.17.0.1:9000:
connect: connection refused

Pemenmue:
1. Hsmenuts ¢aiin IP-anpeca B dailsie /etc/hosts Ha BHemHue [P-ampeca miu ynanurthb
DNS-zanucu u3 daiia.

2. 3amenutb DNS-3anucu [ijisg cepBepoB ¢ poJiblo STORAGE Ha [P-ampeca.

A.5 Ommbka cuHXpoHH3anuM noJib3oBareseii c AD/OpenLDAP
Omucanue NpooseMbI:
[Ipu mombiTke cUHXpOHHU3aUU Tmoib3oBarened ¢ AD/OpenLDAP B xypHaiie coObITHI

keycloak mosiBsiercst cnemytoinasi onmoka:

[LDAPStorageProviderFactory] (executor-thread-17) Sync all users from LDAP
to local store: realm: 9aacad43-4aa0-43e5 -a3c6-dd4a85b6ad0f, federation
provider: pgsldapnew pgs-keycloak keycloak.l.sbOgpfSmwsde@invsr-pgs-bel |
2024-07-11 13:24:52,522 ERROR [org.keycloak.services.error.KeycloakErrorHandler]
(executor-thread-17) Uncaught server error: java.lang.NumberFormatException:
Cannot parse null string

Penrenne:

B Be6-unTepdeiice cepsuca Keycloak BkitounTh U BBIKIIIOUUTE Qefiepariyio pgsldapnew
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A.6 OxoHuaHue cpoka HeliCTBHSA IapoJis i nojb3oBareiss PGS

Onucanne npooJieMsl:

ABTOPHU30BaTLCS BHe 3aBUCUMOCTH OT POJIeBOM MOJIeJIM HeBO3MOXKHO, B ClIydae ecild HUCTeK
I1apoyib /7S CITy>keGHOr 0 IT0JIb30BaTeNIsl C UMeHeM Pgs.

[Ipu momneiTKe aBTOpU3alMK Bo3HUKaeT coobirieHue 06 ommbke Invalid login or password.
O Cpok JieficTBUSI TTApOJIs IO YMOJTYaHUIO COCTaBJisIeT 365 qHen

B >xypnaie coObITHM cepBrca Aristoteles BOSHUKAIOT CllefyIoIye OMMOKHU:

ERROR - 2024-07-16 16:37:36,306 - pgs.aristoteles - failed to get tenant with
error:
None
Traceback (most recent call last):

File "/usr/local/lib/python3.11/site-packages/tenant model/keycloak realm.py",
line 39, in get admin

admin = KeycloakAdmin(

File "/usr/local/lib/python3.11/site-packages/keycloak/keycloak admin.py", line

91, in init

AAAAAAAAAAAAAAAAAAAAAAAANA

File "/opt/Pythagoras/Aristoteles/utils/controllers.py", line 50, in
get tenant or 401
raise NotAuthorizedError()
errors.http responses.auth errors.NotAuthorizedErrorERROR - 2024-07-16

16:37:36,310 - pgs.aristoteles - auth, 403 | 115 ms

Headers: {'X-Forwarded-For': '10.5.156.197, 10.115.34.214"', 'X-Forwarded-Proto':
'"https', 'X-Real-Ip': '10.115.34.214', 'Host': 'a stage host', 'Content-Length':
'52', 'Accept': 'application/json', 'X-Client-Useragent': 'Mozilla/5.0 (X11;
Linux x86 64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/126.0.0.0
Safari/537.36"', 'X-Forwarded-Host': 'a stage host', 'X-Forwarded-Ssl': 'on',
'Content-Type': 'application/x-www-form-urlencoded', 'User-Agent': 'lua-resty-
http/0.06 (Lua) ngx lua/10026', 'X-Pgs-Request-Id':
'3e6f41533a21942f0adlc9fbb4d494997#b517fblcc3d533ab0d04da7723c3e4c9 '}

Parameters: {'login': 'a login of user', 'password': '"*#****'  ‘'expire': '259000'}
Response headers: {'Content-Type': 'application/json; charset=utf-8', 'x-request-
id': 'zrefyevcwdbwrpi', 'X-pgs-request-id':
'3e6f41533a1942f0adlc9fbb4d494997#b517fblcc3d533ab0d04da7723c3e4c9 "'}

Error: {'error code': '00l1', 'error msg': 'Not Authorised', 'ext msg': 'Not ad
user', 'success': 'false'}

B xypnaine cobsituii cepBuca Keycloak Boznukarot ciepyromye onmmoku:

Jul 16 16:01:00 a stage stamd keycloak[51172]: 2024-07-16 16:01:00,611 WARN
[org.keycloak.events] (executor-thread-45) type=LOGIN ERROR, realmId=master, clientId=admin-
cli, userId=null, ipAddress=10.0.0.4, error=resolve required actions, auth method=openid-
connect, grant type=password, client auth method=client-secret, username=pgs
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Pemenue:
1. OrtkpeiTe nmoctyn k cepBucy Keycloak u3 BHemmHell ceT, BBIIIOJIHUB CJIeIyIONIyIO
KOMaHJYy:

docker service update --publish-add published=8091,target=8080 \
pgs-keycloak keycloak

2. OTkpeiTh  BeO-uHTepdeiic  cepBuca Keycloak (agpec 1o  ymMon4aHuIO
http:/<DEFAULT DOMAIN>:8091/auth ).

3. BBectu M3 1moJib30BaTelis U 11apoJib YKa3aHHbIe IPU ycTaHOBKe. [Ipu ucTekiiem mapoiie
Oyzmer TMoJydeHO TIpeyiokeHWe W3MEeHUTbh UCTeKImud mapoib (cMm. Pucynok 2). [lapomns

MI0JIb30BATeJIsl COJIEPXKUTCS B IepeMeHHOM KEYCLOAK PASSWORD, pacloJIOKeHHOU B daiisie inventory

(hosts.yaml).

You need to change your password to activate your
account.

New Password

Confirm password

Submit

Pucynok 2 — CoobirieHre 0 He06X0IMMOCTHA U3MeHeHUs TTapoJis
4. YBenmM4yeHHe CPOKA KM3HU IapoJis (BBITOIHSAETCS MTPH HeoOX0JUMMOCTH)

4.1 Boibpars Realm Master (cMm. Pucynok 3).

= {#IKEYCI

master v

Q

master v

Create Realm

Users

Groups
Pucynok 3 — Bribop Realm Master
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4.2 Tlepeittu B paznen Authentication Bkianka Policies (cMm. Pucynok 4).

= @IKEYCL

Expire Password * @ 3650

Pucynox 4 — Paznen Authentication Bxiazika Policies

4.3 YCTaHOBUTD CPOK >KM3HHU apoJis JaHHoro Realm.

A.7 OxoHuaHue CpoKa JelicTBHS IapoJid A nojab3oBarens APP-CO

Omucanue NpoosIeMbI:

[Tocne aBTopu3anuu psag QyHKIM HEAOCTYNeH, B CJllydyae ecjid WCTeK Napojib s

CITy>keOGHOTO TI0JTh30BaTelIsl C UMEeHeM app-Co.

HaHpI/IMepI HEeBO3MOXHO IIpeJOCTaBUTb O6H.[Hﬁ HAOCTYII K JOKYMEHTY.

Mpousowna owmbka

HOETO[)HTE NONBITKY NO3Xe unKn OﬁpaTHTEC‘b K CUCTEMHOMY
afMUHHCTpaTOPY

test

O6wmit goctyn K «HoBbii gokymeHT.docx» c> MMopenuTbea cobINKOM

-

~  usertest? usertest2 () | () [ Pepaxtvposahve -

Owwbka hannosoro xpaHUunMLLa

@ user1 user1 (Bei) @ Bnapgeney
Pucynok 5 — OTcyTcTBre Heo6XoquMoro GpyHKITMOHAJIa app-Co
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B >xypHane cobbITuit cepBuca Aristoteles BOBHUKAIOT CJIeYIOIIHe OIHUOKHU:

ERROR - 2024-07-16 18:35:13,951 - pgs.aristoteles - auth, 400{"'login': 'app-
co', 'password': '"*****'}["error code": "147", "error msg": "Current password has
expired", "ext msg": "", "success": "false"}

Traceback (most recent call last):
File "/usr/local/lib/python3.11/site-packages/tenant model/model.py", line 915,
in get token
token = self.keycloak realm.oidc.token(username, password)
File "/usr/local/lib/python3.11/site-packages/keycloak/keycloak openid.py",
line 207, in token
return raise error from response(data raw, KeycloakGetError)
File "/usr/local/lib/python3.11/site-packages/keycloak/exceptions.py", line 98,
in raise error from response
raise error(error message=message,
keycloak.exceptions.KeycloakGetError: 400:
b'{"error":"invalid grant", "error description":"Account is not fully set up"}'

errors.http responses.auth errors.ExpiredPasswordErrorERROR - 2024-07-16

18:35:13,955 - pgs.aristoteles - auth, 400 | 299 ms
Headers: {'X-Forwarded-For': '10.5.156.1, 10.115.34.2', 'X-Forwarded-Proto':
'"https', 'X-Real-Ip': '10.115.34.2', 'Host': 'a stage stand', 'Content-Length':
'54', 'X-Co-Request-Id': '6c335a927bc24932926098calafcb204', 'Content-Type':
'application/x-www-form-urlencoded;charset=UTF-8', 'X-Pgs-Request-Id':
'6Cc335a2927bc24932926098calafcb204#70dtcWoV200DQvnXefHpyMmz3bEib5GN', 'Accept-
Encoding': 'gzip, x-gzip, deflate, br', 'User-Agent': 'Apache-HttpClient/5.3.1
(Java/21.0.3)"'}
Parameters: {'login': 'app-co', 'password': '***®x*x'}
Response headers: {'Content-Type': 'application/json; charset=utf-8', 'x-request-
id': 'xtnkyjtctalwfkg', 'X-pgs-request-id':
'6Cc335a927bc24932926098calafcb204#70dtcWoV200DQvnXefHpyMmz3bEib5GN ' }
Error: {'error code': '147', 'error msg': 'Current password has expired',
'ext msg': '', 'success': 'false'}

Pemrenue:

1. OTtkpeiTb  Beb-uHTepderic  cepBuca Keycloak (agpec 1o  ymon4aHHIO

http://<DEFAULT DOMAIN>:8091/auth ).
2. BBectu ums mosnb30BaTesis U Tapoiib YKa3aHHbIe TpU ycTaHoBKe. [lapomnb mosb3oBaTens
COJIEP>XKUTCS B IepeMeHHOM APP_ ADMIN PASSWORD, pacnoyioxkeHHOU B ¢aiisie inventory (hosts.yaml).
3. YBeyinueHHe CpOKa >KU3HU 1aposisi (BBIMOJIHIETCS IPU He0OX0IMMOCTH)
3.1 BoibpaTth Realm Master (cM. PucyHok 3).
3.2 Tleperitu B pasnen Authentication Bkiiagka Policies (cM. PucyHok 4).

3.3 YCTaHOBUTH CPOK KH3HH MapoJist JaHHOro Realm.
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