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Bce ynomsiHyTBIE B 3TOM [OKyMeHTe Ha3BaHMs IIPOJYKTOB, JIOTOTWIIBI, TOPIOBble MapKu U
TOBapHbIe 3HaKHU NPUHA/IJIeXXaT UX BilafiellbliaM.

Toapuble 3Haku «MoiOduc» u «MyOffice» nmpunamnexxar OOO «HOBBIE OBJIAYHBIE
TEXHOJIOT'UW».

Hu npu xakux oOCTOSITeNIbCTBaX HeJIb3sl MCTOJIKOBBIBATH JIH0O0E COfep)KMMOe HaCTOSIIero
JOKYMEeHTa Kak IIpsiMOe WIM KOCBeHHOe IIpe/loCTaBJjleHMe JIMIIeH3UM WM IIpaBa Ha HCIOJIb30BaHUe
TOBapHBbIX 3HAKOB, JIOTOTHIIOB WIM 3HAaKOB OOCIIy)XMBaHWs, IIpUBefleHHbIX B HeM. JIro6oe
HECAHKIMOHUPOBAHHOe MCIIOJIb30BaHMe OSTHX TOBApHBIX 3HAKOB, JIOTOTUIIOB WM  3HAKOB

obcrykuBaHuUs 0e3 MMCbMEHHOTO Pa3peleHus UX MpaBoobIaiaTesis CTPOro 3alpeleHo.
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INEPEYEHH COKPAIIIEHUIA

B Hacrosiiem gokyMeHTe UCIIONIb3YIOTCS Ceylolire coKpaleHus (cM. tabmnuiy 1).

Tabnurma 1 — CokpailleHust ¥ pacIiMppoBKU

Coxpamenue PacimmudpoBka u onpenesieHue
389-ds 389 Directory Server, city>x6a KaTaloroB
API Application Programming Interface, maTepdetic mporpaMMupoBaHus TPUIOKEHUIH
AD Active Directory
CcO CloudOffice, O6maunsrit Oduc, 0b1ee Ha3BaHKe MTPOYyKTa (TPYIIILI PEIAaKTOPOB)
Docker [lporpammHOe obecriedeHre AJisi aBTOMATHU3AlMM Pa3BepThIBAHWS U yIpaBJIeHUs

IIPWJIOXKEHUSIMU B Cpellax C IOAAEPKKOU KOHTelHepu3auvn

Doveadm HNHcTpyMeHT aiMUHUCTpUPOBaHUs cepBrca Dovecot
DN Distinguished Name - yankansaoe umst o6bekta B Hotaruu LDAP
IMAP Internet Messagess Access Protocol, mpoTokoJ 1oCcTyIa K SIIKUKY 3JIeKTPOHHON MOYTHI
LDAP Lightweight Directory Access Protocol, o6yierdeHHbIN TPOTOKOJI JOCTYTIA K KaTaJloraM

Node (Ho1a)

Cepsep oiHOM U3 poJieit

PBM

Poseidon Backend Manager, BHyTpeHHUI cepBUC KOHPUTYPHUPOBAHUS

PGS

File Storage, Pythagoras, mporpammusiii npoaykt « MoitOduc XpaHunuiie»
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Coxpamenue PacimidpoBka u onpenesienue

SIEVE 413bIk onMcaHMs NTpaBWIl GUIIBTPAIUMH JIJIS [IOYTOBBIX MTHCEM

SMTP Simple Mail Transfer Protocol, mpoTokos mnepemadyu nucemM 3JIEKTPOHHOUN
MOYTHI

SSH Secure Shell, «6e3omacHast o60m09Ka»

URL Uniform Resource Locator, enuHbIil yka3aTelb pecypca

WebSocket [IpoTtokon cBs3u noBepx TCP-coenuHenus:, npegHa3HaueHHbIN i1 0OMeHa
MMCbMaMU Mex 1y Opay3epoM U Beb-cepBepoM B PeXXrMe pealbHOr0 BpeMeHU

BJ1 baza maHHbIX

Kontyp ycranoBku

[IpuBarHasi ceTh, B paMKax KOTOPOW IPOUCXOOUT OOMEH TeXHUYeCKHMH

OaHHbIMU MeX1y CcepBepaMy MHCTAJUIAIUN

10 [IporpammHoe obecriedeHvie
ocC OmneparnroHHas cucrema
Coip CTpoxka 1aHHBIX, IpeqHa3HAYeHHas! ISl BBIYUCIIEHHS X3111a

TenanT (tenant)

JJIeMeHT MYHBTHBPEHHHOﬁ CHCTEeMBbI

Xocrt (host)

Y CTpoWcTBO, MPeIoCTaBIIsIoNee CEPBUCH! popMaTa «KJIMEeHT-CepBep»
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1 OBIIME CBEJEHMUSA

1.1 Haszuauyenue

«MoiitOduc [IpodeccroHanbHbIA 3» — MPOOYKT IUIsl OpraHU3alnyyd 6e30MacHOr0 XpaHeHUs
daityioB, COBMECTHOM pabOThI C JOKYMEHTaMH, BeJleHUs TepPerucKd IO 3JeKTPOHHOW TouTe |
IJTAHUPOBAHUS paboyero BpeMeHH B T'OCY/IAPCTBEHHBIX OpPraHM3allMsX M KPYMHBIX KOMMeEepPYeCKUx

MpearpusaTrsIX. B cocras IMPOAYKTa BXOIAT:

— CucreMa XpaHeHHsl AaHHBIX [UIsi 0e30MacCHOrO0 XpaHeHWsI KOpIIOPAaTUBHBIX GaWIoB M
obecriedeHrss BO3MOXXHOCTEH aBTOpHM3allMM, ayTeHTU(UKAIMKM W pas3rpaHUuYeHus] IpaB
JIOCTYyIIa TI0JIb30BaTeJIel;

— CucreMa pelakTUPOBAHUS M COBMECTHOM pabOThI /jii MHAUBUAYAJIBbHOTO U COBMECTHOTO
PeaKTUPOBAHMSI TEKCTOBBIX JIOKYMEHTOB, 3JIEKTPOHHBIX TabJIUI] U Ipe3eHTaIuH;

— [louroBasi cucrema st obecriedeHuss paboThl C TOYTOBBIMM CepBHCAMH, KaJleHAApsMH,
JIMYHOM W T7100albHOM aJIpeCHbIMU KHUTaMH, a TakKXXe HWHCTPYMeHTaMM YIIpaBJIeHHs
3a/lavyaMy;

— AIMUHWCTpaTUBHAsl [1aHeJIb CHUCTeMbl XpaHeHWs Uil YIpPaBJIeHWs I[10JIb30BaTeNsIMHU,

rpyIiiiamu, 06IHI/IMI/I I1alIKaMH, IOMeHaMH U TeHAdHTaMH.

[Tonpo6HOe omycaHue BO3MOXHOCTeW IIPOAyKTa IpuBelleHO B JAoKyMeHTe «MoitOduc
[Ipodeccronanbubiii 3. @yHKIIMOHATbHbBIE BO3MOXKHOCTI.
B 1anHOM pyKOBOJCTBE OMNMCAHO aJMUHHUCTPHPOBAHHE CEPBEPHOTO MPOrpaMMHOIO

obecrieueHus.

1.2 CucremMHurble TpeOoOBaHUA

[lepeuenb TpeboBaHMII K IPOrPaMMHOMY W alllapaTHOMY OO0ecleuyeHUI0 IpuBeieH B

nokymenTe « MoiOdoduc [Ipodeccronanbhbiil 3. CrcTeMHbIe TpeOOBaHUSY.

1.3 TpeboBanus k KBaJIMpUKAHU
AJIMUHUCTPATOP JI0JDKeH COOTBETCTBOBATH CJIEIYIOIIUM TPEeOOBAHUSIM:

— JdJIMHUHHUCTPHUPOBaHHE HH(bOpMaHHOHHbIX CHUCTeM,
— TeXHHu4Yeckoe 06CIIY>KI/IBaHI/Ie CpeacTB BbIYHCJINTEJIbHOM TEeXHWKH, Ha KOTOPBIX

ycraHaBiuBaetcs [10 «MonOducy;
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— ombIT paboThl € onepanioHHBIMU cucTeMaMu Linux, Windows, macOS.
HOns paborer ¢ IO «MouOduc» aaMUHUCTPATOPY HEOOXOAUMO O3HAKOMHUTHCS CO
CJIeIYIOIIUMU IOKYMeHTaMH:

— RFC3501 (IMAP);
— RFC5321 (SMTP);
— RFC5322 (IMF).
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MonOdounc

2 OIIMCAHUE OITEPAIIUH

[Tosb3oBaTeny mnosy4aroT OOCTyD K (QYHKOMSIM aJMUHUCTPAaTHBHOM IIaHeNd 4Yepe3 BeO-
opaysep. IIpu HeoOxoauMocTy 60see ToHKOM HacTporku B «MoitOduc [Toura» ucnonb3yercst API.
JloronHuTeNIbHble BO3MOXXHOCTH aJMUHUCTPUPOBAHUSI OCYIIECTBISIOTCS depe3 3ampockl K API,
KOTOpBbIe BBINIOJIHSIOTCS U3 JIF060ro Mecra, oTKya obecneder pocty k [10 «MoiOdduc IToura» no
cetu. IlocpenctBom APl monpepxuBaercss paboTa C TaKMMH CYIIHOCTSIMM, Kak II0JIb30BaTesH,
IPYNIBI PacChUIOK, Pecypcel, TeHaHTBl U T.O. B TakoM cily4ae aBTOpHM3anys agMUHHACTPATOpa C
HAaCTPOEHHBIMM IIpaBaMHU JIOCTyIa IPOMCXOJUT IPU IOMOIIM IOJyYeHUs] TOKeHa aBTOpHU3aluu (CM.

pasnen ABropusaiius yepe3 PBM API).

B ciydae ycranoBku 6e3 «MoitOduc Xpanwmie» (PGS), mosib3oBaTesy MojIy4aroT AOCTYI K

bYHKIMSIM aJMUHUCTPATUBHOM ITaHes !, B TOM 4YKcCile Yepe3 Beb-6payaep.

2.1 3amyck, ocTaHOBKa U nepe3arpy3ka CHCTeMbI

3amyck IMOJICUCTeMbl OCYIIeCTBJISIeTCSl NPU WHUIMAIM3AlMK U 3allyCKe allapaTHOM YacTd
MIPOrPaMMHO-TEXHUYECKOTO0 KOMIUIeKca. JIjisi BBITIOJIHEHUWsI KOMaH[, OCTAaHOBKM U Tiepe3arpy3Ku
CHCTeMbI aJIMUHHACTPATOPy HeoOXoAuMO obecrneduTh Ssh-IOCTyn K cepBepaM MOJICUCTEM B KOHTYpe

YCTaHOBKHU.

OcranoBka «MoiOd¢uc Iloura» BbINIONHSIETCS C 000U HOJBI C TOMOIIBIO CJeAYIOIINX

KOHCOJIBHBIX KOMaH/:

docker stack rm psn-backend psn-nginx-proxy psn-mail psn-frontend

psn-etcd psn-ldap psn-postgres psn-redis <psn-syslog ng>

JlaHHas KOMaH/]a OCTaHABIMBaeT paboTy cepBUCOB, OTHOCsIHXCS K MorOduc [Toura.
ITapameTp <psn-syslog ng> HUCHOIb3yeTCs TOJIIBKO B Cllydae KJIaCTePHOM YCTaHOBKH WIH

TP BKJTFOYEHHOM 3KcriopTe cobbituii B SIEM cucremy.

Jlist 3amycka OCTaHOBJIEHHBIX KOMIIOHEHOB HeOOXOJUMO C IIepBOM HOMBI POJIA Proxy

BBITIOJIHUTD CJIeAYIoIe KOMdH/Ibl

docker stack deploy -c /opt/poseidon/psn-postgres-stack.yml \
-—-with-registry-auth psn-postgres

docker stack deploy -c /opt/poseidon/psn-ldap-stack.yml \
—-—-with-registry-auth psn-1ldap

docker stack deploy -c /opt/poseidon/psn-back-stack.yml \
-—-with-registry-auth psn-backend

docker stack deploy -c /opt/poseidon/psn-front-stack.yml \
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—-—with-registry-auth psn-frontend
docker stack deploy -c /opt/poseidon/psn-mail-stack.yml \
—-—with-registry-auth psn-mail
docker stack deploy -c /opt/poseidon/psn-redis-stack.yml \
-—with-registry-auth psn-redis
docker stack deploy -c /opt/poseidon/psn-proxy-stack.yml \
—-—with-registry-auth psn-nginx-proxy
docker stack deploy -c /opt/poseidon/psn-etcd.yml \
—-—-with-registry-auth psn-etcd
<docker stack deploy -c /opt/poseidon/ psn-syslog ng-stack.yml \
--with-registry-auth psn-syslog ng>

Komanma <docker stack deploy -c /opt/poseidon/ psn-syslog ng-

stack.yml --with-registry-auth psn-syslog ng> HCIOJb3yeTCS TOJbKO B CJy4ae

KJIaCTePHOM yCTAaHOBKHU WJIM MPU BKJIFOUEHHOM 3KCIopTe coobiThil B SIEM cuctemy.

[Tepe3anyck KOMIIOHEHTOB CUCTEMBI OCYII[eCTBIISIeTCSl KOMaH/I0H CIlefyIolero BUja:

docker service update --force --with-registry-auth <service>

F,ue <service> - HEPEBaHYCKaEMHﬁ cepBHUC. ,HJ'IH MOJIy4deHHs CIIMCKA 3dIlyIIeHHbIX

CepBHCOB}EO6XOHHMOIHﬂHOHHHTbCHEHYKHHYH)KOM&HHY:

docker service 1ls --format {{.Name}}

2.2 ABTOopu3amusa

2.2.1 ABTOopH3anus B a/IMUHUCTPAaTUBHON IMaHeJIn
I 3arycka agMUHUCTPATUBHOM NaHenu « MonOduc» Heobxoaumo:

1. OTkpbITh BeO-Opay3ep py aKTUBHOM CETEeBOM IOJIKJIIOUeHUH.
2. BBecTu anpec aAMMHUCTpAaTMBHOM maHenu «MonOduc» B alpecHyr CTpPOKYy Beb-

Opay3epa ¥ OCYyIIIeCTBUTD TIepeXo/i IO CChIJIKe.

AnmuHucTpaTBHAs naHellb «MonOducy cumraercsi paboToCIIOCOOHOM, ecu B pe3yJsbTaTe
IAHHBIX JIEMCTBUM I10JIb30BaTesIsl Ha 3KpaHe O0TOOpaswiach CTapTOBasi CTPaHMIIA BXoja Oe3 BbIAa4U
coobiienuii o cboe B pabore. B ciyyae, eciiv aAMUHUCTpaTUBHAS IaHe/lb OTKPhIBAETCSI B COCTaBe

MoitOduc [IpodeccroHanbHbINM, Ha 3KpaHe BO3HUKAET MaHeslb jJoruHa (cM. PucyHok 1).
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Pycckui - Russian -

MonOduc AgMUHUCTPUpOBaHUE

Appec 3NeKTPOHHOA NOYTh

’ alexander_smirnov@black mycffice-app.ru |

Napono

BodTtu

Pucynok 1 — CrapToBasi cTpaHMIIa MPUWIOXeHHs B cocTaBe MonOduc

B Clly4ae, eCilii aIMUHUCTPATUBHAA IIaHeJIb OTKPbIBAETCA B BHE OTAEJIbHOTO IPUIOKeHHS

MoitOodwuc [TouTa, Ha 3KpaHe BO3HUKAET TaHesb JIoThHA (CM. PuUCyHOK 2).
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Pyccicni - Russian -

YnpaBJ/ieHWe noYToBON CUCTEMOM

Anpec aNeKTROHHDW NOY T

alexander.smimov@lime myoffice-app.ru

Mapone

Bo#TH

PI/ICYHOK 2— CTapTOBaSI CTpaHHUIIA IJId OTAEJIbHOI'O IPHUIOYKEeHUA

Ha craproBo#i cTpaHuIle IpeICTaBIIeHb:

—  YTPaBJISIONIUKA 3JIEMEHT Il CMEeHbI sSi3bIKa C BO3MOXXHOCTBIO BhIOOpA M3 BBHITIA/IAOIIErO
CIIMCKA;

— TIOJIS 71sl BBOJIA JIOTHHA (aJ[pec 3JIeKTPOHHOM TIOYTHI) ¥ MapoJis (It 3aperucTpUpPOBaHHBIX
TI0JIb30BaTEJIeH C POJIbIO « AJIMUHUCTPATOP»);

— KHomnka Boitm.

B Cilly4ae, eCjii KOJIM4eCTBO OIIMOO0YHBIX BXOJOB IIPEBLICHUT OOITyCTHMMOE KOJIM4eCTBO, Ha
OKpaHe BO3HHUKHET OJUaJIOr" 3dIIWUThI OT p060Ta, B KOTOpPOM H606XO)II/IMO BBeCTU KO C KapTHHKH

(cM. PucyHok 3).
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Pycorwia - Russian -

MonOduc AQMUHUCTPUPOBaHMe

ALDEC FNEKTROHHDH Mo TR

I alexander smimawidblack, myaf fice-app.ru |

Naponsy

Hepgadrnii agpes 30, NoWTed Mid Napos

CRALKGM PR HEYEASHE MO TOR
Bx0aa. MogTeepauTe, 410 B He podaT.

SPES

OSHOBMTE naohpameHse

BoATh

Pucynok 3 — 3amura oT NOBTOPHOI'O BBOAA

B ciy4ae, eciu aBTOopr3anuio mpoiiiest Mojb30BaTellb, KOTOPBIH SIBJISETCS aIMUHUCTPATOPOM

TeHaHTa, Ha 3KpaHe OTKPOeTCsl MeHIO TOJIbKO JJIs TeKyIero TeHanrta (cM. PucyHok 4).

3 PEM Admin s
“ & @ rmailadmin-app.nyErusers
Pgs (3 HoBwli NonNLIcBATENL
NeMToBRIE AOMEHE! s DEAMUANS
Mone3osarent @ 00000122 000001
Mpynne pecypcoe
@ 10023 GB

Mpynnel paccsInok

AnMWHMCTpHpoBane [

E-mail

00000 @lime. myafiice-app.ru

100gb@Iime. myomce-app.n

Pucynok 4 — OCHOBHOM 3KpaH a/IMUHUCTPAaTUBHOM MTaHeu

HJISI dJIMUHUCTPATOPA TeHaHTa JOCTYIIHd KHOIIKa AJIMI/IHI/ICTPI/IPOBHHI/IE, KOTOpasd 1mepeBoguT

Ha 3KpaH JIOTWHA [IaHeJId afiIMUHUCTpupoBanus PGS.
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B ciyuae,

eCJIn dBTOPHU3AIUIO rpomiesn I10JIb30BATeJIb, KOTOprfI SIBJIAETCS

CynnepaaiMuHHUCTPpAaTOPOM IIOYTOBOM CHCTEMBbI, Ha JKpaHe OTKpPOeTCsd CIIMCOK BCeX MOOCTYIIHBIX

TeHaHTOB.(cM. PUCyHOK D).

F3 PEM Admin

— [ & mailadmin-limemyoffice-app.r/#/users o [& & 1 o

default

MoHTOBLE BOMEHL

MONEI0BATENH

Ipynne: pecypeos

YN paccsnor

pgs

MOMTOELIE FOMEHH

Moneaoearenn

TpyNne! pecypeos

FpyNNe!l PACCHINOK

E

4

(# HoBslf NoNeIOBATENL Q, x

Mrar LAMUnua E-mail

opogo12e Qo0ao Qo000 @Iime. myoffice-app.ru
10023 GE 100gh@lime. myoffice-app.ru
Bnag ElpiH 10@lime_myoffice-app.ru

@ 10Marme1dMName10Name 1 oName10M...  SitMame111SiName 111 SiiName 1115, 10ab@lime. my oMce-app.r

o - 11 11 @lime myeMce-app.iu
o Hnew Hinew 1Inew@ 1 inew new

¥ ¢ 1 2 3 4 =] a4 >

Pucynok 5 — OCHOBHOM 3KpaH aIMUHUCTPAaTUBHOM ITaHeIN

Ha ocnoBHOM JKpaHe IpeacTaBJIeHbl:

— IaHeJIb yIpaBiieHUs], coaep>kaiiast KHONKU 4 (IloMeHATH s13bIK) U (Beixom);

— B KaXIOM K3 TEHdHTOB MEHIO [Jid Ilepexolad II0 pa3aejiaM (HO‘-ITOBI)IE JOMEHBbI,

Ilonn3oBaTenn, I'pynmsl pecypcoB, I'pynnbl pacchuIoK);

— pabouas nmaHesb, 0TOOpaXkaroIasi TeKyIIHi pa3zelt;

I[Tpu 3amycke npusioXKeHus: 10 YMOJTYaHUIO OTKpbIBaeTcs naHesb Ilosnb3oBaTes.

2.2.2 ABTopusanus yepe3 PBM API

Jlyist Toro, 94To6b! HayaTh paboty dyepe3 PBM API, Heo6xoguMo OCyllleCTBUTh aBTOPU3AIUIO0

B Poseidon Backend Manager (PBM, BHyTpeHHMI1 cepBUC KOHPUIYPHUPOBAHUS).

st cynepriosib3oBaTesisi (creator) aBTOpU3anysl OCYIIECTBIISIETCS. CO CIIeAYIOIUMUA

rapaMeTpamMH:

JloruH: creator@<domain>

[Taposib: HaXOOUTCS B IlepeMeHHOM ds389 manager user WHBEHTapHOro (aia
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(cMm. nmokymeHT «MonOduc I[loura 3. PykoBoACTBO mHO yCTaHOBKe ITOYTOBOTO

cepBepa 3.0», pasznen «KonburypupoBaHre MHBEHTApPHOTO daiijia: lepeMeHHbIe) ).

,HJ'[H dBTOPU3aAlIM CjieyeT BBIIIOJIHUTL Cllelyroline JeUCTBUS:

1. 3amycTuTh KOHCONIB M3 JII060r0 MecTa, rie peanu3oBaH aocTyl K «MonOduc Iloura» 1o
CeTH.

2. TlomyyuTh TOKEH aBTOPH3AIIMHY, BHITIOJIHUB CIIeYIOITyI0 Komauay mis PBM API:

curl -X POST "https://<pbm url>/v2/auth" \

-d "login=<login>" \

-d "password=<password>"

['ne:

<pbm_url> — oMeHHOe uMs cepBepa PBM (mpeduxc Oyner uMeTb BUI pbm, HallpuMmep
pbm.domain. com);

<login> — JIOTMH TOJIb30BaTeyis (QJIMUHUCTPATOpPA), Ui KOTOPOTO BBINOJIHSAETCS
aBTOpU3alU;

<password> — Mapojib MOJIb30BaTeliss (agMUHUCTpPATOpa), IIi KOTOPOTO BBIMOJIHSAETCS

dBTOPHU3aIlys.

3. B CJIy4dde YCIIeIIHOI'O BBITIOJIHEHUS KOMdH/IbI ITOSBUTCSHI COO6HKHHK3CH€HYKHH€FO BHad

(mnst PBM API):
{
"access_token": "<access_ token>",
"refresh token": "<refresh token>",
"expire": <expire time>,
"tenant-id": "<tenant-id>",
"role": <role>
}
['ne:

<access token> — 3HaYeHHe TOKeHA aBTOPHU3AIUH.

<refresh token> — 3HaueHMe refresh-tokeHa, Heo6xoqUMOro s OOHOBJIEHMSI TOKeHa
aBTOPU3ALIUH.

<expire time> — BpeMs )XM3HU TOKEHa.

<tenant-id> —id TE€HdHTd, I KOTOPOI'O CO31deTCd TOKeH dBTOpHU3allliu.
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<role> — pOJIb aBTOPU30BAHHOI'O I0OJIb30BaTeJIsd, AJII KOTOPOI'O CO34aeTCsl TOKeH: 1-

aJIMUHHCTPATOP, 2 — M0JIb30BaTesib, 3 — Cylep aAMUHUHUCTPATOP.

4. Tlomy4eHHBIA TOKEH aBTOPW3AlMHM HCIOJIb3yeTCs MpU paboTe C KOHCOJIBIO CIIeAYIOIIUM

obpazom (s PBM API):

<request> -H "Authorization: Bearer <access token>"
['me <request> — chOopMUPOBAHHBIN 3APOC.
5. IMomy4ennsiii refresh-rokeH BO3MOXXHO UCIIOIb30BaTh CIIEAYIOIIMM 00pa3oM:

curl -X POST "https://<pbm url>/v2/auth" \
-d "refresh token=<refresh token>"

-H "Authorization: Bearer <access_ token>"

Taxkas KOMdH]Jld I103BOJIEeT OOHOBUTH TOKEH dBTOpU3dllvH, HE CO3daBasd HOBBIM. PEBYHbTaT

orepaiyu OyJieT aHaJIoTMueH YKa3aHHOMY BBIIIIE.

2.3 Pabora c TeHaHTaMH

Tenant B «MoiiOduc Iloyra» — 3TO JjOrMyYeckass CYIIHOCTb, HWMeIOIIasi BO3MOXXHOCTb
HCIIO/Th30BaTh PeCypchl U CEpBUCHI MPOTPAaMMHOTO Komiuiekca. [lo ymomdaHuio, Mmosib30BaTenu U
pecypchbl co3natorcst B TeHaHTe default. PaboTta ¢ Tenantamu Bo3MoxkHa ToJjibko depe3 PBM API

10JIb30BaTeJIeM POJIM CyIlep aIMUHUACTpATOp (CM. pa3zenl ABTOpU3alivs).

2.3.1 IlonyyeHue MaccuBa TEHAaHTOB

Komanyia no3BosisieT OIy4YUTh MacCUB CYIIIeCTBYIOIIMX B CUCTeMe TeHaHTOB. IIpumep:

curl -X GET "https://<pbm url>/v2/tenants" \

-H "Authorization: Bearer <access_ token>"

2.3.2 JlobaBIeHHe TeHaHTa

Iyt no6GaBeHys TeHAHTa B CUCTeMy HeOOXOAWMO BBITIOJIHUTE CIIeAYIOLIMH 3a1pocC:

curl -X POST "https://<pbm url>/v2/tenants" -d domain=<domain> \

-H "Authorization: Bearer <access_ token>"

['me <domain> — 06CITy’kMBaeMbIii JIOMEH TeHaHTa.
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B YKd3dHHOM BbIIIIE IIppMepe HWMsS TeHdHTAd 6YI[eT IIPUCBOEHO dBTOMdTHUYeCKH.

H€O6XO,I[I/IMO CO31aTh TeHAHT C YKa3aHHbIM MMeHeM, CiielyeT IIPUMEeHHUTb CJIEI[YIOH.[HIZ meTon:

curl -X PUT "https://<pbm url>/v2/tenants/<tenant-id>" \
-d domain=<domain>

-H "Authorization: Bearer <access_ token>"

I'me <tenant-id> — um4 (id) co3maBaemMoro TeHaHTa.

2.3.3 Yoajnenue TeHaHTa

TeHaHT U3 cUCTeMBI yIanseTcs Clieyoliel KOMaH/I0u:

curl -X DELETE "https://<pbm url>/v2/tenants/<tenant-id>" \

-H "Authorization: Bearer <access_ token>"

[TapameTp <tenant-id> — obsi3aTeseH.

2.3.4 CIHCOK TeHAHTOB B aIMHHHCTPAaTUBHOM MaHeJIN

Ecnu

Pabora c TeHaHTamMu (OpI‘aHI/IBElI_II/IﬂMI/I) B aHMHHHCTpaTHBHOﬁ ITaHeJIn

peayin30BdaHaA TOJIBKO JIA MOJIb30BaTeJId, ABJIAI0IErocda CyliepaIMUHUCTPATOPOM.

B CJIy4ae, eCJiv I10JIb30BaTeJib dBTOPHU30BdH OT UMEHH CYIIepaAMUHUCTPATOPA:

1. Tlonw3oBaremnto nocryneH pasnen Hacrpoiiku / Cromcok opranm3anuii (cMm. PucyHok 6).

[Ipu BBIOOpE TaHHOTO pa3fiesia Ha 3KpaHe MOSBJISeTCSl CTUCOK TeHAHTOB (OpraHU3aIvi).
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2. B neBoii naHeny otrobpakaeTcs CIIMCOK TeHAHTOB, KaXAbIA U3 HUX UMeeT CTPYKTYpY:

— IlouyToBBIE TOMEHBI;
— Tlonb3oBareny;
— ['pymnmsl pecypcos;

— I'pynmbl pacchbUIKH.

4 = mailadmin ice-app.ne/#tenants
€ > ¢ 5 mailadminf e 3 o
HacTpoiku o Cnucok opraHu3anuin
CNHCOK OpraHM3aLmHiA + [AoBaguTe oprasviaumne
Opraunsaumas - s -
Opranwsayma flasik
MoyToBsie AOMEHE!
TECTOBAA BDEMA — e
Manezoearend PSNujabn
Tpynnes pecypcos Tectupoaanme QA Espariol y
Murmdy
IpyNNbi pacChiNKK
Tecr2 Pycckui ra

Opravusayma TecTa... =

MouToBLIE QOMEHE

Monszoparent

Pucynok 6 — Cricok TeHaHTOB (OpraHU3aIuii)

2.3.5 JlobaBiieHHe TeHAHTa B aAMUHHUCTPATUBHOH ITaHe N

Jlnst  nmobaBieHyss HOBOTO TeHaHTa (OpraHu3anyy) HeobOxoguMo HaxaTh Jlo0aBUTH

opranu3anmio. Ha skpaHe Bo3HMKHeT naHesb BBoAA (CM. PrcyHok 7).
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« Hoeasn opraHn3aumnAa

HazsaHwue

000 MNpoMbILLNEHHBLIE CUCTEMBI

D,UI".-H_‘H HOE UMA

promsystems.ru

A3blk

Pyccrui -
CoXpaHUTb OTmeHa

Pucynok 7 — Co3nanve opraHu3anuvu

ITocne BBO/ld HA3BAHHW YU JIOMEHHOI'O UMeHH CJielyeT HAXXdTb COXpaHI/ITI).

1. Ha skpane nosiButcst coobirenue « Opranusanus 1o6aBiieHa.
2. HoBbili TeHaHT (OpraHU3a1iys) MOSIBUTCSI B CITUCKe OpPTraHU3allyi.
3. CTpykTypa HOBOM OpraHM3alli{ MOSIBUTCS B JilepeBe OpraHU3alliii B COCTaBe CJIeIyIOIINX

3JIeMEHTOB:

— IloyTOBEBIe JOMEHH,;
— Ilonb3oBarenu;
— [I'pynmsl pecypcos;

— ['pymnmbl pacchuiku.

2.3.6 I3MeHeHMe TeHAaHTA B a]IMHHUCTPAaTHBHOM MaHeIN

J171s pelakTHPOBAHUS 3alIMCH TeHaHTa (OpraHu3alvu) Heo6X0IMMO HaXKaTh HAXKATh HA CTPOKY

B CIIMCKe TeHaHTOB, 160 kHOTKy # . Ha akpaHe OTKpOeTCsl IMajorosasl MaHelb peJaKTHPOBAHHS

3anucH TeHaHTa (cM. PucyHok 8).
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« Hoeasn opraHn3aumnAa

HazsaHwue

000 MNpoMbILLNEHHBLIE CUCTEMBI

,.I:lUI".-H_‘H HOE UMA

promsystems.ru

Mma gonxHo cofgepxate

A3blk

Pyccrui -
CoXpaHUTb OTmeHa

Pucynok 8 — PegakTtupoBaHue TeHaHTa

ITocne BBOJd HA3BdAHHMA W [JOMEHHOI'O HMMeHH HaAXXAdTb Coxpa}me, IIapaMeTpbl TEHdHTA

(opranuzaruu) 6yIyT OOHOBJIEHBI B CITHCKe.

2.4 PaboTa c 1mojan30BaTeIIMu

Hns paboThl C TOJIb30BATeNISIMM TeHaHTA (OpPraHU3alMM) HEeoOXOOMMO IeperTh B pasfen

ITotb30BaTesH, Ha SKpaHe OTOOPA3UTCS TTaHeNIb CO CITUCKOM TToJib3oBaTesieit (cM. PucyHok 9):

=

HacTpoiiku - MNonewaoeatenu

CnUcos OpraH4Iagni + [oGapHTh NoNs3IoRaTENA
000 "Nernon” -
Wua L Pamnana L E-imail 4 [ §]
NenCeetTexHo -~
NouToBsle goMaHs! Anekcasap CYNpHOS CrapHos alexander smimovi@ofiice.ru
Nansaceatend
Enesxa CMUpHOBA ChupHoBa alena smirmovafoffice ru /S B m
Mpynnel pecypcos
Tpynnki paccsinkh @ Alexander Smimoy Smirmov alexander smimov@ollice ru

Pucynoxk 9 — Criucok nonb3oBatesei

[Io ymomuaHuIO CIIMCOK mHOJb30BaTesled BkitodaeT crosibonel: Mmsa, Pamunusa, E-Mail.
3aroyioBKM CTOJIOIIOB COJIEp)KaT CHUMBOJIBI CTPEeJIOK ISl YKa3aHWs HarpaBJIeHUs COPTHUPOBKH.
Crpenka, orobpakaroiiasi TEKYI[yl0 COPTHPOBKY, IMOJICBeYeHa CUHUM IiBeToM. lIpu HakaTuu Ha
3aroJIOBOK TPOU3BOAMUTCS COPTHPOBKA IO BbIOpaHHOMY cTosiOIy. HampaBienve cOpTUPOBKU

HU3MEHSEeTCH IIPU KaXX/10M HAa’KATHUH Hd 3dI'OJIOBOK.
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CymiecTByeT BO3MOXHOCTb BKJIIOUEHMsI JIOTIOJIHUTENIbHBIX OTOOpakaeMblx cTosOIOB. Ilpm
HaXXaTHUU Ha KHOIIKY B na OKpaHe BO3HMKAeT I1aHeslb BKJIIOUeHHs / BBIKJIIOUEHUS! JIOIIOJIHUTeIbHbIX

ctoiibroB (cMm. Pucynok 10):

Otyecteo
Non#xHocTe
Cratyc
Ponb
KeoTa
Othen

lNopog

O00000aO0

[:] Nuu. cor.

Pucynok 10 — Bri6op oTobpakaeMbIx CTOI01I0B

HpI/I BK/IFOYeHHUN WIHW BBIK/IIOYeHNN CTOH6HOB B JIaHHOM IIaHeJIn HaCTpOﬁKH B CIIMCKe

MoJib30BaTesiel OyayT 100aBISThCS WIM CKPBIBATHCS JIONIOJTHUTEIbHbIE CTOJIOIBI.

2.4.1 JlobaBjieHe M0JIbL30BaTe IS
2.4.1.1 [lobaBieHue MOJIL30BaTeNISA B aIMUHUCTPAaTHBHON IaHe N

HJIS[ CO31daHHA HOBOI'O II0JIb30BATeJIs H€06X0)II/IMO HepeﬁTH B pasnei Ilonn3oBaTenu u
HAXXaTb KHOIIKY HosBeiii mosn3oBarenb. Ha SKpaHe OTKpPOEeTCs IIdHeJIb BBOJid IOdHHBIX HOBOTO

noJsib3oBaTesis (cM. Prucynok 11):
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& HOEBIA NONL30BATENL

Noruy i@ rest-app.com -
ANbTepHaTHEHLIA nonad (UTF-8) @ -
Praib p—
Moneaosatens - 0 Mb
MNapone
HopwA naponk MoBETODMTE Napont
DononHuTenkbHele agpeca aNeKTROHHOWR MoYTh + [oGasnTe agpec

NuyHasa wHopMmauma

Mg damunuA
OTHecTRD Croen

OonsHocTe CnNUcaHne

lMopon

KoHTakTEl NomawHni TenechoH
Fadouni Tenedol Skype

Pucynok 11 — [Tanesb BBOJIa JaHHBIX HOBOTO TOJIb30BaTeJIs
st 3anionHeHust mpoduiist OIb30BaTeisl JOCTYITHBI ClIeyIoIIue MOJIs:

1. Hzobpaxenue («aBaTap») mojb3oBatesis. [ljisi BbiOOpa wu3o0OpakeHUsi HEOOXOAUMO
KJIMKHYTb B 0671aCTh aBaTapa.

2. Tlone JloruH yist BBO/IA JIOTHMHA MTOJTb30BATEJIS C UCTIOJIb30BAHUEM JIATUHHUITBL.
Brimagaromuil crivcok Ajist BBIOOpa JoMeHa JIOTHUHa.

4. Tlome AnbrepuatuBHblii JjoruH (UTF-8) mia BBojma JiorMHa C  MCIIOJIb30BaHWEM
KUPWUIHAIIBI.

5. Bbmana}omnﬁ CITMCOK OJIs BbI60pa IOMEHd dJIbTEPHATUBHOT'O JIOTWHA.
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6. Brpimagarommii cnmcok Ajsl BelOOpa posM, AOCTynHBI BapuaHTel Ilosib3oBaTenns wiu
AnMuHHCTpATOP.

7. Ilone KBota, comepxaiiiee pasmep (B M6aiT), OrpaHUYMBAIONIMK pa3Mep XpaHWIMIIA
TIMCeM.

8. Ilons nys BBOma M TpOBepKW Maposisi mojb3oBartesis: HoBblii maposis, IloBTopure

1apoJib.

TpeboBanus k Mapoiito (MOXHO U3MEHUTh, cM. I1aBy Hacrpoiika ETCD):

— MMWHUMAJIbHAs JUTMHA: 6 CUMBOJIOB;

— MakcuMaibHag IjuHa: 128 cuMBOJIOB;

— MMHUMAaJIbHOe KonuecTBO 1udp: 1 nudpa;

— JOIyCTUMble CHUMBOJIbI: JIATUHCKWE OYKBBI, IMPPbI, CIEINCUMBONIBI (UX
HaJIM4Me B MapoJie HeoOs3aTellbHO): - @#5% " &*();

— T1apoJib He JIOJDKeH CoJiepXKaTb KUPUUIUILY.

9. Pazmen lomosHUTENBHBIE aJpeca JJIeKTPOHHOH TMOYTHI Ui J00aBileHuUs
JIOTIOJTHUTEJIbHBIX TIOYTOBBIX aJlpecoB (aJIHuacoB).

10. [Tons st 3anoTHeHUs! IMYHBIX JAHHBIX MOJIb30Bareis JImunaa undpopmanus

11. TTons nyist 3amo/iHeHUsT KOHTAKTHOW MHpOpMaInu B pasdziesie KOHTaKThI.

12. Jlnis 3aBepitieHust co3faHus TMPOGMIS TOJIb30BaTesis HeoOXOJMMO HaXkaTh KHOIIKY

I[OGHBI/ITI) WK KHOIIKY &« , PACIIOJIOKEHHYIO B JIEBOM BE€pPXHEM YIIY (1)0pr1 BBOJa IJid

OTMeHBbI CO31aHH I10JIb30BaATe 1.

A,I[MI/IHI/ICTpaTOpy HAOCTYIIHBI BCe JIeMCTBUS, pacCMaTpuBdeMble B HACTOAIIEM

PYKOBOZICTBe, OTPaHUYEHUM Ha KOJIMIeCTBO afIMUHUCTPAaTopoB « MortOducy» Her.

B pe3yJjibTaTe Ooliepalili HOBBIM I10JIb30BaTeJIb 6y;1eT OTO6pa>KeH B CIIMCKe MOJIb30BaTeJIeH.

2.4.1.2 JlobaBienue nmosab3oBareis yepes PBM API

JlobaBnenue nonb3oBatesied B b/l Taxke MoxeT 6bITh ITpor3BesieHo nipy nomou PBM API.
Obs3arenbHasi MHGOpMalKs, yKasblBaeMas IIPM CO3[AHMM HOBOIO IIOJIb30BaTesls, IpUBe/ieHa B

Tabsurie 2.
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Tabnuia 2 — O6si3atenbHas nHOPMaIMS PY CO3/IJaHUU TI0JIb30BaTeJIs

IIapamerp Pacumdposka

mail ITouTOBBIN AITUK

mailAlternateAdd .
AnprepHatuBHbIY JoruH (UTF-8)

ress

userPassword [Taponb (TpeboBaHMS K ApOJII0 MOXHO U3MEeHUTh, CM. T71aBy Hactpoiika ETCD)
Ponb cosmaBaemoro mosb3oBatens. MoXXHO ykas3aTh Ciiefymolye 3HaveHus: 1 -

employeeNumber

aJIMUHUCTPATOP, 2 - 0OBIYHBIN TOJTb30BATENb, 3 - Cylep afIMUHUCTPATOP

tenant-id

TenaHT nmosb3oBaTens

cn Nwms
sn Damurmst
[Tpumep 3amosTHeHUsI JOTIOJIHUTENIbHOM MHGOPMAIIMK O TI0JIb30BaTelle IpyUBejieH B Tabmiuile 3.
Tabnuia 3 — JlononHurtenbHas nHGOPMaIUs MPY CO3JJaHUM T0JIb30BaTeJIs
IIapamerp Pacumdposka
BunumocTs momnb3oBarenisi B agpecHor kHure. Bo3moxkable 3Hadenus: (0 - He
BUsleH B pasfeiie «Komiern», HO BusieH B CIMCKe aBTo3anosiHeHus], 1 - BUeH B
employeeType
a/IpeCHOM KHUTIe U B CIIMCKe aBTO3aIl0JIHeHUs], 2 - He BUJIeH, 3 - BUJleH B pasfielie
«Komerny», HO He BUJIEH B CIIMCKe aBTO3aII0IHEHHSI.
initials OTuecTBO
ou Otnen
title JomKHOCTD
1 HomosnHuTenbHbIE — afipeca  3JIeKTPOHHOM  MOYTHl  (IIOYTOBble  AMAaChl).
alias
Vka3bpIBalOTCS yepe3 3arsTyto 6e3 mpobena
description Omwmcanue
Homarmanii Homep TenedoHa. Hcmonb3yroTcss TOBKO IUbPH U ClieldaabHbIe
homePhone
CHUMBOJIbI
Pabounii Homep TenedoHa. Mcrnomb3yloTcs Tonbko IUMGPEl U CliellhabHbIe
telephoneNumber

CHUMBOJIbI
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ITapametp PacmmudpoBka
1 Tl'opon
telegram Telegram
skype Skype
KBoTa 3aHrMMaeMOro 1o4TOBBIM SIIIMKOM NPOCTPAHCTBA, OTJMYHAS OT KBOTHL 110
quota
yMomdanuio. Mcnomnp3yroTes Toabko [udphl, pa3Mep 3a/1aeTcs B OaiTax
displayName OTobOpakaeMoe B aJipeCHOM KHUTe UMS
CraTyc 6/10KMpOBKY T0/1b30Bates. JloctynHble 3HaueHus: 0 - 3abmokuposaH; 1 -
_ pa30I0KUpOBaH, 2 - 0JIb30BaTeIb 3a0JI0KMPOBAH U He TIPUHSIT TI0JTb30BaTeIbCKOe
inetUserStatus
cornamenvie. [lomp3oBatennb co crarycoM 2 He MOXeT OTHPAaBIATh H
MIPOCMATPUBATH MOYTY, TOJIBKO IPUHUMATh. 3HAYEeHHe 110 YMOJTIaHUIO - 2
N S3bIK MOIB30BaTeNs, JOCTyNHble 3HaueHus: en-US (3HaueHHe MO yMOJYaHHIO),
ang

ru-RU, es-PA, fr-FR, it-IT, pt-BR, ba-RU, tt-RU

[Tpumep co3maHus TOJB30BaTeliss C PoOJibI0 agMUHHUCTpATop (1) B TeHaHTe MO yMOJYaHHIO
<tenant-id>, IOYTOBBIM SIIIUKOM <mail>, apojeM <password>, UMeHeM U paMWIven <name>

N <surname> COOTBETCTBEHHO.

curl -X PUT "https://<pbm url>/v2/users/<tenant-id>/<mail>" \
-d "userPassword=<password>" -d "employeeNumber=1" \

-d "cn=<name>" -d "sn=<surname>"\

-H "accept: application/json" \

-H "Authorization: Bearer <access token>"

IIpu ycIiellTHOM BBITIOJIHEHMU 3alIpOC BepHeT CJIeAYIOIIUA OTBeT:

"success": true

2.4.2 Ilonck mosib3oBaTe s

2.4.2.1 Ilouck nonb30oBaTesied B aIMUHICTPAaTUBHOM NaHe !

Jliis moucka Tosib30BaTelslel MCIOJIb3yeTCsl IIOMCKOBAasi CTPOKA, PAacIIOJIOKeHHasi B BepxHew

YdCTH IIaHeJIN pa3feiid ITons3oBaTem.
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YTo06BI OCYIIECTBUTD MOMCK, He0OX0IMMO TiepeiT B pasjen Ilosb3oBaTesnu, BBECTH 3aIpoc
B 11oucKoBy1o cTpoky Ilouck u Haxkatb ENTER.

Pe3ynbraT, COOTBETCTBYIOIIMI BBeJEHHOMY 3alpocy, OynerT oTobpakeH B CIHCKe
[10JIb30BaTeJIe.

HJIS[ BbIXO/[ld M3 peXHMd IMIOMCKd W BO3BpPdTd K MCXOJHOMY CIIMCKY I10JIb30BaTeJIer cailengyer

HAXXAaTb KHOIIKY x .

2.4.2.2 Tlouck mosb3oBareieii uepe3 PBM API

Jlns mosrydeHusl cnMcka Iosb3oBaTesleld HeobxoanMo BeinosHUTE cURL-3anpoc GET co

CJIeIyIOIUMU TTapaMeTpaMu (CM. TabuIy 4):

Tabmuma 4 — [TapaMeTpsl 3arrpoca TOTy4YeHus CIIMCKA MOJTb30BaTeIei

ITapamerp PacmmudpoBka

tenant-id TenanT mosb3oBaTes (00s13aTebHbBIN TapaMeTp)

Crpoka fij1s1 TorcKa, paboTaroltast o 3HaYeHusM Toyiedd mail, cn U sn. Bo3Bparaer

search IIepBYI0 CTPaHUILy C pe3yJsibTaTaMH U o0lllee KOJIMYeCTBO COBIIaJleHUH
page Bri60p cTpanuiibl pesyiibTaTa, He BMEeCTHBIIEroCsl Ha OJUH 3KpaH
. Tun copruposku. 0 - o Bo3pacranuio (B ajadaBuTHOM nopsiake), 1 - mo ybuiBaHUIO (B
“or 0o0paTHOM TOPSIZIKE)
dorb CoprupoBKa 110 3HaUeHHUI0 YKa3aHHOTO 1osisl. MoxeT IpUHKMMAaTh 3HaueHHs mail, cn
orderby

usn

[Ipu BBI3OBe KOMaHABI 0e3 mapaMeTpoB OyneT Bo3BpallleHa IepBasi CTpaHHWIlA CIMCKa
M0JIb30BaTeJiel, 0OTCOPTUPOBAHHAS 110 TIOJI0 mail, a TakKe UX 00lilee KOJIMIeCTBO.
[Ipumep komaHzBI, BO3Bpallalollleld IEepBYI0 CTPAHMIy CIMCKAa I10JIb30BaTejied TeHaHTa

tenant-id, OTCOPTHUPOBAHHYIO I10 IIOYTOBOMY aZipecy:

curl -X GET "https://<pbm url>/v2/users/<tenant-id>?page=1&orderby=mail"” \

-H "Authorization: Bearer <access_ token>"

HJ'ISI TIOJITy4YeHust HOI[pO6HOI>1 I/IHCl)OpMaI_II/II/I O KOHKpPeTHOM II0JIb30BaTejie CHUCTEMBI
H€O6XO)II/IMO BBIIIOJIHUTH  3d4IIpOC  C  YKd3dHHMEM IIOYTOBOI'O dIIHWKd 3TOI0 IIOJIb30BaTeJIA.

Ob6s3aTesbHBIE K YKa3aHUIO TTapaMeTphl — <mail> U <tenant-id>. [Ipumep:
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curl -X GET "https://<pbm url>/v2/users/<tenant-id>/<mail>" \

-H "Authorization: Bearer <access_ token>"

B Texymiem pesiv3e 3ampoc Bcex MOJb30BaTeslel MOXeT 3aBepIIUThCs OIMOKOM Internal
server error. [IJd ucnpaBiieHds HeOOXOOUMO Ha BCeX HOAaX ldap BBIMOMHUTH Clieyloliye
KOMAH/BbI.
docker exec s(docker ps -gf name=ldap) dsconf localhost backend index \
add --index-type eq --attr tenant-id --reindex userRoot
docker exec s(docker ps -gf name=ldap) dsconf localhost backend index \
add --index-type eq --attr employeeNumber --reindex userRoot

docker exec s(docker ps -gf name=ldap) dsconf localhost backend index \

add --index-type eq --attr employeeType --reindex userRoot

2.4.3 PegaxkTupoBaHue npo¢uis 1noJjib30BaTesis

2.4.3.1 PepaxTupoBanue npoduiisa nojib3oBaTeisa B a/IMUHICTPAaTUBHOH NaHe !

s pepmaktvpoBaHMsl TNpoduiis  IOJIb30BaTessi HeoOXOJMMO IlepeWTH B pasfen
ITosb30BaTes M HY)KHOTO TeHAHTA, /lajiee BOCIIO/Ib30BaThCs OTHUM U3 CJIeYIOIINX CII0COD0B:
— B CIIMCKe II0JIb30BaTesled HaBeCTH KypPCOp MBIIIN Ha HeOOXOAUMYIO CTPOKY, Jlajiee HaXkaTb
Ha KHOTIKY # ;

— JIeBOM KJIaBHMIIIeH MBIIIY BbIOpATh HY>KHYIO 3allUCh B CITUCKE.

B OTKPbIBIIEMCS OKHe HNOCTYIIHBbI IIOJIS HpO¢HHH I0JIb30BATEJISl OJIsi BHECEHMsI U3MeHeHUM

(cm. Pucynok 12).
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- Ha;aﬂ [ ¥a2AnTE Nons3oBaTERA

Aleksandr

NarkH

CreHnTe napons

{genii napont MoeTogMTE NApont

[AononHMTENEHEIE BAPECE IANeKTPOHHDA NOYTEL + HoeandTe aqpec

Nuunan undopmayna

* i * BaMHNHA
Aleksandr Smirno

OruecTes Oraen

DOmsHOCTE dnucaxme

QrofipamaeMoe WMR B AOPECHON KHHME

Alekzandr Smirno

HKontakTe

Paboqun Tenchon

BomawHue TenetdioH

24BE163494

YNpABAeHWE KaneHAAPAMA NONBIOBATENA

Bkt man: b OAMH MK HECKEN 40 KANEHAADER ROALS0EETEN

Mepenats

Pucynok 12 — PenaktrpoBanue mmpoduiist oib30BaTess

B nmaneny peiakTMpOBaHUs M10JIb30BaTesl IPUCYTCTBYET pa3iell Y IpaBjieHNe KajleHAapaAMH
nosb3oBaTesss. OH 1aeT BO3MOXKHOCTh HaCTPauWBaTh Iiepejjady KajeHJjapei MoJjib30BaTesisi HOBOMY
BJIafiesiblly. [Ipy HaxkaTuu Ha kHOTIKY IlepenaTh Ha SKkpaHe NOSBJISETCS MaHe b Y IpaBJieHue

KaJIeHJapsIMH NoJib3oBaressa (cM. PucyHok 13).
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YnpaeneHue KaneHfapamMu nonb3oeatens

- i

OBBIA Bnagaenay KaneHgapA 33aMeHk EEYLLErD B DONM pradHdaaTop

OTmena

Pucynok 13 — PegaktupoBanue npodusisi Ioab30BaTesIs

st mepefjauM KajieHJapedl IpyroMy IOJIb30BaTeNlio ClieflyeT BbIOpaTh HeoOXOAUMble
KaJIeHJ]apy, a Takke HOBOTO Biajiesbiia. [locime HaxkaTuss Ha kHOMKY I'0TOBO Ha SKpaHe MOSIBUTCS

COO6H.[€HI/IE «KaJIEH,HapI/I IOJIb30BaTeJId repeidHbl HOBOMY BJIaI€JIbITY».

HJIS[ COXpPaHEeHHa W3MEHEeHWM B ITaHeJIx pPedaKTHpOBaHUS I10JIb30BATeIIA HGOGXOHI/IMO HaXXaTb

kHOnKy OOHOBUTS, JI71s1 BEIXO/a 6e3 n3MeHeHul HakaTh KHOTIKY € Ha3zap, pacronoxeHHyIO B

JIEBOM BepxXHeM YIUIy ITaHesIu IPOpUIIs.

2.4.3.2 PepaxTupoBanue npoduiisa nojn3oBarens yepe3 PBM API

Jly1st 0OHOBJIEHMSI ¥ KOPPEKTHUPOBKU II0JIed y»Ke CO3[IaHHBIX I10JIb30BaTesiel KCIOJIb3yeTcs

komauna PATCH.
O0s13aTeTbHBIMU [TapaMeTpaMH, UCIIOJIb3yeMbIMM B 3allpoce, SIBJIIOTCS tenant-id U mail,

HaMMEeHOBAHHsI OCTAJIbHBIX 10JIeN YKa3aHbl B pasfiesie [lobaBnenue nonab3oBatesis yepe3 PBM API.

[Tpumep xomanzbl, HOOaBIIsIONIe ToJle ou CcO 3Ha4eHHeM «Development» 1 o6HOBIIsIOIIEN

sI3bIK Web-uHTepderica 1ang Ha aHTJIMACKUAN IS TTOJTb30BaTessl <mail>:

curl -X PATCH "https://<pbm url>/v2/users/<tenant-id>/<mail>" \
--data-raw '\

[{ "op": "add", "path": "/ou", "value": "Development" }, \

{ "op": "replace", "path": "/sn", "value": "MailTest" }]' \
-H 'Content-Type: application/json-patch+json' \

-H "Authorization: Bearer <access token>"

[Tpu ycreniHoM BBITIOJTHEHUU 3aIIPOC BepHeT CJIeAYIOIIUI OTBET:
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"success": true

2.4.4 BiiokupoBKa 10JIb30BaTeJst

2.4.4.1 bioxupoBKa noJib30BaTesA B a/IMUHUCTPAaTHBHOM NaHe !

B AnvunuctpatuBHOM [laHenm wuMeeTcs BO3MOXKHOCTb OJIOKMPOBKHM — IOJIb30BaTeNIei.

AnMuHHCTpaTOp IIPU HE0OXOMMOCTH MOXeT 3abJI0KMpOBaTh 110J1b30BaTeJIs, 10CIIe Yero:

— M0JIb30BaTeJIb He CMOXKeT BOMTU B CBOIO YUETHYIO 3alHCh;

— I0JIb30BaTesIb He OyJeT MoJIy4aTh HOBbIe MUChMA;

— MepechblIKa MYUCeM JIjis JaHHOTO T0JIb30BaTeNsl CTaHeT HeIOCTyNmHa (B cilydae, eciid Obuia
paHee HaCTPOeHa);

— MoJib30BaTelb He OyAeT OToOpaXkaThCsl B CIIMCKe KOHTAKTOB, Tofckazkax B [loure,
Kanenpape u 1.11.;

— y TIOJIb30BaTesie, /il KOTOPBIX 3a0JIOKMPOBAHHBLIM IO/Th30BaTeN b MPeJOCTaBMWI JOCTYIl K
CBOMM IIOYTOBBIM TaTKaM, MPOMAeT JOCTYT K 3THUM MaIKaM;

— OTTpaBKa THCEeM OT WMeHW 3a0JIOKMPOBAHHOTO TIOJIh30BaTesis CTaHeT HeJoCTynHa (B

CJIy4ae, eCjin ObLIa paHee HaCTpOEHa).

Jliiss GJIOKMPOBKM IOJIb30BaTesIsl ciefyeT Iepedty B pasfen Ilonb3oBaTesn BLIOpaHHOTO
TeHaHTa, Jiajlee BOCIIO0/Ib30BaThCs OHUM U3 CJIeIyIOIIHNX CII0CODO0B:
— B CIIMCKe II0JIb30BaTesleld HaBeCTH KypPCOp MBIIIN Ha HeOOXOAUMYIO CTPOKY, Jlajiee HaXkaTb
Ha KHOTIKY (3;
— JIeBOM KJIaBUINIel MBIIIM BbIOpaTh HY)XHYIO 3allCh B CIIMCKe, Jajlee B OTKPBIBIIEKCS
IIaHeJIM pe/IaKTUPOBaHUs NPOdUIIsS HaXKaThb KHOIKY 3a0JIOKHpOBATh B BepxHel 4acTd

OKHad.

Ha skpaHe NOsSIBUTCS IMAJIOrOBasl MTaHesb, TIPUBe/IeHHas Ha pUCYHKe 14.
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bnokupoeKa nonb3oBaTens

Moka Nnonk3oeaTenk AHTOH CHOOPOE 3a0N0KMPOBAH, OH HE CMOMET BOWTH B
CHCTEMY, 8 TAK¥E NoNyYaTe NMCbMA. OBIKWA DOCTYN K NankaM NonbL3oceaTena
OyOeT 3aKpeIT.

@® Nepepats Kanedpapw nonb3oBaTens

HoEBIA BNageney Kanedgapa 3aMeHuT TEKYIWETD B DONKW OpraHM3aTopa
COBBITHA.

3abnokuwpoBaThb

Pucynok 14 — Jluanor 6;10KMPOBKH MOJTb30BaTeJIs

[Tpu Gri0KVpOBKe 1OJIb30BaTeNIsl IPeJOCTaBJIsIeTCs] BO3MOXKHOCTD Iepe/layi ero KajieHJapeu
IpyroMy Bilajiesiblly. JTO CBSI3aHO C TeM, 4TO IIOCJie y/ajieHWsl I0JIb30BaTelsiss MOIYT OCTaBaTbCS
COOBITHS, OPraHU3aTOPOM KOTOPBIX OH siBJisieTcs. CMeHa Biajiesiblla KajleHJaps Mojjpa3yMeBaeT IMoj
coboii cMeHy opraHuzaTopa y Mojo6HbIX coObiTwil. [lpu BritoueHun mnepekstouatens IlepemaThb
KaJIeHJIapH I0JIb30BaTeJIsl Ha IaHeJM IOSBJISIOTCS TOJs jis BbIOopa KajleHJapeil U UX HOBOTO
Biazienba (cM. pucyHok 15). Ilocne meperauu kaneHjapst y [pyroro Biajiesiblia IOSIBIISIETCS

BO3MO>XHOCTh OTMEHUTD / U3MEHUTh BCTpe4dHu.

b4
EHDKHIJDBI{E none3oeaTtenna
Moka none3aosaTene cxby dsb 3a0M0KMPOBEH, OH HE CMOMET BOWTH B CHCTEMY,
a8 TAKME NONYYaTe NUcbMa. OBWKMIA AOCTYN K NanNkKamM Nons30BaTens Gynet
FAKDBIT

@ Nepepats kaneHaapw nonb3oBaTens

HoBbid BRafeney KaneH4apa 3aMeHHT TeKYLWero B ponM opraHuw3artopa
COOBITHA.

Hoeblid Bnageney

Pucynoxk 15 — Ilepenaya kaneHmapei 1pu 6J10KUPOBKe TOJIb30BATEIS
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AnMuHHUCTpaTOp NpY HEOOXOAUMOCTH TaKKe MOXeT CHSThb OJIOKUPOBKY IOJib3oBaTesis. s
pa30yioKMpoBKM Tob30BaTesss B pasfeiie Ilosib3oBaTesm ciefyeT BOCIIOJIB30BAaTbCS OJHUM U3
CJIeIyIOIIMUX CII0CODOB:

— B CIIMCKe II0JIb30BaTeslell HaBeCTH KypCOP MBIIIM Ha He0OXOIMMYIO CTPOKY, Jjajlee HaXKaTh

Ha KHOTIKY [ ;
— JIeBOM KJIaBUINIel MBIIIM BbIOpaTh HY)KHYIO 3allCh B CIIMCKe, Jajlee B OTKPBIBIIEKCS
IIaHeJIM pe/IaKTUPOBaHUs PO HaXKaTh KHONKY IlapamMeTpsI 0JIOKHPOBKH B BepxHel

YdCTH OKHA.

Ha skpaHe oTkpoetrcs [uanoropas IaHesib pa3bJOKUPOBKYU II0JIb30BATesIsl, KOTOpash Takxke
JlaeT BO3MOXKHOCTb Tepejiaud KajieHAaped moiib3oBaTento (cM. pucyHok 16). Ilocime HaxaTusi Ha

PHBGJIOKI/IPOBHTL OrpaHrUYeH s Hd I10JIb30BATeJIs CHUMYTCS.

Bbnokupoeka nonb3oBaTtens

Moka Nnonk3oBaTens AHTOH CHOOPOE 3aBN0OKWPOBaH, OH HE CMOMET BOWTH B
CUCTEMY, 8 TAKME NONYYaTh NMCceEMa. OOWMA QOCTYN K NanKam Nonsk30BaTens
OyOeT 3aKpeIT.

@® Nepepath KaneHpapw noNb3oBaTens

HoekIA BNageney Kanednapa 3aMeddT TeKYIWErD B PONK OpradM3aTopa
COBBITHI.

J Paa6nokupoBaTb

Pucynok 16 — [Tuanor pa30oji0KUPOBKY MTOJIb30BATES

OcobeHHOCTH BIIOKMPOBKY TOJIb30BaTES
— aJIMMHHCTPATOpP He MoXeT 3abJI0KUpOoBaTh caM cebs;
Orpannyenust Tekyiieit Bepcuu (3.0):

— Ha JIaHHBIK MOMEHT AOCTYIIHA TOJIbKO IIO0JIHAaA 6JIOKI/IpOBKa;
— HeJOCTYIIHA BO3MOXHOCTb HaCTpOﬁKH ABTOMATU4YeCKOM InepeCblIKA micemMm

3a0I0KMPOBAHHOTO T0JIb30BaTeJIsl APYTOMY II0JIb30BaTeIO.

@yHKIMS OIIOKUPOBKU JIOCTYIIHA B Cilydae ycTaHOBKHU [louTel 6e3 uHTerpammu ¢ « MonOduc.
YactHoe obmako». Ilpu wunTerpamum ¢ «MoiiOduc. YactHoe o06aK0» ITPOUCXOAUT TIOJTHAS

6JIOKI/Ip0BKa IOJIb30BaTeIsa 0e3 BO3MOXKHOCTHU rnepeaadyun KaneHnapeﬁ I10JIb30BaTeJId.
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2.4.4.2 biioxupoBka nosn3oBaresisa yepe3 PBM API

Jlist  GJIOKMPOBKU  TIOJIb30BaTeJisl BBINOJHSIOTCS  JIeWCTBUSL U3 paszena JlobGasiieHnue

nosb3oBarenst yepe3 PBM API ¢ ykaszaHuem 3HadyeHus napameTpa inetUserStatus. JlocTynHble

3Hauenust: 0 — 3a0iokupoBaH; 1 — pa360kupoBaH, 2 - MOJIb30BaTeb 3a0JIOKUPOBAH U He TIPUHSIT
MOJTb30BaTe/IbCKOe — coriaimieHde. [lonbp3oBaTesib CO CTaTycoM 2 He MOXeT OTMNpaBisaTh W
MPOCMaTPHBATh MOYTY, HO MMChMA, OTIIPABJIEHHbIE 3TOMY I0JIb30BaTeN0 OYAYT JOCTABISATHCS B €ro
IIOYTOBBIU SIITUK.

[Tpumep GJI0KMPOBKH MOJIb30BaTeNIsl <mail> TeHaHTa <tenant-id>:

curl -X PATCH "https://<pbm url>/v2/users/<tenant-id>/<mail>" \
-—-data-raw '[{ "op": "replace", "path": "/inetUserStatus", "value": "0" }]' \
-H 'Content-Type: application/json-patch+json' \

-H "Authorization: Bearer <access_ token>"

HpI/I YCIIelITHOM BBITIOJIHEHWHN 3dIIPOC BEPHET CJ'[E,HYI-OH_II/Iﬁ OTBeT:

"success": true

2.4.5 Yaaneuue nmojan3oBarens

2.4.5.1 Ypanenue monb30BaTesisi B a/IMUHUCTPAaTUBHON TaHe N

st ynanenusi mpodwis TOb30BaTelsis cliefyeT Tmepeiiti B pasfen Ilosb3oBaTenn
BbIOpAaHHOI'O TeHAHTA, 3aTeM JIeBOM KJIaBUIIIeH MBIIIHN BbIOPATh HYKHYIO 3alIUCh B CIIHCKe.

Jlanee B OTKpBIBIIEMCS NTaHEIHU peIaKTUPOBaHUs IPOduIIsi He0H6X0IUMO:

— HAXaTb KHOIIKY YHaJII/ITb B BerHeﬁ YdCTH OKHaA;

— Hd 3KpPdHe ITOABUTCS OUAJIOTOBAS IIdHEJIb, IIPUBE/IeHHdsI Hd PUCYHKe 17.

ITpu ynanenun mnosib3oBatessl MPefOCTaBIIsIeTCs BO3MOXKHOCTh Iepellayd ero KajeHJapeu
IpyroMy BiaiefibIly. OTO CBSI3aHO C TeM, YTO IOCJe yajieHUsl IMOJIb30BaTessl OCTAIOTCS COOBITHS,
OpraHM3aTOPOM KOTOPbIX OH siBiisteTcsl. [locie yaaneHus: opranuszaTtopa ero COObITHSI HUKTO He MOXKeT
OTMEHUTb WIA u3MeHUTb. (CMeHa Biajiesiblla KajeHJapsl Iojipa3ymMeBaeT 110/ COOO CcMeHy
opraHusaropa y nopo6sbsix cobbithil. [lociie nepenauu kaneHaaps ApPyroMy BilafiellbIly MOSIBIISIETCS

BO3MOXKHOCTH OTMEHHUTD / U3MEHUTh BCTpeYu.
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YnaneHwe nonb30BaTensa

eT QOCTY CHCTEME W BOJMOSHICTE ¥

@ Nepepats KanewaapH NoNL3I0BATENA

OTmMeHa

Pucynok 17 — Jluasnor ynaneHus 1ojb30BaTess

ITpu BriItoueHun nepekiatodaresss IlepemaTh KajdeHZapH II0JIb30BaTeNlss Ha IaHeNIU
TIOSIBJISIIOTCS IT0JIs1 /17151 BBIOOpa KajleHiape U X HOBOTO Bilafiesiblia.

[To HaxaTi Ha YpaauTh OTOOpaXKeHHe YaJeHHOTO II0JIb30BaTesisi B CIHCKe Oyner
OTKJIIOUEHO, HO OKOHYATeJIbHOe yjiajieHre U3 0a3bl JaHHBIX Mpou3oieT Tosbko dyepe3 30 cytok. Ha

IMMPOTA’)KEHHHU 3TOI'0 BpeMeHHU CO3idHHe I10JIb30BaTesisd C aHAJIOTHYHbIM JIOTMHOM HEBO3MOXKHO.

2.4.5.2 Y nanenue nonb3oBares yepe3 PBM API

[Tpu ymanenuu mnosb3oBaTenieid yepe3 PBM API ucnonb3yioTcsi obsi3aTesibHbIe TTapaMeTphl:

tenant-id, mail.
Takum oOpa3oMm, ynajeHde TIOJb30BaTeNisd TeHaHTa <tenant-id> C SIIAKOM <mail>

OCyHeCTBJIIeTCA C/IeAyIOIHUM 3aIIpOCOM:

curl -X DELETE "https://<pbm url>/v2/users/<tenant-id>/<mail>" \
-H "Authorization: Bearer <access token>"

[Tpu ycreniHoM BBITIOJTHEHUU 3aIIPOC BepHeT CJIeAYIOIUI OTBET:

"success": true
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2.4.6 UaMeHeHHe KBOTHI II0JIL30BaTeISA

2.4.6.1 VIameHeHuHe KBOTHI II0JIb30BaTe s B aIMUHUCTPAaTUBHOM NaHe/IN

Jly1st yripaBiieHusl pa3MepoM XpaHWIMINA AJis nuceM mosib3oBarens «MoilOduc» B pasnesne

IToan3oBaTesu HEOOXOIUMO:

1. BribpaTh JieBOM KJIaBUINIeM MBIIIM HY)XHOTO II0JIb30BaTejidi B CIIMCKe TI0JIb30BaTellei
BbIOpAaHHOI'O TeHaHTAa.
2. B oTkpeiBlIEMCSl OKHe NPOQWIS BBeCTH HOBOe 3HayeHHWe pa3Mepa XpaHWIMILA B II0Je

Kgora (cMm. Pucynok 16).

3. Haxxate kHomky OOHOBHUTBH Ui COXpaHeHHs wu3MeHeHM wid KHorky € Hasan,

PACIIOJIO’KEHHYIO B JIEBOM BEPXHEM YIUIy OKHA HpO(i)I/IJ'Iﬂ JJIA BBIXOJd 0e3 M3MeHeHUH.

2.4.6.2 I3mMeneHne KBOTHI I0JIb30BaTes yepes3 PBM API

,HJ'[H M3MEHEHHSI KBOThI MOJIb30BATeNs BBIIIOJIHSIOTCS OEHWCTBUS U3 pa3aeiia PepaktrpoBanue

npodwuiisa nonb3oBatens yepe3 PBM API ¢ ykazaHueM 3HaueHus rapameTpa quota (B balTax).

[Ipumep koMaH[Ib1, 3afatolel KBoTy B 11'0 monbp3oBartesns <mail> TeHaHTa <tenant-id>:

curl -X PATCH "https://<pbm url/v2/users/<tenant-id>/<mail>" \

—-—-data-raw '[{ ": "replace", "path": "/quota", "value": "1073741824" }]' \

op
-H 'Content-Type: application/json-patch+json' \
-H "Authorization: Bearer <access_ token>"

HpI/I YyCIIellIHOM BBITIOJIHEHUH 3aI1pOC BepHeT CJIG,ILYIOH_II/Iﬁ OTBET:

"success": true

[Tpu 3anpoce uHGOPMANKH O TIOJIb30BaTeNIe KBOTa OTOOPakaeTcsl B KWIOOANTax.

2.4.7 [ToniosIHUTeJILHBIE afipeca 3JIeKTPOHHOM I0YThI

HOHOJIHI/ITEJ'IBHI:)IG aJipeca SHEKTpOHHOﬁ IIOYThI UCIIOJIB3YIOTCA JIS ITepPeChbIJIKU ITHUCEM.
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2.4.7.1 TobaBieHre TOMOJHUTEIBHOI0 afipeca B af/IMHHUCTPAaTHBHOH NaHeIn

,HHH HO6aBHeHHH JOIIOJTHUTEJIbHOTO  IMOYTOBOI'0O adjJipeCa IIOJIb30BaTejid B  pa3feiie

ITosb3oBaTenn HEOOXOAVMO BBITIOJIHUTH CIIeAyIOIUe IeMCTBUS:

1. BoiOpaTh /1eBOM KJaBUIlIeM MBIIIA HY>KHOTO TIOJIb30BaTeliss B CIMCKe TIOJib30BaTellei
BBIOpAHHOI'O TeHAHTA.

2. B orkpeiBlIeMcsl OKHe Npowis IOJb30BaTesss B pasfeie JlomosiHUTeNbHBIE ajapeca
3JIeKTPOHHOM MOYTHI HAXXaTh KHOTIKY Jlo6aBuTh agpec (cM. PucyHok 16).

3. B mnosBuBIIEeMcsi T1one Anpec 3JIeKTPOHHON IIOYTHI BBeCTU IIOYTOBBIA ajipec

I10JIb30BaTeJId, 3daTeM BbI6paTb JOMeH M3 BbIIIaJJaroIero CIIMCKa.

4, Haxatp kHOnKy OOHOBHTB Ui COXpaHeHWsT H3MeHeHWH win KHonky < Hasapn,

PacIooXeHHYIO B JIEBOM BepxHeM yIJly OKHa MpoQuis AJis BbIXo/1a 6e3 u3MeHeHUH.

2.4.7.2 [lobaBIeHHe JOMOJIHUTEIHHOrO anpeca dyepe3 PBM API

,HHH HOGBBHEHHH IIOYTOBOI'O dJIMacCa BBITIOJTHAKOTCS JeVCTBUS n3 pa3zaeiia

LlobaBnenvie nonb3osarens yepe3 PBM APl ¢ ykasanuem 3HaueHusi napamerpa alias. Ecm

aJIMaCoOB HECKOJIbKO, OHM YKa3bIBAIOTCS Yepe3 3arsTyio 6e3 mpobera.

[IprMep kOMaH/IBI, 3aAI0IIeH ajrac MoJIb30BaTeNsl <mail> TeHaHTa <tenant-id>:

curl -X PATCH "https://<pbm url>/v2/users/<tenant-id>/<mail> \
--data-raw '\
[{ "op": "add", "path": "/alias", "value": <aliasl>}, \
{ "op": "add", "path": "/alias", "value": <alias2>}]"' \
-H 'Content-Type: application/json-patch+json' \

-H "Authorization: Bearer <access_ token>"

2.4.7.3 'Y nasieHue IONOJIHUTEJILHOTO aJipeca

s yAaieHus JIOTIOJTHHATEJIbHOTO azpeca 3JIeKTPOHHOU MOYTHI B

IaHeJM Ipoduisd I0Ib30BaTes HGO6XO)II/IMO:

1. HaxaTb KHOIIKY m CIpaBa OT CTPOKH JIOTIOJIHUTeJIbHOT'O afjpeca.

2. Haxarp kHomky OOHOBHUTBH 11 COXpaHeHHs] W3MeHeHMA WM KHOnkKy 4 Hasan,

PAacIIoJIOXKEeHHYIO B JIEBOM BepxHeM YIIy OKHa poduis 1yist BbIxo/ia 0e3 U3MeHeHUH.
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2.4.7.4 'Y naneHue ONOJHUTEILHOrO aapeca yepe3 PBM API

HpI/IMep KOMaH/bI, y,[[aHHIOLHEﬁ BCe a/Iachl MoJib30BaTesid <mail> TeHaHTa <tenant-id>:

curl -X PATCH "https://<pbm url>/v2/users/<tenant-id>/<mail>" \

—-—-data-raw '[{ "op": "remove", "path": <pathl> },

{ "op "remove", "path": <path2> }]' \

-H 'Content-Type: application/json-patch+json' \

-H "Authorization: Bearer <access_ token>"

HpI/I YCIIelITHOM BBITIOJIHEHWHN 3dIIPOC BEPHET CJ'[E,HYI-OH_II/Iﬁ OTBeT:

"success": true

2.4.8 VisMeHeHuHe napoJis N0JIb30BaTeJIs

2.4.8.1 I3mMeHeHNe napoJisl 0JIL30BaTeIsA B a/IMUHUCTPAaTUBHOM NaHe !
s u3meHeHus mapoJis rnonb3oBaTens «MonOducy B pasneiie Ilosb3oBaTenn He0OX0MMO:

1. BoiOpath B 00IIeM cIUCKe IOJIb30BaTelis, MApoJib KOTOPOTO HEOO0XOJUMO H3MEeHUTb,

3aTeM JBOMHBIM KJIMKOM MBIIIH OTKPBLBITH [IdHeJIb PeIdKTHPDOBdAHHW.

2. B otkpeiBIIieMcss OkHe mpodwiis mMojib3oBaresss B paszzaeie CMeHHUTHh Hapojib BBECTU

HOBBIY NTAPOJIb N0JIb30BaTesis B noyisix HoBeiil maposs v IloBTOpHuTe nmaposisb.

3. Haxatb kHOmKy OOHOBHTBH [JI1 COXpaHeHHs W3MeHeHWM Wi KHornky 4 Ha3sapn,

pacIoJioXkKeHHYI0 B JIeBOM BepXHeM YTy OKHa NpOoduIis [Jis BbIxojia 6e3 U3MeHeHUH.

TpeboBanus K MaposTi0 pUBeieHb! B I1aBe JlobaBieHue IoIb30BaTells.

2.4.8.2 I3menenue napoJist nojb3oBaresisa yepe3 PBM API

HJ'IH H3MeHeHHs IapoJid I10JIb30BaTeJIs1 BBITIOJTHAIOTCS JEerCTBUS us3 pas3neiia

PenaktrpoBanue npodus noiab3oBaTesis JaHHOTO PYKOBOJICTBA C yKa3aHMeM 3HAaueHUs IlapameTpa

userPassword.

IIpumep koMaHIbl, 3afarolled IAapojib <password> II0Jb30BaTeslsl <mail> TeHaHTa

<tenant-id>:
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curl -X PATCH "https://<pbm url>/v2/users/<tenant-id>/<mail>" \

-—-data-raw '[{ "op "replace", "path": "/userPassword", "value": "Reader02" }]'

\
-H 'Content-Type: application/json-patch+json' \

-H "Authorization: Bearer <access_ token>"

HpI/I YCIIelITHOM BBITIOJIHEHWHN 3dIIPOC BEPHET CJ'[E,HYI-OH_II/Iﬁ OTBeT:

"success": true

2.5 PaboTa c rpynnmamMu pecypcoB

Pecypc B «MoitOduc [Toura» npeyictaBiisieT COO0M HHCTPYMEHT Jijisk pabOThI C 3aHUMaeMbIMU
Ha 3a/IaHHBIA TIPOMEXYTOK BpeMeHH OObekTaMu. B Bujie Takux 0OBEKTOB MOTYT BBICTYIATh,
HalpyUMep, BUPTyaJibHbIe WK pU3ndeckre TeperoBOPHbIe KOMHATBI. TakuM 00pa3oM, MOJTb30BaTeIN
MIOYTOBOTO KJIMEHTA MMEIOT BO3MOXHOCTh OpPOHUPOBAaTh 3TH OOBEKTHI (T.e. HEMOCPEeJCTBEHHO
pecypchl), a uHpOpMaI|s 0 HUX OyIeT BUIHA BCEM IOIb30BaTENISIM TEHAHTA MPU CO3[AHUHU COOBITHS
B KJ/IUEeHTe.

Jlyist Hadama paboThl C THCTPYMEHTOM HeOOXOJIMMO CO3/IaTh B TEHAHTE CIiellhajibHble TPYTIIbI

141 I[O6EIBI/ITI) B HUX IIJIaHHWPYeMble K NCII0JIb30BAHUIO PeCypPCHhI.

2.5.1 Co3pmanue rpynnsl pecypcoB B aiAMHHUCTPAaTHBHOM NaHeIH

YroOBl CO37aTh HOBYIO TIpPYIIy PpecypcoB, B aJMHHHCTPAaTUBHOM IIaHeIM HeoOXOJUMO
nepeiity B paszies1 I'pynmsbl pecypcoB 1 Haxxath kHONIKy HoBasi rpynma pecypcoB. B npaBoii yactu

paboueli 061aCTH OTKPOETCS TaHeJIb BBO/IA UMeHU HOBOM rpymnnbl (cM. PucyHok 18).
Jl51st no6GaBiieHNst HOBOY I'PYTIIIbI peCypCoB CllelyerT:

1. B none HazBaHue rpynmbl pecypcoB BBeCTHU UMl CO37JaBaeMOM TPYIIIIHI.
2. Haxatp kHonKy CoOXpaHMTB Ul CO3[laHUS TPYIIIBI C YKa3aHHBIM MMeHeM WM KHOIKY

OTMeHa IJIsE OTMEeHBI CO3IdHMS I'PYIIIBI U BBIXOdd 0e3 COXpPaHeHUH.
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Pucynoxk 18 — Co3pnanue rpyniisl pecypcos

B pesyinbrare onepanuu B ciivicke 6yzeT oTobpakeHa HOBasi FpyIIa.

2.5.2 Co3pmanue rpynnsl pecypcoB yepe3 PBM API

s mosydeHWs] CHMCKa YKe UMMEIOIIMXCSl TPYIIl pecypcoB TeHaHTa <tenant-id>

(oOs13aTenbHBIN MapaMeTp tenant-id) HEOOXOAUMO BOCIIOIb30BAThCSI KOMAHJIOM BU/IA:

curl -X GET "https://<pbm url>/v2/resourcegroups/<tenant-id>" \

-H "Authorization: Bearer <access token>"
Co3znaHue TpyIIbl peCypCcoB BBITIOTHSIETCS KOMaHAOW CIeAyIoIIero BUia:

curl -X PUT "https://<pbm url>/v2/resourcegroups/<tenant-id>/<name>" \

-H "Authorization: Bearer <access token>"

I'me <name> — 1M co3gaBaeMoy I'pyMIIbl, 06s3aTeNIbHBIN TapaMeTp.

2.5.3 YnajieHue rpynibl pecypcoB B aAMUHHCTPAaTHBHOMH ITaHe N

Il yaaneHus Tpyninbl pecypcoB HeobxoauMo nepeiTy B paszen I'pynnbl pecypcoB, 3aTeM
BbIOPATH JIeBOM KJIaBHILIEN MBIIIY HY>KHYIO IPYIIITy B CITMCKe.

):[anee B OTKPBIBIIEMCH ITdHEJIM CO CIIMCKOM I'PYIIIIbI peCypCoB H806XOJII/IMOZ

— HaxaTb KHOIIKY [[] B BepxHeii MpaBoii 4aCTH OKHa;
— TOATBEpPIUTb HeOOXOOMMOCTb y/ajleHHWs B  OTKPBIBIIEMCS JIMAJIOTOBOM  OKHe

(cm. Pucynok 19):
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YOanuTe rpynny pecypcoe

Bkl ASACTEMTENLHD XOTHTE YOanuTe rpynny pecypcos HoeaA rpynna 7

OTmena Yoannte

Pucynoxk 19 — [logTBepxieHre yaaieHus FPyIIIbl peCypCcoB

['pymnma pecypcoB OyzeT ynaneHa U3 CIIMCKa.

2.5.4 IleperimeHOBaHMe IrPYIIIBI PECYPCOB B aIMHHICTPAaTHBHOH MaHeIH

Jlyis nepeMeHOBaHUsI IPYIIIIBI PeCypPCOB HeOOXOUMO IlepeiTy B pa3zen I'pynnsl pecypcos,

3aTeM BbIOpaTh JIeBOU KJIaBUIIIeH MBIIIN HY>KHYIO TPYIITY B CIIHCKe.

Jlanee B OTKpBIBIIEMCSI [aHEJW CO CIIMCKOM pecypcoB HeoOXO/MMO OTpelJaKTUpOBaTb MUMS

I'PYyIIIIbL B ITIOJIE C UMeHeM U HaXXdTb KHOIIKY HEPEI/IMEHOBHTL.

Wms rpynnel OyieT 06HOBJIEHO.

2.5.5 IlepenmeHoBaHue rpynnsl pecypcoB 4epe3 PBM API

,HJ'IH I[IoJIy4deHus CIIMCKa YXe HWMEIIIUXCda TIPYIIl peCypCOB TeHaHTAa <tenant-id>

(065[38T€J'[beII>1 napamMeTp tenant-1i d) HEO6XO}:[I/IMO BOCIIOJIb30BaThCS KOMaH/I0M BU/IA:

curl -X GET "https://<pbm url>/v2/resourcegroups/<tenant-id>" \

-H "Authorization: Bearer <access_ token>"

HQPEI/IMEHOBHHI/IQ T'pPyIIIbl peCypCOB BBIIIOJIHACTCS KOMaHJIOH dleagyromero Bua:

curl -X PATCH "https://<pbm url>/v2/resourcegroups/<tenant-id>/<name>" \

—-—-data-raw '[{ " ": "replace", "path": "/name", "value": "newName" }]' \

op
-H 'Content-Type: application/json-patch+json' \

-H "Authorization: Bearer <access token>"

I'me <name> — UM TpymIiel, <newName> — HOBOe UMsI TPYIIIBL.
2.5.6 Ymanenue rpynnsl pecypcoB yepe3 PBM API

HpI/I YAdJlIeHnHu I'pyIlIibl peCypCcoB BMeCTe C HeM YAAJIAKOTCA BCe BJIOJKEHHBbIE B Hee peCypChl.

,Z[JIH BBIIIOJIHEHUS JeHCTBUS H806XOHI/IMO BOCIIOJIb30BAThCSI KOMAHIOM cliegyromero Byaa:
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curl -X DELETE "https://<pbm url>/v2/resourcegroups/<tenant-id>/<name>" \

-H "Authorization: Bearer <access_ token>"

['me <name> — UM4 yzansieMou IPyIIIIbL.

2.6 PaboTa c pecypcamu

2.6.1 [TobaByieHHne pecypca B aAMHHICTPAaTHBHOM MaHeIN

Yrobbl 106aBUTH HOBBIM pecypc B TPYIIy pecypcoB, HeoOXOAWMO IiepeidTH B pasfien
I'pynnsl pecypcoB B aJMUHUCTPATHBHOM IaHeIW W BbIOpaTh IPymIy, B KOTOPYIO He0OXOIUMO

nobaBUTh pecypc. B mpaBoii yactu paboueii 061acTh OTKpPOETCs IlepeyeHb PecypcoB, BXOJSIINUX B
TpyImy.
Hanee cnenyer:
1. Haxatb xHonky HoBbIi pecypc, 4TOOBI 3aII0/THATS T10J151 BHOBb CO37JaBaEMOI0 pecypca.
2. B otkpeiBiiemcs okHe BBecty Ums, Anpec, I'opoa, Onucanme (cMm. Pucynok 20).

3. Haxatp kHonky CoxpaHUTH i CO3[]aHUs pecypca Wi KHONKy OTMeHa i OTMeHbl

CO3/1aHHs pecypca U BbIXo/ia 6e3 coXpaHeHUsl.
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— HoBkIi pecypc

A

Anpec @ Testru~

[opog

CJnucaHne

Pucynok 20 — Co3manue HOBOTO pecypca

B pe3sysibTaTe omepaiuu HOBBIN pecypc GyneT oToGpakeH B CITMCKe PeCypcoB, BXOJSIIUX B

TeKyIIyIO IpyIIly.

2.6.2 [TooaBienue pecypca yepes3 PBM API

I[J'ISI IOoJTydeHrsa CIHMCKa YyXe HMeIOIIHUXCd peCypCOB B TeHdHTe <tenant-id> TPYIIIbI

<gname> HEO6XOJII/IMO BOCIIOJIb30BaThCSl KOMAaHOOM BUA:

curl -X GET "https://<pbm url>/v2/resources/<tenant-id>/<group>" \

-H "Authorization: Bearer <access token>"

['me group — UMs co3raBaeMoU TPYTIIbI.

[TapameTpsl tenant-id ¥ group 00s13aTeNIbHBI K YKa3aHHUIO.

Co3pganue pecypca B TeHaHTe tenant-id BbIIIOJIHSIETCS KOMaHI0oM clleayromero Byaa:
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curl -X PUT "https://<pbm url>/v2/resources/<tenant-id>/<group>/<mail>" \
-d "displayName=<displayName>" \

-d "description=<description>" \

-d "l=<1>" \

-d "employeeType=<employeeType>" \

-H "Authorization: Bearer <access_ token>"
I'ne obsi3aTenbHbIE TapaMeTphl:

— displayName — UM CO3JaBaeMOI0 pecypca;
— group — UM4 CO3[aBaeMOi I'PYIIIILL;
— mail — co3daBaeMbld IJis pecypca IOYTOBbIM siuK. [Io upgeHTMUKATOPY AAaHHOIO

SIIMKA pecypc A00aBIsieTcs B COOBITHE.
HeoOs3aTenbHbIe MTapaMeTphl:

— description — OIMCaHHe pecypca;

— 1 —ropon, yKa3blBaeMbI{ [Jig pecypca.

— employeeType — IapamMeTp OTOOpa)keHHsl I0JIb30BaTesisl B ajpecHOM Kuure. 0 —
oToOpaXkaeTcsl TOJIBKO B IpeiylaraeMblx KOHTakTax, 1 — oToOpakaeTcsi B CIIMCKe

IpeJylaraeMbIX KOHTAKTOB U KOJUIer, 2 — He 0ToOpakaeTcsl.

Pecypc mosxeT ObITh co311aH TosIbKO B I'pymnme pecypcoB.

2.6.3 O0HOBJIEHHE pecypca B a/IMHHHCTPAaTUBHOH MaHeIN

Il oOHOBIeHUsT pecypca HeoOXO[uMMO IlepedTH B pasfesn I'pynmel pecypcoB, 3aTeM
BbIOPATH JIEBOU KJIaBUILIEH MBIIIY HY>KHYIO IPYIIITy B CIIMCKe.
Jlanee B OTKPBIBIIEMCS TIAHEIM CO CIIHCKOM PECYpPCOB HAXaTh KHOIKY # Ha BEIGPAHHOM

pecypce.

B oTkpeiBlIelics NaHenu OTpelakTHPOBAaTh HEOOXOAWMBbIe IOl pecypca, 3aTeM HaXkaTb

kHonky CoxpaHuts (cM. Pucynok 21).
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— HoBkIi pecypc

A

Anpec @ Testru~

[opog

CJnucaHne

Pucynok 21 — Ilanenb pefakTHpoBaHUs pecypca

2.6.4 OoHoBenue nHpopmaiuu o pecypce uepe3 PBM API

CucreMa HO3BOJISIET JIONOJHATH U OOHOBIISATH MHQOPMAIMIO 00 yXKe CO3MAaHHBIX pecypcax.

HHH HOI[O6HBIX OHepaHI/Iﬁ clleqyeT BbIIIOJIHUTb KOMAHAY ClleAyroero B1uja:

curl -X PATCH "https://<pbm url>/v2/resources/<tenant-id>/<group>/<mail> \
--data-raw '[{ "op": "replace", "path": "/displayName", "value": "test2res" }]' \
-H 'Content-Type: application/json-patch+json' \

-H "Authorization: Bearer <access_ token>"

OmnucaHue mapaMeTpoB aHAJIOTWUYHO IPUBeJeHHOMY B pasfiesnie [lobGaBieHue pecypca depe3

PBM API. [TouyToBbIi SIIMK pecypca U IpyIny, B KOTOPOW OH COCTOUT, U3MEHUTh JaHHBIM METOJIOM
HeJIb3sl.
Jlns mpeBpamieHusi pecypca B ZOOM-KOMHATy IIOCJle CO3[@aHUsl pecypca HeoO0XOAWMO

OTpeJaKTUPOBaTh K04 psn/zoom B ETCD Browser (cm. pa3nen Hactpoiika ETCD).

© 000 «HOBBIE OBJTAYHBIE TEXHOJIOT'MW», 2013-2024



MonOdounc

2.6.5 YnaneHue pecypca B aiIMUHUCTPAaTUBHON NaHeJIH

Jlnst ynaneHus pecypca Heo0XoauMO IepedTd B pasfen I'pynmsel pecypcoB BbIOpaHHOIO

TeHaHTa, 3aTeM BbIOpaTh JIeBOM KJIaBUIIIEH MBIIIN HY>KHYIO TPYIITY B CIIHCKe.

Jlanee B OTKpBIBIIEMCSI IIaHEJIM CO CIIMCKOM peCcypCcoOB HaXXaTb KHOHKymHa BbIOpaHHOM
pecypce U TOATBEPJUTb HEOOXOAUMOCTb yIajJeHWss B OTKPBIBIIEMCS [WAJIOTOBOM OKHe

(cM. PucyHok 22).

Yoanute pecypc

Bbl AefCTEMTENLHO ¥O0TWTE YOanuTe pecypc rooml ?

Pucynok 22 — IloaTBeprkieHre yaaieHus pecypca

Pecypc byzet ynanen U3 cmcka.

2.6.6 Ynanenue pecypca yepes PBM API

s ypaneHuss pecypca HeoOXOJMMO BOCIOJIb30BaThCS KOMAHJIOW Cllelylollero BHAA
(mpuBesieHa /171l TeHaHTA <tenant-id> pecypca <mail>):

curl -X DELETE "https://<pbm url>/v2/resources/<tenant-id>/<group>/ \

<mail>" -H "Authorization: Bearer <access token>"

2.7 Pabora c pacchuikaMu

2.7.1 Co3pmaHue rpynnsl pacChbUIOK B aIMUHUCTPaTHBHOM NaHe !

YToObl CO3/1aTh HOBYIO TPYIIYy PpacChUIOK B aJMUHUCTPATHBHON TIaHEIM Heo0XO0IUMO
nepedTd B paszaes I'pynmbl pacchuikM U HaaTh kHOlky HoBas rpymma pacceuiok. B mpaBoit
yacTu pabodeil 0OIaCTU OTKPOETCs MaHesib BBOJA JIAHHBIX Ipynmnbl (cM. PucyHok 23), conmepxanias

cliegyromnire I10Jis:

1. HWwms rpynmnsl 4 ajpec COOTBETCTBYIOIIETO el IOYTOBOIO SIITUKA.
2. JloMeH rpymnibl pacChUIOK - BBIIAAAIOIINN CIIMCOK, COJIeP>Kall[i TOCTYITHbIe BADUAHTHI.
3. CHIMCOK Yy4aCTHUKOB T'PYIIIbI - BBIMAIAIOMIMM CITUCOK, COJEPKAlllUii UMeHa BO3MOXKHBIX

Y4dCTHHUKOB.
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4. dnaxox OTKIOHATH COOﬁ]]_IeHI/Iﬂ, OTIIpABJIEHHbIE IpyIlIe C BHECIIHUX dApecoB [Jid

HaCTpOﬁKH TIOJIy4YeHHs BHEIIITHUX IM1MceM JTAHHOM rpyi1iie paCCbhbUIOK.

Iiis Toro, uroObl fAaHHas (QyHKUMS paboTana, MPU YCTAaHOBKe He0HX0IuMO
BKJIIOUHTH BO3MOXKHOCThH 3alpeTa JIOCTaBKH IMMHMCeM Ha TPYMIIbI C BHEITHUX aJ[PecOoB
A MIOCPe/ICTBOM YCTAaHOBKU 3HAYeHUsI True VS nepeMeHHOM
postfix.distribution_groups_moderation (cm. paszgen «HacTtpotika

JIOTIOJIHUTEeJIbHBIX IlapaMeTpOB yCTaHOBKW» PykoBojicTBa 1o yctaHoBke CepBepa).

5. Knomnka myist coxpaHeHHs JaHHBIX HOBOM rpymibl (COXpaHUTB).

w - [m] x
3 P& Admin *
= @ mailadmin-app.ru/# maillists/maillist/new o o= W
HoBas rpynna
default - () Hoean rpynna pacceinok Py
MoMTOBbIE AOMEHH! Mg
TOUTORR AWIME FpyNnp @ adams.org -
Mons2osaren
Walters, Robles and Madden m
Fpynnel pECYPCOB YUECTHUKY -
Dorsey-Christian m
Mpynnbl pacceNok
() oTenosATs coofiueHns, OTNPABNEHHEIE MPYRNE C BHEWHNY AADECOR
Cock, Davis and Frederick m
OTMEeHa

Pucynok 23 — [1anenb co3anust pymibl paCChUIOK

I[To HaxxaTuu Ha CoxpaHUTH OyJieT co3/laHa HOBasl FPYTIIa PacChIIOK.

2.7.2 Co3pmanue rpynnsl paccbuiok 4epe3 PBM API

1. Jlng momydeHWsI CIMCKA y)Xe HMEIOIIMXCSl TPYIIl PacChUIOK TeHaHTa <tenant-id>

HeoOXO0IUMO BOCIIOJIL30BaTLCS KOMAHIOM BUAA:

curl -X GET "https://<pbm url>/v2/maillists/<tenant-id>" \

-H "Authorization: Bearer <access_ token>"

I'me:

— tenant-id — TeHAHT BBIIIOJIHAEMON Ollepaliuy, 00si3aTeIbHbIN ITapaMeTp.

2. Co3naHue TpyIIbl PACCHUIOK BBITIOIHSIETCS] KOMaH/IOHN CIleAyIolero BUaa:
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curl -X PUT "https://<pbm url>/v2/maillists/<tenant-id>/<mail>" \
-d "alias=<alias>" \

-d "displayName=<displayName>" \

-d "employeeType=<employeeType>" \

-d "accessTo=local only" \

-H "Authorization: Bearer <access_ token>"

I'e o6s13aTeIbHBIMU [TapaMeTpaMH SIBJISIIOTCSL:

— tenant-id — TeHaHT BBHIIOJIHIEMOM Ollepalyy;

— mail — IOYTOBBIM SIIUK IPYIIIBI PACCHIIOK;

— alias — yYaCTHUKM Tpynnbl pacchiiok. CHHTaKCUC yKa3aHUs IMOYTOBBIX SIIHWKOB U

aJIacoB [yid KOMaHAb! CIIeNyIOIUNI:
-d "alias=[<aliasl>,<alias2>]"

— displayName — 0To6pa>1<aeMoe UMS CO3[laBaeMOM TPYIIIbI PACCBLIIKH;

Heobs3aTenbHble TapaMeTphl:

— employeeType — BapuaHT OToOpakeHHWsl IIOJIb30BaTessl B ajapecHOM kuure: (0 —
orobpaXkaeTcsi TOJBKO B Ipe[ylaraeMbIX KOHTakKTaX, 1 — OToOpakaeTcsi B CIIHUCKe
npejijlaraeMbIX KOHTAaKTOB U KOJIIer, 2 — He 0ToOpakaeTcsl. 3HaYeHue 10 yMoJT4aHuio 1;

— accessTo — BO3MOXHOCTb TOJIy9eHUs IMMHCEM TOJbKO BHTYDPH CTeHJa, 3Ha4yeHHWe II0

ymoirdanuio local_only.

3. HJ’I?I MoJIy49eHusd I/IHCl)OpMaI_H/II/I 6} KOHerTHOﬁ rpyiire HUCIoJb3yeTCsa KOMdH/la CJlieAyroiero

BUaaA:

curl -X GET "https://<pbm url>/v2/maillists/<tenant-id>/<mail>" \

-H "Authorization: Bearer <access_ token>"

I'e o6s13aTeIbHBIMU [TapaMeTpaMH SIBJISIIOTCSL:
— tenant-id — TeHaHT BLINIOJIHIEMOU OIlepalyy;

— mail — IOYTOBBIX SLIUK IPYIIILI PACCHUIOK.

2.7.3 PejakTHpoBaHue rpyninbl pacChbyIOK B aIMHUHUCTPAaTHBHO ITaHeJIH

Yrobbl OTpenakTUpOBaTh TIPYNIy PacChbUIOK, B aJIMHUHUCTPAaTUBHOM IaHeIM HeoOXOIHUMO

nepeity B paszies1 I'pynmsel paccbUIKH U BBIOPATh B CIIMCKe He0OX0/IMMYIO Ipymily. B mpaBoi 4yacTtu
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paboueii 067acTM OTKpoOeTCs TaHelb BBOJA JaHHBIX rpymmbl (cM. PucyHok 24), conmepkarmas

cllegyromye I10Jis:

PepakTupoBaHue rpynnbi

KA rpynn.i

Hogas rpynna| groups_maillist @ black.appru  ~

YYacTHUKM P

userblack@black. myoffice-app.ru

D OTKNOHATE I:'DDEILLI,EHHH, OTnpaeneHHpIE rpynne C BHEWHWX anopecoe

Pucynoxk 24 — [1aHenb peJaKTUPOBAHMS TPYTIITBI PACCHUTKH

ITo HaxxaTnu Ha CoxpaHUTH Oy/ileT 0OHOBJIEHA IPyIIa PaCChUIKU.

2.7.4 ObHoOBJIeHHe rpynIbl pacchlioK Yepe3 PBM API

Cucrema mo3BOJISIET JOIIOJIHATE H OOHOBIISITH I/IHCl)OpMaI_II/IIO 00 UMernuxcsa Ha cepBepe

I'pyIirax paCCbUIKH. HJ’IH HO)IO6HBIX onepam/lﬁ cjlefyeT BbIIIOJIHUTb KOMdHAY ClleAyromero Bruid:

curl -X PATCH "https://pbm-gost.myoffice-app.ru/v2/maillists/<tenant-id>/<mail>"
\
-H 'Content-Type: application/json-patch+json' -H "Authorization: Bearer s$token"
\

——data-raw \

"[{ "op": "replace", "path": "/displayName", "value": "testgroup" }, \
{ "op": "add", "path": "/alias", "value": <aliasl> }, \
{ "op": "add", "path": "/alias", "value": <alias2> }]'
['ne:

— tenant-id — 00s3aTeNbHBIN TApaMeTp, TEHAHT BHITIOJIHSIEMOM Ollepalyy;

— mail — obs3aTeNbHbIN TapaMeTp, I0YTOBBIH SIITUK IPYIIILI PACCHIIOK.

[TapameTpsl [Jis M3MEHEeHUSI:
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— displayName — HeobsI3aTeNIbHBIN ITapaMeTp, 0TOOpaXkaeMoe UMl TPYIIIbI PaCChIIOK;
— alias — HeoOs3aTesJbHBIA IApaMeTp, MpPH IOMOIIX JAaHHOTO IIapaMeTpa BO3MOXHO

N00aBUTh YYaCTHHKOB B I'PYTIITY PAaCCHUIKU.

2.7.5 YpasieHue rpynnbl pacCbIOK B aAMUHHUCTPAaTHBHOMH ITaHe I

Jliis ynaneHust pecypca Heo6X0uMO IlepedTy B pasfes I'pynmbl pacchLiok HeoOX0aUMOro
TeHaHTa, 3aTeM pAJOM C HeobXOAMMOM TIpyNmoi HaxaTh KHONKy [IJ, Jamee MOATBEPAUTH

He0OXOIMMOCTb yJlaJieHusl B OTKPBIBIIIEMCS IMAJIOTOBOM OkHe (cM. PucyHok 25):

Yoanute pecypc

Bbl AefCTBMTENBHO XOTHTE YO4anuTe pecypc rooml ?

Pucynoxk 25 — ITogTBeprk/ieHre yaasieHyst TPYIIbI PACChUTKA

Bribpannas rpymnmna 6yieT yjiajgeHa 13 CIIMCKa.

2.7.6 Y manenue rpynmsl paccbuiok 4epe3 PBM API

,HHH yaajieHus TpyIllbl paCCbIIKA HeO6XOHHMO BOCIOJIb30BaTbCSI KOMaHOOM dleayromero
BUaaA:

curl -X DELETE "https://<pbm url>/v2/maillists/<tenant-id>/<mail>" \

-H "Authorization: Bearer <token>"

I'ne:
— tenant-id — 00si3aTesIbHBIN [MapaMeTp, TEHAHT BBITIOJIHSEMOM Ollepallvy;

— mail — obs3aTesIbHbIN TapaMeTp, TOYTOBBIH SIIIHUK IPYIIIbI PACCHIIOK.

2.8 CuHXpoHU3anMs a/IpeCHON KHUT'Y C BHEIIIHUMH MCTOYHHKAMU JaHHBIX

Ha nmaHHBIM MOMEHT MOJJIep>KHBAeTCs CUHXPOHU3aIus ¢ butpukc 24 u ciry>x00ii KaTajaoros.
[lepen wucnonmb3oBaHMEM MeTOAOB HeobxoauMo 3amojiHuTh 3HaueHus B ETCD  Browser

(services/ad wWwWmM services/bitrix24, cm. pasgen Hacrpoiika ETCD  pganHoro

PYKOBO/ICTBA).
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s Butpukc 24 ucnonb3yercss meron POST c obsi3aTesibHBIM IapaMeTpoM tenant-id,

npuMep:

curl -X POST https://<pbm url>/v2/actions/cabsync/ \

<tenant-id>/bitrix24 -H "Authorization: Bearer <access_ token>"

Jlist cmy>k6 kaTajoroB BO3MOXKHA CUHXPOHU3ALMS TPYIIIL:

curl -X POST https://<pbm url>/v2/actions/groupsync/ \

<tenant-id>/ad -H "Authorization: Bearer <access_ token>"
u IIoJIb30BaTesiel:

curl -X POST https://<pbm url>/v2/actions/cabsync/ \

<tenant-id>/ad -H "Authorization: Bearer <access_ token>"

2.9 Pabora c nucbMaMu

2.9.1 Ilouck u ynajieHue nuceM

Omnepalnuu 1oMCKa M yIaJleHusl TIMCeM pean3yloTCsl [P MOMOIIM KOHCOIbHBIX KoMaHp [10
dovecot, BHIIOJHSIOIMIMXCS Ha CepBepe IMIOYTOBOM CITY>KObI CIIy0ObI C poJIbIO mail U3-110]1 aKKayHTa

agMuHKcTparopa. lepes ucnonHeHreM KOMaH] HeOOXOIMMO 3aiTH B KOHTeWHep MOYThl Ha CepBepe:

docker exec -it $(docker ps -qf name=dovecot) bash

2.9.2 Ilouck mo cogep:KuMoMy IMUCeM

Jl7isi BBINIOJIHEHHs TOWCKA II0 COAEepXXMMOMY HeOoOXOJIMMO BBIMIOJMHUTH KoMaHAy doveadm

search c oIHMM U3 CllelyIOIINX KII0Yeu:

— -U — IIOMCK TI0 KOHKPeTHOMY IIOYTOBOMY sIIUKYy. JlomyckaeTcsi ucrosib3oBanve macku (¥
u?);

— -A — TIOMCK 110 BCeM T0JIb30BaTeJIsIM;

— ISl IOMCKA 110 KOHKPETHOMY KaTajioTy B Mpoduile MOJIb30BaTelisi He0OX0IMMO yKa3aThb ero
Ha3BaHMe I10oCJIe MapaMeTpa mailbox;

— K/IF049eBas c])pa3a IIOMCKA YKd3bIBAETCS I10CJIe ITapaMeTpa subject.

HpHMep KOMaH[Ibl, KOTOpas BBINOJIHAET IIOMCK IIOMCK KJ/II0OYeBOI'O CJI0OBa «example» B

KaTajore INBOX MOYTOBOIO fAIIMKA user@example.com:
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doveadm search -u user@example.com mailbox INBOX subject example

Ecmm HEO6XOI[I/IMO BBLITIOJIHUTL O0Jiee TOYHBLIM MOMCK IO TeMe, HeOGXO,I[I/IMO HCIIOJIb30BATH
napametp HEADER [Jis1 TIOMCKA IIO 3arojIOBKy IIMCbMa, FROM Wi TO — JyId IIOMCKA IIO MOJISIM

OTIIpAaBUTeEJIb U 110JIy4dTeJIb. HpI/IMep IIOMCKa I10 BCeM {IIIHUKaM 3arojIoBKa MUCbMa «example»:

doveadm search -A HEADER example

2.9.3 IIpocMoTp CcoOmepKUMOro HaliIeHHBIX IICeM

Hatinennsie nrcbMa oToOpaXkaloTcsl B BUZE CIIMCKA C YKa3aHUeM ujleHTh(dUKaTOpa IOYTOBOrO
AIMKa mailbox-guid U ueHTUdUKATOpa MUchbMa uid. [lJis MpocMoTpa CofiepXKMMOro HaWgeHHbIX

1ceM B dovecot HCIOJIb3yeTCsl KoMaHaa fetch c omgHuUM U3 Clleyromunx KJIIOYen:

— -U — BBIIIOJIHEHUE KOMaH/bl [IJI1 YKd3dHHbIX SIUKOB;

— -A — BpIIO/IHEeHHEe KOMAaHbI JIJIS BCeX SIIUKOB cepBepa,

— I[IOCJIe KJII04Ya B KOMdH/Ie€ YKd3bIBAIOTCY KejlaeMble JId OTO6pa)KeHI/Iﬂ 3JIeMeHThI ITMCbMad (B
KaBbIYKdX 4Yepe3 HpO6€H)Z body — Tejmo mucbMa, hdr — 3arojioBOK IIMCbMa, text —
3aroJIOBOK M TeJIO ITMCbMad BMeCTe U T.[.;

— Jjajlee B KOMaHJle YKa3bIlBaeTcsa mailbox—-guid M uid.

[Tpumep KOMaH/IbI [ 0TOOpasKeHHst COJIeP;KUMOrO ¥ 3arojIOBKa MUCEM M3 MOYTOBOTO SITHKA
nojyib3oBaTeNist user@example.com ¢ upeHtudukaropom 403dcf30048f9e601b100000654d370e wu

uieHTUdUKaTOpaMu McbMa 2 U 3:

doveadm fetch -u user@example.com "text" mailbox-guid \

403dcf30048f9e601b100000654d370e uid 2,3

2.9.4 Ynanenue nuceMm

YnaneHI/Ie Im1MceM M3 IIOYTOBLIX JIUKOB OCYIIECTBJIATCH IIPpU IIOMOIIX KOMdH/bI expunge co

CJIeIyIOIUMU KJII0YaMU 1 TTapaMeTpaMu:

— -u — TOWCK W YyJajieHWe TIMCeM B KOHKPETHOM TIOYTOBOM  SIITUKE, JOIMyCKaeTCs
HCIOJIb30BaHue Macku (¥ u ?);

— -A — TIOUCK U yJjaJieHre TIFCeM BCeX T0JTh30BaTellel;

— Ui yHIaJeHus MHMCeM M3 KOHKPeTHOTO Kartajora B Mpodusie Moab30BaTesis, HeoO6X0IuMOo

yKa3aTb ero Ha3BaHMe I0cJyie TapameTpa mailbox;
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VY nanenue nvcem 1o KiIr04eBbIM ¢ppazaM IPOM3BOAUTCS IIPY IOMOIIY [TapaMeTPOB:

— BODY - nowuck xitoueBbIx ¢pa3 M0 COJIePXKUMOMY ITUCHMa;
— FROM - nowuck kitoueBbIxX ¢ppas 0 OTIIPaBUTEIIIO [TMCHMa;

— HEADER - nouck k1toueBbIX (ppa3 10 3ar0JIOBKY IIMCbMa.

[Ipumep komaHABI yIajeHus Bcex MHCEM OT aBTopa spam@example.com B kaTajiore spam

0JIb30BaTesIs user@example.com:

doveadm expunge -u user@example.com mailbox spam FROM spam@example.com

Bosee mosipo6HO 0 mapameTpax KOMaH/I B pyKOBOZCTBe 110 dovecot:

— search u searchquery

— fetch

— expunge

2.9.4.1 Ynanenue nucemM c ucrnojan3dosauueM PBM API

OT3pIB (yZajieHWe) IUCbMa TaKXXe BO3MOXKHO peanu3oBaTb depe3 PBM API. [lna srtoro

ncnosb3yercst Metosi POST co cnenyromumu 06s3aTesibHBIMA ITapaMeTpPaMu:

— cmd — rapameTp, OIlpe/leJISoINK olepalyio. 3HaueHKe [0 YMOJTYaHHUIO expunge;
— messageid — wuIeHTUUKATOP MHCbMa U3 3aroysioBka (cM. pasgen [IpocmoTp

COIepXXrMoOro l'II/ICEM);

— emails — [OYTOBLIE SIIUKH, Y KOTOPBIX HEOOXOUMO YAAIUTH ITUCHEMO;

— force — napaMeTpsl yaaneHus. BoamMoxkHble 3HaueHus: 1 — yIaauTh IUCbMO, JaXKe eciiu
M0JIb30BaTe/Ib ero npouyutan, (0 — He y[najsaTh MUCHMO, eCJIM MOJIy4yaTeslb ero MpOYMTal
(3HaYeHMe 110 YMOTYAHHUIO);

— notify — omoBeleHue MoJIb30BaTeNsl O pe3yJibTaTax OT3bIBa. Bo3aMoskHble 3HaYeHUs: 1 —

OIIOBECTHUTH I10JIb30BATeJIsA (3Ha‘leHI/Ie 110 YMOJ'I‘IaHI/IIO), 0—mne OIIOBellaTh I10JIb30BATeJIs.

HpI/IMep OT3bIBd ITMCbMA C I/IJIEHTI/I(I)I/IKaTOpOM <1d> IOYTOBOIO AIMUKA <mail>:

curl -X POST "https://<pbm url>/v2/actions/expunge \
-d "messageid=<messageld>" \

-d "emails=<emails>" \

-d "force=0" \

-d "notify=1" \

-H "Authorization: Bearer <access_ token>"

© 000 «HOBDBIE OBJTAYHBIE TEXHOJIOT'MW», 2013-2024 55


https://doc.dovecot.org/3.0/man/doveadm-search.1/
https://doc.dovecot.org/3.0/man/doveadm-search-query.7/
https://doc.dovecot.org/3.0/man/doveadm-fetch.1/
https://doc.dovecot.org/3.0/man/doveadm-expunge.1/

MonOdounc

IIpumep nmapametpa <emails>:

-d "emails=[<amail>]"

2.9.5 Hacrpoiika o011ero qocTyna K No4TOBOMY SIIUKY

Hacrporika obuero focryna k noyrosomy simuky B «MoiOduc Iloura» peanusyercs npu
IIOMOIIM KOHCOJIBHBIX KOMaH[ 10 dovecot, BBINOJMHAIONIMXCS Ha CepBepe IIOYTOBOW CIIYXOBI C
poJbl0 mail M3-TIOJ aKkayHTa aJAMUHUCTpaTopa. Hanpumep, npepocraBieHre JOCTyna K KaTajory
INBOX mouroBoro siiydka <userl> JJjis MOJb30BaTeNIsl <user2> C IMOMOIIbI0 YTWIUTHI doveadm

OCYIIIeCTBIISIETCS CITIeTYIOIIMM 00pa3oM:

doveadm acl set -u <userl> INBOX user=<user2>

<RIGHTS>

doveadm mailbox subscribe -u <user2> shared/

testuserl@myoffice.ru/INBOX

I'me RIGHTS — ACL (Access Control List) gyst katanora INBOX

Cricok nmoanepskuBaeMbix mpaB ACL:

— lookup;

— read;

— write;

— write-seen;

— write-deleted;
— insert;

— Ppost;

— expunge;

— create;

— delete;

— admin.

Bosnee noapobHO mapamMeTpbl KOMaH[IbI ONKCAHbl B JOKYMeHTaluy 110 dovecot ¥ CTaHapTe

RFC 4314.

IIpOCMOTp CITMCKa HOHbSOBHTEHEﬁ,KOTOpHN[HpEHOCTaBHEH AOCTYII K KATaJIor'y IIO4YTOBOI'O

SIMIWKa OCYIeCTBJIAeTCA IMPU IIOMOIITU CJ'IQI[YI-OH.[QI:I KOMaH/bI:

doveadm acl get -u <user> <mailbox>
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['me <user> — mosb30BaTesib, AJI1 KOTOPOIO 3allpalllMBaOTCS IpaBa, <mailbox> — SIIUK,
IUIsl KOTOPOTO 3alpalnBatoTcs npasa. OOyl IpuMep UCIIOJIHeHUs] KOMaH/Ibl BBITTISIIUT CIIeyIOLIUM
obpazom:

ID Global Rights

user=<user> <rights>

F,He <rights> — HEfICTBYIOHlHe IMpaBa JOCTYIIA AJI IIOJIb30BATENIS <user>.

2.9.6 Hacrpoiika MakCHMAaJIbHOT0 pa3Mepa CO00IIeHHI U BI0KeHHI

MaxkcuMarbHBINM pa3Mep BIIOXKeHHUH MOXHO 3aJlaTh Ha 3Talle Jeruios (cM. paszien Hacrpoiika
HONOJIHUTEIbHBIX NapaMeTpPoOB YCTaHOBKH B JIoKymMeHTe «MonOduc [loura 3. PykoBoncTBo 10

YCTaHOBKe [OYTOBOTO cepBepa 3.0»).

Ecnu 3HaueHnss He06X0MMO U3MEHUTh Ha paboTaroliell cucTeMe HeoOX0IMMO Ha BCeX HOaX

rpynmnsl frontend

— B /opt/poseidon/web mail/config.json
U /opt/poseidon/web calendar/config.json U3MeHUThb 3HaUYeHHe maxUploadSizeInMb;
—J3/opt/poseidon/nginx/nginx.confLBMeHHﬂaSIZEISsmtp_capabilitiesHa
BCexX HOoJaxX IpyHIibl mail;

— B /opt/poseidon/postfix/main.cf U3MEeHUTb message size limit.

ITocne 4ero BBIOIHUTH CJIeyIomyo KOMdHAY:

docker service update --force psn-frontend web calendar && \
docker service update --force psn-frontend web mail && \
docker service update --force psn-mail postfix && \

docker service update --force psn-nginx-proxy nginx

Cy1iecTByeT IONOJIHUTENIbHBIM BapHaHT: U3MEHUTb 3HAa4YeHWs] B MHBEHTApPHOM
¢daiisie ¥ BBINIOJIHUTD YCTAHOBKY C MapamerpamMu —t frontend,mail (cm.
paznen Hacrpoiika AomoHHTENBHBIX IIAPAaMeTPOB YCTAHOBKHM JIOKyMeHTa

«MoitOduc IToura 3. PykoBoICTBO 110 yCTaHOBKE MOYTOBOTO cepBepa 3.0»).
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2.10 Pabora Cc I04TOBBIMH JJOMEHAMHU

2.10.1 JTo6aBneHHe MOYTOBOr0 JOMEHAa B aJIMHHHCTPAaTHBHOMN ITaHe !

Yrobbl CO3AaTh HOBBIM JJOMEH B a/IMUHUCTPAaTUBHOMW NaHeH, He0OX0/IMMO MepelTy B pasfien
IIouToBBIe fOMeHBI BHIOpDAHHOI'O TeHaHTa M HaXkaTb KHONKY Jlo6aBuUTH AoMeH. B mpaBoil yacTtu
paboueli 061aCTH OTKPOETCS] OKHO BBOJIa JaHHBIX (CM. PucyHok 26). B HeM ciiestyeT 3aroiHUTD MOJIS:

ID opranusamum, /lomennoe nms, OnucaHue, 1ociie yero Ha)kaTb KHONIKY COXpaHHUTB.

« HoBbIM NOYTOBbLIK OOMEH

D opraHM3anmu

AOMEHHOE MMR

© Npoeepete, yto MX-3anuck aoGasneHL! B
HacTpoiky DNS. 3T0 NO3BONWUT
NONEI0BATENAM 3TON0 A0MeHa 0DMeHWBATECA
COODILIEHUAMMN C BHEWHWMKH KOHTAKTAMN.

OTMEHE

Pucynok 26 — Ilanensb co3nanus joMeHa

B pesysnbraTe onepaiyy HOBbIM JJOMeH OyZieT 0TOOpakeH B CIIHCKe.

2.10.2 TobaBienne mouroBoro gomMeHa yepe3 PBM API

ITporienypa mobaBieHust IOYTOBOIO JIOMEeHa BBITIOJIHSETCS ClIelyIoIUM 00pa3oM:

curl -X PUT "https://<pbm url>/v2/maildomains/<tenant-id>/<domain>" \

-H "Authorization: Bearer <access_ token>"
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[Tocne co3pmanust noMeHa U mosib3oBaresiel B HeM PSN OyzpeT roToB NpuHKMMAaTh 10YTy Ha
HOBOM JIOMeHe (BHYTpH CcTeHAQ). Iy moy4yeHUs] KOPPeCIOH/eHIIMY C BHEITHUX a/ipecoB TpebyeTtcs

BHeCTU cooTBeTcTBYroIMe MX-3anvcu B DNS.

2.10.3 PepakTHpoBaHHe JoMeHa B aAMUHHUCTPAaTHBHOM ITaHe N

st oOHOBJIeHUS IoMeHa HeoOxoauMo TepedT B paszien IlouroBbie moMeHBI BHIOpaHHOTO

T€HdHTd, 3dTeM HdXXdTb KHOIIKY / Ha BbI6paHHOM JOMeHe.

B OTKprBH.IGIZCH IaHeJIn OTpPedaKTHUPOBATb H806XOHI/IMbIe I10JI4 AOMeHd, 3dTeM HaXXaTb

kHonky CoxpanuTth (cM. Pucynok 27).

+ PegakTupoBaHue QOMeHa

O opradnzagmm

OoMEHHOS HMA

OnHcaHue

undefined

CoxpaHuTb OTMEHA

Pucynok 27 — [TaHesib peJaKTUPOBaHUS IOMEHa

2.10.4 PenakTupoBanue qomeHa yepes PBM API

[Tporieaypa peAakTUpOBaHMs IOYTOBOIO JJIOMEHA BBITIOJIHSETCS CJIeyIOIIUM 00pa3oM:

curl -X PATCH "https://<pbm url>/v2/maildomains/<tenant-id>/<domain>" \

—-—-data-raw \

"[{ "op": "add", "path": "/displayName", "value": "test2domain" }, \
{ "op": "add", "path": "/description", "value": "test2domain desk" }, \
{ "op": "add", "path": "/associatedDomain", "value": "false" }]' \

-H 'Content-Type: application/json-patch+json' \

-H "Authorization: Bearer <access_ token>"

© 000 «HOBDBIE OBJTAYHBIE TEXHOJIOT'MW», 2013-2024

59



MonOdounc

2.10.5 YcraHoBKa A0MeHa 110 YMOJTYaHUI0O B a/IMUHUCTPAaTUBHON NaHeJIn

Jnst obHOBJIeHUs loMeHa HeoOxoauMO TepelTu B paszien IlouToBbie mOMeHBI BbIOpaHHOTO

Te€HdHTd, 3aTeM HaXXdaTb KHOIIKY f Ha Bb16paHHOM JOMeHe.

B oTkpbiBIIelics MaHenW OTpefaKTUPOBaTb HeOOXO/MMBble IIOJIsSI JIOMeHa, 3aTeM HaXkaTb

kHonKy CoxpanuTs (cM. PrucyHok 28).

+ PegakTupoBaHWe QOMeHa

O opraHuzauum

OoMESHHOS HMA

Onucadue

undefined

CoxXpaHuTb OTMeHa

Pucynok 28 — [lanenb pegakTpoBaHUs JOMeHa

2.10.6 Ilosrygyenne cnycka nmo4ToBbIX IoMeHOB Yepe3 PBM API

HJ'ISI MOJIy4eHHs CITMCKd ITOYTOBbIX TOMEHOB BBITIOJIHUTE CHEI[YIOH.[HFI 3aI1pocC:

curl -X GET "https://<pbm url>/v2/maildomains/<tenant-id>" \

-H "Authorization: Bearer <access_ token>"

2.10.7 YpganeHnue mouToBOro J0MeHa B a/IMUHUCTPAaTUBHON NaHe N

Jlist ypaneHusi IOYTOBOTO JoMeHa HeoOxoguMo Iepeiitd B pasfien IlouTroBble noMeHBI
BBLIGPAHHOTO TeHaHTa, 3aTeM PAIOM C HeoGXOMMO# CTPOKO# HaxaTh kHonky [I], namee moaTBepauTh

He06XOIMMOCTb yJlaJieHusl B OTKPBIBILIEMCS IMaJIOrTOBOM OkHe (cM. PucyHok 29):

¥OanuTe NOWTOERIA QoMeH 1testru?

Oowmed GyneT yoaned 083 BOIMOMHOCTH BOCCTAHOBNEHHA

YOanuTL CITMEH2
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Pucynok 29 — [loaTBepx/ieHye ynaneHys foMeHa

Bri6panHbIii loMeH OyjieT y/iajieH U3 CIrcKa.

2.10.8 YcraHoBKa NOYTOBOro0 JOMeHa M0 YMOJTYAHHIO

Ha okpaHe €O CIMCKOM IIOYTOBBIX JJOMEHOB IIPUCYTCTBYeT cToiber C duiaramuy,
IIO3BOJISIIOIMMY  YIIPABJISITh JOMEHOM II0 yMoJldaHWIO. JIIsi CMeHBI II0YTOBOIO JiOMeHa IO

YMOJIYaHUIO HeOOXOAUMO CHSATDh WIM BBIOpPaTh uiar Ha COOTBETCTBYIOIIeH cTpoke (cMm. Pucynok 30):

F3 PeM Admin S e = O X
&« & & mailadmin app.ru/#/domains | o
pgs MouToBLIE JOMEHBI
MaouToBkie QoMeHEl HNoGasnTe poMer
MNonssoaatany [LowmeH no
DomeH Onucanne
YMONYaHH
[Eynne pecypooe
Moynne: paccsinek lime, myaffice-app.r 4 rd o
ApmvHucTpuposadue [ N
NEW.NEw O Vi o

Pucynok 30 — [TonTBepx/ieHue ynasieHus JoMeHa

2.10.9 Yaanenue nouroBoro qomeHa yepe3 PBM API

J171s1 yaneHust IOYTOBOI'O JIOMeHa BBIIIOJIHUTE CJIeIyIOLIHI 3a11pocC:

curl -X DELETE "https://<pbm url>/v2/maildomains/<tenant-id>/<domain>" \

-H "Authorization: <access token>"

2.11 Pabora c Bed moMmenamMu

Pabora ¢ Beb6 momenamu noctynHa Tonbko depe3 PBM API nmns monb3oBartesniss ¢ posibio
CynepajIMUHHCTPaTOpa MOYTOBOM CUCTeMbI (CM. pa3jiesl ABTODH3alIs).

Bo3moxHocTe paboThl C BeO [OMeHaMHM HaCTpaWBaeTCsl IIOCPe/ICTBOM IlepeMeHHOU
dynamic_webdomains (cM. «PyKkoBOACTBO 10 yCTaHOBKe IIOYTOBOIO CepBepay», pasfell

«Kondurypuposanve nHBeHTapHOrO ¢aiia: nepeMeHHbIEY).
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2.11.1 To6aBenue Bed nomena yepez PBM API

Jiist nob6aBieHys Beb JoMeHa BBINOJIHUTE CIIeAyIOIMI 3a1pOC:

curl -X PUT "https://<pbm url>/v2/webdomains/<domain>" \
-d "key=<key>" -d "crt=<crt>" \
-H "Authorization: Bearer <access token>"
[ne:
<domain> — JOMeH TeHaHTa /ijisl Beb nHTepdelica NOYTHI;
<key> — KIIOY cepTUdHUKaTa IMOYTOBOIO Beb-JOMeHa, MOXKHO OTIpPaBUThH uepe3 ¢opmy
BMECTO IIdpaMeTpad;
<crt> — cepTUHUKAT IMMOYTOBOTO BeO JOMeHa, MOXHO OTIPaBUThb 4depe3 GOpMy BMECTO

mapamertpa.

HpI/I YyCIIellIHOM BBITIOJIHEHUH 34I1pOC BepHeT CJ'[eJIYIOH_II/Iﬁ OTBET:

"success": true

2.11.2 OonoBenue Bed6 nomena uepe3 PBM API

,HJ'[H 0oOHOBIeHHS Beb JOMeHd BBIIIOJIHUTE cnenyfomnﬁ 3aIIpoC:

curl -X PATCH "https://<pbm url>/v2/webdomains/<domain>" \
-d "key=<key>" -d "crt=<crt>" \
-H "Authorization: Bearer <access_ token>"
I'me:
<domain> — JIoMeH TeHaHTa /jisi BeO uHTepdeiica MOYTHI;
<key> — KJIII04Y CepTI/I(l)I/IKaTa II0OYTOBOI'O BE6-}10MEHa, MOKHO OTIIpdBUTb 4Yepe3 (bOpMy
BMeCTO IlapaMeTpa;

<crt> — ceprudukar Beb JoMeHa, MOXKHO OTIIPaBUTh Yyepe3 GpOpMy BMeCTO I1apaMeTpa.

HpI/I YCIIelITHOM BBITIOJIHEHWHN 3dIIPOC BEPHET CHEI[y}OH_II/Iﬁ OTBeT:

"success": true
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2.11.3 Yaanenue Beb nomena uepes PBM API

Jliist ynanenus Be6 JoMeHa BBITIOJIHUTe ClIeyIOLUH 3a11poc:

curl -X DELETE "https://<pbm url>/v2/webdomains/<domain>" \

-H "Authorization: Bearer <access_ token>"

I'ne:

<domain> — JIOMeH TeHaHTa I BeO uHTepdeiica MmovTHl.

[Tpu ycreniHoM BBITIOJTHEHUU 3aIIPOC BepHeT CJIeAYIOLIUI OTBeT:

"success": true
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3 PEBEPBHOE KOIIMPOBAHMUE

CosnaHHble pe3epBHbIe KOIMUM CJie/lyeT peryJisspHO COXPAHSTh Ha JIPYroi JHWCKOBBIM/CeTeBOr
pecypc AJis BO3MOXHOCTHM BOCCTAQHOBJIEHUS JIJaHHBIX B CiIy4dae HeOOXOJUMOCTH WIA aBapUMHOU

CUTYallHH.

3.1 PesepBHoe kompoBanue etcd

B etcd xpaHATCS HACTPOWKK KOMITOHEHTOB CTeHAa. L|eHHOCTh IMpeACTaBISIOT HEKOTOpPbIe
HAaCTPOWKM KOMIIOHEHTOB, OTJIMYAIOIIMecsi OT CTAHJApPTHBIX, A TaKXXe COCTOsSIHWe KjlacTepa
postgresql (B ciydyae KIacTepHOW MHCTAJUISIIKK). [IJis coxpaHeHHs 3Ha4eHU BCeX HaCTpoeK etcd

B TEKCTOBBIN ¢daiyl HeoOXOUMO Ha JIF000M HOJle TPYMIIBI et cd BBHIIOJIHUTE KOMaHAY

docker exec s(docker ps -gf name=etcd etcd[0-9]) etcdctl get --prefix '' \
> <path to backup>/etcd keys.txt

Bce crannapTHble HaCTPOWMKU MOTYT OBITb BOCCTAHOBJIEHBI B Ciy4yae yTepHU JlaHHBIX etcd

IyTeM 3aITycKa JIeTIos C TTapaMeTpoM -t etcd, a ocTasbHbIe yepe3 etcd browser.

HOHOJ’IHI/ITQJ'IBHO pPeKoMeHAyeTCd 4ejldTb CHUMOK JaHHBIX etcd

docker exec $(docker ps -gf name=etcd etcd[0-9]) etcdctl snapshot
save /etcd-data/snapshot.db

[Tocie BIMOTHEHUMST KOMaH/IBI OH Oy/IeT JOCTYIIEH TI0 CIIeYIOIIeMY ITyTH:

/var/lib/docker/volumes/psn_etcd data/ data/snapshot.db

3.2 Okcnopt 1 uMNopT KarajaoroB LDAP

[Tporienypa pesepBHpOBaHUA CITy>KObI KAaTaJIOTOB BBIIOJIHSAETCS CIleAyIolel KOMaH OM:

docker exec $(docker ps -gf 'name=ldap') ldapsearch -xD dn=Manager, \
dc=<external domain> -w <ds389 manager user> '*' > <path to backup> \

/ldap.ldif

I'ne:
— <external domain> — 3aperMCTpPMPOBAHHBIA JOMEH HHCTAJIIALMH; 3allMCh JIOMeHa

BTOPOTr0 ypoBHs B HOTanuu LDAP BueIraguT cienyroommm obpa3om jis example.com:

dc=example,dc=com
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— <ds389 manager user> — 3HaYeHHe IIepeMeHHOM ds389 manager user Wu3
VHBEHTapHOIO0 (aiia MHCTaJIALMH.

— <path to backup> — IIyTb K CO3JaBaeMOM Pe3epBHOM KOIIUHU.

[Ipouenypa BoccranoBienuss pAaHHbix LDAP 13 pe3epBHOM KOMUU  BBINOJIHSETCS
cJeyromuM obpaszom:

cp <path to backup>/ldap.ldif /var/lib/docker/volumes/psn-ldap ldap data \
/_data/ldap.1dif

docker exec s$(docker ps -gf 'name=ldap') ldapadd -xD cn=Manager, \

dc=<external domain> -w <ds389 manager user> -f /data/ldap.ldif -c

[lepBass koMaHma ckomupyeT ¢ailyl pe3epBHOM KOIMKWK B IMPUMOHTUpPOBaHHYIO K Docker-
KOHTeHHepy JUPeKTOPHIO, BTOPasi — MPOU3BeJIeT BOCCTaHOBJIEHHUE JJaHHBIX.

BrimeynoMsiHy Thle CLIOCOOBI He ITO3BOJISIIOT U3MEHUTSH yiKe cyliecTByromye 3anvcu LDAP. B
ciay4yae, ecjid 3TO TpebyeTcs, BO3MOXXHO IIOJHOCTbIO OYHMCTHTB JAaHHele B LDAP mepen
BOCCTAaHOBJIEHMEM CJIeAyIoIleil KOMaHIOoM:

docker exec $(docker ps -gf 'name=ldap') ldapdelete -xD cn=Manager, \

dc=<external domain> -w <ds389 manager user> -r <external domain>

Ecmm JdaHHbIe TIiepeJi BOCCTAHOBJIEHWEM He 6y,IIYT 3a4uilieHbl, TO IIPpWU BOCCTaHOBJIEHHWH
,[[O6aB$[TC$I TOJIBKO OTCYTCTBYHOLIHE 3dIIUCH. CYH_IECTBYIOH_II/IE 34dllMCHU He 6Y,I[YT HW3MeHeHbI, OdKe

€CJIi JdHHbIe pa3JIn4dioTC.

J11s1 KJTacTepHOM MHCTAJUISIIMY NIPOIe/lypa pe3epBUPOBAHMS U BOCCTAHOBIICHHS
BBITIOJIHSIETCSI  eJUHOMKABI Ha JII0O0M u3 XOCToB rpymmbl ldap (cwm.

VIHBEHTApHBIN (aiijl yCTaHOBKH).

3.3 Ilponenypa pesepBupoBanus B]l Postgres

ITporienypa pesepBupoBanus 6a3bl JaHHBIX Postgres BBITIONHAETCS CIleAyIolel KOMaH I OM:

docker exec $(docker ps -gf name=postgres postgres) pg dump \

-Fc --clean --create psn -U psn > <path to backup>

I'me <path to backup> — myTb A0 ¢aiyla pe3epBHOM KOIMHU C YyKa3aHUEM ero MUMeHHU

(pexoMeHryemMoe paciiupeHue . dump).

Hpouenypa BOCCTAHOBJICHHS 0a3bl JdHHBIX POStgFES BBITIOJIHAETCA CJIEJIYIOH_[ef/'I KOMaH[OM:
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docker exec -i $(docker ps -gf name=postgres postgres) pg restore -d psn \

-c¢ -U psn < <path to restore>

I'me <path to restore> — nyThb A0 ¢ania pe3epBHOM KOIMU, U3 KOTOPOI'O BBIIOJIHIETCS

BOCCTAHOBJIEHHe.

3.4 PezepBHOe KOIHpOBaHHUe MHCEM

PEBQPBHOQ KOIIMpOBaHUE IIMCeM B TeKyIlleM peJjin3de PEeKOMeHAYyeTCsd BBIIIOJIIHATD YTHHHTOﬁ

rsync. st 3Toro Heo6xoIMMO Co371aTh pe3ePBHYIO KOIHUIO JJaHHBIX U3 /var/dovecot/ KOMaH/ION

rsync -a /var/dovecot <path to backup>

3.5 PezepBHOe KOIMHpPOBaHHEe BJIOKEHHI K COOBITHSM B KaJIeH/Iape

Pe3epBHOe KONMpOBaHWE BJIOXKEHUM K KaJleHJapHbIM COOBITHSM B TeKyllleM peju3e
PeKoMeHJTyeTCsl BBIMOJIHATh YTWIUTOU rsync. st 3Toro Heo6XoAUMO CO3/1aTh pe3epBHYIO KOIIHIO

JIAQHHBIX U3 /opt/poseidon/triton/eattach/ KOMaHIOM:

rsync -a /opt/poseidon/triton/eattach <path to backup>

3.6 PezepBHOe KonmHpOBaHHe aBaTapoB

Pe3epBHOE KOMMpOBAaHME aBaTApOB TNOJIb30BaTeied B TEKYyIEM pejih3e PeKOMEeHIYeTcCs
BBINOJIHATh YTWIMTOW rsync. [l 3Toro HeoOXOAMMO CO3[aTh pPe3epBHYIO KOIHWIO JJaHHBIX

U3 /opt/poseidon/triton/photos/ KOMaHIOU:

rsync -a /opt/poseidon/triton/photos <path to backup>
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4 PABOTA C CEPTU®PUKATAMU

4.1 I'enepanusa dkim kmoueit

ITponiecc cosmanns DKIM ximouedt ommcaH B rnaBe «l'eHepanus DKIM  kirouei»

PYKOBO)ICTBa I10 YCTaHOBKe CepBepad.

4.2 3ameHna cepTuduKaToOB

Ecnu Bo3HMKaeT HeOOXOIMMOCTb 3aMeHUTh CepTUDUKAT B yXKe YCTAaHOBJIEHHOW CHUCTeMe, IS
«MoitOduc Ilouyta» cyIiecTByeT 1Ba aJroputMa JeHMCTBUN: dYepe3 3allyCK YyCTAHOBIIMKA C

I1lapaMeTpOM U BPYUYHYIO.

B mepBom ciyyae HeoOXOOUMO pa3MeCTUTh HOBble CepTU(UKATHI U KIIIOYM B KaTajore C
muctpubyTrBoM (cM. paszen «Hacrtporika ceptudukaTtoBy PyKoBOJICTBa 1O YCTaHOBKE MOYTOBOTO
cepBepa). Criocob MOAXOUT Kak JjIsi KOHPUTYpAIlMK C OTKA30yCTOMYMBOCTHIO, Tak U 0e3. [locre
BBIIIOJIHEHHUSI TIOJITOTOBUTEJIBHBIX JeUCTBUM ClleflyeT 3allyCTUTb YCTAHOBKY KOMAHJIOM CJIe[IyIOIero

BUIA:
./deploy psn.sh <inventory> -t proxy

I'me <inventory> - MHBeHTApHBIM ¢ail yCTAaHOBKU (3allOJIHEHHBI B COOTBETCTBUHU C

paznenioMm «Hactpoiika 0CHOBHBIX TTapaMeTpOB yCTaHOBKW» PykoBojicTBa 1o ycraHoBke PSN).

Jlyisi pydHO# 3aMeHBbI BceX CepTUHKATOB HeOOXOJWMO HAa KaXKIOW M3 HOJl Proxy HaWTH

KaTaJIor.
/opt/poseidon/certificates/

B Heit HaxonsaTcs TpeOyromue 3amMeHbl cepTuduKaThl. [lociie BbioONHeHUs omeparuii Hajl

daitiamMu 6yzieT Heo6X0IMMO TIepe3aITyCTUTb CEPBUC Proxy C JI00O0To I1eJIeBOTO CcepBepa:
docker service update --force --with-registry-auth psn-nginx-proxy nginx
B o¢aiine ceptudkara server.crt J0JDKHBI OBITh YKa3aHbl BCe IPOMEXYTOYHbIE

cepTridUKaThl, KpOMe KOPHeBOIO J0BepeHHOro. PacrosioxxeHue NpOMeXXyTOYHBIX

cepTUPUKATOB COOTBETCTBYET OMMCAHUIO B JIOKYMEHTAIIUK NZIiNnX.)

Ecnu Obin 3aMeHeH CepTI/I(l)I/IKaT dkim, TO cieAgyeT BBIIIOJHUTL CIeOYyIOMYI0 KOMaHAYy OIS

nepes3artycka CJIy»0bl rspamd:
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docker service update --force --with-registry-auth psn-mail rspamd
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5> UHTEI'PAIITMA

5.1 Hacrpoiika unrerpamun ¢ Kaspersky Security for Linux Mail Server

JlaHHBIN pasfen omnuchkiBaeT Iporenypy uHTerpanyu pemienuss Kaspersky Security for

Linux Mail Server (8 naneheriem - KLMS) B nouroByto cucremy «MoiiOduc ITouray.

s BeinmonHenus unterpanvi KLMS nomkeH ObITh YCTAaHOBJIEH JI0 BHECEHHUS] U3MEHEeHU! B
KoHurypauronssle ¢aiibl « MorOduc Ilouyra». Obiias nponenypa MHCTAJUISIIAYA aHTUBUPYCHOTO

penieHurs OIlMCaHa B JOKyYMeHTalluu I10 crnenpytonier ccouike. KLMS Bo3mMoXxHO YCTaHABJIMBATH KdK

Ha omgHy MammHy ¢ MTA (Mail Transfer Agent, mo4yToBbIM cepBep), Tak M Ha OTAENbHYIO; B

«MoitOduc I[Toura» pons MTA ucnomnuser cepsuc Postfix.

HH(l)OpMaHI/I}I, IpegoCTaB/IeHHasaA HWXKe, OIIMCbIBAET IIOATOTOBHUTEJ/IbHBbIe JIeMCTBUS, KOTOpbIe

aJMUHUCTPATOP CUCTEeMBbI JOJKEH BBIIOJIHUTL B X0oze ycraHoBku KLMS.
B muanoroBom okse Setting up integration with MTA:

— BuibpaTth Tim MTA: Postfix;

— BpiOpaTbh MeTo MHTErpaluu: milter;

— B Merone koMMyHMKAallMM 1O TOPOTOKONy milter Heobxomumo Yykazatbh TCP-coker,
cBoboHbir TCP-niopt u [P-afpec s B3aumoneiictBust KLMS u «MoiOduc [Toura» no

CceTH.

[Ipumep 3anucu:

inet:10025@10.10.22.22

B pexxume c orkazoycroiunBocTeio AO «Jlaboparopust Kacnepckoro» pekomeHayeT UMeTb
koin4uecTBO ycTaHOBOK KLMS paBHoe kommuectsy MTA. MHcTanmnstop ans Tekyiero penuza PSN
IIpM YCTaHOBKE II03BOJISIET yKa3aTh TOJIBKO OJUH XOCT. [[JIsl BHINOJIHEHWS peKOMeHJalui BeH[opa
aHTUBUPYCHOIO pellleHus1 1ocie ycTaHoBku «MoitOduc Ilouta» aaMUHUCTpaTOpPy CHCTEMBI
HeoOXOAUMO CKOHQUIYPUpPOBaTh Postfix Ha KaKIOM HOJle Tak, YTOOBI IlepechbUlKa IHMCEM C Hee

OCYIIeCTBJISTIaCh Ha OTJIeIbHBIN BbifleleHHbIN 11t Hee KLMS.

Wnrerpamuss B KJacTepHOM pexuMe TpebyeT obecliedrBaTb CHUHXPOHHOCTB
HACTpoeK Ha pa3HbIX 3k3emiuisipax KLMS. [ BbIonHeHNs IOAOOHBIX Olleparnyi
B aHTHBHPYCHOM pelLIeHUM CYIIecTByeT (PYHKIMS UMIIOPTa M 3KCIIOpTa HaCTPOeK

yepe3 ¢arin B XML-dbopmaTe. PaboTa ¢ WMIOPTOM M 3KCHOPTOM HACTPOEK
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BBITIOJIHSIETCS KaK 4Yepe3 KOMaH/IHYIO CTPOKY, TakK M depe3 Beb-uHTepderic KLMS.

Bonee noppobHas nHdopmarus mpejiocTaBieHa B oHakH-cripaBke KLMS:

- SKCHODTHaDaMeTDOBHDOFD&MMBE

- HWmmopT napamMeTpoB IIPOI'PAMMEBEI;

- SKCHODT W MMIIOPT IIapaMeTpOB Yepe3 KOMdH/IHYIO CTPDOKY.

[Tocne ycranoBku KLMS Ha cepBepe ¢ aHTUBUPYCHBIM pellleHHeM CJleflyerT:

1. YcraHoBUTB HCIIpaBJIeHre i IIPpOTOKOJId milter, 3aMeHUB MCIIOJIHSIEeMbIN ¢aﬁn I10
nyTH /opt/kaspersky/klms/libexec/klms-milter. McnpaBieHue 3arpanivBaeTcs
3aKa34MKOM (aJJIMUHMCTPATOPOM) CaMOCTOSITEJIbHO B KaOWHeTe TeXHHUYEeCKOM IMOIepKKU

AQ «JlabopaTopus Kacniepckoroy.

2. YCTaHOBUTh MakeT mSMip W3 CTaHJAPTHBIX PEeNo3UTOpHUEeB CUCTeMbl. JlaHHBIMA IIar
HEOOXOIUM [Jisi HACTPOMKMU OTIPABKU IIOYTOBBIX YBEIOMJIEHHWH HelOoCpe/ICTBEHHO OT
KLMS u BO3MOXHOCTH OTIpPaBKA U3 aaMUHUCTpaThBHOM maHenu KLMS mucewm,
II0IIaBIINX B KapaHTHH.IIOCHe YCTaHOBKH I1daKeTd B JUPEKTOPHUH YCTaHOBKH HGOGXOHHNH)
co3/laTb KOHQUTYpallMOHHBIA (ail /etc/msmtprc U 3al0JHATh €ro CjeAylluM

obpazom:

defaults

auth plain

tls on

tls starttls off

logfile # nyTs mo JIoroB yTuIMTH Buma path/to/log.log

host # anmpec cepBepa «MonOduc IlouTa»

account system

from # ydeTHas 3amnmuchb, OT UMMEHM KOTOPOM OyOyT OTNPaBIATLCS YBEOOMJIEHMHA; anpec
Byuma system@domain

port 3525

user # JIOTMH B CMUCTEMHYH YYeTHYK 3alMcCh M3 MHBeHTapHoro damnna «MomOduc I[louTa»;
anpec Bupga system@domain

password # maposib OT CMUCTEMHOM Y4YeTHOM 3alucCK M3 UHBeHTapHoro damnna «MonOduc
[ToyTa»

account default : system

BhINONTHUB BCe BBIIIENepeYrCIIeHHble TeHMCTBUS, aJMUHHUCTPATOP CHUCTEMBI MOXET IIepetTH
HeIoCpe/ICTBeHHO K BKJIIOYeHMIO MHTerpanuu Ha ctopoHe cepBepa «MoiOduc Iloura». [lns storo

HeoOXOIUMO:
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1. B vHBeHTapHOM alijie yCTaHOBKH B CEKIIMU [IepeMeHHbIX integrations: klms:
— VYkaszarb 3HaueHWe MmapamMeTpa enabled: true.
— DBmucars B 3HaueHnMu napamerpa host AaHHBIE, COOTBETCTBYIOIIME YKa3aHHBIM IIPH
HacTpodike milter (agpec, nopt, TCP-coker). CienyeT OoTMeTWUTb, YTO CHUHTAKCHUC
3anmicd B Postfix OTIMYaeTcss OT CHUHTaKMca milter (BMecTo 3Haka @

WCIIOJIb3YeTCs IBOETOUMe, MTOPT YKa3blBaeTcs mociie XocTa). [Ipumep 3anucu:

inet:10.10.22.22:10025

2. 3amyCTuTh CliellaIbHbIN IJIeHOYK A7 MHTerpalyu cliedyolei KOMaH [OM:

./deploy psn.sh <inventory> -t nginx, mail

5.2 Hacrpoiika uarerpamuu ¢ Infowatch Traffic Monitor

InfoWatch Traffic Monitor — DLP-cucrema, KoTopas mpeAoTBpallaeT YTeYKH
KOHQHUIeHITMAIIbHOM ~ MHpOpPMAlMMd HAa  OCHOBe  IOJTHOIIEHHOTO  KOHTEHTHOTO  aHaju3a
MHPOPMAIMOHHBIX TIOTOKOB.

Paznien omnuceiBaeT nopsiiok ¥ ocobeHHOCTH HacTpoku «MoirOduc Ilouta» u InfowWatch
Traffic Monitor s cOBMecTHOM paboTel. MeTombl pa3BepThiBaHus DLP-cuctemsbl pasnuyaroTcs

B 3aBUCHMOCTH OT paboyeii cpefibl (Beb-Opay3ep, HACTOJILHBIN U MOOWIIbHBIN KIIUEHT).

5.2.1 YcranoBka InfoWatch Traffic Monitor B pa3psiB Tpaduka

Meton ycranoBku InfoWatch Traffic Monitor B pa3spbiB Tpaduka pabotaer mpu
ucnonbzoBanun «MoiOduc [louta» B BeO-Opay3epe, HACTOIBHOM WIM MOOWIBHOM KJIMEHTax.

CymecTByeT 1Ba ciocoba nepexBata MHGOPMAIIMOHHBIX TTOTOKOB:

— 110 poTtokoiry SMTP;
— o ipotokosry HTTP/S.

5.2.2 IlepexBaT SMTP-Tpaduka MeTo10M OTIIPAaBKU CKPHITOH KOIIUH

B pesynbrare paboThl manHoro metona cepBuc Postfix, Bcrpoennsiii B cuctemy InfoWatch
Traffic Monitor, mosydaer xornuy muiceM, oTmpaBieHHbIX 1Mo SMTP-mporokony. [Ipeamnonaraercs,
YTO MUChMa, CoJiepKaliiue KoHbUIeHIIMalbHy0 nHopMaluio (B T.4. aiiyibl BIOXEHUI), CO3MaHbI B
kivente «MouOduc Iloura». B DLP-cucreme co3maercsi coObiTve i KaXKJIOTO M3 TIMCEM,

MHpOpMaIMs 0 KOTOPBIX 3aTeM IToMelljaeTcsl B 6a3y JaHHBIX.
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Cxema paboThbI IIpHBeJieHa Ha pUCYHKe 31:

[ / h
SMTP——3»( 1\)
r—2 NS,
HacTonkHeEIA 1 MouToBsIi cepsep Internet
MOBHNBHEIA KNWEHTE «MoAODMCY
«MoiiOdouc MNoutan

Konua SMTP-Tpadika

DLP InfoWatch
Traffic Monitor

Pucynok 31 - YcranoBka DLP Infowatch Traffic Monitor B pa3psiB

(pexxuM “ckpbITast KOTus )

s HacTpoviku nepexBarta Tpadguka 1o SMTP-nipotokony He06xX0IMMO HACTPOUTh IPABUIIO,
M03BOJIsAOIIlee OTHPaBIIATh CKPBITYI0 Komuio (BCC) s kakoro oTripaBieHHOTo nvcbMa. [IpaBuio
HacTpauBaeTcsl B cepBuce Postfix Ha cTopone moutoBoil cucremsl (cepBep «MoiOduc Ilourta» c

ponpio mail). Ha BblmeynoMsHyTOM cepBepe cilefiyeT HaWTH KOHQUIypPalMOHHBIM alil 110
ClleyroliemMy agpecy:
/opt/poseidon/postfix/main.cf

U nponucats B HEM cileAyIOLINI ITapaMeTp:
always bcc = <dlp mail address>

I'me <dlp mail address> — IOYTOBBIM agpec JoMeHa, MX-3anMch KOTOPOrO yKa3blBaeT
Ha cepep InfoWatch Traffic Monitor.

Ilocne BBINONMHEHUS HaCTpOﬁKH cdlengyer I1iepe3alryCTuTb KOHTeﬁHepHBHTOp CHQI[YIOH.[Eﬁ

KOMaHIOU:

docker service update psn-mail postfix --force --with-registry-auth

Bonee HOHpOﬁHO O3HAKOMUTLECA C COBMeCTHMMBIMHU CHCTEMdMH U HaCTpOﬁKOﬁ

MPOKCH-CepBepa BO3MOXHO B JIOKyMeHTe «PykoBO/ICTBO agMUHHMCTpATOpa
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InfoWatch Traffic Monitor 7.1» (pa3men 4.5.1 IlpuemM KomMM C IOYTOBOTO

cepBepa).

5.2.3 IlepexBat HT'TP/S-Trpaduka MeTo10M 0OTIPaBKHU NIOYTHI HA KOPIIOPAaTUBHBINI
NPOKCH-CepBep

JlaHHBIN MeTo aKTyaJleH TOJIbKO IpHU paboTte B moutoBol cucteMe «MouOdwuc [lourtay uepes
Beb-Opay3zep. Ilommeny ceptudukata u paszbop HTTPS-tpaduka ocyiecTsiseT KOpPHOpaTHBHBIN
IIPOKCH-CepBep.

[Tocne pazbopa HTTPS-Tpaduka, npokcu-cepsep OTnpaBisieT pa3oOpaHHBIA TpapuK B BUjle

HTTP o ICAP-niporokosny Ha cepBep InfoWatch Traffic Monitor (cMm. Pucynok 32).

L s A N
(] = ot
-| HTTPS HTTPS—» (" 0
H{—yae,uomneme 0 BROKMpPOBK \ /:
| =] 5
e o] E— TTN——
Beb-knueHT eMoitOdpuc Proxy-cepsep + MouToBLIA cepeep Intemet

Pcxare ICAP-KNMEHT «MoidOdomc»

ICAP

DLP Info\Watch Traffic
Monitor

Pucynok 32 - YcranoBka DLP Infowatch traffic monitor “B pa3priB” (pexxuM 6510KMPOBKH)

CymiecTtByeT JiBa criocoba paboThl MeTo/1a:

— Kommmsa — nucema, copepxxanive KoHUIEHIMAIbHYI0 UHGOPMALMIO (B T.4. BIOXEHUS U
r300paxkeHust) He GUIBTPYIOTCS, U UX KOMHUM OTHpaBisitoTcsl Ha cepBep InfoWatch Traffic
Monitor.

— brokupoBka — oOHapyXeHHe KOHOUJIEHITHATbHOW WHGOPMAITMK MMPOUCXOIUT HAa yPOBHE
DLP-cepsepa InfoWatch Traffic Monitor. /lasiee npousBoauTcs pa3peliieHye Wiy 3arpeT Ha
nepenayy HTTPS-tpaduxa. [Ipu GnoxupoBke Tpaduka KOHHUIeHIMalIbHAs MHPOpMAaIUs

He oXo1uT 10 cepBepa «MonOduc [TouTtay.

Bonee nmoppobHO 03HAaKOMUTBCSI C COBMECTMMBIMUA CHCTEMaMH M HaCTPOMKOU
IIPOKCH-CepBepa BO3MOXHO B JIOKyMeHTe «PykoBonicTBO agMuHHMCTpaTOpa
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InfoWatch Traffic Monitor 7.1» (pa3men «IlepexBat Tpaduka, epegaBaeMoro

o nmpotokoiy ICAP»).

[Tpu ucnonb30BaHUM JIAHHOTO METOJIa HAaCTPOMKK CO CTOpOHBI cepBepa «MonOduc [loura»
He TpebyeTcsl.

Jlyist 6pay3epa KaXk/10¥ KJIMeHTCKOM paboueli CTaHIIMK B HACTPOMKAX HEOOXOAUMO:

— n00aBUTh CepTUPUKAT MPOKCU-CePBEPa B CIIMCOK JI0BEPeHHbIX KOPHEBbIX CepTUPHUKATOB;

— yka3zaTb [P-afpec ucrnosnb3yemMoro npokcu-cepeepa.

5.2.4 YcranoBka areara InfoWatch Device Monitor

Arent InfoWatch Device Monitor pa6oTtaer npu ucnosnb3oBaHuM ¢ cucremont «MoitOduc
[Iouta» B BeG-Opay3epe W HACTOJILHOM KiMeHTe. Bechb nepexBadyeHHbIM 10 npoTokosiaMm HTTPS u

SMTPS Tpaduk OymeT oTrpasiieH /i aHaiau3a Ha cepBep Traffic Monitor.

OJiHMM K3 TIpeMMYIIeCTB MeTO/la YCTaHOBKM areHTa Ha YCTPOMCTBA I10JIb30BaTesel SIBJISeTCs
BO3MOXXHOCTh IIOCTEIIEHHOI'O BHe/IpeHMs aHaln3a Tpaduka B opraHm3anyu. HejocrtaTkom JaHHOTO
MeTOZIa SIBJIIeTCSI TIOBBILIIEHHOe BHUMaHHe K IIOTPeOHOCTSM KaXKAoro Imojb3oBaress. Cxema

B3aWMOJIEVCTBUS JAHHOTO MeToJla IIpMBejieHa Ha PUCYHKe 33:

Fabouse mecTo NoNkI0BATENA

HaGCTOMNBHBIA KIWEHT
«MoinOcpue Mouraxr

HTT P.?SIMTF’

|
h 4
!I

Cepeep Device
Monitor +
Traffic Monitor

«MorOQdmcs

i P P

| ! ' X
| FHTTPS/SMTPS —HTTPSISMTPS—>( )
= i o
ArenT Device Monitor Fo— —_—

| ot an MouToBkIit cepeep Internet

Pucynok 33 - YcranoBka arenta Infowatch Device Monitor

Oo6Hapy-xeHue KOHGUIEHITHATBHON WHGOPMAIMKM MPOMCXOIUT Ha ypoBHe areHTa InfoWatch

Device Monitor.
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ITpu 6sokupoBke Tpaduka KoHPUIeHIMaNbHAs HH(OpPMalMs He [I0XOAWT JI0 CcepBepa
«MoiOduc IToutay.

VYcTaHOBKAa areHTa OCYIIeCTBIIsleTCsl cooTBeTcTBeHHO JokyMmeHTy «InfoWatch Traffic
Monitor. PykoBOACTBO MOJIb30BaTENIS».

[Tocne ycranoBku arenra InfoWatch Device Monitor ans nouroBoro kiventa «MoiOduc

[Touray, ycranoBnenHoro B OC Windows Heo6xo1umMo IIPOM3BECTH CllelytolIe JeHCTBUSL:

— Ha mamuHe nonb3oBaTesis HeOOXOAWMO 3aMTH B OCHACTKy certlm.msc (U3 MeEHIO
IIyck).

— B nepeBe ceptudukatroB HalTu InfoWatch Transparency Proxy Root:

CepTtudmraTe JIOKAJIbHBEI KOMIbTep\JlOBepeHHLEe KOPHEBHE I[eHTPH

ceptudukauum\CeprudpurkaTte\ InfoWatch Transparency Proxy Root

— B xoHTexkcTHOM MeHIO BBIOpaHHOIO cepTUdUKaTa BblOpaTh Bee 3amaum - OKcmopr... U
3KCIIOPTUPOBATh BLIOpaHHBIM cepTudukaT (B ¢opmaTte .CER, KOAMUPOBKA DER) Ha
IOCTYIIHBIN JIOKQJIbHBIM WIX CeTeBOM pecypc.

— B nouroBoMm kinente «MoutOduc Ilodray 3ailT B HAaCTPOWMKH CepTUPUKATOB (KHOIIKA

- nyHKT MeHI0 Hactpoiiku - IIpyBaTHOCTH M 3amiuTa - KHOIKA YIIpaBJieHHUe
ceprudukaramu) 1 HaxxaTb KHOIIKy IMIopTHpOBaTh...
— DBribparh aKkcropTUpOBaHHBINM paHee cepTUdHMKAT InfoWatch Transparency Proxy

Root, B IIOIBUBIIEMCS JHAJIOIOBOM OKHe IIPOCTABUTH I'aJIKU HAIIDOTUB OIIIMH;

e JloBepsTh 1py UIeHTUDUKAIIMKU BeO-CalTOB;

e JloBepsThb NPy WIEHTHU(PUKALIUU [10JIb30BaTeJIel 3JIeKTPOHHOM IIOYTHI.

— Haxatsp KHOIIKY OK JBd pd3a JJjid COXPdHEHUA HACTPOeK.

5.3 NHTerpamus co CTOpoHHeH CIIyK00i KaTaJIoroB

CTopoHHIOI CTY>0y KaTaJoroB BO3MOXHO MCIOJIb30BaTh Kak 0a3y JaHHBIX IMOJIb30BaTesien
«MoiOduc Iloura». [lyng 3TOrOo Cienyer 3amlojIHUTL OJIOK MHTerpaiuu (integrations:
catalog:) B HWHBEHTAapHOM daitne PSN (moppobuee B pasfiesne
«KoHduryprpoBaHre HHBEHTApHOTO (aiia: epeMeHHble» PyKOBOACTBA MO yCTaHOBKE IOYTOBOIO

cepBepa).
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Hurerpanus tectupoBanack ¢ AD, Samba DC, FreelPA, ALDPro, OpenLDAP
u 389ds.

5.3.1 YcranoBKa KBOTHI H3 CTOPOHHeE} CIy:K0bI KaTaJI0roB

B AD HeoOxomuMo BbIOpaTh aTpuUOYyT, B KOTOPOM OyAeT XpaHUThCS KBOTA. 3HaueHHe

3afaercs B baiTax nenbiM yuciioMm. Hanpumep, kBota B 116 aTo 1073741824.

Ha BCEX HOJZIax [PYIIIBI mail B KOHQUTypallOHHOM
daitne /opt/poseidon/dovecot/conf/dovecot-ad-pass.conf.ext Heo0X0IUMO

M3MEeHUTh CeKIMU pass attrs M user attrs clefyrlluM 06pa3oMm:
pass_attrs = \

=userdb gid=vmail, \

arpubyrad=userdb quota rule=*:bytes=%{ldap:aTtpubyrad}
user attrs = \
=gid=vmail, \
atpubyrad=quota rule=*:bytes=%{ldap:aTrpubyrad}
(pyMep MOXHO ITOCMOTpeTh B daine /opt/poseidon/dovecot/conf/dovecot-ldap-
pass.conf.ext, I KBOT UCIIOJIb3YeTCsI aTPUOYT quota).

Ecimu B aTtpubyTe He Oyner 3aaHa KBOTa WiIM OHa OyneT paBHa 0, TO KBOTa CUMTAeTCs
b6eckoHedyHOM. MOXXHO 3a/1laTh KBOTY 10 ymojdaHuio. Eciu B aTpubyTe He 3ajlaHa KBOTa, TO Oyjer
ucnonb3oBaTbcsi oHa. Jnsg sroro Ha BCEX Homax rpynmel mail B KOH(UIYypalMOHHOM
daiine /opt/poseidon/dovecot/dovecot.conf HeOOXOIUMO U3MEHUTD [TapaMeTp CJielyI0IINM

obpaszoMm:
quota rule = *:bytes=3HadyeHuneKBoTHIIOYMOIIYaHMIO

Jlanee nociie pelakTUPOBaHUSI KOHPUIYPAIIUOHHBIX (aMIOB Ilepe3alyCTUTh dovecot:
docker service update --force psn-mail dovecot

3HaYeHHe KBOTHI I10 II0JIb30BATE/ISIM MOXKHO IIOCMOTpeTh 4Yepe3 doveadm Ha JII000H 13 HOL

IPyInbl mail KOMaH/IOM:

docker exec s(docker ps -gf name=dovecot) doveadm quota get -u email
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b0 Yepe3 KOHCOJIb aAMUHUCTpUpoBaHus PSN.

5.4 UnTerpamusa ¢ BKC cucremamu

st uarerparu ¢ BKC cepBep fnomkeH OGbITh PO/IEIUIOEH C TTapaMeTpaMHu:

— conference.enabled=True

— conference.<BKC cucTtema>.enabled=True

rae <BKC cuctema> - Tpebyemas BKC cucrema (cm. «MoiOduc Iloura 3. PykoBoacTtBo 1o

yCTaHOBKe moyToBOro cepsepa 3.0», pasgmen «KonduryprpoBanve WHBeHTapHOro darna:

HEPEMQHHI)IE»).

Ecnu Ha 3Tane fiersiost BKJIIOUeHWe UHTerpalvy He ObLIO 33IaHO, MOXKHO M3MEeHUTh 3HaueHre
COOTBETCTBYIOIIMX MepPeMeHHbIX U Mepe3anyCTUTh JIeIUION KoMaHAoN . /deploy.sh <hosts> -t
frontend (cMm. «MoiOduc [loura 3. PykoBoacTBO MO yCTaHOBKe MOYTOBOrO cepBepa 3.0», pasmen

«3aIyCcK yCTaHOBKW»).
JInbo cpenath 3TO BPy4YHYIO, JIJIS Yero Ha cepBepax poiii frontend HEOOXOJUMO BBIITOTHUTH
CJIeyIoIHe NeHCTBUS:

W3meHuThb cienyromye 3HAYeHUsI B nepeMeHHbIX KOHPUTypaIlMOHHOTO

davina /opt/poseidon/web calendar/config.json:

"useConference": true,

"use<BKC cuctema>Conference": true,
rae <BKC cuctema> - Tpedyemast BKC cucrema,

U T1epe3dIlyCTUTb CepBuUC KaHEHHBPEﬁ KOMAaH/JIOH

docker service update psn-frontend web calendar --force

BelmmeynomsiHy Thie 1eMiCTBYS BBIIIOJIHSITH He TpebyeTcsl, eCIM HaCTpoMKa yke Oblia

IIpon3BeieHd B UYHBEHTApHOM (baI?me J0 MHCTAJUTAITAHA.

5.4.1 Unrerpamnus c cepsucom TrueConf

Hpe,HBapI/ITEJ'IbHO djlegyeT BbIIIOJIHUTb O6I_I_[I/Ie pekoMeHdanuy, OIIMCdHHbIe B TIJIdBe

Hurerpammg c BKC cucremamu.
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BapuaHTbl CMHXpOHH3AIMH [T0JIb30BaTeIeH:

— npuss3aTh trueconf n «MonOduc ITouta» k o1HOM ci1y>6e KaTajioros;
— (CO37aBaTh COOTBETCTBYIOIIMUX IOJIb30Barteslel depe3 admin interface B trueconf

(cm. pasmen Hacrporiku anMuHucTpatruBHOW naHenu TrueConf );

— 1npuBs3aTh trueconf K ldap psn (cM. pas3fen HacTpoViky agMUHKCTPAaTUBHOW MaHeIu

TrueConf ).

5.4.1.1 Hacrpoiiku agmMuHucTpaTuBHoi na"enu TrueConf

— B apgmununcrpatuBHOi manenu TrueConf na Bkiiamke Bed / Hacrpoiikm B pasnesne
Buemrnuii aapec Bed6 crpanunbl TrueConf Server HeoOXoauMo ykaszaTh afpec,
COOTBETCTBYIOIIUM  3HAYEHUIO M0JIs1 services/trueconf/url U3  paspjena
«KoHduryprpoBaHve WHBEHTApHOTO ¢aiia: mepeMeHHble». PyKOBOJICTBa IO yCTaHOBKe
MIOYTOBOTO CepBepa.

— CnenyromuM marom Oypner 3anosiHeHWe Hactpoek LDAP na Bkianke LDAP / Active
Directory, pazmen LDAP, xHonka Hacrtpoiiku LDAP B agMUHUCTpaTMBHON HaHeIA

TrueConf. IIpumep 3anonHeHus yka3aH B Taburie 5.

Tabmurma 5 - Hactpoiiku LD AP agmuanctpatusHoi nanenu TrueConf

ITapamerp 3HaueHune
Tun cepsepa 389 Directory Server
be3zonacHoe coenuHenue Ha
PyuHnas HacTpoiika Ha

Cepsep uncrawsimu LD AP-cepsuca « MoiOdgwuic

Cepsep [Touta» (ampec xocCTa € yCTaHOBJIEHHBIM CEpBHUCOM
389 Directory Server)
[TopT 636

ou=People,dc=<domain>,dc=ru,rge
Bazosbiii DN <domain> — OCHOBHOM JOMEH YCTaHOBKU

«MoitOduc [Touray.

AyTenTrduKanus ITpocras

cn=Manager,dc=<domain>,dc=ru, rge
Hma 5
<domain> — OCHOBHOU IOMeH YCTaHOBKU
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ITapamerp

3HaueHue

[Taposb

3HayeHue lepeMeHHOM ds389 manage user U3
VMHBEepTapHOTo (paiiyia yCTaHOBKY (CM. paszell
«KoHduryprpoBaHve HHBEHTApHOTO (atiia: mep
eMeHHbIe» PyKOBOJACTBA 110 yCTaHOBKe

II0YTOBOI'O CepBepa)

Bxmounts NTLM-ayTentudukamnuio s
aBTOMATUYECKOI'0 BXOa II0JIb30BaTesIell JoMeHa

Active Directory

Ha

3anoJiHeHre HaCTPOeK Takke HeoOXO0UMO U B pasjiesie JlononmHuTtebHO (CM. Tabmuity 6):

Tabnura 6 - JlononHuTebHbIe HACTPOMKY B aIMUHUCTPAaTUBHOM naHenu TrueConf

ITapamerp 3HaueHHe
Login trueconflogin
Display Name cn
First Name givenName
Last Name sn
Email mail
Max Results 50000

Filter Disabled ((nsrole=cn=nsdisablerole.*))

Group Member uniqueMember

Filter Login (trueconflogin=%s)

Filter CallID (trueconflogin=%3S)

Filter Group (objectClass=GroupOfUniqueNames)
Work Phone telephoneNumber

Home Phone homePhone

TrustPartner Attr trustPartner

FlatName Attr flatName

TrustedDomain Filter

(objectClass=trustedDomain)

ForeignSecurityPrincipal Filter

(objectClass=foreignSecurityPrincipal)

Trust Enabled

1
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ITapamerp 3HaueHune
Use Avatars 1
Allow Avatar Propagating 1
AddressBook Refresh 900
TimeOut 30
thumbnailPhoto Attr thumbnailPhoto
jpegPhoto Attr jpegPhoto

OcranbHble 3HaYeHUe CJieflyeT OCTaBUTh IyCTbIMU. [lociie 3amosiHeHHsI BCeX HACTpPOeK
HeOoOXOIUMO HakaTb KHONKY Ilpumenuth. [Ipu KOppeKTHOM 3amojiHeHWMM BCeX IapaMeTpoB B
paszesne Ilonb3oBaTesnu / YueTHbIe 3alIUCH NIOJIb30BaTesIeH 3arpy3UTCsl CIIMCOK yUeTHBIX 3alMcei

cnenyrorero Bua (cM. PucyHok 34):

Mons3EATEME TrueConf ID 3. NoETA

bl

ﬁl

ﬁﬂ._
|

000,

Pucynok 34 - Yuetnsie 3anmcu «MoiOduc [loura» B agmunrcTpatrBHoiM naHesnu TrueConf

5.4.2 Hacrpoiika unrerpamuu co Squadus

B nanHoM paspiene npuBeieHbl HacTpouiku it «MoOduc [Tourtay, octambHas nHGoOpMaIys

JIOCTYIIHA B IOKyMeHTaluu Squadus.
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HpeaBapI/ITeJIbHO cjlegyer BBIIIOJIHUTD 06HII/Ie pPexomMeHJaly1, OIlMCaHHbIe B TIJlaBe

Hurerpamug ¢ BKC cucremamu.

Hanee cnenyer 3anonmHuth mapamerpel ETCD B cekmum  services/squadus

(cMm. pasnen Hacrpoiika ETCD). [Ipu konmpoBaHuM KOpHeBOro cepTUdUKaTa U3 aJMUHUCTPATUBHON

naHes Squadus B noie  ETCD services/squadus/ca cert cllefyeT IIPUBECTH €ro K BUAY C

nepeHocoM CTpok (Base64):

MIID9jCCAt6gAWIBAgIUOG+mT23yNOfL68m4NnddE] JjGIh4wDQYIKoZIhveNAQEL
BQAwWgZIxCzAJBgNVBAYTAL JVMQ8wDQYDVQQIEWZNb3Njb3cxDzANBgNVBACTBk1v
c2NvdzEfMBOGA1UEChMWTmV3IENSb3VKIFR1Y2hub2xvZ211czEQMA4GA1UECXMH

CXKCiwbpavWk8c3LkQaIOCTwPJOkD5h17UyOtA7KWIdA7ESmMDD] tmW71iEc59GsASM
x6NewlKYghE/nn7Rp8WolrO0l1UIlkbpglHMfHHMs JEhfEEOW1Z+YV6a9RIpoxtNBdO
AvxgHMKCtDIenPor6722/Sjd4LxGmjoINSNL+11d7Q65sI3pgw53NQHQfY7pVRNc T
7tAJBPPcen/ykDcTco6M5H22ENGbhkgnHyCKFdhQy7hssHzqUUzcjxPG3JToAMI £
WbFKGplcvt3nKA==

BapuaHTbl CMHXpOHHM3AIIMH [T0JIb30BaTeJIeH:

— TmpuBs3aTh squadus M psn K OOHOW ciykbe karamoroB wim «MouOduc YacTtHoe

Oobmakoy;

— €O037aTh COOTBETCTBYIOIIMX I10JIb30BaTesiel yepe3 aJIMUHUCTPAaTUBHYIO MaHesb Squadus.

,HJ'I?I CO30dHHS I10JIb30BaTeJIeM COOBITHI C CCHIIKOM Ha KOHCl)QpEHI_II/IIO CKBaayC
I10JIb30BATEJIHO H€O6XOI[I/IMO XOT$1 OBl OIVH Pa3 YIa49HO 3aJIOTHHUTLCS B

squadus.

5.4.3 Nurerpanus c cepsucoM Webinar

Hpe,HBapI/ITEJIbHO cdjlegyer BBIIIOJIHUTD O6H_[I/Ie pPexomMeHJaly1, OIIMCaHHbIe B IJldBe

Hurerpamnug ¢ BKC cucremamu.

Hanee cnenyet 3anonHuTh mapametrpbl ETCD B ceknuu services/webinar (CM. pasmen

Hactpotika ETCD).

BapI/IaHTbI CUHXPOHH3dAIINN M10JIb30BaTeJIen:
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— npuBsizaTh webinar u «MoiOduc [Toura» k ogHOM cimy6e katanoro unu «MorOduc
Yacrtaoe O6iako»;

— CO30dThb COOTBETCTBYIOIIHUX I0JIb30BaTeJIen Yyepe3 aAMUHUCTPATHBHYIO IIaHeJIb B webinar.

5.4.4 Nurerpanus c cepsucoM VideoMost

Hpe,HBapI/ITEJIbHO cdjlegyer BBIIIOJIHUTD O6H_[I/Ie pPexomMeHlalu1, OIIMCaHHbIe B IJldBe

Hurerpamnusg ¢ BKC cucremamu.

Hanee cnenyer 3anonmHuTh Tmapametpbl ETCD B ceknuu services/videomost

(cm. pasnen Hacrporika ETCD).

BapI/IaHTbI CUHXPOHH3dAIINN M10JIb30BaTeJIen:

— npuBs3aTh videomost U «MonOduc [loutay k ogHOM CiTy>k0e KaTajioros;

— CO31aThb COOTBETCTBYIOIIIUX TI10JIb30BaTeJIer qyepe3 dIMUHUCTPATUBHYIO IIaHEJIb B

videomost.
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6 HACTPOMKA ETCD

ETCD - sro pacnpenienieHHasi CUCTeMa XpaHeHUs! KJII04ell U KOHQUIypalui Jisi CepBUCOB.
Buecenne wusmenenuit B mapamerpel ETCD mnpepocraBiisieT pacIiMpeHHble BO3MOXKHOCTU ISt
HAaCTPOWMKM CHUCTeMbl 107] KOHKpPEeTHble HYXIbl IOJIb30BaTesid U aJIMUHUACTpaTopa. [jis mocryma k
penaktupoBanuio napametpoB B ETCD, cienyeT BBIOTHUTH ClieAyioliue JeWCTBUS Ha CTOPOHe

cepBepa MHCTAJUISLIUK:
1. ABtopusoBatbcs B cepuce ETCD yepe3 6pay3ep, ucrosb3ys ajipec BUja:
http://domain:8081

2. I'me <domain> — ocHoBHOM joMeH yctaHOBKU « MoitOdwuc [Touta», 8081 — mopr.

3. JlaHHbIe 111 aBTOPU3AIUM:

— JIOTHH pSnuser,
— Iapoib: 3Ha4YeHHWe IlepeMeHHOM etcd browser user W3 HWHBEHTAapHOIO ¢amia

yCcTaHOBKH (cM. ToKyMeHT «MorOduc Ilouta. PykoBo/ICTBO 110 yCTaHOBKe»).
[Tocne w3MeHeHMs HAacTpoeK MJil WX IpUMeHeHHss HeobxonuMo Tniepe3anycTuTh backend
cepBHUCHI triton v/ pbm, 4TO6BI HACTPOUKY MEePeYNUTATUCE:
docker service update --force psn-backend triton
docker service update --force psn-backend pbm
[TapameTpsl, OCTYIIHBIE [Ji U3MEHeHUs], TPUBeJieHbl B Tabuuie 7:

Tabmuma 7 — Ilapamerpst ETCD

Kirou Omnucanue HdocTrynHble 3HaYeHUA
autoconfig/ Cexknyst HACTPOEK CepBHCca
AaBTOKOHQUI'YPaLlUU
autoconfig/common/ CexiIust 061X HACTPOEK CEepBHUCA
AaBTOKOHQUT'YPaLlUU

autoconfig/common/ auth_ CoJtp I MOOKIIFOYeHUS K

salt ry100aIbHOM aJIpeCHOM KHUT®.
Hcnonb3yercs npy MHTerpaldy co
CTOpPOHHel CTy00M KaTaJlIoTOB.

autoconfig/common/gener |I'eHepupOBaTh 3alUCh B true v false
ate_ldap_account JIOKAJIbHO CITy>6e KaTajIoroB AJis
BO3MOXXHOCTH IIOJIKJIFOYEHUS K
ry100aIbHOM aJIpeCHOM KHUT®.
Hcnonb3yercs Ipy UHTerpauu co
CTOpPOHHel CTyO0M KaTaJloToB.
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Kirou

Omnucanue

I[OCTYIIHHE 3HaAYeHUus

autoconfig/common/log p
ath

[TyTs M0 Mor-daiiia mpuoXXeHus

OTHOCUTEIBLHBIN UIN aOCOJTIOTHBIA
My Th

autoconfig/common/recov
ery url

Ccpuka 711 BOCCTaHOBIIEHUS
napoist (MCHOJIb3yeTcs B
HACTOJIbHOM KJIMEeHTe)

url

autoconfig/fcm/

CexIusi KIIMeHTCKUX HAaCTPOeK IS
paboThl C MOOUITbHBIMU
yBegomienusmu (Firebase Cloud
Messaging n Huawei)

WHpopmanuro o HaCTporKax U Ux
BO3MO>KHBIX 3HAUEHUSIX CM. B
nokymeHnTe «MonOduc [Toura 3.
PykoBozcTBo no ycraHoBke
IIOYTOBOTO CepBepay, paszen
«Konouryprposanue
VHBeHTapHoro ¢aiisa:
1epeMeHHbIe»

autoconfig/fcm/exists

Bxuttouenue push-yBenomieHuit

true (CTPOTO B HUXKHEM PETUCTPe)

autoconfig/services

HaCTpOfIKa BHeNIHero JOCTyIIa K
CepBHCaM [Jid KIIMeHTOB

autoconfig/services/ext
ernal imap host

Buemnuii afgpec mms
nonkiaoueHust IMAP

Homen umu [P-anipec

autoconfig/services/ext
ernal imap port

BHelHwuii opT 171 MOAKIIOUEHUS
IMAP

Hudps! (11e510€ Yucio)

autoconfig/services/ext
ernal imap ssl

[TpoTokon 6e3omacHOro
noakmodenust IMAP

NO/SSL/STARTTLS

autoconfig/services/ext
ernal ldap host

Buemnuii afgpec mms
nonkiaouenuss LDAP

Homen umu [P-anipec

autoconfig/services/ext
ernal ldap port

BHernwuii opT 171 MOAKIIOYEHUs
LDAP

Hudps! (11e510€ Yucio)

autoconfig/services/ext
ernal smtp host

Buemnuii afgpec mms
nonkiaoueHust SMTP

Homen umu [P-anipec

autoconfig/services/ext
ernal smtp ssl

[TpoTokon 6e3omacHOro
noakmodenus SMTP

NO/SSL/STARTTLS

autoconfig/services/ext
ernal smtp port

BHelnuii opT 11 MOAKIIOUEHUs
SMTP

Hudps! (11e510€ YuCio)

autoconfig/services/ext
ernal tritonapi url

Buemnuii afgpec mms
MOIK/TI0UeHHsI K psnapi

Crpoxka, URL

pbm/

Cexnus Hactpoexk PSN Backend
Manager
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Kirou

Omnucanue

HOCTYIIHHE 3HaAYeHUus

pbm/auth/

Cexknust HAaCTpoOeK
aytentudukanuu B PSN Backend
Manager (HacTpo¥ika cepBrca
OIMCaHa B IAaHHOM JIOKyMeHTe)

pbm/auth/access token e
Xxp time

BpeMs KM3HU acCess-TOKeHa B
CeKyH/1ax

pbm/auth/refresh token

exp time

Bpewms »xu3nm refresh-roxena B
cekyHax (s v2)

[Tudps (11enoe ymcio). 360000

pbm/auth/enc salt

Conb 11 X31IMPOBaHUS
ayTeHTUPUKAITMOHHBIX JaHHBIX

Crpoxka

pbm/common/

O6mume Hactpoiku fyist PSN
Backend Manager

pbm/common/b24 attr to

surname

[Tapametp 1 UHTErpavU C
Bitrix24, nobasinser 3HaueHHe
arpubyTa B KapTOUKe
nosib3oBaresist. [lo3Bossier
nrddepeHIIPOBaTh
I10JIb30BaTeslell C OIMHAKOBBIMU
J5(0]

ATpubyT B KapTOuKe
rosib3oBareisd Bitrix24. [Tpumep:
PERSONAL ICQ

pbm/common/haar cascade
_tmpl

Hcnonb3yemblii 111ab10H
IrOpyUTMa pacio3HABaHMS JIUIT HA
¢ororpaduu. Ucnonbsyercs B
Pa3NMYHBIX LeJIsX, HalpuMep [

o0pe3ku poTorpaduu aJia aBaTapa.

AGCOmOTHBIH Ty Th 10 daiina.

pbm/common/log path

[TyTs 10 nor-gaitna PSN Backend
Manager

OTHOCUTEIbHBIN UK a0COMIOTHBIH
Iy Th

pbm/common/log 1vl

VY poBeHb JI0THPOBaHUS

info / debug

pbm/firebase

Cexknust HACTPOEK TOJIKITIOUEHUS K
Firebase Cloud Messaging u
Huawei, a Takxe mapamerpsi PBM
Ii71s paboThI C MOOUITBHBIMU
YBeIOMJIEHUSIMUA

pbm/firebase/android bu
ndle

W nenTrudukaTop NpUsioKeHus: Ha
Android, ucnionb3yercs s
COCTaBJIeHus 11abJIoHa MmyIIia

Crpoka, mpumep: amail

pbm/firebase/aquarius b
undle

WnentrdukaTop NpuioxxeHus
Aquarius, ucnonb3yercs s
COCTaBJ/IeHHs I1a0JIoHa yIia

aquarius

pbm/firebase/huawei bun
dle

WnentudukaTop NpuioxxeHus B
koHcom Huawei

Crtpoka, mpumep: huawei
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pbm/firebase/ios bundle

HnenTrudurkaTop NpUIoKeHUs B
koHcom i0S

Crpoka, mpumep: iosmailemb

pbm/firebase/webpush bu
ndle

Hnentudukarop web-
MIPUIOKEHHUSI

Crpoka, mpumep: webpush

pbm/firebase/google key
file

Koudwuryparmonnsiii mrabioH B
dopmare JSON mis
ayTtentudukanuu B Firebase Cloud
Messaging

JSON, npumep comepXuUMOro cM.
B nokyMeHnTe «MoiOduc [loura 3.
PykoBozcTBO 110 yCTaHOBKe
IIOYTOBOI'O CepBepay, paszel

«Koundurypuposanue
MHBEHTApPHOT0 daiisa:
repeMeHHbIeY.
psn/ CexIust HACTpPOeK CepBepHOM U
web gactu PSN
psn/bruteforce CexIust HACTPOeK CepBHCa 3aIIUTEI

oT nepebopa mapoJei

psn/bruteforce/enabled

Bxumtouuts 3ammuty ot nepebopa
rnapoJiei

true v false

psn/bruteforce/max atte
mpts

KonnuecTBo OOBITOK BXO/Ia,
nocne kotoporo IP-aapec
HCTOYHHKa Oiokupyetcs. He
YYIUTBIBAIOTCS TIOTIBITKY C OTHOU U
TOU e HeBepHOU KoMOUHaImen
JIOTUHA U TTapoJIst

enoe 4ucmno 6ombime HYIIS

psn/bruteforce/penalty

Bpems B cekyHnax, Ha KOTOpoe
onokupyercs [P-anpec

enoe 4ucmno 6ombime HYIIS

psn/cab/

Cexknyst HACTPOEK KOPIIOPaTUBHOM
aJlpeCHOM KHUTU

psn/cab/bind_dn

ATtpubyTs! bind dn
a/IMMHUCTPATHBHOTO aKKayHTa

[Monasiit DN (distinguished name).

psn/cab/cab ou

OU (organisational unit)
KOPIIOPAaTUBHOM aJIpeCHOU KHUTH

Hassanue OU ¢ HauMeHOBaHHEM
arpubyTta ou=NAME. [Ipumep:
ou=CAB

psn/cab/enabled Brutiogaet nmokas kopriopatuBHoW | true v false
kHMrY B web-unTepdetice (false,
OTpaHWYMBAET CO3JJAHUE TaM
HOBBIX IT0JIb30BATeJIel)
psn/cab/host BuyTtpennuii anpec nogkmoyenus: | Jlomen v IP-anpec

k LDAP-cepsepy
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psn/cab/ldapusers ou

OU (organisational unit) st
TIPUBS3KU BHEIITHUX
nosn3oBareseit k LDAP (B
HACTOJIbHOM KJIMEHTe)

Hazeanne OU c HaumeHOBaHHEM
atpubyta ou=NAME. [Ipumep:
ou=ldapusers

psn/cab/maillist ou

OU (organisational unit) rpymmn
PaCChUIKU

Hazganue OU ¢ HauMeHOBaHHWEM
arpubyTta ou=NAME. [Ipumep:
ou=Groups

psn/cab/password [Taposib OT aIMUHUCTPATUBHOTO BykBbl, IUdphI UK ClieliianbHble
aKKayHTa CHMBOJIbI
psn/cab/port BuyTtpennuii mopt noaxmodenus | LHudpot

k LDAP-cepBepy

psn/cab/resources_ou

OU (organisational unit) pecypcoB

HasBanue ou c HauMeHOBaHUEM
arpubyTta ou=NAME. [Ipumep:
ou=resources

psn/cab/root dn

Kopnegoit DN (distinguished
name) LDAP-cepsepa

[Tocnepane aBa ypoeas B DIT
(Directory Information Tree).
[Tpumep: dc=example.myoffice-
app,dc=ru

psn/cab/web cache/enabl
ed

Bxirouenve uiy OTKIIOYEeHNE
LDAP-kai111a 111 web-kiveHTa

true v false

psn/cab/web cache/lifet
ime

BPEMH JKM3HHU K3Illa B CEKYHaX

[Tudpel, npumep: 3600

psn/common/

Cexkrus o61ux HacTpoek PSN

psn/common/allow upload
_photo

Paspermenne n3mMeHenus aBarapa
nojb3oBaTeneM B web-uHTepdeiice

true v false

psn/common/cookie domai
n

Howmen PSN myis xpanenus cookies

Crpoka

psn/common/event attach
_size limit

JIumMuT pasMepa BIIOXKeHUH B
cobbITHs (B Merabair)

Ludpsl, npumep: 5

psn/common/revoke email

P a3pelirnTb OT3bIB OTIIPABJIEHHBIX

ImceM.

True / False.

psn/common/force revoke

Pazperienvie 0T3b1Ba MUCHMA
M0JIb30BATeNeM, JaXKe eCJid OHO
MPOYUTAHO

true v false

psn/common/gost

[TonTBepxknenue ycraHoBku PSN ¢
Hactpoikamu g 'OCT-
mppOBaHUS

true v false
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psn/common/photo path

[TyTb ny1st XpaHeHUs aBaTapoB

OTHOCUTEIBLHBIN UIN aOCOJTIOTHBIA
My Th

psn/common/password req
uirements

TpeboBaHus K CJIOKHOCTH MTAPOJIS.
JlaHHAs OIMTHKA UTHOPUPYETCs
npu uHTerpanuu ¢ MoiOduc
Xpanwuiie PGS u s yueTHbIx
3anuced U3 CTOPOHHEH CITyKObI

KaTaJIOT'OB.

psn/common/password req
uirements/min length

TpeboBaHus K CJIOKHOCTH TAPOJIS:

MHWHHMAJ/IbHOE YHUCJIO CUMBOJIOB.

psn/common/password req
uirements/max length

TpeboBaHus K CJIOKHOCTH MAPOJIS:

MadKCHMaJIbHOEe YHCJIO CUMBOJIOB.

psn/common/password req
uirements/min digits co
unt

TpeboBaHus K CJIOKHOCTH MAPOJIS:

MUHUMaJILHOE YWCII0 TUOP.

psn/common/password req
uirements/min uppercase
_letter count

TpeboBaHus K CJIOKHOCTH TAPOJIS:
MUHHUMaJIbHOE YHCIIO0 OYKB B

BepXHeM perucrpe.

psn/common/password req
uirements/min_ lowercase
_letter count

TpeboBaHus K CJI0KHOCTH AP OJIS:
MUHUMAJIbHOE YUCIIO0 OYKB B

HH)XHEM perucrpe.

psn/common/password req
uirements/min spec symb
ols count

TpeboBaHMs K CJI0XKHOCTH MAPOJIS:
MUHUMAJILHOE YUCIIO

CIIelICMMBOJIOB.

psn/common/pgs integrat
ion

Bxrouenuve unTterpanuu ¢ PGS

true wiu false

psn/common/photo_size 1
imit

JlumMuT pazMepa 3arpy’kaemMoro
MOJIL30BaTeJIeM aBaTapa

[udpa c o603HaUEHNEM €TUHUIIBI
n3Mepenwus, npumep: 10M

psn/common/use friendlynam
e

VYmpasieHnue oToOpakeHHeM
VMIMEHU OTITPABUTEJIS JIJISI TTUCEM,
OTIIPABJIEHHbIX U3 BHEITHUX
cucTeM

true - orobpaxkath UMs
OTITPABUTEJIS TIMCbMA, TaK KaK OHO
6B110 IepesaHo, false -
O0TOOpaXKaTh JIOMOJIHUTESILHO email

psn/db

CexIust HACTPOeK MOJIKJII0YEeHHs K
6ase maHHbIX Postgres
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psn/db/dbname Wms ocHOBHOW 6a3el gauHbix st | Umst BJI, mpumep: psn
web-nipurnoxxeHus
psn/db/host BuyTtpennuii anpec mogkmoyenus: | Jlomen v IP-anpec
k B]/]
psn/db/login Jlorun s noakmoueHust K b1 Crpoxka
psn/db/password [Tapons nns nogkmovenus k B/ | Byksel, 1iudps! wim crernuanbHble
CHMBOJIBI
psn/db/port BuyTtpennuii mopt noaxmodenus | LHudpot
k b1
psn/db/schema Cxema (mpocrtpancTBo uMeH) s | CTpoka, mpumMep: psn

b/l web-nipumnoxenus

psn/file manager

Hacrpoiiku paboThl MeHemKepa
¢aiinoBo# cruCTeMBI

psn/file manager/file d
ir

MecTo XpaHeHHs BIIOJKEeHUI B
COOLITHS Ha OUCKe

OTHOCUTEIBLHBIN UK aOCOJTIOTHBIN
My Th

psn/ldap

Cexknust HACTPOEK MOIK/IIOYeHHs K
LDAP userdb

psn/ldap/bind dn

ATpubyTst bind dn
a/IMHHMCTPATUBHOTO aKKayHTa

[Tonuerit DN (distinguished name),
nprmep:
ou=Blocked,dc=example,dc=ru

psn/ldap/password

[Taposib OT aIMUHHACTPAaTUBHOI'O
aKKayHTa

BykBbl, udphl 1 crieruanbHbIe
CUMBOJIBI

psn/ldap/blocked ou

OU (organisational unit)
3a0JI0KMPOBAHHBIX TOJIb30BaTEIeH

[Tomuwit DN (distinguished name)

psn/ldap/domains ou

OU (organisational unit) st
XpaHeHUs HHpOPMaIHH 110
MOYTOBBIM JJOMEHAM

[Tomuwit DN (distinguished name)

psn/ldap/groups ou

OU (organisational unit) rpymnn
PAaCChIIKU

[Tomuwrit DN (distinguished name)

psn/ldap/people ou

OU (organisational unit)

[Tomuwrit DN (distinguished name)

M10JIb30BaTejIen
psn/ldap/port BryTtpennuii mopt noakmouenus | Ludpor
k LDAP-cepBepy
psn/ldap/host BayTtpennuii afgpec nogkmodenust | JJomen umm IP-agpec

k LDAP-cepsepy
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psn/ldap/web cache/enab
led

Bxmrouenue LDAP-k3m1a giis web-
KJIMeHTa

true nnu false

psn/ldap/web cache/time

Bpems xpanenus kama

[udpsr 1 nekcuueckoe
00603HaYeHHe BpeMeHHbIX e[IUHUI]
(Ha aHrIMIICKOM, Yepe3 pobert).
[Tpumep: 15 minutes

psn/mail

Cex1ust HACTpOeK BHyTPEHHero
MOJIKJIF0YeHHs] K II0YTOBBIM
IIPOTOKOJIaM

psn/mail/imap host

BuyTtpennuii angpec s IMAP-
TIOJTKITFOYeH U T

Homen unu [P-agpec

psn/mail/imap port BuyTtpennuii nopt st IMAP- Hudpst
MTOIKJTFOYeHHsI
psn/mail/imap protocol BHyTpeHHMI IPOTOKOJI NO/SSL/STARTTLS

oe3onacHoro IMAP-nonkitoueHus

psn/mail/smtp host

BuyTtpennuit agpec ans SMTP-
TIOJTKITFOYeH U ST

Homen unu [P-agpec

psn/mail/smtp port

BHyTpeHHWMIT TPOTOKOI
oe3onacHoro SMTP-
MOOKITI0YCHUS

NO/SSL/STARTTLS

psn/mail/smtp protocol

BayTtpennwnii nopt myis SMTP-
MOJIKITFOYeHHUs

[udpw (11e510e gmciio)

psn/mail/sieve host

BuyTpennuii agpec st
nonkiouenus SIEVE

Howmen nmm [P-anpec

psn/mail/sieve port

BryTpennuii mopt asis
nonkiouenus SIEVE

[Hudpwt

psn/mail/xmailer YHUKaIbHBIH J1s1 yCTAaHOBKH Ctpoxka, npumep: example.ru
3arosioBok XMAILER B nucemax | poseidon webmail client
psn/mail/ios Cexuust HacTpoek mpoduiieit

(xoHPUTypallMOHHBIX dalIoB
ABTOHACTPOWKM) AJIsl yCTPOMCTB
Apple

psn/mail/ios/cert path

[Tyt o ceprudukara Apple,
KOTOPBIM IIOJIIMCHIBAETCS
npodwib KOHUTYpAITUN

false unm
OTHOCHUTEJIbHBIN/abCOTIOTHRIH
My Th

psn/mail/ios/key path

[TyTs 0 KItOYa cepTHdUMKaTa
Apple

false umn
OTHOCHUTEJIbHBII/abCOTIOTHRIN
My Th
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psn/mail/service emails

Cexknyst HACTpPOeK ¥ MHPOpMAaITIU
O CHCTEeMHBIX [TOYTOBBIX SIIIAKAX

psn/mail/service emails |ITo4TOBBIH AIKMK CUCTEMHBIX email

/system yBeJOMJIeHUI

psn/mail/service_emails |Ilaposnb oT cucremHoro novrosoro | CTpoka

/system pass AIIUKa

psn/mail/service emails |Ortobpaxaemoe umsa nms MyOffice Reminders

/reminders name

CJ'Iy>K€6HbIX mMceM OT IIOJCHCTEeMbI

HallOMHMHaHUU

psn/mail/service emails
/system name

OTobpakaemoe UMs Jist

CITy>KeOHBIX MHUCeM

MyOffice System Notifications

psn/mail/service emails
/resourse_name

OTobpakaemoe UMs Jist

CJ'IY)KE6HBIX Im1ceM OT IIOACHUCTEMBI

pecypcoB

MyOffice Resources

psn/mail/signatures

Cek1ust HACTPOEK CepBUCa
aBTOTeHepaIuy MoJIHCceH

psn/mail/signatures/exc
lusions

Uckniovyenus, i KOTOPBIX
IOJIINCH He CO3JIaeTCsl, BO3MOXKHO
HUCKJII0YaTh JOMEHbI UIH
KOHKPETHBIX I0JIb30BaTesei

JSON-maccus. Ilpumep:
{"domain":
["example.com"],"users":
["user@example.ru"]}

psn/mail/signatures/lda
p_mapping

Pacnonoxxenue nosest LDAP u
TepeMeHHbIX B IIa0JI0OHe TTOITUCH

JSON-maccus.

psn/mail/signatures/templa
te path

[TyTb M0 daiina ¢ mabioHOM IyIst
¢opMupoBaHus nognucen
OTHOCHUTEJILHO /opt/triton/ B
KOHTelHepe triton. B Tekymem
penu3e 1 U3MeHeHHs 11a0/I0Ha
Heob6X0/IMMO CO3/1aTh CBOM
m1abJI0H ¥ yKa3aTh My Tk JI0 Hero.
PexoMeHpyeTcs UCTIONB30BATh yKe
MpOOPOIIIeHHBIN B KOHTEHHEep
KaTaJloTr /opt/poseidon/trito
n/eattach/, cogepxumoe
KOTOPOI'O PeIUIIUPYeTCs B
CJTy4ae KJIaCTepHOW yCTaHOBKU. B
TaKOM CJTy4dae IIpUMep MyThb 0
HOBOTO 11abJI0Ha TpUMeT BUJ,

Harpumep,
eattach/mytemplate. templat
e.

[Tpumep comepxumoro darina:
<div style="font-family:
X0 Tahion,

Tahoma, sans-

serif; font-size: 16px;

direction: ltr">

<div style=" margin-top:
2px">=--</div>

<div style="font-family:
sans-

X0 Tahion, Tahoma,

serif; font-size: 16px;

direction: ltr; margin-
top: 5px">C yBaxeHuewm,
</div>

<div style="font-family:
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X0 Tahion, Tahoma, sans-
serif; font-size: 16px;
direction: ltr; margin-
top: 1lpx "> {{FULLNAME}}
</div>
<div style="font-family:
X0 Tahion, Tahoma, sans-
serif; font-size: 16px;
direction: ltr; margin-
top: 5px;">
{% if TITLE is defined and
TITLE != "" %}

{{TITLE}}
{% endif %}
<br>
{% if DEPARTMENT is
defined and DEPARTMENT !=
mrosy

{ {DEPARTMENT}}
{% endif %} </div>
<div style="font-family:
X0 Tahion, Tahoma, sans-
serif; font-size: 16px;
direction: ltr; letter-
spacing: 0.5px; margin-
top: 6px;">
{% if PHONE is defined and

PHONE != "" %}
{{PHONE} } <br>

{% endif %}

{% if WORKPHONE is defined
and WORKPHONE != PHONE and
WORKPHONE != "" %}
{{WORKPHONE}} <br>

{% endif %} </div>

<div style="font-family:
X0 Tahion, Tahoma, sans-
serif; font-size: 16px;
direction: ltr;">

<a href="mailto:
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{{MAIL}}">{{MAIL}}
</a></div> <a
href="https://myoffice.ru"
target="_blank">www.myoffi
ce.ru</a><br> </div>

<img width="146"
height="45" alt="MounOduc"
src="data:image/png;baseb4

, {{LOGO}}"/>

psn/mail/signatures/ten
ant id list

CHHMCOK TeHAaHTOB, Y KOTOPBIX
BKJIIOYEHO CO3J[aHue TTO/IITICH

JSON-maccus

psn/tokens manager

Hacrporiku MeHemkepa paboTsl €
EIYTEHTI/IQDI/IKBHI/IOHHI)IMI/I nu
aBTOPU3AIIMOHHBIMUA TOKEHaMU

psn/tokens manager/stor
age

Mecro xpaHenus refresh-rokeHoB

3HaveHue 10 YMOJTYAHUIO,
M3MeHSTb He ciientyeT: db

psn/web/defaults

Cexkrius HaCTPOEK I10JIb30BaTelId
110 YMOJIYaHHIO B BeO-
IIPUWIOXKeHNH

psn/web/defaults/lang

SI3bIK MONIb30BaTeNel 1Mo

Crpoxka (HauMeHOBaHUe SI3bIKa Ha

YMOJTIaHHUIO aurnuiickom). [Ipumep: Russian
psn/web/defaults/tz YacoBoti mosic mosib3oBateneii o | Yacosoit mosic B popmare tz

YMOJTIaHHUIO database. ITpumep:Europe/Moscow
psn/web/logger CexIust HACTPOeK JIOTUPOBAHUS

BeO-TIPUJIOKEHUS

psn/web/logger/cef enabled

BxitodeHue JIOoTMpOBaHUS
COOBITHI

true/false

psn/web/logger/cef filenam
e

Wms datiina sxypHaia s
coxpaHeHUs UHpOpPMAIIH O
CcOOUTUSIX

CEf, HU3MEHATb He CliefyeTr

psn/web/logger/cef prefix

[Tpeduxkc mns STEM noncucremst.

I'enepupyercst aBToOMaTU4eCKu Ha
3Tare Aensost

CEF:23|MyOffice|MyOffice Mail|
<release version>

psn/web/logger/date

®dopwmar faTs! B j10r-daitiax web-
IIPpUJIO’KEeHHs1

Cpoxka, cragmapt datetime.
[Tpumep:D, Y-m-d H:i:s O

psn/web/logger/default

Hasganue nor-daiina no
YMOTYaHUIO

Crpoka
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psn/web/logger/dir

[Tyt xpaHeHus J10TOB

OTHOCUTEIBLHBIN UIN aOCOJTIOTHBIA
My Th

psn/web/logger/format

dopmat cTpok# B Jior-darise

Crtpoka ¢ mepeMeHHBIMH JIOT -
datinos. [lpumep:Y%date% [Yotype
%] Yomessage%

psn/web/logger/loglevel

YpoBeHb jiorvpoBaHus syslog

Yucio ot 0 1o 8: EMERGENCY
0, CRITICAL 1, ALERT 2,
ERROR 3, WARNING 4,
NOTICE 5, INFO 6, DEBUG 7,
CUSTOM 8

psn/web/secure

Cexkuuyst HACTpoeK 6e30TTaCHOCTH U
IMPpPOBaHUS

psn/web/secure/cipher

AsnroputM nmmdpoBaHUs

Crpoka (HauMeHOBaHHe
anropurMa), mpumep: aes-128-cbc

psn/web/secure/jwt _key |Kmou JSON Web Token (JWT) Crpoka

psn/web/secure/key OTKPBITBIM KITIOY Crpoxka
Encryption/Decryption

psn/web/secure/secret Kk |3akpbITbIi KIHOY Crpoka

ey

Encryption/Decryption

psn/web/websocket

Cekrus HacTpoek paboThI C
npotokosiom WebSocket

psn/websocket/calendar
sync

CuHXpOHU3AIMs COOBITHI TTPU
oMot WebSocket

true wiu false

psn/zoom_info

[TapameTpsl Zoom Jij1s1 pecypca

[Tpumep Kak crenarhb
zoomdemo@url.domain Zoom-
KOMHAaTOMH:

{"zoomdemo@url.domain"
"link":"https:V
Vus02web.zoom.usVjV123?
pwd=123"

,"login"
"zoom@url.domain"
,"password":"1234"} }

push/aquarius/server_ ap

i key

API-xmrou mig BKIIIOYeHUs BeO-

mymeit Aquarius

API-ximou u3 HacTpoek Aquarius
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push/firebase/ Cexmus KJIMEHTCKUX HacTpoek [y1st | MTHpopMaiivio o HacTporikax U ux
paboTh C MOOHUIIbHBIMY | BO3MOXKHBIX 3HAYEHHUSX CM. B
yBegomienussmu  (Firebase Cloud | nokymenTe « MoitOduc Iloyra 3.
Messaging n Huawei) PyxoBoACTBO 110 yCTaHOBKe
MOYTOBOI'O CepBepay, paszen
«Konouryprposanue
HWHBEHTapHOTO datina:
IepeMeHHbIey.
services Cekrusi  BHENIHMX  HACTPOeK
MOJIKJTIOYEeHHs K CepBUCaM
services/ad Cekmuss HacCTpoeKk I1apaMeTpOB
MMIIOPTa aJpeCHOW KHUIM U3

CTOPOHHEeH CITy>K0bl KaTaJIoroB

services/ad/groups

Cexuust HacTpoek I1apamMeTpoOB

MMIIOpPTAa TPy

a/IpeCHYIO KHUTY

paccelIoK B

services/ad/groups/alia

ses

Asmace! (TICBeJOHUMBI) JIJIS TPYTI,
WMIIOPTUPOBAHHBIX M3 CTOPOHHEH

CITy>kObI KaTaJIOTOB

[Taps "kirou":"3HaueHKE",

3aK/It0ueHHble B GUTyYpHbIe CKOOKU
{ }, npumep
{"test@example.com":

"test@domain.ru"}

services/ad/groups/cab

exclusions

MaccuB rpynn pacchiiiok, KOTOpbIe
He OynyT 006aBieHbl B afpecHyio

KHUTY

Habop 3Hauenuii, paszeneHHbIX
3ansaThiMU. HaxonuTcs BHyTpH
KBaJIpaTHBIX CKOOOK []. [Ipumep:

["test]l @test.ru", "test2.test.ru"]

services/ad/groups/base
dn

[Tomnsiit DN (distinguished name)

Crpoka

services/ad/groups/filt

er

@uIBTp IPYIII PACCHITIOK

PexomennioBanHOe 3HaveHue Jis
AD: (&(objectClass=group)
(mail=*)). PexomeHnmoBanHOE
3HaYeHue JIJIs

FreelPA/ALDPro/OpenLDAP/389
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Kirou

Omnucanue

HOCTYIIHHE 3HaAYeHUus

ds:
(& (objectClass=groupOfNames)

(mail=*))

services/ad/groups/mapp

ing

3aaeT COOTBETCTBHE aTpPUOyTOB

rpyHII MeXIy

CTOPOHHEN U JIOKAJIbHOM CITy>K00H

PaCcChUIOK

KaTaJIOr'oB

[Mapst "witrou":"3HaueHMe",
3aKJII0YeHHOe B GUTypHbIe CKOOKU
«{ }. I'ne witou - atpubyT B AD, a
3HaveHue - ko4 B LDAP.
3HaueHue 10 YMOTYaHUIO:

won

"mail":"mail","cn":"cn","displayn

ame":"displayname"}

services/ad/groups/rena

me_domains

3ajaeT BO3MOXKHOCTb H3MEHSTb
JIOMEeH BCeX TPYIII PacChUIOK IpU

HUMIIOpTe

[Tapsr "kimtou":"3Hauenue",
3aKJIIOYEHHbIe B pUTypHBIE CKOOKU
{ }. Ilpumep: {"test.com":

"test.ru"}.

services/ad/groups/rena

me emails

SHHaeT BO3MOXHOCTb H3MEHATb

IIOYTOBBIE apeca

[Tapsr "kimtou":"3HaueHue",
3aKJIIOYEHHbIe B pUTypHBIE CKOOKU
{ }. Ilpumep: {"test@domain.ru":

"alias@domain.ru"}

services/ad/enabled

Bxrouenuve CHHXPOHU3AINHU

agpecHo  kHMru Cc  Active

Directory

true wiu false

services/ad/host

AJIPEC KOHTpOJUIepa JOMeHda

Crpoka

services/ad/password

[lapons yuyeTHOWM 3amucd, OT

MMEeHU KOTOpPOH oymer
OCYIIECTBJIITbCSL BXOA U MOUCK 110

BJ1 ciy>k0bI KaTajioroB

services/ad/port

[TopT s mojKIIIOUEHUs K CITy>0e

KaTtajoros 1o npotokoiry LDAP

Hudpsl. O6BIYHO TPUHUMAET
3HavYeHus 389 (1 MOAKITIIOYeHHUs
6e3 nmdposanus) nim 636 (c

mMdpoBaHreM)
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Kirou Omnucanue HdocTrynHble 3HaYeHUA
services/ad/ssl Hcnonb3oBanve mnporokosia ¢ | true wm false
IM¢ppoBaHUEM
services/ad/users Cekmusi HaCTpoeKk I1apaMeTpOB
HMMIIOpTa [10JIb30BaTesIen B

aZipecHyI0 KHUTY

services/ad/users/base

dn

[Tomuwiit DN (distinguished name)

Crpoka

services/ad/users/filte

r

PuIbTp Mosb30BaTesen

3HaueHuUe 110 YMOTYaHHUIO

(&(objectClass=person)(mail=*))

services/ad/users/mappi

ng

CootBercTBHE aTpuOYTOB
II0JIb30BaTeJIeN MeXly CTOPOHHEe!

Y JIOKaIbHOM CITy>k00M KaTajoTroB

[Tapst "kitrou":"3HaueHMe",
3aKJII0YEHHbIe B PUTypHbIE CKOOKHU
{ }. 'me xmo4 - atpubyT B AD, a
3HaveHue - ko4 B LDAP.
3HaueHue 10 YMOTYaHUIO:

won

{"mail":"mail","cn":"cn","displayn

ame":"displayname","title": "title","

physicaldeliveryofficename":"phys
icaldeliveryofficename","telephone
number":"telephonenumber”,"mob
ile":"mobile","streetaddress":"street
addressll , llll' : "l" ,"Sn" : llsnll

services/bitrix24 Ceknysi HaCTPOEK TO/IKIIFOYEHHs K

API Bitrix24

services/bitrix24/admin |ID agMuHMCTpaTUBHOTO akkayHTa |CTpoka

_userid

services/bitrix24/enabl |Bxmouenue CHUHXPOHHU3AIMH | true v false

ed aZipecHOM KHUTH C Bitrix24

services/bitrix24/url URI cucremsr Bitrix24 uri, npumep:
https://example.b24.ru

services/bitrix24/webho

ok

AyTeHTUPUKAIIMOHHBIA TOKEH IS

IOJIy4eHus JaHHbIX

Crpoxka
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Kirou Omnucanue HdocTrynHble 3HaYeHUA
[I0JIb30BaTesel
services/co Cekiusi HAaCTpPOeK WHTErpalyu K

CO

services/co/landing url |URL-agpec mns nergurra CO Crpoxka
services/co/public_link |Ilybmuunast cceuika s ¢aiinos | CTpoka
_url PGS

services/co/psn_mail{{e |Hacrpoiika PSN kak kmuenra|Ilpumep:

xternal domain}}

Single Sign-On gns CO.

{"client_secret":"MAIL_OAUTH2
_CLIENT SECRET","redirect uri

":"https://mail{ {external domain}

}/sso",

client_id":"psn","sso_url":"

https://auth{{external domain}}"}

services/doveadm

CE‘KL[I/IH HaCTpOeK IOAKII0YeHHs K

HTTP API Doveadm

services/doveadm/login

Jlorun AIMHUHHUCTPATUBHOI'O

akkayHta B Doveadm

3HaueHue U3 KOHPUTYPAITMOHHOTO
daiima PSN

services/doveadm/url

URI

Doveadm

mnst HTTP-pmoctyma  k

uri, npumMep:

http://dovecot:2222/doveadm/v1

services/pbm

Cexnysi HaCTpOeK IMOAKIIIOYeHHs K
API Poseidon Backend Manager

services/pbm/pbm url

Buytpennnit URL PBM API

url

services/pgs

CEKHI/IH HACTpPO€eK IMOAKJII0YEeHHs K

cepBucam PGS

services/pgs/adminapi_1 |Jlorun B Adminapi PGS 3HaueHHe U3 KOHPUTYPAIUOHHOTO
ogin ¢aitna PGS
services/pgs/adminapi p |Ilapoas or Adminapi PGS 3HaueHue U3 KOHPUTYPaIMOHHOTO

assword

¢aitna PGS

services/pgs/adminapi u
rl

Brermmnit URL Adminapi PGS

url
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Kirou

Omnucanue

,I[ocrym{me 3HaAYeHUus

services/pgs/api url

Buemuuit URL PGSAPI

url

services/psnapi

CEKHI/IH HACTpPOeK IMOAKII0YEeHHs K

PSN RESTAPI

services/psnapi/admin_1 |Jlorun aIMUHHCTPATUBHOTO | 3Ha4eHHe U3 KOHHUTYpPalOHHOTO
ogin akkayuta B PSN RESTAPI daita PSN
services/psnapi/url Buemmnuit URL PSN RESTAPI url

services/redis

Ceknust HACTPOEK IMOJKIIIOUYeHHUs K
BJI Redis

services/redis/host Xocrt g B/l Redis Crpoka (ampec momMeHa)

services/redis/password |Ilaposns ot B/l Redis 3HaueHue U3 KOHPUTYPaIMOHHOTO
¢aitna PSN

services/redis/port [Topt i BJT Redis Hudps

services/redis/sentinel

_enabled

Hcnonb3yercs mu cucreMa cOOpku

kyacrepa Redis Sentinel

true v false

services/squadus/

Cexknust HaCTpOeK HHTerpamuvu Cco

Squadus
services/squadus/ca_cer |Kopuesoi ceptuduUKar u3 | Ctpoka
t HacTpoek  Jitsi ~ MecceHmxepa
Squadus
services/squadus/confer |URL xoHdepenuu Crpoxka Bujia https://im-

ence url

<squadus_domain>/call

services/squadus/delete

VcraHaBnMBaeMbll TaliMayT s

3HaveHue B CeKyH/Iax, 0

_after UHTerparuu ymomdanuio 120
services/squadus/enable |BximoueHue HHTEerpaIuu co | true uu false
d Squadus
services/squadus/host Xocr ceppuca 6e3 mopra u3|Crpoka
HacTtpoek  Jitsi  Meccenmkepa
Squadus
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Kirou Omnucanue HdocTrynHble 3HaYeHUA
services/squadus/port [TopT cepBrca u3 HaCTpoeK Yucno
MecceHkepa Squadus
services/squadus/squadu | llenoyka ceprudukaroB B Ctpoka

s client

¢opmare PEM

services/squadus/squadu

s _key

[IpuBarHbl Kito4u B popmate PEM

Crpoka

services/squadus/servic

e url

URL pocryna k Squadus

Crpoxka Bupa https://im-

<squadus_domain>

services/truecont

Cexnysi HaCTpOeK INOAKJIIOUYeHHs K
cepBUCy BUJIEOKOH(epeHITHI

Trueconf

services/trueconf/delet

Bpems B CeKyHJIax, 10

[Tudpwl (11em1oe yucio), npumep:

e_after IPOIIeCTBUM KOTOporo ¢ Kouma | 1234000
coObITvst  KOHbepeHIUsT  OymeT
yZianeHa
services/trueconf/enabl | BkmoueHue WHTEerparuu c | true wiu false
ed Trueconf
services/trueconf/url URL pnsa API Trueconf url
services/trueconf/clien |CekperHeli K04, INoIy4YaeMslii | Boree mogpo6HO 0 3HaYeHUM

t secret

mpu CO31aH1H IMPpUJIOXKEeHH L

OAuth mg Trueconf

BO3MOJXHO Y3HATh 110 CCbLJIKe

services/trueconf/clien

t id

Unentudukarop, MIOJTy9aeMbIi

IIPpU  CO3[aHUH  TIPUJIOXKEHUS

OAuth gig Trueconf

Bonee nonpo6bHO 0 3HAUEHUH

BO3MOXHO Y3HAThb 10 CCLUIKe

services/videomost/enab

Bxmouenue HWHTerpanuu c

true wiu false

led videomost

services/videomost/url Videomost API URL Crpoka
(https://im2.videomost.com)

services/videomost/auth |URL s ayTenTuduKanyy | CTpoka

_url Videomost (http://im2.videomost.com:8443)
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services/videomost/secr

etword

[Tapamertp aBTOPU3ALUU B

Videomost

Crtpoxka

services/webinar/enable

d

Bxrouenue unTerparuu ¢ webinar

true wiu false

oken

services/webinar/api ur |Wwebinar API URL Crpoxa
1 (https://userapi.webinar.ru/v3)
services/webinar/auth t |Token st Webinar API Crpoka
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7 UTH®OPMAIIMOHHAS{ BE3OITIACHOCTD

((MOﬁO(l)HC ITouyra» mMO3BOJIIET KCIIOJIH30BATH CTOpOHHEee IIpOoIrpaMMHOe obecrieyenue c

1eJ1bI0 TOBBIIIeHMs] THPOPMAIIMOHHOM 6e3011aCHOCTH.

7.1 AuTucnam

HOns dunbrpanuu crama «MonOduc Ilodra» wucmonb3yeT mnporpaMMHOe obecriedeHue
Rspamd.

ITporpammHoe obecriedeHre Rspamd — 3TO coBpeMeHHasi cucTeMa (QUWIbTpallyMU CIlama,
KOTOpasi T03BOJISIeT OlleHMBAaTh IMCbMa II0 Psily TpaBWI, BKJIIOYasl peryJisipHble BbIpaXKeHUs,

CTAaTUCTUYECKUN aHAJIU3 U [10JIb30BAaTEIbCKUe CepBHCHI.

bomee l'IO)IpO6HO (6} HaCTpOﬁKe JaHHOI'O IIPpOIrpaMMHOI'O obecrieueHus PpaCCKa3daHO

B JJoKyMeHTarmu Rspamd.

7.2 Coop 1 aHaAIN3 JIOTOB

JlornpoBanue Ha cepBepe «MoiOduc Ilouta» npom3BoaWTCS B XKypHajbHble AWkl

COOTBETCTBYIOIIIEero cepBuca. K masHBIM CepBHCaM OTHOCATCS 3JIeMEeHThI IIOYTOBOI'O dapa.:

— postfix (mepecbutka MOYTHI, CTATUCTHUKA IO TIMCbMaM);
— dovecot (mosrydeHue MOYTHI, TIOJKIIIOUYEHHs K imap-cepBepy);
— rspamd (aHTHCIaM-QUIIBTP).

Taxoxe storu B noutoBo# cucreMe «MorOduc Iloura» cobuparoT ciefyromiye CepBUCHL:

— triton (backend Be6-unTepdeiica);
— pbm (Poseidon Backend Manager);
— nginx (IpoKcu-cepsep);

— autoconfig (cepBuc pacrpocTpaHeHHsi aBTOKOHGUTYPAIIH Vil KITHEeHTOB).

Jyist mocTyna K IMpPeKTOpPUM JIOTOB HeoOXOIUMO BOWTHU Ha cepBep YCTAaHOBJIEHHOM CHUCTeMbI
0] aKKayHTOM aJIMUHHUCTPATOpa WIK Cylep agMHUHHCTparopa. [lo ymMomyaHuio myTh K IUPeKTOPUU

JIOTOB BBITVISIAUT CJIeIyIOIIUM 06pa3oMm:
cd /opt/poseidon/logs/<service>

['me <service> — ouH U3 BbIlIeyKa3aHHBIX cepBUCOB. [Ipumep ass postfix:
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cd /opt/poseidon/logs/postfix

HpOCMOTp JKYPHAJIBHBIX Cl)aﬁﬂ0B CepBUCOB OCYyHIECTBJIETCS IITATHBIMU CpPedCTBAMU

CHCTeMBbl, HallpyuMep peJlakTopoM Vim:

vim /opt/poseidon/logs/<service>/<log>.log

© 000 «HOBBIE OBJTAYHBIE TEXHOJIOT'MW», 2013-2024 103



MonOdounc

8 KOJbI 1 PACIINPPOBKA OHIMBOK B KOHCOJIA

[Ipn Bo3HuMKHOBeHnu ommbku B API-3ampoce, KOHCOJIb MOXeT BbIIATh ClleyIollre

COOO0IIeHUS:

1. Ommbka 400: He mepemanbl obsi3aTesbHble MapamMeTpbl KOMaHIbl (yKa3aHbl B JIAaHHOM

PYKOBOJICTBe, Kak 00si3aTesIbHbIe, WU BblfieJIeHbl [10JTy>KUPHBIM HIPUPTOM).

"message":
{
"{REQUIRED PARAM NAME}": "{REQUIRED PARAM NAME} is a required value"

}
}

2. Ommoxka 401: Hcrek cpok pmeiictBusi TokeHa. Heobxommmo miepeco3maTh TOKeH

aBTopu3anuu (pasnen 2.4.1 JaHHOTO PYKOBOJICTBA).
{
"message": "TOKEN EXPIRED"

}

3. Ommbdxka 403: [loctyn 3anperieH. Heobxonumo npoBepyTh MpaBa A0CTyIa K pecypcy.
{

"message": "You don't have the permission to access the requested resource.
It is either read-protected or not readable by the server."

}
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9 TEXHUYECKAS IIOJJAEPKKA

KonraktHas mHbopmamus cioyx0bl TexHudeckor nogaepxku OOO ««Hosble ob6naunble
TEeXHOJIOTUM» B CJTy4ae BOBHUKHOBEHHS BOIIPOCOB, HE ONKMCAHHBIX B JIAHHOM PYKOBOJICTBE:

Anipec 371eKTpOHHOM NOYTHI: support@service.myoffice.ru

Tenedon: 8-800-222-1-888.
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