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MonOdounc

Bce YIOMSAHYTbIE B 3TOM [JOKYMEHTEe Hd3BdaHUS IIPOAYKTOB, JIOTOTUIIbI, TOPrOBble€ MdPKHU U

TOBApPHbIE 3HAKHU ITPUHAJIEXKAT UX BJIdJI€JIbI[dM.

ToBapusbie 3Haku «MoitOduc» u «MyOffice» npunamnexxar OOO «HOBBIE OBJIAYHBIE
TEXHOJIOT'UN».

Hu Ipu KaKHuXx 00CTOSATENIbCTBAX HeJIb3sl HCTOJIKOBLIBATH JIIOOOE COolepXXUMoOe HacCTodiero
JOKYMEHTd KdK IIpsAMOe HJIM KOCBEHHOe IIpeJoCTaBJIeHrne JIMIEeH3WHU WJIKM IIPpdBd Ha HCIIOJIb30BaHHE
TOBAPHBIX 3HAKOB, JIOTOTHUIIOB HWJIM 3HdKOB O6CJIy)KI/IBaHI/I$[, IpuBeJeHHbIX B HEM. JIroboe
HEeCAaHKIIMOHHWPOBAHHOE HCIIOJIb30BdHHWE JOTUX TOBAPHbLIX 3HAKOB, JIOTOTHUIIOB HWJIM 3HAKOB

obcTy>kruBaHus 0e3 MMCbMEeHHOTO pa3pelleHust X MpaBoo0bIaiaTesisi CTPOTo 3arpereHo.
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IMEPEYEHD COKPAIIIEHUM, TEPMHHOB U OITPEJIEJIEHUI

B nacrosaiem AOKYMeHTe HCIIOJIb3YIOTCA Ciiegyronye COKpalieHHda C COOTBETCTBYIOIIHWMH

pacidpoBKaMu (cM. Tabumy 1).

Tabmuna 1 — CoxpailieHust U pacuippoBKU

Cokpaiienue,
et PacumdpoBka u ornpenienienue
AD Microsoft Active Directory
Ansible Cucrema ynpapieHus: KOHPUTYpaUIMU, UCTIOJL3YIOIIAsCS i aBTOMAaTHU3aIuH
HAaCTPOWKU M pa3BepThIBAaHUS IPOTPAMMHOTO 00ecriedeHus
API Application Programming Interface, uaTepdeiic mporpaMMupoBaHUS
MIPUWIOXKEeHUH
CDN Content Delivery Network, cepBuc o6ecneunBarmoniui KaCTOMHU3AIINIO
CcO CloudOffice, Obmaunbiii Oduc, obiee HazBaHWe MPOAYKTA (TPYyIIIBI
pelakToOpOoB)
Docker I10 pu1g aBTOMATH3AIMK Pa3BepPThIBAHUS U YIIpABJIeHUs IPUIOXKEHUSIMH B
cpenax C MoAJIep>KKOM KOHTeHHepU3aluu
Docker Registry MaciitabupyemMoe cepBepHOe MIpUJIOXKeHUe JJisi XpaHeH!s U paclipoCTpaHeHus
koHTelHepoB Docker
DNS Domain Name System, cucreMa JIoOMeHHBIX UMEH
Inventory ®aiin [10 Ansible ¢ nepeuncnenuem porneit u ux [P-anpecos
MD5-xem (hash) Kontposbhas cymma, npejiHa3HavYeHHas [l TPOBEPKH MEeJIOCTHOCTHU datiia
PGS Pythagoras, Cucrema xpanenust manHbix B coctaBe « MoitOduc YactHoe
O6mako 3» B BapuaHTe ucnonHenus [OCT
PSN Poseidon, npunoxenue modThl, KajeHaaps u KOHTakToB («MoitOduc [Toura 3»)
IOPS KosmdecTBo onepanuii BBoia/BhIBOA - TapaMeTp [IJisl U3MepeHUst
IIPOM3BOIUTEILHOCTU CUCTEM XPaHeHHs
REST API ApXUTEKTYpPHBIM CTWIb B3aUMO/IeMCTBUSI KOMIIOHEHTOB paciipejieJieHHOTO

IMpUJIO’KeHUsd B CeTU

S3 xpanunuiie

CepBuc xpaHeHUs 00BEKTOB, TIpefljlaraeMblii MOCTaBIIMKaMU 00JIaYHbIX YCIIyT

SSH Secure Shell, «6e3omacHast o6om04Uka», ceTeBoi NPOTOKOJI IPUKIAJHOTO
YPOBHS$, [I03BOJIIIOIINY IPOM3BOAUTH YjaJleHHOe yIIpaBjleHue
SSO Single Sign-On, TexHOJIOTUS €AUHOTO BXO/la
URL Uniform Resource Locator, enuHbIN yka3aTenb pecypca
XFS 64-6buTtHas ¢aiioBas cUCTeMa C XYPHAJIOM COOBITHH
Yum MeHekep IpOrpaMMHBIX IIAKeTOB It JUCTpUOyTHBOB Linux
Barmn I'pymnmna 06seKTOB 71t KACTOMHU3AINK CepBUCa, TIPeJiICTaBIeHHbIX B BUJIE
yIIaKOBaHHOTO daiiia
B baza gaHHbIX
Bennmop (vendor) [TocTaBuivk 6peHAUPOBAHHOTO MPOYKTA
ESIA Enunas cucrema uaeHTUGUKAIINKU U ay TeHTUPUKATIUU
Kiacrep (cluster) | O6benuHeHHas TpyTa CEPBEPOB
Merabana I'pynna 06beKToB /1Js1 KACTOMU3AIUKU CePBUCOB, NIpe/ICTaBIeHHbIX B BUIe
yIaKOBaHHOTO ¢aiiia
OBepkOMMHUT Omnmums runepBu3opa Mo U30bITOYHOM aJUIOKAIUK MTAaMSITH JIJIS1 BUPTYaJIbHbIX
(overcommit) MalllvH
0C OmnepanuoHHasi cucremMa
Tenant Jlorudeckuii 06’beKT, BKIIOYAIONIUN B Ce0sl COBOKYITHOCTb BBIYUC/IATEIIbHBIX

pPecypcoB, MoJib30BaTeel U perno3uTOpUn
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1 HASBHAYEHUWE

«MonOduc Yactoe Ob6mako 3» B BapuanTe ucnosHeHuss [OCT — komruiekc 6e30macHbIX
Be0-CepBHCOB M NPUIOXEHUMN MJis OpraHM3alluM XpaHeHMs, JOCTylla U COBMECTHOW paboThl C
darimaMy ¥ JIOKyMeHTaMM BHYTPM KOMIIAHHWM, MCIIO/IB3YIOUMX OTedyeCTBeHHble CpeJiCTBa
KpPUNTOrpapuuecKor 3almThl MHGOpManuu. B3avMojencTBue BCeX KIIMEHTCKUX IPUIIOKeHUN
CCepBepPHBIMM CHUCTeMaMM OCYLIECTBJISIETCSI IO CeTeBbIM KaHajlaM, 3allUIIeHHBIM C IIOMOIIbIO
npotokosia TLS ¢ ucnonb3oBaHrMeM oTedeCTBEHHON KPUIITOTPaduu.

B cocraB nponykTa BXOAST:

— Cucrema XxpaHeHHMs JaHHBIX Il 06e30I1aCHOTO XpaHeHWs KOPIOPaTUBHBIX (GalyIoB U
obecrieueHUs] BO3MOXXHOCTEM aBTOpU3allvM{, ayTeHTHU(UKAIMKM W pasrpaHWuYeHHs IpaB JOCTyma
[10JIb30BaTeJsIeN;

— Cucrema peJlakKTHpPOBAHHUS U COBMECTHON paboThl [Isi UHAUBUIYAIIbHOI'O U COBMECTHOIO
PelakTUPOBAHMUS NTpe3eHTal[Ui, TeKCTOBBIX U TAOIIMYHBIX JOKYMEHTOB;

— AJIMUHHUCTpPaTUBHAsl IMaHeJIb CUCTeMbl XpaHEHWs [UIsl YIIpaBJIeHWs I10JIb30BaTeJIsIMU,
rpynmnamu, obIMMy nankamu, JOMeHaMHU U TeHaHTaMH.

B cocraB mponykTa BXOOST Cilefyrolye NPUJIOXKeHUs IJig paboTel B BeO-Opay3epax U Ha
MOOWJIbHBIX YCTPOMCTBAX:

— «MoiOduc JlokyMeHTbI» — Beb-TIpUJIoXKeHue IJisi OPraHu3allud CTPYKTYPUPOBAHHOIO
XpaHeHUs! (alJIoB, BBIIIOJHEHUS Ollepaliui C ¢aiylaMM M IallkaMH, HAaCTPOMKU COBMECTHOI'O
JIOCTYTIa;

— «MoiiO¢uc Tekcr» — Beb-pegakToOp It OBICTPOrO W yAOOHOTO CO3MAHUS U
($hOpMaTUPOBAHUS TEKCTOBBIX JIOKYMEHTOB JIF0O0M CII0’)KHOCTH;

— «MouOduc Tabmuiia» — Beb-pegakToOp ISl CO3MAHUS 3JIEKTPOHHBIX TaOIMII, BeoeHUs
pacyeToB, aHAJIM3a JIAaHHBIX U IPOCMOTPA CBOJIHBIX OTYETOB;

— «MoitOduc Ilpesentanus (Beta)» — Beb-pemakTop mis co3gaHus, OQOpPMIIEHUS U
JIeMOHCTpalluy IIpe3eHTalui;

— «MoiOduc [lokyMeHTbI» 11 MOOMJIBHBIX IJIaTPOPM — IPUIIOXKeHHe IJisd IPOCMOTpa U
PelaKTUPOBAHUS TeKCTOBBIX JOKYMEHTOB, 3JIeKTPOHHBIX TAO/IWIl U Ipe3eHTaui, mpocmorpa PDF-
$aisioB, a Tak)ke JOCTyIa K 00JIaYHBIM XpaHWJIMINAM Ha cMapTdoHax u riaHmeTrax ¢ OC Android,
iOS u iPadOS.

[TogpobHoe omucaHrWe BO3MOXHOCTeM MpPOAYKTa NpUBelleHO B AoKyMeHTe« « MonOduc

YactHoe O6mnako 3" B BapuanTe vcnonHeHust ['OCT. @ yHkimMoHaIbHbIe BO3MOXXHOCTHY.
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KoHdurypamnus cucreMbl 0CyIeCTBISeTCs C TOMOIIBIO CEPBUCOB:
— etcd-6pay3zep mis CO;
— etcdctl gna PGS.

Anpec etcd-6pay3epa 3dBUCHUT OT THIIA YCTAHOBKH HW YK4A3bIBdAeTCd B IIponecce

pa3BepTbiBAHWA CUCTEMBI.

Ecnm onvcanve HaCTpOMKHM BKIIOYaeT B cebst U3MeHeHUe inventory ¢aiiia, KOHQUTypamus

JOJKHa OBITH BBLITIOJTHEHA rnepen YCTaHOBKOI\/'I CHCTEMBEI.

[Tocsie BHeceHUSst U3MeHEHUN MOXKeT TOTPebOoBaThCs Iepe3anyCck KOHTEHHepOB H3MeHsIeMOro
cepBuca (Hanpumep: FEuclid). [lna obecnieuenusi OecnepeOoiiHOM pabOTbl CEpBUCOB IS
M0JIb30BaTesiell peKOMeH/yeTCsl MPOBOJUTh U3MeHeHHUsl B Iepuo]] MUHUMAJIbHOM Harpy3ku Ha

CUCTEMY.
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2 YIIPABJIEHME TEHAHTAMMA

B «MoitO¢uc YactHoe Ob6mako 3» B BapuanTe ucnojgHenuss 'OCT pabora ¢ obbekTamu
peaii3oBaHa B TeHAHTaX. [eHAHTBHI Mexay CODOOM TIOJHOCTBIO M30JIMPOBAHbI. YIIpaBJileHUe
HAaCTPOMKAaMM KOHKDETHOTO TeHAaHTAa OCYIIeCTBJISIeTCS aJMUHHUCTPAaTOPOM TeHaHTa B Beb-
MIPUIIOXKEHU U «AIMUHUCTPUPOBAHUE» (mompobHee CM. B IOKyMeHTe
«"MoitOduc Yactaoe O6mako 3" B  BapuanTe wucnosHenus ['OCT. PykoBoactBo 1o

a}IMI/IHI/ICTpI/IpOBaHI/IIO»).

[Tomyyenue HacTpoek TeHaHTa Ha cTopoHe koMiioHeHTa CO mpoBepsieTcs C noMomsto etcd

(CO) o ampecy tenants/<id Tenanra>, JIJIs1 TEHAHTA C JIOMEHOM YCTaHOBKM 3HaueHMe yKa3aHO B

ImapaMeTpe tenants/default.

2.1 Co3ganue Tenanra

Jlist co3maHusl TeHaHTa [0 YMOJIYAaHHWIO BO BpeMsl YCTAHOBKU CHCTEeMbl HeobXO0JMMO
3allOJIHUTh 3HAYeHUsSIMU OJIOK IepeMeHHBbIX ¢aiyia inventory default tenant (oJpoOHee CM. B
nokyMmeHTe «"MonOduc YactHoe O6mako 3" B BapuanTe ucronHenus 'OCT. Cucrema xpaHeHus

naHHbiX (PGS). PykoBo/ICTBO 110 yCTaHOBKEY).

HJISI CO3JaHUs Te€HdHTa II0 YMOJ/IYdaHHWIO I10CJIe YCTAHOBKU HJIM CO3OdHHUA OOIIOJIHHUTEJIbHbIX

TeHaHTOB HeoOxoauMo Bocnob3oBaThcsi REST API cepuca Euclid.
[Tpumeps! shell-koman:

1. AyrenTudukanus 1 ojlydeHre TOKeHa aBTOpU3aluy 11 nosib3oBarens PGS:

curl -X POST \

"https://admin-<ENV>.<DEFAULT DOMAIN>:\

<Nginx HTTPS EXT -PORT>/adminapi/auth" \

-d "username=pgs" -d "password=<KEYCLOAK PASSWORD>"

2. Co3manue TeHaHTA:

curl --header "Authorization: ${token}" -X POST \
"https://admin-<ENV>.<DEFAULT DOMAIN>:<Nginx HTTPS EXT PORT> \
/adminapi/tenants" \

-d "default domain=<DOMAIN>" -d "name=<NAME>" \

-d "admin password=<Admin password>" \

-d "admin recovery email=<Recovery Email>" -d "max users=1000"

B INpUBeJIeHHbIX ITPUMepax UCITIOJIb3YIOTCAI IIepeMeHHbIe, OIITMCAdHHbIE B Ta6J'II/ILIe 2.
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Tabnuna 2 — IlepemenHble [Jist CO3[aHMsI TEHAHTa

HanmenoBaHue nepeMeHHOU Omnucanue [Ipumeuanue
<token> TokeH aBTOpH3auu -
<default domain> Homen ycranoBku PGS [Tepemennas PGS*
<domain> JoMeH, COOTBETCTBYIOIIUM [Ipu co3manuu
CO3/1aBaeMOMY TeHaHTY IOIIOJIHUTEILHOTO TeHaHTa (He

M0 YMOJIYAHHIO) JIOJDKEH
OTJIMYATHCS OT 3HAYEHUS
nepemenHoi <default domain>
<name> WMs co3maBaeMoro TeHaHTa [To ymosryaHuO UMeeT

3Havyenue default

<admin password> [Taposs agMuHKCTpaTOpa Beb- -
uHrepderica
<recovery email> Anpec 37meKTpOHHOM MOYTHI JIJIst -
BOCCTAHOBJIEHUS TIapPOJIS
aJIMUHHCTPATOpa
<default domain> Homen ycranoBku PGS [Tepemennas PGS*
<env> JJleMeHT IOMeHHOTO0 UMeHH! [Tepemennas PGS*
yCTAHOBKU
<Nginx https ext port> ITopt Nginx ansa qocryna k [Tepemennas PGS*
cepBHCaM
<keycloak password> ITapos 1 nosmb3oBaTenst PGS [lepemennas PGS*
B Keycloak
* — IiepeMeHHbIe, 3ar0JIHEeHHbIe B COOTBETCTBUU C JIOKYMEHTOM

«"MonOd¢uc Yactaoe Obmnaxko 3" B BapuaHTe ucnonHeHuss 'OCT. Cucrema xpaHeHUS AaHHBIX

(PGS). PykoBOICTBO IO YCTAaHOBKE.
AMUHHUCTpHUpOBaHWe JAHHOT'O TEHAHTA BBIMOJHSETCS C TOMOIIbI0 BeO-uHTepdeiica, 1o

YMOJTYaHUIO JIOCTYITHOTO I10 afipecy:

https://admin-<ENV>.<DEFAULT DOMAIN>:<Nginx HTTPS EXT PORT>
Jlorun JId  aBTOPU3dllUK  dIMUHHUCTPATOpPA B  TEHdHTeE 6YJ:[eT BBIIVIAJETh  KdK

admin@<domain>.

2.2 I3MeHeHHe KOJIMYeCTBA TCHAHTOB

HaCTPOﬁKa IIO3BOJIAET OI'PAHHUYUTDL KOJIM4eCTBO TEeHAHTOB. 3HaueHHe WU3MeHseTcsI C

IIOMOIIBIO TIepeMeHHOM, YKa3aHHOH B Tabnune 3.

Tabmuna 3 — [lepemenHast 111 K3MeHEHHUS KOJIMYeCTBa TeHAaTOB

HaumenoBanue . Tun
HanmeHnoBaHue nnepeMeHHOU . 3HaueHUe
cepBuca IepeMeHHOU
Euclid (PGS) /pgs/euclid/max_tenants integer ot 1 mo 100

(100 makcuManbHO
IOCTYITHOE 3HaYeHHe,
YCTaHOBJIEHO TI0 YMOJTYaHHIO)
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2.3 Hacrpoiika J10ruHa o0 CBOMM T€HAHTOM

ITo YMOJ/HYaHHUIO I10JIb30BATEJIb C JOMEHOM @test.demo.example.com MOXeT dBTOPHU30BdATbCA

o aapecy: https://authdemo.example.com/auth.

Jl71s1 HacTPOMKM aBTOPU3AIMHU I0JIb30BaTeNsl C JoMeHoM @test.demo.example.com TOIBKO

yepe3 https://auth-test.demo.example.com He0OX0IMMO BBITIOIHUTE CIIeAYIOIIMe TeUCTBUS:

1. IIpeobpazoBaTh  cepTudukaT  (emoyka  cepTUdUKATOB, C  COXpaHEHHEeM
MOCJIeZIOBATeNIbHOCTU Tiepefjaud B cepBrce Nginx) B CTPOKY HyTeM 3aMeHbI IepeHOCOB CTPOK Ha
CHMMBOJIBI \N C TOMOIIIBIO KOMaH/IbI:

sed -i -z 's/\n/\\n/g' cert.pem
2. 3ammdpoBath kiatod (B PEM dopmare, 6e3 u3meHeHHI, MHOIOCTPOYHBIN) C ITOMOIIbIO

KOMaH/JbI:

openssl enc -aes-256-cbc -K $FS APP ENCRYPTION KEY -iv\
$FS _APP ENCRYPTION IV -in key.pem | xxd -ps -c 4096
3. PaamectuTsh kittou u ceptudukar B PGS ¢ nomoripio Euclid API:

export token=$(curl -fs -XPOST\
https://pgsdemo.example.com/adminapi/auth\

-d 'username=pgs' -d 'password=...' | jg-r .token)\
curl -XPUT https://pgs-demo.example.com/adminapi/smtp conf/srv --data\
-raw '{"cert":"...","key":"..."}' -H "Authorization: $token" -H\

"Content-Type: application/json"
4. IlpoBepuTh HACTpOHMKYy yBemomsieHUd u cBszu Mexny PGS u CO ¢ momoripbio

VHTEerpaliuOHHBIX TeCTOB (mozipobHee CM. pasnen «YcTaHOBKa» JOKyMeHTa
«"MonOd¢uc Yactaoe Obmaxko 3" B BapuanTe ucnonHeruss 'OCT. Cucrema penakTUpoBaHUSI U
coBMecTHOM pabotel (CO). PykoBozacTBO mo ycraHOBKe»). B cilyyae HenpaBU/IBHOM HaCTPONMKH
yBeIOMJIEHUH UJIM CBSI3W HEOOXOIMMO BBIIOJHUTH [Tepe3arpy3Ky TeHaHTa C TOMOIIIBI0 KOMAH/IbL:

curl -XPOST https://coapidemo.example.com:8443/api/manage/config/\
tenants/pgsl9825/reload --usercouser:...
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3 NOIIOJTHUTEJIbHBIE HACTPOUKHU ®ANTOBBIX OIIEPAIUN

3.1 Cpoxk xpaHeHus1 yaajieHHbIX (aiiioB

[Tocne ypmanenusi mosb3oBaTesieM (aiioB WM IallOK M3 CBOeH KOP3WHBI y/lalleHHble
OOBeKTBl 3ajaHHOe BpeMs XpaHATCS B cucreMe. DyHKIUS IpefHa3HayeHa /I CiIydaeB
HeoOXOJJUMOCTA BOCCTaHOBJIEHMSl yIaJleHHbIX O00BekTOB. CpOK XpaHEeHHsI TaKUX YJaJleHHBIX
00BEKTOB MOXeT ObITb HAaCTPOEeH.

VYcranoBka BpeMeHH BBITIOJIHAETCA C IIOMOIIBIO HEPEMEHHOfl, YKaSaHHOﬁ B Ta6J'II/IIle 4,

Tabnmuna 4 — M3ameHeHVe BpeMeHU XpaHeHUs yAaJeHHbIX $aiiioB

HaumenoBanue HaumenoBanue Tun Enunaunibr 3HavyeHUe
cepBuca TepeMeHHOMn [IepeMEeHHOM | U3MepeHUus 10 YMOJIYaHUIO
/pgs/fs/ .
etcd (PGS) removethreshold integer CeKyH/ia 2592000000

3.2 HacTpoiika MaKCHMAaJILHOTO pa3Mepa 3arpy:;kaemoro ¢aiiia

[To ymonm4aHuio B cCHUCTeMe YCTAaHOBJIEHO OrpaHUYeHHe Ha [IOMyCTUMbIA pas3Mmep

3arpy»kaeMoro Iojb3oBaresieM ¢ausa — 5 ['6aiT.

Jl1si u3MeHeHHWsI OrpaHUYeHUs] HeOOXOAMMO YCTAaHOBUTh HOBOe 3HAueHHe IepeMeHHOM,

yKa3aHHOM B Tabmuie 5.

Tabmuma 5 — MakcuManbHbIN pa3Mep 3arpy»aemoro dasia

HaumenoBanmue Haumenosanue Tun o
. . | PaamepHoctsb | /lnana3oH 3HaueHU
cepBHCa repeMeHHOU repeMeHHOMN
. 52428800 (5 I'6aitT)
config/wfe/ . .
etcd (CO) o integer bauT (3HaueHwe O
max.upload.file.size
YMOTIaHUIO)
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3.3 Hacrpoiika aBTOMaTH4YeCKOH KOHBepPTaIliuH JJOKyMEeHTOB BHellIHero (popmara npu

3arpy3ke
B «MoiiOd¢uc YactHoe O6mnako 3» B BapuanTe ucnonHeHus ['OCT peanuzoBaHa GyHKIUS

aBTOMAaTHM4eCKOM KOHBepTallMu JOKYMEeHTOB BHellHero ¢opmara Npu 3arpyske WX B CHUCTEMY.
ITocne ycranoBku CO ¢yHKIMS OyIeT BKIIIOUYEHA 110 yMOJIYaHHUIO B pEXUM ask (OToOpakeHHe

ZIMAJIOTOBOT'0 OKHA C 3alIPOCOM JIeMCTBUS).
IIpy kOHBepTan¥u JOKYMEHTOB BO BHYTPeHHHUM (opMaT BO3MOXXHO U3MeHeHHe CTPYKTYpbl

Y pOpMaTUPOBAHHUS IOKYMeHTa BHyTPeHHero ¢popmara.
[Tocne 3arpy3ku gokymeHTa ¢ KoHBepTarueit B « Mo Oduc YactHoe O6mako 3» B BapuaHTe

ucnionHenuss 'OCT Heobxomumo y0enuTbCs, YTO B JJOKYMEHT He BHECeHO CyIIeCTBeHHBIX
M3MeHeHWM, MelllalolX JajibHelield paborte. YaaneHrve HWCXOOHOTO ¢aiyia BHeIIHero ¢opmara

PeKOMeH/1yeTCsI BBITOIHSTH [10C/Ie TPOBEPKHU.
[TopnepxxvBaemble popMaThbl TOKYMEHTOB Uil KOHBepPTalluM, TUIbI BHyTpeHHero ¢dopmarta

JIOKYMEHTOB U Ia0JIOHOB TTPeJICTaBJIeHbI B Tabmuiie 6.
Tabmuia 6 — dopMaT JOKYMEeHTOB U 11abJIOHOB OCJIe KOHBepTaIuu

@dopmar JoKyMeHTa A0 KOHBepTaluu dopmar JoKyMeHTa Iocjie KOHBepTaluu
*.docx, *.doc, *.odt, *.txt, *.rtf, *.docm * xodt
* dotx, *.ott, *.dot * xott
* xlt, *.ots, *.xltx *.xots
* xlsx, *.xlIs, *.o0ds, *.xIsm *.xods
*.odp, *.pps, *.pptx, *.ppt, ¥.pptm, ¥.ppsx * xodp
* potx, *.otp, *.pot * xotp

B JaJbHenIeM [Tonp30oBaTelb MOXET CAMOCTOSTeIBHO repeonpenennuTb IIdapaMeTpbl

3arpy3ku (aljoB C aBTOMaTU4eCKOW KOHBepTalyed C IIOMOIIbI0 HAcTpoek Ipoduis (roapobHee
B BapuaHTe wucnonHenus ['OCT. Be6-

cM. B JokymeHTe «"MoiOduc YactHoe Obmnako 3"

IIPUJIOKEHUE. PYKOBOJICTBO MOJIB30BATENS).
C nomompto ETCD agMuHHCTpaTOp MOXeT W3MeHUTb HAaCTPOWKY QYHKIIMU. YIIpaBjieHue

PacIpoCTpaHseTcs Ha:

— HOBBIX II0JIb30BaTesIel;
— TI0JIb30BaTeJiel, He U3MEeHUBIIMX 3HaYeHre 110 YMOJYaHUIO B Ipoduiie.

Ilist  mosnb3oBaTrenied, CMEHMBIIMX B npoduiie 3HAUYeHHWe 10 YMOJYAHUIO, PEeXUM

aBTOMAaTU4eCKOM KOHBEPTAIlUU He U3MEeHSeTCs.
st ynipaBiieHuss QyHKIMeld HeoOXOAUMO HCIIONIb30BaTh IlepeMeHHble, yKa3aHHble B

Tabume 7.
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Tabnuna 7 — YnpasieHue 3arpy3koi ¢aiioB C KOHBepTalen

HaumenoBanue HanmenoBanue Tun
. - 3HaueHHne Onucanue
cepBHUcCa IepeMeHHOU repeMeHHOU
. Bxmoyenue
config/wfe/upload.c true (o
. boolean /oTKITIOUeHue
onversion.enabled yMomuanuto) / false
KOHBEpTaIuu
alwavs Bcerna
etcd (CO) y KOHBEpPTHUPOBATh
config/wfe/upload.c . Hukorpna ne
. . string never
onversion.option KOHBEPTHUPOBATh
JlnanoroBoe OKHO C
ask (mo ymomuanuio) .
3ampoCOM JIeUCTBUSA

VYnpaBnenve ¢yHKIWeH TOAJepXXUBaeTcsl Ha J3Tamne pa3BepTreiBaHus CO. H3menenue
3Ha4YeHUsl TepeMeHHON BBITIOTHSETCS MPH 3allyCKe CKPUIITA YCTaHOBKHU.
J171st paboThI C ansible-playbook lepeMeHHbIe IPUHUMAIOT CIIeAYIONUI BU/I:

openresty upload conversion enabled
openresty upload conversion option

[TpumMep koMaH IbI HACTPOUKHY PYHKITUU:

[ansible-playbook playbooks/main.yml]\
-e openresty upload conversion option=always

3.4 OTKII0YeHNe BO3MOKHOCTH CKAUUBaHHS IOKyMEHTOB

B «MoitO¢uc Yactaoe Obmako 3» B BapuantTe wucrnoiaHenuss ['OCT mnpemycmorpeHa

BO3MOXXHOCTD OTKJIFOYeHHA CKaYMBaHHWA JOKYMEHTOB C IIOMOIIBIO ITOJIE30BATEeJILCKOT'O HHTepCl)eIZCa.

Hns ynpaBnenus dyHKIMeld HeoOXOIMMO U3MEHUTh 3HaueHHe MepeMeHHOM, YKa3aHHOU B

Tabsure 8.
Tabmuna 8 — OTkiIIoYeHre BO3MOXKHOCTU CKauYUBaHU
Haumenosanue . Tun
HanmenoBanue nepemeHHOU . 3HaueHue
cepBUca repeMeHHOU
etcd (CO) config/wfe/download.disabled boolean true / false (1o ymosraanuro)

VYrpaBnenve ¢yHKIMeNH nNojajepXuBaeTcs Ha oTane pa3BepTbiBaHus CO. H3meHenue

3HAYEeHUd HepeMEHHOfI BBITIOJIHAETCS IIPU 3dIlYCKe CKPHUIITA YCTAHOBKH.

[TpumMep koMaH/IbI HACTPOUKHU PYHKITUU:

[ansible-playbook playbooks/main.yml] -e DOWNLOAD DISABLED=true
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3.5 YnpasJjieHne 3alipocoM yBeOMJICHHI 00 H3MEeHEeHHUsIX

B «MoiiOd¢uc YactHoe O6mnako 3» B BapuanTe ucnonHeHus ['OCT peanuzoBaHa GyHKIUS

yBeJOMJIEHUd IMOJIb30BaTejiel 00 M3MeHeHHUsIX B cbafmax.

J171s1 BKJTIOYeHM S YBeIOMJIEHUM HeoOXOAUMO HCII0/Ib30BaTh a/IMUHUCTPATUBHYIO MaHeNb (CM.
B okyMeHTe «"MoiOduc YactHoe O6mako 3" B Bapuante ucnonHenusi [OCT. PykoBojcTBo mo

a)lMI/IHI/ICTpI/IpOBaHI/IIO»).

3anpoc51 OTIIPABJIAIOTCA Ha CepBEP dBTOMATUYECKH C 3dJdHHbIM HMHTEPBAJIOM. VYBenmuueHue

3HAYeHHW A UHTePBaJld MeXXy 3dIIPOCaMH MOXeT CHHU3UTb HAI'PY3KY Ha CepBep.

,HJ'ISI HN3MeHeHHs 3Hd4eHHusd HEO6XO,I[I/IMO HCIIOJIb30BATh II€epeMEHHYIO, VYKd3dHHYIO0 B

Tabmuie 9.
Tabmuia 9 — YcraHoBka WHTepBaja YBeIOMJIEHUS TI0 U3MEHEeHU M
HaumenoBanue HaumenoBanue Tun
. .. | PasamepHocTb 3HaueHUe
cepBUca IepeMeHHOU IepeMeHHOU
config/wfe/ 180

etcd (CO) check.notice.interval.se integer CeKyHJa

. (o yMoJT4aHHUIO)

VYnpaBneHve ¢yHKIWeH TOAJlepXXUBaeTcsl Ha J3Tamne pas3BepTreiBaHus CO. H3menenue

3HAYeHU g HEPEMEHHOI;’I BBITIOJIHACTCS IIPU 3dIlYCKe CKPHUIITA YCTAHOBKH.

HJ’IH pa6OTbI Cansible-playbook nlepeMeHHas IPUHUMaeT CJIQ):[YIOIL[I/II;'I BHU.

openresty check notice interval sec

[TpumMep koMaH/IbI HACTPOUKHU PYHKITUU:

[ansible-playbook playbooks/main.yml]\
-e openresty check notice interval sec=120

3.6 OTK/II0YeHIe BO3MOKHOCTH KOIIHPOBAHUA KOHTEHTA JOKYMEHTOB

B «MonOduc YactHoe O6mako 3» B BapuanHTe wucnonmHenus ['OCT mnpengycmorpeHna
BO3MO>KHOCTb OTKJIIOUEHHUSI KOIMPOBAaHUs BO BHemHUM Oydep obmena (clipboard) comepxumoro
JIOKyMeHTOB (Kak B peXuMe IIPOCMOTpPa, TaK KW B peXuMme penakTupoBaHus). [Ipu sTom

KOHI/IpOBaHI/IE/BCTaBKa BHYTPHU peJaKTOPad JOKYMEHTOB IIPOJOJIDKHUT pa6OTaTb.

Jy1s1 yripaBiieHYsI HACTPOMKOM HeoOXOOUMO M3MeHUTh 3HaueHHe I1epeMeHHOM, YKa3aHHOU B

Tabume 10.
Tabmuima 10 — OTkirouyeHre BO3MOXXHOCTUA KOITMPOBAHUS
HanmenoBanue HaunmenoBanue Tun
. . 3HaueHue
cepBUCa rnepeMeHHOM repeMeHHOM
config/wfe/
etcd (CO ) ) boolean true / false (o ymoJsruanuio
€O external.clipboard.disabled (wo'y )
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VYnpaBnenve ¢yHKIMeNH ToAJiepkuBaeTcsl Ha J3Tarme pas3BepTthiBaHus CO. H3meHenue

3Ha4YeHus IlepeMeHHOW BBIIIOJIHSAETCS [P 3allyCKe CKPUIITAa yCTaHOBKHU.
[Iprmep kOMaH/1bI HACTPOUKU QYHKIIUU:

[ansible-playbook playbooks/main.yml] -e EXTERNAL CLIPBOARD DISABLED=true
3.7 Hacrpoiika pexxnMa OTKpPbITHSA JOKyMeHTa B pelaKkTope
Hactpoiika cityxuT mis Beibopa peXXMMa OTKPBITHS JOKYMeHTa BHYyTpeHHero ¢opmara B

peaaKTope. HpI/I BKJ/IIOYEeHUH HaCTPOﬁKH JOKYMEHThBI BCeTrlld OTKPbIBAIOTCS B pedKTOpe B peXuMe

IMpOCMOTpa. HpI/I OTKJ/IFOYeHHWH HaCTpOfIKH HOKYMEHThBI OTKPBIBAIOTCA B peJlaKTOpe B COOTBETCTBUHU C
IpaBaMH JOCTYyIId ITOJIL30BATeJIs.

Hacrporika OynieT IpUMeHSTbCS IIPU CIIeAYIOLMX Cliocobax OTKPBITHS JOKYMeHTa B CHCTeMe:
— IIPY Ha)XKaTUU Ha JOKYMeHT BHyTpPeHHero ¢popmara B (paijIoBOM MeHeKepe;
— IIpY ITepexo/ie 110 BHyTPeHHe! CChUIKe K JOKYMEHTY BHyTPeHHero gpopmara.

[Tocne ycranoBku CO HacTpoiika OyJieT BKJIIOYeHa 110 YMOJTYaHHUIO, YTO MMO3BOJIUT CHCTEMe
CHUMI3UTh Harpy3Ky Ha CEepBepBhl.

[Tonb30BaTeb MOXET CaMOCTOSTEIbHO U3MEHUTh PEXKUM OTKPBITHSI JIOKyMEHTa C TTOMOIIBIO
HacTpoek mpodwuisi (moapobHee cMm. B JokymeHTe «'"MounOduc YactHoe O6mako 3" B BapuaHTe

ucnonHenus 'OCT. Be6-npunoxenue. PykoBoJCTBO MOJIB30BATENS).

YIipaBileHre pe>XrMOM BBIIIOJIHSIETCS C IIOMOIIBIO IIepeMeHHOM, yKa3aHHOM B Tabnune 11.

Tabmuma 11 — ITepemMenHas [iji1 HACTPOKMKU pPeKUMa OTKPBITUS JOKyMeHTa

HavmeHnoBauue Haumenosanue Tun
. . 3HaueHue
cepBUCa repeMeHHOMN repeMeHHOMN
config/wfe/
etcd (CO) L 5 . boolean true (mo ymosmaanuto)/ false
preview.internal.first.enabled

VYnpasnenve ¢yHKIMeH ToAJiepkuBaeTcss Ha J3Tarme pas3BepthiBaHus CO. HM3meHnenue

3Ha4YeHUs TepeMeHHON BBITIOJHSETCS MPY 3allyCKe CKPUIITA YCTaHOBKHU.

J171st paboThI € ansible-playbook llepeMeHHasi IPUHUMAET CIIeAYIOUI BUI:

openresty preview internal first enabled

[Ipumep kKoMaHIbI HACTPOMKHU PYHKITAM:

[ansible-playbook playbooks/main.yml]\
-e openresty preview internal first enabled=false
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3.8 OTxiIroueHHe KOPIOPATUBHOMN a/IpeCHO KHUTH

B «MoitOduc Yactaoe Obnako 3» B BapuaHTte ucrnoiHenusi [[OCT HacTpoiika mo3BoJisieT
CKPBITH ITepeueHb KOPIOPAaTUBHBIX KOHTAKTOB B CIEIYIOMIMX CITyYasx:

— IIPYU TIOMCKe aJIpecaToB JJisl IpefioCTaBJIeHus 00IIero JoCTyna K 00BeKTy;

— IIPU TIOMCKe aJIpecaToB JIjisi OTTIPABKU MTHUCEM.

Y1ipaBiieHre HaCTPOMKOU BBITIOJIHSIETCS C IIOMOIIbIO [IepeMeHHOM, YKa3aHHOH B Tabmnule 12.

Tabnumna 12 — IlepeMenHas [y HACTPOMKU OTOOpakeHUs aipeCHON KHUTH

HaumenoBanue HaumenoBanue Tun
. . 3HaYeHHe
cepBuca IepeMeHHOU IepeMeHHOU
config/wfe/
etcd (CO) 5 boolean true (mo ymosmaanwuio) / false
corporate.contacts.enabled

3.9 HaCTPOﬁKa dBTOMATHYECKOro OTKJIINYeHHA HeaKTHBHOI'O I10JIb30BaTeJId

B «MoitOduc YactHoe Ob6mako 3» B BapuanTe wucnonHenuss ['OCT mnpexmycmorpeHo
aBTOMaTU4eCKoe OTKJIIoUeHHe I0JIb30BaTeeil OT pelakTUPyeMOoro [OKyMeHTa, B CJlydae HX

Oe3mencTBUSL.

H3meHeHMe BpeMeHHU 3a/1aeTCsl C TOMOIIbIO TIepeMeHHOM, Yka3aHHOU B Tabinuiie 13.

Tabmuma 13 — IlepemMenHas [ij11 HACTPOWKU TIPpEepPbIBAHHUS CECCUU

HaunmenoBanue HaunmenoBanue Tun
. .. | PaamepHocTh | 3HaueHue
cepBUCca repeMeHHOU repeMeHHOU
180
nct/co/config/mps-du/ . (3HaueHwue
etcd (CO : . . integer MUHYTA
(€O Du.Env.TimelnactivityMins & y o
YMOJTIaHHIO)

VYnpaBnenve ¢yHKIMeNH nNojajepXuBaeTcs Ha dT1ane pasBepTbiBaHus CO. H3meHenue
3HAUeHU s IepeMeHHOM BBITIOJIHSIETCS IIPU 3allyCKe CKPUIITA YCTAaHOBKH.
J171st paboThI C ansible-playbook IepeMeHHasi IPUHUMAET CIIeAYIONIUI BU/I:

du max time for inactive collaborator mins

[Tprmep kOMaH[Ibl HACTPOWKY (PYHKIIUU:

[ansible-playbook playbooks/main.yml]\
-e du max time for inactive collaborator mins=false
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3.10 Hacrpoiika JyimTeTbHOCTH CeCCHH

ITo YMOJTHaHHUTIO HaCTpOﬁKa JINTEJIbBHOCTHU CeCCHUHM OIllpedesisdeTCda dBTOMAdTU4YeCKKM BO BpeMs
YCTaHOBKU CHUCTeMbl U COCTAaBJIdeT 3 JHS. 3HaueHHe IIO YMO/TYdHHUIO MOXHO IiepeolipenejinTb C

MTOMOIIbIO TIepeMeHHOM, YKa3aHHOU B Tabmulle 14.

Tabmuma 14 — [lepemenHas Jis HACTPOUKH TTUTEITLHOCTH CECCUU

HaumenoBanue HaumenoBanue Tun
. . | PaamepHocTh | 3HaueHue
cepBuca IepeMeHHOU IepeMeHHOU
259000
. . 3HaYeHHUe
etcd (CO) config/wfe/auth.token.ttl integer CeKyH/IbI ( o
YMOJTIaHHUIO)

[Tpu BxitoyeHuM HacTpoiikyu Be3zomacHocTh > OrpaHuyeHHe UIMTeIBHOCTH CEaHCOB >
3aBepHIaTh CeaHCHI IOJIb30BaTesiel NMPH 0e3qefiCTBMM B IaHeIW aJMUHUCTpaTopa 3HaueHHe
IlepeMeHHON auth.token.ttl B etcd y4uuThIBaThCSd He Oyzaer (ofpoOHee O HACTpOHKe CM. B
nokymenTe «"MorOduc YactHoe O6mako 3" B BapuanTe ucnonHenusi [OCT. PykoBoactBo mo

a):[MI/IHI/ICTpI/IpOBaHI/II-O»).

3.11 Orpanuyenye KoJIHYeCTBa MOJIL30BaTe/Iei PH COBMECTHOM pPeJaKTHPOBaHHH

B «MoutOduc YactHoe Ob6mako 3» B BapuanTe wucnoigHenus ['OCT mnpemycmorpeHo
OorpaHUYeHHe Ha KOJIMYeCTBO MOJIb30BaTesIeid, OTHOBPEMEHHO PeJaKTUPYIOIIUX OIWH TOKyMeHT. [1o
yMoOJT4aHUIO 15 mosb3oBaTesiell MoXKeT OJJHOBPEMEHHO PeJJaKTUPOBATh OJIUH JIOKYMEHT (HaXOIUThCSI

B OJIHOM CeccHuu pe,[[aKTI/IpOBaHI/ISI), OCTdJIbHbIE MOT'YT OTKPbITb JOKYMEHT TOJIbKO I IIPOCMOTPA.

VYBenmuueHue O6H_IEFO KOJIMYeCTBa MOJIb30BaTeler B JTaHHOMU CIDYHKL[I/II/I MOXeT IMPUBOIUTH K
3dTPYAHEHUAIM B paGOTe C JOKYMEHTOM: YBeJIMUeHWU BpeMeHUH OTKPLITHUS NJOKYMEHTa U oI bKkam
Ipn 3arpyske. ,HJ'[SI COXpaHeHu4d CTaOMJIBLHOM pa6OTbI CHUCTeMbl pPeKOMeHAYyeTCd HCIIOJIIb30BdThb

3Ha4YeHHe 110 YMOJ/IYdHHUIO.

HJISI HN3MeHeHHs OI'PaHUYeHUsd HEO6XOJII/IMO YCTaHOBUTb HOBOE 3Ha4YeHue HEPEMEHHOﬁ,

yKa3aHHOU B Tabmuiie 15.

Ta6JII/IL[a 15 — YHpaBJ'IEHI/Ie KOJIMYeCTBOM II0JIb30BaTeJlen 1P COBMeCTHOM peldKTUPOBAHHWHU

3HaueHue
HaumenoBanue Haumenosanue Tun o
cepBuca TepeMeHHOU repeMeHHOU
YMOJTYaHUIO
config/mps-du/ .
etcd (CO integer 15
(CO) Du.Env.MaxCollaboratorsSlots 8

Yrpasnenve ¢yHKIMeH Iofjiep)krBaeTcsi Ha OJTane pasBepTeiBaHuss CO. HW3menenue

3HAYeHU s [lepeMeHHO! BBIIIOJIHSETCS IIPU 3allyCKe CKPUIITA YCTaHOBKH.
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Jna pa6OTbI C ansible-playbook IIepeMeHHas IIPpUHUMaeT CJIeIIyIOHII/IfI BUL.

du max collaborators

[Ipumep koMaH bl HACTPOUKH QYHKITAM:

[ansible-playbook playbooks/main.yml] -e du max collaborators=20
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4 HACTPOHMKA CUCTEMEI JIISI PABOTHI CO CJIOKHBIMU PAWIAMU

B «MoitOduc Yactaoe O6mako 3» B BapuaHTe ucrnonHeHuss ['OCT mosBuaMch HaCTPOMKHU

IUIsl OTpaHUYeHM s MCITOJIb30BAHUS OITepaTUBHOM MaMSTH IIPU paboTe Co CIIOKHBIMU (aiiamMiu.

J11st cucTemMbl ¢ MUHHMMAJIbHO BO3MOXHBIMU allllapaTHBIMU pecypcaMu paboTa CO CJIOXKHBIMU
¢daittaMu orpaHuMYeHa OJHOM orepalver Haj CI0XXKHBIM (ailJioM B OJIMH MOMeHT BpemeHU. llpu
yBeJIMYeHUM KOJIMYeCTBa OMepalvii B OJMH MOMEHT BpPeMeHM MOTyT BO3HUKATh 33JIep>KKU B
TeKYIIUX OTepaIusax U OlMOKK B paboTe APyrux oreparuii (B TOM 4ucie Haf APyTUMH ¢aiiyiaMu),

C coxpaHeHHeM 0611ie paboThI CUCTEMBI.

4.1 Hacrpoiika cepBuca Pregen

BbIJIEJ'IeHI/Ie AOIIOJIHUTEJIbHBIX peCypCcoB [JI1 CepBHUCAa pregen 3d[deTCd C IIOMOIIbIO

IlepeMeHHBIX pregen max memory heavy M pregen render heavy timeout.

HJISI yBeJIn4eHus KOJIM4IeCTBa KOHBepTaHI/If/i cilegyeTr yBeJIMYMBATL 3HAYEHHA IIepeMeHHbIM
pregen pool size W pregen heavy unit count.

COKpaLHEHI/Ie KOJIMYeCTBa OIMMOOK IIPpHU HCIIOJIb30BAHHUH OHepaTI/IBHOPI [MaMATU 3aBUCHUT OT
Cienyroiiero COOTHOMIEeHU .

Free_RAM < (pregen_pool_size - pregen_heavy_unit_count) * pregen max memory +
pregen heavy unit count * pregen max memory heavy

raie FREE RAM — konndecTBo CBOOOIHOM MaMSITH.

HJIS[ HN3MeHeHHUda OrpaHUYeHUsd HEO6XOZ[I/IMO YCTaHOBUTL HOBBIE 3HAY€HHU I1epeMeHHbIM,

yKa3aHHbIM B Tabsuiie 16.

Tabnuna 16 — [lepemenHsble /17151 HACTPOWKHU cepBHca Pregen

HavmeHnoBanue Tun 3HauyeHHe 110
. .. | PaamepHocTh Onucanue
IepeMeHHOU IepeMeHHOU YMOT4aHUIO
MaxkcrumanbHast
IIMTENTbHOCTh
pregen render heavy timeout integer CeKyHJIbI 360 KOHBepTaluu
CJIO>KHBIX
¢aitnos®
pregen_http socket timeout ms integer MM 720000 Bpems oxuAaHHs
CeKyHJIbI cokera HTTP
MakcumarnbHoe
pregen_max_memory string rurabanThl "1GB" Kom4ecTBo RAM
171t GaitioB
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HanmenoBanue Tun 3HaueHUe 110
. .. | PaamepHOCTH Onwucanue
IepeMeHHOU IepeMeHHOU YMOJIYaHHUIO
MaxkcrumanbHOe
. . kommuecTBo RAM
pregen_max_memory_ heavy string rurabamnTel "4GB"
- - - IUTSL CJTIOYKHBIX
¢daitioB
KomaecTtBo
. . KOJIN4eCTBO CepBUCOB pregen
pregen_pool size integer 12
- - CepBUCOB 111 KOHBepTaLlu|
daiinos
KomidecTtBo
. . KOJIN4eCTBO CepBHCOB pregen
pregen_heavy unit count integer 2
- - = CepBUCOB IJIs1 KOHBEepTaIUK
CJIOXKHBIX (aiiyioB
* — MakcuMajbHas JUIMTEbHOCTh KOHBEpPTAallMM He JOJDKHA IIpeBbIIaTh 3HA4YeHHue

HEpEMEHHLWipregen_http_socket_timeout_ms.
YrpasiieHne ¢QyHKIMeH Iofjep)XuBaeTcss Ha oJTane pasBepTbiBanuss CO. HW3menenue

3HAYeHUud HEPEMEHHOﬁ BBITIOJIHAETCY IIPX 3dIlYCKe CKPHUIITA YCTAHOBKH.

[Tpymep kOMaHIbI HACTPOWKY (PYHKIIUU:

[ansible-playbook playbooks/main.yml] \
-e pregen render heavy timeout=10

4.2 Hacrpotika cepBuca DU

Boifienienrie JIOMOJIHUTENIBHBIX PECYpPCOB CEepBUCY DU JJisi  OTKpbITUS aljioB Ha

pedaKTHUPOBAHHE BBIIIOJIHAETCA C IIOMOIIbIO HepeMEHHOﬁ du max memory heavy.

Jlyis yBenMueHus: KOJIMYeCTBa OTKPBITBIX HA PelJaKTHpOBaHUe GaiyIoB ClielyeT U3MEeHUTh B
GOJIBIITYI0 CTOPOHY 3HAYeHUSI IePeMEeHHBIM du_pool size M du_heavy unit count.
PeKOMEHIIYETCH KOHTPOJIMPOBATb HCIIOJIB3yeMYyI0 CepBHMCOM DU IIaMATh CpedCTBaMU

MOHUTOPHUHTIA JJIs COXpPAaHeHUs CTaOWIIbHON PabOThI CUCTEMBI.

,HIISI HN3MeHeHHA OrpaHnYeHHd Heo0X0oIMMOo YCTaHOBUTL HOBLIE 3HAY€HHs I[1epeMeHHbIM,

yKa3aHHbIM B Tabmuiie 17.

Tabnmuna 17 — ITepemennsle 11 HacTpoiiku cepuca DU

HamMmeHnoBanme Tun 3HayeHHe I10
. . | PaamepnocTb Onucanue

repeMeHHOU repeMeHHOU YMOTYaHHUIO

MaxkcumanbHOe
. . " kosmuectBo RAM
du_max_memory_heavy string rurabanTel "5GB
- - - JUTSL CJTOJKHBIX
aiinos
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HanmenoBanue Tun 3HaueHUe 110
. .. | PaamepHOCTH Onwucanue
IepeMeHHOU IepeMeHHOU YMOT4aHUIO
KomruectBo
: . KOJIN4eCTBO CepBHUCOB DU JIst
du_pool size integer 100 P
- - CepBUCOB pellaKTUpPOBaHMUS
daiinos
KomiuecTtBo
. . KOJIN4eCTBO CepBUCOB DU JJIst
du_heavy_ unit count integer 2
- - = CepBUCOB pemaKTUPOBAHUS
CJIOXKHBIX (palyioB

YnpaBnenuve ¢yHKIMed MoJiepXkKMBaeTcss Ha OJrane pa3BepTbiBaHnus CO. H3meHenue

3HaA4YeHU g HepeMeHHOI;'I BBITIOJIHACTCS IIPU 3dIlYCKe CKPHUIITA YCTAHOBKH.

[Ipumep kKoMaHIbI HACTPOMKHU QPYHKITAM:

[ansible-playbook playbooks/main.yml ]

4.3 Hacrpoiika nojan3oBaTes

-e du _heavy unit count=5

Jl1st koHuUrypanuu paboTsl CO CIOXHBIMU (aijlaMu Ha CTOPOHe I10JIb30BaTeslsl HeobXxouMo

VCII0/Ib30BaTh llepeMeHHble, yKazaHble B Tabuile 18.

Tabnuna 18 — Hacrtpotiika nosib3oBaTesis AJisi paboThl CO CJIOKHBIMU daiyiaMu

HanmenoBanue Tun 3HaueHUe 10
. .. | PaamepHOCTH Onwucanue
IepeMeHHOU repeMeHHOU YMOJTYaHUIO
Bpewms
co/config/wte/ . MW~ OXXUTAHUSA
e integer 200000 A
worker.init.timeout CeKYHJIbI WUHUIMATIU3AIUU
Worker
. Bpewms oxuganus
co/config/wte/ . MUJUINA- p A
..o, integer 200000 WHUIIMATU3aIu N
service.init.timeout CeKyHJIbI
WTE cepBucoB
Bpems oxxupanus
co/config/wte/ . MUJUTU- 0bpaboTku
srwier integer 180000 p
document.processing.timeout CeKyHIbI JOKyMeHTa
cepucom Core
Bpems
OXXUIaHUS
co/config/wte/ . MUJUTU- 00paboTKH U
s integer 180000 p
document.load.timeout CeKYHJIbI 3arpy3Ku
JIOKYMeHTa OT
cepBuca DU
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5 HACTPOUKA MHTEP®EVNCHBIX CUCTEMHBIX YBEJJOMJIEHUA

5.1 Bannep «O nmaHupyemsIx paboTax Ha cepBepe»

Hacrpoiika 6anHepa «O mmiaHupyembix paboTax Ha cepBepe» BBIMOJHSETCS BHECeHWeM

V3MeHeHUH B KOHQUI'YpallMOHHBIN (a1, yKa3aHHbIN B Tabmure 19.

Tabmuma 19 — IlepemMenHas [y HaCTPOKMKU OaHHepa

HaumenoBanue HaumenoBanue Tun 3HaueHue
cepBuca IepeMeHHON IIepeMeHHOH | II0 YMOJIYaHUIO
etcd (CO) config/wfe/banner.notification.json CTPOKa B OTCYTCTBYeT
dpopmare
JSON

[Tpumep HacTpOHKWU:

{"id":31219,"start":1575331200000, "stop" :1575504000000, "close" :true, \
"content":{"ru-RU":"<div class='mo-banner content-inner \

mo-banner contentinner warning'><h3 class='mo-banner title'>\
BuumaHue</h3><div>4 nexkabpsa c 09:00 pmo 11:00 o MOCKOBCKOMY \

BpeMeHM OyneT OOHOBJIeHMe cepBepa pelakTUPOBaHMUS OO NOCJaefHeMr \

Bepcumy npuijoxeHus.</div></div>","en-US":"<div \

class="mo-banner content-innermo-banner content-inner warning'>\

<h3 class='mobanner title'>Warning</h3><div>0n December 4th \

from 09:00 am untilll:00 am (GMT+3) stand will be updated with latest \
application version.Stand could be unreachable.</div></div>"}}

[Ipu obHOBNEHVMM OaHHEpa HEeOOXOJMMO M3MEHUTHh id Ha YMCIIO BHJA '1ddmmyy'. [Ipumep

zanucu: mig 05.12.23 - 1051223

5.2 Bannep «O0 ucTeyeHHH CpPOKa AeHCTBHUS NAPOJIs M0JIb30BaTes»

HEPEMEHHaﬂ B TaGJII/IL[e 20 peryjmmpyer 11epuoj yBeaJOMJIEHHS I10JIb30BaTeIsd 00 MCTeYeHUH

CpOKa JIeiCTBHS Mapouisi (He paboTaeT mpu BKJIlOUeHHOW uHTerparuu ¢ Microsoft Active Directory).

Tabmuna 20 — Hacrpoiika yBefoMiieHHs O CPOKe IeWCTBUS TapoJIst

HaumenoBanue . Tun 3HaveHHe 110
HaumenoBanuve nepeMeHHOMH .
cepBuCca IepeMeHHOU | yMOJIYaHHUIO
etcd (CO) config/wfe/password.expiry.notice.days.int integer 5
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5.3 bannep «O MOOWIBHOM NIPWIOKEHHI»

HepeMeHHaﬂ B Ta6n1/1ue 21 YCTaHdBJIMBAET aipeC CTpaHUIbI OJisI CKAYWBAHUS MOOHJIBHOT'O

IIPUJIOXKEHU . Ecmu rnepeMeHHasd IIPUHUMAdET 3Ha4YeHHre kHonka O MOOMJILHOM NIpWIOKEeHu!u B

Beb-uHTepdece He 0TOOpaAKAETCSL.

Tabmuma 21 — Hacrporika ckayMBaHUs MOOMJIBHOTO MTPUJIOXKEeHHU ST

HaumenoBanue . Tun 3HayeHUe 10
HaumenoBanue nepeMmeHHOMN .
cepBUCa IIepeMeHHO! | yMOJIYaHUIO
. . . . "https://myof
etcd (CO) config/wfe/mobile.apps.site.url string ficz ru 2’*

* — https://myoffice.ru/apps/mobile-documents/?utm_source=prod&utm medium=int&
utm_campaign=mob_promo_july24&utm_term=priv_cloud

VYnpaBnenve ¢yHKIMeH ToOAJiepkuBaeTcss Ha J3Tarme pas3BepthiBaHus CO. HM3meHnenue
3Ha4YeHUs TepeMeHHOW BBITIOJHSeTCS MPY 3allyCKe CKPUIITA YCTaHOBKHU.

71 paboThl C ansible-playbook epeMeHHas IPUHUMAET CJIeYIOIUN BUI:

openresty wfe mobile apps site url

[Iprmep kOMaH/1bI HACTPOUKU QYHKIIUU:

[ansible-playbook playbooks/main.yml] \
-e openresty wfe mobile apps site url=""

5.4 YBEHOMJIEHI/IE IOJIB30BaTeJId 0 IIpI/IﬁJII/DKEHI/II/I OKOHYAHHA ero KBOThbI

CDYHKIJ;I/ISI IpejHa3Ha4eHa [JId YBeJOMJIeHH I10JIb30BaTeJId O l'IpI/I6J'[I/I)KEHI/II/I K OI'pdHUYEHHIO

BBIJIEJIEHHOI'0 eMy pa3Mepa XpaHeHUs! IMYHBIX GaiyioB (KBOTe).

Ecmm TEKYHII/Iﬁ OCTaTOK JIMYHOM KBOTHI I10JIb30BATEJISI MEHbIlIe WU paBeéH YCTaHOBJIEHHOMY

3HAYeHHIO0, TO I10JIb30BATeJIb I10JIy4ddeT IIpeayIpexiaeHue o HpI/I6JII/I)KeHI/II/I OKOH4Y4dHHUA KBOTHI.
HaCTpOfIKa OCTAaTKd KBOTBI U3MeHAeTCs C ITIOMOIIbIO HEPEMEHHOﬁ, YKa3aHHOﬁ B TaGJII/IL[e 22.

Tabmuna 22 — Hacrporika octaTtka KBOTHI ISl yBeIOMJIeHUS

HaumenoBanue HaumenoBanue Tun
. .. | PaamepHOCTh 3HavyeHHe
cepBUCa rnepeMeHHOM repeMeHHOM
etcd (CO) config/wie integer MIPOIIEHTHI 1-100
/low.space.threshold & pon (10 mo ymoJrgaHuIO)
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6 KACTOMM3BAIIA

6.1 Hacrpoiika riiaBHOM CTPaHHIBI H MEHI0 OBICTPOro 3aIycKa

Hacrpoiika pmocTynHbIX [Jig 3allycka 3HAUKOB IPWIOXeHWH (appswitcher) Ha 11eneBoi
crtpanuile Auth/SSO u B MeHio ObicTporo 3amycka (quicklaunch) BbINOJHSIETCS C TTOMOIIBIO
HN3MeHeHHUsT ImapaMeTpoB config/wfe/appswitcher.landing.json u

config/wfe/appswitcher.quicklaunch.json B etcd.

ITO CIUCOK BCEX JOCTYMHBIX IO YMOJIYAHHIO MTPUJIOXKEHUN B YCTaHOBKe.

MaccuB order ynpaBiisieT MOPSIIKOM OTOOpakeHUSs! 3HAUKa NPUJIOKeHUs B crucke. Kitou

main YKa3bIBdeT Ha TJIaBHBIM 3HAYO0K Ha IejIeBOr CTpaHHUIIe.

[Tpumep: appswitcher.landing.json

{

"order": [

"mail",
"contacts",
"calendar",
"profile",
"admin"

Jo
"main":"wfm

}
[Ipumep: appswitcher.quicklaunch.json

{

"order" : [
"landing",
"wfm" ,
"mail",
"contacts",
"calendar"
]

}

wfm

6.2 HacTpoiika J0CTyIIHBIX SI3bIKOB
Hacrpoiika 1oCTynmHBIX $I3bIKOB (JIOKaynM3anuii) BeO-mpuiioxeHud (language switcher)
BBIIIOJIHAETCS C IIOMOIIIBIO ITapaMeTpa config/wfe/branding/excluded.locales.json B etcd.

Yactb S3BIKOB, HAXOOAIIMUXCA B ,I[I/ICTpI/I6y'TI/IBe JIOKAJIN3dllWH, I10JIb30BATEJII0O HE JOCTYIIHBI.

ITo YMOJI9aHWIO BOSMOX>KHOCTDb BbI60pa B Ul JIOKAJIM3allMU [ "hi-IN"] He IIpeQyCMOTpeHa.

Crucok Bcex JIOKalM3alMi, BKJIIOYEHHBIX B JUCTPUOYTUB, IlepeyuciieH B IlapameTpe

config/wfe/branding/available.languages.json B etcd.
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6.3 Ilepconanm3anus ¢ momombio cdn_bundle

[Taketst1 CDN mnpemocTaBiisiIOT BO3MOXXHOCTb 3aMeHbl WJIM aKTyald3alluu OpeHIuHTa
YCTaHABJIMBAEMOTO TIPOJIYKTa, a Take JJoOaBJieHH sl TepeurCIieHHbIX HibKe QYHKITUM 6e3 0CTaHOBKHU

paboThI cepBUCa:
— nobaBiieHUe UM U3MEHEeHHe CIIPaBOYHOTr0 BeO-KOHTEHTa;
— nobaBieHye MOAZIEP’)KUBAEMBIX SI3BIKOB;
— nobaBieHye JIOKAIM3AIMK WK APYTHX PecypcoB, ucnomib3yeMeix CO.

Kaxxnpiii makeT co/iep>kKUT JIOKYMeHT, KOTOPBIM OMHMChIBAeT COZIEPXKMMOe M BEepCHIO TaKeTa, a
Tak)ke COAEepXXUT WMHbopMaluio o coBMectuMocTh c Bepcusimu CO. Bo Bpemsi pasBepThiBaHHS
nogcucrteMbl CO B CDN ycTraHaB/iMBalOTCS MUHMMAJIBHO HEOOXOJMMBbIe IaKeTbl peCypCoB IUIs

paboThl TaHHOW KOHPUT'ypaLIUH.
Kaxxnpiii makeT BBITONHSIET OJJHY U3 IBYX QYHKITHM:
— no0aBJisieT HOBbIe PeCypChI;
— 0OHOBJIIET CBOMM COfiep>KUMbIM cytrectByomme CDN pecypchl.

3arpy3ka HOBOI'O I1akeTa He OrpaHMYMBaeT AOCTYII 110 MPSIMBIM CChIJIKAM K IIPeIblIyIuM
pPeBH3USIM pecypcoB (HalpuMep, CChUIKM Ha U300pakeHWsI B OTIpaBJeHHbIX IHCbMaXx-

YBeJIOMJIeHUSIX).

Heckonbko 6GaHjIOB MOTyT ObITb OOBEAWHEHBI B OOMMM apxXuB, MeTabaHI,

yCTaHABJIMBAaeMbIl KakK eIMHOe IeJioe.

6.3.1 Onucanue cocraBa baumIa

Cdn_bundle Ipe/iCcTaBIsieT U3 cebs NMpeKTopuUIo C ¢ailiaMu, KOTopble OyayT no06aBjieHbl Ha

CDN.

@aiis1 cdn_bundle.json — MaHudecT B popmate JSON, onuchiBaOmKii CTPYKTYypy OaHIyIa

U 11epeveHb I1apaMeTpoB JJId HaCTpOfIKH.
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6.3.2 Ctpykrypa cdn_bundle.json

@aiis1 cdn_bundle.json COCTOUT U3 lIepeMeHHBIX, MPeJCTaBlIeHHbIX B Tabiulle 23.

Tabmuma 23 — [lepemennsbie cdn_bundle.json

[Tepemennble Onuncanue

bundleVersion Bepcus 6anmma
formatVersion Bepcus ¢popmara onvcanus 6aHaa (Ha TaHHBIA MOMEHT eCTh TOJIbKO BepCHsl
«1»)

description [Ipou3BoJibHas CTPOKa C OIIMCAaHUEM
merge OyHKIMS 00beIMHEeHUS WK 3aMeHbl CTPYKTYPHI IaHHBIX C OJIMHAKOBBIMU
uMeHamu B etcd (o ymomaanwmio false)
properties Maccus nosiet etcd, KoTopble HEOOXOIUMO TIepeoTpe/leNINTh

6.3.3 Kiroun cdn_bundle.json

3a obpazer; nmpuHUMaeTcss Paisl cdn bundle.json. IIpu pabore c ¢aitom nomyckaercs
BHeECeHHe U3MeHeHHU TOJIbKO it 3HadeHuH (y37bl value). CocTaB kitouelt ykazaH B Tabiuile 24.

Tabmuna 24 — Ilepeuens kimoveit cdn_bundle.json

HaumenoBanue kiitova Onucanue
wfe/appswitcher.quicklaunch.json OmpefesiieT COCTaB U MOCJIeI0BATEILHOCTh
NPUJIOXKEeHUH B BBINAIA0IIeM MeHIO
wfe/appswitcher.landing.json OrmpefiesisieT cOCTaB ¥ MOCJeI0BAaTEILHOCTh
NIPUJIOKEHUN Ha CTPAaHULIe IIPUJIOKeHUN
wfe/appswitcher.apps.json CoJllepXUT CCBHIJIKA Ha TPUJIOXKEHUS
appswitcher.quicklaunch.actions.json OmpefiesisieT cOCTaB OBICTPBIX JIEMCTBUM

6.3.4 Ommcanne nosieii B kiode wfe/appswitcher.apps.json

[TapameTpsl B Tabnuiie 25 COOTBETCTBYIOT KJII0YaM B

"wfe/appswitcher.quicklaunch.json" M "wfe/appswitcher.landing.json".

Tabmuma 25 — Ilapametpsl kittoua wfe/appswitcher.apps.json

[Tone TpeboBanus Ornwucanue
url Ob6s3aTenbHOE TIOJIe | Apec IpuIoKeHUs
title Ob6s3aTenbHoe nosie | HazBaHue mpuiiosxeHUst
iconUrl Ob6s3aresbHoe nosie | IlyTh K MKOHKe IPWIOXKeHUs! BHYTPHU OaH/Ia, Hanpumep: "%
cdn_base url%/apps/some.svg"
style Heobs3atenbHoe [IpousBosbHBIE CTWIM B popmare jss
noJe
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[Tone TpeboBanus Onwucanue
isQuick Heobs3arensHoe @iar, oTBedaromuii 3a TO, YTOOBI IPUIOXKEeHHe TOTAJI0 B
roJjie «0OwICcTpBIe meucTBUs» (quick actions). Iy BKIOUeHUS
$yHKINM He0O6XOIMMO 3a7aTh 3HaUeHHe true

Bce witoun u 3Hauenus: (kpome key u value) HO/DKHBI OBITh B JIBOMHBIX KaBbIYKaxXx ",
KOTOpPble 3KPAHHUPOBAHbI 0OPATHBIM CJIAIIIEM "\ ", HallpUMep:

\N"wfm\" : {\"url\":\"//files-domain3.domain2.domainl\"}
B moste value omnpefniesieHbI CCHIJTKM Ha TTPUJIOXKEHU S, TTPEyCMOTpeH GyHKITMOHAJI YCTAaHOBKH

3HAYKOB IIPUJIOKEHUN.

6.3.5 ITociiemoBaTe/ILHOCTH CO3MAaHUA DaHIIa

1. COB}I&TL JUPEKTOPHUIO C ITPON3BOJIbHBIM HA3BAHHWEM, KOTOPAA 6y21€T COIEPXKATh MaHI/I(l)eCT

(cdn bundle.json) U IUPEKTOPHUIO C peCypPCaMH.

2. Cospmath cdn bundle.json. Ilpumep @aitla cdn bundle.json € KaCTOMHBIM

npuioxxenueM «1Cy»:

{

"bundleVersion": "custom-12.0.5.5",

"formatVersion": 1,

"description": "Customizations description"”, "merge": false, "properties": [
{

"key": "wfe/appswitcher.quicklaunch.json",

"value":

"{\"order\":\[\"lc\",\"calendar\",\"landing\",\"mail\", \"wfm\",
\"contacts\", \"admin\"]}"

I

{

"key": "wfe/appswitcher.landing.json", "value":
"{\"order\":[\"wfm\" ,\"mail\" ,\"contacts\",\"calendar\",\"profile\",

\"admin\",\"1c\"], \"main\":\"wfm\"3}"

I

{

"key": "wfe/appswitcher.apps.json", "value": "{

\"lc\":{\"url\":\"https://example.com\" ,\"title\":{\"ru-RU\":
\"1CByxrantepusa\"},\"iconUrl\":\"%cdn base url%/apps/lc.png\"},

\"landing\":{\"url\":\"//auth-{base url}/landing\"},\"wfm\":{\"url\":
\"//files-{base url}\"},

\"mail\":{\"url\":\"//mail-{base url} \"},\"contacts\":{\"url\":\"//mail-
{base url}/#contacts\"},

\"calendar\":{\"url\":\"//mail-{base url}/#calendar\"},\"profile\":
{\"url\":\"//auth-{base url}/profile\",\"userTypes\":[\"default\"]},

\"admin\":{\"url\":\"//admin-{base url}\",\"userTypes\":[\"admin\"]}

3

[
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B npumepe maHudecTta ykaszaHbl: KaCTOMHOe IpUJIOXKeHHWe U Bce 0a3oBble IPUIIOXKEHUS

«MOf/iOCbI/IC HOKYMEHTBI», d UMEeHHO landing, wfm, mail, contacts, calendar, profile, admin.
2.1 Jlnis co3panus 6aH1Ia HEOOXOAUMO BHITIOIHUTH CIeAYIOIIHe e CTBUSL:

— BO BCex 0a30BBIX IMPpUJIOXKEHUAX 3HdA4YeHHe HepeMEHHOfI base url IOOJDKHO OBITH

IIpeJiCTaBJIeHO B BHJle CCBUIKY Ha cepBep C pa3BepHyTou cpenoi «MoirOduc [lokyMeHTbI».
Jlnst ynobcTBa gomnyckaetcs vcnoib3oBaTh ouck (Ctrl + F) ¢ 3ameHol Bcex BXOXIAEHUU.
Hamnpumep: y agpeca https://example.com/ nepemeHnHasi base url OyzaeT IpefcTaBjieHa B

BBUJIE 3HAYEHUS example. com;

— 3aMeHUTH «1C» Ha Ha3BaHMe KACTOMHOTO MPUJIOXKeHU s (B IIpUMepe eCTb TPU BXOXK/IEeHUSI).

AHAJIOTUYHO 3aMeHHUTH url , title, iconUrl, OTHOCAIKECSd K KACTOMHOMY IIPHAJIOXKEHHIO.

[Tpu co3maHuuM 3anuiceli KaBBIYKKM BHYTPH TMOJIA "value" JIOJDKHBI OBITb 3KPAHHUPOBAHBI
oOpaTHBIM CJiellieM: \"ru-RU\".
3. Co3paHue IMPeKTOPUH C pecypCcaMu.

B mupekTopum c pecypcamu pacrnosaraior ¢ainisl, koTopsle 0ynyT nobasiensl Ha CDN. B
KauecTBe IIpuMepa OyzieT UCII0/Ib30BaH 3HAYOK KaCTOMHOT'O IIPUJIOXKEeHUSI.

Hampumep paupekTopusi C pecypcaMM HasblBaeTCsl resources. B Hell pacrosioXxeHa
IUPeKTOpUs. icons, B KOTOpOM OyZeT pa3MellleHa HKOHKAa KAaCTOMHOIO IIPUJIOXKEHUSI
custom_icon.svg. B pe3yJiibTaTe B c])afme cdn _bundle.json IOYTh OO0 HUKOHKH 6y,HET BBITJISIeTh

CJIeTyIolmM 006pa3oM: scdn base url%/resources/icons/custom icon.svg.

Hxonka TpeOyeTcs TOJBKO JJIi KaCTOMHBIX IPHUJIOXKeHUH, Ajisi 0a30BbIX IPUIOXKEHUN

«MoitO¢uc Yactaoe Obmako 3» B BapuanTe ucnonHenus ['OCT ukoHka He TpeOyeTcsl.

HpI/I HCIIOJIb30BAHWHW MKOHOK ITPUMEHAIOTC Ciieayrore ImpaByjiad:

— UKOHKH, HeO6XO,I[I/IMbI€ IOJid UHTerpalv C BHEIMIHWMH IIPDOAYKTaMH, 3allIpalllMBAIOTCA Yy

COOTBETCTBYIOIIEro BeHA0Pd;

— I IMpOAOYKTOB «MOIZO(I)PIC» MKOHKH MO>XHO CKa4aTb 110 CCBIJIKE:

https://myoffice.ru/files/identity/logo_icons MyOffice.zip;

— eCJIM TIPH TOJIrOTOBKe KaCTOMH3WPOBAHHOI'O OaHIIa MKOHKU He OyIyT IPHUJIOXKEHbI s
MOKJTIOYAaeMbIX BHEIIHUX TPUJIOKeHUMW, TO JId JJAaHHBIX NpuiaokeHud B «MouOdwuc

,HOKYMGHTBI» 6y,I[ET 0T06pa)KaTbC$I YHUBepCadJIbHAasl MKOHKA;

— JIONIyCKaeTCs ~ WCIIOJIb30BaHMe  pasHbIX  ¢opmaroB  n3obpaxeHud  (png,  sSvg).

[IpennoyTuTenbHO SVE.
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4. 3arpyska b6aH/ij1a Ha cepBep.

Jliist 3arpy3ku Heo6XoIMMa IUPEKTOpHs C GaHIIOM, KOTOPasi COIEPXKHUT cdn_bundle.json H
IIMPEKTOPHIO C pecypcamu. Ilepes 3arpy3koi Ha cepBep JUPEKTOPHIO C OAHJIOM HYKHO yIIaKOBaTh

B opmar tar.gz unm tgz apxus. [lomydeHHBIN apxUB 3arpy3uTh Ha CepBep.

6.3.6 3arpyska c momombio Manage API

[TogroroBnenHbldt OaHy1 (MKW MeTabaHJ) 3arpy’kaeTcsi C MOMOIIBI0 Manage API, ajipec
<sso_1pP> cepBepa Auth/SSO BbIOupaeTcss M3 yKazaHHBIX B TPyHIax co lb core auth WU

co 1b core wopi (paiya inventory.

ITocne 3dI'PY3KHU IIOSIBUTCHA Ccoo0IeHre C KOAOM HTTP 200 M JSON, OIHMCBHIBAIOIINM TEeKYIIyIo

PEeBU3HIO.

[Ip1 BO3MOXKHBIX OIMOKAx COOOIIeHHe OyIeT cojiep)kaTh KOJl 400 W JSON, C ONUCAaHHUeM

OIINOKU:

curl -s 'http://<SSO _IP>:8888/api/manage/cdn/upload’' -F
'file=@cdn _bundle.tar.gz'

W

curl -sk 'https://<SSO _IP>:8443/api/manage/cdn/upload’' -F
'file=@cdn _bundle.tar.gz'

[Ipumep ycneniHoro orsera:

{"message":"CDN bundle uploaded and installed as revision 1", "success"
:"true"}

[lpyMep omMOKM NpPM 3arpy3ke OaHAja:

{"message":"CDN bundle installation error: can't open manifest
(cdn_bundle.json is missing?)","success":"false"}

Bo Bpewms 3arpysku ojiiH u3 pabouux mpoiieccoB (worker) Nginx MokeT ObITb Ha HEKOTOPOe
BpeMs 3absokupoBaH. Ilocie 3arpysku mpou3omneT mepesarpy3ka pabodymx mporieccoB Nginx, u
Oyner npuMeHeHa HoBasi koHGurypanus CDN (mpoiiecc MoXeT 3aHSTh JUIMTeNIbHOE BpeMs, eCiiv

OynyT nepe3arpy>katbcst cepBUchkl Core).

KonTponupoBaTh 3arpy3ky 6aHaja BO3MOXHO 1O oTBeTaM o00bekTa CDN c momoisio
ananmu3sa JSON.

.Aﬂpechttps://auth.<domain_name>/config
@UH{https://auth—<domain_env>.<domain_name>/config)

O6wexT CDN comepxut crnenuaibHbli 0OBEKT versions, BKJIIOYAIONUIN JIaHHbBIE B BHU]JIE

<Bepcusa 6aHOyia> : <HOMEP PEeBU3IUN>
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6.3.7 3arpy3ska ooHoBienuii CDN

3arpyska maketoB  o0HOBjeHnd CDN  (6aHIyIOB)  BBINIOHSIETCS  CHUCTEMHBIM

dIMUHUCTPATOPOM IIPU YCTAaHOBKe ITPOAYKTA I10CJIe 3aBeplIeHWd CKPUIITAd PA3BEPTbIBAHUA CO.

B texyme#t Bepcuu [10 He peanu3oBaHbl ciefyioniye GyHKITAN:

— BO3BpaT HA4 NIpeabIiayllyr0 BepCHUIO (BOBMO)KHO pPy4dHOe H3MeHeHNHe B etcd B BeTke

config/cdn u Ha daiinoBoii crpykType B /srv/docker/Isyncd/data);
— MIPOBepKa IeJIOCTHOCTH U 6e30ITaCHOCTH apXUBa;
— HCIIOJIb30BaHue ITM(POBOIM MOJINCH;
— HCIIOJIh30BaHWe TeHAaHTHO-3aBUCUMBIX PECYPCOB;
— ucnosyib3oBanue Ul yripaBieHus: pecypcamu;

- 6J'IOKI/IpOBaHI/Ie MexaHH3Ma OOHOBJIeHHMS Ha BpeMs4d pa60T 10 OOHOBJICHUIO (y'CTaHaBJ'II/IBaTb
Cpa3y HEeCKOJIbKO O0OHOBJICHUM IMapaiuieJIbHO C OJHOI'O HWJIK C HECKOJIbKUX Y3JI0OB PpOJIA

co 1b core auth KaTerOpHYeCKH 3alpeleHo).

6.3.8 Cucrema cunxponuzaiuu ¢aiinoB CDN mexay xocramu

CuHxpoHu3anys $aiaoB IPOM3BOIUTCS C IOMOIIBIO Isyncd 1o IpoToOKOIy rsync over ssh.
B pexume ciyx06bl Isync paboraer Ha cepBepax C pOJbIO co 1b core auth. CHHXpOHHU3aAIUS
JAHHBIX 3aIllyCKaeTCsl C IOMOINBI0 MeXaHHW3Ma f/ipa inotify, OTCIIEXWBAeTCs OOHOBJIEHWE WIIU
nosiBJieHMe HOBBIX (aioB u aupekTopuil. [lapameTpbl CHHXPOHU3AIMK HACTPauWBalOTCS B

(baﬁﬂe /srv/docker/lsyncd/conf/lsyncd/lsyncd.conf.
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7 HACTPOUKA ®YHKIINU IIONCKA

7.1 Ilouck ¢aiyioB M0 COAEPKUMOMY

B ¢aitioBoM MeHemxkepe peann3oBaH MOUCK GaisioB Mo Ux couepxkumomy. [lo ymomdanuio

JaHHasd CIDYHKI_II/ISI BKJIFOY€HA ITPU YCTaHOBKeE.

BxkroueHne WM OTKIIIOUeHHe CIDYHKL[I/II/I BBITIOJIHAETCA C IIOMOIIIBIO HEPEMEHHOﬁ, YKaBHHHOﬁ

B Tabuuiie 26.

Tabmuma 26 — YmpaBiieHre peXMMOM TTOKCKa

HaumenoBanue . Tun
HaumMeHnoBaHve nepeMeHHON . 3HaueHue
cepBHCa repeMeHHOMN
/pgs/installation commons/
etcd (PGS) Pg . boolean true (o ymosuanuio) / false
search content

7.2 Ilouck B pe;kuMe NPOCMOTPA IOKYMEHTOB

B «Moi#iOduc YactHoe O6mako 3» B BapuanTe ucnonHeHus ['OCT peannzoBaHa GyHKITHS

MIOMCKA B peXume IIPOCMOTpa AOKYMEHTOB B Beb-peljakTope W B peXrMe IpefiBapUTeIbHOTO

npocMoTpa B aitoBoM MeHemxkepe. Ilo ymomyanuio faHHas GyHKIHUS BBIKJIIOYEHA IIPU

YCTaHOBKe.

HpI/I BKJIIOYEeHHNH CIDYHKI_II/II/I BO3HUKAIOT dJIeAYIOIINe OTPAHUYEHUS B (bYHKHHOHaJIbHOCTHZ

— MOUCK OyJeT paboTaTh TOIBKO C HOBBIMU JAOKYMeHTaMHu U ¢aillaMy, KOTOpble N3MeHWIN

I10CJIe BKIJII0YeHHud c]mara;

— Ha BCeX CTapbiX OOKYMeHTaxX BMeCTO IIOMCKa 6y,J1€T IIyCcToe I10jie, YTO MOXeT BBeCTHU

M1OJIb30BaTeNIeH B 386J’IY)KI[E‘HI/I€.

HpI/I HCIIOJIb30BAHUU (l)YHKI_II/II/I BO3MOXXXHO CHHU’>KeHHe ITPOU3BOJUTEIbHOCTH CHUCTEMEI.

Bo Bpems

pa6OTbI CUCTeMbI BKJIIOUeHHe HJIHN OTKJ/II04YeHHe (bYHKHI/II/I BBIIIOJIHAETCA C

MTOMOIIIBIO TIepeMeHHOH, YKa3aHHOU B Tabmwuile 27.

Tabnuna 27 — YnpasiieHre peXXMOM IIPOCMOTpa 110CJIe YCTaHOBKU

HaumenoBanve| HaumeHnoBaHue Tun
. .| PaamepHocTh | 3HavyeHue Onwucanue
cepBHCa IIepeMeHHOW  [mepeMeHHOH
true
config/wte/read. (o Bxitouenue
mode.search. boolean - YMOJYaHUIO) | /OTKITIOYEHHe
enabled byHKIMH
etcd (CO) / false
. Bpems oxunanus
config/wte/ HEMOTOBKHH
searchTimeout int CeK 180
JAHHBIX JIJIs
Seconds
MIOKCKa
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HanmenoBanne| HamMmeHoBaHue Tun
. .| PaamepHocTh | 3HavyeHuUe Onwucanue
cepBuCca IIepeMeHHOU  [mepeMeHHOH
. Bpems oxxunanusa
config/wte/ I g HFOTOBKHH
searchHeavy int cek 360
. IAHHBIX OJIA
TimeoutSeconds
CJIOKHOTO IIOKMCKA

VnpaBnenve ¢yHKIIMeH MojjepXXuBaeTcs Ha JTane pa3BeptbiBaHus CO. HW3menenue

3HA4YeHH [TepeMeHHbIX BBITIOJIHACTC ITPU 3dllyCKe CKPUIITd YCTAHOBKH.

Hnst paboTbl C ansible-playbook HMeHa IepeMeHHBbIX OTJIMYaloTCsa. B Tabmume 28

MOKa3aHO COOTHOIIEHWe HAMMEHOBAaHHUH InepeMeHHbIX.

Tabmuna 28 — CooTHollleHWe UMeHU TiepeMeHHOM B etcd u ansible

HaumenoBanue Haumenosanue L w
o . . Pacnonoxxenue nepemeHHoN
nepemenHoi B Etcd 1lepeMeHHOM B ansible
config/wte/
regen_search enabled
read.mode.search.enabled presen_ -
config/wte/ .
. pregen_search timeout .
searchTimeoutSeconds - - group_vars/co_setup/main.yml
config/wte
/searchHeavyTimeout pregen_search heavy timeout
Seconds
* — mnepemeHHasi He BIMcCaHa B aiyi, HEOOXOAUMO BPYYHYIO J100aBUTh HaMMeHOBaHHeE

HEPEMEHHOﬁ U ee 3Ha4YeHHne.

[Ipumep kKoMaHIbI HACTPOMKHU PYHKITAM:

[ansible-playbook playbooks/main.yml]\
-e pregen search timeout=180
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8 THTETPAIIMOHHBLIE PEIIIEHUA

8.1 lnTerpanus ¢ NOYTOBBIMH CHCTEeMaMH

[Io ymomuanuio «MoitOduc YactHoe Ob6mako 3» B Bapuante wucnondHenuss ['OCT
yCTaHaBJIMBaeTcs 6e3 MOJKIII0UeHUs] K MTOYTOBBIM CHCTeMaM. PeXxuM «I1o yMoJlYaHUIO» 33JaeTcsi C

IIOMOII[bI0 3HAaYeHUH IlepeMeHHBbIX B inventory ¢aiisie CO, yka3aHHBIX B Tabmuie 29.

Tabnuna 29 — Hacrporika uHTerpauu C MNo4YTOBbIMUA CUCTEMAMU

3HaueHUe
Pacrnionoxxenue Hanmenosanue Tun o
o . . 1|
IlepeMeHHOU IepeMeHHOU IlepeMeHHOU
YMOTYaHHUIO

group_vars/co_setup/ mail integration_mode string none

main.yml
group_vars/co_setup/ common_mail notification enabled boolean false

main.yml

[Ipu n3meHeHWM peXXriMa WHTerpanuu (MOJK/II0YeHHs K MTOYTOBBIM CHCTeMaM) HeoOX0InuMOo
BBITTOJTHUTD TIePeyCTAaHOBKY CHUCTeMbl C yKazaHHeM COOTBECTBYIOIIEro 3HaueHUs Jis IapameTpa

mail integration mode.

H3smenenue storo napamerpa ¢ nomomipio etcd (CO) MoxeT npUBecTM K HEKOPPEKTHOMH

paboTe MHTerpanuu.

be3 nHTerpanuu c nouyToBOM cucTeMor 3kciryarupoBaTh «MorOduc YactHoe Obnako 3» B
BapuaHTe wucnosHeHusi ['OCT He pekomeHIyeTcs, Tak Kak OyAyT HeNOCTYIIHBI Cllefyollue

byHKIMU:
— 3aIpocC JOCTYIIa;
— BOCCTaHOBJIEHHe 1apOoJI 110JIb30BaTelIs;
— obpaTHas CBSI3b;

— IIOYTOBLBIE OIIOBEIlleHHs.

8.1.1 Unrerpanmsa c Mailion

Hactpoiika ¥ Ha3HaueHWe WHTErpaliMiyd IIpe/ICTaBleHbl B JIOKyMeHTe ««Maliony.

PykoBoacTBO 110 aIMUHUCTPHPOBAHUION.

8.1.2 Unrerpanusa c PSN

VYcranoBka «MotOduc [Toura 3» momkHa ObITH 3aBepilieHa JI0 CO3/laHUs [1epBOro TeHaHTa B
PGS. B oOpaTtHoM ciydae TeHaHT (M TIO/Ib30BaTeNM, BXOAMdIIMe B HEro) He OyIyT

CHUHXPOHH3WPOBAHEI C IOYTOM.
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Hns  obecnieuenuss  uHTerpauuu  «MoiOduc  Iloyta 3» € KOMIIOHEHTOM
«"MoiiO¢uc Yactaoe O6mako 3" B BapuanTe ucnomHeHusi [OCT. Cucrema xpaHeHUS JaHHBIX
(PGS)» HeobxoanMO BBHITIOJHUTH HAaCTPOWKHU, TpeficTaBieHHble B MokyMeHTe «"'MoiOduc Iloura

3". PyKOBOJICTBO 110 yCTaHOBKE IIOYTOBOT'O CEpPBepay.

HomonmHuTenbHO B inventory ¢aisie HeoOXOOUMMO 3a/laThb 3HAYEHWs IS TepeMeHHBIX,

yKa3aHHBbIX B Tabmuiie 30.

Tabnmuna 30 — Hacrpoiika unrerpamnuu ¢ PSN

Pacnonoxxenue HavmeHnoBanue Tun
o . - 3HaueHUe
IlepeMeHHOU IiepeMeHHOU IlepeMeHHOU

group_vars/co_setup/ mail integration mode string psn2
main.yml

group_vars/co_setup/ common_mail notification boolean true
main.yml _enabled

group_vars/co_setup/ csp_allowed frame ancest list demol.example.net
main.yml ors demo2.example.net

8.1.3 Hacrpoiika paboThI C BHEIIIHUMH IOYTOBLIMH cucreMamu mo SMTP
B ciydae nnTerpanuu ¢ BHelHed 1moytoBou cucreMoit B «MoinOduc YactHoe O6mako 3» B
BapuaHTe ucnonHenus 'OCT 6ynyT noctynHsl ciiefyronye GyHKIIAN:

— OTIIpAaBKa II0JIb30BATe/II0 ITOYTOBBIX OIIOBEIIeHUM O CMeHe mapojida aAMHUHHUCTPATOPOM

CUCTeMBI,;
— OTIIpaBKa I10JIb30BATeJNII0 PUBETCTBEHHOI'O MTMChMA IIPH PETUCTPAIlUU ero B CUCTEME;

— BO3MOXHOCTb OBICTPOTO Ilepexofia B IIOYTOBBIN KJIMEHT C IJIABHOI'O dKpaHa CHUCTeMbl WIN
Y3 MeHIO BbIOOpa mporpamMm (IIpU YCJIOBUH Pa3BepThIBAHUS CIeIUabHOro OaH/ma C

HACTPOMKaMHu);
— oTmpaBKa aiija 1o moyTe;
— OTIpaBKa BHYTPeHHeH CChUIKU Ha OOBEKT 110 TI0UTe;

— yBeJlOMJIeHHe I10JIb30BaTeJId I10 1104YTe O IMpeAoCTdaBJIieHWHU eMy WJIM M3MEHEHUHU ero IIpdB

JIOCTYyTIa K OOBEKTY;
— 3aMpocC JOCTyIa K 00BEKTY;
— BOCCTaHOBJIEHHe T1apoJIs;
— BO3MOXHOCTb OTIIPaBKK 0OpaTHOM CBSI3U IO paboTe C CUCTEMOM.

,HJ'ISI OTIIPABKHM CHCTEMHBIX HHCEM-YBE)IOMJ'[EHHIZ (HpI/IBETCTBEHHOFO IIMCbMd, IIMCbMa O

CMeHe MJIM BOCCTAHOBJIEHUHU MapoJIsl U T.I.) HE0OXO0MMO MCII0Ib30BaTh BHEITHUN cepBuc SMTP.
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Jlist oTnpaBKM TMOYTOBBIX yBenoMmieHuM B «MoitO¢uc YactHoe O6mako 3» B BapuaHTe

ucnonHenus [OCT HeobxoiMMoO 3a71aTh 3HAYEHHe JIJIsl TepeMeHHO M, YKa3aHHOU B Tabmwuile 31.

Tabmuna 31 — Hacrpoiika uHTerpanyu ¢ BHEIIHUMU [TOYTOBBIMU CHCTEMaMU

HanmenoBanue HaumenoBanue Tun
. - 3HavyeHUe
cepBHUcCa IepeMeHHOU IepeMeHHOU
etcd (CO) /nct/co/config/ boolean true /
common/mail.notification.enabled false (1o ymosraanuro)

JI1s1 BKIItOUEHMS ITOYTOBBIX yBeOMJIEHMH IIPHA YCTaHOBKe B inventory ¢aitsie Heob6xoauMmo

3a7aTh 3HaYeHue JIJIs [IepeMeHHOM, YKa3aHHOH B Tabnuie 32.

Tabmuna 32 — Hacrpoiika mo4TOBBIX yBeJJOMIIEHUH

. HaunmeHoBaHue Tun
Pacrionoxxenune nepemenHoM . . 3HaueHUe
TiepeMeHHOU nepeMeHHOU
group_vars/co_setup/ common_mail boolean true /
main.yml notification enabled false (mo ymoisruanuto)

Hacrpotika mapamerpoB cepsuca SMTP ocyirectBisieTcss B moJjib30BaTeJIbCKOM HHTepderice
aJIMUHHUCTPATopa TeHaHTa YCTaHOBKHU (mompobHee CM. B IOKyMeHTe
«"MoiOduc Yactnoe Obnako 3" B BapuanTe  ucnoimHenus  ['OCT.PykoBojcTtBe — 1o

a)lMI/IHI/ICTpI/IpOBaHI/IIO»).

[Ipu ucnonpzoBanuu cobctBeHHOTro cepBuca SMTP BHyTpy TeHaHTa cUCTeMHble MMUCHMa-
yBeJIOMJIeHUsI MOTYT ObITb OTIIPaBJIeHbl OT HECKOJIbKO TEeHAHTOB (OT KAaCTOMHOI'O TeHaHTa WM

TeHaHTa YCTaHOBKI/I).

8.2 urerpamus co Squadus

[Ipenycmotpena unTerparus [10 «MoitOduc YactHoe Ob6sako 3» B BapraHTe HWCIIOHEHUS
['OCT c kopmopaTMBHBIM MecceH/kepoM Squadus. HasHaueHue u omnucaHve WHTerpanuu
npuBenieHO B fokyMmeHTe «Onucanue uHTerpanuu [10 «MointOduc YactHoe O6mako 3» B BapuaHTe

ucnonHenus 'OCT u I1O «Squadusy.

[Tporuiecc HacTpoiiku WHTerpanuu omnucaH B JokymeHTe «Hacrtpoiika unTerparuu I10

«MonOduc Yactroe Obmnako 3» B BapuanTe ucnosHeHus: ['OCT u [10 «Squadusy.
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8.3 Nurerpamus ¢ MS Active Directory

ns HacTporiky nHTerpanuu B PGS Heob6xoaumo nmporsBecTy cilefyolye 1edCTBUSL:

1. OtkpoiTh HocTtyn kK komnoHeHTY Keycloak u3 BHelHel ceTd, BBINOJIHUB CJIeIyIOMIYIO

KOMaHOY:

docker service update --publish-add published=8091,target=8080\
pgs-keycloak keycloak

2.IIep83aHyCTHTbcepBHCbIpgs_aristotelesI{pgs_euclid.

3. OTkpeITh Beb6-uHTepdeiic Keycloak

(ampec 1O yMOJIYaHUIO http: //<ENV>.<DEFAULT DOMAIN>:8091/auth).

4. Beibpathb TeHaHT (Wik realm), 1711 KOTOPOro HY)XKHA UHTETpaIfysl.

5. HaxaTb User Federation.

6. M3 Boimamaromero meHio BbiOpaTh mpoBadjiepa LDAP (Add provider) ¢ umenem

pgsldapnew.

7. 3anl0O/IHUTD ITapaMeTphbl B COOTBETCTBUM C Tabiuiel 33.

Tabmuma 33 — 3Hauenue mapametpoB it uHTerpanuu PGS ¢ AD

[TapameTtp 3HavyeHUe KommenTapuit
usernameLDAPAttr | sAMAccountName (wm npyroe ATpubyT, Ha3Ha4YaeMblIi KaK UMsl
ibute TeKyllee 3Ha4YeHWe aTpubyTa B nosnp3oBaTens B Keycloak
AD)
uuidLDAPAtiribute | sSAMAccountName (w1 npyroe ATpuOyT yHHUKaJILHOTO UleHTHdUKATOPa
TeKylllee 3HaYeHHe aTpuOyTa B obbexTa
AD)
editMode UNSYNCED Buytpennutt atpubyt Keycloak,
MI03BOJIIIOIINM 0OHOBIIATH
M0JIb30BaTeNbCKHe JaHHble Ha LDAP-
cepBepe B pexXuMe «TOJIbKO YTeHHe»
connectionUrl Xoct B popmare ldap://111.1.1.1 | XocT g noaxmodeHus kK katagory AD
usersDn Jaunble mg nonkiodyeHus k AD [Tyt mo OU (opraHu3anvioHHON
COOTBeTCTBEHHO HaCTPOUKaM e[IMHHUIIBI), B KOTOPOM XPaHITCS y4eTHble
cepBepa 3alKCH T0Jb30BaTesiei
bindDn Jlorun nosnw3oBartens AD [Tomroe ums (DN, distinguished name)
Y4YeTHOH 3aIIMCH I0JIb30BaTelIsd B
KaTajore, OT UMeHHU KOTOPOro OyzaeT
MIPOU3BOJUTHCS paboTa C KaTajJoroM
bindCredential [Taposp momb3oBaTens AD [Taposb y4eTHOM 3aMKCH MOJIb30BATEIS B

KaTajiore, OT KMeHH KOTOpPOTO 6YILET
IMPOU3BOIUTHCSA pa60Ta C KaTaJIoT'oM

8. OcranbHbIE IMapaMeTpbl OCTABUTD 110 YMOJI9aHUIO.

9@HaxﬂTbSaveI{Synchronize all users.
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10. Ha BrJlazike Users B JIeBOM MeHIO MO>KHO IIPOCMOTPETh CIIMCOK BCeX UMIIOPTHPOBAHHBIX

I10JIb30BaTeJieH.

11. B cnydae Hamuuus ommOOK BO3MOXHO BEpHYTHCS Ha BKIIAJIKY User Federation K

npOBaI?mepy pgsldapnew M HAXATh Remove imported AJIS1 OYUCTKU CIIMCKaA I10JIb30BaTeJIeu.

12. Ilpu pmune DN OGonbiie yem 255 CHMBOJIOB, BO3HMKAIOT MPOOJIeMbl, CBSI3aHHBbIE C
OrpaHUYeHHMeM Ha KOJIMYeCcTBO CHUMBOJIOB B TabiuIle postgres, B 3TOM CilIy4yae He0ob6X0JUMO
BBITTOJIHUTD CJIEYIOITYI0 KOMaH/Ty:

docker exec s$(docker ps -g -f name=pgs-postgres) psgl -U\
keycloak -c "ALTER TABLE user attribute ALTER COLUMN\
value TYPE TEXT;"

8.4 Hacrpoiika paboThI IPOAYKTA C HACTOJIBHBIMH pefakTopamu «MoiOduc»

[Ipu oskcnmyatanuy y 3aka3dMka  HACTOJIBHBIX pefakTopoB MoiOduc (U3 cocraBa
ITponyxToB - CraHnapTHBIN u ITpodeccronanbHbI) 1pu yCTaHOBKe
«MonOduc YactHoe Obnako 3» B BapuanTe wucnondenus ['OCT Moxer ObITH BKIIIOUEHA

BO3MOXXHOCTB OTKPBITUS U3 YacTHOro O6saka JOKYMeHTOB B HaCTOJIBHBIX pe/lakTOpax.

YipaBiieHre HAaCTPOWKOM OCYIIeCTBJISIETCSI C IIOMOLIbIO IIepeMeHHOM, YKa3aHHOM B

Tabnuie 34.
Tabmuma 34 — [lepemeHHast ij11 HACTPOMKM pabOTHI C HACTOJIBHBIMH PeJlaKTOpaMH
HanmenoBanue HaumeHnoBanue Tun 3HaueHHe
cepBHcCa IlepeMeHHOU IIepeMeHHOU | I10 YMOJIYaHUIO
etcd (CO) config/wfe/open.in.desktop.editors.enabled boolean false

8.5 Nnrerpamus ¢ cucremamu cbopa U XxpaHeHHUsI COOBITHI 0€301aCHOCTH

CoBmectHasi pabora «MoiOduc YactHoe O6mako 3» B BapuanTe wucnojgHenus ['OCT
BepcuM 2.6 (1 Bbilie) ¢ BHemHUMU SIEM-crucremamu 1o3BosisieT nepefiaBath BO BHelHHe SIEM-
cucteMbl cobpITUsl Ge3omacHocTd, ¢ukcrupyemble B «MorOduc YactHoe O6mako 3» B BapuaHTe
ucnonHenus 'OCT, B ¢popmare CEF mo mportokomy syslog [isi ux pajibHeuIero XpaHeHHUsl U
aHajiM3a CpeJiCTBAaMM BHelllHeld cucTeMbl. Perucrtpanus coObiTvii 0Oe3omacHOCTHM obecriedeHa B

cooTBeTCTBUHU C TpeboBaHusiMu niprukazoB @CTIOK Poccuu No 17, 21, 31, 239.

[Togpo6HOE onMcaHye TIPe/ICTaBIIeHO B JIOKyMeHTe «PyKOBOJICTBO IO HACTPOIKe HHTETPallun

¢ BHenHUMHU SIEM-cucremaMm.
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8.6 lnTerpamusi ¢ aHTHUBHPYCHBIMH CHCTEMaMH

B IO «MoiOduc YactHoe Obnako 3» B BapuaHTe ucnoiHenus ['OCT mnpemgycmorpeHa

unterpanus ¢ [10 Kaspersky Endpoint Security (KES).
Obecrieuens! ciiefiyrolye ClieHapuu UHTerpaluu:
— cKaHupoBaHMe ¢aiyioB B pexxume On-access;
— ckaHupoBaHUe PaityioB B pexkume On-deman;
— BOCCTaHOBJIEHHe 3apaKeHHbIX (aiijioB;
— MpOBepKa I1eJIOCTHOCTU ¢aiiioB Ha cepBepe PGS;
— MPOBepKa I1eJIOCTHOCTU KOMIIOHeHTOB PGS B peanibHOM BpeMeHU U 110 TpeOOBaHUIO.

[TonpobHas nH$popMaius npegoCcTaBsieTcs o 3a1pocy.

8.7 Nnrerpamus c ESIA

st HacTpoliky aBTopuzanuu B «MonOduc YactHoe Obnako 3» B BapuaHTe MUCIIOJIHEHUS
['OCT c nomompto ESIA (nipuBsizka yuetHbix 3anuceri « MoiiOduc YactHoe O6ako 3» B BapuaHTe
ucnionHenus 'OCT k yderHbM 3anucsm ESIA) MoxkeT ucIionb30BaThCs NPOrPaMMHBIA NTPOAYKT
ESIA-Bridge ot OO0 «PEAK CO®Ty. [Ipu ucnonb3oBanuu ESIA-Bridge HacTpoiiku uHTerpamuu

c ESTA o0miue g Bcex TeHAaHTOB.

8.7.1 YcranoBka ESIA-Bridge

ESIA-Bridge ycranaBivBaeTcsi Ha BbIJIeJIeHHBIA BUPTYaJbHBIM CepBep C MHUHUMAaJbHON

KOHpUTYpaIHel, MpeJCTaBJIeHHOW B Tabuuile 34.

Tabmuna 35 — [Tapamerprl MuHUMaNbHOM KoH$uUrypauuu ajns ESIA-Brige

[TapameTp koHpUTYyparuu 3HavyeHHe
KomuecTBo siiep nporeccopa 2 vCpu (tum nporeccopa Intel)
O06beM onepaTUBHOM MaMSITH 4 T'6auT
O6beM ecTKOTo AuCKa 20 I'caur (tun HDD)

Pabora ESIA-Bridge na cepepe nogaepxwuaercst ajis OC Debian / CentOS / RHEL unu
Windows. B kadecTtBe mpumepa B HWHCTPYKIIMM pPAcCCMaTpPUBAETCS YCTAaHOBKAa W HACTPOMKa
ESIABridge ans OC Linux.

YcranoBka ESIA-Bridge nomkHa ObITH IpoM3BelleHa B COOTBETCTBUM C IeUCTBYIOIIEN
VMHCTpyKIMed Ha nporpammy. JlucrpubyrtuB  ESIA-Bridge nocraBisiercss B Bujze

camopacIiakoBbIBaronerocs bin-gaiina.
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Jnst ycTaHOBKYM HEOOXO/IMMO BBITIOJIHUTH KOMaH/Ty':

./esia-bridge-1.XX.0.bin
[Tocne ycranoBku ESIA-Bridge co3narorcs ciiefyroniie IMpeKTOPUM:

/bin
/conf
/1lib

@aiin ¢ Hacrporkamu s ESIA-Bridge mno ymonyaHuio — pacrosiaraercsi B

@aﬁﬂe/usr/Share/eSiabridge/conf/esia—bridge.conﬂ

®opwmar 3anucu FQDN c ycranoBnenneim [10 ESIA-Bridge: esia-bridge.<domain name>.

3anuch JopKHA OBITH co3faHa B mybmuuHo poctynHoM DNS-cepsepe. s ayreHTUdUKaINM
MOJTIb30BaTENIsl M UCIIONTb30BaHUM daiiia cookie, momen ESIA-Bridge momkeHn coBmaiath ¢ JOMEHOM
CO.

8.7.2 KouBeptupoBanue I'OCT cepruduxara ESIA-Bridge

KonseprupoBanue 'OCT-ceptudukara cucremsl, noakiodaemont k ESIA, u3 ¢popmara PFX
koHTeliHepa «Kpunrtollpo» B ¢dopmar BKS, nommepxuBaemsiii ESIA-Bridge, ocyimecTtBisiercs
CTOPOHHUMHU yTHIIMTaMH (mojpobHee cM. pasnen «Hacrporika paboter ¢ kimodamu ['OCT P 34.10-
2012» uncrpykmnuu ESIA-Bridge):

java -cp gost-keytool.jar:bcprov-jdkl5on-1.62.jar \
ru.reaxoft.gost.Keytool import pkcsl2 \
—--srckeystore certkey-esia-gost.pfx \
—--srcstorepass """ \

--srckeypass "" \

--srcalias csp exported \
—-—-destkeystore esia-bridge.bks \
—-—-deststoretype BKS \

—-—-deststorepass "" \

—-—-destkeypass "" \

—-—-destalias gost2012

OTnuuveM JaHHOM KOMaHIbl OT TPHUBEAEHHONW B OQUITMATBLHONM WHCTPYKIIUM SIBJISIETCS
HCIIOJIb30BaHUe 0Oojlee HOBOW BepcHU OMONMMOTEKH bcprov, I03BOJISIIONEH paboTaTh C
XPaHUJIMIIAMH, CO3[aHHBIMUA HOBBIMHU Bepcusimu «OpenSSL» u «Kpunrtollpoy. [lpu ycnemmoi
KOHBepTallUM, CO3[laHHBbIM 3TOM KOMaHAOW (aiyl esia-bridge.bks JOJDKEH ObITb pa3MellleH B

JHUPEeKTOPHHU /usr/share/esia-bridge/conf/ BMECH)HaXOHﬂHKTOCHTaMibaﬁHa.

B xondwurypamnuio ESIA-Bridge Heob6xoIMMO BHeCTM W3MeHEHHsI B COOTBETCTBHUU C

Tabureit 36.
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Tabmuna 36 — Usmenenne koudurypanuu ESIA-Bridge

HaumenoBanue
. Onuncanue
TepeMeHHOU
domain="esia-bridge. ITopt 9000 momkeH OBITH OTKPHIT B HACTPOMKAX CETEBOTO KpaHa
<domain_name>:9000" | cepepa ESIA-Bridge
esia.host Homen cpeast ESIA, npoayKTUBHOM WIM TECTOBOK
clients JIuieH3us Ha UCIIOJIb3yeMbli JoMeH <domain name>, npruo6peTaeTcs
otnenbHO y komnanuu PEAK CO®T, npu sTom napametp host 1omken
ykaseiBaTb FQDN SSO, To ectp auth[-<domain_env>].<domain_name>;
id MHeMoHUKa BbI3bIBalole cucremel B ESIA
name Wms BoibiBaroiiedt cuctembl B ESIA
cookieDomain Homen CO, Ha KOTOpPBIN OyAeT yCTaHAaBIMBAThCS CeCCUOHHAs cookie, TO
ecTb <domain name>

[Tocne usmenenus: Hactpoek ESIA-Bridge Heob6xomuMo mepe3amnyCcTUTh CEPBUC KOMaHJIOM:

systemctl restart esia-bridge.

8.7.3 Hacrpoiika npoaykra mis uarerpamuu ¢ ESIA

Hns nonkitodenust uHterpanuu ¢ ESIA co croponbl «MoitOduc YactHoe Ob6mako 3» B

BapuanTe ucnonHeHuss ['OCT HeoO6XomWMO 3a/ilaThb 3HAYeHUs i TepeMeHHBbIX, yKa3aHHBbIX B

Tabnuie 37.
Tabmuna 37 — Hacrpoiika ESIA
HaumenoBanue HaumenoBanue Tun
o . 3HaueHUe
cepBuca IepeMeHHOU IlepeMeHHOU
etcd (CO) /nct/co/config/wfe/authenticati boolean true / false (o ymoiraanuro)
on.esia.bridge.enabled
etcd (CO) /nct/co/config/wfe/authenticati string http://esiabridge.example.com:9
on.esia.bridge.entrance_uri 000/blitz/bridge/entrance
etcd (CO) nct/co/config/wfe/authenticatio string http://esia-
n.esia.bridge.user_uri bridge.example.com:9000/blitz/
bridge/user

Hns nopkimoueHuss uHTerpanuu ¢ ESIA Bo BpeMst ycraHoBKM B inventory daitne

HeoOX0JITMMO 3a/1aTh 3HAUEHUS ISl TepeMeHHbIX, YKa3aHHbIX B Tabuuile 38.

Tabmuma 38 — Hacrpoiika ESIA nipu ycranoBke

Pacnonoxenue HanmenoBanue Tun
N . . 3HaueHUe
IlepeMeHHOU IepeMeHHOU IlepeMeHHOU

group_vars/co_setup/ esia_bridge enabled string true / false (mo
main.yml YMOJTYaHUIO)

group_vars/co_setup/ esia_bridge entrance boolean http://esiabridge.example.
main.yml _uri com:9000/blitz/bridge/ent

rance

group_vars/co_setup/ esia_bridge user uri string http://esia-

main.yml bridge.example.com:900
0/blitz/bridge/user
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9 3AMEHA SSL-CEPTU®UKATA
9.1 3amena cepruduxara B kommnornenre CO

3ameHa ceptudukara B «MortOduc YactHoe O6iako 3» B BapuaHTe ucnosHenusi [OCT B

CO BoImosHgeTcd B 2 JTaIa:

1. B xarasnore /install co/certificates HeOOXOAUMO 3aMeHUTH CJieAytolre (panibl:
— server.crt — CepTI/I(bI/IKaT BHeIIIHero JoOMeHad,
— server.nopass.key — KJIIOY BHeIlIHero I0OMeHa,

— ca.pem — BCe loBepeHHble SSL-cepTuduKars!.

2. ITocye 3TOT0 BBIIOJTHUTD CJIeYIOIIYIO KOMaHY:

ansible-playbook playbooks/co.yml \
-e tls certs generate cert force update=true -t openresty

HOHYCKaeTCH HO68BJ’I$[TB B KOMaHAYy Apyruve rnapaMeTphbl IIpU HEO6XO,I[I/IMOCTI/I.

9.2 3ameHna cepruduxkara B kommnoHenre PGS

3ameHa ceptudukara B «MortOduc YactHoe O6iako 3» B BapuaHTe ucnosHenusi [OCT B

PGS Brinosnusiercst Ha cepBepe ¢ ponbio Pythagoras:
B nupexkTopuuM /opt/Pythagoras/certificates HEOOXOJMMO 3aMEHUTh CJIeJyIolire
daitbr:

— server.crt — cofiepXUT SSL-cepTudukaT Ha JOMeH YCTaHOBKHU M BCe IPOMEXYTOUYHbIe
cepTydUKaTEl, KPOMe KOPHEBOI'O JOBEPEHHOI'0, PacIlOJIOXKeHHbIe B ITOPSKe, OIIMCAHHOM B

nokymeHTanuu Nginx;
— server.nopass.key — IPUBaTHBIN KJItOY cepTU(dUKaTa, He TpeOYyOmUK KOJJ0OBOU ¢dpasbl;
— ca.crt — Bce floBepeHHble SSL cepTudukarsl.

[Tocye aToro ciemyer nepe3arpy3uThb CepBep € IIOMOIIbI0 KOMaH/IbI:

docker service update pgs-Nginx Nginx --force

[Ipu kacTepHO¥M apXUTEKType JOCTaTOYHO 3allyCTUTh KOMaH/y Ha OJIHOM U3 CepPBEpOB.
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10 ITPOCMOTP ITPOPWIIA SKCIUNIYATAIIMM CUCTEMBI

AIMUHHCTpPaTOp YCTAaHOBKK MOXeT BBIINOJHUTH aHAIW3 MPOGUIIs 3KCIUTyaTallud CHCTEeMBI

KOHEYHBIMM I10JIb30BaTeNssMU. OTa WHOpMAIlUs HCIOJIb3yeTcs i JajlbHeWIlell ONTUMU3ALNN
TeKYIIUX CepPBepHbIX PeCYPCOB.
JInst BOBMOXKHOCTH cOopa mHpOpMaIuu 0 mpoduiie yCTaHOBKKM HEOOXOIHMMO COOIoieH e

CJIeyIoNmMx TpebOBaHUIM:

1. B cucremMe pa3BepHYTHI ClIeAyIOIHe CePBUCHI:
— Elastic;
— Fluentd;

— Kibana (aa cropone CO).

2. YcraHOBJIeHHasi cUCcTeMa paboTaeT Ha MPOTsLKeHUHU HeoOX0IMMOro Jijisi cOopa CTaTUCTUKU
BpeMeHM (MUHUMAJIbHBIM CPOK — 1 Hejens).

JIs co3gaHus oTyeTra HeoOX0aHuMO:

1. OtkpoiTh B Kibana Dashboard -> Profile Dashboard.

2. Bribpats nepuon BpemeHu 1-3 Mecsna (MOXHO BbIOpaTh OOJIBIIMM IIepUOJ, HO B
3aBUCUMOCTH OT KOHQUI'ypallu¥ U BBIOPaHHOW JleTaln3aliuy Harpyska Ha cepBuc Kibana moxer
IIPUBECTH K OLIMOKaMm).

3. Eciu paHHble c jambopia He INPOTUBOpeYaT IIOJMTHKAaM 0e30I1aCHOCTH, CleslaTh
CKPUHIIOTHI BCceX rpaduKOB M Tabmui U nepeaatb B «MorOduc» i noaydeHus peKOMeHAAlnn

110 U3MEHEHHUIO dPXUTEKTYPhl YCTAHOBKH C [1eJIbIO OITMMH3all1 CePBEPHLIX peCypCoOB.
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11 IOTUPOBAHME JAVA-CEPBHUCOB
11.1 Coxpanenue j0oros
[TpenycmoTrpena ¢yHKIIMSI COXpaHeHHUsl )XypHaja COOBITUH Ha AMCKe, MOCTe 3allycKa java-

cepsucos DCM, CVM, NM, FM, JOD, AUDIT, B Teuenun $puKcUpoBaHHOr0O BpeMeHU. PyHKIUS

IpejHa3Hd4eHa I YIIPpOIIeHHUs IIOUCKa HEHCHpaBHOCTeﬁ IIpH 3alTyCKe.
HYTb pa3MellleHud 1A IIpuMepa: /srv/docker/dcm/logs/dcm. log.

HJISI ylpaBJieHUusd CPYHKHHeﬁ HQO6X0}II/IMO HN3MEHUTb 3Ha4eHue I1epeMeHHbIM, YKda3dHHbIM B

Tabnune 39.
Tabmuna 39 — Ynpasiienne GyHKIMelH COXpaHeHUs JIOTOB MOCJIe 3allycKa
HanmenoBanue HaumeHnosanue Tun
. . | 3HaueHue Omnucanue
cepBuca IepeMeHHOU IepeMeHHOU
. true (o
config/common/logger.
yMormdaano) | Brmodenne/
logback. boolean OTKIOUeHH e dyHKIHH
eted (CO) startup.debug.enabled / false
config/common/logger. . PT5m (mo YcTaHoBKa BpeMeHHU B
logback. string Moiraanuio) | ¢popmare ISO 8601
startup.debug.duration y P

11.2 Pazmeinenue BpeMeHHOM alKU

Bpemennas nanka jyig java-ceppucos: DCM, CVM, NM, FM, JOD, AUDIT pasmemaercs u3

KOHTelHepa Ha XOCTe.
Hampumep: /tmp (BHyTpu KkoHTeliHepa DCM) pasmemiaercss Ha cepBepe XOCTa II0

cenyrmomemy IyTH: /srv/docker/dcm/ tmp.

OyHKIUS Tpe[HAa3HaYeHa YIIPOIleHHUs ylajleHuss BpeMeHHbIX (aijioB MpU IeperoHeHun

nvcka 6e3 nepeycraHoBky docker-koHTeHHepOB.

Pexomenyercst mepe3amnyctuth docker-koHTeliHep 1mocie yaaneHusi BpeMeHHbIX (paiiioB, s

HCKJTIOYeHU S OIIMOO0K I1pHU ero pa60Te.
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12 ®YHKIIA OTIIPABKH OIIINBOK

12.1 YcranoBka u HacTpoiika Sentry

B «MoitOduc YactHoe O6mnako 3» B BapuanTe ucnonHeHuss ['OCT peannzoBaHa GyHKIUS
OTIIpaBKM OWMOOK B cepBUC aHaMWTUKKA Kibana wim cepBuc Sentry. [lo ymonm4anuio ommbku

OTIIPABJISIIOTCS B cepBUC aHanuTHKU Kibana.

CepBI/IC Sentry He BXOOWUT B KOMIIJIEKT IIOCTdBKH HO, €ro YCTaHOBKa H HaCTpOﬁKa
BBITIOJIHAETCA aIMHUHHCTPATOPOM CaMOCTOATEIbHO. HpI/I HaCTpOfIKe Sentry caliegyer y4dUTbIBATb

pekoMeH/1alliy, U3JI0KeHHbIe B paszielie « PekoMeHanyy o KOHQUIypUpoOBaHUIO Sentry».

HJISI HaCTpOfIKI/I (bYHKIII/II/I OTIIPpABKH onbok H806XO}II/IMO HCIIOJIb30BATh II€peMeHHbIe,

yKa3aHHbIe B Tabnuiie 40.

®

Ecmu B HacTpotikax o6a cepBUca OTKIIIOYEHBI, TO OTYeThl 00 OmubKaxX OTIPABISATHCS

He OyQyT.
Tabmura 40 — OTmpaBka ommboK
HaumenoBanue HaumenoBanue Tun 3HAveHMe Onucanme
cepBuca IlepeMeHHOU [1epeMeHHOU
common/logger. true (mo Brmoyenne/oTKIOUeHYE
analytics.enabled boolean | ymo4aHHUIO) | OTIIPAaBKU JaHHBIX B .
/ false cepBuc aHamTuky Kibana
OTmnpaBka omuboK B
cepuc aHammTuku Kibana
config/wte/error.log. boolean YI\EJJ;;EEIO) OmmbKH OTIPABISIOTCS
analytics.enabled / false TOJIbKO MPU BKJIFOUEeHUUN
nepeMeHHOU
common/logger.analytics.
enabled
config/wte/error.log. . - OTmpaBka omuboK B
etcd (CO) sentry.dsn string cepBuC Sentry
config/wte/sentry. . Otnpasia omm6ox
string " cepsuca WFE B cepBuc
wfe.log.dsn Sentry
config/wte/sentry. . Otnpasia om0k
string " cepuca SSO B cepBUC
sso.log.dsn Sentry
config/wte/chatbot. Otnpasxka omHboK
string " ceppuca Chatbot B cepBuc
sentry.dsn Sentry
. . Hostname cepsepa Sentry,
config/wfe/routing/ string " eCJI CepBep EaBE(EpHYTr]Z
error.log.sentry.url APYTOM fToMeHe
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Haumenosanue Haumenosanue Tun

N .| 3uauenue Omnucauue
cepBHca IepeMeHHOU epeMeHHOU

Bxmrouenne/oTKIIIOUeHYE
oJis 0OpaTHOM CBSI3H.
DYHKIMS TOCTYIHA MTOCTe
BKJTFOUEHHUSI OTTIPABKU

. true (1o
config/wte/error.log. OITUOOK B OJIVH U3
boolean | ymomianuio)

feedback.enabled / false CEepPBUCOB C MIOMOIIIBIO
repeMeHHbIX
wte/error.log.sentry.dsn
wte/error.log.analytics.
enabled

[Ipu BKJIFOYEHUU oJIst obpaTHOMI CBSI3U C MTOMOIIIBIO repeMeHHOU

wte/error.log.feedback.enabled IIOJb30BaTEIb MOXET OCTaBUTh COOCTBEHHBIN KOMMEHTapuu K

OIIMOKe. JTOT KOMMEHTapI/II;’I 6y,I[ET OTIIPABJIEH B 3dBUCUMOCTH OT KOHCl)I/IpraL[I/II/IZ
— B Sentry " JOIIOJIHUT COOTBETCTBYIOIIIee COOBITHE OHII/I6KI/I;

— B cepBuc aHamuTuku Kibana oTfenbHBIM COOBITHEM, C COXpaHEeHWeM HAeHTHdUKATOpa

eventId M3 OPUTHMHAIBHOI'O COOBITHS OIITHOKH.

CobpITHd OmIMOOK CepBUCA aHAJIIMTHUKU OOIIOJIHAKOTCA I/IJIEHTI/I(l)I/IKaTOpOM II0JIB30BATeId U

UJIeHTUUKATOPOM COOBITHSL.

12.2 Pexomengarum 1mo KoHGUrypupoBaHuio Sentry

1. Ins coxpaHeHMsi 0e30IaCHOCTU Cile[lyeT OTPaHUYWTH JIOCTYI K cepBepy Sentry Iyis
IPYIIBl  TI0JIb30BaTesiell, KOTOPLIM OIpeJleieHbl COOTBETCTBYIOIIMe IIPOIecchl JAOMycKa K
MOJIb30BATeIbCKOW UHGOPMAIHU.

OrpaHudeHue JJOCTyTa K )KYPHaLy COOBITHM He MO3BOJIUT MCI0Ib30BATh CEPBUC

JUIS1 OTJIQJIKK Pa3BUTHS aTaKH, a Takxe IS mojrydeHus [1D
00BEeKTOB/II0JIb30BaTeIeH.

2. ITpu nHactporike SSL u B DSN ykasatb url C UCIIOIb30BaHUEM https.

3. B nacrpotikax npoekta cienyet BkimouuThb Verify TLS/SSL st coznanus 3aiuineHHOro

COeZIMHEHHUS C CepBepoM Sentry.

4.B HaCTpOﬁKaX IIpOeKTa HEOGXOHI/IMO YKa3dTb ,IIOMeH/I/IJ'II/I HECKOJIbKO IOMEHOB ITPOOYKTa, B

MeHI0 Allowed Domains, 1y orpanndeHus oOpalieHui K cepBepy 0T CTOPOHHUX JIOMEHOB.
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12.3 Coop nmosib3oBaTeIbCKONH AaHATHTHKH

B «MoiitOduc YactHoe Obnako 3» B BapuaHTe wucnoysHenuss ['OCT peannsoBan c6op
MOJIb30BATeIbCKOM aHAJIMTUKH, [0 YMOTYaHWUIO QYHKIMS BbIKIoUeHa. [locie BKITtOUeHUS
COXpaHsieT AeMCTBUS MoJib3oBaTesst Npyu pabore ¢ cepBucamu «MorOduc YactHoe Obnako 3» B
BapuaHTe wucnonHenusi ['OCT. Ilosnb3oBaTesnbckasi aHAJIUTHKA COOUPAETCsS AaBTOMATHYECKU U

Hanpasisiercss POST-3anpocamul Ha url: /api/vl/analytics/user analytics.

Ins monydeHus, oOpabOTKA Y XpaHEHUs! JIAaHHBIX CHJIAMHA aJMHUHHCTpPATOpa CHUCTEMBI
clleflyeT pa3BepHYyThb JONOIHUTEIbHBIA TPOKCU-CepBep, coOMpaoIyii 1 0OpabaThIBalOIUM JaHHbIe

n3 POST-3ampocos.

Inst  ynpaBneHust QyHkiued cbopa I0Ib30BATeIbCKOM  AHAIUMTHUKU  HeobXO0IuMO

WCIT0JTb30BaTh ITepeMeHHYI0, YKa3aHHYIO B Tabmwuie 41.

Tabmuma 41 — YnpasiieHue MOIb30BaTeIILCKON aHAIIMTUKON

HanmenoBanue Haumenosanue Tun
. . | O3HaueHume Onuncanue
cepBHUcCa IepeMeHHOU IepeMeHHOU
. true / false
config/wte/ BKJTIOYeHHe/
etcd (CO) X Boolean (mo
user.analytics.enabled OTKJTIOYeHHe QYHKIUN
YMOJTYaHUIO)
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