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MonOdounc

Bce ynomMsHyTble B 3TOM JIOKyMeHTe Ha3BaHUS MPOAYKTOB, JIOTOTUIIbI, TOPrOBble MapKU U
TOBApHbIe 3HaKW MPUHAIUIeXAT UX BJlafieJibIlaM.

ToBapubie 3Haku «MonOducy, «MyOffice» u «Squadus» npunamnexxar OO0 «HOBBIE
OBJIAYHLBIE TEXHOJIOT U W ».

Hu npu kakux oOCTOSITeIbCTBAX Heb3s UCTOJIKOBBIBATH JIIOOOE CO/IepXKMMOe HACTOSIIero
JIOKyMeHTa KakK IpsiMoe MJIM KOCBEHHOe IpefioCTaB/ieHue JIMIeH3UW WM MpaBa Ha KCIO0JIb30BaHUe
TOBApHBIX 3HAKOB, JIOTOTUIIOB WJIM 3HAKOB OOCTY>XHMBaHWS, TNpPUBeleHHbIX B HeM. Jlioboe
HeCaHKIIMOHMPOBAaHHOEe MCIOJIb30BaHWe J3TUX TOBApPHBIX 3HAKOB, JIOTOTUIIOB WJIM 3HAKOB

obcimyxuBaHus 6e3 MMCbMEeHHOI'0 pa3pelieHus UX paBoo0IIajaTesis CTPOro 3arpereHo.
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INEPEYEHBb COKPAIIIEHIH 1 ObBO3HAYEHUI
B HaCTodleM JOOKYMeHTe IIpUMeHSIOT CJIeAyrolre COKpallleHHda C COOTBETCTBYIOIIUMU

pacimdpoBkamu (cM. Tabnuma 1):

Tabmuna 1 — CokpailieHus: U pacuippoBKU

Coxkpaienuve Pacinmidposka
0C OmnepannoHHas cucrema
I10 [TporpamMmmHoOe obecrieuenue
CO CloudOffice, Cucrema pemakTHpOBaHMSI U COBMECTHOM pabOTHI B

coctaBe «MoiOduc Yactnoe O6mako 3»

PGS Pythagoras, Cucrema xpanenus nanHbix B cocTaBe «MoirOduc YactHoe
O6nako 3»

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOTHUHW», 2013-2024
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1 OBIIIME CBEJEHUSA

1.1 Haznauenmue

Hnrterpanus «MoiOduc YactHoe O6mako 3» u [IO Squadus npengHasHadeHa [ist
COBMECTHOT'0 PeIaKTHPOBAHUs JIOKYMeHTa W OOIIeHUs C JPYTUMH IO0JIb30BaTesIMU C ITOMOIIBIO
BCTPOEHHOTO0 4aTa. MHTerparus mo3BosiseT MOJIb30BATeNI0 JIeTUThCS CChIIKAMHA Ha JOKYMEHTBI U

I[MOJIy4aTh YyBeJOMJIEHHUS O IIPpeOCTaBJIEeHUHU JOCTYyIld K JOKYMEHTaM 4Yepe3 I10 Squadus.

1.2 Cucremubie TpeOOBaHuUSs

[Iepeyenb TpebGoBaHUU K MPOrPaMMHOMY U ammapaTHoMy obecreueHuto [10  «MoiOduc
YactHoe O6mako 3» mnpuBeneH B AokymeHTe «"MoiitO¢uc YactHoe Ob6mako 3". CucremHble
TpeboBaHUS.

[Tepeuenb TpeboBaHMII K IporpaMMHOMYy M ammapaTHoMy obecrnedenuto I1O Squadus

npuBeJieH B JokyMeHTe «Squadus. CrcTreMHble TpeOOBaHUS.

1.3 Orpannuenus

Bcerpoennsiit yaT Squadus HenoctytieH s cienyronmx OC:
— Augbt Pabouas cranmus K 8.2, K 8.3;

— Astra Linux Special Edition (peru3 «CMomneHck»).

1.4 TlonnepxxuBaemble 361k HHTepPdeiica

[Iepeuyens nogaepxvBaeMbix si3bIKOB MHTepderica [10 MoinOduc npuBefeH B JIOKyMeHTe
«"MoiOduc TokymenTtsl". Beb-nnpunoxxenre. PykoBOJCTBO MOIb30BaTE.
[Tepeuenb monpepxuBaeMbix $3bIKOB MHTepdeiica 110 Squadus npuBeneH B [OKyMeHTe

«Squadus. HacrosbHoe 1 Beb-nipuiiockeHre. PyKoBOJICTBO MOJIb30BATEIS.
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2 HACTPOHUKA VMHTETPAIIUA

2.1 Hacrporika I10 Squadus

st Hactporiku uHTerpanuu Mexnay 110 Squadus u «MoiOduc YactHoe O6mako 3» Ha

cropoHe [10 Squadus, BbITIOTHUTE CIIeAYIOIIMe IeACTBHUS:

1. Otkpoiite maHenb agmuHucTpupoBaHus [IO0 Squadus (cm. mokymeHT «Squadus.
PykoBOACTBO 110 aIMUHUCTPHPOBAHUIOY).

2. Ha nanenmu agmunuctpupoBanus [IO Squadus B pasnene Ilonb3oBarenm 1o06aBbTe
HOBOTO II0/Ib30BaTeNlsi B PpOJbI0 bot. /[ yHUPUKAIMM HMeH peKOMeHIyeTCs
rcronb3oBath Documents.bot. [Ins co3manus 6ora HaxkmuTe kHONKy HoBBIM U Ha
nosiBUBIIIelcs MaHenu [lo0aBUTH moJib3oBaTesisi. YKaXUTe HeoOXOIMMble I1apaMeTphl
6oTa u BeIOEpHUTE M3 BhIMaAaroIIero cnvucka Poab myHKT bot (cm. Pucynok 1).

Eciu panee mosb3oBaTestb ¢ posibio bot yoke co3maBaiicst v ObLT 3aITyIeH YaT 1o
IIOKYMEeHTY, TO He0OXOANUMO HCII0/Ib30BaTh yUeTHbIe JaHHbIe 3TOT0 MOJIb30BaTeJIsl
bot. HoBoro nosnb3oBaresis ¢ 3TOH posibio co3aBaTh He HY>HO. [1pu

A HCIIOJIb30BAaHUHM HOBOT'O TTOJIb30BATEJIsl CO3/IaHHBIe YaThI 110 JIOKYMeHTaM He OyIyT
paboTaTk, Tak KaKk HOBBIY I0OJIb30BaTelb bot He MMeeT I0CTyIa K CTapbIM YaTaMm I10

OOKYMEHTY. B AOKYMEeHTaX, I KOTOPLIX Yy’Ke MCII0JIb30BaJIMCh YdThI, 6YI[YT
CO31dBATbCA HOBbI€ YdThI I10 JOKYMEHTY.

Do6aeute Monesosatens X

UM

Documents.bot

WmA nonb3oeatens
(e )
SNeKTPOHHAA NoyTa
(= )

MoaTBepXAeH

CTaTycHoe cooblleHne
[ )

0 cefe

MceBaoHUM
(e }
Napons

[ )

TpeByeTca cMeHa napons

YCTaHOBMTE CNyYaiHbIA Napofk W 0TNPaBLTe ero Mo 3M1eKTPOHHOA NoyTe

Ponu

[0 |

Pucynok 1 — OxHo 106aByieHNs1 HOBOTO IT0JIb30BaTeIsl IpU co3fgaHuu Documents.bot
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O [Tepexmtovarens IlogTBep:xaeH 1107 ojieM DJIeKTPOHHAS II0YTa, JI0JDKeH
HaXOJIUTHCS B TIOJIOXKEHUU

3. B paznene Oburue HacTpoiiku agMuHucTpaTiuBHOM naHeny [10 Squadus ykaxute URL-
aapec «MorOdoduc Yactnoe Obnako 3» B nosie Ilapamerpsr Frame-Ancestors, B jomeHe

HeoOXoauMO ykazaThb moyioMmeH docs (cMm. PucyHok 3).

MNapameTpbl Frame-Ancestors e

https://docs.example.com

Bbl MOMETE NOCMOTPETE NapaMeTphl 3A4ech.

Pucynok 2 — Ilapametps! Frame-Ancestors

[Topsimok 3anonHenus nomeHa ¢opMmara [-<domain_env>].<domain name> Ha
npumMepe noaziomena docs. Mcrosnb3oBanue joMeHa 30HHI [-<domain_env>]
3aBUCHT OT HacTporiku DNS cucremMbl Ha 3Tarie yCTaHOBKH (T1oJipoOHee CM. B
nokymeHTe «Squadus. CepBepHast yacTb. PykoBoAcCTBO 110 ycTaHOBKe». [Ipumep

O omem:

— s 3anucu https://docs.<domain_name> npumep https:/docs.example.com

— s 3aniucu hitps://docs[-<domain_env>].<domain_name> npumep https://docs-
server.example.com

4. Ha 6okoBOM maHeNid aIMAHUCTPUPOBAHUS ClleflyeT BIOpaTh pa3nen IHTerpamus ¢
Yacrusim Obsiakom. [TapameTpsl 3arosiHeHus pa3ziesia pe/icTaBeHbl B Tabiute 2.

Tabnuna 2 — Ilapametpsl pasnena UaTerpanus ¢ Yactaeim O 61akom

Tun HaumenoBanue TpeboBanus k
3HaueHHe Omnucanue
nmapaMmerpa rapamerpa 3aIlOJIHEeHUIO
[Tepexitroua Bxitouenue
BxmrounTh BKJTIOYHUTh
Tenb WHTerpamuu
Conlep>XUT CChUIKY
https://auth[- Ha rojyioMeH auth
URL-anpec . N
[Tone <domain_env>].<d 3aI0JIHUTh «MoiOduc
aBTOpHU3aIUU .
omain_name> YactHoe O6mnako
3»
Pazpernmth Bxtounts/
[Tepexmtoda TeJIAThCS npu OTKJIIOUHTD
TeNb BJIOXKEHUSIMU U3 HeoOXOIMMOCTH dbyHKIIHIO
Yacruoro O6iaka 3arpy3ku ¢aitios
PazpenmTh Brutrounts/
[Tepexnrodya | perakTHpoOBaHUe npu OTKJTIOUUTD
Tenb BJIO>KeHUU U3 HeoOX0JIMMOCTH pellakTUpOBaHUe
Yacruoro O6imaka BJIOXKEHUU
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Tun HaumenoBanue TpeboBanus k
3HaueHUe Omnucanue
nmapaMmerpa rapamerpa 3aIlOJIHEeHUIO
Brurounts Bxtounts/
[Tepexmtoua IIPeBbI0 npu OTKJIIOUHTD
TeNb BJIOXKEHUU U3 HeoOXOUMOCTH | GYHKIIUIO TTPEBBIO
YactHoro Ob6saka BJIOXKEHU U
Conep>KUT CChUIKY
URL azpec http.s://links[— Ha HO)IJIOVMQH links
[Tone <domain_env>].<d 3aIOJTHUTh «MoiOduc
CCBIJIOK .
omain_name> Yactroe O6imako
3»
Conep>KUT CChUIKY
URL azpec http.s://ﬁles[— Ha HO)I)IE)MGH files
[Tone <domain_env>].<d 3aIOJTHUTh «MoiOduc
XpaHWIHIIA .
omain_name> Yactroe O6imako
3»
Conep>KUT CChUIKY
URL azpec httpg//docs[— Ha NIO/IOMeH docs
[Tone <domain_env>].<d 3aIOJTHUTh «MoiOduc
penakTopa .
omain_name> Yactroe O6imako
3»
Conep>KUT CChUIKY
https://coapi - Ha nojyiomen API
[Tone URL agpec API | <domain env>].<d 3aIOJTHUTh «MoiiOduc
omain_name> Yactroe O6imako
3»
[Tone [IyTb k TOKeHYy oauth2/srv/token 110 YMOJTYaHUIO -
TokeH oTnpaByieH
Crnincok a Tesno 3anpoca 10 YMOJIYaHUIO -
Crnircok Identity Tc.>ken [lamnka 110 YMOJTYaHUIO -
Sent Via
[Tone Identity Path /oauch/}s,rv/ldentlt 110 YMOJIYaHUIO -
[TyTh oprHAKOBBIN
IUISL BCeX
/oauth2?next= MOOKJIIOYeHUH /0a
https://auth[- uth2?
[TyTb K <domain_env>].<d next=url/oauth2/sr
[Tone : 3aI10JIHUTh .
aBTOpU3AIIUHU omain_name> v/authorize, rae url
/oauth2/srv/authori — CCBLJIKa,
ze yKa3aHHas B MoJie
URL-anpec
aBTOPU3AITUHU
[Tone O6umactb openid 110 YMOJTYaHUIO -
Hms napamerpa
[Tone U1 TOKeHa access_token 10 YMOJTYaHUIO -
JOCTyTIa
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Tun

HaumenoBanue

TpeboBanus k

3HaueHUe Omnucanue
nmapaMmerpa rapamerpa 3aIlOJIHEeHUIO
YHuKaneHoe
squadus-server 3HaYeHue, KOTopoe
[Tone HUnentudukarop (yxazaHo Jyist 3aIl0JIHUTh MOHAIOOUTCS TIPU
npuMepa) HACTpOMKe CTeH/1a
I10
YHuKanpHOe
3HaYeHue, KOTopoe
Fk5gH04sL7qD8 IIOHAZ0OUTCS NIpU
[Tone Cexper (ykazaHo Jiist 3aIOJIHUTh HACTpOKe CTeH/1a
npuMepa) I10
(mmuHa ot 10
CHMBOJIOB)
dopma
aBTOpHU3AllUHU
Popup pH3all
. OTKPOETCS B
Brimapgaromuii
HOBOM OKHe
Crircok cinucok Bup BbIOpATh
dopma
JIOTHHA
: aBTOpHU3AllUHU
Redirect pu3all
OTKpOeTCs B
TeKyIlleM OKHe
ITone TekcT KHOIIKU CO 110 YMOJTYaHUIO -
BeT TeKCTa
[Tone 1 #FFFFFF 110 YMOJTYaHUIO -
KHOTIKH
[Tone [IBeT kHOTTIKM #ed673c 110 YMOJTYaHHUIO -
[Tone KitoueBoe nosie | Umst mosib3oBaTesist | O YMOJTYAHUIO -
[Tosnie «Jloruny» user 110 YMOJTYaHHUIO -
OJeKTpOHHAas .
[Tone email 110 YMOJIYaHUIO -
rnoyra
[Tone HUmenu name 110 YMOJTYaHUIO -
[Tosie ABgarap picture 110 YMOJTYaHUIO -
Wms nosnsa Ponu /
[Tone roles 110 YMOJTYaHUIO -
['pynimer
[Tone
OJIeN/TPyIII JIsl
[Tosie P pymr A groups 110 YMOJTYaHUIO -
COTIOCTaBJIeHUS
KaHaja
User Data Group
[Tone squadus.bot 110 YMOJTYaHHUIO -
Map
Bxrounts/
OTKJIIOUUTD
CornocraBiienue
[Tepexroua . 1py bYHKINIO
poJIel/TpymIl ¢ BBIKJTIOYEHO
Tenb HeoOX0JIMMOCTH COIIOCTaBJIeHUS
KaHaJlaM1 y
POJIel/TpymIl C
KaHaJIaMU
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Tun HaumenoBanue TpeboBanus k
3HaueHUe Omnucanue
nmapaMmerpa rapamerpa 3aIlOJIHEeHUIO
Bxtounts/
. OTKJIIOUHTD
[Tepexmtoua | CnusitHUe posied U3 pu
BBIKJTIOUEHO dyHKIHIO
TeJlb SSO Heo0XOUMOCTH .
CJIUSTHUS poJied U3
SSO
Bxtounts/
OTKJIIOUHTD
[Tepektoua O6bequHUTD pu
. BKJTIIOUEHO dyHKIIHIO
TeJlb MOJIb30BaTesen Heo0XOUMOCTH
obbeIMHeHU st
I10JIb30BaTeJIei
Bxtounts/
[Tokazatb KHOIKY OTKJIIOUHTD
[Tepektoua pu
Ha CTpaHuUIle BKJIIOUEHO BUJMMOCTb
TeJlb Heo0XO0UMOCTH
BXOJIa KHOIIKHM Ha
CTpaHHIle BXO/a
{
"squadus-
CormocraBiieHHEe | 5gmin”: "admin"
[Tone rpynn OAuth u "tech- 10 YMOJTYaHUIO -
KaHaJIOB support”:
"support"”

b

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOTHUHW», 2013-2024
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. BENHOUHTE

URL appec aBTopH3aLIMW -

https://auth-server example.com

. Pa3peumTs OENHTECA BNoMeHHAMI u3 YacTHoro OGnaxa

/M, Baumznme! Mpe EXNE0UEHKM 3TOA HACTPOWKM YY3CTHHKH UETE CMOTYT A8NHTHCR
BNOHEHWAMM B uaTe w2 YacTsoro Odnaxa.

. Pa3pelMTh peAaKTHPOB3HWE BNOAEHWA M3 YacTHoro O6naka
. BeNHYMTE NPEBLI0 BNOMEHWA M3 YacTHoro OGnaka

URL agpec cochinoK )

https:/links-server.example.com

URL agpec XpaHHmWLLa )

https:/ifiles-server example.com

URL agpec pegakTopa =

https://docs-server example.com

URL agpec API -

https://coapi-server.example.com

MyTe K ToKeHy

foauth2/sm/token

Pucynok 3 — Hacrpotika unrterpanuu ¢ Yactabim O61akom, nprumep Nel

© 000 «HOBBIE OBJTAYHBIE TEXHOJIOT'UW», 2013-2024
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TokeH oTNpaeneH Ha

Teno 3anpoca v

Identity Token Sent Via

Wanka W

Identity Path

/oauth2/srv/identity

MyTb K aBTOPH3aLIAMA L=

/oauth2?next=https://auth-server.example.com/oauth2/srv/authorize

O6nacTe

openid

MmMA napameTpa AnA TOKEHa focTyna

access_token

npeHTudukaTop “

squadus-server

Cexper -

Fk5gH04sL7qD8

Pucynok 4 — Hacrpotika uaterpanuu ¢ Yactabim O6akom, mpumep No2

© 000 «HOBBIE OBJTAYHBIE TEXHOJIOT'UW», 2013-2024
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Bup norvHa

Popup v

TEKCT KHOMKK =

Private Cloud (GRP)

LipeT TeKcTa KHOMKK

#FFFFFF

LiBeT KHOMKK

#ed&73c

Knwyeeoe none

MM#A nonb2oBaTens e

Mone “Nlorux"

user

Mone QHEKTDOHHOE no4Tbl

email

Mone UmeHu

name

Pucynok 5 — Hacrpotika unrterpanuu ¢ Yactaeim O6iakoMm, npumep Ne3
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Apartap

picture

Mma nona Ponu / Mpynnbl

roles

Mone poneﬁfrp}rnn ANA CONOCTaBNEeHWA KaHana

groups

User Data Group Map

squadus.bot

ConocTaBneHWe ponei/rpynn ¢ KaHanamm
CnusaHue ponei u3 S50

. 06beMHWUTE NoNbLIoBaTeNeN

. MokazaTk KHONKY Ha CTpaHuue Bxoaa

ConocTaeneHue rpynn OAuth u kaHanoe
1.4
2 "sguadus-admin": "admin’,
"tech-support": "support”

4}

Pucynok 6 — Hacrpotiika naterpanuu ¢ Yactabim O6makom, npumep N

© 000 «HOBBIE OBJTAYHBIE TEXHOJIOT'UW», 2013-2024
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2.1.1 JomomaurenbHbie HacTpoiiku I10 Squadus

YcraHoBUTe ciefyoliye JONOJIHUTeIbHble HAaCTPOMKM [IJIs1 KOPPeKTHOW paboThl 4Yara 1o

JIOKYMEHTY:

1. BruttounTe paspelieHre Ha pa3apXMBHUPOBaHUe YaTa JJis MOJIb30BaTelIsl C poiibio bot. [liis
aTOro nepeiiauTe B paznen IIpaBa mocTyna Ha aIMUHHUCTPAaTUBHOM TaHeN U YCTaHOBUTE

¢drnaxxok HanpoTuB npaBa PazapxuBupoBaTsk yart /17151 poiu bot (cm. Pucynoxk 7).

ABMUHUCTDUPOBEHME X Mpaga gocTyna

@ Wubopmauua Mpaea noctyna

JnLEeH3UM
Pa3apxMEMPOBATE YaT

ty WmnopTuposate
9 MMonb3oBaTenu

KoMHaThl
#
O Mpurnawenna
[ Mokasats nor

HypHan naMeHeHui

q)) Monb30BATENBCKME 3BYKW

& npasa goctyna

Pucynok 7 — BxuttoueHue pa3peliieHust Ha pa3apXUBUPOBAHUE YaTa
2. OTkiIrouMTe orpaHUYeHHe Ha KOJIMYeCTBO 3allPOCOB OT IOJIb30BaTessl C pojibio bot. [liis
aTOro nepenuTe B pasnen IlpaBa goctyna Ha a/IMUHUCTPATUBHOM MTaHEU U YCTAaHOBUTE
¢dnaxok HanpoTuB npaBa O0xox orpanmdenns ckopoctH st REST API s ponu bot

(cm. Pucynok 8).

AIMUHHCTPMPOBaKHKE X MpaBa focTyna
@ Wudopmauua pasa gocTyna
= JMUeH3MH
06x0[, OrpaHUYeHHA CKopocTh Ana REST ,’-\PI\
4 MMnopTHpOBRETL
92 Mone3oBaTend
H KomHathl
9, Mpurnawenna
[ Mokasats nor
HypHaN U3MeHeHUA
<)) TMons30BaTENbCKUE 3BYKM
& npasa poctyna

PI/ICYHOK 8 — OTkJiroueHue OrpaHU4YeHK A Hd KOJIN4eCTBO 3aIIPpOCOB
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2.2 Hacrpoiika I1O «MoitO¢uc Yacraoe Obsako 3»

[lepen 3amyckom uaT-60Ta ybemurech, uto B Cucreme xpaHeHus JaHHbIX (PGS) BkitoueHa

OTIIpaBKa yBeJJOMJIeHUU C document changed. [Ipy oTkiItoueHUM 4aT-60Ta yBeIOMIIEHUS JTOJKHBI

OBITh OTKJIIOYEHBLI B COOTBETCTBHH C Pa3geiioMm «OTKIIIOYeHHe CIJYHKI_II/II/I 4daTa 110 JOKYMEHTY».

Hacrpoiika uaTterpamuu co croponbl «MorOduc YactHoe O61ako 3» MOXKeT ObITh
BBITIOJIHEHA AaBTOMATUYECKH, B TIPOIECCe YCTAaHOBKU cUcTeMbl. [Toipo6Hee cM.

®

nokyMeHT «"'MonOduc YactHoe Obmnako 3".CrcreMa peqakTHpOBaHUs U
coBMectHoM pabotsl (CO). PykoBojicTBO 110 ycTaHOBKeY. [lepemMeHHbIe,

HCIIOJIb3yeMble JJid aBTOMATHU4eCKOM HUHTerpaliluy, HaXOIdTCs B cl)afme main.yaml u
OIIMCAaHBbI B Ta6JII/IHe OCHOBHBIX ITepeMeHHbIX.

Jnst HacTpokiku MHTerpauuu BpyuHyto Ha cropoHe [1O «MoiiOduc Yactnoe Obmako 3»,

H806XOIII/IMO BLIIIOJIHUTE Clleayromure JerCTBUS:

1. OTKpBITH

YCTAHOBKHU U YKa3bIBA€TCS IIPU PA3BEPTHIBAHNUUN CUCTEMBI.

OKHO

cepBepa

KOHQUTypaITuu

ETCD-browser 10

«MoiO¢uc Yactaoe O6mako 3». Anpec ETCD-browser 3aBucuT ot BeIOpaHHOTO THUIIA

2. Tlepeiitu B pasnen chatbot: root > nct > co > config > chatbot.

3. Hactpouth obsi3aTenbHble mapameTpbl chatbot B cooTBeTcTBMM € TpeOOBaHUSIMH,

IpeficTaBjieHHbIMU B Tabnune 3. [Ipumep 3anonsenus (cMm. PucyHok 9).

Tabmuna 3 — O6s3aTesbHbIe TapaMeTphbl chatbot

CO371aBaTh/OTKPBIBATh YaThl 110
nokyMeHTy u3 [10 MoitOduc

HaumenoBaHue nmapamerpa Omnucanue 3HavyeHUe
feature.open_document chat | BK/IIOUUTH/OTKIIOUUTH True nnu False (1o
BO3MO>XHOCTb yMmoityanutio False);

messenger

HaszBanue meccenmxkepa, ¢
KOTOPBIM IIPOM3BOAUTCS
MHTerpanus

B anHoM ciydae SQUADUS

squadusBot.login

HWms nosns3oBarens-6ora

cM. 11.2 pasnena «Hacrpoiika
ITO Squadus»

squadusBot.password

[Taposib mob30BaTesI-60Ta

cMm. 1.2 pasnena «Hacrpoiika
[TO Squadus»

squadusBot.server

VKakuTe CChUIKY Ha CTeH]]
[TO Squadus 6e3 cnema (/) B
KOHIIe, 00s13aTeTbHO C https B
Havase.

https://im[-
<domain_env>].<domain_nam
e>

Ecmu cyiecTByIOT CO3jaHHbBIe YaThl 110 JOKYMEHTY, IIPU YCTAaHOBKe JIJIs
nepemeHnHo feature.open document chat 3nauenus False gaTbl coxpaHstOT CBOIO
paboTy 6e3 nmojaep>Kku GyHKITMOHATBHOCTH YaTa 110 JIOKYMEHTY .
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Add Property
=3
=3
=3
=3
=3
=3
[T
=y
=y
=3
=y
=3
=y
=y

chatbot.apijson: {"sendMessage" "

chatbot.base.url:

chatbot.coapi.url:

co.apiurl:

co.internalPort:

feature.open_document_chat: true

logger.file:

logger.fileError:

logger.modules.default:

messenger:

port:

squadusBot.login:

squadusBot.password:

squadusBot.server:

Nitps:/im-squadus.example.com

Pucynok 9 — Hacrpotiku pasnena chatbot
4. [Ilepeiitu B paspmen root > nct > co > config > wfe u ycraHOBuUTH 3HaueHue yis
nepeMeHHOU deploy.date Ha 15 JHeM paHee Tekymied aatbl. [Ipumep ceromust 15 saBaps 2000,
YCTAaHOBUTH 3HAYEHHE 2000-01-01.
5. 11 octanpHbIX TapameTpoB chatbot B 6obIIMHCTBe Cily4aeB UCIOJIB3YIOTCS 3HAUEHHUSI 110
ymomyanuio. Onucanve mapaMeTpoB U TpebOBaHMS K 3allOJTHEHHUIO YKa3aHbl B Tabuuiie 4. [Ipumep
3arosHenus (cm. Pucynok 10).

Tabmuma 4 — JlonmonHUTeNbHBIE TTapaMeTpsl chatbot

HavmeHnoBanue
Onuncanue 3HaueHue
rapamerpa
chatbot.api.json URL-anpec, no kotopomy IHAvEHHe VKAIHO 110
nocryrnen API yar-6ota B
. YMOJTYaHUIO
dopmare .json
logger.modules.default YpoBeHb JIOrMpoBaHus Yart-
6oToMm (1o ymosyanuio info)
Jloru MO>XXHO TOCMOTPEeTh B info (mo ymomuanuio)
Kibana:
ident:co.chatbot.nodejs.chatbot.
chatbot.base.url URL-agpec, no koropomy https://coapi[-
NOCTYTIeH 4aT-00T <domain_env>].<domain name>
chatbot.coapi.url URL-anpec, no koTopomy yat- https://coapi -
60T MOXkeT 06paTUTHCS K <domain_env>].<domain_name>
cepBepy [10 «MoitOduc
Yactaoe O6mnako 3»
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Ecimu mopT 1o yMosT4aHuIo yiKe UCIOoJIb3yeTcsl, HEOOXOMMO T10CJIe yCTaHOBKU Ha
O xocTe ¢ posibio Ib_core_auth BBITOTHUTH CIeyIONIYI0 KOMaH/Y:
docker inspect openresty-lb-core-auth

6. Haxxmute kHONKy Send B mpaBoM BepxHeM YIJIy U OXHJaWTe Ilepe3allycK uaT-00Ta
(oObIYHO MeHee 1 MUHYTBI).

7. HactporiTe mapameTpsl B KOpPHEBOM pa3nerne wfe B COOTBeTCTBHH C TpeOOBaHUSIMH,
NpeACcTaBJIeHHbIMU B Tabnuile 5. [Ipumep 3anonuenus (cMm. Pucynok 10).

Tabmuma 5 — Ilapamertps! pasnena wfe

HanmenoBanue
3HaueHUe Onucanue
napameTpa
csp_allowed frame ancestors.j im[-<domain_env>].<domain_name> VYkaxuTe xocT
son Squadus
csp_allowed frame sources.js | https:/im[-<domain_env>].<domain name> | VkaxuTe CCbUIKY
on Ha [10 Squadus
cors.allowed_origins.json im[-<domain_env>].<domain_name> VYkaxuTe xoCT
Squadus
2 T config.debug: false

=
[
[
[
[
=
[
[
[
[

contacts.limit.corporate: 100

contacts.limit.personal: 100

corporate.contacts.enabled: true

cors.allowed_headers.json: 1l

cors.allowed_origins.json:

cors.debug:

cors.enabled:

csp.allowed_frame_ancestors.json:

csp.allowed_frame_sources.json:

csp.enabled:

Pucynok 10 — Hactpoiiku pasnena wfe
8. B pasmene wfe > oauthZ clients Heo6xomumo 106aBUTHL HOBOe CBOUMCTBO. [ljis 3TOTO
cienyer Haxarb KHONKY Add Property u ykasaTb B IOSBUBIIMXCS IIOJISIX I1apaMeTpbl B
COOTBETCTBUH C Tabmuueit 6. [Ipumep 3anonnenus (cm. Pucynok 11).

Tabmuma 6 — Ilapametpsl pa3zena oauthZ clients

HanmenoBanue
Onwucanue
napamerpa
Enter Property | 3Hauenue mapamerpa MnenTrdukaTop U3 HaCTpOeK UHTerpanuu ¢ YacTHBIM
Name O6uakom Ha naHeny agmMuHucTpupoBanus [10 Squadus
Enter Property | O6bekT c mapameTrpamu client secret u redirect uri BBOAUTCS B T10JIe B
value dopmare:

{ "client_secret": "1234567890", "redirect uri": "https:/im[-
<domain_env>].<domain name>/ oauth/private cloud"}

client_secret CoBnazaer co 3HaueHneM «CekpeT» U3 HACTPOeK UHTerpanuu ¢ YacTHbBIM
O6umakom Ha naHeny agMuHUcTpupoBanus [10 Squadus
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HaumenoBanue
Onucanue
napamerpa
JmmHa He meHee 10 cuMBOJIOB
redirect _uri OO6patHbIi ajipec, TOJDKEeH COBIAaTh C aJ[pecoM M3 Havajla HaCTpoeK
uHTerpanuu ¢ YactabiMm O06/1akoM Ha naHesu aAMUHUCTprUpoBanus [10
Squadus:
https://im[-<domain env>].<domain name>/ oauth/private cloud
Add Property
K || il | psn: [ "client_secret": "Sg3aided3sadf2s", "redirect_ur™; "hitps://imail-server.example.com/system/ssa” }
M || @ Squadus.bot: { "client secret”: "Thae7mequiexui3p", "redirect_uri" "hitps:/im-squadus example.com/_oauth/private_cloud’;

Pucynok 11 — I[Ipumep Buga ETCD mnocne mobaBienus TpebyeMbIX TapaMeTpoB
Hns nobaBnenus spneikoB  [IO Squadus Ha rJilaBHYI0O HaBUTAIMOHHYIO CTpPaHUITY
(cM. Pucynok 12) u B MeHwo npunoxenudt [I0 MoiOduc (cm. Pucynok 13) nHeobxomumo
IIOATOTOBUTH CllenuanbHbIl 0anai. Ilongpobuee cM. B nokyMeHTe «"MoiOduc Yactoe O6imako 3".

PykoBozacTBO 110 HacTpoike».

Pycckuit — Russian ~ 6 e
MonQOdome

ojoje

[lokyMeHTbI Moura KoHTaKThi

483 0

Kanenpapb MNpodune Squadus

Pucynok 12 — Spinbik [10 Squadus Ha riaBHOM cTpanwuiie [10 MoutOduc
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0 O O

[okymeHTbl Mouta KaneHaapb

ud 0

KoHTakTbl Squadus

[naeHas cTpaHuUa

HanucaTtb NucbMo

m Co3pgatb cobbiThe

0

Co3aaTtb AOKYMEHT

0 Cospatb Tabnuuy

Co3/aTb Npe3eHTaUmio

Pucynok 13 — dpnsik I10 Squadus B MeHI0 IpUioxeHUH

2.3 Ilepe3amyck yaT-00Ta

st mepe3anycka 4aT-60Ta HEOOXOAMMO BHITIOJIHUTD CJIeAyIOIIre e CTBUSL:

1. Ilepeiinute B ETCD pasnen chatbot: root > nct > co > config > chatbot.

2. V3aMeHuTe 3HaueHHE OJIHOTO M3 TTapaMeTpOB. 3allOMHHUTE MCXO/HOe 3HaueHue, ero Hajo
oynet BepHyThb. Hanprumep, B 3HaueHUe MapaMeTpa squadusBot.login J00aBbTe IUPPY
1.

3. HaxxmuTe kHONKY Send B IpaBOM BepxHeM YTIIy.

4. BepHuTe MCXOAHOE 3HaUeHHe IapamMeTpa, U3MeHeHHOro B 1I. 2.

5. Haxmure xHOonky Send B npaBOoM BepxHeM YIJIy M OXWJaWTe Ilepe3allyCK uaT-00Ta

(obb19HO MeHee 1 MUHYTHI).

2.4 Orxurroyenue GyHKIIUU YaTa M0 JOKYMEHTY

YToOb! OTKITIOUUTH PYHKIIUIO YaTa 10 IOKYMEHTY, BBITIOJIHUTE CJIeAyIolre JIeH CTBUSI:
1. Ilepetimute B ETCD pa3pen chatbot: root > nct > co > config > chatbot.
2. Ycra"HoBuUTe IS ImapaMeTpa feature.open document chat 3HAaYeHHE False.

3. HaxxmuTe kHONKY Send B IpaBOM BepxHeM YTIIy.

Ecnu cymecTByIOT CO3/1aHHBIE YaThl 110 JOKYMEHTY, IIPY YCTaHOBKe IS
O nepemenHo# feature.open_document chat 3Hauenus False yaTbl coxpaHsIOT CBOIO
paboTy 6e3 noep>KKy GyHKIMOHAIBHOCTH YaTa [0 JOKyMEeHTY.
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3 U3BECTHBIE ITPOBJIEMbBI U CIIOCOBbI PEINIEHUA

B Tabnuie 7 npuBenieHbl U3BECTHBIE TPOOJIEMBI M CITOCODBI MX pellleHus..

Tabnuna 7 — W3BecTHbIe 1pobieMbl ¥ CIIOCOOBI MX pelleHUsl.

[IpoGiiema

Perrenuie

ChatBot He 3anycruics
Wiy ObLIa MOoJTydyeHa
omm6bka 500 Ha 3ampoc
{{baseUrl}} /getChatInfo)

1. ITpoBepbTe, uTO 4aT-00T HACTPOEH MpaBUILHO. [Tporiecc
HACTPOMKM YaT-060Ta onucaH B 1. 3 — 4 pa3nuena «Hacrpotika 10
«Moi#iOd¢uc Yactaoe Obmako 3»

2. ITpoBepbTe, 4yTO MOIB30BaTENb C POJIbIO bot co3aaH 1 paboTaer.
[IpoBepuTh 3TO MOXKHO, aBTOPU30BABIIMCH MO/l 3TUM
MoJIb30BaTesieM B BeO-mipuiiockeHur Squadus. He 3abyabTe BBIMTH
Y3 3TOM Y4eTHOM 3allMCH 110CJIe IIPOBEpPKH.

3. Ecnu onucaHHbIe BhIIIe IPOBEpPKH IIPOIUIN YCIIeIHO, TO
repe3anycTyTe 4aT-60T.

Yar oTKpBIBaeTcs, HO He
apXUBUPYETCS/Pa3apXUBUP
yercs

1. [IpoBepsre, uro B Cucreme xpaHeHus faHHbIX (PGS) BkitoueHa
otrmpaBka HoTHuMKaiui document changed.

2. IIpoBepsbrte, uTo B Squadus nosib3oBarensM ¢ posbio bot
paspeleHo apxXUBHUPOBATh M pa3apXUBHUPOBATD YaThl.

He otkpeiBaercs yat o
nokyMmeHTy B «MorOduc
YacrHoe O6mnako

3» (Hanpumep,
HeckoHeuyHasl 3arpy3Ka)

1. BriiiuTe 13 y4eTHOM 3allUcH B BeO-IpuiiokeHUHU Squadus uimm
aBTOPU3YWTECh TeM ke MoJib3oBaTelieM, 4To U B «MonOduc
Yactaoe O6mako 3». [Tompoby#iTe Ucmonb30BaTh 00a BapyaHTA.
2. IIpoBepsbrte, uTo Ha cTeHJle Squadus ecTb OJIb30BATeNb C TAKUM
ke JIOTUHOM Kak U B « MoiOduc YactHoe O6ako 3».
[IpoBepsieTcst Ha TaHeNy aAMUHUCTPUPOBaHUs Squadus.
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IIpunoxenue A
IlepeyeHs u3MeHeHMII B IOKyMeHTe

B JdHHOM IIpUJIOKEHHWH IIpedCTdaBJIEH IIepedeHb M3MEHEHHH OTHOCHUTEJIbHO

HY6J'II/IKaL[I/II/I " BepCHUHU NOKYMeHTd.

27.08.2024 TloaroToBiieH MOKYMeHT Bepcuu 1.
05.09.2024 TloaroroBiieH JOKYMEHT BEPCHUHU 2 CO CIIeYIONMMH U3MEeHEeHUSIMU:

— B Tabnuie «Ilapamertps! pasnena Murterpanus ¢ Yactueim O6s1akoM» AaHbI
onucanus nonert URL agpec ccouiok, URL ampec penakropa;

— obHoBJeH pucyHok «Hacrporika unrterpanuu ¢ Yactabim Obsakom,
nipumep Nely.
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