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MownOdounc

Bce ymoMmsiHyTBIE B 3TOM JOKYMEHTe Ha3BaHHs MPOAYKTOB, JIOTOTHIIBI, TOPrOBble MAapK{ U
TOBApHbBIE 3HAKY IPUHAJIJIEXXAT UX BJIaJIe/TbIIaM.

Tosapubie 3Haku «MoiiOduc» u «MyOffice» npunammexxar OOO «HOBbBIE OBJIAYHbBIE
TEXHOJIOT'MWN».

Hu npu kakux 0OCTOSITENILCTBAX HEJb3sl HCTOJIKOBBIBATH JII0OOE COIEepKMMOe HACTOSIIero
JOKYMEHTa KakK IMpsIMOe WM KOCBEHHOe TpefoCTaBJieHHe JIMIeH3WW WA MpPaBa Ha MCIIOJIb30BaHHUE
TOBApHBIX 3HAKOB, JIOTOTUIIOB WM 3HAKOB OOCTYyXXWBaHUS, TpUBeJeHHbIX B HeM. Jlro6oe
HECAaHKIIMOHMPOBAHHOE HWCIIOJIb30BaHWe JTHUX TOBAPHBIX 3HAKOB, JIOTOTHIIOB WM  3HAKOB

obcrykuBaHUs 6e3 MUChbMEHHOTO pPa3peleHus UX MpaBoobJyiafaTelist CTPOTO 3aIpereHo.
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INEPEYEHb COKPAIIIEHUU, TEPMHUHOB U OIIPEJIEJIEHUIA

B Hacrosimmem JIOKyMeHTe HCIIONb3YIOTCS CJIeAYIOIIMe COKpAIleHUs C COOTBETCTBYIOUTUMHU
pacimdpoBkamu (cM. Tabmuiy 1).

Tabmuia 1 — CoxkpaiiieHust ¥ pacimbpoBKU

Cokparienue,
PacimmdpoBka u onpesiesienue
TepPMUH
AD Microsoft Active Directory
Ansible Cucrema ynpaBileHUsl KOHQUTYpAIUSAMU, UCIIONIb3YIOIIASICS IS
aBTOMaTH3allMM HaCTPOWKU 1 Pa3BepThIBaHUS IIPOIPaMMHOI0 0becriedeHust
API Application Programming Interface, natepcdeiic nporpaMmmupoBaHus
[IPUJIOKEHUHN
Docker Registry | Macmrabupyemoe cepBepHOe NpUIIOXeHHe ISl XpPaHeH!s U
pacipocTpaHeHus: KOHTeliHepoB Docker
Inventory @aiin 10 Ansible c nepeuncienriem poseit u ux [P-agpecos
REST API ApXUTEeKTYypPHBIM CTHUIIb B3aUMOJIEUCTBHSI KOMIIOHEHTOB pacIipefelleHHOro

IIpUJI0XKEeHHs B CeTU

S3 xpanunuiie

CepBuc xpaHeHHUs 0ObEKTOB, IpeJjlaraeMblii IOCTABIMKAaMU 06JIa4HbIX
yCIIyT

SPA OpHocTpaHUYHOe MpUJIoXKeHue (aHr1. single page application, SPA) — ato
BeO-TIpUIIoXKeHue UK BeO-CalT, UCIIoNb3Yyomni equHCTBeHHbI HTML-
JIOKYMEeHT Kak 000JI0UKY JIJIsl BceX BeO-CTpaHUI] U OpPraHU3yIOIIUI
B3aMMO/IeHCTBHe C I10JIb30BaTesleM uepe3 JUHAMHUYEeCKU MOrpy>kaeMble
HTML, CSS, JavaScript, 06srqH0 mocpeactsom AJAX.
0]® OmnepanuroHHasi cucTemMa
TeHauT Jlornueckui O6’I)8KT, BKJIIOYAIOIIWN B cebs COBOKYIIHOCTb BbIYHCIIMTEJIbHbIX
PEeCypCoB, PEIO3UTOPHH U TI0JIb30BaTeIen
[TepcrcrentHOCTh | CBOMCTBO CTPYKTYP JAHHBIX, COXPAHSIOIIMX CBOU COCTOSIHUS U AOCTYTI K
3TUM COCTOSIHUSIM
[Tnenbyx Habop nocietoBaTenbHbIX MHCTPYKITAM JI71s1 BBITIOJTHeHUs] koMaH Ansible
(playbook)
I10 [TporpammHoe obecriedeHue

CepBep-oneparop

Cepgep, ¢ koTOpOro 6yAeT NpOM3BOIUTHCS YCTAHOBKA CUCTEMBI

Tenanr (tenant)

JJleMeHT MYJIbTHAPeHTHOM CUCTEeMBI

Xocr (host)

VYcrporicTBo, ipefocTasisiollee cepBUCh dopmara “KIneHT-cepBep”

[leneBoli cepBep

Cepsep, Ha KOTOPbIH Oy/ieT MPOM3BOJUTHCS YCTAHOBKA CUCTEMbI
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1 HASBHAYEHME

B HaCTOSIIEM IIOKyMeHTe OTIMCaHa apXUTEeKTypa MIPOJyKTa
«MoitOduc [TpodeccruonanbHblli» U B3auMojieicTBUe CepBUCOB CHCTeMBbl pelaKTHPOBaHUS |
COBMeCTHOM paboThl 1 CUCTEMBI XpaHEHUs JaHHBIX.

Cucrema pefakTHPOBaHHs M COBMECTHON pabOThI pelHa3HA4yeHa [JIsi MHAWBUIYaJbHOTO U
COBMECTHOTO pPeJlaKTUPOBAHUSI TEKCTOBBIX M TabOJMYHBIX [IOKYMEHTOB, a TakXKe IIPOCMOTpa U
JIeMOHCTpAIMH Ipe3eHTalluH.

Cucrema xpaHeHUs JIJaHHBIX IpefHa3HavyeHa Jisi 0e30MacHOro0 XpaHeHWs! KOpPIOPAaTHMBHBIX
daitnoB 1 obecriedeHHss BO3MOXHOCTEH aBTOPHU3alvMH, ayTeHTUPUKALMKA W pasrpaHUYeHHds IpaB
JIOCTYyIIa I0JIb30BaTeseu.

[Tonpo6HOe  ommcaHWe  BO3MOXHOCTEH  TPOAYKTa  IpPUBEIeHO B JIOKyMeHTe

«"MouOduc Ilpodeccronanbubiit”. PyHKIIMOHAIbHBIE BO3MOXXHOCTH.
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2 ObIIAA KOMIIOHEHTHASA CXEMA

Ha pucynke 1 mpescraBieHa o0mias cxeMa B3aUMOJIEMCTBHUSI KoMIoHeHTOB «MouOdwuc

[IpodeccrnonanbHbINY.

Pafodes NPOCTPEHCTED A KOPIOPaTHEHLIX

HOMMYHHEAITHI M COEMECTHOR paboThr
____________________________________ i
--------------------------------------------------------------------------------- I----------------------.
|
|
i
""""""""""""""""""""""""" Lo
[
Hacronssmie b
SOAKTOPEl cTeMa p ¥ . [
1;1 50 P Cucrena ERERTHpORRIIE CucreMa ynpasnesns Xpanennes Gafinos Lo KES
onOduc H COBM2CTHOI padoTel e |
=
T P
Vo
Moburznoe v | E
1! sessss==
TpHAOKeHHL Beg-mrepdeitc AR K
MoitOduc Bef-uxTepdeaiic 550 Xpasuwmame N o Pl !  Prommme 1
¢aitrosoro 53/ GlasterF§ ADSEICIRHPORSEES | (TR e
|
MeHeIRpa i . :
e
o
ESIA-bridge Chatbot .
e ;
Beg-mrapdetic || | {|1 1 DBeemmme :
pafaxTopa - Keycloak ] CHCTEME] P
'
Mozyms N sl
HHTeIpami i i
_______________________________________________ '
_______________________________________________________________________________________________________ | Microsoft
Active
Directory
Baenmiag SIEM

CHCTeMa

Pucynok 1 — O6mast komnonenTHasi cxema « MourOdodwuc [IpodeccroHanbHBIN
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2.1 CocraB koMnioHeHTOB CHCTeMBbI peJaKTHPOBaHHS H COBMEeCTHOI padoThI

CoctaB ¥ HazHayeHUWe KOMIOHEHTOB CHCTeMbl pefaKTUPOBAHHS M COBMECTHOM paboThl
npuBeJieHbl B Tabmuie 2.

Tabmnuita 2 — CocraB 1 HazHaveHUe KoMiioHeHToB CO

pellaKkTUPOBaHUS U
COBMECTHOM paboThl

HaumenoBanue
Omnucauue
KOMIIOHeHTAa
Cucrema CepBepHbIi KOMIIOHEHT, 00eCIIeYMBAIOIIHIMA:

— COBMeCTHOe peflakTHpOBaHue JOKyMeHTOB B Obiake ¢
VCII0JIb30BaHKeM J1I0601 11aTdopMsl (Beb, MOOMIIbHBIE WIIN
HaCTOJIbHbIe IPUJIOXKEeHNUS);

— B3aUMOJIeMCTBHe KIMeHTCKUX IPWIoXKeHn! ¢ CrucTeMoN XpaHeHus!
JAQHHBIX;

— WMHTerpaluio C II0YTOBBIMU CUCTeMaMu

Beb-unTepdetic
daiinoBoro
MeHe/Kepa

Beb6-npunoxenue «MoOduc JlokymMeHTb» Tpe/lTHa3HaYeHO ISt
OpraHu3alluy CTPYKTYPHUPOBAHHOTO XpaHeHUs! GaiioB, BHITOIHEHUS
omnepanui ¢ ¢panaMy U MallkaMy, HACTPOKMKK COBMECTHOTO JIOCTyTIa

Beb6-unTtepderic SSO

Be6-nHTepderic npeqHasHaveH 1Ji aBTOPU3alUY, ayTeHTU(PUKAIUU B
CUCTeMe U yIIpaBileHus IpodusieM M10JIb30BaTelIsl.
['maBHas cTpaHuIa 1OCTYIA K IPHWIOXKEHUSIM (JIeHIMHT)

Beb-unTepdetic
pellakTopoB

BkuitouaeT B ce0si ciieffyioliye peJlakTopbl:

— BeO-nipunoxenue « MoiOduc TekcT» — s co3nanus U
¢$bopMaTHpoBaHUSs TEKCTOBBIX JOKYMEHTOB;

— Beb-nipunoxxenue « MortOduc Tabnumay — 1s co3gaHus
3JIeKTPOHHBIX Ta0JINII, BeJleHUs] pacyeToB, aHA/IM3a JJaHHBIX U
IIPOCMOTpa CBOAHBIX OTYETOB;

— Beb-nipunoxxenvie « MorOdwuc [Ipe3eHTarus» — i CO3IaHuUs,
odopMIIeHHs U IeMOHCTPALIUU Tpe3eHTaIun

MoOuLHbBIe
MIPUJIOXKEHHS
MoitOduc

Mob6unsHoe npuwioxenue «MoOduc JlokymMeHTbI» pelTHa3HAYeHO ISt
IIPOCMOTpA U pelaKTUPOBaHUS TEKCTOBBIX JOKyMEHTOB, 3JIeKTPOHHBIX
TabmI] ¥ Tipe3eHTaIyi, mpocMoTtpa PDF-daitnios, a Takke gocryma K
00J1a4HBIM XpaHWJIMIIAM Ha cMapTdoHax U miaHmerax ¢ OC Android,
iOS u iPadOS. Ha ycrpoiictBax noj ynpasiienrnem OC ABpopa JoCTyITHa
BO3MOXXHOCTb aBTOpU30BaThCs B « MoOduc IIpodeccroHanbHbIi» U
OCYILECTBJISITh IPOCMOTP U peJlakTUpOBaHKe GaiyioB, pa3MellleHHbIX B
XpaHWJIHIe

chatBot

Cepauc, obecrieurBaroIuii paboTy Bupkera Squadus B OKHe BeO-
penakTopa

MopyJib UHTErpamnuu

Cepauc, obecrieurBaroIyi OTIIPABKY COOBITHI 6€301aCHOCTH BO
BHelHIOIO SIEM cucremy
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Cucrema pefakTUpOBaHUSI M COBMECTHOW PabOThl IpefyCMaTpUBaeT IMOJK/IIOYeHHe
MOJIb30BaTeJiel  HACTONbHBIX ~ peJaKTOPOB M3  KOMIUIeKTa  mpwioxkeHud — «MounOduc
CranpmaptHbiii» (mogpobHee cM. B gokymenTe «"MoitOduc [Ipodeccronanbbi". PyKOBOACTBO 1O

HACTPOWMKEY).

2.2 CocraB koMIIoHeHTOB CHCTeMbI XpPaHeHHS JaHHBIX

CocraB 1 HazHavYeHHe KOMIOHeHTOB CHCTeMBbI XpaHeHUWA NdHHbIX IIPUBEEHBI B Ta6m/1ue 3.

Tabmuna 3 — CocraB 1 Ha3HaYeHUe KOMIIOHEeHTOB CHCTeMbl XpaHeHUs! IAHHbIX

Haumenoanue
Omnucanue
KOMIIOHEHTa
Cucrema ynpaBiieHus CepsepHbiii koMnioHeHT « MoitOduc IIpodeccroHanbHbIN,
XpaHeHHeM (aioB obecrieurBarOIIUN:

— XpaHeHHe 06beKTOB M0JIb30BaTeIS;

— XpaHeHHe OOIINX KOPIIOPaTUBHBIX 0OHEKTOB;

— TOUCK 10 UMEeHU U COJIeP>KUMOMY;

— BbIIIOJIHEeHMe ¢alyIoBbIX Ollepaliuii Jijisl TI0JIb30BaTels;

— pa3rpaHuYeHue IIpaB I0CTYIa;

— ayTeHTUPUKAIUIO Y BaIUJIAIMIO CTaTyCOB YUETHBIX 3alcelt
MI0JIb30BaTesIel U MpaB JIOCTYIa K CUCTEME.

B kauecTtBe BeO-mHTepderica UCIoib3yeTcs GpanIoBbIi MeHeKep

Keycloak CepBHC COIEPXKUT CIIMCOK MOJIb30BaTesIel CUCTEMBI U UX aTPUOYTHI.
ITpegycMoTpeHa BO3MOXXHOCTb CUHXPOHHU3AIMU 110JIb30BaTellel U3
BHeITHUX Kartasoros (Active Directory).

Keycloak obecrieuriBaeT xpaHeHHe CIIMCKA TEHAHTOB U UX aTPUOYTOB
st «MoiiOduc IIpodeccronanbubliiy. [liis ynpaBieHus mapameTpaMu
YCTaHOBKH OT UMEeHU CyllepaJIMAHUCTPaTOpa UCIOJIb3yeTCsl
rpadpryeckuii nHTepdenc

X paHuiuiie Tun ¢aimoBoro XpaHWIWINA ONpeiesisieTCsl Ha 3Tale TepBUYHON
yCTaHOBKU KOMIOHeHTa. Ycrionb3yeTcs Ba THIa XpaHWINIIA:

— ¢atinoas cucrema (GlusterFS);

— obbekTHOe xpaHwiuile S3 (minlO)*

ApmunucrpupoBanve | CepBepHbIN KOMIIOHEHT, 0beClieurBaroIINNI:

— yIpaBJleHue IIOJIMTUKaMU 6e3011aCHOCTU Y APYTUMH HaCTpPOMKaMuy
TeHaHTa (OpraHU3aIlum);

— pOJIeBYIO MOJieNIb JOCTyIIa K CUCTEME;

— ylipaBJleHUe JOMeHaMH, I10JIb30BaTeJsIMU, TPYIIIIaMHU 110JIb30BaTesle,
00OIIMMHU MTanKaMHu, MyOJIMIHBIMU CChIIIKAMU OT UMEHU
a/IMAHUCTPATOPa CUCTEMBI;

— HaCTPOMKY JOCTYITHOCTH PYHKIIMOHAIBHBIX 6110k0B « MoiOduc
[IpodeccrnonanbHbIN» AJIS TIOJIH30BaTENIEH.

J11s1 ynipaBiieHusl KOMIIOHEHTOM UCIIONb3yeTcs BeO-uHTepderic

© 000 «HOBBIE OBJTAYHBIE TEXHOJIOT'UW», 2013-2024
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* — Jlyis XpaHUJIUINA TUIIA S3 peyCMOTpeHa UHTerpanusi C JPyruM S3-XpaHWIUIIEM B yKe

CyllecTBYIOIIel NHPPACTPYKType.

Ilns obecriedyenust ypoBHs 6Ge3omacHoctr B CucTeMe XpaHeHHs! JaHHBIX IIpPelyCMOTpeHa
unrerparusi ¢ Kaspersky Endpoint Security (KES) (mompobnee cm. B mokymenTe «"MoiOduc

[IpodeccronanbHbIi". PyKOBOACTBO 10 HACTPOUKEY).

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOI'MW», 2013-2024
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3 OIIMCAHUE APXUTEKTYPHI

3.1 ApxurexkTypHas cxema CHCTeMBbI peJaKTHPOBAaHUA U COBMECTHOI padoThI

Ha pucynke 2 npenictaBieHa cxeMa B3auMozieHcTBUs nojicucteM CHCTeMbl peJJakTHPOBaHUS

1 COBMeCTHOW paboThl. IIpsMOyrosibHHKaMU >KeJITOro IBeTa BblJleleHbl KilaCTepHble pellieHus IJis

CEepPBHCOB etcd, redis, rabbitmg.

11

External LB
~
REST
sted api —| Ib-core-auth ) PGS
[
I [Pgs api
wte wfm chatbot Squadus
t—squadus api—>]
I
Ib-corf-auth
fm nm — cvm — dcm jod audit
[ |
REST AMQP REST REST REST REST
AMQP AMQP (audit_queue) AMQP AMQP, etcd api AMQP (audit_queue)
AMQP (audit_queue) eted api eted api AMQP (audit_gueue) haproxy api TCP/UDP
eted api fluentd api haproxy api etcd api fluentd api syslog
fluentd api fluentd api fluentd api fluentd api
cu (+nps du(+nps
haproxy (xnps) (+nps) sdd
——>| pool L—> pool
haproxy api via HTTP/2000x REST REST .
etcd api AMQP docker api,
cu via tcp/8080 etcd api fluentd api
redis api du via tcp/8080
fluentd api redis api
fluentd api
elastic api tcp/80 fluentd api
etcd api \T)
pregen haproxy api
fluentd api
Kibana Prometheus Fluentd
rabbitMQ api via AMQP tcp/5672
etcd api via HTTP/2379 redis api via RESP tcp/6379 haproxy api
: Eted cluster : Redis cluster : : RabbitMQ cluster : Eiwstic LT
. SIEM
etcd-1 imc-1 mg-1 log Grafana .
(optional)
------------------------------------------------------------------------------------------------ fluentd api TCP/UDP

Pucynok 2 — ApxurekTypHas cxeMa CUCTeMbl peJaKTUPOBaHUsL U COBMECTHOM PabOThI
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3.1.1 Onucanue apxuteKTypbl CHCTeMBI peJJaKTHPOBAHUS U COBMECTHOH pPadoThI

Omnucanuve noxacucreM U cepBUcOB CHCTeMbl pelaKTUPOBAaHUSI U COBMEeCTHOW paboThl
IpYBeJieHo B Tabiulle 4.

Ta6JII/IL[a 4 — Omnucanue ImoacucTeM U CeEpBUCOB Cucremnl pPedakKTUpOBaAHUA U COBMECTHOH

paboThl
HavmenoBanue
IIOCUCTeMBbI Omnucauue
WU CepBrCa
Lb-core-auth Paciupennsriii Be6-cepeep NGINX ¢ mopnepskkoit Lua.
(nginx-wfe) OTBeuaer 3a aBTOpHu3anuio, nocrynHocts API, 6anaHncupoBky
HAProxy banancupoBIvK Harpy3ku MeXxay BHyTPEHHUMH CepBUCAMU
FM File Manager, cepsuc ¢aiisioBoro MeHemkepa. OTBedaer 3a co3fjaHue,
ynasneHue, nobasieHue $aitio, peoCcTaBlIeHre AOCTYIa JPyTUM
I0JIb30BATeSIM
NM Notification Manager, cepBrC ynpaBiieHUs] YBeIOMJIEHUSMU
CVM Conversion Manager, cepBuC ynipaBjieHNs] KOHBepTUpPOBaHKeM GaliioB.
[Ipu koHBepTaIu qOKyMeHTOB ucmob3yeT mysl CU roHuToB, Pregen mmm Jod
CU Conversion Unit, ak3eMIuIsIp nporecca KOHBepTopa pa3jIM4HbIX (POPMaToB
¢daitnioB (0PUCHBIX UK U300pAKEHHUIA)
Pregen CepBuc KOHBepTalluy AOKyMeHTOB B popmaTh! pdf u json
DCM Document Collaboration Manager, cepBuc yripaBiieHHsl pelaKTHPOBaHUEM
NoKyMeHTOB. [Ipu pelakTHpOBaHUM JJOKYMEHTOB HUCIoib3yeT mys1 DU
IOHHUTOB
DU Document Unit, ak3eMIuIsip nporecca pelakTUpOBaHUs U KoJitabopanuu
JIOKYMEHTOB
JOD Java OpenDocument Converter, cepBruc KOHBepTaluyu OPpUCHBIX PailyioB
ycrapeBimx ¢popmaTtoB (Harpumep MS Office 1997) B coBpemeHHbIe
dopmartsr v pdf
Audit CepBuc ayauTa, 1ogydaeT COObITHS ayiuTa U3 CepBUCOB U CHCTEMbI
XpaHeHUs1 JaHHBIX Yepe3 RabbitM Q. BeinosiHsieT oTiipaBKy COOBITHN ayAuTa
(TCP/UDP) B syslog unu SIEM (He BXOIUT B CTaHAAPTHYIO TIOCTABKY)
Elastic Elastic (Opendistro Elastic Search), monckoBbii ¥ aHATUTUIECKUAN CepBHUC.
OTBeuaet 3a cbop, 06pabOTKy U XpaHEHHe JIOTOB BCEX CEPBHUCOB
Fluentd CepBuc, KOTOPBIYA COOUPAET JIOTH OT BCeX CepBUCOB U IepefaeT ux B Elastic
Search
Kibana Kibana, vHCTpyMeHT BH3yanu3alyuy U U3y4eHus JaHHbIX, aHAJIU3 JIOTOB
MIPUJIOXKEHHsI, UCIIONb3yeT AJaHHbIie u3 Elastic
Etcd X paHuIHIIe TUTA «KITF04-3HAaYeHHe.
OTBeuaeT 3a XxpaHeHHe CBOUCTB (HAaCTPOEK) BCeX CEPBUCOB
Redis noSQL in-memory xpaHuiuille, TUIA «KJI0Y-3HAYeHHe».
OTBeuaeT 3a XpaHeHHe KellIMpOBaHHOW MH$OPMaIMK IpU paboTe ¢ ob1akomM
(paitnbl, mpoduiiv nosb3oBaTesel, TOKeHbI)
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HavnmenoBanue
MTOJICHCTEMBI Omnwucanue
WJIM CepBHCa
RabbitMQ Bpoxkep coobiennii Ha ocHOBe npoTokosia AMQP.
OTBeyaeT 3a OTTIPABKY COOOIIEHUH MeX]ly CepBHUCaMH, HallpUMep 3a
OTIIPaBKY yBeJIOMJIEHUM, COOBITUI ayIhTa
NPS Native Process Service, cepBuc yrpasieHnus cu, du
SDD Service Detector Docker, obHapy>xeHnue cepBrcoB. OmpalniBaeT CepBUCH
NPS 4epe3s docker api u coker
Prometheus HHcTpymeHnT c6opa MeTpUK CO BCexX CepBUCOB
Grafana HHcTpyMeHT BU3yanu3aluyd MeTpUK npusioxeHus. [lomyyaer MeTpuku u3
Prometheus
SSO Single Sign-On (SPA Be6-nipwiioxenue). OTBe4aeT 3a aBTOPU3AIHIO
M0JIb30BaTeJIsl, PETUCTPAIIMIO TI0JTh30BaTeIs [0 IPOMOKOY, CTPAHHUITY
poduIIs, JIeHTUHT (CIIMCOK TPUWIOXKEHUH B CUCTeMe)

WFM Web file manager (SPA Be6-nipunoxenue). Be6-kiueHT daiinoBoro
meHekepa (Bumxker Brnoxkenuit). OTBedaet 3a orepaliyu ¢ daiamu (Kpome
pPelaKTUPOBaHUS) U MTPOCMOTP GalIoB MO MyOJIMYHBIM CChIITKAM

Chatbot NodelJs cepuc. OTBeuaeT 3a co3flaHue YaTa 110 JOKyMeHTY, 00aBIeHUs
MoJib30BaTesiel 1 0OHOBJIEHUS CIIKMCKa M0JIb30BaTesiel B YaTe
WTE Web text editors (Be6-kimuenT odpucHoro npuwioxenus). OTBedaeT 3a

peaKTHpOBaHue U YTeHue QaiyioB
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3.2 ApxuTtekTypHas cxemMa Cucrembl XpaHeHHsI JaHHBIX

Ha pucCyHKe 3 IpeacCTaBJIeHa CXeMad B3aUMOJENCTBUS KOMIIOHEHTOB Cucremsnl XpaHeHUA

JaHHBIX.
CcoO i i i PSN
v
----------------------------------- Nginx
H v | | ¥ ) o
Polemon 5 Euclid N Etcd i Redis RabbitMQ
[ [ [ [ [
A A
v y v : v
<-- 1
Keycloak Dionis < > Pheidippides > Aristoteles >  ArangoDB < Epicure
—
A

,, l r———

Storage ;
S3/FS > |Sisyphussearch Sisyphusworker

Postgre SQL Heraclitus

Y

|

L l ___________________________

Elasticsearch

Pucynok 3 — ApxurekTtypHas cxemMa CHCTeMbl XpaHeHHS! TaHHBIX
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3.2.1 Onucanue apxurexkTypbl CHCTeMbI XpaHeHHs JTaHHBIX

Onmcanue ImoacucTeM U CeEpBUCOB Cucremsnl XpaHeHUS NdHHBIX IIPUBENEHO B Ta6m/1ue 5.

Tabnuna 5 — Onucanue noacucreM U cepBucoB CHCTeMBI XpaHeHUs JaHHbBIX

HanmenoBanue
Omnwucanue
cepBuCca

Arangodb basa manHBIX, comeprxaliiasi MeTajlaHHble (GansoB (B T.4. ”HGOPMAIUIO O
BJIaJleJiblie JIOKyMeHTa, [IpaBax JJOCTYTIa U IIp.)

Aristoteles CepBep npwio)keHNH, BbICTyIarOIMH backend-4acTbio [j1s1 KOMIIOHEHTOB
CucreMbl pelakTUPOBaHMSI ¥ COBMECTHOM pabOoThI B YaCTH BBIIIOJIHEHUSI
dalyIoBBIX ONepalyii, pa3rpaHudeHus IpaB JI0CTyIla, BEPCHOHUPOBAHUS,
dbuUKCcaI UCTOPUM COOBITUM TI0 0ObeKTaM

Dionis CepBuc, OTBevaloNIUii 3a yJlaneHue U epeHa3HaueHue 11paB JJOCTYTIa /IS
00BEKTOB T0JIb30BaTesen

Elasticsearch CepBuc, oTBeYaOIKI 3a IOUCK I10 COJIEP>KUMOMY 10 XpaHsIUMCcs daiinam

Epicure CepBuc popMUpoBaHUs U OTTIPABKU COODIIEHH 6€301TaCHOCTH C

NocCJIeTyIolel OTIPaBKOM B ayIUT-cucteMbl (SIEM)
Etcd Cepsuc, copepxaiiuii KOHPUryparyio PHUIOXKeHUH, IIPU KJIaCTePHOM

pa3BepThIBAHMU TaK>Ke UCII0JIb3yeTcs cepBrcoM Postgres fijist co3ganus
KJlacrepa

Euclid Rest API cepsuc, BbicTynarouui backend-yacTpio i1 KoMIoHeHTa polemon
(Be6-amMuHHcTprpoBaHue). OTBedaeT 3a aIMUHUCTPUPOBaHKE
II0JIb30BaTesiell B cucTeMe

Heraclitus CepBUC OYMCTKU apXUBHBIX JJAaHHBIX, YAJIEHHBIX [10JIb30BaTeJISIMU U3
KOp3UHBbI. MoXeT HacTpauBaThb CPOKY XPaHEHUS! ApXHUBHBIX JIAHHBIX U
aBTOyJla/lleHus UX C JJUCKa I10 3a/laHHOMY pPaCIllMCaHUIO

Keycloak CepBuc SSO, xpaHsiui B cebe HACTPOWKU MHCTAJUISIINU, TaHHbIE TI0
TeHaHTaM U I10JIb30BaTeJIsIM

Nginx ITpokcu-cepBuc, obecniedrBaromuii JocTyn 10: rabbitmg, aristotels, euclid
Pheidippides Cepauc, ocylecTBIsOmMUM 06paboTky cobbiTuii B Redis kaHamax

(aBTomMaTHueckas 6ioxrpoBka IP-apecoB/mybIuYHBIX CCHUIOK)

Polemon Cepauc Beb6-agmunuctpupoBanus Euclid (Be6-unTepdetic
a/IMAHUCTPAaTUBHOM I1aHeHN)

Postrgres PostgreSQL, 6a3a nanHbIx 115 cepBuca aBTopu3anuu Keycloak

RabbitMQ Ouepenb coobmennii. Mcnonb3yercs 17151 mepefjadyy JOKYMEHTOB B
elasticsearch 11 ovcka 1o cofiepXkMMoMy IOKyMeHTOB U JJIsl Ilepefiauut
MEeXXKOMIIOHEHTHBIX yBe[loMJieHU 0T CHucTeMbl XpaHeHHs! JaHHbIX B CrucTeMy
pellaKkTUPOBAHMSI 1 COBMECTHOM paboThl 006 M3MeHeHUH HaCTPOeK XpaHWIUIIA

Redis bBaza maHHBIX «KJII0U-3HAYeHre) [Jis HellepCUCTeHTHBIX IaHHBIX (B OCHOBHOM
WCIIOJIb3YyeTCs JIJIs1 XpaHeHHs TOKEeHOB M JIPYTUX aBTOPU3allMOHHBIX JIaHHBIX)

Sisyphus_ CepBuc, OCYIIECTBIISIONIMMI IOKUCK 10 COAEP>KUMOMY JIOKYMEHTOB B

sisyphussearch | elasticsearch

Sisyphus CepBuc, ocylecTBIsIOMNN Nepeady ¢annos u3 rabbitMQ B elasticsearch

sisyphusworker
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Haumenosanue

Omnucanue
cepBuca
Storage brok storage ocymecTBisieT XpaHeHue GpaiioB CUCTEMBIL.
S3/FS B kauectBe xpanwiniia FS B npoekre ucnonesyercst GlusterFS.

B kadectBe xpanunuiia S3 B rnpoekTe ucroiabdyeTcs minlO.
Jnst xpaHnenus naHHbIX B 00beme cBbiiie 100 Thait pekomengyercs
WCII0JIb30BaTh S3
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4 TUITIOBBIE CXEMbI YCTAHOBKHA

4.1 Kondurypanus 6e3 0TKa3oyCTOHINBOCTH

Kondwuryparust 06e3 0OTKa30yCTOMYMBOCTHM MOXET MCIIOIb30BaThbCS TMPU  YCIIOBUM
IIpPe/IOCTaBIIeH!s] 0TKa30yYCTOMYMBOCTU HAa yPOBHE BUPTYa/IU3allUH.
JanHas KoHGUTYypalus XapakTepru3yeTcsl TeM, YTO BCe CepBepHble POJIM pPa3BepThIBAIOTCS Ha
eIMHCTBEeHHOM cepBepe. B Takoi KoHUTypalliK poJid yCTaHABIMBAIOTCS:
— Ha HEeCKOJIbKO BUPTYaJIbHBIX CepBEepPOB C 00beIMHEHUEM POJIeH;
— Ha HECKOJIbKO BUPTYaJIbHBIX CEepBEPOB, I'7le OJJHOMY CepBepy COOTBETCTBYeT O/IHA POJib.
YcTaHOBKa TakOro TUla He TpeOyeT UCIIOIb30BaHUS TTOJICUCTEMbI OalaHCUPOBKH.
[TpumMep pacuera amnmnapaTHbIX TpeOOBaHUM /Ji YCTAHOBKU HA JIByX BUPTYaJIbHBIX CcepBepax
npuBeJieH B Tabuwrie 6.
B onmaHHOM pasnene npuBefieHbl TpeOOBaHWS Il pa3BepThIBAHUS CHUCTeMBbI  0e3
0TKa30yCTOMYMBOCTH CO CJIEAYIOIIMM MaKCHUMaJlbHbIM IpoduiieM 3KCIUTyaTallyu:
— Bcero mnoJib3oBareseit — 999;
— KOJIMYeCTBO OTHOBPEMEHHO aKTHBHBIX MoJIb3oBaTesiei — 400;
— KOJIM4eCTBO JIOKyMeHTOB, peJlakThpyeMbIX ojiHOBpeMeHHO — 100.
Buaumanue:
— U3-32 HeBO3MOXKHOCTH MacCIITabOMpOBaHUs KOHGUTypanuu 6e3
OTKa30yCTOMYMBOCTH (Standalone) B TekyllieM pekuMe MaKCUMaJIbHBIN
JOIYyCTUMBIW JTUMUT Tosib3oBaTesneit <1000;

- Tp66OBaHI/IH WOEeHTUYHbI JJId CUCTeM C O6H_[I/IM KOJIMYeCTBOM II0JIb30BaTejiel oT 1
1o 999.

Tabmuia 6 — AnmapatHble TpebOBaHUS 71l KOHGUTYPAIK 6e3 0TKa30yCTOMYUBOCTU

Ponu cepeepos CPU, vCPU RAM, I'Gaitt SSD, I'baitt

operator® 1 4 50

Bce ponmu Cucremsr 8 20 100

XpaHeHUs JaHHbBIX

Bce ponu Cucremsr 8 20 100

pPelakKTUPOBAHUS U

COBMECTHOM paboThl
* — cepBep C POJbIO operator PeKOMEH/yeTCs pa3MelaTh Ha OTAEIbHOM BUPTYaJlbHOM

cepsepe. [locie ycTaHOBKM cepBep C pOJIbIO operator He HCIOJIBb3YyeTCs U MOXeT IoTpeboBaThCs
IU1sl TlepeyCTaHOBKY CUCTeMBI UJIY ee CepBUCOB.
[Tpumepsr ara inventory gyt CucTeMbl peJaKTHPOBaHMWS M COBMECTHOM pabOTHI

IpeacTaBJIeHbl B IIPAJIOKEHUN B, JJIA Cucrembl XpaHeHUA NdHHbIX — B IIPUJIIOXKEHNN I.
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4.2 KiacrepHasi 0TKa30yCTOHYNBasE KOHQUrypanus

B  kjacTepHOM  OTKA30yCTOMYMBOM  KOHQUIypalluh  KaXJas  KpUTHYecKass  poJjib
PeIUIMIIMPYeTCss Ha Pa3HbIX BUPTYAJbHBIX CepBepaX. Pa3Hble poiu MOryT ObITh OObelMHEeHbl Ha
OJIHOM BUPTYaJIbHOM cepBepe. ApPXUTEKTYPHbIX OTrpPaHUYEHHWW 10 OO0BeUHEHWIO poJjiedl HerT.
BupryanbHble cepBepbl pa3HOCATCS 110 Pa3HbIM GU3UYEeCKHM CepBepaM WK TMIlepBU30paM.

Ecim onuH 13 cepBepoB posi TpeKpaTWiI CBOIO paboTy, oOIiasi pacripefiejieHHasl poJib
MIPOJIOJDKUT pabOoTy CepBUCa Ha JIPYTHUX CepBepax, U CUCTeMa COXPaHUT CBOIO paboTOCIOCOOHOCTH B
nosiHoM oObeme. Ecimu Bce cepBepa ponu mpekpaTsST paboTy, TO CHCTeMa IOTepsieT 4YacThb
$YHKIIMOHAIBHOCTU WM CTaHeT MOJIHOCThIO HeJIOCTYIIHA.

B nanHoM paspeiie npuBesieHbl MUHUMAaJbHbIe TpeOOBaHUS IJisl Pa3BepThIBaHUs CUCTEMBI B
pexkuMe KJlacTepa CO CJIeIyIOIKM MpouieM 3KCITyaTalluu:

— Bcero nojyb3oBareieit — 2000;

— KOJINYeCTBO OJIHOBPEMEHHO aKTUBHBIX Mosib3oBaTtesert — 1000;

— KOJIMYeCTBO JIOKYMEHTOB, pelakTUpyeMbIX oJiHOBpeMeHHO — 90.

[Ipumep pacdera ammapaTHbIX TpPeOOBaHUW AJisI OTKA30yCTOMYMBOM YCTAHOBKU IpHBEJIeH B
Tabmure 7.

Tabnuna 7 — AnnaparHble TpeboBaHUS /IJIs1 KJIaCTEepPHOM O0TKa30yCTONYMBOM KOHQUTYpaIiuu

Hamuerionarme  KOMIIECTEO | - opyy yopyy | RAM, Taitr | SSD, [6aitr | HDD, T6air
poitH CepBepoB
operator 1 1 4 0 50
LB 2 2 4 50 0
core 2 12 24 100 0
infra 1 2 12 100 0
mq+imc+etcd 3 6 16 50 0
PGS-APP 2 8 8 0 70
STORAGE 2 4 12 12 055 0
STORAGE-A 1 4 12 1 550 0
PGS-BE 3 4 12 0 3350
PGS-DB 2 16 10 1 300 0
PGS-LOG 1 4 8 0 100

* — ommcaHus poJied MpeJiCTaBIeHbl B IPUIIOXKeHUH A.
[Ipy pacnpenerieHny posned i KJIACTepPHOM  OTKa30yCTOWYMBOM  KOHMUTYypalliu
HEOOXO0JIUMO YUUTHIBATh:
— CepBep operator He PEKOMEHYeTCs yCTaHaBIMBaTb HAa OAHOM BUPTYaJIbHOM CepBepe C
MIPWIOXKeHHeM, HO OH MOXeT OBbITb BBIKJIIOUYeH I10C/Ie yCTAaHOBKY;
— JUISl KJIAaCTePHBIX poJied etcd / mg / imc HEODXOAMMO UCIIOJIB30BaTh MUHHMMYM 3 Y3Ia,

IUIsl etcd peKOMeH/IyeTCsl HCII0JIb30BaTh 5 Y3JI0B;
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— poyi cvm/cu-pool U dem/du-pool B TAKOH KOHPUIypaluu OObeuHEeHbI;
— POJIb PGS-LOG He SIBJISIeTCS] KPUTUYECKOM;

— POJib LB — BHeIIHWH 0alaHCUPOBIIUK.

[Ipumepnl daiina inventory st CucTeMbl pelaKTHPOBaHHS W COBMECTHOW PabOThI

npeJiCTaBjIeHbl B IpuiioxeHuH B, nis CrcreMbl xpaHeHUs: JAHHBIX — B MpWioXkeHuu J1.

4.3 TpeooBanus s Kiacrepa ¢ npodpuiem dosiee 2000 monb3oBaTeneit

Jl1s1 KjlacTepHOM YCTAaHOBKH, Ha KOTOPOM IiaHUpyeTcs: pabora 6osee 2000 mosib3oBaTesei,
HeO0OX0MMO 00OpaTUTbCS K BEHAOPY [JIs pacdyeTa pa3MepoB CepPBEpHBIX PeCypCoB U TOMy4YeHUs

peKoMeHJ1alvi 110 06beJUHEHUIO POJIeH.

4.4 Pacuer TpeooBanuii IOPS

Tpebosanus IOPS k pa3nmuyHbIM posisiM TIpeJiCTaBJieHbl B Tabiuile 8.
Tab6muia 8 — Tpebosanus IOPS miist posneit

HaunmenoBanue CpenHee 3HaueHue MaxkcuMalibHOe 3HaueHue
poinu IOPS IOPS
PGS-APP 70 100
PGS-BE 30 100
STORAGE N* N*
PGS-DB N* N*
PGS-LOG 20 50

N* — 3aBHCHUT OT KOJIMYECTBa OIHOBPEMEHHO peNdKTUPYyEeMbBIX JOKYMEHTOB.

[TpumepHBIii pacdeT TpeGoBaHUM K JIMCKOBOM IOJICHCTEMe i pojied STORAGE M PGS-DB

BO3MOXEH 10 cllefytolei dbopmye:
KOJIMYeCTBO OJJTHOBPEMEHHO peaKTUPYEMBIX JOKYMEHTOB

K03 PUIIUEHT
KoadduruenT st pacuera TpeboBaHui mpeficTaBiieH B Tabmuie 9.

Tabmuna 9 — Koadpdunuent IOPS s posneit

= Tpe6oBaHus K [OPS

Haumenosanue Cpenuee MakcumanbHoe
[Ipumeuanue
poiu 3Ha4yeHHe 3Ha4yeHHe

®opmyia pabortaet OT
STORAGE 52 9 1000 ogHOBpEeMeHHO
pPelaKTUPyeMbIX
TIOKyMEHTOB
®opmyia pabortaet OT
5000 omHOBpEMeHHO
PGS-DB 90 55
pPelaKTUPyeMbIX

AJOKYMEHTOB
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Heobxogumo ydecTb, uTO ¢$oOpMysia HOCHT OIIEHOYHBIM XapakTep. s paboThl cepBuca
MIPOITYCKHasi CIIOCOOHOCTD JTUCKOBOM TIOJICHCTEMBI JIOJKHA OBITh He HIDKe cpefHero 3HadeHus [0OPS,
Uisi KOMQOPTHOW paboThl IPOIYyCKHAs CIOCOOHOCTh JOJKHA OBbITh BBIIIE MaKCHMAalIbHOIO

TpeboBanus IOPS.

4.5 TunoBasi cxeMa MacIITa0OHPOBaHUS

[TonHOIIEHHOE MaclITabWpoBaHWe BO3MOXHO MCIOJIb30BaTh TOJIBKO [JIsl  KJIACTepHOU
0TKa30yCTOMYMBOM KOHQUT'YpaIUHU.

s standalone KOHUTypauu BO3MOXXHO HCIIOJIb30BaHUe BepTUKAJIbHOI'O
MacIITabupoBaHus C yueToM orpannuenus: Docker v Apyrux cMCTeMHBIX CEPBUCOB.

[Tepexon ot standalone koHWrypanuu K KJIacTepHOM BBINOJIHSETCS IIPU  IIOJIHOU
IlepeyCcTaHOBKe IporpaMMHoro npogykra. B Crucreme xpaHeHMst JaHHBIX Ilepexo]] obecrieunBaeTcsl C
IIOMOIIBIO IIPeJIBAPUTEILHOTO pe3epBUPOBaHUs 0a3 JaHHbIX.

s Cucrembl pellakTUPOBAaHMSI M COBMECTHOW paboOThl B IIepBYIO oOuepellb CJeflyeT
MacIITabMpoBarTh y3IIbl KJlacTepa C POJIsIMHU:

— dcm, du-pool U cu-pool (BIMseT Ha KOJIMYeCTBO OJHOBPEMEHHO OTKPBITHIX JOKYMEHTOB);

—cvm U pregen (BJIMSeT Ha KOJIMYECTBO KOHBEpPTAIM{, CKOPOCTb 3arpy3KH, CKayMBaHUS,

1eyaTy JOKYMEeHTOB).

s CucreMbl xpaHeHUs JIaHHBIX B IIepBYI0 Odepelb CllefiyeT MacliTabupoBaTh cepBepa C
pOJIBI0 ArangoDB. ['Opu30OHTa/lIbHOE MacliTabMpoBaHWe HEBO3MOXKHO, IIPH YBeJIMYeHWH Harpy3Kd

cdlegyer yBeJIMUUTh dlllldpaTHble MOIIITHOCTHU CEpBEPOB.
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5 IIPUJIOZKEHUE A - OIMCAHME POJIEA ITPU PACYETE ATIIIAPATHEBIX

TPEBOBAHUI
Tabmuma A.1 — Pomu s ycranoBku standalone
HaumenoBanue Omnwucanue
PGS Conepxxut cimy>x0b1 xpanunuiia, b/l momb3oBarenei, anMuHUCTPUpPOBaHus, API

XpaHWIMIIA

CO Conepxurt cimyx0b1 SSO, Beb6-peakTopoB, collaboration API
Tabmuna A.2 — Pomnu s KiacTepHOU ycTaHOBKM CHCTEMBbI XpaHeHUs! TaHHbIX
Haumenoanue Omnucanue
PGS-APP Cepsep Bbruncienuii, o6paborku 3anpocos, API, keycloak, BHyTpenHui
OaslaHCUPOBIIUK
STORAGE | Cepsep xpanenust nansbix (glusterfs)
STORAGE-A | ApouTtp cepBepoB xpaHeHus JaHHbIX (glusterfs arbitrator)
PGS-BE CepBep MHIEKCHOTO ITIOMCKa, XpaHeHUs KaIll, KOHUTypaluy, odepeiei
(elasticsearch, etcd, arangodb agent, redis, rabbitmq)
PGS-DB Cepgep bl nosib3oBaTenei, MeTaJlaHHbIX, aBTOpU3anuu (postgres, arangodb)
PGS-LOG CepBep cbopa ytoroB komnoHeHTa CrcTeMbl XpaHeHUs JIaHHBIX (registry, syslog.

PO MOHUTOPUHTA), infrastructure

Tabmuia A.3 — Pomm s kiiactepHo# ycTaHOBKM CHCTeMbl peJIaKTHPOBAHUSI U COBMECTHOM

paboThI

HaunmenoBanue

Omnucauue

Ib-core-auth

CepBep OaylaHCUPOBKH Harpy3ku CHUCTEMbI PeJTAKTUPOBAHKS U COBMECTHOM
paboThI

infra Cepgep, 00beuHSOMINN UHGPACTPYKTYPHBIE POJIK COOpa JIOTOB ¥ MOHUTOPHHTA
CucreMbl pelakTUPOBAHUS U COBMECTHOM paboThl. MokeT coiep>kaTh poJjib
chatbot
pregen CepBep reHepalnivy 1peBbi0 ¥ UHAEKCHBIX JIOKYMEHTOB
etcd [Topcucrema koHbUTypanuu ¢ ucnosab3oBaHuem Etcd
core-cvim CepBuc ynpaBjieHUs] UMIIOPTOM, 3KCIIOPTOM U UH/IEKCUPOBaHUEM JIOKYMEHTOB
cu-pool [Tyn koHTeliHepoB C KOHBepTepaMu JOKYMEeHTOB
core-dcm Cepgep ynpaBiieHUs pefaKTUPOBaHKEeM, KoJutaboparuu u 1okyMeHTHOro API
du pool [Tyn koHTeiiHepoB C MOAYJISIMU peakKTUPOBAHKs JOKYMEHTOB B peXXUMe
KoJutabopanuu
core-fm [Toncucrema cepBuca ¢arinoBoro API
core-nm [Toncucrema cepBuca push-yBegomMieHuit
imc CepBep KellIMPOBaHHWS CECCUM U XPaHeHHs TPOMEeXYTOUYHbIX Pe3yJIbTaToB B
aMsITH
mq CepBep ouepeni COOOIIIEHUI U TIOJIIMCOK
core [Ipu cokpailleHHOM coCTaBe poJielt — COBMellleHHbIe poJid *-core-* st

CucreMbl pelakTHPOBAHUSI U COBMECTHOM pabOThI
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Tabmuma A.4 — Texaudeckue pou

Haumenosanue Onucauue

operator Texnonoruyeckas posb. Pabodyee MecTo, ¢ KOTOPOTO MPOM3BOAUTCS YCTAHOBKA
BCeX KOMIIOHEHTOB

LB CepBep 6ayTaHCUPOBKU HArpy3KH JIJIsi BCeX KOMITOHEHTOB (MCIOJIb3yeTCsl TOJIbKO
MIPU KJIAaCTEPHOW yCTaHOBKeE)

IIpunoxenne A
Omnucanue poJieil Ipu pacyeTe anmapaTHBHIX TPeOoOBaHHUI
IIpunoxenue b

IIpumep ¢aiina inventory CucremMbl pelaKTHPOBAHHS H COBMECTHOI PadoTHI

(ycranoBka standalone)
IIpuno:xenue B

IIpumep ¢aiina inventory CucremMbl pelaKTHPOBAaHHS U COBMECTHOI PadoTHI

(x1acTrepHasi yCTaHOBKA)
IIpunoxenne I
IIpumep ¢aiina inventory Cucrembl xpaHeHnus JaHHBIX (ycTaHoBKa standalone)
IIpuno:xenue [

IIpumep ¢aiina inventory CucremMbl XpaHeHHs JaHHBIX (KJIacTepHasi yCTAHOBKA)
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6 IITPUJIOXKEHUME b - IIPUMEP CI)AI‘/'IJL% INVENTORY CUCTEMbI
PEJAKTHUPOBAHUMS 1 COBMECTHOMUM PABOTHBI (YCTAHOBKA STANDALONE)

all:
children:

co:
children:
co_chatbot:
hosts:
co-infra-1l.installation.example.net:

co_etcd:
hosts:
co-infra-1l.installation.example.net:

Cco_mqg:
hosts:
co-infra-1l.installation.example.net:

CO_Cvm:
hosts:
co-infra-1l.installation.example.net:

co_cu:
hosts:
co-infra-1l.installation.example.net:

co_dcm:
hosts:
co-infra-1l.installation.example.net:

co _du:
hosts:
co-infra-1l.installation.example.net:

co_ fm:
hosts:
co-infra-1l.installation.example.net:

co_jod:
hosts:
co-infra-1l.installation.example.net:

co_nm:
hosts:
co-infra-1l.installation.example.net:

CO_pregen:
hosts:
co-infra-1l.installation.example.net:

co_imc:
hosts:
co-infra-1l.installation.example.net:

co_lb core auth:
hosts:
co-infra-1l.installation.example.net:

co_infra:
hosts:
co-infra-1l.installation.example.net:
CO_setup:
hosts:
co-infra-1l.installation.example.net:
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7 ITPUIOXKEHMUE B - IIPUMEP tbAfIHAU INVENTORY CUCTEMBbI
PEJAKTHUPOBAHUMS 1 COBMECTHOUM PABOTHI (KJIACTEPHASI YCTAHOBKA)

all:
children:

co:
children:

co_etcd:

hosts:
etcd-1.installation.example.net:
etcd-2.installation.example.net:
etcd-3.installation.example.net:
etcd-4.installation.example.net:
etcd-5.installation.example.net:

Cco_mqg:
hosts:
mg-1.installation.example.net:
mg-2.installation.example.net:
mg-3.installation.example.net:

CO_Cvm:
hosts:
cvm-1.installation.example.net:
cvm-2.installation.example.net:

co_cu:
hosts:
cvm-1.mcs.installation.example.net:
cvm-2.mcs.installation.example.net:

co_dcm:
hosts:
dcm-1.installation.example.net:
dcm-2.installation.example.net:
dcm-3.installation.example.net:

co _du:
hosts:
dcm-1.installation.example.net:
dcm-2.installation.example.net:
dcm-3.installation.example.net:

co_ fm:
hosts:
fm-1.installation.example.net:
fm-2.installation.example.net:

co_jod:
hosts:
cvm-1.installation.example.net:
cvm-2.installation.example.net:

co_nm:
hosts:
nm-1.installation.example.net:
nm-2.installation.example.net:

CO_pregen:
hosts:
pregen-1.installation.example.net:
pregen-2.installation.example.net:

co_imc:
hosts:
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imc-1.installation.example.net:
imc-2.installation.example.net:
imc-3.installation.example.net:

co_lb core auth:
hosts:
auth-1.installation.example.net:
auth-2.installation.example.net:

co_infra:
hosts:
log.installation.example.net:

CO_setup:
hosts:

auth-1.installation.example.net:
auth-2.installation.example.net:
cvm-1.installation.example.net:
cvm-2.installation.example.net:
dcm-1.installation.example.net:
dcm-2.installation.example.net:
dcm-3.installation.example.net:
etcd-1.installation.example.net:
etcd-2.installation.example.net:
etcd-3.installation.example.net:
etcd-4.installation.example.net:
etcd-5.installation.example.net:
fm-1.installation.example.net:
fm-2.installation.example.net:
imc-1.installation.example.net:
imc-2.installation.example.net:
imc-3.installation.example.net:
log.installation.example.net:
mg-1.installation.example.net:
mg-2.installation.example.net:
mg-3.installation.example.net:
nm-1.installation.example.net:
nm-2.installation.example.net:
pregen-1.installation.example.net:
pregen-2.installation.example.net:
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8 IIPUJIOKEHMUE I’ - TIPUMEP ®ANJIA INVENTORY CUCTEMBI XPAHEHUSI
JAHHBIX (YCTAHOBKA STANDALONE)

all:
children:
pgs:
children:
pythagoras:
hosts:

host.installation.example.net:

keycloak:
hosts:

host.installation.example.net:

arangodb:
hosts:

host.installation.example.net:

volume device arangodb:

"False"

volume device arangodb path:

"/dev/disk/by-uuid/<UUID>"
arangodb agent:
hosts:
host.installation.example
search:
hosts:
host.installation.example

.net:

.net:

volume device elasticsearch: "False"
volume device elasticsearch path:

"/dev/disk/by-uuid/<UUID>"
redis:
hosts:

host.installation.example.

rabbitmg:
hosts:

host.installation.example.

postgres:
hosts:

host.installation.example.

volume device postgres:

net:

net:

net:
"False"

volume device postgres path:

"/dev/disk/by-uuid/<UUID>"
etcd:
hosts:

host.installation.example.

nginx:
hosts:

host.installation.example.

infrastructure:
hosts:

host.installation.example.

storage:
hosts:

host.installation.example.net:

net:

net:

net:
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9 IIPUJIOKEHMUE [T - IPUMEP ®AWJIA INVENTORY CUCTEMbBI XPAHEHUA

JAHHBIX (KJIACTEPHAS YCTAHOBKA)

all:
children:
pgs:
children:
infrastructure:
hosts:
PGS-INFRA:
pythagoras:
hosts:
PGS-APP-1:
PGS-APP-2:
PGS-APP-3:
keycloak:
hosts:
PGS-BE-1:
PGS-BE-2:
PGS-BE-3:
arangodb:
hosts:
PGS-DB-1:
volume device arangodb: False
volume device arangodb path:
PGS-DB-2:
volume device arangodb: False
volume device arangodb path:
arangodb agent:
hosts:
PGS-BE-1:
volume device agent: False
volume device agent path:
PGS-BE-2:
volume device agent: False
volume device agent path:
PGS-BE-3:
volume device agent: False
volume device agent path:
redis:
hosts:
PGS-BE-1:
PGS-BE-2:
PGS-BE-3:
rabbitmg:
hosts:
PGS-BE-1:
PGS-BE-2:
PGS-BE-3:
search:
hosts:
PGS-BE-1:
volume device elasticsearch: False
volume device elasticsearch path:
PGS-BE-2:
volume device elasticsearch: False
volume device elasticsearch path:
PGS-BE-3:
volume device elasticsearch: False
volume device elasticsearch path:
postgres:
hosts:
PGS-DB-1:
volume device postgres: False
volume device postgres path:
PGS-DB-2:
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volume device postgres: False
volume device postgres path: ""
etcd:
hosts:
PGS-BE-1:
PGS-BE-2:
PGS-BE-3:
nginx:
hosts:
PGS-APP-1:
PGS-APP-2:
PGS-APP-3:
storage:
hosts:
PEE=8T=1 ;
PGS-ST-2:
PEE=8T=3;
vars:
SWARM NETWORK ENCRYPTION: true
DEFAULT DOMAIN: "installation.example.net"
ENV: "my provider"
PGS CLUSTER: true
ARANGO CLUSTER: true
NGINX GOST ENABLED: False
NGINX HTTPS EXT PORT: 443
ADMIN INTERFACE EXT PORT: "443"
API INTERFACE EXT PORT: "443"
CUSTOM CA: False
DEV_MODE: False
KEYCLOAK PASSWORD: "<keycloak password>"
KEYCLOAK REALM PASSWORD: "<keycloak password>"
KEYCLOAK POSTGRES PASSWORD: "<keycloak postgres password"”
HERACLITUS CRON: "Q 2 * * *"
ARANGODB_PASSWORD: "<arangodb password>"
# ARANGODB_ JWT SECRET: "your jwt token" Generate it when
hosts in arangodb role
ARANGODB_JWT_ SECRET: "<arangodb jwt secret>"
PATRONI REPLICATION PASSWORD: "<patroni password>"
RABBITMQ PASSWORD: "<rabbitmg password>"
REDIS PASSWORD: "<redis password>"
SELINUX ENABLED: False
IPTABLES ENABLED: False
GRAFANA ADMIN PASSWORD: "<grafana password>"
# minio drives per node: 4

# Storage type 'fs'(gluster) or 's3'
storage:

type: "fs"

# type: "s3"

using more

then

# If selected storage type is 'fs', select path for filesystem storage

fs:
path: "/media/storage/" # Take care about last slash
retention file time: "O"
# If selected storage type is 's3', enter configuration of s3 storage
SEH

minio used: False
use old minio: False
minio secret key: ""
minio access key: "'

url: '<s3 url>'

secret key: "<secret key>"
access _key: "<access key>"
service name: "s3"
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region name: "ru-msk"
acl: ""
bucket: "<bucket name>"

s3 max_ capacity: 777777777777777777777

# Integration variables
# CO API addrress:port. format "http://10.10.10.10:8888/"
co:
coapiurl: "https://auth-installation.example.net:8443/"
# following secrets should be synchronized with with CO variables)
installation commons:
FS_TOKEN SALT EXT: '<FS TOKEN SALT EXT>'
AUTH ENCRYPTION KEY: "<AUTH ENCRYPTION KEY>"
AUTH ENCRYPTION IV: "<AUTH ENCRYPTION IV>"
AUTH _ENCRYPTION SALT: "<AUTH ENCRYPTION SALT>"
APP_ADMIN LOGIN: "app-co"
APP_ADMIN PASSWORD: "<app admin password>"
FS APP_ENCRYPTION KEY: "<FS APP ENCRYPTION KEY>"
FS_APP_ENCRYPTION IV: "<FS APP ENCRYPTION IV>"
FS_APP_ENCRYPTION SALT: "<FS APP_ENCRYPTION SALT>"
CO MANAGE _API USERNAME: "<CO MANAGE API USERNAME>"
CO_MANAGE_API PASSWORD: "<CO MANAGE API PASSWORD>"
CHATBOT_ ENABLED: False
TWO_FA ENCRYPTION KEY: "<2fa encryption key>"

POSEIDON INTEGRATION: False

POSEIDON:
PBM URL: "https://pbm-installation.example.net"”
PBM USER PASSWORD: "<pbm password>"
SSL_VERIFY: True
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