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Bce ynomsiHyThle B 3TOM JOKyMeHTe Ha3BaHHWs IIPOAYKTOB, JIOTOTUIIBI, TOPrOBble MapKU U
TOBAapHbIe 3HaKU IPUHAIJIeXaT UX BJlaJlesIbIaM.

Toapnsbie 3Haku «MoitOduc» u «MyOffice» npunamnexxatr OOO «HOBDBIE OBJIAYHBIE
TEXHOJIOT'UN».

Hu npu xakux obcrosiTenbCTBaxX HeNb3si MCTOJIKOBBIBATH JII0O0e Co/lep)KMMOe HACTOSIIero
IOKYMeHTa Kak IpsMoe WX KOCBeHHOe IpefoCTaBjieHue JIMI[eH3UW WJIM IIpaBa Ha HCIIOJIb30BaHUe
TOBApHBIX 3HAKOB, JIOTOTUIIOB WJIM 3HAKOB 00CIIy>)KMBaHMS, IPUBEIeHHBIX B HEM.

JItoboe HecaHKIMOHMPOBAHHOE HCIIOJIb30BaHME 3TUX TOBApPHBIX 3HAKOB, JIOTOTWUIIOB WM 3HAKOB

O6CJ'IY)KI/IBEIHI/IH 0e3 TMCbMEeHHOT'0 pa3pelieHnusa nx HpaBOO6J'IaI[aTeJ'I$I CTPOI'0O 3dllpenieHo.
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IMEPEYEHD COKPAIIIEHUM, TEPMHHOB U OITPEJIEJIEHUI

B HaCTodeM HNOKYMeHTe HUCIIOJNIb3YIOTCA ClleAyrolue COKpallleHHWsaA C COOTBEeTCTBYIOIUMU

pacimdpoBkamu (Tabu. 1).

Tabauua 1 — CokpaweHus u 0603HaueHus

Coxpamennue,
PacmiugpoBka u onpeneseHue
TepMHH
CO CuctemMa pefgakTUpOBaHUS U COBMECTHOU paboThl
PGS CucreMa XpaHeHUsI TaHHbBIX
0cC OmnepanuoHHas cucTemMa
110 [IporpammHoe oGecredyeHre
Tenant Jlornueckuit 06'beKT, BKIIOUAIOIIUN B Ce0sl COBOKYIIHOCTb BBIYMCIIUTEIIbHBIX
pecypcoB, pero3uTOpHri U MOJb30BaTelel
KUMA Kaspersky Unified Monitoring and Analysis Platform — SIEM-cucrema s
IeHTPaIM30BaHHOTO COOpA, YCKOPEHHOTO aHa/IM3a U KOPPeJsiy COOBITUI
0e301aCHOCTH U3 PA3IMYHbIX HCTOYHUKOB JaHHbBIX
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1 OBIIIME CBEJEHUSA

1.1 Haznauenmue

Hacrosiiiiee  pykOBOJICTBO OIUCBHIBAET TOPSIZIOK HACTPOWKKA WHTErpaliiyd IMPOAYKTa C C
BHemHUMU SIEM-crcremamu.

CoBmecTHasi pabota mpojaykTta ¢ BHemHuMH SIEM-cucremMamMy m03BOJISET TepeiaBaTh
cobbITHs Oe30macHOCTH, PUKcUpyeMble B cucTteMe, B popmate CEF mo mportokony syslog s nx
TaJIbHeUIIero XpaHeH sl ¥ aHaIM3a CpefICTBaMU BHeIITHel cucTeMbl BO BHeltHUe SIEM-cucreMbr.

Peructpanusi cobeiTii 6Ge3omacHOCTA obecliedeHa B COOTBETCTBUM C TpeOOBAaHUSIMU
npuka3oB ®CTOK Poccuu Ne 17, 21, 31, 239.

1.2 O xoMnoHeHTaXx

CucreMa peakTUpPOBAaHHUs U COBMECTHOW pabOTbl — KOMIIOHEHT, IIpe/lHa3HauYeHHbIN s
VH/IMBUYaJIbHOTO U COBMECTHOI'O PeJJakKTUPOBAHUS TEKCTOBBIX U TaOJIMYHBIX JOKYMEHTOB, a TaKXe

MIPOCMOTPA U JIEMOHCTPAIIUU TTPE3eHTaIlUM.

1.3 Cucremnsnlie TpeboBaHus

[Tepeuenb TpeboBaHUM K IPOrPAaMMHOMY U allllapaTHOMY o0ecriedeHUI0 IPOAYKTa MprBe/ieH

B JOKyYMeHTe «CucreMHbIe Tp860BaHI/IH».
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2 HACTPOMKA PABOTBI

Inst coBMectHOM pabotsl mpoay u BHemHed SIEM-cucreMbl HEOOXOIMMO BKJIIOUUTH U
HACTPOUTh QYHKIIUIO B a]IMUHUCTPATUBHOM MaHenu (mojipobHee cM. B JIoKyMeHTe «PykoBoaCTBO
110 aJIMUHUCTPUPOBAHHUIO).

ApxuTexkTypa pellleHHsI COBMeCTHOM paboTel CHCTeMbl pedakTUPOBaHUs M COBMECTHOU
pabotbl, CHcTeMbl XpaHeHUs JaHHBIX W BHemHed SIEM-cucreMbl mpejicraBiieHa Ha pucyHke 1.

CepBuc ayauta (Audit Service) siBsieTcsl eIMHOW TOYKOW BX0OJla COOBITUN ayAuTa.

Cuctema XpaHeHna AaHHbIX

Clients

Aristoteles

: L 4 audit_event O S \
' (amqp) ' 1 Cuctema pefakTMpOBaHUsi 1 COBMECTHOWN paboThl !
Euclid audit_event
; (amap) ¢ :
5 £ - 5
Polemon
; b audit_event audit_event f
: P (amap) (http) 5
RabbitMQ
Y
audit_queue audit_queue P
(Federated queue) (Queue) A

A Y
Audit Service
! i
audit_event !
(tcp / udp) :
SIEM syslog

Pucynox 1 — Cxema cbopa u nepedauu cobbimuii
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2.1 ApxurekTypa pemenus ajist CHCTeMBbI pefaKTHPOBAHUS M COBMECTHOH PabdoThI

Kimnentckue 3anpocs (Clients) ”HULIIMANU3UPYIOT co3laHKe cOOBITUM B Moayisix Ngnix, FM
(File Manager), NM (Notification Manager) u DCM (Document Collaboration manager). Ilocie
WHUIIMAIU3AIMK COOBITHS OTHpaBJisitoTcss depe3 RabbitM(Q (6pokep coobienuii, audit queue) B
Audit Service, koTopbI# ux 3anuceiBaet B SIEM-cucremy (KUMA) unu B syslog 8 CEF-dopmare.
J1J1s1 KOKIOro COOBITHS 3aIIMChIBAETCSI MOAYJIb U XOCT, B KOTOPOM OHO OBLJIO CO3/]aHO.

[Ipumep s mopyss FM:
<140>1 2024-03-24T09:33:40.467Z server.example.com co.core.fm

Bce Monynu uMeroT eAMHYI0 TOUKY 00pabOTKU M OTIIpaBKU coobieHnii. Mcxons U3 aHHBIX
KJIMeHTCKOT'0 3alpoca, 3allOJIHSIIOTCS BCe I0JIs COOOIeHus, ykazaHHble B JoKyMeHTe «llepeueHb
PEruCTPUPYEeMbIX COOBITUMY. J[JIsl TOTydeHus: akTyalbHBIX JJAHHBIX O TeHAHTe MOJYJIb OTIIPaBJIseT
3anpoc B CrcreMy XpaHeHUs! JaHHbIX.

CobbITHs TpeficTaBIISIOT coboi coobmmennst CEF-popmara.

dopmaT mepefadyrd COOOIIEHUS: <co server>/api/vl/audit (POST) — JHUPEKTOpHS
XpaHeHus /api/vl/audit s oTnpaBku coobituii CefEvent B Audit Service co croponbr Cuctemsl

PelakTUPOBAHUS U COBMECTHOM paboThl, MoayyeHHbIX OT Ngnix.

[Tpumep coobmenuss CEF-dbopmara:

Raw <140>1 2023-03-28T14:01:37.047Z alice.office.ru co.core.fm - - - CEF:0]
MyOffice|Optional [MyOffice Private Cloud]|3.0|301899|Download an Object|0O]
msg=Unknown Error outcome=failure dvc=0.0.0.0
externalld=e9b0738b87831ae0edb7cc79455cafl0 start=2023-03-28T14:01:31.671927Z
fileld=1c74e733-ab39-44d7-a9eb-b5867863db7f fname=photol771018324. jpeg
fileCreateTime=2023-01-25T10:43:56Z cs5=pgs8491350672 fileModificationTime=2023-
03-28T14:01:31.667793Z src=10.100.56.79 suser=alexandr.smirnov@office.ru
filePath=/media/photol771018324.jpeg suid=03f34f8e44f14a7b971f5c16068485bd
fileType=image/jpeg

[Tpumep cobbrtus, nomydenHoro Kaspersky Unified Monitoring and Analysis Platform

(KUMA) npeacraBiieH B Tabnuiie 2.

Tabauua 2 — Cobbimus, noayueHHble om KUMA

ITapameTp 3HayeHuHe
TenantName : Main
Timestamp : Mar 28, 2024 17:01:37.052
Name : Download an Object
StartTime : Mar 28, 2024 17:01:31.671
Message : Unknown Error
DeviceAddress : 0.0.0.0
DeviceEventClassID : 301899
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ITapameTp 3HauyeHHe
DeviceFacility : 17
DeviceHostName : server.example.com
DeviceProcessName : co.core.fm
DeviceProduct : Optional[MyOffice Private Cloud]
DeviceReceiptTime : Mar 28, 2023 17:01:37.047
DeviceVendor : MyOffice
DeviceVersion : 3.0
SourceAddress : 10.100.1.1
SourceUserID : 0313418e44114a7b97115c16068485bd
SourceUserName : ivan.ivanov@office.ru
DeviceCustomString5 : pgs84913506721
Service: Service
EventOutcome : failure
ExternallD : e9b0738b87831ae0edb7cc79455caf10
FileCreateTime : Jan 25, 2024 13:43:56.000
FileID : 1c74e733-ab39-44d7-a9eb-b5867863db7f
FileModificationTime : Mar 28, 2024 17:01:31.667
FileName : photo1771018324.jpeg
FilePath : /media/photo1771018324.jpeg
FileType : image/jpeg
Priority : Low
Severity : 0
Type: Base
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2.2 ApxurekTypa pemenus aiss CHcTeMbl XpaHeHHUsI JaHHBIX

B Cucreme xpaHeHUSs JaHHBIX PYHKIIMOHAIbHASI BOBMOXKHOCTh ay/IMTa pealr3oBaHa BHYTpU
cepBucoB Aristoteles u Euclid, o6pabaTeiBatonx HTTP-3anipocsl ot CO u Polemon, ¢ Tpe6oBanuem
OTIIPaBKU COOBITHUS.

[Topsimok oTIpaBKY COOBITHS BKJIIOYAET B CeOs:
— 3anpoc y cepBuca Aristoteles HacTpoek ayauTa c agpecoMm SIEM-cucremst;
— reHepanutio cobbitusi B popmare CEF;

— OTIPaBKY COODIIeHUS 110 [TOTy4YeHHOMY ajipecy.

CobbITHs cofiepxkaT UHGOPMAITHIO O MOJIb30BATENSIX U TPYyMIax IoJib30BaTesied, 1eHCTBUSIX
aJIMUHHUCTPATOPA, MyOIMYHBIX CChUIKAX U 00beKTax GpaiioBOM CUCTEMBI.

[TogpobHee 06 apxXUTEKTYPHBIX 0COOEHHOCTSIX B3aWMOENCTBHS CEPBUCOB CM. B JIOKyMeHTe
«APXUTEKTYypa».

[TpuMmep pacrosio>xeHusI JIOKaJIbHOT'O (aiijia XypHasla COObITH:

/var/log/pgs/<env>.<default domain>/epicure/access.log

[Tpumep coobmenuit CEF-dpopmara:

1. be3 yyBCTBUTEIBHBIX JAHHBIX

<140>1 2024-03-29T15:10:29.199Z localhost Euclid - - - CEF:0|MyOffice|MyOffice
Private Cloud|3.0|100100|Create a User|l|msg=User Created Successfully
outcome=success dst=10.160.1.1 externalld=cidaevhkuczfjlz start=2024-03-29-15-06-
39.451268 cs5=pgs59628 suser=admin@server.example.com src=10.5.156.199
duser=auth2@server.example.com suid=5677bddd-97f4-457f-976c-75b72a7d06eb

2. C yyBCTBUTEIbHBIMU JJaHHBIMU (T]le TapaMeTp cs5 — UHG$OpMaIs O TeHaHTe)

<140>1 2024-03-29T14:59:41.657Z localhost Euclid - - - CEF:0|MyOffice|MyOffice
Private Cloud|3.0|100100|Create a User|l|msg=User Created Successfully
outcome=success dst=10.160.1.1 externalld=zjtkzcvbaupxtzk start=2024-03-29-14-55-
51.845147 cs5=pgs59628 filePermission=default,admin
suser=admin@server.example.com src=10.5.156.199 duser=auth2@server.example.com
suid=5677bddd-97f4-457f-976c-75b72a7d06eb

2.3 Hacrpoiika SIEM-cucrembl

Jlnst HacTpoWiku HHTerpanuu Ha cropoHe SIEM-cuctembl HeoOXOOUMO YCTaHOBUThb
COOTBETCTBHE MeXJy PperucTpupyeMbIMd COOBITUSMH M UX napaMmerpamu. llepeuenn
PerucTpyupyeMbiX B IPOJIyKTe COOBITMN U MX IapaMeTpoB IpefcTaBiieH B JIoKyMeHTe «llepeueHb

PEerucTprupyeMbiX COOBITUIY.
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3 OIIMCAHME PETUCTPUPYEMBIX COBBITHUSA CUCTEMBI

Hepequb perucrpupyemMnbix COOBITUM CHUCTEMBI npuBeeH B JOKyMeEHTe «Hepequb

PEruCTPUPYEMbIX COOBITUIY.

3.1 Knaccugukanysa coobITHI

Perucrpupyembie coObITHS TOAPA3eNISIOTCS Ha KJIaCChl, IpeJiCTaB/IeHHble B Tabinuiie 3.

Tabauua 3 — Knaccel peczucmpupyemblx cobbimuti

Kunacc
perucTpupyemMoro Omnucanue
COOBITHA
User Bce peticTBus, cBsi3aHHBIE C TIOJIb30BATEJSIMH, TaKUe Kak CO3/laHUe,
yZIaneHve, U3MeHeHHe TIpaB 0JIb30BaTelisl, aBTOpPHU3aIys, OJIOKUPOBKA U T.
I
Group JHevicTBus, CBsI3aHHBIE C TPYIIIAaMU MOJIb30BaTesel, Takle Kak CO37aHue,
yllaJleHue, U3MeHeH’e COCTaBa IPyIbl U T. II.
Document HeiicTBus, cBs3aHHble C pallaMU B CUCTeMe, TaKue KaK CO3/laHue,
yIajieHue, U3MeHeHHe COJlep>KMMOro, U3MeHeHre TpaB JOoCTyna K ¢aity u
T. IL
Folder JHevicTBus, CBsI3aHHBIE C TIAIIKAMU, TaKve KaK CO3[laHue, OTKPBITHe, 3arpy3Ka
IIalKy, U3MeHeHUe IIpaB JOCTyIa U T. II.
Links HelicTBus, CBSI3aHHBIE C 1Ty OJIMIHBIMYA U BHy TPEHHUMU CChUIKAMU, TaKHe
KaK co3/iaHue, OJIOKMPOBKA, ylajleHHe CChUIKU U T. II.

Administrator JeicTBusl aIMUHUCTPATOPA, TaKKe KaK CO3/laHue, yaaJieHue,
neperMeHOBaHHe OOIIel MalKy WM CMeHa ee BiIafieflblla, BOCCTaHOBJIEHUE
00BEKTOB, pa3pellleHre WM 3alpeT CO3/aHusl Ty OJIMYHBIX CCHUIOK,
BKJTIOYEHMe WM BLIKTIOUeHre aBTOBePCUOHUPOBAaHUs, HACTPOMKA TTy OUHbI
U 4aCTOTHI COXPaHeHUs BepCUM, HACTPOMKa TeHaHTa U T. II.
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Perucrpupyemeie coObITHS KiTacCUPUIIMPYIOTCS 110 YPOBHIO BaXKHOCTH (Severity). Onucanue

YPOBHEH BaXHOCTH PETMCTPUPYEMbIX COOBITUI IIPUBE/IEHO B TabiuIle 4.

Tabauuya 4 — Cobwbimus no ypo6Hio BasxxcHocmu

YpoBens
P IIpuopurer Onucanmue
Ba:KHOCTH
0 Critical KputuuHele coOBITHS, SBISIOTCS IPSIMBIMU UHIUKATOPAMHU

dTaKH1

CoObITHSI BBICOKOW BaXXHOCTH, TIPY MHO>KeCTBEHHbIX
1 High MMOBTOPEHUSIX WA B COBOKYITHOCTH C APYTUMU COOBITUIMU
SIBJIIIOTCSI UHIIMKAaTOPAMU aTaKy

CoObITHs cpeiHel BaXKHOCTU, HEOOXOAUMBI JIJIst
2 Medium BOCCTAHOBJIEHUS ITOCJIeJOBaTeIbHOCTH JIeMCTBUH B
rporiecce

CoObITHs HU3KOW Ba’KHOCTH, HATIPSIMYIO He
3 Low CBUJIETEILCTBYOIIME 00 aTake. SIBASIOTCS oboranarmmumu
COOBITUSIMH JIJIS1 pacC/IeJIOBaHUS UHITUIEHTa

HNudopmanmonnabie coObITHS, UCTIONL3YIONTUECS IS

4 Informational
oboraieHus qaHHbBIX

5 Unknown CoObITHS, BO3HUKAIOIINME TIPY HeU3BEeCTHOM omunbke

3.2 PaGoTa c 49yBCTBHUTEeJIHHBIMH JAHHBIMHU

[Tonst cobwiTHil, OTMedYeHHBble B JAOKyMeHTe «llepedeHb perucTpupyembix COOBITHI»
CUMBOJIOM ¥, HeCyT yrpo3y pacKpbITHs JaHHBIX.
[Tpouienypa BKJIIOUeHUS U BBIKJTIOYEHHs] YyBCTBUTENIbHBIX JAHHBIX B COOOIIIEHUSIX OMKMCAHA B

JIOKyMeHTax:
— «PyKOBOAICTBO 11O aIMUHUCTPHPOBAHHUION;

— «PyKOBOZICTBO 10 HACTPOMKeY.

3.3 Ctpykrypa ID codbrTHS

ID cobbiTusi mpesicTaBiisieT COO0M CIIeAYIONIyI0 CTPYKTYPY:

— TepBbIe JiBe ITUPPbl — KIJIACC COOBITHS;
— BTOpbIe [iBe UPPbl — MOAKIIACC COOBITHS;

— NocjeHue Be NYU(pbl — YHUKAJIBHBIN UJeHTU(UKATOP COOBITHS B ITOAKIACCE.
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