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Bce ymomsiHyTBIe B 3TOM JIOKYMEHTe Ha3BaHHUs IPOJAYKTOB, JIOTOTHIIBI, TOPrOBble MAapKH
W TOBAapPHbI€ 3HAKU IMTPUHAJIeKaT X BildJle/IblidM.

Tomapusie 3Haku «MoitOduc», «MyOffice», «Squadus», «Mailion» mnpuHaIIEKAT
00O «HOBBIE OBJIAYHBIE TEXHOJIOT' .

Hu mpu xakux 00CTOSTENHCTBAX HENb3sl UCTOJIKOBBIBATH JII000E COJAEPIKUMOE HACTOSIIETO
JIOKYMEHTa KakK MPsIMOe WJIM KOCBEHHOE MPEIOCTABIICHUE JIUIIEH3UN WA TIPpaBa Ha WCIIOIH30BAHUE
TOBApPHBIX 3HAKOB, JIOI'OTHUIIOB HJIM 3HAKOB O6CJ'IY)KI/IBaHI/I$[, MMPUBCACHHBIX B HEM. JIro60e
HECAHKIIMOHHUPOBAHHOE HCIIOJb30BAaHHE OSTHUX TOBAPHBIX 3HAKOB, JIOTOTHIIOB WA 3HAKOB

O6CJ'Iy)KI/IBaHI/I$I 0e3 MMCbMEHHOTO pa3pCuicHud ux HpaBOOGJIaI[aTeJ'I}I CTPOro 3alpeCuICHO.
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1. O6wwass uHpopmaLus 0 BepCcuu

B nanHOI1 Bepcuu mpoAyKTa yCTpaHEHbI OMAacHbIE YSI3BUMOCTH U UCIIPABJICHBI KPUTHYECKHE

OIJ_II/I6I(I/I, 3aTPYAHSABIINC UCTIOJIB30BAHUC IIPOAYKTA.

2. be3onacHocTh

Yerpanena ysazBumoctb CVE-2023-28205 — mpoGiiema B WebKit (aBmxok Opaysepa
Safari), koTopas MoOria NMPUBECTH K BBHIMOJHEHUIO MPOU3BOJIBHOTO KOJA MPU MOBTOPHOM

HUCIIOJIB30BaHHH ITaMATHU.

3. O6uMe orpaHNYeHHA

Cunxponnsanus ¢ Exchange. OtkimtoueHna GyHKINS CHHXPOHM3ALMU THCEM IPU CO3aHUU
YUETHOHM 3alMcu MOJIb30BaTelis / MepBOM BXOJE MOJIb30BATENsl B CUCTEMY; B HacTpOMKax
MOYTOBOTO KiHMeHTa ckpbita kHomka Mmmopt m3 Exchange, nmpennasnauaBmmascs uist

HUMIIOPTA MUCEM U COOBITHIA.

4. BpemeHHbIe OrpaHUYEeHUS

I[IpaBuaa ¢puasTpanum nourtkl. Ecou B nycbMe UCHONB3YETCs MOANUCH C U300paKeHUEM,
TO MpaBUWIO GUIBTPALIUH OIPENEISAET 3TO U300paKEHUE KaK BIIOKEHUE.

OTnpaBka muceM Ha O0JbUIY TIpyIIy IMoJib30oBarejeil. B HEKOTOpBIX ciydasx
BO3MOKHO IOJIy4E€HHUE MUCEM ¢ 0ToOpaxkeHHeM B Tese nucbMa ctpoku «QUIT», 3a kotopoit
CJIeIyeT 3aroJIOBOK IMHChbMa M €r0 TEKCT B HCXOIHOM KOJUPOBKE.

Cunxponmsauusa ¢ Exchange. B HekoToppix ciydasix BO3MOXKHBI HapylIEHUS
CUHXPOHM3AIMH OTIpaBigseMbIX uepe3 Mailion nuceM (yBelIHYeHO BpeMs OXKHIaHUS OTBETa
OT psiJia CEPBUCOB).

Pabora ¢ BHEIIHMMHU KajleHAapsiMU. B HEKOTOpBIX CilydasX MpU OTHPABJIECHUM 3aIPOCOB
o nporokony CalDAV Bo3MOXHa aBTOMAaTHYECKas OTMEHA aBTOPH3ALUU ITOJIH30BaTEIIs.
Kpome Toro, HekoppekTHO oOpabaThiBaeTCsi OTMEHA HAIOMHWHAHUS O TIPOIIEAIINX

IOBTOPAIOIINXCA COOBITHSIX.



5. UcnpaByieHus

5.1 O6mue

e lcnpaBieH psja OmMMOOK, BO3HHKAIOMIMX IPH PE3EPBHOM KOMHMPOBAHUH KOMIIOHEHTOB
cuctemsl (Iloura, Kanennape, Konrakrsr).

e lcnpaBnena mpoGiieMa YpEe3MEPHOIO HCIOJIB30BAHUS PECYpPCOB TPOLIECCOpa U TMaMSTH
IMAP.

e Hcmpamnena omubOKa NMpU OTOOPaXEHUHM BCIUIBIBAMOIIEro coobmeHus «Her nocryma k
CeT».

e lcnpasiensl ommOKu B paboTe QPyHKIMI MOMCKa, YCKOpeHa U ONTUMH3HpOBaHa 00paboTka

3aIpoCoB.

5.2 IlouTa

e OnTUMH3MpOBaHA 3arpy3kKa nucem B BeO-kimeHTe u no IMAP.
e lcnpaBinena omuOKa CHHXpPOHHU3AIMHM OTHpaBieHHBIX uepe3 Exchange mmcem vy
OTIIPaBUTEIIS.

e VBenuueHa CKOPOCTh 3arpy3KH IMCEM B HACTOJIBHOM KIIMEHTE.

5.3 Kanenaapsb
L4 YCTpaHeHa npoGHeMa HCKOPPCKTHOI'O YAAJICHUSA YYACTHUKOB ITOBTOPAIOIICTOCA COOBITHSL.
° I/ICHpaBHeHLI OIJ_II/I6KI/I, B PE3YJbTATC KOTOPBIX Yy MOJIb30BaTele BEO-KIMEHTa MOTJIM HE
OT06pa)KaTBCSI COOBITHS B KaneHJ:Iape.

e CalDAV: ucripaBneHa omuoKa rpu 3arpy3ke HOBTOPSIOIIMXCS COOBITHH.



