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MownOdounc

Bce ymoMmsiHyTBIE B 3TOM JOKYMEHTe Ha3BaHHs MPOAYKTOB, JIOTOTHIIBI, TOPrOBble MAapK{ U
TOBApHbBIE 3HAKY IPUHAJIJIEXXAT UX BJIaJIe/TbIIaM.

Tosapubie 3Haku «MoiiOduc» u «MyOffice» npunammexxar OOO «HOBbBIE OBJIAYHbBIE
TEXHOJIOT'MWN».

Hu npu kakux 0OCTOSITENILCTBAX HEJb3sl HCTOJIKOBBIBATH JII0OOE COIEepKMMOe HACTOSIIero
JOKYMEHTa KakK IMpsIMOe WM KOCBEHHOe TpefoCTaBJieHHe JIMIeH3WW WA MpPaBa Ha MCIIOJIb30BaHHUE
TOBApPHBIX 3HAKOB, JIOTOTUIIOB UJTM 3HAKOB 0OCITY)KUBaHUS, IPUBE/IEHHBIX B HEM.

JIro6oe HECAHKIIMOHHUPOBAHHOE HCIIOIb30BaHME 3THUX TOBAPHBIX 3HAKOB, JIOTOTHIIOB WJIM 3HAKOB

obcrykuBaHUs 6e3 MUChbMEHHOTO pPa3peleHus UX MpaBoobJyiafaTelist CTPOTO 3aIpereHo.
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INEPEYEHb COKPAIIIEHUU, TEPMHUHOB U OIIPEJIEJIEHUIA

B HacrosmeM IOKyMeHTe NUpPHUMEHSIOT CJelylollde COKPAIleHWs C COOTBETCTBYIOIUMHU
pacimdpoBkamu (cM. Tabmuiy 1).

Tabmuia 1 — CoxkpaiiieHust ¥ pacimbpoBKU

Cokparrenue,
Pacinmmdposka 1 onpenenenue
TEepMUH
AD Microsoft Active Directory, AKTUBHBIN KaTaior
API Application Programming Interface, nnrepdetic mporpaMMupOBaHUsI TPHIOKEHUH
Auth SSO Single Sign-On, noxcucrema enuHOTO BX0/a (ayTeHTU(GUKAIMKA U aBTOPU3AITIN)
CA Certificate Authority, ymocToBepsroIui eHTP Uil MOATBEPKIeHUs TOIJTMHHOCTH
KJTFOuel mmbpoBaHus
CDN Content Delivery Network, ceTb mocTaBku comepXuMoro (B JaHHOM CJTydae OfHa U3
poneit Auth SSO cepgepa)
CU Converter Unit, cepBrC KOHBEepPTHPOBAHUS Pa3HBIX GOPMATOB HaitioB
DCS Document Collaboration Service, cepBuc pemakTripoBanus U Koymaboparuu
IIOKyMeHTOB Ha 6a3e koma Core
DNS Domain Name System, cuctema J1OMeHHbIX UMeH
DU Document Unit, cunonum DCS
EFK Crexk I1O st ieHTpanIM30BaHHOTO cOOpa M BU3yaIU3alliu )KYpPHAIOB COOBITHH,
ElasticSearch + Fluentd + Kibana
ESIA ECHA, Equnas Cucrema Unentudurkanuu u Ayrentudurkanuu, uHGopMaIimoHHast
cucrtema B P®, obecneunBaroinasi CaHKIIMOHUPOBAHHBIN TOCTYT ISl UHGOPMAIITMOHHOTO
B3aMMOJIeNCTBYS (TpaklaH-3asiBUTEIICH U TOJKHOCTHBIX JIUI] OPTaHOB UCITOTHUTEbHOM
BJIaCTH) K MHGOPMAIUH, COMIepsKalleiicsi B TOCYy/TapCTBEeHHbIX U UHBIX
MHGOPMAITMOHHBIX CUCTEMAX
ETCD Pacnpenenennas cucrema XxpaHeHUs1 KOHGUTypariuu
FCM Firebase Cloud Messaging, cepBuc yBeomiieHH MOOWITBHBIX Npriioxkenni Google,
panee HasbiBasicsi GCM
FQDN Fully Qualified Domain Name, mosHOCTBIO ompefiesieHHOe UM JIoOMeHa
GCM Google Cloud Messaging, cepBuc HoTUdUKAIANA MOOWIBLHBIX ITprioxeHu Google,
3ameHeH cepsucom FCM
HMS Huawei Mobile Services, cepBuc HoTHGUKaMI MOOMIBHBIX pUioXkeHnt Huawei
Inventory daiin 1uig Hactpoiiku Ansible ¢ nepeuncnenvem poseii u ux [P-agpecos
IPVS IP Virtual Server
JKS Java Key Store, xpanwuiiie kiitoueid ¥ cepTUPUKATOB, JOCTYIHBIX B BUPTYAJIbHOM
cepBepe Java
LDAP Lightweight Directory Access Protocol, o6sierdyensslit IpoTOKOJI JOCTYTIA K KAaTaJIoraM
LO LibreOffice, bumbTpbl KOTOPOTO UCIIOIB3YIOTCS AJISI UMIIOPTUPOBAHUS yCTaPEBIITHAX
OuHapHbBIX POPMATOB TOKYMEHTOB
SMTP Simple Mail Transfer Protocol, mpoTokos mepegadu MOYTOBLIX COOOIIEHUH
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Cokparrenue, PacmmdpoBka u onpeesienre
TEepMUH
SSH Secure Shell, «be3onacHasg 060J10UKa»
Ul User Interface, monb3oBaTenbckui HHTEPPEIC
URL Uniform Resource Locator, equnblii ykasaTesb pecypca
UX User Experience, «OIBbIT MOJIb30BATENIS»
ay JYpeKTopus yCTaHOBKU
000 OO011ecTBO C OTpaHUYEHHON OTBETCTBEHHOCTHIO
0oC OmnepanuoHHas cucTeMa
IIK [TepcoHabHBIN KOMIIBIOTED
10 [IporpammHoe obecrnieueHue
Y Y nocToBepsIoIIMK IIEHTP
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1 OBIIIME CBEJEHUSA

1.1 Hazunauenue

B HacrosiieM JOKyMeHTe ONMCAH TOPSAOK YCTaHOBKA CHCTeMbl pelaKTUPOBaHUSI U
COBMeCTHOM paboThl M3 cocraBa mpoaykra «MorOduc IlpodeccroHanbHbIi» U B3aUMOJIeCTBHE
cepBucoB ¢ CucremMol XxpaHeHUs! TaHHBIX.

Cucrema peJJakTHPOBAaHUSI U COBMECTHOM PabOThI Mpe/iHa3HaueHa AJisi UHJIWBUYyaJIbHOTO U
COBMECTHOTO pPeJlaKTUPOBAHUSI TEKCTOBBIX M TaOJMYHBIX [IOKYMEHTOB, a TakXe IPOCMOTpa U
JIeMOHCTpAIMH [Ipe3eHTalluH.

Cucrema xpaHeHHs [IaHHBIX IpefHa3HavyeHa Jisi 0e30MacHOr0 XpaHeHWs! KOpPIOPAaTHMBHBIX
daitnoB 1 obecrieyeHHss BO3MOXXHOCTEH aBTOPHU3alvMH, ayTeHTUPUKALMKA W pasrpaHUYeHHds IpaB
JIOCTYyIIa I0JIb30BaTeseu.

[Tonpo6HOe  ommcaHWe  BO3MOXHOCTEH  TPOAYKTa  IpPUBEIeHO B JIOKyMeHTe

«CDYHKI_II/IOHEUII:HIJIB BO3MO>XXHOCTH».

1.2 TpeboBaHus K mepcoHaIy

s pabotel ¢ 10 ApgmMuHMCTpaTOpy HEOOXOOWMO 00J1aJlaTh peieBaHTHBIM OITBITOM II0
CJIeJTyIOIIMM HaIlPaBJIeHUSIM:

1. OcHOBBI ceTeBOro aAIMUHUCTPUPOBAHUS:

— cereBas mojiesib OSI u crek nmpoTtokosioB TCP/IP;

— [P-agpecanyis © MaCK# MOJICETH;

— MapUIpyTH3alysl: CTaTh4yeckasl U JuHaMuieckKasi;

— MPOTOKOJI 0becriedyeHus 0Tka3oycToruuBocTH 1UTt03a (VRRP).

2. Pabota c nmoacucteMol BUPTyaird3alliy Ha YpOBHe JKCIlepTa:

— paborta ¢ VMware vSphere ESXi 6.5 nimu KVM;

— ycraHoBka Docker;

— 3allyCK, OCTAaHOBKA U Ilepe3allyCK KOHTeHHepOB;

— paboTa c peeCTpOM KOHTEHHEPOB;

— IoJIy4YeHre ITapaMeTpPOB KOHTeHHEepPOB;

— B3aUMOJIENCTBHe TIPUJIOXKEeHNM B KOHTerHepax (ceTh B Docker)

3. Pabota c komanaHoi crpokou OC Linux:

— OIIBIT CUCTEMHOI'0 aJIMUHUACTPUPOBaHMs Linux;

— 3HaHUs B 00beme KypcoB AL-1702, AL-1703 (wiu aHamoruuHbix KypcoB aApyrux OC);

— 3HAHUS B 00BbeMe, IOCTaTOUYHOM ISl CJIaYM cepTUdHUKaIMoHHOoro 3k3ameHa ALCSA-1.7

(w1 aHAJIOTUYHBIX 3k3aMeHOB Apyrux OC).

© 000 «HOBLIE OBJIAYHBIE TEXHOJIOT' Wy, 2013 — 2024
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4. Pabora co cimyx60ii qoMeHHbIX uMeH DNS:

— 3HaHHe OCHOBHBIX TepMuHOB (DNS, [P-anpec);

— noHuMaHue mpuHIUNoB paboTel DNS (kopHeBbie cepBepsl, TLD-cepBephl, cepBepbl UMEH
JIOMEHOB, pa3pellalnil cepBep UMeH);

— 3HaHHWe THUIIOB 3amMcH U 3arpocoB DNS.

5. 3HaHWe BU/IOB apPXUTEKTYPbI, @ TaKXKe OCHOBHBIX KOMIIOHEHTOB UHPPACTPYKTYPhI

OoTKpHITHIX Kimtouer (PKI):

— 3aKpPBITBIA Y OTKPBITHIN KIIIOYY;

— cepTUPUKAT OTKPHITOTO KIIIOYa;

— perucrtpanuoHHbId 11eHTp (RA);

— ceptudukanioHHbIH MeHTp (CA);

— xpanuuie ceptudukatoB (CR).

6. [IpakTryeckuii ONBIT aIMUHUCTPUPOBAHUS Ha YPOBHe JKCIIepTa:

— Etcd;

— Elasticsearch;

— Prometheus;

— RabbitMQ;

— Redis.

7. Pabota c cucreMol aBTOMaTH3aIlMKM pa3BepThiBaHus Ansible.

1.3 CocraB qucTpudyTHBa

Komnnexr nocrasku 110 npeHazHaveH /jisl IOATOTOBKY UHPPACTPYKTYPHBI CepBepa C POJIbIO
operator U JlajbHeHIel yCcTaHOBKY . KoMIlIeKT BkitodaeT B cebsl:
— UCTONHSIeMbIl a1 co _ansible bin 3.1.run, IpeAHA3HAYeHHbIM MJI1 YCTAaHOBKHU
IIOJICUCTEeMBI yIIpaBJieHUs] KOHPUTYPaLUsSIMY;
— UCHOJHSeMbI! Gallsl co_infra 3.1.run, IpefHa3HAYeHHBIN 1JIs YCTAaHOBKY XpaHWIUINA

obpazoB Docker

1.4 IlepeyeHs TeXHUYECKOM JOKYMEHTAIlUU

[Tepeuenb TeXHUUECKOM JTOKyMeHTAllWH, Npe/ICTaB/ieHHbI B Tabuulle 2, IpeHa3HA4YeH IJis
pa3BepThbIBaHWS CepPBEpPHOM YacTH, HACTPOWKM M [AajibHEWIero aJMHUHHCTPUPOBAHUSI IPOAYKTA

«MoitOduc [TpodeccroHanbHBINY.
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Kommiexr JIOKyMeHTalllx pacrpocTpaHseTcs Ha KOMITOHEHTbI MIPOJTyKTa

«MoitOduc [TpodeccruoHanbHBINY:

— CucreMy peJlakTUPOBAHUSI U COBMECTHOU paboTHI;

— CucreMy XpaHeHUSs! IaHHBIX.

Tabmuiia 2 — I[lepedeHb TeXHUYECKOW JJOKYMEHTAITAN

Hcnonb3yemblie
HavmMenoBanue jokyMeHTa Copep>xaHue JOKyMeHTa
KOMIIOHEHTEI
«"MoitOoduc IIpodeccronanbHbIi". Cucrema CucreMHbIe U IPOrpaMMHBIe
CucreMHbIe TpeOOBaAHU penaKTUPOBaHUS U | TpeOOBaHUS K MTPOIYKTY
COBMECTHOH

pabortsl, Cucrema
XpaHeHHUs TaHHBIX

«"MotiOduc [TpodeccroranbHBIN".
ApxuTtexTypa»

Cucrema
PelaKTUPOBaHUS U
COBMECTHOH
pabortsl, Cucrema
XpaHeHUs TaHHBIX

OmmcaHve apxXUTeKTyPbl IPOIyKTa JIJIs
BBIOOpPA TUTIA YCTAHOBKY U BBIJIeJIeHUS
PecypcoB /Jisi CepBepoB

«"MoitOoduc IIpodeccronanbHbIi".
Cucrema pelakTUPOBaHHsI U COBMECTHOM
paboTel. PYKOBOICTBO 11O yCTaHOBKE»

Cucrema
pelaKkTUpPOBaHUS U
COBMECTHOU
paboThI

[MopsiIoK yCTaHOBKY CUCTEMbI
pellaKTUPOBAHUS U COBMECTHOM PabOThI

«"MoitOoduc IIpodeccronanbHbIi".
Cucrema xpaHeHHs JaHHBIX.

Cucrema XPpaHEHU s

[Topsimok yCTaHOBKY CUCTEMBI XpaHEeHHs
IAHHBIX

PykoBOJICTBO IO YCTAaHOBKEY JIAHHbIX

«"MouiOduc [TpodeccronanbHBIN". Cucrema Hacrporika cepBepoB nIpofyKTa nocije

PykoBOJICTBO TI0 HACTPOMKE)» PEeIaKTUPOBAHUS U | YCTAHOBKH M B XOJIe 3KCILTyaTallul
COBMECTHOM CHICTEMBI, a TAK)Ke TIPOIIeCCOB

pabortsl, Cucrema
XpaHeHUs TaHHBIX

MOHUTOPHUHI'A U JIOTUPOBAHUA

«"MoitOoduc IIpodeccronanbHbIi".
PykoBozcTBO 110 pe3epBHOMY

Cucrema XPpaHEHUs

[Topsimok pe3epBHOrO KOIMMPOBaHUs 6a3
JAaHHBIX, PACIIOJIOXKEHHBIX B CUCTeMe

JTAHHBIX
KOITUPOBAHHUIO» XpaHeHus! TaHHbIX
«"MouOd¢uc ITpodeccronanbHBIN". Cucrema Jlornueckas MoJienb cepBUCa,
CepBHCHO-peCcypcHasi MOJIEJbY PelaKTUPOBAHUS U | OMUCHIBAIOINAS COCTAaB U B3aMMOCBSI3U
COBMECTHOU KOMITOHEHTOB (pecypcoB), KOTOpPhIe

pabortsl, Cucrema
XpaHeHUSs TaHHBIX

COBMECTHO 06eCTIeuyrBaioT
MpeIoCTaBIeHre CepBUCa
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1.5 IIporpamMMHBIe u anmapaTHbIe TPeboBaHUSA

HpOFpaMMHbIe " allllapdTHBIe Tp66OBaHI/IH K TEKYHlEﬁ Bepcun I10 YKd3dHbl B JTOKYMEHTe

«"MoitOduc IIpodeccronansusiit”. CrcreMHble TpeOOBaHUAY.

1.6 TumnoBele cxeMbl yCTAHOBKH

CTpykTypa cepBuCa MOXeT OBbITh ITpe/ICTaBIeHa JBYMs TUIIAMH yCTAaHOBKHU:

— standalone (Ha ofgMH BUPTYaJbHBLIM CEpBep WM Ha HECKOJbKO BUPTYaJIbHBIX CEPBEpPOB B
paMKax 0JIHOro (pU3NYECKOro cepBepa);

— KJIacTepHasi (BCe pOJIM YCTAHABJIMBAIOTCS Ha pa3Hble BUPTyalibHble WIA (pU3NIecKue

cepBepkl).

1.6.1 Standalone

Kondwurypanus 6e3 0Tka30yCTOMYNBOCTH UCIIOJIb3YyeTCs AJI pa3paboTKU WX JeMOHCTPaliU
BO3MOXXHOCTEH MPOJIyKTa.

YcraHoBKa IIpoJiyKTa B MUHMMAaJIbHOM KOHPUIypallly UCII0JIb3YyeT TPY cepBepa:

— cepBep C pPoJIbIO operator ISl YIIpaBJIeHUs [IPOLleCCOM YCTaHOBKH;

— cepsep CO 11 yCTaHOBKM pelakTOpPOB U JoNOIHUTeNbHOro [10;

— cepBep [Jis pa3MellleHUs U XpaHeHUs1 6a30BbIX OUOIMOTeK U GalioB.

1.6.2 KitactepHasi ycTaHOBKA

OTKaBOYCTOﬁqHBaﬂ KOHq)I/IpraLII/IH, HCIIOJIb3yeMas IJid THUIIOBOH YCTaHOBKHU IMPOAYKTA.
HJ’IH COXpPdHEeHHs YPOBHA OTKaSOYCTOﬁQHBOCTH He peKOMeHOyeTCsd COBMellldTb CepBepHBbIe

pojin Mexny CO0O¥i. COBMEH.[EHI/IE JOITYCKaeTCd B OTAEJIbHbIX CITy4dasaX JJI1 SKOHOMHUUN peCypCOB.

1.6.3 Ilopsamok yCTaHOBKH CepBepOB

1. HeobxomuMo NHOATOTOBUTH CepBep C pOJIbI0O operator B COOTBETCTBUU C Pas/ielloM
«IlogroroBka cepBepa C posbio operator.

B kauecTBe cepBepa C pOJIbIO operator MOXET MCIIOIb30BaTbCS pabO4YM KOMIIbIOTEP
10JIb30BaTeJI, OTBevalolun TpeboBaHUM, yKa3aHHbIM B JOKyMeHTe
«"MoitOduc IIpodeccronansubiit”. CrcreMHble TpeOOBaHUAY.

2. Ecmu xommekt nocrasisiemoro [10 Bkitouaet B ce6st npoaykt «MoOduc [logra 3», To

cjieyeT BbIIIOJIHUTL YCTaHOBKY ITIOYTOBOI'O CepBepd C IIOMOIIbIO CepBepa C POJIbIO operator.
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[Topsiiok ycTaHOBKM MMOYTOBOTO cepBepa mpejicTaBiieH B fokymeHTe «"MouOduc [logra 3".
PykoBO/ICTBO 110 yCTaHOBKE TIOYTOBOT'O CEPBEPA».

3. C moMmoInpio cepBepa C PONIbIO operator HEOOXOJUMO HOATOTOBUTH MHPPACTPYKTYPY H
BBIIIOJIHUTh ~ yCTaHOBKY CHCTeMBbl XpaHEHHs] JIaHHBIX B COOTBETCTBUHM C JIOKYMEHTOM
«"MouOduc Ilpodeccronanbubii”. CricTemMa XpaHeHHs JaHHBIX. PYKOBOJICTBO 10 YCTaHOBKEY.

4. C moMmomipio cepBepa C POJIbI0 operator CJefyeT TOATOTOBUTh WHGPACTPYKTYpPy H
BBITIOJIHUTh yCTaHOBKY CHCTEeMBbI pelaKTHPOBAaHUS M COBMECTHOM pabOThI B COOTBETCTBUHU C
HACTOSIIIIAM PyKOBOJICTBOM.

5. Ilocrne ycTaHOBKY MPOJTyKTa CEPBEP C POJIBIO operator UCIOJIB3YEeTCs IJis IepeyCTaHOBKH
OTIEJIbHBIX CEePBHUCOB, 3aMeHbl SSL-cepTHdHKATOB, MMepeyCcTaHOBKU WM OOHOBJIEHWS IPOAYKTA.
CepBep XpaHWUT HACTPOEHHble KOHOQUIYpalMOHHBIE (aiyibl, COJepXKallyue Iapojid OT CEPBHUCOB.
HeobxomumMo OrpaHMYMTh [IOCTYI K CepBepy C POJIbI0 operator B TIeNsSX 0becredeHus
6e3011acHOCTH.

6. C moMompl0 JIOKyMEHTOB IO HACTpPOWKe, TepedyrciieHHBIX B pa3zene «llepedeHb
TEXHUYEeCKOH JIOKyMEHTAIlMW», BBITIOJHUTh HEO0OXO[WMble WHTErpallid M YCTAaHOBUThH IapaMeTphl

CEepBHCOB.
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2IIOJI'OTOBKA K YCTAHOBKE

2.1 IlonroTroBKa cepBepoB yCTaHOBKH

Ilepen  HauajioM  yCTaHOBKM  HeOOXOAMMO  O3HAaKOMUTBCS ~ C  JIOKYMEHTOM
«"MoitOduc IIpodeccronanbusiii 3". Apxurekrypa». B cOOTBeTCTBHUY C TUIIOM YCTaHOBKH ClleflyeT

IIOATOTOBHUTH HEO6XO,I[I/IMOE KOJIN4eCTBO (1)I/IBI/I‘IECKI/IX WJIN BUPTYAJIbHbIX CepBepoOB.

2.2 ITogroroBka OC

Ha cepBeprl, nipeiHa3HaueHHbIe Il pa3BepThIBaHUs CUCTeMbl, He06X0UMO ycTaHoBUTL OC,
COOTBETCTBYIOIYI0 TpeOoBaHUAM JoKyMeHTa «"'MouOduc Ilpodeccuonanpneiii 3". CucremHble
TpebOBaHUSY.

YcranoBka Ha OC Astra u ucnonp3oBanue OC CentOS mnortpebyeT [OIOIHUTENIBHBIX
HaCTPOeK:

— qu1s ycraHoBku Ha OC Astra He0OXOAUMO BBINIOJIHUTL Ollepalivy, U3JI0XKeHHble B pasjesie

«Kondurypuposanune OC Astray;
— nipu ucnonb3oBanuu OC CentOS ciegyer o3HaKOMUTBCS C pasdaeiioM «Kondurypuposanue

CentOS».

2.2.1 KoudurypupoBanue CentOS

C cBs3u ¢ mpekpanienuem noaaepxku CentOS 7 co croponsl komnanuud RedHat umcras
ycraHoBKa Ha Linux quctpubytus CentOS HeBo3MO>KHa.
CrnenyeT OTKIIIOUATH OOHOBJIEHUE SiIpa B COOTBETCTBUU C pasfenioM «llopsimok obHOBIeHUs

snapa Linux».

2.2.1.1 BoccraHoBieHHe I0CTyIa

L[JIH BOCTAHOBJIEHUS OOCTYIIa K dKTYa/JIbHBIM PeIIO3UTOPHAM Ha IeJIeBbIX XOCTaX ClieayeT

BBITIOJTHHUTD CJIIeAYIOI[YIO KOMAHIY:

sed -1 s/mirror.centos.org/vault.centos.org/g /etc/yum.repos.d/*.repo
sed -1 s/"#.*baseurl=http/baseurl=http/g /etc/yum.repos.d/*.repo
sed -i s/"mirrorlist=http/#mirrorlist=http/g /etc/yum.repos.d/*.repo

2.2.1.2 Murpanus Ha gpyryw OC

st murpanuu npoaykTta Ha pyryio OC Linux Heo6xoaumo:
1. Tlepen ycTaHOBKOW  CjefyeT YYUTHIBATb, YTO HACTPOHKH, BHECEHHBIE B CHCTEMY C

MOMOIIIbIO etcd, He COXPaHSFOTCSI.
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2. YcraHoBUuTh TOM e Bepcuu Ha HOBYI0 OC Linux ¢ ucrnosb3oBaHHEM KOHPUTYPAITMOHHBIX

daitoB (hosts.yaml 1 main.yaml) oT npepiiyIei yCTaHOBKH.

3. [Ipu HEOO6XOIMMOCTH BBITIOTHUTH OOHOBJIEHHE 10 TTOC/IeIHe BepCHU.

2.2.2 KonpurypupoBanue OC Astra

2.2.2.1 YcranoBka Ha Astra SE 1.7 B 3aniunieHHbIX BapHaHTax

OcHOBHBIE OT/IMYMS MEXJy BapuaHTaMH 3aniuineHHocT Astra SE 1.7 mnpuBemeHbl B

Tabsuie 3.
Tabmuia 3 — Ypoau 3amuiieHHocTy OC Astra
DyHKITHS YpoBeHb 3alIUATHI YpoBeHb 3alIUATHI YpoBeHb 3alIUATHI
6e3onacHOCTH «bazoBbiiin* «Y cuneHHbI» * «MakcuManbHbIN» ¥
OCTyITHa OCTyITHa
3amMKHyTast flocry flocry
He pocrymnna (10 ymMoT9aHuI0 (10 ymMoT9aHuIO
IporpaMMHasi cpefia
BBIKJIIOUEHA) BBIKJIIOUEHA)
Oumcrka HocTtymHa HocrymnHa
ocBObOOXKTaeMou He nocrymnna (10 ymMoT4yaHu10 (10 ymosT4yaHu10
BHEIITHeH IaMsITH BBIKJIIOUEHA) BBIKJIIOUEHA)
. OCTyITHa OCTyITHa
MaH/1aTHBIN KOHTPOJIb flocry flocry
He pocrymnna (10 ymMoT9aHUIO (10 ymMoT9aHuIO
I[eJIOCTHOCTH
BKJIIOYEHA) BKJIIOYEHA)
OCTyIIHA
ManjiaTHOe yripaBiieHUe Hlocty
He noctrymnna He noctrymnna (1o ymosr4yaHu10
JIOCTYTIOM
BKJIIOYEHA)

* — nmanmenoBanue OC AcTpa B COOTBETCTBUH C YPOBHEM 3alllUThI:

— BazoBnbiit ypoBenb — Actpa 1.7 «Openy;

— Ycunennsivi ypoBeHb — Actpa 1.7 « Boponex»;

— MakcumanbHbid ypoBeHb — Actpa 1.7 «CMomeHck.

Texyiiyii ypoBeHb 3alIUIIIEHHOCTH [TPOBEPsSIeTCs C IOMOIIbI0 KOMaH/bL:

root@voronezh:~# astra-modeswitch list

0 base(orel)

1 advanced(voronezh)
2 maximum(smolensk)
root@voronezh:~# astra-modeswitch get

1

Tekymui cTaTyC 3aMKHYTOW MPOTrPaMMHOM CpeJibl ITPOBEPsIeTCs C TTOMOIIbI0 KOMaH/Ibl:

root@voronezh:~# astra-digsig-control status

ACTIVE

Texymiyii cTaTyc OYMCTKH 0CBOOOXKAaeMOl BHeIlIHel MaMsTH (0YMCTKa pa3fieioB MOJIKAuYKU U

rapaHTUPOBaHHOe yjajieHue GailyioB) MpoBepsieTCs C IIOMOIIbIO KOMaH/IbI:

root@voronezh:~# astra-swapwiper-control status

ACTIVE

root@voronezh:~# astra-secdel-control status

ACTIVE
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Texymiuii cTaTyc MaH/IaTHOTO KOHTPOJIS IIeJIOCTHOCTH IIPOBEPSIeTCsI C OMOIIbI0 KOMaH/IbI:

root@voronezh:~# astra-mic-control status
ACTIVE

Texyiinii cTaTyc MaH/IaTHOTO YIIPaBJIeHHs JOCTYIIOM IIPOBEPsSieTCsl C OMOIIbI0 KOMaH/Ibl:

root@voronezh:~# astra-mac-control status
INACTIVE

Texyiinii cTaTyc 3ampera BKJIIOUeHHs: OUTA BBITIOJTHEHUS TIPOBePsIeTCsl C TOMOIIbIO0 KOMaH/Ibl:

root@voronezh:~# astra-nochmodx-lock status
ACTIVE

2.2.2.2 YcraHOBKA Ha YCHJICHHOM YPOBHe 3amnuIiieHHOCTH («Boponex»)

YcranoBka ocymectBisiercsi Ansible oT ©MeHM Tosib30BaTess, AJisi KOTOPOTO JIOJDKHA OBbITh
HACTpPOeHa BO3MOXKHOCTb BBITIOIHATE sudo 6e3 1mapouis.

1. ITosib3oBaTesnto astra HEOOXOJIUMO YCTAaHOBUTb MaKCUMAJIbHbIA YPOBEHb I1eJIOCTHOCTH 63
(cootBercTByeT ammMunuctparopy OC). [IpoBeputh ypoBeHb 11€JI0CTHOCTH OJIb30BaTeJsl BO3MOXKHO

C IIOMOIIBIO KOMAH/BbI:

root@voronezh:~# pdp-id -1
63

2. VYcranoBka Ansible u pabora Cucrema pefakTUpOBaHMSI U COBMeCTHOW paboThbI
HEBO3MOJKHA IIpY BKJIIOYEHHOM 3arpeTe OuTa ucnosjiHeHus. [lepell HayajoM yCTaHOBKM Ha BCeX

cepBepax HeO6XO,I[I/IMO BBITIOJTHUTb KOMdHAY:

astra@voronezh:~$ sudo astra-nochmodx-lock disable
astra@voronezh:~$ sudo astra-nochmodx-lock status
INACTIVE

3. VYcranoBka Ansible u pabora Cucrema penakTUpOBaHMSI W COBMeCTHOW paboThbI
HEBO3MO’KHA IIPH BKJIIOUEHHOM peXXHMe 3aMKHYTOW ITporpaMMHOM cpenibl. Heobxonumo npoBepuTh

CTAaTyC peXrMad C [IOMOIIbI0 KOMaH/IbI:

astra@voronezh:~$ sudo astra-digsig-control status
INACTIVE

4. Ilpu craryce ACTIVE Ilepei HayajioM YCTAaHOBKM Ha BCeX CepBepax HeoOX0IUMO

BBITIOJTHUTb KOMdHAY:

astra@voronezh:~$ sudo astra-digsig-control disable
astra@voronezh:~$ sudo reboot

astra@voronezh:~$ sudo astra-digsig-control status
INACTIVE

5. Heobxoanmo npoBepuTh CTaTyChbl IapaMeTpoB 0e30I1aCHOCTH, 3HAYeHHUsl KOTOPBIX JOJDKHBI
COOTBeTCTBOBAThL Tabiuiie 4.

Tabmura 4 — IlapameTpsl 6€30MIaCHOCTH 110 YMOJTYaHUIO

Hanmenosanue koMaHabI Craryc
astra-bash-lock status INACTIVE
astra-commands-lock status INACTIVE
astra-docker-isolation status INACTIVE
astra-hardened-control status INACTIVE
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HanmMenoBanue KoMaHIbI Craryc

astra-interpreters-lock status ACTIVE
astra-lkrg-control status INACTIVE
astra-macros-lock status INACTIVE
astra-modban-lock status INACTIVE
astra-overlay status INACTIVE

astra-ptrace-lock status ACTIVE
astra-sumac-lock status INACTIVE
astra-shutdown-lock status INACTIVE
astra-ufw-control status INACTIVE
astra-ulimits-control status INACTIVE

6. ,HJ'IFI IMpOBepKH NOCTYITHOCTU PEIIO3UTOPHEB HeO6XOJ:[I/IMO BBITIOJTHUTb KOMdHAOY:

apt-get update
Komanpa nomxkHa 3aBepiiaTbcs 6e3 OMmMoOKy.

[Tpu 1SENIZ 1511 cOOMHOTO 3epKaja Perno3uTopust (Hampumep,
http://mirror.yandex.ru/astra/stable/orel/repository orel InRelease), ero Heob6xomuMo ynamuTh u3

OUPEKTOPUH /etc/apt/sources.list.

2.3 HacTpoiika ceTeBbIX COeJUHeHHH

Hactpoiika ceTeBoro coeivHeHMsI [IOJDKHA OBbITh BBIIOJIHEHA HA BCeX CepBepax,

MpeIHa3HAYEHHBIX JJIS1 YCTAHOBKU CHUCTEMBI, B TOM YHCJIe Ha CepBepe C POJIbI0 operator.
J171s1 paboThI CEpBEPOB B JIOKAJILHOM CETH He0OXOIMMO 3a/1aTh CJIeyIOIHe TTapaMeTphl:
— [P-appec;
— Macka nojgceTu;
— OCHOBHOM IITIO3;
— DNS-cepgep.
[IpuMep HACTpPOMKM CEeTeBOro COeJMHEeHUs C TOMOIbI0 KoMaHaHOUW cTpokd B OC Astra

IpeJiCTaB/ieH B IpWIoXkeHUU B.

2.4 IlogroToBKa cepBepa C poJibio operator

2.4.1 YcraHOBKa B ceTH 0e3 BbIX0/]a B HHTEPHET
JInsi yCTaHOBKM B JIOKaJIbHOM ceTH, 0e3 MpsSMOro BBIXOJA B HHTEpHET, HeoOXOAuMO
obecreurTb IOCTYHOCTDb JIonoyHUTeNbHBIX TakeToB [10. [lepeuens Heobxoaumoro 10 npuBeneH B

nokymenTe «"MorOduc IIpodeccronanbhbiii 3". CrucreMHble TpeOOBAaHUS.

,HJ'IH obecriegeHust JAOCTYITHOCTHU CJieJ[yeT BbIIIOJIHUTH CJIeAYIoIIre IeCTBUS:
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— cKauaTh ¢aiibl CO CTaHJIAPTHOTO PEelO3UTOPUS C IOMOIIIbIO IIPSIMOTO BBIXO/Ia B MHTEPHET;
— pa3MecTUTh ¢ailyibl Ha JIOKAJIbLHOM CepBepe;

— obecrieyuTh TOCTYI K CepBepy I10 JIOKAIbHOW CeTH;

— yctanoBUTb [10 1 HaCTpoOUTH JIOKaIbHBINA pero3utopuit (cm. [Ipunoxxenve A);

— BBINIOJIHUTD 3aMeHYy CTaHAAPTHOTO pero3uTOpHs Ha JlokanbHbIH (cM. [Ipumnoxenue B).
3aMeHa CTAHIAPTHOTO PelO3UTOPUSl HAa JIOKAJbHBIM BBINIOJIHSIETCS Ha CepBepe C POJIbIo

operator.

2.4.2 YcTaHOBKA MOJICHCTEMBbI YIIPABJIeHUS KOHPUTYpaIlHsIMH

YcraHoBka BBINIOJIHSIETCSI HA CepBepe C POJbI0 operator. llopsmok pedcTBui 1pu
yCTaHOBKe:

1. CxonupoBaTh aiyl co ansible bin 3.1.run B KOPHEBYIO AUPEKTOPHUIO IOJIb30BaTeIs
(rme 3.1 — UMSs BEpCUM).

2. 3alyCTUTh CKPUIT yCTAaHOBKU:

bash co ansible bin 3.1.run

3. ,HaTb COTJlaCHve Ha IMpoJoJI’KeHe YCTAHOBKH, Ha’KdB Hd KJIABUIITY «Y». HpHMep 3alipoca:
Do you want to continue?[y/N] vy

4. Tlocne 3aBepiieHUs YCTAaHOBKM Ha O3KpaHe I10/Ib30BaTesis OyneT OTOOpakeH CIIMCOK
BBINIOJIHEHHBIX oOllepaliii U coobmleHus. Heobxomumo yb0emuTbcsi, YTO CIMCOK COJIEPXKUT
coo0IIeHus: [ OK ] WIM [ CHANGE ] — 3TO CBUJIeTeJIbCTBYeT 00 yCIeIIHOW yCTaHOBKe.

[Ipu nostyyennu coob1ieHust [ FAIL ] HEOOXOJUMO 0OpaTUThCS B TEXHUYECKYIO MOJIEPKKY.

[Tocre BbINOIHEHUS CKPUIITA YCTAaHOBKY OyJleT CO3iaHa IUPeKTOpUs ~/install co.

2.4.3 YcranoBka gonosaurteassoro 110

Ha cepBepe C pPoJibI0 operator HEOOXOMMO YCTaHOBUTD IaKeThl JonoaHuTeNbHOro 110.

Pexomenpyercsi ucnonb3oBaTh «uuctyio» OC s npefoTBpallleHusl MOSIBJIeHHs OLIMOOK,
CBSI3aHHBIX C UCIOJIb30BaHeM KOHQUT'YPalIMOHHBIX $aliIoB.

Kondwuryparyonssie daitsbl, YCTAHOBJIEHHbIE o YMOJTYaHHUIO
(HampuMep: /etc/ansible/ansible.cfg), HEOOXOAMMO YAQIWThb WM 3aMeHUTh ¢aiiamMu U3
KoMIuiekTa nocrasisiemoro [10.

JlJis1 yCTaHOBKM TakeTOB HeoOXoauMo o0ecreddTb CepBepy C POJIbI0 operator BBIXOJ| B

WIHTEepHeT.

3arpeliiaeTcsl yCTaHOBKA TMOCIeIHUX Bepcui aomnosiHuTenbHoro [10, focTynHbIX B
penio3utopud. [lepes; ycTaHOBKOM CileJlyeT 03HaKOMHUTbHCS C TPeOOBaHUSIMHU K
BepcusiM ansible-core u moaynsim Python.
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2.4.4 ABTOMaTHYecKasi yCTaHOBKa oNoJHUTeabHOro 110

YcranoBka OOIIOJIHUTEeJIbHOT'O IIO MoxeT OBLITHL BBINIOJIHEHA ABTOMATUYECKU C IIOMOIIIBIO
CKpHMIITA YCTAHOBKH venv_setup.sh, PACOJIOXKEHHOI'O B JUPEKTOPHHU ~/install co/contrib.

,HJ'IFI 3allyCKd ABTOMAaTUYeCKOH YCTaHOBKHU HeO6XO,I[I/IMO BBITIOJTHUTb KOMdHAY:
bash ~/install co/contrib/venv setup.sh

Ilocie BLHITIOTHEHUS CKpHIITa 6y11eT CO3JlaHa OHUPEKTOpUdA ~/venv. HJ’[H HCITIOJIb30BAHHUS

AOVPEeKTOpHH CiieyeT BBIIIOJIHUTH KOMaHIY:
source ~/venv/bin/activate

Bce nocnenyromue onepanuu, cesa3anuble ¢ [10 Python u Ansible, Heo6xoauMo BBIOTHSATS C

BKJIIOUEHHOU TUPeKTOpuen ~/venv.

2.4.5 YcraHoBKa xpaHmiuma oopa3oB Docker

YcraHOBKa BBHIINOJHSETCS Ha CepBepe C PpOJblO operator. llopsmok neucTBui npu
YCTaHOBKe:
1. CxonwmpoBaTb pailil co_infra 3.1.run Ha CepBep C POJIbIO operator (TOe 3.1 — UMS
BEepPCUH).
2. 3amyCTUTb CKPUIT YCTAHOBKHU:

bash co _infra 3.1.run
3. HO)K}I&TBCH IMTpOBepKHU HeJIOCTHOCTHU q)afma " ero paCliakOBKH.

[Tpumep BbIBofA:

Verifying archive integrity...100% MD5 checksums are OK. All good.
Uncompressing Co Infrastructure Node Package [RELEASE]100%

4, ,HaTb COTJlaCHe Ha IMpoJoJI’)KeHe YCTAHOBKH, Ha’KdTh Ha KJIdBUIITY «Y».

Do you want to continue? [y/N] vy
5. Tlocne 3aBepiieHust paboThl HUcCIONHSEMOro ailyla Ha SKpaHe TIOJb30BaTesst OyJeT

oTOOpa’keH CIIMCOK BBINIOJIHEHHbIX onepanui. Heobxomumo yGeauTbCsi, YTO CIIUCOK
COJIepKUT COO0DIIeHUsT [ OK ] WIM [CHANGE] — 3TO CBUJETeJIbCTBYeT 00 YCIelTHOMN
yCTaHOBKe.

[Ipu nostyyennu coob1ieHust [ FAIL ] HEOOXOJUMO 0OpaTUThCS B TEXHUYECKYIO MOJIEPKKY.

O J1Jis UCTIONTb30BAHMS IPYTUX CUCTEM KOHTeHHepHU3auu HeobX0auMo 06paTUThCS B
TEXHUYECKYFO MOJIIIEPIKKY.
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2.4.6 Hacrpoiika 3aBucumocreii Python

Ha cepBepe ¢ pompio operator 3aBucuMocTd Pyhton ykasaner B daiine
~/install co/contrib/co/requirements.txt

HJ’IH WUCII0JIb30BaHMsI 3aBUCUMOCTEN 13 cbafma HEO6XO,[[I/IMO BBIIIOJIHUTb KOMdHAY':

pip3 install -r ~/install co/contrib/co/requirements.txt

O ITpu ycranoBke mopyseit Pyhton c nmomoliipio CKpuIiTa venv_setup . sh HACTpOWKa
3aBUCHMOCTEH BBINIOJIHSETCS aBTOMAaTHYeCKH.

2.5 IlogroroBka KOHPUrypanuoHHbBIX QaiiyioB

Bce omnepanuu ¢ koHOUrypanMOHHBIMM (ailaMy BBITIOJIHSIOTCS Ha CepBepe C POJIbIO

operator.

2.5.1 Ilopsimok pa3MelieHus H 3an0/IHeHHs (aiyIoB KOHQUTypaIui

JlupeKkTopusi ~ yCTAHOBKUA  COJIEPXXWAT  TIpe/i3alojiHeHHble  daiyibl  KOHQUTYpalui,
IIOATOTOBJIEHHBIE ISl YIIPOILLleHWsI HAaCTPOMKU CUCTeMBl. JlupekTopus ~/install co/contrib/co
COJIEP>KHUT JiBa KaTasiora ¢ ¢aiyiaMmu KoHburypamnuu: s standalone 1 KjiacTepHOM yCTAaHOBKH.

[Tpu 06HOBIEHUM CHCTEMBbl AOIYCKAeTCsl UCIOIb30BaHHe CKOIHMPOBAHHBIX U 3allOTHEHHbIX
$aiyioB KOHPUIypaluy IpeAblayllled Bepcud. s aKTyanusalMW 3HAYeHUM IlepeMeHHBIX U
IapaMeTpoB YCTAHOBKU HEOOXO/IMMO O3HAKOMUTbHCSI CO CITIMCKOM M3MeHeHHH B PWIoXKeHHH /[1.

B npumepe mnokazaH MOpSJIOK pa3MeleHrss M HACTPOUKU (alyioB KOHQUTypalyuy Jist
KJIaCTEPHOM YCTAaHOBKU:

1. IlepeiiTu B KaTanor ~/install co/ C HIOMOLIbIO KOMaH/bIL:

cd ~/install co

2. CkommpoBath ailm ~/install co/contrib/co/ansible.cfg B KOPHEBOM pa3szes

JUPEKTOPHUH YCTAHOBKH C ITOMOINBIO KOMdH/BI:
cp ~/install co/contrib/co/ansible.cfg ansible.cfg

3. IlogroToBuTh gaii hosts.yml

[Ipumepe! 3a0JIHeHHBIX PAMIOB MOXXHO HAUTH B KaTtajiore ~/install co/contrib/co/.

BHyTpu pupektopun ~/install co/contrib/co HaxOJITCS ABa KaTajora: cluster U
standalone.

B 3aBrcHMOCTH OT THIIA yCTaHOBKU (CM. pasjient « TUIoBble cxeMbl YCTAHOBKHY») HEOOXOIUMO

BbIOpaTh COOTBETCTBYIOIIYIO IUPEKTOPHIO U CKOMPOBATh $aiil hosts.yml C IOMOIIbIO KOMaH/IbI:

cp ~/install co/contrib/co/cluster/hosts.yml hosts.yml

B npuMepe ykaszaH myTb AJisl KJIACTEPHOM YCTaHOBKH.
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4, 3anomHuTh Al hosts.yml B COOTBETCTBHM C pellleHWeM 00 HCIIOJIb3yeMOu
apXUTEeKType.

5. CkomupoBaTh SSL-kiTt0uM 11l BHEIIHEro JIoMeHa B KaTajor certificates. [logpobHee
cM. B pasfene «Pasmertienue SSL-ceptrudukaToB /1715 ITUGPOBAHUSY.

6. Co3marth B OUPEKTOPUM TPYIIOBBIX MEPEMEHHBIX ~/install co/group vars KaTaJjor
IUIsl CepBepOB C MMeHeM TPYIIbI YCTaHOBKU U3 ¢daiiia hosts.yml. [lo ymomyanuio mnpu
yCTaHOBKe B YKAa3aHHOM JIUPEKTOPUU CO3/IAeTCsl KaTajlor co setup.

7. CkomupoBaTb B JUPEKTOPHIO TPYIINOBBIX IEPEMEHHbIX group vars KaTajor C

IepeMeHHbIMU I 3dII0JTHEHU:

cp -r ~/install co/contrib/co/cluster/group vars/co setup/*
group vars/co_setup

8. OTkpeITh ¢aiyl main.yml M3 KaTajJora pa3MellleHHSI U OTpelaKTUPOBaTb 3HAYeHHUs
IlapaMeTpoB B COOTBETCTBUU C paszienoM «Konduryprposanue ¢aiisia main.yml».
9. CkomupoBaTh run_integration.sh B KODHeBOM pasfiell JHWPEKTOPUUA YCTaHOBKU C

IIOMOIIBIO KOMAH/BI:

cp -r ~/install co/contrib/co/run_integration.sh run integration.sh

2.5.2 Kondurypuposanue ¢aiina hosts.yml

Jlns1 oripefiesieHust posi cepBepa Heo6xoMMo M06aBUThH ero JoMeHHoe ums win [P-agpec B
COOTBETCTBYIOIIYIO CEeKIHIO B mabioHe ¢aina hosts.yml. Ilocie Ha3HayeHUs] ponu cepBepy Ipu
yCTaHOBKe Oy/yT BBITIOJIHeHbI KoMaHbl Ansible. B daiin hosts.yml BHOCITCS TOJBKO MOJHOCTHIO
onpefiesieHHbIe MeHa jioMeHOB (FQDN).

[Ipennactpoenssblii ¢ain hosts.yml (CKOIMMPOBAHHBIA B COOTBETCTBMMU C II. 3 pasjena
«ITopsimok pasmeliieHUs U 3aMoJiHeHUsl GaiioB KOHPUTYPALIMK») COAEPXKUT MIPUMepbl 3all0JTHeHUS B
cnepytoiieM popmare: co-etcd-1.installation.example.net:

rje: — co-etcd-1 — UM cepBepa ISl IOATPYIIIbI co-etcd;

— installation.example.net — HUMS JOMeHA YCTAaHOBKH.

3anuch B Qailiie hosts.yml MPU MCIOJIb30BAaHUU TPyl CEPBEPOB OTIMYAETCS 3aMHUCHIO
HWIMeHH CcepBepa. co-etcd-[1:3].installation.example.net:

rge. co-etcd-[1:3] — I'pyIlla CepBepoB co-etcd.

B xyiacrepHOM KOHQUIypallid HCIIO/Ib3yeTCsl OJWH WJIM HEeCKOJIbKO CepBepoOB [UIsl OJHOMU
POJIN.

[Ipumep 3anonHenus daiiia hosts . yml Jisl KIIACTEPHOW KOHPUTYpPALUK:
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all:
children:
co:
children: # IlepedyeHb TpPYIIII
co_audit: # Tomrpymnna co_audit
hosts:
co-audit-[1:2].installation.example.net: # MMa DNS-cepBepa

co_chatbot:
hosts:
co-chatbot-1.installation.example.net:

co_etcd:
hosts:
co-etcd-[1:3].installation.example.net:

B kondwuryparnum standalone zijist Bcex posieii UCIIOIb3yeTcsl OAUH U TOT e cepBep.

[Ipumep 3anonHenus daiia hosts.yml js KoHpuUryparuu standalone:

all:
children:

co:
children:
co_audit:
hosts:
co-infra-1l.installation.example.net:

co_chatbot:
hosts:
co-infra-1l.installation.example.net:
co_etcd:

hosts:
co-infra-1l.installation.example.net:

O6benvHeHWe poJie MOXET TPUMEHSThCS B KIIACTEPHOM YCTAaHOBKE, €CJId PecypChl
opraHuzanuu orpaHudeHbl. [lopo6Hee 0 BBIIEIEHUH PeCypCcOB ISl YCTAHOBKUA CM. B JIOKyMeHTe
«"MouOduc IlpodeccronanbHbii 3". ApXUTEKTypay

[Topsimok  3amosHeHWsT  aiiyla  hosts.yml 3aBUCHT OT BBIOPAaHHOW  apXUTEKTYPbI

yCTaHaBJIMBaeMoM crucTeMbl M HacTpoek DNS-3amnuceii.
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2.5.3 KondurypupoBanue ¢aiina main.yml

JlJ11 TIepBUYHOM YCTaHOBKM CHCTeMbl HeOOXOAMMO CKOIIMPOBATh IIpe[3alloIHeHHBIN (ain
KOHPUTypalluu U3 JUPEKTOPUMM  ~/install co/contrib/co. Ilopsimok mnoarotoBku darina
main.yml onpefereH B paszeile «Ilopsiok pa3melneHys 1 3anonHeHNs GpaiyioB KOHPUTypaLumy.

[Tpu nOBTOpPHOM yCTaHOBKe HEOOXOAUMO OTKPBITh C IIOMOIIBbI0 TEeKCTOBOI'O pefjakTopa ¢ail
main.yml, paCHOHOX«HHHﬂﬁ B IUPEKTOpPHHU ~/install co/group vars/co_setup U HN3MEHUTHb
3HA4YeHUus OJjid 00s13aTeJIbHBIX IlepeMeHHbIX, [TepevYrC/IeHHbIX B Ta6JII/IL[e 5.

s obecniedeHns COBMeCTHOUW pabOThl HEOOXOIVMMO YKa3aTh OJWHAKOBbIE 3HAYeHUSs Jis
IepeMeHHbIX, [TepevYrC/IeHHbIX B pa3ieje <<O6I_L[I/Ie IepeMeHHbIe» .

Tabnuna 5 — OcHOBHBIE lepeMeHHble

HavnmenoBanue 3anoJiHeHUe Omnucanue
nepeMeHHOMN 06s13aTebHO
Kondurypamus Ansible
ansible_user - Hmst onb3oBatesis, C KOTOPbIM
Ansible mogkrogaeTcst K XxocTam
1o ssh
co_domain_module Crpoka-m1absoH ¢popMUpOBaHUS

IIOJIHOT'O JOMEHHOI'0O MMEeHH

co_external domain OcHoBHOM OMeH, Ha KOTOPOM
Oyner paboTaTh cucTeMa

domain env JloMeH 30HbI,yCTaHABJIMBAETCS B
- COOTBETCTBUH C Pa3/elioM
«Bnermaue DNS-3ammcu»

domain_name Wms momeHa, yKa3bIBaeTcsl B
+ COOTBETCTBUU C JIOMEHOM
YCTaHOBKH
Kondurypamusa CA (Henrpa cepruduxaimm)
ca_main_config.auth keys.services.key + CreHepupoBaTh KJIIOY IS
nmoctyma k CFSSL API ¢

IIOMOIIIBIO KOMAH/BI:
"openssl rand -hex 16"

Kondurypamus Docker
docker daemon_parameters: insecure-registries Hacrpoiika xpanunuiia 06pa3os.
3amenuTth Ha [P-ampec Ha nMs
cepBepa C pojblo operator U
nopt 5000
(Hammpumep
["10.1.2.3:5000"])

bip Anpec cereBoro untepdetica
(mocta) Docker

dns BuyTtpennue DNS-cepseps! (eciiu
He UCIoib3yetcst unbound)

mtu Pa3mep ceTeBOTro makera ceTH
Docker (MokeT H3MeHSITbCS B
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HaumenoBanue 3arnoyHeHue Omnwucanue
1lepeMeHHON 00s13aTesIbHO
BUPTYyalbHbIX ceTsx OpenStack)
docker image registry Hacrpotika xpanunmiina o6pa3os.
3amenuTs Ha [P-afipec Ha ums
+ cepBepa C pPoJIbI0 operator U
mopt 5000
(HanpuMep 10.1.2.3:5000)
cu_pool_size KomuuaectBo conversion units
i (ocTaBuTbH O€3 HU3MEHEeHHs)
pregen_pool_size KomnudectBo pregen units
i (octaBUThH O€3 HU3MEHEeHHs)
du pool size KomuyectBo document units
i (octaBUTbH O€3 U3MEHEeHUs)
Kondurypamua ETCD
etcd browser password + Hms monb3oBaTesns s Be6-

nmocrtymna k etcd

etcd browser username

Hms4 nosnb3osarens g Be6-
nmoctyma k etcd

Kondurypamusa Grafana

grafana_admin_password + [Taponb agMuHHCTpaTOpa
grafana
Kondurypamua ELK
elasticsearch admin password N [Taposb agMuHHCTpaTOpa
elasticsearch
elasticsearch admin password hash N XelIl TapoJist aAIMUHUCTPATOPA
elasticsearch
elasticsearch kibana password hash N XelIl TapoJIst TIOJTb30BaTeJIs
elasticsearch Kibana
kibana elasticsearch password +

Kondurypamua KEEPALIVED

(MCIOJIL3YeTCS TOJNBKO ISl KJIACTePHOH YCTaHOBKH)

keepalived redis password + [Taposb nonb3oBaTens

keepalived redis vip address + [P-appec mopcetn cepBepoB

KJIaCTEPHOM yCTAHOBKH
Kondurypamus LCS
lcs_license key - Kitrou cepBepa nuiieH3upoBaHus
lcs server base url - Ccbuika i cepBepa
JIMIIEH3UPOBAHUS
Kondurypamusa RabbitMQ

rabbitmq_federation enabled - Bruttouenue denepanuu
RabbitMQ (3Hauenue: true umm
false)

rabbitmq_users.root.password N [Taposne my1st root MoIb30BaTeNIS
RabbitMQ
rabbitmq_users.couser.password N [Taposne ay1st couser MoJb30BaTeNst
RabbitMQ
Kondurypamus REDIS
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HaunmenoBanue 3arnoiHeHue Onucanue
1lepeMeHHON 00s13aTesIbHO
redis_password + [MTaposnb muist Redis komaubt
AUTH
Kondurypamusa TLS

tls ca filename

CepTtudukar meHnrpa
cepTUdUKaLUU

tls cert filename

CepTtudukat cepBepa

tls_key filename

CepTtudukar kiro4a JOCTyIa

Kondurypamusa Openresty

openresty_api_password

+

[Taposb mosb30BaTesst Jist
noctyma k CO Manage API

Hactpoiika

unTerpanuu ¢ PSN

openresty mail integration mode

VYcranoBka PSN (3HaueHus: none,
psn2) M0 YMOTYAHUIO — none

openresty mail oauthZ client id

Hnentudukarop kimerata OAuth2
Iist uHTerpanuu ¢ PSN2

mail base url

Anpec cepsepa PSN2

openresty mail oauth2 client secret

CexpeTHbIH KITIOY KITHeHTa
OAuth2 mnsa uaterpanuu ¢ PSN2

openresty mail oauth? redirect uri

Anpec nepeHanpaBieHUs KITHEHTa
OAuth2 npu unrerpanuu ¢ PSN2

Hacrpoiika uarerpanmuu ¢ Squadus

chatbot_messenger

[IpvHMMaeT 3HaUeHUs: none,

squadus. [lo ymonmuanuio —
none

chatbot_squadus_login

Wms nonb3oBaTesnst s
TIOAKJIFOYeHU A

chatbot_squadus_password

Haponb II0JI30BaTeJId OJId
TIOAKJIFOYeHHU

chatbot_squadus_server

Anpec cepepa Squadus

HacTpoiiku gocryna k Cucreme XxpaHeHHs JaHHBIX

fs api url . HTTP ccrinka nocrymna k PGS
WebAPI
fs app url . HTTP ccrinka gocrymna k PGS
AppAPI
fs card url HTTP ccrinka nocrymna k PGS
CardAPI
) (B IpeBIAYIIUX BEPCHSIX
Mail API)
fs_app login . JloruH nosb3oBaresis st
HOAKIIIOYeHUS
fs_app_password . I[Tapose nonb3oBaTes uist

TIOAKJIFOYeHH A

Hactpoiiku mudposanus (oomue aia CO u CucreMe XxpaHeHUS TaHHBIX)

auth_encryption key

+

BexTop unuivanuzanyu
anroputma AES-256-GCM,
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Haumenosanue 3arosHeHue Onucauue
1lepeMeHHON 00s13aTesIbHO

HCIIONb3YeMOoro JijIs g poBaHUsI
mail session TokeHa

auth_encryption_iv + CekpeTHBbIH KJII0Y aJITOPUTMA
AES-256-GCM, ucronb3yemMoro
I mmdpoBaHus mail session
TOKeHa

auth_encryption_salt + Salt s maHHBIX, TepeTaBaeMbIX
B anroput™M AES-256-GCM,
WCIIOJIb3YEeMBbIii 171 IUPOBAHUS
mail session TokeHa

fs app encryption_key + BekTtop nHurnmanuzanum
anroputMa AES-256-GCM,
HCIIOJTb3YEeMOT0 I MIUPPOBaHUS
HACTPOeK TeHAHTOB, [T0JTy4aeMbIX
oT PGS

fs_app encryption iv + CeKpeTHBIH KJTIOY aJITOpPUTMa
AES-256-GCM, ucnomnb3yemblit
Ji7is Mg poBaHus HACTPOEK
TEeHaHTOB, NofTy4yaeMbix OT PGS

fs app encryption salt + Salt g1 maHHBIX, TTepeaBaeMbIX
B anroput™m AES-256-GCM,
WICIIOJTb3yeMBbIi JIJIs M POBAHHS
HACTPOEK TEeHAHTOB, ITOJTy9aeMbIX
ot PGS

fs token salt ext + Salt Tokena

Hacrpoiika CucreMsbl XpaHeHHUs JaHHBIX

pgs_rabbitmq amgp uri + [TosnHOE mOMeHHOe uMsl cepBepa
PGS pns nomydenust
yBeqiomsienuit ot PGS

pgs rabbitmqg password + [Tapoms gt RabbitMQ B PGS
pgs_rabbitmq_user + Wms monp3oBarens mys RabbitMQ
B PGS

Jlyist reHepaniuu naposiei U salt pekoMeHAyeTcsl UCIIOIb30BaTh YTHIUTY pwgen. be3zomnacHblit

MapoJib HeOOXOAMMO reHepHUPOBaTh C ITOMOIIBI0 KOMaH/IbI:
pwgen <nJjiMHa napoja> 1
TIe <monuHa naposs> — JOJDKHA OBITh He MeHbline 20 CUMBOJIOB.

Jlns reHeparuu  xelied Tmapojied HeoOXOIWMO WCIOJb30BaTh yTUIUTY htpasswd. Xern

reHepupyeTcs C IIOMOIIBI0 KOMaH/IbL:
htpasswd -bnBC 12 "" <mapoJsb> | tr -d ':\n'
,HOHOJIHI/ITEJIbeIe IiepeMeHHbIe ITIpeJlHa3Ha4eHbl [JId «TOHKO» HaCTpOﬁKH " TepevdrCiieHbl B

Tabnuie 6. Jlyis M3MeHeHHs 3HaueHUsI HEOOXOAUMO OTKPBITH C IOMOIIbIO TEKCTOBOI'O pellaKTopa

¢aiis1, pacroo>KeHHbIN B IUPEKTOPUM: ~/install co/group vars/co_setup/extra vars.yml.
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Tabnuita 6 — JlonoaHUTEIbHBIE IepeMeHHbIe

HanmeHnoBanue 3aroyiHeHNe Omnucanue
pojin 00s13aTeNIbHO
unbound forward - Crmcok BHeltHUX wid BHyTpeHHUX DNS, Ha
addresses KOTOpBIe OYIyT OTCHUIATHCS 3alPOCHI 13 unbound
openresty api_username - Wms nonb3oBaTesis 11 goctyna k CO Manage
API

2.5.4 O01mme mepeMeHHBbIE IJIsI CHCTEMbI XpaHeHHSI H PeIaKTOPOB

[TepemenHble ¢ainoB inventory st CucreMbl pefaKTMPOBaHHS U COBMECTHOM paboTel U
Cucrembl XpaHeHUs JaHHBIX, 3HaUYeHUs! KOTOPBIX IIPA YCTaHOBKe JIOJDKHBI COBIIQ/IaTh, IIPHBeleHbl B
Tabsure 7.

[Tpu mnTerpanuu CHucTeMbl pe[laKTHUPOBaHMS U COBMeCTHOW pabots! U IlouToBOro cepsepa

nepeMeHHble yka3zaHbl B JokyMeHTe «'"MoiOduc IIpodeccronanbbiii 3". PykoBoaACTBO 110

HAaCTPOUKEN.
Tabmuna 7 — CBogHas Tabnuna 061X rnepeMeHHbIX
CucreMa pelakTUPOBAHUS U COBMECTHOM PabOThI Cucrema xpaHeHUSs JaHHBIX
(pacmonokenue group vars/co_setup/main.yml) |(pacrionoxenue hosts-sa.yml, hosts-hl.yml, hosts-
hl-sa.yaml)
auth_encryption key AUTH ENCRYPTION KEY
auth_encryption iv AUTH ENCRYPTION IV
auth_encryption_salt AUTH _ENCRYPTION SALT
fs_app login APP ADMIN LOGIN*#*
fs_app_password APP _ADMIN PASSWORD
fs token salt ext FS TOKEN SALT EXT
fs _app_encryption_key FS APP ENCRYPTION KEY
fs app encryption iv FS APP ENCRYPTION IV
fs _app_encryption_salt FS APP ENCRYPTION SALT
openresty api_username¥ CO_MANAGE API USERNAME
openresty api_password CO_MANAGE_API PASSWORD
pgs rabbitmq password RABBITMQ PASSWORD
pgs_rabbitmq_user RABBITMQ USER**

* IlepeMeHHas PaCIoJIOXKeHa ~/install co/group vars/co_ setup/extra vars.yml

*¥ — nepeMeHHbIe PaCIIOJIOXeHbI group vars/all/main.yml

© 000 «HOBLIE OBJIAYHBIE TEXHOJIOT' Wy, 2013 — 2024 27



MownOdounc

[lpy wm3MeHeHWM 3HAYeHHs TEPeMEHHOH ADMIN INTERFACE EXT PORT B KOHQUIypaIluu
CucremMbl XpaHeHUs MHaHHBIX (M0 yMoyaHuio 443), Heo6XoauMO JI00aBUTH CJIEAYIONIYIO

IIepeMeHHYI0 B group vars/co_setup/main.yml:

ADMIN BASE URL: "admin-
<domain env>.<domain name>:<ADMIN INTERFACE EXT PORT>"

[Ipy u3MeHeHMM 3HAueHHs IIePeMeHHOM API INTERFACE EXT PORT B KOHQUIypalUu
CucTeMbl XpaHeHUSs! TaHHBIX (110 YMOJTYaHHUIO 443), He06X0IMMO T06AaBUTH HOBOE 3HAYeHHe TIOpPTa B

ImepeMeHHbIe B group vars/co_setup/main.yml, YKa3aB ClleAyIOIIHe 3Ha4YeHUs .

fs api url: "https://pgs-<domain env>.<domain name>:\
<API_ INTERFACE EXT PORT>/pgsapi"
fs app url: "https://pgs-<domain env>.<domain name>:\
<API_ INTERFACE EXT PORT>/pgsapi"
fs card url: "https://pgs-<domain env>.<domain name>:\
<API_ INTERFACE EXT PORT>/pgsapi"

2.6 Co3ganue u pa3menieHue cepTuPpUKaTOB

2.6.1 Co3nanue SSL-cepTudukarToB

st obecriedyeHus] 3allMIIEHHOTO COeIMHEHUsI MeXAy II0Jib30oBaTelleM U CepBepoM
ucronb3yercs T1poBepka SSL-ceptudmkara. OpraHuzanuu HeoOXOAMMO YCTaHOBUTH SSL.-
ceptudrKaT Ha CBOM CepBep, 4YTOOBI TMOAJIepXKMBAaTh OE30IAaCHYI0 Cecchio C Opay3epamMu
I10JIb30BaTesIe.

SSL-ceptrdukaThl BBITyCKAIOTCS JIOBEpeHHBIM IleHTpoM ceptudukaiuu. bpaysepsr, OC u
MOOWJIbHBIE YCTPOMCTBA IOJJIEPXKMBAIOT CIMCOK KOPHEBBIX CepTH(UKATOB JI0BEPEHHBIX IIeHTPOB
cepTUQUKAIUHU.

B ormenpHbIX cioyvyasx (Hampumep Ui J@MOHCTpPAllMM  TPOAYKTA)  JIOIyCKaeTcCs
WCII0JIb30BaHWe caMomojnucaHHoro ceptudukara. [lopsmok co3pmaHusi  caMOINOAIMCAHHBIX
CcepTU(UKATOB OMMCAH B IpUIoXKeHuu [

Hns YIIPOIIeHUS HAaCTPOWKH daiin TiepeMeHHbIX
~/install co/group vars/co_ setup/main.yml (HOHFOTOBHEHHbﬁZ B COOTBEeTCTBUU C
TpeboBaHUsIMHU pa3zena «Ilopsmok pa3mertieHus: U 3amoiiHeHUs GaiyioB KOHOUTYPAITUKY) COJIEPKUT
MMeHa CepTU(UKATOB MO YMOTYAHUIO (CeKIUs TLS cert and key filenames).

Heobxonumo ucnonb30BaTh CepTUQPUKATHI, BblJaHHbIe IIEHTPOM CepTH(UKAIUU i Ballei

OpraHM3al|K, UK CO3/1aTh I'PYIITY HOBBIX CAMOIOJIIMCAHHBIX CepTUDUKATOB.
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2.6.2 Pa3memienue SSL-cepTtuduxkaroB ais muppoBaHus

[Topsinok pa3melieHus: cepTU(pUKATOB:

1. PazmectuThb cepTudUKaT BHEIITHETO JJOMeHa:
~/install co/certificates/server.crt
2. Pa3zMecTUTH KJII04Y BHeIIIHero JIOMeHa:

~/install co/certificates/server.nopass.key
3. Pa3MecTuTh 1ell04YKy CepTUPHUKATOB IIPOMEKYTOYHBIX IIeHTpoB cepTudukannu (CA)

BHeIlIHero JoMeHad:

~/install co/certificates/ca.pem

2.7 Hacrporika DNS

2.7.1 Bayrpennue DNS-3amicu

Buyrpennne DNS-3anncy npefjHa3Ha4yeHb! [JI yCTAHOBKY CHCTeMBI Ha CepBephbl KilacTepa.

Il Bcex cepBepoB, IlepeurClIeHHbIX B (aije hosts.yml B COOTBETCTBHUM C pa3fesioM
«Kondurypruposanue ¢arina hosts.yml» Heobxonrmo cospats DNS-3anucu. [Ins cozganus 3anvcei
HeoOx0uMo HcIoyib30oBaTb DNS-cepBep Balleil opraHu3anuy.

[Tpu orcyrcrBunm DNS-cepBepa opranusanuu Heob6XOJMMO CO3[aTh 3allCA Ha cepBepe C
pOﬂbK)operatorB(baﬁﬂe/etc/host&

[Tpumep conepxumoro ¢aitnia /etc/hosts Iy yCTaHOBKM THIA standalone:
192.168.1.100 co-infra-1l.installation.example.net
[Tpumep coneprxumoro ¢aiisia /etc/hosts I KJIACTEPHON YCTaHOBKHU:

192.168.1.100 co-etcd-1.installation.example.net

192.168.1.101 co-etcd-2.installation.example.net
192.168.1.102 co-etcd-3.installation.example.net
192.168.1.103 co-imc-mg-1.installation.example.net
192.168.1.104 co-imc-mg-2.installation.example.net
192.168.1.105 co-imc-mg-3.installation.example.net

KomuuecTBo 3ammceil COOTBETCTBYeT KOJIMYECTBY MCIOJIb3yeMBbIX (GU3NUECKUX WIN
BHPTYyaJbHBIX CepBEPOB.
DNS-cepBep opraHuzanuy [I0J/DKEH COfiepXXaTb aHAJIOTWUYHble 3allUCH B COOTBETCTBUM C

TpebOoBaHUSIMU COOCTBEHHOW HACTPOMKH.
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2.7.2 Buemnue DNS-3anucu

Buemnue DNS-3anucu ripejiHazHaueHb! 715 TOAK/IIOUEHUs 110JIb30BaTesel K cepBUCaM.

Ha DNS-cepBepe Baiiieli opraHusanuv HeoOXOAMMO CO3[aThb 3allMCA B COOTBETCTBUM C
Tabmuren 8 umu 9.

[Tpu orcyrcrBunm DNS-cepBepa opranusanuu Heob6XOJMMO CO3[aTh 3allCA Ha cepBepe C

POJIBIO operator B paiiiie /etc/hosts (cM. paspen «Bryrpennue DNS-3anucn»).

3ampeliiaeTcsi KCIOJIb30BaTh B KaueCTBe JoMeHa 30HY *.local

Tabmuma 8 chopmupoBaHa i mapaMeTpa co domain module CO 3HAUeHHWEM {service}.
{domain} (T.e. POPMHUPOBAHMUE CCHUIOK Yepe3 TOUKY K YKa3aHHOMY JIOMEHY).

[Ipy ¢dopmupoBaHMM 3amucHh {service}.{domain} IlepeMeHHas <domain env> He

ucnonb3yercs. B ¢aisie ~/install co/group vars/co setup/main.yml 3HaYeHHe IlepeMeHHOU

domain_env JOJIDKHO OBITH ITyCTBIM.

domain_ env:

Tabmuna 8 — Buenrumne DNS-3amnucu co 3HaueHueM {service}.{domain}

Tun .
Wms 3anncu 3HaueHue KommenTapuit
3aIIUCU
auth.<domain_name> A IP-agpec cepsepa, AJipec npusoxeHust
YKa3aHHOIO B I'pyIIle | aBTOpU3alXU U IiejleBOH
co_lb core auth crpauurel Auth SSO.
KonuuecTBo A 3amnuceii 10/DKHO
COOTBETCTBOBATh KOJINIECTBY
cepBepoB
cdn.<domain_name> CNAME | auth.<domain name> | Appec CDN
coapi.<domain name> CNAME | auth.<domain name> | Ampec COAPI
docs.<domain_name> CNAME | auth.<domain name> | Ajpec mpuIOXXeHUs PelaKTOPOB
files.<domain name> CNAME | auth.<domain name> | Anpec npuioskeHus GpaiioBoro
MeHeJkepa
links.<domain name> CNAME | auth.<domain name> | Anmpec CChUIOK Ha JOKYMEHTHI
_https. tcp.<domain name> SRV auth.<domain_name> | OmniuoHaIBHO, 7T MOOMIIbHBIX
KJIMeHTOB

Tabmuna 9 chopmupoBaHa i mapaMerpa co domain module CO 3HAUeHHWEM {service}-

{domain} (T.e. popMHUpOBaHKE CCHUIOK Yepe3 THUPe K YKa3aHHOMY JIOMEeHY).

Tabmumna 9 — Buenrame DNS-3amucu co 3HaueHueM {service}-{domain}

HWwms 3anucu

Tun 3ammmcu

3HaueHue

KommenTapuu

auth-<domain_env>
.<domain name>

A

IP-agpec cepsepa,
YyKa3aHHOI'o
B rpymre co_lb core auth

Anpec nipusioxkeHust
aBTOPU3AIlUU U
11eJIeBON CTPaHUIIBI
Auth SSO.
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Wwms 3anucu Tun 3amucu 3HaveHUe KommenTapuu
KomuuectBo A
3aIMCel OJDKHO
COOTBETCTBOBATh
KOJINYEeCTBY
cepBepoB

cdn-<domain_env> CNAME auth-<domain_env> Anpec CDN
.<domain_name> .<domain_name>
coapi-<domain_env> CNAME auth-<domain_env> Anpec COAPI
.<domain_name> .<domain_name>
docs-<domain_env> CNAME auth-<domain_env> AJpec mpuIIoXKeHuUsI
.<domain_name> .<domain_name> penaKkTopoB
files-<domain env> CNAME auth-<domain_env> AJpec mpuiIoXKeHusI
.<domain_name> .<domain_name> daiinoBoro
MeHekepa
links-<domain env> CNAME auth-<domain_env> Anpec cchiok Ha
.<domain name> .<domain name> TIOKYMEHTHI
_https. tcp-<domain env> SRV auth-<domain_env> OnmuoHabHO, IS
.<domain name> .<domain name> MOOMIIBHBIX
KJIMEHTOB

2.7.3 Hacrpoiika BHyTpeHHux DNS-3anucei

Bo Bpemst yCTaHOBKHM MPOM3BOJIUTCS HAaCTPOMKA M 3aITyCK JIOKAJIBHOTO Kemupyroriero DNS-
cepBepa (Unbound) Ha cepBepax rpymnmbl co etcd. CepBep CIIy>XXUT [jii 00pabOTKMU 3allpoCcoOB
BHYTPHY YCTAaHOBKH M IIpeJIHa3HauyeH i paboThl KOHTEMHEepOB 1 CepBepoB Yepe3 COOTBETCTBYIOIIHE
napaMeTpbl TPYTIOBbIX ITlePeMeHHBbIX.

[Io ymomuanuio cepBepbl OynyT mepeHacTpoeHbl Ha paboty depe3 Unbound u He OymyT
npuHUMaTh rmapametpsl DNS-cepsepos mo DHCP.

[Ipu Heob6xomumocTu Unbound mMoskeT ObITh CKOHGUTYPUPOBAH JIJisi pab0OThI C BHYTPEHHUMU
DNS-cepBepamu. Ilo ymomuanuio Unbound HacTpoeH Ha MapHIpPyTH3allMIO 3allpOCOB Ha ajipeca
8.8.8.8 m 8.8.4.4.

DNS-3zanucy, wucnonb3dyemble [jis pabOTbl BHYTPH YCTAaHOBKH, (GOPMHPYIOTCS Uepe3
«.» (TOYKY) OTHOCUTEJIbHO BIIMCAHHOTO B daiiy inventory numenu cepBepa. DNS-3anucu co3paroTcs B
Unbound aBTomMaTH4yecku Ha OCHOBe TiepeMeHHBIX Ansible.

ITOT MapaMeTp MOKHO TTepeorpesielIuTh ABYMS CIIOCOOaMHu:

1. 3amnosHUTH BCe ajipeca BPy4HYIO Ha OCHOBe IIPMMepOoB B ¢alijie rpynnoBbIX

[IepeMeHHBIX, PACIOJIOKEHHOT'0 B CIIeYIOIed JUPEKTOPUU:
~/install co/group vars/co setup/extra vars.yml

2. 3amnojHUATH Bce HeoOXoauMbIe 3amucu Ha BHemmHeM DNS-cepBepe 6e3 mCIO/Ib30BaHUS

Ansible. Tlpu nogo6HoM BapuaHTe HEOOXOJMMO CO3[1aTh «A» — 3aIlUCH I KaXKI0TOo
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cepBepa, BIMCAHHOIO B ¢aWil ~/install co/contrib/co/cluster/hosts.yml, a
takxke CNAME anpeca Ha Bce mopjioMeHbl «¥*» K KakJIoMy CepBepy, BIIMCAHHOMY B
hosts.yml.

[Ipumep 3amoTHeHuUsT TaKUX 3aKced npuBesied B Tabsuiie 10.

Tabmuia 10 — Ilpumep 3anosiHeHUs

HWwms 3anucu Tun 3amnucu 3HaueHue
co-infra-1 A 10.10.1.110
* co-infra-1 CNAME co-infra-1

[Tocne Hactpoiiku Unbound moimkeH OBITh HEIOCTYTIEH U3 BHEIIIHEH CeTH.
[Tpu wncrnosnb3oBaHUU /etc/hosts s co3manusi DNS-3ammceit Heobxoqumo 06aBUTH B
dainm ~/install co/group vars/co_setup/extra vars.yml BCe 3allUCH, IIepedHCIIeHHbIe

B /etc/hosts. Hanpumep:

unbound local zones:

- type: "transparent"”
zone: "installation.example.net"
local data:
- domain: "co-etcd-1l.installation.example.net"
type: "A"

ip: "10.1.2.3"

2.7.4 IIpoBepka padotsl DNS Ha cepBepe ¢ poJibio operator

[Tocne HacTpoiiku Heobxogumo IpoBepuTh HocTynHocTb DNS Ha cepBepe € poiibio
operator.

[Ipu  wncnonb3oBanuu  BHemHero  DNS-cepsepa  Heob6XxomuMO — OTKpPBITE  ¢aiil
~/install co/group vars/co_ setup/extra vars.yml C IIOMOLIIBKO TeKCTOBOI'O pedoaKTopa H

nobasuth afgpec DNS-cepsepa, uamenus IP-anpec:

# DNS settings in /etc/resolv.conf
unbound forward addresses:
"127.0.0.1"
"8.8.8.8"

J171s1 mpoBepKM COOTBETCTBUS IoMeHHOro nMeHu [P-afipecy cepBepa He0Ox0IUMO:

1. Ycranosurs I10 ¢ momolibio KOMaHIbL:

apt install dnsuntils
W

yum install bind-utils
Bri6op komanze! 3aBucur ot trma OC.
2. Ilocne ycranoBku I10 BBIIOIHUTE ClleyIOIIYI0 KOMaHAY:

> dig A co-infra-1l.installation.example.net
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[Ipumep oTBera:

; <<>> DiG 9.18.1-1lubuntul.2-Ubuntu <<>> A co-infra-
l.installation.example.net

;; global options: +cmd

;; Got answer:

;; opcode: QUERY, status: NOERROR, id: 45369

;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 65494; ;

QUESTION SECTION:

;co-infra-1.installation.example.net. IN A ;;

ANSWER SECTION:

* co-infra-1l.installation.example.net. 900 IN CNAME co-infra-
l.installation.example.net.

co-infra-1l.installation.example.net. 900 IN A 192.168.0.1

;5 Query time: 23 msec

;; SERVER: 127.0.0.53#53(127.0.0.53) (UDP) ;; WHEN: Tue Jan 10 15:56:32

MSK 2023

;; MSG SIZE rcvd: 95

B oTBere HEOOXOOMMO HAWTH CEKITMIO ANSWER SECTION W IPOBEPHUTb, YTO JIOMEHHOEe HMsI

cooTBeTcTBYyeT IP-agpecy.

* co-infra-1l.installation.example.net. 900 IN CNAME co-infra-
l.installation.example.net.
co-infra-1l.installation.example.net. 900 IN A 192.168.0.1

2.7.5 IIpoBepka coequaenusi ¢ CucTemMoii XpaHeHUsI JaHHBIX
[Topsimok ycranoBku CHCTeMbl pelaKTUPOBAaHUS W COBMECTHOW paboThl (CM. B paszfere
«Ilopsimok yCTaHOBKU CepBepoOB») MpeaycMaTpUBaeT, YTO Iepell pa3BepThIBAHHMEM CHCTEMbBI yiKe

BBITIOJIHEHA YCTaHOBKA CUCTeMbl xpaHeHUs AaHHbIX (PGS).

HEO6XOHHNK)HpOBepHTbHOCTYHHOCTbCepBepapgS.domain.nameHHHCEPBEPOBCHCT@MH.
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3 JOIIOJIHUTEJIBHBIE IIAPAMETPBI YCTAHOBKHU

B pasnene mpejcraBieHbl JIONOJIHUTeNIbHBIE MapaMeTpbl YCTAHOBKM cHUcTeMbl. HacTpoiika
nepevyrciieHHbIX QYHKIIMN He o0si3aTenbHa.
Ecnu crienvanusrpoBaHHble TpeOOBAHUS K YCTaHOBKe OTCYTCTBYIOT, HEOOXOAUMO IepeiTH B

paszient «3amyck YCTaHOBKK.

3.1 Ilopsimok odHOBIeHHs saapa Linux

[Ipu ycranoBke OC Ha cepBepbl KJlacTepa sJIp0 MOXeT ObITb aBTOMaTUYeCKH OOHOBIIEHO /10
MUHUMaJIbHOU TpeOyemoii Bepcuu. [lo ymomyanuto simpo obHoBisietcsi Ha kernel-1t (LTS) B OC
Redhat-based (CentOS, PE]J] OC). B OC Debian-based (Ubuntu, Astra) mo ymom4aHuio spo He
obHoBysieTcs. [lomnepkka APyrUx siiep He TapaHTUPYeTCs, 00paTUTeCh B TEXHUYECKYIO TIOJJIEPKKY
3a boutee oapoOHOM MHPOPMaITHEH.

Hns otkmouenust obHoBiienuss B OC Redhat-based (CentOS, PEJ] OC) mnpu 3amycke

YCTaHOBKM HEOOXOJIMMO MCIIOJIb30BaTh CJIEIYIONIYI0 KOMaH/IY:
-e kernel ml enabled=false

s obHoBnenus sgpa o kernel-1t (LTS) B OC Debian-based (Ubuntu, Astra) mpu 3amycke

YCTaHOBKYM HEOOXOJIMMO MCIT0JIb30BaTh CJIeIYIONIYI0 KOMaH/IY:
-e kernel ml deb enabled=true

B OC Altlinux aBToMaTrieckoe 0OHOBIIEHHE sijipa He TI0/IIeP>KUBAeTCSI.

3.2 Hacrporika yBegomiieHui oT CHCTeMBbI XpaHeHHs JaHHBIX

Jl1st iony4eHust yBeIOMJIEHUH O AeMCTBUSIX ¢ IpoduiieM MojIb30BaTelis Ha cTopoHe CUCTeMbl
XpaHeHUs JaHHbIX He0OXO0IMMO aKTUBUPOBATh deiepalivio OIHUM K3 IepeurCieHHbIX CII0CO00B:

1. Co croponbl CHcTeMbl peJlaKTHPOBAHUSI U COBMECTHOM pabOThI C TTOMOIIBIO TEKCTOBOTO
peaKTopa He0OXO0UMO OTKPBITh QA ~/instal 1 co/group vars/co_setup/main.yml Hd
BBITIOJIHUTD CJIeAYIOIMe HACTPOUKHU:

— pgs_rabbitmg user — mnosb3oBaTesib RabbitMQ PGS;

— pgs_rabbitmg password — MapoJb nosib3oBaress RabbitMQ PGS. Heobxogumo ykaszaTb
3HaueHWe  TepeMeHHOW  aHAJOTMYHO  IIepeMeHHOM  RABBITMQ PASSWORD W3
KOHUTYpaImoHHOTO daisia npu yctaHoBke PGS;

2. Hactpoiika BO3MO>KHA C TIOMOIIIBIO OMIMY 3aITyCKa CKPUIITA Pa3BepPThIBAHUS:

— rabbitmg federation enabled: true — Bk/IIo4eHHe denepaiuu RabbitMQ;

[IpoBepka cTaTtyca dbenepanuu NpYBefieHa B JIOKyMeHTe

«"MouOduc Ilpodeccronanbubii 3". PyKOBOACTBO MO HACTPOUKEY.
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3.3 Hacrpoiika 10n0JIHUTeIbHBIX CepBepoB I ayJiuTa

Hacrporika ponomuurtenvHeix Fluentd cepBepoB myis cbopa COOBITMII BBINOJHSIETCS C
IIOMOIIIbI0O TEeKCTOBOI'O pedaKTopa B (baﬁne ~/install co/group vars/co_ setup/main.yml.

Heobxoaumo 106aBuTh B (aiiil iepednrciieHHble KOMaH/Ibl, u3MeHUB [P-afipeca v mopThI:

# LOG servers for the environment
fluentd server upstream log servers:
- ip: "10.10.10.10"
port: 24225
- ip: "11.11.11.11"
port: 24225

JlaHHas HacTpoVka IpUMEHSIeTCSl TOJIBKO IIPYM MCIIOJIb30BaHMM B YCTAaHOBKe DO log.
Bkitouenue QyHKIMM 3a1aeTcs C IIOMOIIBIO lepeMeHHOM, Yka3aHHOU B Tabmune 11.

Tabmuna 11 — IloaxirodeHre cepBepoB ayauTa

Pacnonoxxenne Haumenoanue .
. . Tun nmepemeHHOM 3HaueHue
IlepeMeHHON IlepeMeHHOMn
group_vars/co_setup/ common_fluent boolean true / false (mo
main.yml logging_enabled YMOJTYaHHIO)

3.4 OcranoBKka u 3aIlyCK CHCTEMBI C IIOMOIIBI0 KOHCOJIbHBIX KOMdH/

Hns paborel ¢ koHcombio [IO MoiOduc anMuUHUCTPATOPy CUCTEMbl HeOOXOAUMO
obecreunTsb ssh-IOCTyN K B KOHType YCTaHOBKH.

CepBuchl ympapisitoTcs ¢ moMolpio Docker.

[IpocMoTp crimcka cepBUCOB Ha cepBepe MOJICUCTEMBI:

docker ps

JI7s1 OCTAaHOBKM CepBUCA <service name> U3 CIKMCKAa CEPBUCOB HEOOXOJVMMO BBINOJIHHUTD
CIIeAyIOLIy0 KOMaHy:

docker stop <service name>

J171s1 mepe3anycka cepBuca Cjie[lyeT BBIIOJIHUTD CJIeAYIOIIYI0 KOMaHAY:

docker restart <service name>

J171s1 ocTaHOBKM cepBHCa docker HEOOXOJMMO BBIIIOJIHUTD CJIEAYIOIIYI0 KOMaHAY:

systemctl stop docker

Jlnsi KOppeKTHOro 3aBeplileHusi PabOTbl CEPBUCOB CJieflyeT BBIIOJHUThL CJIeAYIOIIYIO
KOMaHAy:

shutdown <option>

Hoppl cepBHCOB peKOMeH[TyeTCsl BBIKJIFOYATh 10 o4epend. [lapameTp <option> MO3BOJISET
WCIIOJIb30BaTh JIOTIOJIHUTENIbHBIE TapaMeTphl BBIKJIIOYEHHs, B TOM YHCJIe TalMep U OIIUI0
niepe3arrycka.

[Tpumep (HeMeJIeHHOe BBIKJIIOUEHME C OCTaHOBKOW CEPBHUCOB):

shutdown -h now

© 000 «HOBLIE OBJIAYHBIE TEXHOJIOT' Wy, 2013 — 2024 35



MownOdounc

3aryCcK IOJICUCTeMbl OCYIIeCTBIISIeTCs IPY MHUITMAIU3alMK U 3allyCKe allllapaTHOM YacTH.

3.5 Hacrpoiika 00padoTKH KypHaJIOB

Hacrpoiika o6pabotku xxypHaioB (logrotate) B Tekyieii Bepcuu [10 He aBTOMaTH3MpOBaHa U

HACTPauUBAeTCd CaMOCTOATEJIbHO dIMUHUCTPATOPOM.

3.6 Hacrpoiika poranuu xxypHaiaoB coobrTuii B ElasticSearch

Jlnst 3ammThl JUCKA OT TeperojiHeHMsl 3allMCH >KypHasia coObitui crapiie 120 1Hei
aBTOMAaTU4yecKy yjanstoTcs. [Iponeypa ucnosb3yeT MOIUTUKYU YJaleH!s YCTapeBIINX WHIEeKCOB B
ElasticSearch.

[lepmonn aBTOMaTH4Yeckoro ymajeHus (B JHSX) 3a7aeTcsl MPH pa3BepThiBaHUU B (aitie

~/install co/group vars/all/main.yml C IIOMOIIBIO [IEPEMEHHOM co logs retention days.

3.7 KapTa noprtoB

Kapra mopToB mnipescraBieHa B Tabiuiie 12.

Tabmuma 12 — Kapra moptos

['pynma [IpociymmBa- [Topt Kyna
) CepBuc .
Ansible eMBbIH IIOPT MTOJKJIFOYEHHU S obparmaercst
node_exporter 9100/tcp - -
cadvisor 9101/tcp - -
5140/udp
5160/udp
5165/udp
co fluentd agent 5180/tcp 24225/tcp fluentd server
24224/tcp
5185/udp
23100/tc
docker - 5000/tcp docker-registry
confd - 2379/tcp etcd
co_chatbot, 8443/tcp openresty-lb-core-
CO cvim, CO Cu, auth
- - 20001/tcp
co_dcm, co du, 9094/tcp cvm
co fm. co iod haproxy 20002/tcp g
-m, co_jod, 20004-20007/tcp 9096/tcp jod
co-m 5672/t bbit
co_lb _core auth P rabbiimq
20002/tcp haproxy
co_audit audit 9900/tcp 24224/ cp — fluentd_agent
- [TopT BHemIHeH Buemusas SIEM
SIEM cucremsl cucremMa
openresty-1b-core- 80/tcp, 20001/tcp,
co_lb_core_auth auth 443/tcp, 20002/tcp, haproxy
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['pynma [IpocymmBa- [Topt Kyna
) Cepauc .
Ansible eMBbIH [IOPT MTOJKJIFOYEHHU S obparaercs
20004-
20007/tcp
443/tcp pgs
8080/tcp, 211%%//?132’ fluentd agent
Badsiep, 9091 /tcp fm
8888/tcp
9092/tcp nm
9095/tcp dcm
30000- du
65535/tcp
8443/tcp openresty-lb-core-
auth
co_chatbot chatbot 8004/tcp 20002/tcp haproxy
24224/tcp fluentd agent
443/tcp pgs, squadus
co eted etcd 22?;;%//122’ 2380/tcp** etcd
etcd browser 8001/tcp 2379/tcp etcd
4369/tcp,
co_mqg rabbitmg 155667722/;[5513’! 5673/tcp squadus rabbitmq
25672/tcp
2379/tcp etcd
20002/tcp,
20004/tcp, haproxy
20005/tcp
co_fm fm 9091/tcp 443/ep pas
26379/tcp redis_sentinel
6379/tcp redis
24224/tcp fluentd agent
2379/tcp etcd
20002/tcp,
20005/tcp, haproxy
20006/tcp
443/tcp pgs
co_tvim cvm 9094/tcp 26379/tcp, redis_sentinel,
6379/tcp redis
24224/tcp fluentd agent
30000-
65535/tcp pregen, ci
cu 30000- 24224/tcp, fluentd agent
65535/tcp 5180/tcp -
co_cu 24224/tcp fluentd agent
sdd_cu 9097/tcp 26379/tcp, redis_sentinel,
6379/tcp redis
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['pynma [IpocymmBa- [Topt Kyna
) Cepauc .
Ansible eMBbIH [IOPT MTOJKJIFOYEHHU S obparaercs
9097/tcp** sdd cu
30000-
65535/tcp o
2379/tcp etcd
20002/tcp,
20004/tcp, haproxy
20005/tcp
443/tcp pgs
co_dem dem i 26379/tcp, redis_sentinel,
6379/tcp redis
24224/tcp fluentd agent
30000- du
65535/tcp
30000- 24224/tcp,
du 65535/tcp 5180/th[33 fluentd_agent
24224/tcp fluentd agent
26379/tcp, redis_sentinel,
co_du dad d 9098 6379/tcp redis
— ficp 9098/tcp** sdd_du
30000- du
65535/tcp
) ) 2379/tcp etcd
co_jod jod 9096/tep 24224/tcp fluentd agent
2379/tcp etcd
20002/tcp haproxy
co nm nm 9092/tcp 24224/tcp fluentd agent
443/tcp pgs
26379/tcp, redis_sentinel,
6379/tcp redis
pregen 6;’2222;13 24224/tcp fluentd agent
24224/tcp fluentd agent
co_pregen 22577;3//:Cp redis_sslntinel,
C redis
sdd_pregen 9901/tcp 9901 /tcpz m sdd_pregen
30000-
65535/tcp pregen
co dcm,
co_lb _core_auth, lsyncd** 9022/tcp 9022/tcp Isyncd
CO_nm, co_pregen
, 6379/tcp, .
co_img redis 16379 /t(I:Jp 6379/tcp** redis
redis_sentinel 26379/tcp 6379/tcp redis
ca 8890/tcp - -
co_infra nginx 80/tcp 9090/tcp prometheus
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['pynma [IpocymmBa- [Topt Kyna
) Cepauc .

Ansible eMBbIH [IOPT MTOJKJIFOYEHHU S obparaercs
3000/tcp grafana
9093/tcp alertmanager

81/tcp* 5601/tcp kibana
8001/tcp etcd browser
9093/tcp alertmanager
9115/tcp blackbox exporter
9101/tcp cadvisor
2379/tcp etcd
9100/tcp node_exporter
9121/tcp redis_exporter
443/tcp, 8443/tcp Openreztzt'}llb'core'
prometheus 9090/tcp 9900/tcp ~udit
9094/tcp cvm
9095/tcp dcm
9096/tcp jod
9092/tcp nm
9097/tcp sdd cu
9098/tcp sdd_du
9901/tcp sdd pregen
grafana 3000/tcp 9090/tcp prometheus
alertmanager 9093/tcp - -
blackbox_exporter 9115/tcp - -
redis_exporter 9121/tcp - -
9200/tcp
elasticsearch 9300/tcp - -
9600/tcp
kibana 5601/tcp 9200/tcp elasticsearch
fluentd_server gzgggﬁgg 9200/tcp elasticsearch
operator docker-registry 5000/tcp -

* — TOJIBKO JIJIs1 yCTAaHOBKHU TuIa standalone

*¥ — TONBKO ISl yCTaHOBKM THIIA cluster
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4 YCTAHOBKA

4.1 3amyck ycTaHOBKH

3alyCcK YCTAHOBKM IPOAYKTA BBINIOJIHSIETCS HAa CepBepe C pOJIbI0 operator C IOMOIIBIO

KOMaH/bI.
ansible-playbook playbooks/main.yml --diff

CKOpOCTb YCTAaHOBKHM 3aBUCHUT OT BBIJIEJIeHHBIX BBIYHCIIUTEIBHBIX pecypcoB. /[lis
obecrieyeHrss HENPepPbIBHOCTH YCTAaHOBKM PEKOMEHJIyeTCs HCIIOJIb30BaTh JOMOoJHUTeNbHOoe [10
Screen, Tmux.

B nmpormecce BHIONHEHWss KOMaH/ABI 3allyCKAIOTCS POJIM, ONHMCAHHBIE B  pasfelie

«Konourypuposanue ¢aitia main.ymly.

4.2 IIpoBepka KOPPEKTHOCTH yCTaHOBKH

Jlns mpoBepku paboTocrnocobHocTu ycraHoBieHHOro 10 W KOPpPeKTHOCTH yCTaHOBKHU

Heobxoaumo 3anyctuTh 110 «MoiOduc JlokyMeHTbI», BBITOTHUB CeIyIOIIne JIeHCTBUS:

4.3 3anmyck MHTerpalOHHBIX TeCTOB

[Tocne 3aBepienus peABapUTeNIbHON TpoBepkyd CHcTeMa pelakTUPOBAHUSI U COBMECTHOM
paboThl, Tmpu Haauuuu pabotatoiieldr CHCTeMBbl XpaHeHHs JAaHHBIX, HEO0OXOJWMO 3alyCTUTh
WHTErpalyvoHHbIe TeCTHI.

3aIyck TeCTOB HeOOXOIMMO BBITIOJIHUTL HAa CepBepe C POJIbI0 operator.

4.3.1 Hacrpoiika napamMeTpoB CKpHIITa 3alryCcKa

HapaMeprl CKpHIITa 3allyCKd HUHTEerpalluOHHBIX TeCTOB
~/install co/run_integration.sh IIepedalOTCd 4Yepe3 IIepeMeHHble OKPY>XXeHHS]. 3HaueHus
MapaMeTpoOB NOJIKHbI COOTBETCTBOBATL IIdpaMeTpaM YCTaHOBKH. HEKOTOpre IpruMepbl 3HAYeHUH
MMapaMeTpPOB YKd3dHbl B KOMMEHTAPUAX CKPHUIITA.

VY cranoBka MapaMeTpOoB MHTEerpallMOHHBIX TeCTOB BBLIIIOJIHAECTCA C IIOMOIIbIO IIepeMeHHbIX,

MIpe/iCTaB/IeHHbIX B Tabiuile 13.
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Tabmuia 13 — IlapameTpsl 3armycka UHTErpalfiOHHBIX TeCTOB

HanmenoBanue TpeboBanus
Omnucanue
IMapaMeTpa K 3aIIOJTHEHHIO
etcd_browser 00s3aTeNbHbIN [Momnbrit agpec (URL) cepBuca Etcd Browser Ha y3ine c
url porbio co_etcd
etcd_browser 00s3aTebHbIN Wms nomnp3oarens etcd-browser
username
etcd_browser 00s3aTeNbHbIN [Mapose muis etcd-browser
password
super_admin 00s13aTeNIbHBIN Wmst onp30Baresis A71sl y9eTHOHM 3alrCH
cynepagmuurctpaTopa PGS (a1 co3manus TeCTOBBIX
TEHAHTOB U UX a]MUHOB)
super password 00s13aTeTbHBIN [Taposb it yaeTHOM 3anvicu cynepaaMuaucTpaTopa PGS
mail domain 00s3aTeJILHBIN ITouToBBIN OMeH, 6e3 @
pgs_point 00s13aTeTbHBIN [Tonubrit anpec (URL) PGS cepsuca Euclid API
tag_integration npu Ter o6paza Docker koHTeiHepa C UHTErparMOHHBIMU
HeoOX0JUMOCTH TecTaMu
docker registry npu Anpec (FQDN u onmmmonansHo 1iopt) Docker Registry,
HEe0OXOIMMOCTH T7le pacIioyiaraeTcsl yKa3aHHBIN B tag integration ob6pa3
registry username npu Jlorun Docker Registry
HeoOX0JUMOCTH
registry _password 1pu [MTapose Docker Registry
HeoOX0JUMOCTH
account_name npu [Ipedukc nMenn [oMeHa CO3/1aBaeMOro TeHAHTa, He
HeoOX0JUMOCTH JIOJDKEH COZlepsKaTh . WIN
password npu [Taposne co3maBaeMoro aIMMHACTPATOPA TEHAHTA U BCeX
HeoOX0JUMOCTH CO3[laBaeMbIX I10JIb30BaTesIei
Habop TecToB, UCNONB3yIOTCA CeAylolire Habopbl
fast | OuwncTka MPOCTBIX aKKAYHTOB, 3aITyCK
npu MHTerpaliOHHbIX TeCTOB (MCIIOJIB3YyeTCs 110
testset HEeO0OXOIMMOCTH YMOJTIYAHUIO)
all I[lepeco3nanye POCTHIX U KOPIIOPATUBHBIX
aKKayHTOB, 3allyCK HWHTerpal[MOHHbIX TECTOB
ssl_ignore npu HrHopupoBath HeBaJIUHbIe WK CaMONOIHUCaHHbIe SSL
HeoOX0JUMOCTH cepTudUKaThI
max_wait npu MakcuManbHOe BpeMsi OXKUJaHHUSI aCHHXPOHHBIX
HeoOX0JUMOCTH orepauui B ceKyHzax
log_out npu I[TyTh K >XXypHany ommboK TecToB
HeoOX0JUMOCTH
info log out npu JloruposaTh B daiin BMecTo stdout
HeoOX0JUMOCTH
log_level pu Yposens sorupoBanus (debug info warn error)
HeoOX0JUMOCTH
dns npu Anpec HenybnmuHoro DNS-cepBepa fsis 3aKpbITOM
HEeO0OXOIMMOCTH YCTaHOBKHU
tenant_admin npu [NomHbIA JTOTYH aJMUHA TeHAHTA B BUIE
HeoOX0JUMOCTH
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HanmMenoBanue TpeboBanus
napameTpa K 3aI10JIHEHUIO

Omvicanue

<JIOTUH>(@<J0MeH-TeHaHTa>[.<OKpyXeHue>|.<JoMeH-
YCTaHOBKU>.

Hampumep, admin@test-deploy.mrt.example.net
ITongiomeH He HOJDKeH cofiepXKaThb CUMBOJIBL «.» U «_».
TenaHT 1 ob30BaTENN B HeM OYAYT CO3/aHBI Ilepest
TeCTOBBIM 3aIlyCKOM.

Ecim nepenan napametp tenant_admin, mepeMeHHbIe
mail domain 1 account name UTHOPUPYIOTCS

4.3.2 IIpumep 3amycka HHTErpPalHOHHBIX TECTOB

export
export
export
export
export
export
export

ETCD_ BROWSER URL=http://10.0.0.1:8001

ETCD BROWSER USERNAME=user

ETCD BROWSER PASSWORD=pass

SUPER_ADMIN=pgs

SUPER PASSWORD=pgs pass

MAIL DOMAIN=example.com

PGS POINT=https://pgs.example.com/adminapi

./run_integration.sh

4.4 IIpoBepka uHTerpamuu ¢ NOYTOBOM CHCTEeMOMH

[lepen mpoBepkoil ciefyeT HACTPOUTb COOCTBEHHBIM IIOYTOBBIM CEPBEp ISl OTIPAaBKU

yBegomiienni (o SMTP) uinu ycTaHOBUTB M HACTPOUTD MOYTOBYIO cructemy PSN.

[TpoBepka MHTErpamnuu C MOYTOBBIM KJIMEHTOM BKJIIOYaeT B cebsi TPOBepKy:

— HaJIM4YUS 3HAYKOB [IPUJIOXKEHUH Ha IJIaBHOU CTPaHULLE;

— HaJIM4uMs 3HAYKOB B MeHIO BbIOOpA MPUWIOXKEeHUH;

— OTIIPABKH Y IIOJTY4YeHHs IOYTOBLIX YBEHOMHEHHﬁ;

— SMTP-nacTpoyiky;

— BHUJ’KeTa.

J1J1s1 TpoBepKU HAJIM4Ks 3HAYKOB ITPWIOXKEeHWH Ha TJIaBHOW CTpPaHMUIle ClieflyeT:

— OTKPBITb CTPAHHUIY aBTOPHU3aAlUHN auth. [-<domain env>.]<domain name>,

— BBECTH UM4 I10JIb30BaTeJId U IapOJib;

— HOBBIM I10JIb30BaTeJIsIM HeO6XOHI/IMO O3HAKOMUTCA C JIHIEeH3WOHHBIM CoOIJlallleHneM H

IPUHSTH ero, Ha)kaB COOTBETCTBYIOITYIO KHOIIKY;

— TI0CJIe aBTOPH3aIliy Ha OTKPBIBIIIEHCS TJIABHOW CTpPaHHIle BbIOpATh JIFOO0M U3 3HAYKOB U

HaXkaTh Ha HETO JIeBOM KHOMKOW MbITIH (cM. PucyHok 1);

— Ipu

KOPPeKTHOM paboTe OTKpPOeTCSl COOTBETCTBYIOIlee 3HAYKy IPUJIOXKEeHUe

(ITouyra/Kanennaps/KoHTaKTbl — B 3aBUCUMOCTH OT TIOYTOBOT'O KJIMEHTA).
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MyOffice

ONONONONS

Documents Mail Contacts Calendar Squadus

Pucynok 1 — 3Hauky npusio)xeHui Ha IJ1aBHOW CTpaHHUIle
J1J1s TpoBepKY HalM4KMs 3HaYKOB IIPWIOXKEHNI B MEHIO BbIOOpa IIPWIOXKEHUH ClleflyeT:
— OTKPBITh CTPaHUIly (alJIoOBOTO MeHeIKepa;
— HaXaTb Ha KHOIIKY JIOKyMeHTBI B IDaBOM BepXHeM YTIJIy CTPaHUIIbI;
— BbIOpaTh npuioxenue [y nposepku (IIoura/Kanennaps/KoHTakThl — B 3aBUCHMMOCTH
OT IOYTOBOTO KJIMEHTA) U HaXKaTh Ha Hero JieBOM KHOMKOM Mblld (cM. PucyHok 2);

— YAOCTOBEPUTCH, UYTO COOTBETCTBylIee 3HAYKY IIpHUJIO)KeHHWe OTKpPbIBAeTCSd B HOBOH

BKJIQJIKe.

O Documents ~ My documen
1
< 4 w4 ih

Mai Calendar Contacts
a 0 a

Documents Squadus

|. Home page | E

Prcynok 2 — 3Hauky nIpwioXkeHHWH B MeHIO BbIOopa
J1y1s TpoBepKy Hanu4uMs OBICTPBIX EMCTBUI B MEHIO BbIOOpa IIPUJIOXKEHUH ClleflyerT:
— IepedTH B paiiJIOBBIN MeHeKep;
— HaXaTb Ha KHOIIKY JIOKyMeHTBI B IPaBOM BepXHeM YTIIy;
— B BBINQJAIOLIEM MeHIO Y0OelWUTbCs, YTO IIPU Ha)KaTMM Ha JIeliCTBHe B HOBOW BKJIA/IKe
OTKPBIBAETCSI COOTBETCTBYIOLIMI pa3fiesl (Co3/laHMe IMCbMa, CO3/laHHe BCTpedd) (CM.

Pucynok 3).
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{ , Documents ~ My documents
T
‘ 4 (& h

Mal Calendar Contacts

D 0O

Documents Squadus

‘ Home page :ontent

Ider (2)
CUI’TIDGSE message

nKa
m Create event

New document
Mew spreadsneet
New presentation
ntent
Pucynok 3 — BeicTpele 1eliCTBUS B MEHIO NIPUIIO)KeHUH
Jly1s mpoBepKy paboThI NOYTOBLIX yYBefomileHui U SMTP-HacTpoek ucnomnb3yeTcst oTipaBka

¢arina B kauecTBe BiioXeHUs. [Iopsiok nelicTBUA:

— co3naarthb ¢aii;

— BbIOpaTh CO3aHHBIN ¢aiin;

— OTKPBITh KOHTEKCTHOE MEHIO MJIM B BBINA/IAI0IeM MeHIO BbIOpaTh NyHKT OTHpaBUTH 110

noyure;

— HaxaTb OTIIpaBUTH MHE KONHIO;

— HaXaTb KHONKY OTHpaBHUTE;

— noxnaTbcs yBeiomieHus: Coo011ieHHe 0TIIPaBIIeHOo;

— IIPOBEpPUTH B II0YTe HaJIM4YMe [THChbMaA C parioM.

s npoBepku paboTOCIIOCOOHOCTH BUJPKeTa CjleflyeT HCIOJIb30BaTh IIOYTOBBIM KJIMEHT.

[Topsimok nericTBUiA:

— B [I0YTOBOM KJIMeHTe CO3/1aTb HOBOE IIMCHMO;

— HaxaTb Ha kHOUIKy IIpukpenuTs ¢paiasl;

— BbIOpaTh NYHKT 3arpy3uTh B 00J1aK0 U PUKPenuTh (cM. PrcyHok 4);

— B OTKPBIBIIIEMCS OKHe BbIOpaTh Gail WK Marky;

— HaxaTb KHONKY IIpukpenurs;

— INIPpOBEepUTH B IIOYUTE HAJIMIKe ITHCbMa C (baﬁﬂOM.
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3arpyska B oGnako

[ 3arpysuts daitnb (+) 3arpyauTb nanky

E’O Hoebilit gokymenT (2).docx 10KE @ romoso

3aKpeiTe

Pucynok 4 — OxHo 3arpy3ka B 00J1aK0
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4.5 JlInarHoCcTHKAa COCTOSTHHS MONCHCTEM

4.5.1 Ilmaraocruka cocrostaust Nginx

[Tepeuens MPOBEPOK ISl IUATHOCTUKHY cOCTOsTHUS Ngnix yka3aH B Tabinuiie 14.

Tabnuua 14 — Ilepedens npoBepok It uarHocTuky Nginx

Tun npoBepku

Anpec

[Tpumeuanue

[IpoBepka craTyca
paboThI TIOJICUCTEM
Auth/SS0O u Core

https://<nokanpHbIN-agpec-cepBepa>:

8443/api/manage/core/status

https://<nokanbHBIN-agpec-cepBepa>:

8443/api/manage/docs/status

[Tapametp «all» B
OTBETe JOJKEH OBbITh
paBeH ctpoke « OK»

[IpoBepka TekyIei
KOHUTyparumu

https://<nokanbHBIN-agpec-cepBepa>:

8443/api/manage/config

[IpocMoTp >kypHaJioB
JIOCTyTIa U OIITUOOK
cuctembl Auth/SSO (B
CJy4ae OTCYTCTBUS
cepBepa C poJibio

co log)

https://<nokanbHBIN-agpec-cepBepa>:

8443/api/manage/logs/error

https://<yokanbHBIA-apec-cepBepa>:

8443/api/manage/logs/access

https://<nokanbHBIN-agpec-cepBepa>:

8443/api/manage/logs/access_full

B kauectBe
dJIbTEePHATHUBbL
HCITONTB3yeTCs IIPOCMOTP
>KYPHaJIOB COOBITHH Ha
cepBepe C poJIbIo
co_lb core auth, mo
YMOJTYaHUIO MEeCTO
PacIIoyioXKeHus JKypHasIa

COOBITUH: /srv/docke
r/openresty/logs/

[IpocMoTp crnimcka
AKTHUBHBIX CECCUH U
aBTOPU30BaHHBIX
M0JIb30BaTenemn

https://<nokanbHBIN-agpec-cepBepa>:

8443/api/manage/sessions

noacucremsl Auth/SSO

https://<nokanbHBIN-agpec-cepBepa>:

8443/api/manage/users

Anpec cepBepa BbIOMpaeTCsl U3 yKa3aHHBIX B FPyNIe co 1b core auth ¢ailyia hosts.yml.

Jlyist obecrieyeHust 6e30MACHOCTH JIOCTYII K TMOPTY 8443, orpaHUYeHHbIM Ha cTopoHe Nginx,
JIOJDKEeH paclpoCTpaHSThCSl Ha JIOKAJIbHBIM CepBep M BHYTpeHHHe (JacTHble) CeTH C afpecaMu IO

craugapty RFC1918. Kareropuyecku 3ampelnaeTcs OTKpPBIBaTb JOCTYI K TOPTY U3 IMyOJIMYHBIX

CeTeu.
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4.5.2 Ilnmarnocruka cocrossausi Lsyncd

HuarHoctuka coctosivs Lsyncd nmprMeHsieTcsl TOJIbKO JJis KJIACTePHOTO peXXuMa YCTaHOBKHU
(B standalone kondwurypanuu Isyncd He ucnosnb3syercs).

HpOBepI/ITb CUHXPOHU3dIIUIO HeO6XOJ:[I/IMO B XXypHaJie COOBITHH C IIOMOIIIBIO KOMdH/IBI:
docker logs --tail 10 lsyncd

Konrertnep Isyncd pgomkeH  ObITb  3amylleH Ha  BceX y3jlax C  POJIBIO

co_lb core authre wopi. [IpoBepuTs cTaTyc ero paboTsl cielyeT C IOMOIIbI0 KOMaH/IbL:

cat /srv/docker/lsyncd/conf/lsyncd/lsyncd.status

4.5.3 luarnoctuka cocrosHusa RabbitMQ

[IpoBepka craryca o4epeny cOOOIeHUM OCyIlecTBIsieTcs yepe3 Beb-uHTepderic RabbitMQ
1o azpecy http://<nokanbHblii-afipec-cepBepa>:15672. JIoruH ¥ napoJb Jyisi aBTOPU3allid HAXOAUTCS
B IlepeMeHHbIX, UCIIOJIb3yeMBIX B TeKYIllel YCTaHOBKe.

Anpec cepBepa BbIOMpaeTCsi U3 YyKa3aHHBIX B TIpynne co mg ¢aiia inventory.
[IpenycMoTpeHbl BO3MOXXHOCTU ITPOBEPKHM COCTOsIHUS kiacTepa RabbitMQ, co3nanus unm yaaneHus
ouepe o0OMeHa WX OT/eIbHbIX COOOIIeHUH.

s npoBepku ¢enepanvy RabbitM(Q mociie HacTpodku HEOOXOOUMO MCIIOIb30BaTh BeOd-
unrepdeiic  RabbitMQ CO, pacnosoxeHHBIdA 1O aJpecy http://<joxajbHbii-agpec—
cepBepa>:15672/#/federation

[Tocne xakgoro pas3BepThIBaHMS U Iepe3arpy3kyd 4acTu CHCTeMbl XpaHeHMS! HaHHBIX WIN
Cucrembl peakTUPOBaHHs U COBMECTHOM paboThl He0OXOAMMO NpoBepsTh, uTo RabbitMQ (PGYS)
pa3BepHYT BUPTYabHBIN cepBep ¢ UMeHeM «CO».

[Ipu orcyTcTBMM BHPTYyaJIbHOTO XOCTa HeOoOXOJUMO CO3/laTh ero C IIOMOINbIO ITaHeNlx
apmuHucTpaTopa RabbitUIL

s mocTyna K naHeld aJMHMHHCTPaToOpa UCIIOIb3yHTe JOMEHHOe MM, yKasblBalolllee Ha
cepBep CucreMbl XpaHeHUs JaHHBIX. [loMeHHOe uMs dopMmupyeTcs Ha Oa3e 3aperMCTPMPOBAaHHOIO
JIOMeHa YCTaHOBKHU Cucremel XpaHeHusl JAHHBIX (cm. B JIOKyMeHTe
«"MoiOduc IIpodeccronanbubiii 3". CucreMa xpaHeHUs! JaHHBIX. PyKOBOACTBO 1O yCTaHOBKe») U

nopta «15673»:
http://pgs-<env>.<default domain>:15673

B xauecTBe ji0rMHa U IIAapoUIst MCIOJIb3YIOTCS 3HAYeHUs llepeMeHHBbIX pgs rabbitmg user U
pgs _rabbitmg password.

s obecrieueHusi 6e30IaCHOCTH AOCTYNl K JAHHOMY IIOPTy JOJDKeH OBbIThb OrpaHhYeH
JIOKQJIbHBIM CEPBepOM Y BHYTPeHHMMH (IIPUBAaTHBIMM) CETSIMU C afpecaMu 1o craHgapty RFC1918.

KaTEFOpI/I‘leCKI/I 3alipelaeTcss OTKPbIBATb JOCTYII K HEMY U3 HY6J'[I/I‘1HBIX CeTemu.
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5 ITIOPANOK OBHOBJIEHUSA

5.1 Ouncrka JaHHBIX

[Tpu oOHOBIEHWH BepCHH MPOJYKTA WM MOBTOPHOM yCTaHOBKe BO3MOXKHO HCIIOJIb30BaHUe
IIepeMeHHOM cleanup all CO 3HaueHHeM true, KOTopasi II03BOJIIeT OYMCTUTh BCe JaHHble Ha

cepBepe YCTaHOBKH, KpOMe JJAHHBIX MOHUTOPHHTA.

5.2 CoxpaHeHHe JaHHBIX MOHUTOPHHTA

B Bepcum 3.1 mosiBUIaCh BO3MOXHOCTh YAaCTHYHOT'O COXPaHEHWs JAaHHBIX MOHUTOPHHTA W
>KyPHAJIOB COOBITHIM (pacIioyioXkeHbIX B qupekTopusix /elasticserch, /kibana, /grafana, /prometheus).
CoxpaHeHHe BHITOTHSIETCS aBTOMATUYECKH.

Jlnis ynaneHusl JaHHBIX MOHHUTOPHHTA HEOOXOIMMO YCTAaHOBUTH 3HAYEHHe true mepeMeHHOH,
yKa3aHHOM B Tabuuiie 15.

Tabmuia 15 — CoxpaHeHHe JaHHBIX MOHUTOPHHTA

HaunmenoBanue Tun .
- . Jlnamna3oH 3HaYeHUH
TiepeMeHHON IepeMeHHON
o false
force_cleanup monitoring boolean
- - (3HaYeHMe 10 YMOTIAHHIO)

[TprMeps! KMCITI0JIb30BAHUS IIepeMEeHHOM:
1. Jlna 3amycka ansible ¢ coxpaHeHWemM JaHHBIX MOHHMTOpPHHTa (OCTaJIbHbIe JIaHHbIE

YAQJISIIOTCS) CJleyeT BBIIIOHUTD CIIeIyION[YI0 KOMaHy:

ansible-playbook -i hosts.yml playbook/main.yml -e cleanup all=true
[Io ymom4aHUIO 3Ha4eHHe IlepeMeHHOU force cleanup monitoring = false, IIPY 3allyCKe

ansible foryckaeTcst He yka3bIBaTh IIOBTOPHO ee 3HaueHHUe.
2. Jlns 3amycka ansible ¢ mosHBIM yaneHueM JaHHBIX CJIElyeT BBITIOJTHUTL CJIeTyIOIIyTO

KOMaHAY:

ansible-playbook -i hosts.yml playbook/main.yml -e cleanup all=true -e
force cleanup monitoring=true

[Ipy TakoM KOMaHAe WCIOJIb30BaHWe ¢uiara -e force cleanup monitoring=true

nepeoripesielIuT 3HaYeHue 1o yMoirdaHuio ¢ false Ha true.

© 000 «HOBLIE OBJIAYHBIE TEXHOJIOT' Wy, 2013 — 2024

48



MownOdounc

6 UI3BBECTHBIE ITPOBJIEMBI 1 CIIOCOBbI PEIITEHUA

6.1 IIpobiema yTeuek mamMsaTH npu ycraHoBke standalone

[Ipu pa3BepThiBanK CHCTEMBI PeJIaAKTUPOBAHUS 1 COBMECTHOM paboThI B pexkume standalone
HeoOXOJMMO yKa3blBaThb 3HAUeHHe IlepeMeHHOW fm heap limit paBHbBIM 512m. IIpoBeputh

TEKyII[Me HACTPOMKU MOXKHO Ha CepBepax C POJIbIO co fm:

# docker inspect fm | grep Xmx

"JVM OPTS=-Dmail.mime.encodeparameters=false

-Dmail .mime.encodefilename=true -Dspring.main.banner-mode=off -Xmx512m
-XX:+HeapDumpOnOutOfMemoryError
-XX:ErrorFile=/srv/docker/fm/logs/hs err.log
-XX:HeapDumpPath=/srv/core dumps",

Jlnsi cHDKeHUsI BepOSITHOCTU OmKOOK mpu pabore FM cepBuca Bo Bpems 3arpy3kd, MpU
BKJIIOUEHHOM IIpOBepKe TUIIOB, HEOOXOAUMO YBEJIMYUTh KOJMYeCTBO IMaMSITU Ui CepBHCA C

IIOMOIIBbIO KOMAH/BI:

fm heap limit: 512m
fm max memory: O (mam B mBa pasa 6Gonbuwe fm heap limit)

6.2 IIpobnema ycranoBku moxyJisi python3-libselinux

Omnucanue mpood/1eMsI:
B nHekoTopbix ciydasix B mporecce pabotel ycraHoBkd Ha OC Centos, Redos Bo3moxkHO

HOSIBJIeHHe CJleJlyIollel OInOKU:
2023-01-01 12:00:00,001 p=28456 u=root n=ansible | fatal: [10.100.100.100]:

FAILED! => {"changed": false, "msg": "No package matching 'python3-libselinux'
found available, installed or updated",
"rc": 126, "results": ["No package matching 'python3-libselinux' found
available, installed or updated"]}
Pemienue:

BBINOIHUTE CIleAyIoNy0 KOMaHly U POJIOJDKUTh YCTAHOBKY:

sed -i 's@python3-libselinux@libselinux-python3@'\
./ _versions/3.1/collections/ansible collections/nct/system/roles/python3/va
rs/R{ED,edHat}.yml

6.3 Pemenue npoosieMsl ¢ J1oraMu

[Ipu ocraHOBKe poTanuu (apxXUBHpPOBaHUs) JIOroB cepBUcOB Nginx uinu Pregen Heob6xoaumo
OOHOBUTH TIOJIMTUKK 0E30MaCHOCTH Ha CepBepax C POJIbI0 openresty-lb-core-auth M POJIBIO
pregen.

OO6HOBJIeHUS ITOJIUTHUKUA 0e30I1aCHOCTH BBIIIOIHAKOTCS C [IOMOIIBIO KOMAaHIb!:

restorecon -R /srv/docker
[Tocse 06GHOBIIEHHS TIOJTUTHKYA HEOOXOIMUMO IMPOBEPUTD POTAITHIO JIOTOB Yepe3 48 JacoB.
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Hanpumep:

[root@jenny ~]# cd /srv/docker/openresty/logs/

[root@jenny logs]# 1ls

access full.log access full.log-20231224-1703378461.gz access.log-20231222-
1703205421 .gz error.log error.log-20231224-1703378461.gz

access full.log-20231221-1703118661.gz access full.log-20231225-1703464201
access.log-20231223-1703290201.gz error.log-20231221-1703118661.gz
error.log-20231225-1703464201 access full.log-20231222-1703205421.gz
access.log access.log-20231224-1703378461.gz error.log-20231222-
1703205421 .gz nginx.pid

access full.log-20231223-1703290201.gz access.log-20231221-1703118661.gz
access.log-20231225-1703464201 error.log-20231223-1703290201.gz

6.4 IlepenosiHeHHe TUCKA JAHHBIMH MOHUTOPHUHTA

Omnmcanue npooseMsblr:

BricTpoe 3anonHeHye qucka npy ycraHoBKe standalone mmM 1yist KjlaCTepHOM YCTaHOBKH, Ha
Yy3Jie Kj1aCcTepa C POJIbIO co_infra.

Pemenue:

BricTpoe 3anonHeHMne qucKa MOXKeT IPOMCXOJUTD IIPU MOCTYIJIEHMHU OOJIBIIOTO KOJIMYecTBa
JAaHHBIX MOHUTOPMHTIA UJIU JIOTUPOBAHMS, M3-3a HelIpaBUJIbHO HACTPOEHHBIX ITOJIMTUK UX XpaHEeHUS.

ITo YMOJTYaHHUIO JlaHHbIE MOHUTOPHHTA pacrionararTcst B
IIMPeKTOPUM /srv/docker/prometheus/data. BpeMsi XxpaHeHUs] JaHHBIX 3a7jaeTCsl NIPU YCTAaHOBKe
Cucrembl  pellakTHUpOBaHMSI W COBMeCTHOM  paboTbl C  IIOMOUIpI0  IIepeMeHHOMN
prometheus storage tsdb retention time (110 ymomuanuto "21d", To ectb 21 neHb).

[Tpu nepernosnHeHny WCKa JaHHBIMM MOHMTOpHUHIra 6a3a mgaHHbIX Prometheus moxeT OBITH
IIOBpeXJeHa. s BOCCTAHOBJIEHUS paboTocnoco6HOCTH HeobXoAuMO YIaIUThb
IMPeKTOpPUI0  /srv/docker/prometheus/data. [locie ypanenus IVPEeKTOPUM  ClleflyeT
IlepeyCTaHOBUTb pOJIb, OTPAaHWYMB ee ONIWed -limit, TOJNBKO MJI PONM co infra U YyKas3aB

CHeHapHﬁplaybooks/infra.yml.HpHMepKOMaHHH:

ansible-playbook -i playbooks/infra.yml --tags prometheus --limit co infra
O6BeM HAdHHBIX XYpHAJld COOBITHM 3aBUCHUT OT KOJIMUECTBa Y3JIOB KJIdCTepd, KOJIMYeCTBa UX

KOHTEeMHEepOB Y YPOBHSI NPOTOKOJIMPOBAHUS Pa3/IMUHBIX CEPBUCOB (HACTPaMBAIOTCSI C TOMOIIbIO
Etcd). ITo YMOJIYaHUIO JlaHHbIe JKypHasia COOBITHI pacrosiararoTcs B
IOUPEeKTOPUU /srv/docker/elasticsearch/data. BpeMH XpaHeHHda [OaHHBIX 3a[ddeTCda IIpU
ycraHOBKe CHCTeMbl peJaKTUPOBAaHUSI W COBMECTHOM paboThl C IIOMOIIbIO I[epeMeHHOU

co logs retention days B (baﬁne ~/install co/group vars/all/main.yml. 3HaueHHe MO0
YMOJIYaHHUIO "120", 4TO 03Ha4aeT — 120 mHei. B cilydyae nepemnosiHeHUs IMCKa JTAaHHBIMU )XKypHaja
COOBITHH, MPeAyCMOTPEeHO yajeHue Oojiee CcTapble WUH/IEKCOB BPYYHYIO (CTPYKTYpbl XpaHEHHUs U
MIOMCKA JJaHHBIX B 00beMe 1 anst). [Ijst 3TOro Ha y3iie C PoJibl0 co infra HEOOXOJIWMO BBIIIOJIHUTh

dlegyrone KOMaH/abl:
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# maposib BBOOUTHL M3 IepeMeHHOM elasticsearch opendistro admin password
curl -k --user admin https://localhost:9200/ cat/indices

# BHIOpATHL MHIOEKCH, MoIJjexauue yoaJleHMIo, HaduHawmmecs ¢ "co-"

curl -X DELETE -k --user admin https://localhost:9200/co-<YYYY.MM.DD>

HHH YMeHbIIIeHrd YPOBHSA JIOTHPOBAHUSA H€06XOHHMO HN3MEHUTL 3Ha4YeHHs IIepeMeHHbIX,

MIpUBeJIeHHbIX B Tabmuie 16.

Tabmuia 16 — IlepeueHb repeMeHHBIX XypHajla MOHUTOPHUHTA

. 3HaueHue JJIs1 yMeHbIIIeHUs]
HavmMeHnoBanue nepeMeHHOM 3HaueHue 110 YMOJTYaHUIO
[JIyOUHBI JIoTa
common_co_log level info warn/error
chatbot log level info warn/error
cvm_cu log level info warn/error
cvm_log level info warn/error
dcm_du_log level info warn/error
dcm_log level info warn/error
du log level info warn/error
du nps log level info warn/error
sdd_log level info warn/error
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7 IPUJIOKEHUE A — IIOPSJIOK YCTAHOBKH 1 HACTPOMKHU JIOKAJIBHOI'O
PEIIO3UTOPUSA

IIpunoxxenne A
ITopsanok yCTaHOBKH U HACTPOIKH JIOKAJILHOTO PeI03UTOPHS

1. Co3naTh KaTaior Jijisi pa3MeleHus pero3uTopys C TIOMOIIIbIO KOMaH/IbI:

sudo mkdir -p /srv/repo/alse/main
2. IlpumoHTHpOBaTh 00pa3 yCTAHOBOYHOTO JAuCKAa (eciii Ha KOMIIbIOTEpe HeT

kaTanora /media/cdrom — To co3maTh katanor /media/cdrom) c mOMOIIBIO KOMaH/Ib:

[ -d /media/cdrom ] || sudo mkdir /media/cdrom
sudo mount /myThk K _ISO-o06pasy /media/cdrom

3. CkomnupoBath (aiisibl U3 06pa3a B KaTajor pero3uTOpHs C IOMOIIIbIO KOMAH/IbI:

sudo cp -a /media/cdrom/* /srv/repo/alse/main
4. OrmonTHpOBaTh ISO-06pa3 AucKa C MOMOIIBI0 KOMAH/IbL:

sudo umount /media/cdrom
4.1 Ecnu TpebyeTcs, BHIIOIHUTD aHAJIOTHYHbIe JIEUCTBUS /I 6a30BOTO PEro3uTopus (JMcKa

CO CpefiICTBaMHU pa3pabOoTKH) C IIOMOIIBI0 KOMaH/IbI:

sudo mkdir -p /srv/repo/alse/base

[ -d /media/cdrom ] || sudo mkdir /media/cdrom
sudo mount /myTk K _ISO-o06pasy /media/cdrom
sudo cp -a /media/cdrom/* /srv/repo/alse/base
sudo umount /media/cdrom

5. JIyiss 0OHOBJIEHHUSI OCHOBHOT'O Pero3uTOpus (OCHOBHOTO JIMCKA) C TTIOMOIIbIO KOMaH/IbI:

sudo mkdir -p /srv/repo/alse/update-main

[ -d /media/cdrom ] || sudo mkdir /media/cdrom

sudo mount /myTs K _ISO-o06pasy /media/cdrom

sudo cp -a /media/cdrom/* /srv/repo/alse/update-main
sudo umount /media/cdrom

6. IIns oOHOBIIeHUsT 6a30BOTO Pero3UTOpHs (MCKa C OOHOBJIEHHWEM CpefICTB pa3paboTKH) C

IIOMOIIBIO KOMAH/BI:

sudo mkdir -p /srv/repo/alse/update-base

[ -d /media/cdrom ] || sudo mkdir /media/cdrom

sudo mount /myTe K _ISO-o06pasy /media/cdrom

sudo cp -a /media/cdrom/* /srv/repo/alse/update-base
sudo umount /media/cdrom
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8 IPWJIOKEHUE b — 3AMEHA CTAHJJAPTHOI'O PEITIO3UTOPUS HA
JIOKAJIBHBIN

IIpunoxenue b
3aMeHa CTaHAAPTHOI0 Peno3UTOPHS Ha JIOKAJIBLHBIH
3aMeHa CTAaHIAPTHOTO PeO3UTOPUSl HAa JIOKAJbHBIM BBIIIOJIHSIETCS Ha CepBepe C POJIbI0
operator. IlepeunciieHHBI TOpPSIOK JelcTBUM ucnonbdyercs B OC Astra. [lna 3ameHbl

Perno3uTopusi HeoH6X0IUMO:

1. OTKITIOYUTH BHeIIIHKe Pell03UTOPYH, 3alTyCTUB KOMaHTY:

sed -i "s/*/#/" /etc/apt/sources.list
2. J106aBUTH JIOKAJIbHBIA BHEIITHUM PEITO3UTOPHH, 3aITyCTUB KOMaH/IY:

tee -a /etc/apt/sources.list << EOF

deb http://$IP ADDRESS:8081l/repository/astra/ 1.7 x86-64 \
main contrib non-free

deb http://$IP ADDRESS:8081/repository/astra-ext/ 1.7 x86-64 \
main contrib non-free

EOF

rjie sIP_ADDRESS — IP-ampec yiokanmbHOrO cepBepa Jijist XxpaHeHUs! GaijioB.

3. OGHOBHUTDb UHJIEKC PEIlO3UTOPHS, 3aIyCTUB KOMaH/IY:

apt update

4. TlpoBepuTb MOCTYHIHOCTH PEMO3UTOpHs (IMPOM3BECTH TIOMCK IPOM3BOJILHOTO IIAKeTa),
3aIyCTUB KOMaH/y:

apt search pwgen
5. Y6eauThbcs, 9TO B BBIBOJIE KOMaHJIbI NPUCYTCTBYeT Ha3BaHHWe TakeTa pwgen. BuiBopg

KOMaHHbI.
root@operator:~# apt search pwgen
Sorting... Done
Full Text Search... Done

pwgen/stable 2.08-1 amd64
Automatic Password generation
root@operator:~#

6. Hactpouth MeHemxep Mmojysieid (pip) Ha HCIIOIb30BaHUE JIOKAJILHOTO Ppero3uTOpHs,

3aIyCTUB KOMaH/y:

tee /etc/pip.conf << EOF

[global]

trusted-host = $IP ADDRESS

index = http://$IP_ADDRESS:8081/repository/pypi-proxy/pypi
index-url = http://$IP ADRESS:8081l/repository/pypi-proxy/simple
EOF

rjae sIP_ADDRESS — IP-ampec yokanbHOrO cepBepa Jijist XxpaHeHUs GaijioB.

© 000 «HOBLIE OBJIAYHBIE TEXHOJIOT' Wy, 2013 — 2024 53



MownOdounc

9 IIPUJIOKEHNE B — HACTPOMKA CETEBBIX COEJJUHEHUI

[TpumMep HaCTpOMKY CeTeBOro coeJJuHEHUs C IIOMOIIbI0 koMaHHOU cTpoku B OC Astra.
1. Jlnsg mpoBepkd HEOOXOOUMO OTKPHITH Galijl C CeTeBHIMM HACTPOMKAMH C IIOMOIIbIO

KOMaH/HbI:

nano /etc/network/interfaces
B oTkpriBIIEMCS OKHE peflakTopa IMPOBEepUTh HaIM4Ke CJIeyIoIeld CTPOKHU:

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

source /etc/network/interfaces.d/*
1.1 3aKpBITh OKHO ¥ BEpHYTHCS K CTPOKEe TepMHUHaIA.

1.2 Co3maTs HOBOE COeUHeHMe C IOMOIIbI0 KOMaHbL:

sudo nano /etc/network/interfaces.d/ethO
[IpumevaHue: ecii Ha BallleM cepBepe yCTaHOBJIEHbI PYTHe PelakTopkI (vim, vi) 3aMeHuTe B

KOMaHJIe nano Ha JIPYroi pellaKkTop.
2. B OTKpBIBIIIEMCSI OKHE peflakTopa B 3aBUCHUMOCTH OT THIIA MCIIOJIb3YeMOro IJisi HaCTPOeK
BBECTH KOMaH/y U3 TyHKTa 2.1 umm 2.2.

2.1 Ilpu ucnonb3oBaHuu cTaTudeckoro [P-ajpeca He06X0AMMO BBECTH:

echo "auto ethO

iface eth® inet static

address 192.168.1.100

netmask 255.255.255.0

gateway 192.168.1.1" > /etc/network/interfaces.d/ethO

B mpumMepe MCHONB3yIOTCS MPOW3BOJIbHBIE HACTPOWKU CETeBOTO coefwHeHHs. Heobxomanmo
3aMeHUTh TpeyioxeHHble HacTpovku (192.168.1.100, 255.255.255.0, 192.168.1.1) Ha HacTporku
CEeTeBOTO OKPYXKeHHUsl CO3/IaHHBIX CEPBEPOB.

2.2 Ilpu ucnonb3oBanuu DHCP B okHe pefiakTopa HEOOXOMMO BBECTH:

echo "auto ethO
iface eth® inet dhcp" > /etc/network/interfaces.d/ethO

Jlns koppekTHOM paboThl HeobxoauMo 3akpenuThb [P-ajpeca 3a cepBepaMu C TIOMOIIBIO
Hactpoek DHCP-cepBepa Baiiiero 1muio3a (KOMMYTaTopa).

3. ITlocsie BBOofa mepeMeHHBIX aiyi cOXpaHUThb. [IOBTOPHO OTKpBITH (aili KOMaHJIOW U3
NyHKTa 1 111 MpOBepKHu.

4. 3amatb DNS-cepBep

echo "nameserver 8.8.4.4" > /etc/resolv.conf
Anpec DNS-cepBepa 8.8.4.4 yka3zaH TPOW3BOJILHO, €CJIM B JIOKAJIbHOM CETH CYIIeCTBYEeT

BHyTpeHHuN DNS-cepBep, Heo6x01MMO H3MeHUTh anpec 8.8.4.4.

5. [IpuMeHUTHh HACTPOMKU CETEeBOI0 COeJIMHEHUS

sudo systemctl restart networking
[ToBTOpPHUTH BBHITIOJIHEHHE JTEUCTBUS JIJII KAXKIOTO CepBepa, UCIOJIb3yeMOro JIjisl yCTaHOBKH.
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10 IMTPUWJIOAKEHHUE I' — IIOPANOK CO3JAHUA CAMOIIOAIITMCAHHOI'O
CEPTUPUKATA

[To ymomdanuto 6pay3epbl He OBEPSIOT CAMOTIOANMCAHHBIM CepTUdUKAaTaM, PeKOMEeHTyeTCs
HCIIOJTb30BATh €T0 TOJILKO JIJISl BHYTPEHHUX I1eJIeH WITH B IIeJISIX TeCTUPOBAHUSL.

1. ITpoBepka unu ycranoBka OpenSSL.

OpenSSL nocTynen o yMOTYaHUAIO BO BCEX OCHOBHBIX TUCTPUOYyTHBaxX Linux.

s moucka ycranosienHoro I10 OpenSSL u nmpoBepku Bepcurd He0OXOJMMO BBITIOTHUTD

KOMaH/Y:

$ openssl version
Ecm BweiBom ¢ wuHbopmarmed o Bepcur OpenSSL oTCyTCTByeT — mporpaMma He

yCTaHOBJIEHaA.

s ycranoBku OpenSSL BeITONTHUTE CIEIYIONIYI0 KOMaH/Y:

$ sudo dnf install openssl
HIIN

$ sudo yum install openssl

Bri6op komanibl 3aBucHT OT Trma OC.
2. Cozganue SSL-ceptudukara.
Ilns  co3maHusi  caMOMOJINMCAHHOTO cepTudukata SSL  HEoOXOJWMO HCIIOb30BaTh

CJIeTyIOIIyI0 KOMaH/AY:

$ openssl reqg -x509 -nodes -days 365 -newkey rsa:4096 -keyout
server.nopass.key -out server.crt

C mnomoribio KOMaHJIbI OyJleT co37aH CaMOTIOIMCAHHBIA CepTUdUKAT, KOTOPLIM OyeT
NIeNCTBUTeJIeH B TeueHue 365 qHei.

[Io ymom4anuto ceptudukar v ¢ais kiaoda OyayT cO3[laHbl B TeKyllleMm KaTajore (B
Karasiore, U3 KOTOPOI'O BBINOJIHSIETCS] KOMaH/Ia).

Omnucanue ¢riaroB UCIOIb30BAaHHBIX B KOMaH/ Ie NpHBejieHo B Tabuwie 17.

Tabmuma 17 — 3Hadenus GpraroB KOMaH bl

@ar Omnucanue
req BremonmaUTE 3arpoc Ha moAnuch ceptrudurkarta
-newkey rsa: Cosparp kittou RSA pmunott 4096 6ur.
4096 Ecnu He ykazaHo wHOe, 110 yMoT9aHuto Oy/IeT co3faH Kirod auHou 2048 our
-keyout Ykazatb ums aiina 1Jisi XpaHeHUs 3aKPbITOro KJTro4ua
-out Vkazartb ums daiinia i XpaHeHUs: HOBOTO cepTrudUKaTa
-nodes [IponycTuTh 11ar 110 CO3aHuUI0 cepTUdHUKaTa C TAapoJIbHOM dpa3oi
-x509 Cospats ceprudukar popmara X.509
-days YkazaTb BpeMsl JIeMCTBHUS CepTUdHrKaTa B JHIX

Omrcanue 1mosied py Co3/laHuU cepTUdUKaTa TpUBeieHo B Tabmuile 18.

(@]
(@)
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Tabmuna 18 — 3uauenus nomeit CSR

[Tone Omnucanue
C= HazBanue cTpanbl (IByXOYKBEHHBIM KOJI)

ST = Haspanwue 1rraTa uiv IpoBUHITAA
L= HazBanue HaceynieHHOro ImyHKTa
0= [TonHoe Ha3BaHMe Balllel OpraHu3aru

Oou = HazBanue opranusaiiioHHON eJUHUIIbI

CN = [TonHOE MOMEHHOE UMS

3. Co3gaHue 3aKpHITOTO KJTIOYa.
3aKpBITBIM KJIIOY HeoOXOomuM i mojanucku Bairiero SSL-ceptudwukata. [l co3manus u

COXpaHHHBaKpHTOﬂ)KHHTHiH€O6XOHHMOIHﬂHOHHHTbKOMaHHyI

$ openssl genrsa -out server.nopass.key
3HaudeHus GpyraroB KOMaH/IbI:

— genrsa — CO3/1aTh 3aKPbITHINA K09 RSA;

— —out — BBIXOJIHOM ai.
[To ymonm4aHHMIO 3aKpBITBIA KJIIOY Oyj/leT XpaHUThCS B TeKyIeM KaTajore (B KaTajore, W3

KOTOPOTO BBIMIOJIHSETCSI KOMaH/IA).

4. Co3znmanue 3arpoca Ha nmoanuck ceprudukara (CSR).

CSR — wuHdopmanusi, oTipaBisieMas B yIOCToBepstonui 1eHTp. g coszmanus CSR
HE0OXO0JMMO BBITIOJIHUTH CJIeAYIONIYI0 KOMaH/y:

$ openssl req -new -key server.nopass.key -out server.csr

Omnucanue ¢iiaroB UCIOJIb30BaHHBIX B KOMaH/ Ie MpHBeieHo B Tabuwie 19.

Tabmuma 19 — 3Hadenus GpraroB KOMaH bl

@ar Omnwucanue

req 3arpoc Ha MOJIHUCh CepTUdUKaATa

-new Hosgsrit 3amnpoc

-key [IyTb, roe XxpaHUTCS Balll ¢aiil 3aKpbITOTO KJIF0Ya
-out Hwms BeixoniHOTO (aitia

[Tocnme 3amycka KoMaHAbl, IpeACTaBIeHHOM HKXe, OyJeT CO3[laH CaMOIOJIKCAHBIN

cepTudHKaT, KOTOPBIM OyAeT IeiCTBUTeNIeH B TedeHHe 365 qHEH.

$ openssl x509 -req -days 365 -in server.csr -signkey server.nopass.key \
-out server.crt
5. [IpoBepka aeranen ceprTrudukaTa BbIIOIHSAETCS C TOMOIIbIO KOMaH/IbI:

$ openssl x509 -text -noout -in server.crt
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11 MIPWIOXEHUE ]I — IIEPEYEHb U3MEHEHUU TEKYIIEW BEPCUU

N3menennst oTHOCHTEIBHO pesn3a 2.6

1. B ¢atine inventory hosts.yml yJaneHsl IPYIIIbI co service U co lcs.

Z.ITpH KJIACTEpPHOM YCTAaHOBKe OTJeJIbHbIe cepBepa I TPYII co_service U co_lcs He
BBIJIEJISIFOTCSL.

N3menennst oTHOCHTEILHO penm3a 2.7

B ¢aiine inventory hosts.yml fobaBiieHa rpyImna co_audit.

N3menennst oTHOCHTEIBHO pesn3a 3.0

1. JlobaBiieHbl TiepeMeHHbIe ISl HACTPOMKHM Sentry (HuXe TPUBEAEHBI CO 3HAYEHHUSMH T10

YMOJTYAHHUIO):

chatbot sentry dsn: ""
openresty sentry log sentry dsn:
openresty sentry log sentry url:
openresty sentry sso log dsn: ""
openresty sentry wfe log dsn:

2. JlobGaBneHbl TepeMeHHble i1 HACTPOWKH TlapamMeTpoB wfe (Hwke mIpUBeIEeHBI CO

3HaquHﬁMHIH)YMOanHHKﬂ:

openresty wfe loader pending ms: 400
openresty wfe mobile apps site url:
openresty wfe page size: O

3. JlobaBnmeHna komaHja B HacTpouiku cepBuca confd mmsa mepesamycka CU u DU Docker
KOHTelHepoB (pu uaMeHeHnn Hactpoek B ETCD).

4, JlobaBneH QYHKIIMOHAT HACTPOMKKA Alertmanager i OTIpPaBKH YBeIOMJIEHHUN B
KOMMYHUKAI[MOHHbIE KaHaJlbl, I0f]/Iep>K1BaeMble CepBHCOM.

5. lobaBineHa nepeMeHHasi force cleanup monitoring ISl COXpaHeHHs JaHHBIX CepPBUCOB

MOHHUTOPUHTA U )XypHaJjia COObITHH TIpH niepeycTaHoBKe CO ¢ TIOJTHOM OYHMCTKOM JTAHHBIX.
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12 MIPUWIOXEHUE E — OIIMCAHUE POJIEU IJI1 CEPBEPOB CUCTEMBI

IIpunoxenue E

Omnucanue poJieii UIsi CepBepPOB CHCTEMBbI

B pgannom IIpHUJIOKeHWKW IIpe[iCTaBJ/ieH IIepedYeHb M3MEHEHHMM OTHOCHUTEeJIbHO JaThl

my6IMKaIyy ¥ BepCrUr JOKYMeHTa.

Tabmuia 20 — Ponu 17151 KJTaCTePHOM YCTaHOBKH

HaunmenoBanue

Omnucauue

Ib-core-auth

CepBep 6alaHCHPOBKY Harpy3Ku

infra Cepgep, 00beuHSIONTII HHOPACTPYKTYPHBIE POJTH cOOpa JIOTOB U MOHUTOPHHTA.
Mozxet comepxaTh poib chatbot
pregen CepBep reHepanyu MpeBbl0 U MHIEKCHBIX JIOKYMEHTOB
etcd IMoacucrema KoHUTypanyu ¢ Ucrosib3oBanueM Etcd
core-cvim CepBuC ynpaBjieHUs] UMIIOPTOM, SKCIIOPTOM M WH/IEKCUPOBAaHHUEM JIOKYMEHTOB
cu-pool ITyn kOHTelHepOB C KOHBEPTEPaMU JIOKYMEHTOB
core-dcm CepBep ympaBiieHus pelakTUpPOBaHKeM, Kosutabopanuu u JokyMmeHTHoro API
du pool ITyn KOHTEWHEPOB C MOAYJISIMU PeIaKTHPOBaHUS IOKYMEHTOB B peXXUMe KOJ1abopariuu
core-fm [Topcucrema cepBuca daitnoBoro API
core-nm IMoacucrema cepsuca push-yBeoMieHui
imc CepBep KelmMpPOBaHUS CECCHNA U XPAaHEHHUsI IPOMEKYTOYHbBIX pe3yJIbTaTOB B MaMSITH
mq CepBep ouepesivi COODITIEHUH U TIOATUCOK
core [1pu cokpailieHHOM COCTaBe poJieit — CoBMellieHHbIe posiu *-core-* s CepBepa
coBMecTHOTO penakTupoBaHus (CCP)
Tabmuna 21 — Texnuueckue ponu
HavmenoBanue Omnucanue
operator TexHonoruveckas posib. Pabouee MecTo, ¢ KOTOPOTo IPOU3BOIUTCS YCTAHOBKA BCEX
KOMITIOHEHTOB
LB CepBep 6ay1aHCUPOBKY HAaTrPy3KH JIJIs1 BCEX KOMIIOHEHTOB (MCITONIb3YeTC sl TOJIbKO TP

KJIaCTEPHOM yCTaHOBKe)
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