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MownOdounc

Bce ymoMmsiHyTBIE B 3TOM JOKYMEHTe Ha3BaHHs MPOAYKTOB, JIOTOTHIIBI, TOPrOBble MAapK{ U
TOBApHbBIE 3HAKY IPUHAJIJIEXXAT UX BJIaJIe/TbIIaM.

Tosapubie 3Haku «MoiiOduc» u «MyOffice» npunammexxar OOO «HOBbBIE OBJIAYHbBIE
TEXHOJIOT'MWN».

Hu npu kakux 0OCTOSITENILCTBAX HEJb3sl HCTOJIKOBBIBATH JII0OOE COIEepKMMOe HACTOSIIero
JOKYMEHTa KakK IMpsIMOe WM KOCBEHHOe TpefoCTaBJieHHe JIMIeH3WW WA MpPaBa Ha MCIIOJIb30BaHHUE
TOBApHBIX 3HAKOB, JIOTOTUIIOB WM 3HAKOB OOCTYyXXWBaHUS, TpUBeJeHHbIX B HeM. Jlro6oe
HECAaHKIIMOHMPOBAHHOE HWCIIOJIb30BaHWe JTHUX TOBAPHBIX 3HAKOB, JIOTOTHIIOB WM  3HAKOB

obcrykuBaHUs 6e3 MUChbMEHHOTO pPa3peleHus UX MpaBoobJyiafaTelist CTPOTO 3aIpereHo.
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B Hacrosiem fokyMeHTe UCTIONB3YIOTCS ClieiyIolye cokpareHus (cMm. Tabmuiry 1).

Tabmuma 1 — Cokpatenust U paciiippoBKU

CoxpamieHue

PacmmndpoBka u onpenenenue

389-ds, 389 Directory Server

Cnyxba kaTajaoros

Ansible Cucrema ynpaiieHUs] KOHQUTYPaIMSIMU, UCIIOIb3YIOMASACS s
aBTOMATU3AL[MU HACTPOWKY U Pa3BepThHIBAHUS IPOrPAMMHOI0 00ecriedeHust

API Application Programming Interface, uarepdetic mporpaMmmMupoBaHust
MIPUJIOYKEHUN

CcoO CloudOffice, O6maunsbiit Odwuc, obiee Ha3BaHUe MPOAYKTA (IPYIIIbI
penakTopoB)

DNS Domain Name System, cucremMa foMeHHBIX UMEH

Docker [TporpamMmHoOe obecriedeHue 1Jis aBTOMATH3AI[K PAa3BEPTHIBAHUS U
yIpaBJIeHUs IPWIOXKEeHUsIMU B CpefiaX C MOAJIeP’KKOM KOHTelHepu3aIiu

IMAP Internet Messagess Access Protocol, mpoTokost 7oCTyma K SIUKy
3JIEKTPOHHOW MOYThI

LDAP Lightweight Directory Access Protocol, 06s1eraéHHbIN TPOTOKOJ JIOCTyTIA K

KaTaJioram

Node (Homa)

CepBep oj1HOI U3 poei

PGS

File Storage, Pythagoras, nporpamMmmubii mpoayKT «CuctemMa xpaHeHus

nmaHHbBIX MoinOduc»
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Coxpamenue

PacmmdpoBka u onpenenenue

PSN

Poseidon, mpunoeHue mouThl, KajleHapsl ¥ KOHTAaKTOB (OHO ke

«MoitOduc [Touran)

PSNAPI, PBMAPI

API «MoitOdwuc [Toara»

Resource overcommit

CI/ITyaL[I/ISI, npur KOTOpOﬁ BHUPTYAJIbHbIX PeCypPCOB BbIIEJIIeTCsI 6OJ'[bH_IE, qeMm

U3NIECKUX

SMTP Simple Mail Transfer Protocol, nmpoTokon nepepa4u coobienuit
3JIEKTPOHHOW MOYThI

SSH Secure Shell, «6e3omacuas o6om04ka»

URL Uniform Resource Locator, enunblii yka3atesb pecypca

b Baza laHHbIX

Benmop (vendor)

[ocraBiuk 6peHANPOBAHHOTO MPOTyKTa

Knacrep (cluster)

O6BenuHeHHas TpyIIIa CEpBEPOB

KonTyp uncramsmmm

[IpuBatHas ceTh, B paMKaxX KOTOPOW POUCXOIUT OOMEeH TeXHUYeCKUMHU

OAaHHbIMU MeXy cepBepaMi MHCTAJUISINN

[Tneii6yk (playbook) Habop nociieqoBarenbHBIX MHCTPYKITUH JI71s BHITIOTHEHUs koMaHA Ansible
1o [Tporpammuoe obecrnieyenve

(0]@ OmnepanuoHHas cucTeMa

Conp Crpoka aHHBIX, [TpeJHa3HAYeHHAs [JIsl BEIYUCIIeHUs] X311

TenanT (tenant)

JJieMeHT MyJIbTUAPeH/THOM CHCTeMBbI

Xocrt (host)

Y cTpoiicTBO, MpeIoCTaBIIsIoNIee CepBUCH HpopMaTa “KJIMeHT-cepBep”

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOI'MW», 2013-2024




MownOdounc

1 OBIIIME CBEJEHHSA

1.1 TpeboBanus k kKBaMPUKAIMH NTEPCOHAIA

AMUHUCTpPATOp AODKEeH COOTBETCTBOBAThH CJIEIYIOUIMM TPeOOBAHHUSIM:

- OCHOBHI CETeBOro dIMUHHUCTPUPOBAHUS:

CereBas mojienb OSI u crek npotokosioB TCP/IP;
[P-anpecarivst 1 Macku IOJICETH;
MapuipyTu3sanuys: cTaTuieckasl U IMHAMUYecKas;

[Tporokon obecrieyenust oTkazoycrorunBocTH 1uto3a (VRRP).

- OmpIT paboTsl co cityxboi nomeHHbix uMeH (DNS):

3uanue ocHoBHbIX TepMUHOB (DNS, IP-afpec u 1.11.);
[Torumanue nipuHIUoB pabotsl DNS cepBepos;

3HaHue OCHOBHBIX TUIIOB 3anuceii DNS:

A (address)

MX

SRV

PTR

TXT (SPF, DKIM)

OmnsiT obpamenus Kk RFC no cnenyronmym pecypcHBIM 3aIIUACSM:

Simple Mail Transfer Protocol;

Anti-Spam Recommendations for SMTP MTAs;

DomainKeys Identified Mail (DKIM) and Mailing Lists;

Sender Policy Framework (SPF) for Authorizing Use of Domains in Email;

Use of SRV Records for Locating Email Submission/Access Services;

Locating Services for Calendaring Extensions to WebDAV (CalDAV) and vCard
Extensions toWebDAV (CardDAYV).

- OmnprT paboTsl ¢ koMaHgHOM cTpokoi OC Linux.

- Omprt paborts! ¢ 10 s konTerinepusanuu Docker/Docker Swarm.

- 3HaHMe BWJIOB apPXWTEKTYpPbl, a TaKXe OCHOBHBIX KOMIIOHEHTOB WHQPACTPYKTYpHI

oTKpHITHIX Kimtouel (PKI), k KoTOpbIM OTHOCSTCS:

3aKpBITBIN M OTKPBITHIN KIII0Y;

CepTtudukaT OTKPHITOTO KJIH0Ya;
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* Perucrpanuonssiii ientp (RA);
* Cepruduranuonubiii 1ientpa (CA);

» Xpanumuie ceprudpukaros (CR).

- IlpakTrueckuit onbIT paboThHl U aIMUHUCTPUPOBaHUs cepBUCOB: Redis, PostgreSQL, 389
Directory Server, Dovecot, Postfix, GlusterFS, etcd.

- OmnpIT paboThI C cUCTEMOW aBTOMaTU3alMK pa3BepThiBaHus Ansible.

1.2 Cucremurpie TpedbOBaHUA

— IlonnepxxvuBaemble onepaivonHble cuctembl: Centos 7.9, Astra Linux 1.7 SE, AnbT
Cepgep 9, 10.1, RedOS 7.3.2;

— CKOpOCTh CeTeBOM MOACUCTEMBI [IJI1 B3aUMOJIEMCTBUSI MeXy CepBepaMu B Ciydae
KJ1acTepHOU UHCTAIUIAIUU — 1 Gbit/s nnu BhIie;

— B Tabmnune 2 npuBefieHbl XapaKTepUCTUKY allllapaTHOrO obecliedeHUs] KOHQUTYpaIiuU

111 PYHKIIMOHAIBHOIO TeCTUPOBaHU (0e3 0TKa30yCTONYUBOCTH).

Tabnuira 2. XapakTepUCTHKHU arapaTHON KOHUTyparuu 6e3 0TKa30yCTOMYUBOCTH

Koudurypamus CPU RAM (Gb) HDD (Gb)
50 + KBoTa mosb3oBaTesiei Ha UCIIOJIb30BaHue
MUHHMaJIbHAs 4 8
JIMCKOBOTO MPOCTPAHCTBA
100 + KBoTa nospb3oBaTesiei Ha UCHOIb30BaHUe
peKoMeHJ0BaHHast 8 16

JIMCKOBOTO MTPOCTpPaHCTBA + ba3za maHHBIX

— Pexomennanuu no pazbreHuIo AUCKOB 1iesieBoro cepBepa it OC U 1moJyib30BaTeIbCKUX
KBOT IIpHBeJleHbl B Tabuuiie 3.

Tabnuiia 3. Pa3zbuenvie qUCKOB

Haszuauenue Touxka MOHTHPOBaHHUS Ob6Bem
OC / 50GB
KBoTa noyToBBIX SIIIMKOB /var/dovecot CyMMapHbI 06beM KBOT I10JIb30BaTeslel +
110JIb30BaTesiel pu 20%
standalone-koxduryparnuu
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Hoz[po6Hee (0} KHaCTepHOﬁ HNHCTAJUIIIUY HAIIMCAHO B pd3fiejie TunoBble CXeMbl

YCTAHOBKHU JdHHOI'O PYKOBOJCTBA.

1.2.1 PekoMeHaIHu 10 HUCIIOJIH30BAaHUIO (PAIIOBBIX CHCTEM

B cootBercTBHMM C peKOMeHJaIMsIMU [IPOU3BOJMTENIel onepalloOHHBIX cucTeM s CentOS
PeKoMeHJlyeTCsl UCII0/Ib30BaTh ¢arioByto cucrtemy XFS, s Anbt CepBep, Astra Linux 1 RedOS
- ext4.

P836I/IBKY AUCKOB PEKOMEHAYETCs BBITIOJIIHATL CJIeJYIOIUM O6p830M:

— B pexxuMe C OTKa3zoycroruuBocThbiO (cluster) st cepBepoB Bcex posei, kpoMme syslog,
pekoMeHTyeTcs BbiiesuTh He MeHee 40 Gb st mrratHo# pabotst OC;

— B pexxume 0e3 oTkazoycTowunBocTU (standalone) pexkomeHmyetcs: BbIeUTh He meHee 50
Gb Ha kopHeBo¥i pa3zfiern;

— B peXXrMe C OTKa30yCTOMYMBOCTBIO (cluster) asis cepBepa poiid syslog peKOMeHAyeTcCs
BbiIeiUTh He MeHee 100 Gb auist mrratHO#M paboTel OC 1 XpaHeHUsI BCeX JIOTOB;

— boree mopobHas UHGOpMaIHs 1Mo pa3dUBKe IUCKOB I KOHKPETHBIX pOJied MOICUCTeMbI

«MonOduc Ilouyta» ykasaHa B pasnerne PekoMeHjanuu 1no pa3bueHHIO IMCKOB JAHHOIO

PYKOBOZICTBA.

OxkoHuaTenbHBIE CHUCTeMHble TpeOOBaHWSI W TpeOOBaHUS K  JIUCKOBOU

MIOJICKICTEME PAaCYUTBIBAIOTCS I10 3aIPOCYy UCXOS U3 Cal3HHTa.

1.3 Orpanuyenus

— He nomyckaercss B cpefie BUpTyajM3alldd MCIOJIb30BaTh KJIOHUPOBAHHbIE BUPTYalIbHbIE
MaIIWHBI 7151 MHCTAJUISIUU IPOJIYKTa;

— He gomyckaercs KoONHWpOBaHMe YCTAaHOBJIEHHBIX OIEPAlMOHHBIX CHUCTEM MEeXIy
¢$u3MUeCKUMU cepBepaMy UJTK UCIOJIb30BaHKe 0bpa3a MpelyCcTaHOBJIeHHOW ONepalioOHHON
CUCTeMBbl JIJIs1 pa3BepThIBaHUSI GU3NUECKUX CePBEpPOB;

— He momyckaetcs resource overcommit B cpefie BUpTyayin3aiyu (cM. Tabmuiry 1);

— He monyckaetcs ucnonbzoBanre DHCP-cmy>x6 B cermeHTe ceTH MHCTAJUISAIIAN.
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2 OIIUCAHUE APXUTEKTYPBI «<MOMO®PUC ITIOYTA»

BuyTtpennsis crpykrypa «MoiOduc Ilodyra» mnpencrasiser coboii HabOp CepBHCOB,

obecrnieunBaronux paboty I10 u B3aumoerictBue ¢ koMmroHeHTaMu «MouOduc YactHoe Obiakoy.

Bosnee nonpo6HO cepBrCHI (TIpefCcTaBiieHHbIe B BU/le MHCTAJUISIIIMOHHBIX poJiel) ONMCcaHbl B paszelie

Ornucanve pojied AAaHHOTO PYKOBOJACTBA. JleranmbHast apxuTekTypHasi cxema «MouOduc I[loura»

nprBesieHa Ha Pucynke 1.

SSL/GOST SSL

NO SSL

N

nginx

A

A

-l Glusterfs

Pucynoxk 1. Apxurektypsas cxema «MoiOduc [Togara»
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3 TUIIOBBIE CXEMBI YCTAHOBKU «MOHO®PUC ITOYTA»

3.1 Kondurypanus 6e3 0TKa30yCTOHIHNBOCTH

JanHast KOHPUTypallKs XapaKTepu3yeTcsl TeM, YTO BCe CepBepHble pOJid Pa3BepThIBAIOTCS B
eIMHCTBEHHOM 3k3eMIUIsipe. MHCTa/uidnusi Takoro Tuma He TpeOyeT YCTAHOBKH IIOJICUCTEMbI
6aJITaHCUPOBKU — BCe POJIM YCTaHABJIMBAIOTCS Ha OJUH $H3UUeCKU (MU BUPTYaJIbHbIN) cepBep, Win
Ha HEeCKOJIbKO BHPTYalbHBIX CEpBEPOB B paMKax OAHOro (pU3M4ecKoro cepBepa, IpU KOJIMYeCTBe
XOCTOB B KaX/IOM POJIM, He IpeBbIIIaloIeM OAWH. Takas KoH(UTrypalys MOXKeT MCIOJIb30BaThCs B

1essiX pa3paboTKU UK JEMOHCTPAIlMKA BO3MOXKHOCTe! pojiykTa (virtual appliance).

3.2 KiractepHasi 0TKa30yCTOHYHBasi KOHQUTypanus

B nanHoli koHdurypanuu ponu (Bce WIM HEKOTOpPble) YCTAHABJIMBAIOTCS Ha pas3Hble
BUPTyaJlbHble CepBepa, a TakXe, 0 BO3MOXXHOCTH, PAa3HOCSATCS Ha pa3Hble pUanyecKkre cepBepa Ui
TUIIePBU30PHI.

bonee monpobHo o koHGUTrypupoBaHWMU kiacTepHOM HHCTausuu «MoitOduc [louray

PaCCKa3daHO B pa3fiejie HO}IFOTOBKH I/IH(bDaCTDVKTVDbI YCTAHOBKH NdHHOT'O PYKOBOJCTBaA.

3.3 TunoBas cxema MacCIITa0MPOBaHHUS

Jlisi onHOCepBepHOW (He KJlaCTepHOM) KOHQUWIypallMiM BO3MOXHO TOJIbBKO BepTHUKAJIbHOE
MacmtabupoBanue. Ilpyu 3ToM crenyer yuuthiBaTh orpaHuueHuss Docker u Ipyrux cucTeMHBIX
cepucoB. Ilepexom oOT Takoi KOHPUIYpallMd K KJIACTEPHOM BO3MOXEH TOJIbKO IIyTeM
pe3epBUpOBaHusl 0a3 JaHHBIX W IepPeyCTaHOBKU IIPOTPAaMMHOIO IPOJIyKTAa B COOTBETCTBUU C

PYKOBOJICTBOM 110 ycTaHOBKe «MoiOdwuc [Touray.
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4 YCTAHOBKA

4.1 CocraB mucTpudyTHBa

HuctpubytuB «MoitOduc Ilouyray mnpesacraBiaseT coO0M HWHCTAJUISIMOHHBIM apXWB B

dopmare .tgz u daitniel SHA256 1 MD5-xelra ¢ KOHTPOJIbHOM CyMMOM. ApXHUB BK/IIOYaeT B cebs:

— Habop Ansible nneiibykoB il pa3BepThIBAHUS POJIel;

— apxuB obpasa Docker Registry.

4.2 IlonroToBKa K yCTaHOBKe

4.2.1 Onucanue poJieit

B nporecce pa3BépreiBaHus Ansible paboraer ¢ joru4eckumu rpymnnamu (Wid possiMH), Ha

KOTOpble OyzieT pasfielléH IiejleBOM cepBep (WM rpylia cepBepoB) MHCTaIAMU. OHU yKa3aHbl B

Tabmurie 4.
Tabmuma 4. Jloruueckue ponu cuctemsl «MoOduc [Tourtay
Ponsb 3HayeHue
check-certificates [TpoBepka Hamuums ssl-ceptrdukaToB, HEOOXOMUMBIX 11 paboTh! [TpogykTa
chrony Hacrpoiika cepBrica CHHXpOHH3AIIMKA BpeMeHH
timezone YcraHOBKa CHCTEMHOI'O 4aCOBOI'O I0sICa
sysctl Koudurypruposanme Heo6X0IUMBIX TApaMeTPOB sifipa C TIOMOIIIBIO Sysctl
common YcraHoBKa HEOOXOIUMBIX TTAKETOB U 3aBUCHMOCTEH
docker Ponb, oTBevarormas 3a ycTaHOBKY U HacTpouky Docker
swarm Ponpb nyis Brimtodenust cucteMbl opkectpariuya Docker Swarm
docker registry 3amyck cepBuca JIijIsl XpaHeHHUs U pacpocTpaHeHus KoHTekHepoB Docker
load balancer Ponpb nis HacTporiku BHelrero 6ajaHCHUPOBIIKKA Tpaduka
etcd 3amyck pacripe/ieJieHHOM CUCTeMbI XpaHeHUs! KOHOUTypaTvi /ISl CEPBUCOB
postgres 3amyck 0OCHOBHOM 6a3bl JaHHBIX
redis 3amyck cepBuca 6a3 JaHHLIX "KITFO4Y-3HaYeHue"
ldap 3amyck cepBHca CITy>KObI KaTaJoTrOB
frontend 3amyck Beb-unHTepdetica «MoiOduc IToutay
backend 3amyck cepBUCOB, OTBEYAIOIIMX 32 (PYHKITMOHUPOBAHNE BHyTPeHHeH
mporpamMmMHoit yactu [TposiykTa
Proxy 3aryck IpOKCUPYIOIIeNro cepBuca (nginx)
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Ponsb 3HayeHHe
mail 3aryck CepBHUCOB MOYTOBOM TTOICUCTEMBI
syslog 3amyck cepBrca c60pa JIoroB paboThl KOMIIOHEHTOB ITPOTPAMMHOTO KOMILJIeKCa
users Co3snmaHue epBOro TeHaHTa C CUcTeMe (BBITIOIHSIETCS B CJTydae YCTaHOBKH 6e3
uHTerpanyu ¢ YactapiM O61aK0M)

4.2.2 TloaroroBka HHPPACTPYKTYPHI YCTAHOBKH

4.2.2.1 IloaroroBka MHPPACTPYKTYPHOH MAaIIMHBI

HNudpacTpykTypHass MalmImHa — BbIIeJIeHHBIM cepBep Ul MpoBefeHUs MHCTAIANUU. C
MHQPACTPyKTypPHOM MallWHBI JI0JDKEH OBITh obecriedeH JIOCTYII KO BCeM CepBepaM, Ha KOTOpBIe
IIPOM3BOJUTCS MHCTAUIIUA. [l MHCTa/UIIIMM  KOHPUIypanud 0e3 OTKa30yCTONYMBOCTHU
JOIIyCTUMO HCIIOJIb30BaTh OOWH CepBep B KauecTBe WHPPACTPYKTYpHOro U meseBoro. OCHOBHBIE

JeNCTBUS, KOTOPble He0OXOIMMO BBIIIOJIHUTH Ha MH(MPACTPYKTYpPHOU MalllHe:

1. CkauaTh ¥ HHCTA/UIMPOBAaTb MWHUMAQJIBHBIM CepBepHBI BapyaHT BbIOpaHHOU

OHepaHHOHHOﬁ CHCTEMBI (CM. pasnen CucreMHbIe TDE6OBaHI/I${ JdHHOT'O py'KOBO,I[CTBa).

2. IlpenycranoButh Ha 1ieneByto OC python3 (Bepcun He Hike 3.6), rsync.

3. C uHOpaCTPyKTYypHOM MalllMHbI JIOJDKeH ObITh BO3MOXeH ssh JTOCTynm Ha Bce XOCThI
1IeJIEBOTO CepBepa MHCTAJUISIIMH, PeKOMeHAYyeTCs clielaTh 3TO IpU moMolu ssh kiroda

I0oJIb30BaTeyieM root wiu JAPYTr'UM II0JIb30BdATeJIEM C sudo IIpUBUJIETUSAMMU.

4. Ha wWHQPACTPYKTYpHYIO MaIWHY JIOJDKeH OBbITh WHCTAJUTMPOBAaH TakeT ansible-core
Bepcuii 2.11 wim 2.12. PaboTa ipyrux Bepcuii BO3MOXKHA, HO He rapaHTHUPOBaHa.

5. B Hekotopbix nuctpubyTtuBax RedHat mexanuam SELinux Bkitouen B pexkxum Enforcing,
YTO MOXEeT TIOTeHIIMAaIbHO NPUBECTH K IpobiieMaM C YCTaHOBKOM. Ilpemmaraercs
repeBecTd ero B pexkuM Permissive, 1pyu KOTOPOM JeHCTBUS He OJOKHUPYIOTCS, a B JIOT

dyJI1MTa I10IIaJgaeT OT4YeT O JEeNCTBUSX.

[logpobHas moxyMeHTarus 0o ycragoske Ansible
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4.2.2.2 TlonroroBKa I1eJIeBbIX CEPBEPOB, HA KOTOPbIE OyeT MPOU3BOAUTHCS
HHCTAJUISAIUSA JUCTPUOYTHBA (001IIIe peKoMeH/Ialin)

Bo uzbexxanue npobsem He peKOMeHAyeTCsl NCII0JIb30BaTh CUCTEMBbI, Ha KOTOPBIX
paHee ObUIM IIPOBeJleHbl MHCTQUISIIMM IPOrPaMMHOrO obeciiedeHUs], He

oTHocsIerocs Kk auctpubytupy «MoOduc [Toura»

,HJ'ISI IOATOTOBKU 1eJIEBbIX CepBEPOB K YCTaHOBKe [UId HHUX HeO6XO,I[I/IMO BBITIOJTHUTD

CJIeIYIOLIYIO IIOCIIeI0BaTeJIbHOCTh NeUCTBUN:

1. HactpouTth MMs X0CTa ¥ MMapaMeTpsbl CeTu. B ciyyae kiacTepHOM yCTaHOBKU UMSI KaXKIOTO
XOCTa JOJDKHO OBITh yHUKaJIbHbIM. HeobxonWMo yuuTBIBaThH, YTO UHTepderic,
WCIIOJIb3YeMbIM B MHCTAJISIIIUMU JIJIsl Tlepefjady JAHHBIX, ONpefeliseTcs N0 HaJIU4YHIO ITyTH

o ymondanuio (default route) B kondurypamum untepderica Ha 11eIeBOM cepBepe.

2. JIna xoppexktHOU pabotel «MouOduc Ilodyra» Heobxomuma ciyxba CHHXpOHHM3aIUU
BpeMeHM Ha BCeX CepBepax KOHTypa yCTaHOBKM. HacTpolika CMHXpOHM3aluu BpeMeHH’
IIPOM3BOJUTCSL B Ipollecce Aeruiost. [11s ykasaHusl afipecoB Ntp-CepBepoB, He0OXOIUMO
U3MEeHUThb TlepeMeHHYI ntp servers B group_vars/all/main.yml.3HaquHe 110

YMOJTYaHHUIO:

ntp servers:
- "O.centos.pool.ntp.org"
- "l.centos.pool.ntp.org"
- "2.centos.pool.ntp.org"

- "3.centos.pool.ntp.org"

3. IlpemycranoButh Ha 1iesieBbie OC python3 (Bepcuu He HUXe 3.6).

4.2.2.3 IlonroroBKa I1eJIeBbIX CEPBEPOB, HA KOTOPbIE OyeT MPOU3BOAUTHCS
HHCTAJUIANUS JUCTpUdyTHBa (c moctynom B HTepHeT)

,HJ'ISI IOATOTOBKU I1eJIEBbIX CepBEPOB K YCTaHOBKe IS HHUX HeO6XO,I[I/IMO BBITIOJTHUTD

[OCJIeOBaTeJIbHOCTh JEeMCTBUU U3 pa3zeiia IIOHFOTOBKaPHHbDaCTDVKTVDbIVCTaHOBKHﬁ,HaHHOFO

PYKOBOZICTBa.
[Tpu Hanuuuy gocryna B M HTepHeT Ha IlejleBbIX MalllMHAaX HUKAKUX JajbHEHIINX JelCTBUN

He TpebyeTcsl.
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4.2.2.4 IlonroToBKa cepBepoB, Ha KOTOPbIe OyeT MPONU3BOIUTHCSA HHCTAJIISIUS
mucTpudytusa (0e3 mocryna B UnTepHer)

B CJlydae, eClii I/IHq)paCTPYKTypHaH MdIllMHAa U 1ejieBble CepBepbl PACIIOJIO>KEHbI B JIOKAJIbHOM

CeTu U He HMEKT IpaAMOro HAOCTyIld B HHTepHET, HWHCTAJUIIIWIO MOKHO ITIPpOU3BECTH, 3dpdHee

IMpeayCTaHOBHB Hd HUX HeO6XOJ:[I/IMI:>Ie IaKeThbl, YKd3dHHbIE B Ta6m/1ue 5.

Tabmua 5. [1akeTs! AJis MpeyCTaHOBKY Ha cepBepbl 0e3 foctymna B UHTepHeT

OoC

ITakeT

IIpumeuanus

At JIunykc

ansible-core, ansible, jinja2

Bepcus ansible-core 2.11 v 2.12

docker-engine / docker-ce

B HoBbIX Bepcusix docker-engine, B cTapbiXx BepCHUSIX
nakeT Ha3biBaeTcs docker-ce.

[Tonb3oBaTesib, OT HWMEHH KOTOPOTO TPOMCXOMIUT
pasBepThiBaHWe IIAKeTOB, [OJDKEH HMeTh IIpaBa Ha

YCTAHOBKY H 3aITyCK KOHTEHHEepOB.

python3-module-bcrypt

python3-module-docker

python3-module-jsondiff

python3-module-passlib

python3-module-

policycoreutils

python3-module-pyaml

rsync

glusterfs9-server

B ciryyae kimacTepHO# yCTaHOBKU.

Astra Linux

ansible

B AstraLinux 1.7 Ansible Heob6xonuMo ycTaHaBIMBAaTh

yepe3 pip:

python3 -m pip install ansible-core==2.11.6
python3 -m pip install ansible==4.7.0
python3 -m pip install jinja2

docker.io

ITonb3oBaTenb, OT WMEHH KOTOpPOro IIpoOruCXoauT
pa3BepThiBaHKe IIaKeTOB, [J0J/IXKeH HWMeTb IIpaBa Ha

YCTAHOBKY H 3aITyCK KOHTEHHEepOB.

python3-bcrypt

python3-docker

python3-jsondiff

python3-passlib

python3-requests
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ocC ITaker IIpuMeuyanus
python3-yaml
ISync
glusterfs-server B cityyae kiacTepHOM yCTaHOBKY.
VcranoBky GlusterFS pekomeHmyeTcsl MpOU3BOAUTH U3
odurmaneHoro perniozurtopus glusterfs, B craHmapTHBIX
peno3uTopusax Astra Linux ycrapesimnast Bepcus)
CentOS ansible-core, ansible, jinjaZ | Bepcus ansible-core 2.11 wu 2.12
docker-ce [lonb3oBaTenb, OT UMEHH KOTOPOTO IPOMCXOAUT
pasBepThIBaHME I[IAKETOB, AOJDKeH KMeThb IlpaBa Ha
YCTAHOBKY H 3aITyCK KOHTEHHEepOB.
ISync
ITakers! pip3:
berypt Bepcus 3.1.7
docker
jsondiff
passlib
pyyaml
requests Bepcus < 2.29
selinux
glusterfs-server B cityyae kiacTepHOM yCTaHOBKY.
RedOS ansible-core, ansible, jinja2 | Bepcus ansible-core 2.11 wu 2.12

docker-ce [Tonb3oBaTenb, OT WMEHH KOTOPOTO ITPOMCXOIUT
pa3BepThIBaHME IIAKeTOB, [OJDKEH HKMeTb IIpaBa Ha
YCTaHOBKY M 3aIlyCK KOHTEHHEpPOB.

rsync

ITakers! pip3:

berypt Bepcus 3.1.7

docker

jsondiff

passlib

pyyaml
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oC Ilaker IIpumeuanus
requests Bepcus < 2.29
selinux
glusterfs-server B cityyae kiacTepHOM yCTaHOBKY.

B cny4ae obdmaitH ycTraHOBKY TUIeHOYK HEOOXOIMMO 3aITyCKaTh C TapaMeTpoM
--skip-tags common,docker (cM. ogpo6GHOCTH O 3aITyCKe YCTAaHOBKU B pasfielie

3arycK YCTaHOBKH)

4.2.2.5 IIpoBepka U IOATOTOBKA HHCTA/LISIMIOHHOTO apXuBa
J111 BBITIOJIHEHUS TIPOBEPKU U IIOATOTOBKY IUCTPUOYTHBA, HEOOXOIUMO:

1. Ilocne xonmMpoBaHWs WHCTA/UISIIMOHHOTO apXvBa IPOBEPUTb €ro KOHTPOJbHYIO CyMMY

MD5 w/unmu SHA256, B nanbHe#IIIeM CBEPUB ee C repefaHHOM BeHopoMm [10:

mdSsum -c¢ MyOffice PSN SRV-XXX.tgz.md5sum
sha256sum -c MyOffice PSN SRV-XXX.tgz.sha256sum

B vMenu apxvBa nudpbl Bepciyd KOMMep4ecKoro peyin3a IpeJCTaB/ieHbl 3HaKaMU

X.

2. PacnakoBatb CoiepXXruMoe HMHCTAJUIAIIMOHHOI'O dpXWBd B IIPOU3BOJIbHYIO NUPEKTOPHUIO U

[IepeiTH B Hee:
mkdir install-psn
tar xvzf MyOffice PSN SRV-XXX.tgz -C install-psn

cd install-psn

He pexomMeHJyeTCsa PdCIlaKOBbIBATb HOBBIA HHCTpH6YTHB B JUPEKTOpHUIo

npefibIAyIllel BepCUHu.

3. Ilepen Ha4yasoOM MHCTAJUISIIIMM O3HAKOMBbTECh C IlaBOM W3BecTHble pobieMbl U CIOCOObI

HX pelieHus.
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4.2.3 Hacrpoiika 0CHOBHBIX HapaMeTpPOB YCTaHOBKH

Jl1s koHPUTYypHPOBaHKS yCTaHOBKY He0OX0/IMMO U3MEHUTh HHBeHTapHbIH ¢aii (inventory

file), koTOpBI HAXOAUTCS 11O aJIpecy:

inventory/hosts.yml

@aii1 MOXXHO OTKPBITH B TEKCTOBOM pelaKTope W OOHOBUTH CEKIIMM hosts U vars B

COOTBETCTBUH C JaJIbHENIIIMMHA HUHCTPYKIOUSAMMU.

HNuBeHTapHbiii dain ucrnonb3yer dopmat .yml, 6osee MogpoOHO O CHHTAKCHUCe

MOXXHO  TpOuYMTaTh B JiokyMeHTarumu Ansible. Ilocme — okoHYaTelbHOTrO

3all0JIHeHWsI MHBEeHTapHOro ¢aiiia HeobxoJuMo CIelaTh ero pe3epBHYI0 KOIHIO,
B JaJibHEMIIeM OHAa MOXKeT INOHAJoOWThCS AJid MOCIIeAYIOUMX OOHOBJIEHUH U

HEKOTOPBIX OIlepaliyii 1o 00CIyKMBAHUIO TeKyIleld yCTaHOBKHU.

4.2.3.1 KonpurypupoBanue nHBeHTapHOro ¢ariiyia: hosts

B cexnusix hosts cilegyer ykas3aTb JJoMeHHoe uMsi win [P-anpec mesieBoro cepBepa, Ha
KOTOpBIi OyAeT TPOM3BOAUTBHCS HWHCTAUIAIMS TOW WM WHOM ponu. [lns omnpepdeneHus
IIPUHAJJIEKHOCTU 11eJIeBOTO CepBepa K pojii HeobxoJuMo /100aBUTH ero aAoMeHHoe uMs wid [P-

aJipec B COOTBETCTBYIOIIYIO CEKITHIO B IabioHe MHBEHTAapHOTO daiina. [Ipumep:

redis:
hosts:

host.example.com

Takum o6pa3oMm, ponb redis Oblla TpPUCBOEHA CepBepy C JIOMEHHBIM HMeHeM
host.example.com, U Ha JJaHHOM XOCTe B JajibHelIleM OyayT HCIOJHEHbl YyCTAaHOBOYHbIE

komaHae!l Ansible.

Bosee mospo6HO 0 3HaYeHHH poJiel paccka3aHo B pasziesie OnvcaHue posien

JTAaHHOT'O PYKOBOZICTBA.

Bce pomu Moryr OBITH COBMeIlleHBI Ha OJHOM CepBepe, B TakOM Ciy4dae B IabjoHe
VMHBeHTapHoro ¢ana nybnupyercs cekuus hosts. [Ipy Heo6X0AMMOCTH BO3MOXHO NO0ABUTH WU

yAaJIUTh cepBepa B rpymax. B maHHOM npruMepe Bce poiiu OYIyT yCTaHABIMBATbCS HAa OJIMH CepBep

110 azipecy host.example.com:
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all:
children:
### SECTION 1: grouping by Roles
infra:
children:
docker registry:
hosts:
host.example.com:
db:
children:
etcd:
hosts:

host.example.com:

volume device etcd: "False"

volume device etcd pat
redis:
hosts:
host.example.com:
postgres:
hosts:

host.example.com:

volume device postgres:

volume device postgres
ldap:
hosts:
host.example.com:
frontend:
children:
Proxy:
hosts:
host.example.com:
backend:
hosts:
host.example.com:
mail:
hosts:
host.example.com:
loadb:
hosts:

loadb.example.com:

h: "/dev/disk/by-uuid/<UUID>"

_path:

"False"

"/dev/disk/by-uuid/<UUID>"
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Crnenyer oOpaTUTh AOMOJHUTEIbHOE BHHMAaHHME Ha POJIM etcd M postgres: y HUX ecThb
IOIIOJIHUTEeJIbHBIE IlepeMeHHble volume device <role> M volume device <role> path.
3amnoJyiHeHWe 3TUX IepeMeHHbIX HEOGXO,T.[I/IMO IIprU HCIIOJIb3OBAHHWHW Ppa3ejIOB Ha BbIJEJIeHHBIX
OJIOYHBIX YCTPOMCTBAX /ISl XPAaHeHMs! JTAaHHBIX yKa3aHHBIMH CepBUCaMH. B TakoMm citydae, 3HaueHUs
MEHSAIOTCH HaA.

volume device <role>: "True"

volume device <role> path: "<filesystem path>"

I'me <role> — jylornyeckas ponb, <filesystem path> — myTb 0O (alJIOBOH CHUCTEMBI

ycrpoiictBa. OcobeHHOCTH paboThl B pexkuMe volume device <role>: "True':

1. He momyckaercs ucIosnib3oBaHWe OJTHOTO M TOTO e pasfiela JMCKAa Ha OJTHOM cepBepe
(umu BUPTYalbHOW MaIllMHE) 7T HeCKOJIbkuX posied. HeoGxomumo ykasbIBaTh MYTH,
KOTOpbIe He U3MEHSTCs MOCJIe Tepe3arpy3Ku cepBepa WM J00aBlIeHUHd HOBBIX YCTPONCTB.
B cnyyae kjacrepHO# YCTaHOBKM HeOOXOJUMMO YKa3blBaTh WJEHTHYHbIE TYTH 0
YCTPOMCTB il BCEX HOJ[ COOTBETCTBYIOIeM pomnu. Takum obpa3oM, Jydille BCEro
WCII0JIb30BaTh TOMA 1vm M yKa3bIBaTh MYTh JI0 HUX B dopMaTe /dev/mapper/<rpyrmmna
TOMOB>/<JIOTUYECKUN TOM>

2. Ha paspene pomxkHa ObITh co3flaHa ¢aiyioBas CUCTeMa, pasfesl He JI0JDKeH ObITh
CMOHTHPOBAaH Ha MOMEHT HWHCTAJUIAIMA (KpOMe CHUTyallMM IOBTOPHOTO 3alyCKa WU

O0OHOBJIEHNS C IIPeJbIIYIIHX BepCULi).

B pexume volume device <role>: "False" HUKaKUX HOIOJHUTEIbHBIX AEUCTBUUA OT

I10JIb30BATeJId He TPE6YETCH, HAdHHbIe XpaHATCA B COOTBETCTBYIOIUX KATAJIOT'dX 110 YMOJIYdHUIO:

/var/lib/docker/volumes/<volume name>

I'me <volume name> — ToM (karainor Docker), npuBsS3aHHBII K KOHTelHepy

YCTaHaBHHBaeMOﬁ poJiu.

HOHYCKBETCH HCII0JIb30BAHUE [JII HEKOTOPbIX pOﬂEﬁ pexxuma vol ume_d evic e <ro le>:

"True",a gjad Apyrux volume device <role>: "False".

Pexum volume device <role>: "True" pPeKOMEHJyeTCi WCIIOIb30BaTh
TOJIBKO eCJIM BBlJieJIeHHOe YCTPOMCTBO 0OoJjlee IPOM3BOAUTEIbHOE, HallpuMep,

ssd.
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B pexumMme KJIHCTEpHOﬁ HHCTAJUIAIIUH Had BCeX HOOdX COOTBETCTBYIOH.[Eﬁ pojin

HCIIOJIb3YeTCd IIYyTb 10 YCTpOﬁCTBa, y'KaBaHHHﬁ JJIA nepBoﬁ HOObI POJIr

(cM. myHKT 1).

B Texymem pennse mnpu ycraHoBke B standalone pexume BbleleHHOe
YCTPOMCTBO IUIsl PONM etcd He HCIIONb3yeTcs, JaXe eciu ykKazaHo. Ecin

YCTPOMCTBO HEOOXOJMMO MCIOJIb30BaTh, 0OpaTUTech K pasneny Hcnosb3oBaHue

BbIJIEJICHHOTI'O YCTPOMCTBA Il POJIX etcd.

B pexume KJIHCTEPHOfI HHCTAJJIAIIMA B HWHBEHTAPHOM (1){:1171)'[(2 YKa3bIBAETCA HECKOJIbKO
XOCTOB (a/ipecoB CepBepOB) B COOTBETCTBYIOIel rpymnme. Ha [aHHBI MOMEHT MOJAep>KUBaeTcs
KJIaCTepu3anusga [Uid BCeX TIlepevYrC/IeHHBbIX B 1abJoHe HWHBEHTAPHOI'O anﬁHa CepBUCOB Kpome
docker registry.

[Tpumep koHbUTrypanuu (PparMeHT UHBEHTapHOTO daiiyia hosts . yml ):

db:
children:
etcd:
hosts:
host.example.com:
volume device etcd: "False"
volume device etcd path: "/dev/disk/by-uuid/<UUID>"
host-2.example.com:
volume device etcd: "False"
volume device etcd path: "/dev/disk/by-uuid/<UUID>"
redis:
hosts:
host.example.com:

host-2.example.com:

XocTbl B rpymnmax ldap ¥ etcd JODKHBI OBITh CKOH(PUTYPHUPOBAHBI C Pa3HBIMHU
nmeHamu (hostname), MeHSITh KOTOpBIE B IIPOIECCe 3KCIUTyaTallud He CIIefyeT BO
n3bexxaHre HEeKOPPeKTHOW paboThl cucteMbl. B ciydae, ecid Ha yxe

ycranoBieHHOM PSN TpeOyercs m3meHuTh hostname Ha xocrax Trpymmnbl ldap,
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obpatuTech K pasneny Hsmenenue hostname Ha xocrax rpynnbl ldap maHHOTO

PYKOBOZCTBa.
Ilns wu3MeHeHus hostname Ha xocrax rpymnnbl etcd obpaTtuTech K pasfeiy

Hsmenenvie hostname Ha XocTrax rpyoimsl etcd.

Insi usmeHeHust hostname Ha xocTtax rpynmnbl redis oOpaTuTech K paszaeiny

Hsmenenvie hostname Ha xocrax rpyamnsl redis.

4.2.3.2 KonpurypupoBaHie HHBeHTapHOro ¢aiijia: nepeMeHHbIe

[[aaneﬁmnﬁ rpomnecc HaCTpOﬁKH 6YJ:[ET COCTOATL M3 3dllOJIHEHHMda CeKIWMHM vars -—

nepeMeHHbIX MHBEeHTapHOro ¢aiia.

B unBeHTapHOM daiiie CTPyKTypa JaHHOW CeKIIUU BHITTISIAUT CJIeIyIOHIMM 00pa3oM:

vars:
setup:

notifications:

mobile:

Pgs:
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conference:

squadus:

HocrynHble 3HaueHUsT U CHOCOOBI 3allOHeHWs] JAHHOM CeKIMM yKaszaHbl B Tabuuile 6

JTAaHHOT'O PYKOBOZICTBA.

Bce MapaMeTpbl ITepeMeHHbIX HEO6XOI[I/IMO YKa3bIBdATb B JIBOMHBIX KaBbIYKaX 3a

HUCK/II0OYeHueM True/False.

Tabnuia 6. 3HaueHUs ¥ CIOCOOBI 3aII0JTHEHHUS IepeMeHHbIX UHBEHTApHOTo daiiia

HepemeHHaﬂ 3HauYeHue H CIIocod 3amoTHeHHA

Bitok setup O611ve HaCTPOMKU CTeH/Ia ¥ HACTPOMKU (GOPMHUPOBaHKUs
JIOMEHHBIX UMeH BHYTPHY Cpe/ibl NHCTAJUISIHH.

auth_proxy JIiist BHyTpPEeHHer o UCII0JIb30BaHMs, 3HaueHne False

Developer mode, pexkuiM paspaboTuvika. [ IpuHMMaeT 3HaueHus
dev_mode True u False, B clydae 3HaYeHus1 True [no0aBdeT >KypHal

access_ log os cepBucOoB triton, pbm, autoconfig.

BxuttouaeT mmdpoBaHue BHYTpeHHe!H oBepiieliHOM ceTH Docker

' swarm, 3Ha4eHue 1o yMoa4anuio False . Bauser Ha
swarm_network encryption

IMpONU3BOAUTEJIbHOCTb CUCTEMBbI, HOJIDO6H€8 O IdHHOM BH]Ie

I_HI/ISh[ )OBAHUW.

3amaér s13pIk MHTepdeiica 10 YMOTYaHHIO IS TI0JIb30BaTeslel B

default_instance_language TeHaHTaX. Bo3MoskHbIe 3HaueHUs:: Russian, English,
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3HaueHHe U CIIoco0 3aImoTHeHHA

Bashkir, French, Spanish, Italian,

Portuguese.

autoconfig auth salt

Counb 1714 MOAKITIOYEHUS K TII06aIbHOM aipeCHOM KHUTe.
PexomeHyemblie 3HaYeHUs: GOJbIIIE U MaJIeHbKHe JTATHHCKUe

OYKBBI, IUPPHI.

external domain

3aperucTpupoBaHHbBIHM IOMEH WHCTAJIAINN. []Jis KOpPEeKTHOM
paboThl HE0OXOIUM YCTaHOBJIEHHBIN aKTyaabHbIA SSL-

cepTUdUKar.

domain module

[ITa6sion PpopMHUpOBaHUS BHEIITHUX IOMEHHBIX UMEH MHCTAJISINH,
MO3BOJISIET TUOKO HACTPOUTD ITPUHITUT UX TeHepanuu. [Ipumepsr
paboThI MabI0Ha MTPU UCIIOIb30BaHUHU ITpedrKca auth ¥ JIoMeHa
test.example.com:

{service}-{domain} | mail-test.example.com

{service}.{domain} | mail.test.example.com

Takum 00pa3oM MOXHO THOKO HACTpaWBaTh IPUHIIUIL
¢$bopMUpOBaHUS IOMEHHBIX UMeH MHCTAJUIIUU. OTO MOXeT
MIPUTOJIUTHCS, HarpuMmep, eciu y Bac ectb Wildcard SSL-
cepruduKkaT Ha JIOMeHHOe uMsi examplecom wu
.example.com, HO HeT Ha .test.example.com. Bsl Moxete
yCTaHOBUTb DOMAIN MODULE: B 3HayeHHe {service}-
{domain} U MOJIYYUTb JOMEHbl TPETHEIO YPOBHS, KOTOPbIE

noaxoasT noj Tekytuid Wildcard SSL-cepTudukar.

gost

Hcnonbayetcs ays ycranoBku Bepcun GOST u3 cneruanbHOTO
JUCTPUOYTHBA, B OOBIYHOM JUCTPUOYTHUBE 3HAUEHHUE OIS

IIOJDKHO OBITE False.

cryptopro_license

Hcnonb3yetcs nms ycranoBku Bepcuu GOST u3 cneruanbHOro

IUCTPUOYTHBA, B OOBIYHOM TUCTPUOYTHBE UTHOPUPYETCH.

dynamic_webdomains

Bo3moxxHOCTh muHaMuueckoro gobasinenus WEB-qomeHoOB.
[IpyHuMaet 3HaueHus False u True. B ciyyae False Her
BO3MOXHOCTU IUHAMU4YecKoro qobassenus Hosoro WEB-nomena.

[IlepemenHas ucnosb3yetcst ToJIbKO Ajisi WEB-g0MeHOB.
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[IpyHuMaeT 3HaueHus True U False , B cjiyyae 3HaueHUs1 True
ldap debug MapoJIH, 3aJJaHHbIE JIJIS1 HOBBIX JIOKAJIBHBIX [T0JIb30BaTeIeil OyayT
XpaHUThCS B baseb4 6e3 mudpoBaHusl.
[Tpunumaet 3HaueHus True U False , BKIIOYAeT HOJJIEPXKKY
cepTrUdHKATOB, BHITYIIEHHBIX HEITyOIMYHBIMA IIeHTpaMHU
custom_ca

ceprudukanuu. [lonpobuoctu cM. B pa3nene Hacrporika

cer )THE]}I/IKaTOB.

utf8 support

JkcrepuMeHTallbHas! PYHKIMS NOAIeP>KKA MHOTODAaHTOBBIX

KOJIMPOBOK B ajipece 3JIeKTPOHHOM MTOYTHI.

log socket J171s1 BHYTPEHHET0 UCIIO/Ib30BaHus, 3HaUeHne False
[TyTh OTHOCUTENTFHO AUPEKTOPHS C TUCTPUOYTHUBOM, IO KOTOPOMY
OyIyT pa3MenieHsbl ssl-cepTudUKaThl, UCIIOIb3yeMble MTPH
cert_path 3
ycraHnoBke [Ipomykra (cM. pasmensl Hactpoiika SSLL.-
ceptudukatoB, Hacrpoiika nognucu DKIM).
[IpvHuMaeT 3HaueHus True U False, BKIOYAeT PeXxxuM
balancing

YCTAHOBKH C OAIIAHCUPOBKOK BXOJISIIEro Tpapuka.

virtual ipaddress

B ciydae, ecniu ykaszano 2 xocta B rpynne loadb, To 3Hauenue
MepeMeHHOM UCTIONIb3YeTCs JIJIs CO3/IaHus BUpPTyaibHoro [P

ampeca cepsuca keepalived Ha xocrtax rpymisl loadb.

mdbox_format

[TpunnMaet 3navenus True u False. B ciay4ae True dovecot
OymeT XpaHuThb McbMa B popmaTe mdbox, nHade - B maildir. s
HOBBIX YCTAaHOBOK PEKOMEHYeTCsl KCIIONIb30BaTh dopMaT mdbox.
Ins nepeBojia ctenmoB Ha popmaT mdbox TpebyeTcss Murparus

(cm. pazmen Murpaius Ha dopmat xpaHeHus nriceM mdbox).

mdbox_altstorage

[IpyHuMaet 3Hauenust True U False. B ciyyae True
BKJTIOYAEeTCS PYHKIMOHAJ JIOMOTHUTETLHOTO XPAaHWIUIIA TUCEeM
dovecot. Mcrionb3yeTcs 7151 XxpaHeHHsl THUCeM, MTOTyYeHHBIX
Mo3)Xe oNpeeJIeHHOM JaThl Ha JIOTIOJIHATENILHO BBIIIEJIEHHOM

06beMHOM, HO MeHee ITPOUBOIUTETHHOM XPaHWIHIIIE.

skip glusterfs_tasks

[Tpunumaet 3Hayenue True U False. B ciyyae True Bo Bpems

YCTaHOBKH ITPOIYCKAIOTCS 33]Ja9H 110 HACTPOWKE U MOJIKITI0YEeHUI0
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ToMOB glusterfs. MoxxeT UCTIONTB30BATHCS P PYYHOU HAaCTPOMKe

glusterfs. AKTyasbHO TOJIBKO ISl KJIACTEPHON YCTAaHOBKHU.

policy server

[IpyHuMaeT 3HaueHne True U False.

dynamic_maillists

[Tpunumaet 3HaueHue True U False.

brnok passwords

HJIH OCHOBHBIX CEPBHUCOB UHCTAJUIAIIMHA PeKOMEeHaYyeTCd
HCIIOJIb30BaTh HaZlEXKHbIE I1apoJirk, BOTOM MOXET IIOMOYb YTHUIIUTA

pwgen 10 1.

Pekomenpmyembie 3HaueHws: OOJIBINHE U MaJIeHbKUE JTATUHCKYE
OYKBBI, TUGPHI, ClTeNThaIbHbIe CUMBOJIBL: & ! % (CUMBOT $

HCII0JIb30BATH HeJ'II)BH) o

postgres_superuser

[Tapoms cynepmionb3oBaress PostgreSQL.

postgres_replica_user

[Taposb nonb3oBaTess ajis pervvkaiyu PostgreSQL B cimyyae

KJIaCTEepPHOM YCTaHOBKH.

postgres db_user

[Taposnb nonb3oBaTesst 6a3 gaHHBIX PSN.

redis_user

[Tapoms moctyna k B]I Redis.

ds389 manager user

ITaposb moctyna k cnyx6be katanoros 389 Directory Server.

ds389 replicator user

[Taposb monb3oBaTens ajis pervkaiyy 389 Directory Server B

CJTy4ae KJIaCTepHON yCTaHOBKY.

dovecot _adm_user

[Taposnb nocTyna K cepBUCY XpaHEHUs ITUCEM.

psnapi_adm_user

[Taposnb nocryna k API komnonenTta PSN.

etcd browser user

[Tapoms muist Be6-unTepderica cepsuca etcd.

default tenant admin user

[Taposb TeHaHTa 1o ymondanuio (default) npu yctaHoBKe 6e3

unrerpanuu ¢ PGS.

master_user

[Taposb [yist CepBUCHOM YUETHOM 3anycy (MacTep-IoJIhb30BaTeNIs).
JlaHHas 3aUCh TPEIOCTaBIIsIeT aJIMUHUCTPATUBHBIN TOCTYTI K
MUCHhMaM U TIOUTOBBIM SIIITUKAM T0JIb30BaTeNel PUYCIIOBUN
obparienus yepe3 Beb6-KJIMeHT. ABTOpU3aIIys ITPY IIOMOIITH

JTaHHOM 3dlTMCUHENOCTYyIIHd U3BHE.
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rabbitmq_user [Tapomnb goctyna k cepsucy RabbitMQ.

Kitroum f71s1 BHyTpeHHero mugpoBaHus. biiok 3anonHseTcs nepen
biok secure YCTaHOBKOM, U3MEeHSITh ero BJiajIbHeIlIeM He ceffyeT BO

n3bexaHue IoTepu AOCTyIla K CUCTEME.

db_secret key

internal_secret_key Orpannuenus: # A-Za-z, num 0-9, spec char &!$&%

auth_jwt key JloimkeH COCTOSTh M3 MUHUMYM 16 CUMBOJIOB.

Bénpimas 4acTe 3HaYeHUH TIepeMeHHBIX JJAHHOTO OJI0Ka
briok notifications HaXOJIUTCS B akKayHTe koHcou Firebase (nnmu konconmu Huawei

Iu1s ycrporictB Huawei).

. JlaHHBII OJIOK ITePeMeHHbIX 0TBeYaeT 3a HAaCTPOUKY MOGHUIIbHBIX
Bnox mobile 3
YBeIOMJIEHHHA.

BxittodaeT 1 BbIKIIIOUaeT MOOWIIbHBIE yBeJOMJIeHHs, IOCTyIIHble
enabled
3HaveHus True U False, mo ymon4anuio False.

3HadeHue 10 YMOTYaHU0 iosmailemb. M3meHars He
ios bundle name
Tpebyercsl.

android _bundle name 3HadeHue 110 yMoyl4aHuio amail. M3mMeHsTh He Tpebyercs.

Wwms daiina korpUrypaimu json. 3HaueHue 110 yMOJTYaHHUIO -
google conf file name .
google push.json. Ilpumep 3anoiHeHus yKazaH HIDKe.

"type": "service account", // 3HadeHMe IIO yMOJIYaHMIO. JM3MeHATEL He TpebyeTcd.

"project id": "<PROJECT ID>", // CooTBeTCTByeT 3Ha4deHuio us rpadu Project ID
BrJanku General pasngena Your project.

"private key id": "<PRIVATE KEY ID>", // l'eHepupyeTCd KHOINKOM Generate new
private key Ha Brnamnke Service accounts pasnena Your project.

"private key": "<PRIVATE KEY>", // l'eHepupyeTcCd KHOINKOM Generate new
private key Ha Bknamke Service accounts pasnena Your project.

"client email": "<CLIENT EMAIL>", // COOTBETCTBYET 3Ha4YeHMI M3 rpadu
Firebase service account Bkjagku Service accounts pas3gmena Your project.

"client id": "100609742970758476105", // 3HadyeHue IO yMOJIYaHMIO. V3MEHATH He

TpebyeTcs.
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"auth uri": "https://accounts.google.com/o/oauth2/auth", // 3HadeHue IO
YMOJIYaHMI. JIBMEeHATH He TpebyeTcs.

"token uri": "https://oauth2.googleapis.com/token", // 3HadeHMe II0
YMOJIYaHMI. JIBMEHATH He TpebyeTcs.

"auth provider x509 cert url":
"https://www.googleapis.com/oauth2/vl/certs", // 3HaudeHMe 10 YMOJIUAHMIO.
IaMeHATH He TpebyeTcs.

"client x509 cert url":
"https://www.googleapis.com/robot/vl/metadata/x509/firebaseadminsdk-wrdsa%
40amail-push.iam.gserviceaccount.com" // 3HadeHMe IO YyMOJYaHMUI. V3MEHATL He
TpebyeTcs.

}
['oToBbIl daiin Heo6X0IMMO pa3MeCTUTh B AUPEKTOPUU YCTAHOBKH 110 CJIefyIOleMy Iy TH:

~/MyOffice PSN SRV-XXX/certificates

JlaHHBIM OJIOK OTBeYaeT 3a MOOUIIbHBIE YBeIOMJIEHHS B
YCTPOMCTBax Ha omnepanuoHHoU cucteMe i0S. [l HaCTporKU
brok ios yBeqmomiieHnH i0S He0OXOAMMO MOTYYUTh TOCTYT U
aBTOpU30BaThCs B koHCcomH Firebase, 3aiitu Ha Bkiiagky General B

paznien Your Apps ¥ BLIOpaTh TaM HY>KHBIN TIpoekT (i0S).

- CootBetctByeT 3HaueHuIo U3 rpa¢pel Web API Key Bkiagku
api_ke
Py General pasnemna Your Apps.

CootserctByeT 3Ha4enuto u3 rpader App ID Briagku General

app_id
pasgniena Your Apps.

. . CootserctByeT 3Havyenuto u3 rpadsi Sender ID Brnanku Cloud
messaging sender id .
Messaging.

. " CootBetctByeT 3HaueHuIo 13 rpadel Project ID Briagky General
project 1 .
pasneia Your project.

JlaHHBIN OJIOK OTBeYaeT 3a MOOUITBHBIE YBEJIOMJICHUSB
YCTPOMCTBax Ha oreparioHHou cucteme Android. s
HACTPOUKYU yBemomiieHu Android HEOGXOAMMOTIOTYYUTE TOCTYII

Biiok android
Y aBTOPU30BaThCs B KOHCOJIU Firebase, 3aiiTi Ha BKJIaIKy
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General B pazgen Your Apps u BLIOpaTh TaM HY>KHBIHM IIPOEKT
(Android).
- CootBetctByeT 3Hauenuio 13 rpadsl Web API Key Britaiku

api_key

General pasznena Your Apps.
4 CootBetctByeT 3Hauenwuio 13 rpadul App ID Britanku General
app_i

pazgniena Your Apps.

messaging sender id

CootBetctByeT 3Hauenwuio 13 rpadnl Sender ID Bxiragku Cloud

Messaging.

project id

CootBetctByeT 3HaueHMI0 13 rpadul Project ID Bkiagku General

pasnena Your project.

Bnox huawei

JlaHHBIM OJIOK OTBeYaeT 32 MOOMIIbHBIE YBEJIOMIIEHHSIB
YCTPOMCTBax Ha oneparuoHHou cucrteme Huawei. [l HacTpoiiku
yBemomiieHn Huawei HeoOX0AMMO MTOTYIUTh TOCTYII U
AaBTOPU30BaThCS B KOHCONM Huawei, 3aliTH B HACTPOMKYU MPOEKTa
B pa3znen OcHoBHass HHpOpMaNHs 1 HANTHU TaM He0OX0ANMble

3Ha4YeHH.

enabled

BxurogaeT u BBIKITIOUaeT MOOWIbHBIE YBemoMyieHus At Huawei,

JocTynHble 3HaUeHus True U False, 1o ymonyaHuio False.

client id

CootBetcTByeT 3HaueHMIO 13 rpadsl ID npunoxenus.

client_secret

COOTBETCTByeT 3HA4YeHHIO 13 Fpa(l)bl CeKpeT KJIMeHTd.

huawei_bundle name

3HadeHue 10 yMOT4aHuio huawe i. U3mMeHsaTs He TpebyeTcs.

JlaHHBII 6JI0K IepeMeHHBIX OTBevYaeT 3a HAaCTPOUKY web-TryIiied.

st HacTporiky web-myielt Heo6X0IUMO MOTYIUTh JOCTYTI U

bBrnok web _
aBTOPHU30BAaTLCs B KOHCOIH Firebase, 3aiitu Ha Bkiianky General B
pazgnien Your Apps 1 BEIOpaTh TaM HYXHBIHN ipoekT (Web App).
app_id CootserctByer 3Ha4enuo u3 rpapsl App Id Bknanku General
pasnena Your Apps.
Bxutroyaer  BBIK/IIOYaeT web-11y1iy, JoCTynHble3HaYeHnus: True
enabled

U False, 1o ymonyaHuro False .

webpush_bundle_name

3HaueHue 10 yModyaHuio webpush. M3MeHsTh He TpebyeTcsl.
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messaging_ sender id

CootBerctByer 3HaueHuto u3 rpadpol Project number sxianku

General paznena Your Apps.

api_key

CootBetctByeT 3Hauenuio 13 rpadsl Web API Key Britagku

General pa3znena Your Apps.

vapid key

CootBetcTByeT 3HaueHuIo 13 rpadnl Key pair Brinagku Cloud

messaging pasnena Web configuration.

auth_domain

Homen aBropusaiuu Firebase. 3Hauenue npencrasisieT coboi
anpec Buga <PROJECT ID>.firebaseapp.com, rae
<PROJECT ID> cootBetrcTByeT 3HadeHuio u3 rpadsl Project ID

Bkiaziku General paszpena Your project.

database url

[TyTs k 6a3e mannbIx Firebase. 3HaueHue mpecTaBiisieT cOO0M
anpec Buga <PROJECT ID>.firebaseio.com, rae

<PROJECT ID> cooTBeTcTByeT 3HaYeHHIO 13 rpadbl

project_id

CootBetctByeT 3HaueHuIo 13 rpadel Project ID Briagky General

paszgiena Your project.

storage bucket

[TyTb K XpaHwIHUIlly 0OBEKTOB. 3HaUeHHeIlpe/ICTaBJisgeT COOOoM
agpec Buma <PROJECT ID>.appspot.com, rne <PROJECT ID>
COOTBETCTBYET 3HaueHHIo u3 rpadsl Project ID Bxianku

General pazpena Your project.

B JdHHOM Os10Ke YKa3bIBAKOTCS [IAPAMETPHBI [JI1 UHTEerpdliuy C

brok integrations
BHEIITHUMHU CEePBHUCAMHU.
B marHOM 6710Ke yKa3bIBAIOTCS TTapaMeTPHI JIJITUHTETrPAIiy C
bnox pgs
PGS.
[lepemeHnHast npyuHUMAaeET 3Ha4YeHUs1 True (MHTerparmus
enabled BKJIIOYeHa) U False (WHTerpanus oTKioueHa). He moxkeT ObITh

OCTaBJieHa HYCTOﬁ.

appapi_user_password

3nauenue nepemenHor KEYCLOAK PASSWORD wu3

uHBeHTapHOTO daitna PGS.

co_oauth? client secret

HQPEMQHHHH KJIr04a, J0JI’)KHA COBIIadadTh C

MAIL _OAUTH2 CLIENT SECRET B xoundurypanuu CO.
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Biiox klms

Kaspersky Security for Linux Mail Server. bonee mogpo6Has
vHbopMaIus yka3aHa B pa3zeiie HacTpoiika uHTerpamuu ¢
Kaspersky Security for Linux Mail Server B nokymenre

«MoiOduc Iloura 3. PykoBofCTBO 10 aAMUHUCTPHUPOBAHUION.

enabled

Bruttouenme unrterparmu. [lepemMenHasi npyHUMaeT 3HaYeHUS

True (uMHTerpaius BkIIOYeHa) U False (MHTerpamus

oTkirodeHa). He MoxkeT GbITh OCTaBiieHa IyCTOM.

host

Cnoco6 3anoIHeHus JaHHOM HAaCTPOMKYU CM. B paszierie
Hacrpoiika nuarerpamiu ¢ Kaspersky Security for Linux Mail
Server B nokymente «MoitOduc Ilouta 3. PykoBoacTso mno

AIMUHUCTPUPOBAHUION.

Biiok siem

bnox nHactpotiku SIEM-cucremsl.

enabled

[TepemenHasi npyuHUMaeT 3HaUeHUsT True (MHTerpamnus
BKJIIOYeHa) U False (WHTerpanus otkitodeHa). He MoxeT ObITH

OCTaBJIeHa ITyCTOW.

Biok collector

Biiok 1151 HaCTpOMKU OTHPABKU COOBITHI B IOJICUCTEMY
CcOOBITHIHOM aHaMUTHKY. HacTpamBaeTcs Ha aTare ferios. [l
H“3MeHeHUs] HaCTpPOeK B paboTaroleil cucreMe, U3MEHUTh
3Ha4YeHUs B UHBEHTApHOM (alijie 1 3alyCTUTh JIeTION

crnapameTrpoMm -t syslog.

host [P-appec nnmm uMs xocTa.
protocol ITpotoxon TCP/UDP.
port [Topr.

Biok catalog

B JdHHOM Os10Ke YKa3bIBAKOTCS IIdPAMETPhI JJI1 UHTerpdlluu CO

CITY>K00M KaTaJI0roB.

Bxurouenue HUHTerpanuu. HGPEMGHHaﬂ MIpYHUMdEeT 3HaYeHUs

enabled True (uMHTerpanys BKIIOYeHa) U False (MATerpaius
otkitodeHa). He MoxkeT ObITh OCTaBIIeHA ITyCTOM.
host Anpec KoHTpOJIepa JOMeHa.

© 000 «HOBBIE OBJTAYHBIE TEXHOJIOT'UW», 2013-2024



MownOdounc

Ilepemennas

3HaueHHe U CIIoco0 3aImoTHeHHA

port

[TopT my1st TOIKITFOYEHMS K CITy>k6e KaTaJIoroB 0 MMPOTOKOJTY
LDAP. O6bruo npunumMaet 3HadeHust 389 (1yist noakitoueHus 6e3

mudpoBanus) wiv 636 (c mudpoBaHueMm).

ssl

Hcronb3oBaHMe MPOTOKOIA C mudpoBanueM. [TepemeHnHas
npuHUMaeT 3HadeHus True (mumdpoBaHue BkIOYeHO) U False

(mmdpoBaHUe OTKIIOYEHO)

login_dn

JloruH y4eTHOM 3alMCH, OT UMEeHU KOTOpoU byaet

OCYIIEeCTBJIATBCA BXO/] U ITIOUCK II0 B,H CJ'IY)KﬁbI KaTaJIoroB.

password

[Taposb y4eTHO¥ 3amucH, OT UMeHH KOTOPOU OyieT

OCYIIEeCTBJIATBCA BXO/] U ITIOUCK II0 B,H CJ'IY)KﬁbI KaTaJIoroB.

Biiox mail

Hcrnonb3yeTcs 71 HaCTPOUKY MOIKTFOYeHHS K Oase
M0JIb30BaTeJIeN IMOYTOBOTO sApa (YYeTHbIe 3aMCH U TPYIIITEL

PACCBUIKH).

mail base dn

HYTI) a0 KOHTeI;'IHepa C Y49eTHbIMU 3alIMCIAMHU I10JIb30BaTeJIeu,

HCIIOJIb3YeTCHd IIOYTOBLIM AJPOM.

groups_base dn

I1yTh 10 KOHTeMHEepa ¢ rpyIaMU PAaCChIIOK, UCIIOJIb3yeTCs
HIOYTOBBIM siipoM. OCTaBUTb ITyCTHIM, eCJIU IPYIIIBL PACCHUIOK He

HCIIOJIb3YIOTCA.

sync_attr

ATpubyT cunxponuzanuu. PekomenmoBanHoe 3Hadenue s AD:
mail wim sAMAccountName. PekoMeH10BaHHOe 3HAUYEHUE I

FreeIPA/ALDPro/OpenLDAP/389ds: mail wmm uid.

groups_filter

PunbTp rpyni. 3HaueHue 110 YMOJTYaHUI0
(&(objectClass=group) (mail=%s) ). Crout oOpaTuTh
BHUMAaHKe Ha TO, YTO B pUIbTPe He0OXOIMMO UCIIOIb30BaTh
rnepeMeHHble %s, %u (%s - email-azgpec), %u -4acTb
0 @, TakuM 0bpazoM GopMUpPYeTCss KOHeUHbIN GUIbTP IS

IIOUCKA KOHKPEeTHOM I'PYIIHI.

domain

ITepemenHas MCIIOJIL3YeTCS TOJILKO IIPY 3HAYEHMU sync_attr
paBHBIM SAMAccountName wini uid. [IpyHUMaeT 3HaueHue

JOMEHa, KOTOprﬁ MOTYT UCIIOJIb30BATH II0JIb30BATEJIN B JIOTUHE

I BXOJla Ha cTeH]l. MOXHO yKa3aTh TOJIbKO OAWH AOMeH. B
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Ilepemennas

3HaueHHe U CIIoco0 3aImoTHeHHA

clly4ae, eClii [lepeMeHHas He 3all0JIHeHa U sync_attr ykasaH
KaKk sAMAccountName wiy uid, UCIOJIb3yeTCs JOMeH
WHCTAISIMY. Eciu Ha cTeH/ie, THTerPUPOBAaHHBIM CO CTOPOHHUM
KaTaJjioroM, OyeT UCIOIb30BaThCS HECKOIBKO JIOMEHOB,
HeoOXOAMMO HACTPOUTh CUHXPOHHU3AIIHUIO TI0 aTPUOYTY, KOTOPBIM

COIEep>KUT afipecC 3JIeKTPOHHON HOYTHI - mail.

Bbnok cab

Hcmonb3yeTcs 711 HaCTPOWKY MOIKITI0OUeHHUs K 6a3e ajpecHOM

KHUTH (HOJ’II)SOBBTEJ'[I/I U I'DYIIIBI paCCbIJ’IKI/I).

enabled

CHHXpOHHU3AMMS a[peCHON KHUTH CO CTOPOHHEH CITyK00H
kartaynoroB. [IpuHuMaeT 3Hadenus True (CHHXpPOHU3AIIHS

BKiIIOYeHa) U False (cMEXpoHM3aIMs OTKIIOYEHA)

host

Anpec cropoHHeill Ci1y>k0bI KaTaJIOrOB

port

[Topt st mogKITIOUEHUS K CITy>k0e KaTaloroB 0 TPOTOKOITY
LDAP. O6s1yo npuHuMaeT 3HadeHus1 389 (11s1 moakiitoueHus 6e3

mudpoBanus) wim 636 (c mudpoBaHreM)

login_dn

JloruH y4eTHO¥ 3alMCH, OT UMEHH KOTOpOi OyzeT

OCYIIEeCTBIISATLCS BX0[ 1 TTouck 1o bl ciry>k6b1 KaTanoros

password

[Taposne y4eTHOH 3anKcH, OT ©IMEeHU KOTOpPOH OyneT

OCYIIEeCTBIISATLCS BX0[ 1 TTouck 1o b/l ciry>k6b1 KaTanoros

ssl

Hcronb3oBaHMe MPOTOKOIA C mudpoBanueM. [TepemeHHas
npuHUMaeT 3HadeHus True (mudpoBanue BkI0YeHo) u False

(mmdpoBaHUe OTKIIOYEHO)

users_base dn

[TyTh 0 KOHTElHEepa C y4eTHBIMH 3aMKCSMU OIb30BaTesIeH /171

¢$OopMHPOBaHUS a[IpeCHON KHUTH.

users_filter

OUIBTP MONTb30BaTeIel. 3HaYeHHe TI0 YMOTYaHHIO

(&(objectClass=person) (mail=*) ). U3meHATb He

TpebyeTcs.

groups_base dn

ITyTe 0 KOHTEHHepa C IpyIaMy PACCHIIOK, UCIIOIb3YyeTCs TS
CUHXPOHHU3aIMY afipecHol KHUrY. OCTaBUTh ITyCThIM, eCiIU

T'PyIIIbl pACCBIJIOK He WCIIOJIb3YIOTCH.
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Ilepemennas

3HaueHHe U CIIoco0 3aImoTHeHHA

groups_filter

®uIbTp rpyII pacchliok. PekomenmoBanHoe3Havenue st AD:
(&(objectClass=group) (mail=*)).PekomeHmoBaHHOE
3"avenue 1y FreelPA/ALDPro/OpenLDAP/389ds:
(&(objectClass=groupOfNames) (mail=*)).

Bbnok conference

[Tapametps! mis unterpanvu ¢ BKC cucremamu. OcHOBHOM 610K
HACTPOEK /JIsl TAHHOM WHTerpaliiy BBIIIOJIHIETCS I0Ciie
uHcrayusi « MoiOduc [Toura». Bonee mogpooHas
vHbopMarus o Hactporike pabotel BKC u PSN Haxoautcs B
nokymenTe «MorOduc IToura. PykoBoacTBo mo

AJIMUHUCTPUPOBAHUIOY .

enabled

[TpuauMmaeT 3Hadenue True (KOra MHTerparus C OJUHM U3

cepBucoB BKC Bkitouena) u False (MHTerpanusi OTKIOUEHa).

brok squadus

[TapameTpsl [Jig UHTErpanuy ¢ MecceHmkepoM Squadus.
OcHOBHO#1 610K HACTPOEK ISl JTAHHOW MHTerpalivy BbIIIOJIHSIETCS
nocne nacrauismn « MouOdwuc [Toura». bonee mompobHast
rHpOpMaUAIo HacTpoiike paboTsl Squadus 1 PSN Haxonurcs B
nokymenTe «MorOduc IToura. PykoBoacTBo mo

AdJIMUHUCTPUPOBAHUIO»

enabled

Bruttouenme unrterparnuu. [lepemMenHasi npyHUMaeT 3HaYeHUS

True (uMHTerpaius BkIIOYeHa) U False (MHTerpaius

oTkirodeHa). He MoxkeT GbITh OCTaBIIeHa ITyCTOM.

url

Ccrinka Ha Beb unTepderic Squadus asis 6pICTPOTO Tepexosa 13

MeHIO BbIbopa nmpunoxenuid B PSN.

Biiok trueconf

B JdHHOM Os10Ke YKa3bIBAKOTCS [IAPAMETPHI [JI1 UHTEerpaiuu C

TrueConf.

[lepemenHasi npuHUMaeT 3Ha4eHUs] True (MHTerpanys

enabled BKJIIOYeHa) U False (WHTerpanus oTKioueHa). He moxkeT ObITh
OCTaBJI€HA Iy CTOM.
url CootBetctByer cchiike Ha API TrueConf.

delete_after

BpeM;{ B CeKyH/1aX I10 ITpOoIeCTBUU KOTOPOT'O 3dBepIIeHHas

koHpepeH1ys 6yaeT yaaneHa.
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Ilepemennasn 3HayeHHe U CII0CO0 3aI0THeHHUS

client id mus oauth2 Tokena. Mupopmamums o client id

client_id
- JIOCTYITHA B aJ]IMUHUCTPATUBHOM MMaHeu cepBuca trueconft.
client secret s oauth2 Tokena. Mudpopmanmsa o
client_secret client secret f0CTyIlHa B aJMUHUCTPaTUBHOM I1aHeIM

cepBuca trueconft.

] B manHOM 6I10Ke yKa3bIBAIOTCS TAPAMETPHI V1S MHTEerPaIliu C
Biiox videomost .
videomost.

Britouenme unrterparuu. [lepeMenHast npyuHUMaeT 3HaYeHUS
True (MHTerpanus BKIOUYeHa) U False (MHTerpanus
otkitoueHa). OCHOBHO#M OJI0K HACTPOEK /ISl JAHHOM UHTEeTpaIivu
enabled BBITIOJTHSIETCS TTocie uHCTasauu « MoiOduc [Toura». bonee
noapo6Has ungopmanus 1o Hactporike pabotsl BKC 1 PSN
HaxonuTcs B mokymeHTe « MoiOduc [loura. PykoBoacTBo 1o

AIMUHUCTPUPOBAHUIO .

) B nanHOM 6J10Ke yKa3bIBalOTCS TapaMeTphl U1l UHTeTrPalliy C
bnok webinar _
webinar.

Bxrouenue unTerpanuu. [lepeMenHast mpuHUMaeT 3HAYEHUS
True (UHTerpanus BKJItoueHa) U False (MHTerpanus
oTkirodeHa). OCHOBHOM GJIOK HACTPOeK JIJisl JaHHOW WHTerparyy
enabled BBITIOJIHSIETCSI TTocie uHCTausmu « MoiOduc [loura». bonee
roapo6bHas nHGopmanus 1mo HacTporike pabotsl BKC 1 PSN
Haxonutcs B nokymeHTe « MoiOduc [loura. PykoBoacTBo o

AIMUHUCTPUPOBAHUION.

4.2.3.3 Hacrpoiika AONOJHUTEIbHBIX IapaMeTPOB YCTAaHOBKH

,HOHOJ'IHI/ITGJ'IBHBIE IlapaMeTpbl YCTaHOBKH HaXoOsdaTCst B q)aﬁﬂe

~/group vars/all/main.yml (cM.Tabmuny 7).
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Tabmnuia 7. JlonomHUTENBHBIE TTApaMeTPhl yCTaHOBKU

ITapametp

KomMmmenTapmii

allow mail force

revoke

PaBpeH_II/ITb OT3bIB OTIIPABJ/IEHHLIX IMKMCeM [a’ke eCJIh OHU YyKe IIPOYNTaHbL

nony4varesieM. [Ipunumaer 3Hauenuss True / False.

allow mail revoke

Paspermuts 0T3bIB OTIIpaBieHHBIX THceM. [IpuHuMaeT 3Hauenuss True /

False.

attachment max si

ze

3alaeT MakKCUMaIbHBIM pa3Mep IMMCbMa U BJIOXKEeHUM, KOTOPhIe MOXKHO

npuKpenuThb B Beb unTepdetice (8 M6):

—mail: 15 - MakcuManbHBIM pa3Mep IHCbMA, KOTOPBIM MOXET OBITh
OTIIpaBJIeH WIM [10JIyYeH CUCTEeMOW;

- web mail: 10 - MakcMMaJIbHBIM pa3Mep BJIO)KeHMs, KOTOPBIM MOXXHO

MIPUKPEIHTh K TMChbMY B Beb nHTepderice OYTH;

— web calendar: 10 - MaKcMMasbHBIA pa3Mep BJIOXKeHHs], KOTOPbIH MOXHO

TIPUKPEITUTD K COOBITHIO B BeO uHTepdetice KaleHaaps.

cluster fallback

[TpunuMaet 3HaueHuss True/False. True nepeBogutr dovecot B

pexxuM 6e3 Ki1acTepu3alvy MoICUCTeMbl XpaHeHus muceM. [lonpo6HocTy cMm.

B pa3zeiie YcraHoBka JJIsL OOJIBIIIOI0 KOJIMYECTBA [10JIb30BaTeJIeH.

cluster fallback

mail node

[Tpuaumaet 3navenue Buaa mailN roe N mopsakoBbIi HOMep HOJBI, Te

OyIyT XpaHUTBCA aKTyallbHbIe IIMCbMa B ciaydae cluster fallback =

true.

cluster fallback

mail path

3ajaet MMy Th JI0 KaTajora ¢ MMCbMaMu B pexkxume cluste r fallback

nginx monitoring

[Ipunumaer 3Hayenus: True/False. True BKIOYaeT BO3MOXXHOCTb

MOHMTOPHHTa cepBuca nginx Ha nopty 8081. URL nns obpamenus - IP-
ampec wiu foMeHHoe ums fe-Homer Buma http://pfel:8081/ B ciryqae

KJ'IaCTepHOfI WHCTAJUIAIHHA H806XOHI/IMO MOHUTOPHUTH BCe fe-HO)II)I OTAeJIbHO.

nginx monitoring

allowed host

IToxncets, ¢ koTOpPOI pa3pelieHO 0OpallaThCs [Jis1 MOHUTOPUHTa cepBuca. B
crydae nginx monitoring = false JaHHBIA IApamMeTp

WTHOPUPYeTCS.

ntp servers

Cnmcok ntp-cepBepoB, C KOTOPBIX Oy/leT CHHXPOHU3UPOBATHCS BpeMsl Ha

Hopmax cucteMbl (cM. pasznen IloaroroBka MHPPACTPYKTYPLI YCTAHOBKH).
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ITapametp

Kommenrapuii

triton.monitoring

ITpunuMaet 3HaueHuss True/False. True BKIIOYaeT BO3MOXKHOCTb
MOHUTOpHHTA cepBrca triton (nginx-unit) ma mopty 8081. URL mus
obparmenus - [P-ampec v momeHHoe uMms Jir060# fe-Hob BUia
http://pfel:8081l/triton-N/status/applications/triton,
rae B triton-N BMecTo N NOJCTaBsIETCS! HOPSIKOBBIN HOMep PeIuvIuKu

ciyx0bl. B ciyyae ki1acTepHOM MHCTAIISAIIMN HEOOX0IMMO MOHUTOPUTD BCe

PeIuIvKy cepBuca triton otaenbHo. Hanpumep, eciiv pa3BepHYTO TpU
periky triton, He06X0AUMO MOHUTOPUTh triton-1, triton-2u

triton-23.

triton.monitoring

_allowed host

[Toncets, ¢ KOTOPOIA pa3perieHo 06paIIaThC Jisi MOHUTOPHHTA CepBHCa.

web mail allow_sh

ort login

[TpunuMaet 3HaueHust True/False. True paspellaeT BBOOUTH JIOTHH B

¢dopme aBTOopu3armu B web-untepdetice HE B dopmarte 371eKTpOHHOM TTOYTHI.

web mail disableC

hangeAvatar

YHpaBJ'IHET BO3MO’KHOCTBIO U3MEHSAITH dBdATAp IIOJIb30BATEJISAM. True -

3arperrieHo, False - pa3peleHo.

web mail max coun
t for sharing fol

ders

HEJ'[OG qKciio. MakcuManbHOe AO0IIyCTHUMOE KOJIMYeCTBO IIdIIOK, JOCTYIIHbBIX
JJI1 OMJHOBPEMEHHOT' O BbIﬁOpa IIpY MIdapyHTe IIOYTOBBIX ITAIIOK.

4.2.3.4 PexoMeHjaniiy 10 Pa30MEHHUIO IMCKOB JJIS PoJiei

— JUIsl CepBepoB C poOJIbI0 mail peKOMeHJyeTCsl BbIIeJIUTh He3aBUCUMble [IUCKU WU
6J104HbIe YCTPOMCTBA COOTBETCTBYIOIIUX pPa3MepoB, KOTOPble OYIyT MCIIOIb30BATbCS ISt

XPpaHEHUS T10YTHI;

— TOYKd MOHTHUPOBAHUA I pOJ'IGIZ backend M mail B pexuMe C OTKHSOYCTOIZQHBOCTBIOZ

/data

— TOYKAa MOHTHUPOBAHMUS VI POl mail B standalone pexumMe:

/var/dovecot
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4.2.3.5 PexoMeHJaniiy 10 KOJTHYIECTBY XOCTOB JIJISI PoOJIei

PexomengyemMoe kom4ecTBO XOCTOB JJIsl pojiei yKka3aHo B Tabmuie 8.

Tabnuna 8 - PexomeHTyeMoe KOJIMYeCTBO XOCTOB JIJIsl poJied

Poiab

KosmaecTBo X0CTOB B ClIy4dae KilaCTepu3anuu pOJIeﬁ

etcd, redis

TpH, JIUOO TISIThH

postgres, 1dap

IBa (OrpaHuyYeHHe TeKyIIero penusa: 6ojee AByX HEIOIyCTHMO)

haproxy(load

balancer)

He OoJiee IByX

4.2.4 Hacrpoiika cepTupHKATOB

4.2.4.1 Hacrpoiika SSL-cepTudukxaron

Ilns  xoppekTHOW  paborbl  BebG-mHTepdeiica «MoiOduc Iloura»  Heob6X0IUMBI

cooTrBercTBYyIOImUe SSL-ceprudukarsl. OHU [ODKHBI OBITH pasMellleHbl B OUPEKTOPUM, KOTopas

YKa3dHad B HepeMEHHOﬁ setup. cert_path B paszejie KOH(bI/IFVDI/IDOBaHI/Ie WMHBEHTAPHOI'O (bafma:

IepeMeHHbIe.

Crnrcok HeoOXOIUMBIX 1711 PabOThI CepTUUKATOB:

— server.crt - copepxur SSL-ceprudukar g *.<DEFAULT DOMAIN> U Bce

IIPOMEeXYTOUHble cepThdUKaThl, KpoOMe KOPHeBOro JioBepeHHOro. Pacnonoxenue

[IPOMEXYTOYHBIX CepTU(PUKATOB COOTBETCTBYET ONIMCAHUIO B JIOKYMEHTAIUU NGinx;

— server.nopass.key — IpUBaTHBIA KIIIOY cepTUdHKaTa, He TPeOYIOmUi KOAOBOU

¢dpassr;

- ca.crt -—

noBepeHHbIM SSL-ceptudukar (cobcTBeHHOro HemnyoOinyHHOrO — YII).

Hcnonb3yeTcs TOMBKO TMpPY 3HAYEHWM IepeMeHHOM setup.custom ca = True (cm. pasmen

KoudurypupoBanue nHBeHTapHOTO daiiia: nepeMeHHbie). B daitie MoxkeT ObITh pa3MeliieH

TOJIBKO OJHWH

ceptudukar. [Ilpm HeobxomuMocTH [1006aBiieHUs AOIOJIHATEIbHBIX

cepTridUKaTOB HEOOXOAUMO Pa3MeCTUTh UX B OT/eNIbHBIX (aiiyiax, UMeHa $aiioB JIOKHBI

COOTBeTCTBOBaTh MIAOJIOHY ca *.crt, HanmpuMmep: ca ad.crt, ca web.crt. Kaxabii

JOIIOJTHUTEJIbHBIN CepTI/Iq)I/IKaT JAO0JIKeH pacCliojiaraTbCsd B OTAeJIbHOM cl)al?me.
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4.2.4.2 Hacrpoiika nognucu DKIM

s paborbl Mexanusama noanucu coobmienudt DKIM HeoOxolWM NpUBATHBIM KIIIOY
dkim.key, KOTOpBIM CjefyeT IIOMeCTUTb B JIMPEKTOPHIO, KOTOpas YyKa3aHa B IIepeMeHHOU

setup.cert path B pa3nene KonpurypupoBanve MHBeHTapHOIO daia: epeMeHHble.

Wucrammsamus PSN  6e3  SSL-ceptudukaroB u  wimoda mnoxamucu DKIM

HEeBO3MOXXHa

4.2.4.3 Co3zganne camonoanucaHHoro SSL-ceprudukara

Jlns co3maHusl caMOTOJINMMCAHHOTO cepTudukaTa B cpefie ycraHoBkU «MoOduc Ilourtay
HeoOXOJIMMO HCIIOJIb30BaTh WCIOJHSAEMbIM ¢ailil gen self signed cert.sh W3 JUPEKTOpUH

YCTaHOBKH, 3dITyCTHUB €I'0O B KOHCOJIK U YKd3dB HpHBHBaHHbIﬁ K CO301aBaeMOMY CepTI/Iq)I/IKaTy JOMEH.
[Tpumep:
gen self signed cert.sh <DOMAIN>

CrenepripoBaHHble cepTUUKATHI OyIyT IIOMellleHbl B IUPeKTOpHIo certificates/

4.2.4.4 T'enepanusa DKIM xurroueii

s renepariuu HoBoM mapel DKIM kiroueit Ha paboTaroiieM CTeHJle Ha Jil0OOM cepBepe

rpyIIbl mail Heo6X0IMMO BHITIOJIHUTH KOMaH/Y

docker exec s(docker ps -gf name=rspamd) rspamadm dkim keygen

-s mail -b 2048

Ilpy BBIONIHEHUM KOMaH[bI OyIeT BbiBe/leH IIPMBaTHBIM KIIIOY, KOTOPBIM HeoOXOAWMO
COXPaHHUTH B (anse ¢ umeHeM dkim.key u 3HadeHue TXT - 3amucu mail. domainkey, KOTOPYIO
HeoOXO0MMO IIPOIIHCATh B COOTBETCTBYIOMYI0 30HY DNS-cepBepa.

Jly1s reHepanuy Kjto4a B Cily4ae IlepBOHAYalbHOIO JEeIUIosl WIKA Ha JII0O0M IpyroM cepsepe

BBITIOJTHUTb KOMdHAY

openssl genrsa -out dkim.key 2048

[Ipu BBITIONIEHWM KOMaH bl OYJIeT CO37jaH IPUBATHBIM KJTIOY M coOXpaHeH B ¢aiia dkim. key.
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CreHepupoOBaHHBIN KJIIOY dkim.key HEeoOXOUMO Pa3MeCcTUTb B Karajiore

certificates/<DOMAIN>/dkim.key.

L[J'ISI IMoJIy4eHud HY6HI/I‘-IHOFO KJ/II04d M3 3dKPLITOT'O HeO6XOHI/IMO BBIIIOJIHUTH KOMAHY:

openssl rsa -in dkim.key -pubout -outform der 2>/dev/null | openssl

base64 -A

[Tpu BbIIONIEHUM KoOMaHAbl OyJeT co3laH MyOJIWYHBIA KJIH0Y, KOTOpBIM HEOOXOAUMO
nponvcate B TXT - 3amuce mail. domainkey cooTBeTCTBYoOIIel 30HBI DNS-cepBepa co

3HaYeHueM v=DKIMI1 ;k=rsa;p=<nybiamuyHas 4acThb KJIoda>.

4.2.4.5 Pe3ynbTaT HaCTpPOIKH CepTHPHKATOB

[Tpumep cTpyKTyphbI Aok A qoMeHa myoffice. ru c nsymsa CA ceprudukaTamu:
install-psn-3.8/certificates/
— default
— dkim
— dkim. key
— server.key

—— SErver.pem

— myoffice.ru
— ca_ad.crt
— ca.crt

— dkim. key
— server.crt

— Server.nopass. k.E}-

3HaueHUsl TepeMeHHbIX

setup.cert path: "myoffice.ru";

setup.custom ca: true

4.2.5 Hacrpoiika DNS

[lepen HawasioM yCTaHOBKHM HeoOxomuMo HacTpouTb DNS s pasperieHud HEKOTOPBIX

JIOMEHHBIX MeH B CJIefyIOIIHH ajipec:

— ajipec, Kyqa Oy/ieT ycTaHOBJIeH cepBep nginx (pa3zesl proxy MHBeHTapHOTro daiiia);

— afpec, yKas3blBalOIIMK Ha afpeC BHeIIHero 0OajlaHCHMPOBIIWKA, B CiIy4dae KJIAaCTEpPHOMU

HWHCTAJUIAIWHA.

© 000 «HOBBIE OBJIAYHBIE TEXHOJIOI'MW», 2013-2024 42



MownOdounc

Crrcok HeoOXOIUMBIX MMeH ykasaH B Tabmuile 9. [TockonbKy BHelllHee JOMeHHOe UMS B

PSN  dopmupyercs

MOCPeAICTBOM  I1abJioHa

(mepemenHasg domain module, CM. pasgein

KoudurypupoBanue vMHBeHTapHOro daiia: mepemMeHHbIe), B TabyWile yKa3aH TOJILKO TpebyeMblil

npeduKcC.
[Ipumep:
B ciydyae ¢ pgomeHoOM test.example.com, NpA 3HAYeHUH T[epeMeHHOU
domain module: "{service}-{domain}", u xocre 1.1.1.1, IPUCBOEHHOM
poiii proxy, JOMeH admin-test.example.com Oy/eT pa3pemaTbcs B
1.1.1.1
Tabmuna 9. Umena aist vacrpoiiku DNS
IIpedukc KommMmenTapuii
mailadmin Anpec Beb-taHesnu agMuHUCTpUpoBanus PSN
autoconfig Anpec cepBrca aBTOKOHDUTYPUPOBaHUS 11 MOAKITIoueHus kirentoB MyOffice
(MOOWIIBHBIM WU JIECKTOITHBIN KJIMEHT)
mail Anpec rnaBHOM CTpaHUITLI BeO-uHTepderca mouThl
cab Anpec i TOKITIOYEHUS K TI00aIbHOM afipeCHOM KHUTH
imap Anpec niyis TOAKJTIOYeHHS C CepBUCY imap
smtp AJtpec 1yist MOJIKITFOUEHUS C CEPBUCY Smip
pbm Anpec mns nonkmrouenns ¢ API cepsucy PBM (cm. PykoBonctBo 1o
AIMUHUCTPHPOBAHHUIO)

Hng BHeIIHMX

cucreM JOMEHHbIe

HMeHa [OOJDKHBI KOPPEKTHO  pa3penrdTbCd B

cooTBeTCTBYOIUN mybnnunelid IP-agpec. MHpopmanus, Heob6xonyumas N7 HACTPOMKU BHEITHUX

3anrcelt Tuna SRV, npusenena B Tabimue 10. Hactpoiika 3anuceit SRV Heobs3aTesnbHa.

Tab6muia 10. Hactpoiika BHemmHux DNS-3anuvceit

Nmsa 3ammicu Tun ITopT Anpec
_caldavs. tcp SRV 443 mail.<setup.external domain>
_caldavs. tcp SRV 443 <setup.external domain>
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Nmsa 3amicu Tun ITopT Anpec
_imap. tcp SRV 143 imap.<setup.external domain>
_imaps. tcp SRV 993 imap.<setup.external domain>
_smtps. tcp SRV 465 smtp.<setup.external domain>
_submission. tcp SRV 587 smtp.<setup.external domain>
_submissions. tcp SRV 465 smtp.<setup.external domain>

4.2.6 Hacrpoiika MexceTeBoro JKpaHUpPOBaHUS

s xoppextHoM paborel «MoiOduc [louray pexkomeHIyeTcs He HCIIOIb30BaTb CeTEBOE
OKpaHHpOBaHUe Mex]y cepBepaMu. HeobOxomumble fyisi pabotsl [0 cereBble MOPTHI MpHBeEHbI

HIDKe B Tabsuiie 11.

Tabmuia 11. CeTeBble TOPTHI, IOCTYT K KOTOPbIM He06x0/1MM C BHemHuX [P-afgpecos

Homep mopta Hasunauenue (poToKo.)
80 Hcnonbayetcs ans HesamubpoBanHoro HTTP-tpadduka.
Hcnonb3yetcs npoTtokosiom IMAP njis mostydeHusI MOYTH KIIMEHTOM C
143 ucronb3oBauueM mudposadus (STARTTLS).
443 Hcnonbsyercs mis HTTP-tpadduka c mogmepskkoii mudposanus (HTTPS).
636 Hcnonbayetcs cmyx60it katamoros (LDAP) mnsa nepemaun manasix mo LDAPS.
25 Hcrnonb3yetcs 15 iepeiady IOYTHI MeXXTy cepBepamu 1o SMTP.
587 Hcnonbayetcs a5 nepenayu mouTel 1o SMTP oT modTroBoro kiiveHTa Ha cepBep.
Hcnonb3yetcs s nepefayu noutsl 1o SMTP oT no4yToBoro kiiveHTa Ha cepBep C
405 HCITO/Tb30BaHueM ImudpoBadus (SSL).
Hcnonb3yetcs npoTtokosiom IMAP njis mostydeHUsI MOYTH KIIMEHTOM C
s WCIIOTb30BaHueM IrdpoBanus (SSL).

4.3 YcranoBka «MoitOduc IToura»

4.3.1 3anmyck ycTaHOBKH

Jlisi OOHOBIIEHMM C TIpelblaylleldd Bepcuu CjeflyeT WCIO/Ib30BaTh pasen
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OOHOBJIeHMe C IPeILIAVIIIUX BepCUN

s 3amycka ycraHoBKM moacucteMbl PSN HeoO6XoIMMO BOCHOJIB30BAaThCS KOMaHAOU

deploy psn.sh.

,HJ'ISI YCTaHOBKHA HEO6XO}:[I/IMO HEPEﬁTH B IIAIIKy YCTAHOBKHW W BbBIIIOJIHUTH B TEpPMHUHAJIe

CJIeIYIOIIYIO KOMaHy:
./deploy psn.sh hosts.yml <params>
[ne:
- hosts.yml — WHBEHTapHBbIA ¢aiji, CKOHPUTYPUPOBAHHBIA B COOTBETCTBUHU C pa3/ielioM

KoudurypupoBanue naBeHTapHoro dansa: hosts JaHHOTO pyKOBOJICTBA.

- <params> - IapaMeTphl JAaHHOW KOMaH/IbI:
-b, --become - nogHATH TpUBWIErnK 6e3 3arpoca Mnaposs;
-u USERNAME, --user=USERNAME - yuétHast 3aniich J|j1s1 JIOTWHA;
-v, --verbose - BK/II0UnTH 60s1€€ TIOIPOOHBIN peskuM. Uem GosbIle v OIS, TeM
nogpobHee 6ynyT goru. OnTUManbHOe 3HaYeHue -vvv. JlaHHas oMU MOXKeT IPUMEHSIThCS IS

OTJIaIKH ClleHapHeB.

[TonpobHee o OMOMHUTETBFHBIX KIIF0YaX B IOKyMeHTaruu Ansible

[Tonb3oBaresnb, OT UMEHU KOTOPOTO IIPOU3BOAUTCS pa3BepThiBaHUe ( TapaMeTp -u
USERNAME), nomxen HaxoauThcs B rpyiine docker v nMeTs rpaBa Ha

CO31dHHE U 3aIlyCK KOHTeﬁHepOB.

daiin 0roB Iporecca pa3BepThIBaHUs OyZleT COXpaHeH 10/l UMeHeM deploy psn.log.
[Ipy ycrieltHOM BBIIOJTHEHWM KOMAaHIbl CEPBUCHI IOACUCTEMBI OyAyT 3allyIleHbl

dBTOMdTHUYECKH.

B mporecce WUHCTA/UISIIMM He TPOUCXOJWT OOHOBJIEHHe KOMIIOHEHTOB
OIlepaliOHHOM CUCTEMBI.
ObHOBIEHNe KOMIIOHEHTOB OIepal[MOHHOM CUCTeMbl BBINOIHSET aIMUHUCTPATOP

YCTaHOBOYHOI'O CTeHdd
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4.3.2 IlpoBepka KOPPeKTHOCTH yCTAaHOBKH

Jlns nposepku 3amycka cepBucoB «MoiOduc [lodra» B TepMyHase Ha IejleBOM CepBepe

BBITIOJTHAETCS CJIeAYIOIIds KOMaH/dd:

docker service ls --filter name=psn --format "table {{.Name}}

\t{{.Replicas}}"
O>xugaeMblil BLIBOI:

psn-backend autoconfig 3/3 (max 1 per node)
psn-backend avatars 3/3 (max 1 per node)
psn-backend converter 3/3 (max 1 per node)
psn-backend events backend 3/3 (max 1 per node)
psn-backend pbm 3/3 (max 1 per node)

psn-backend pps 3/3 (max 1 per node) (mepeMenHasa setup.policy_server)

psn-backend pdm 3/3 (max 1 per node) (mepemennas setup.dynamic maillists)

psn-backend rabbitmg 3/3 (max 1 per node)
psn-backend triton 3/3 (max 1 per node)
psn-etcd browser 1/1

psn-etcd etcd 3/3 (max 1 per node)
psn-frontend web admin 3/3 (max 1 per node)
psn-frontend web calendar 3/3 (max 1 per node)
psn-frontend web contacts 3/3 (max 1 per node)
psn-frontend web mail 3/3 (max 1 per node)
psn-ldap ldap 2/2 (max 1 per node)

psn-mail director 3/3 (max 1 per node) (B ciy4Yae KJIacCTepPHO! YCTaHOBKM)
psn-mail dovecot 3/3 (max 1 per node)

psn-mail dovemon 1/1 (max 1 per node)

psn-mail postfix 3/3 (max 1 per node)

psn-mail rspamd 3/3 (max 1 per node)

psn-nginx-proxy nginx 3/3 (max 1 per node)

psn-postgres haproxy 2/2 (max 1 per node) (B ciy4ae KJIaCTEpPHOM YCTaHOBKN)

psn-postgres pgbouncer 2/2 (max 1 per node)

psn-postgres postgresl 1/1

psn-postgres postgres2 1/1 (B ciy4Yae KJIaCTepPHOM YCTaHOBKMN)
psn-redis redis-master 1/1

psn-redis redis-sentinel 3/3 (max 1 per node) (B ciydae KJlaCTepHO

YCTaHOBKM )

psn-redis redis-slave 2/2 (max 1 per node) (B ciIydae KJIaCTEpPHO YyCTaHOBKMU)

psn-syslog ng syslog-collector 1/1 (max 1 per node) (B ciy4dae KIaCTEpPHOM

YCTaHOBKMA )
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psn-syslog ng syslog-relay 3/3 (max 1 per node) (B ciy4ae KJaCTepHOM

YCTaHOBKM )

KonmuectBo PEIVIMK 3dBUCUT OT KOHKpETHOﬁ HWHCTAJUIAIWHA. B standalone
HWHCTAJUIAINN KOJIMYeCTBO PeIlJIMK BCeria paBHO OJTHOH.

B Opaysepe OTKpBITH CTpaHWIly mail.<EXTERNAL DOMAIN> (10 <¢$OpPMUPOBAHUIO

JAOMEHHbIX HMMeH W Cpelbl MHCTA/UIAIIWMK CM. pa3jell KondburyprupoBanrue HMHBEHTApHOIO daia:

IepeMeHHble JaHHOI'O pYKOBOHCTBa), Jiajiee BBIIIOJIHUTE ClleayIolnre JIEeUCTBUS:

— ybenuThCs, U4TO 3arpy3wiach CTpaHUIIA aBTOPU3ALIAH;

— IIpu ycraHoBKe 6e3 uHTerpanuu ¢ «MouOduc XpaHunuie» MNpOBepUTb aBTOPU3ALUIO
TeHaHTa Mo yMoj4aHuio ( admin@<domain> , TIe <domain> — OCHOBHOW JIOMEH KOHTYpa
YCTaHOBKH).

— IIPOBEPUThb, YTO IIPA YHAYHOW aBTOPW3allMM IIPOMCXOJWT Ilepexo]] Ha CTPaHHUIly Beb-
“HTepderca MmoYThI;

— OTIIPaBUTb TECTOBOE IIMCbMO U yOEAUTHCS, YTO OHO JIOIIIO;

— 3aliTH B KaJleH/lapb, CO3/1aTh TeCTOBOe COOBITHE;

— 3alTH B HACTPOWKH, HW3MEHHUTh JIIOOble MapamMeTpbl W yOemuTbCs, YTO HACTPOUKHU

COXpaHeHHI.

4.3.3 Nurerpanus c PGS
s monmHoTeHHOM uHTerpanuu « MonOdoduc [Touray ¢ kommnonentom PGS Heobxonumo:

1. 3anonHuth OJiIOK UHTerpanuu (integrations: pgs:) B UHBeHTapHOM (aitie PSN

(mompobHee B pazneiie KoHduUrypupoBaHve MHBEHTAPHOTO daisa: IepeMeHHble JaHHOTO

PYKOBO/ICTBA).

2. Hactpouts DNS kOHTypa MHCTalJISIMK B COOTBETCTBUM C PEKOMEHJAIMsSIMU U3 MyHKTa

Hacrpoiika DNS panHoro pykoBojictBa U «PyKOBOJICTBa 10 YCTAHOBKE CHUCTEMbl

xpaHeHust faHHBIX MoitOduc (PGS)».

YcranoBka «MoiOduc IToura» momkHa OBITH 3aBeplilieHa /10 CO3[IaHUs NIePBOTO TEHAHTA B
PGS. B o6patHomM ciydyae TeHaHT (M TIO/Ib30BaTeld, BXOAsIIMe B Hero) He OyayT

CUHXPOHU3UPOBAHLI C TIOYTOM.
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4.3.3.1 IlonkroueHue cepBHca 3arpy3KH B 00J1aK0

Haunnas c Bepcun 2.3, B PSN nosiBnsieTcss BO3MOXHOCTb UCIIOIb30BaTh BUJIKET «3arpy3UTh
B 00j1aK0» TpY IPUKpeIlIeHMH Qaiyla K IMCbMY U K COOBITHIO B KajleHAape. Bumker mossoiiser
3arpyarb IpUKpellleHHble K IMCbMY Gaiibl M0JIb30BaTellsl B XpaHuMile mosb3oBarens (PGS)
aBTomMathyecku. [lns paboTel cepBuca Heobxomumo B Hacrporkax CO («MoitOduc YacrtHoe

0071aK0») BHECTH B CIIMCOK JIOBepeHHBIX url-ajpec, IpUCBOEHHBIM poiu mail npu ycraHoBke PSN.

Bonee mnonpo6HO 0 QOpMHUpOBaHMM [OMEHHBIX HWMeH [UIsl pOJiled MOXKHO
MIpOYMTAaTh B ONKUCAaHUU IlepeMeHHOn domain module: paszena

KondurypupoBanve HHBeHTapHOTO daiiyia: IepeMeHHble JAHHOTO PYKOBOJCTBA.

HaCTpOﬁKy BO3MOXKHO BBINOJIHUTH B pellakTope etcd KOMIIOHEHTa CO unu BHecs IIpaBKHU B

KOHQUTYPAIMOHHBIN (paliy 10 ClIeIyIoIemMy ajipecy:
config/wfe/csp.allowed frame ancestors.json
[Tpumep odopmileHus 3anncy:

["https://mail .myoffice.ru"]

4.3.4 ObHOBJIeHHE C IPeIbIAYIIUX BepCHIH

s ooHoBnenus: ¢ Bepcur PSN 1.0 Heooxomguma Bepcusi PSN 2.3. Tlponeaypa o6HOBIeHUs
onmcaHa B jlokymeHTe «PykoBojicTBo 110 ycraHoBke MoiOdwuc [Toura 2.3».

Hauwmnas c penmusa 2.6 oOHOBeHHE BO3MOXKHO TOJILKO IO TIOPSJKY, TaK KakK TPeOyroTCs
MUTpaIyy IaHHBIX.

OOHOBIEHWe BBITIONHSETCS TeM ke CII0COOOM 4YTO M YCTAHOBKa, HO TIpPeXJe 00s13aTellbHO

HEe0OXOIMMO COXPAaHUTh pe3epBHBIe KoUK (CM. pa3fien Co3fiaHre pe3epBHBIX KOTTHH).

[Tocne o6HOBNIEHUS C Olpe/ieJieHHbIX BepCUil HeoOXOJMMO BBIIIOJHUTh MUTPAlMU JAHHBIX.
Murpanuu 3amyckaloTcsi BpPYYHYIO IIOCJie 3aBepllieHHsi paboT 10 OOHOBJIEHHIO CTeHAa. B

3dBUCHMMOCTH OT KOJIMYeCTBAd JdHHbIX, MUTI'DAXA MOXKET 3aHATH IIPOAOJIXKUTeIbHOe Bpems.

J11s1 0OHOBJIEHUS C BepcuU 2.5 M HUXe ClieJlyeT 00paTUThCS K PyKOBOJICTBY Bepcud 2.6.

[Tociie obHOBNIeHMs ¢ Bepcuu 2.9 HEOOXOIMMO BBITIOJHUTH MUTPAIMU JAHHBIX. Mwurpanuu
3aITyCKAIOTCS BPYYHYIO TOCJe 3aBepIieHus paboT 1Mo OOHOBJIEHWIO CTeH/a. B 3aBUCMMOCTH OT
KOJINYeCTBa JIAHHBIX, MUTPAIUs MOXeT 3aHSATh IPOJIOJDKUTeIbHOe BpeMs. st aToro Ha r060# U3

HO/JI C POJIbIO backend HEOOXOAMUMO BBIITOTHUTH KOMaH/TY:
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docker exec $(docker ps -gf name=psn-backend triton) \

php db/custom migrations/3.1/start.php

Y OTCJIeXXUBATH IIPOIIeCC B )KYPHAJIbHBIX daiax Ha TOH ke HoJle:

—migrations 3.1 debug.log - HeTaJbHbIA XypHaIbHBIN (aiil;

—migrations 3.1 progress.log - XypPHaJbHbIN (aii Iporpecca MUTPALUH.
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5 CO3JAHUE PE3EPBHBIX KOITUIA

5.1 PezepBHas xonusi ”HHBeHTapHOro ¢aiiia

[Tocre okOHYATeNbHOIO 3alOJIHEHWsI HWHBEHTApHOro ¢aiaa HeobXoquMo cAenlaThb ero
pe3epBHYIO KOIMIO, B AaJibHEHIIleM OHa MOXXeT MOHA0OUThCS Ui MOCIeAYIOUMX OOHOBJIEHUH U

HEKOTOPBIX OIlepanuii 1o 00CIyKUBAaHUIO TeKyIllel YCTaHOBKH.

5.2 PezepBHoe konupoBaHue etcd

B etcd xpaHSATCS HaCTPOMKM KOMIIOHEHTOB CTeHZa. LleHHOCTh Ipe/iCTaBIISIIOT HEeKOTOpbIe
HACTPOMKM KOMIIOHEHTOB, OTJIMYAKOIIKMecs OT CTAaHOApTHBIX, a TakKXXe COCTOsSHUe KJjlacTepa
postgresgl (B Cillydae KJIACTepHOM MHCTAUIAUUM). [ljiss cOXpaHeHWs] 3HAYeHUN BCeX HACTPOEeK
etcd B TeKCTOBBIN (ailyi HeOOXOAUMO Ha JII0O60K HOJle TPYIIbI et cd BBITIOIHATH KOMaH/IY

docker exec s(docker ps -gf name=etcd etcd[0-9]) etcdctl get --prefix '' >

<path to backup>/etcd keys.txt

Bce CTaHapTHbBIE HaCTpOﬁKH MOTYT OBITH BOCCTAHOBJICHBLI B cIy4yae yTepu HOaHHBIX etcd

IIyTeM 3allyCKa JeIlios C IapaMeTpoM -t etcd, a OCTaJIbHbIe Yepe3 etcd browser.

J1oIIOTHUTEIEHO pexoMeHayeTCs JelaTb CHUMOK JaHHBIX etcd
docker exec $(docker ps -gf name=etcd etcd[0-9]) etcdctl snapshot
save /etcd-data/snapshot.db

[Tocre BeITIO/IHEHXS KOMaH/bl OH OyJIeT IOCTYIIeH 0 CJielyIoieMy Iy TH:

/var/lib/docker/volumes/psn_etcd data/ data/snapshot.db

5.3 Co3nanue pe3epBHBIX Konuii postgresql

B 6a3ze maHHBIX XpaHATCS CBeIeHHWs O KaJleHAApsX W COOBITHUSAX TOJb30BaTened. B
TeKyIlleM peyr3e MOXXHO BOCCTAaHOBUTH COCTOSIHHME 0a3bl TAHHBIX HA MOMEHT CO3/IaHHS
pPe3epBHOM  KOIMHM, KOTOpOe 3aTpPOHeT [aHHble Bcex Iojib3oBarened. [lid
BOCCTAHOBJIEHWSI M3 Pe3epBHOM KOIMU KaJleHJapeu [JI1 KOHKPeTHBIX I10JIb30BaTesen

cienyet obpatutbes K BeHnopy [10.

[Tporienypa pesepBupoBaHys 6a3bl JaHHBIX BBIIIOJIHSIETCS Cllelytolleid KOMaHAoM:

B ciydae standalone vHCTa/UIAITHN:
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docker exec $(docker ps -gf name=postgres postgre) pg dump -Fc --clean --

create > <path to backup>/postgresqgl.dump
B ciydae cluster uHcTanmsiyy (Ha JIF0O0M U3 HOJl postgres):

docker exec s(docker ps -gf name=postgres postgre) pg dump
postgresqgl://psn:<postgres db user>@haproxy:5000 -U psn -Fc --clean --create >
<path to backup>/postgresqgl.dump

rae:

- <postgres db user> —  3HaYeHHWe  II€peMeHHOU postgres db user M3
WHBEHTAPHOI'O (1)61171]'[61 HWHCTAJUIALNHA.

- <path to backup> — IIyTb K CO3/laBaeMO Pe3epPBHON KOIIUH

[lpomiemypa BoccTaHOBNeHHWsT 0a3bl JAaHHBIX M3  PE3epPBHOM  KOMWU  BBITIOJTHSETCS
CJeIyIomuM 06pa3om:
B ciydae standalone vHCTa/UISAITNN:

docker exec -i $(docker ps -gf name=postgres postgre) pg restore -U psn -Fc

-d psn < <path to backup>/postgresqgl.dump
B ciydae cluster nHcTaysAMu (Ha JTFOO0M U3 HOJT postgres):

docker exec -i $(docker ps -gf name=postgres postgre) pg restore -d

'postgresqgl://psn:<postgres db user>/psn' -Fc < <path to backup>/postgresqgl.dump

BhlIleynmoMsiHy ThIM CITIOCOO He II03BOJISIIOT BOCCTAHOBWTH YK€ CYIIECTBYIONIYIO 6azy
IaHHBIX. B citydae, ecnmu 3T0 TpebyeTcsl, BOBMOXXHO TIOJTHOCTBIO 3a4YKMCTUTh JITaHHBIE
B postgresgl mepeJ BOCCTAaHOBJIEHUEM CJIEYIONIMMUA KOMaH/IaMU:

g standalone mHCTa/UIAINAN:

docker exec s(docker ps -gf name=postgres postgre) dropdb psn -U

psn

docker exec s(docker ps -gf name=postgres postgre) createdb psn -U

psn
g cluster uHCTaIIAINAN:

docker exec $(docker ps -gf name=postgres postgre) psql
postgresqgl://psn:<postgres db user>@haproxy:5000/templatel -c

'drop database psn'
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docker exec s(docker ps -gf name=postgres postgre) psql
postgresqgl://psn:<postgres db user>@haproxy:5000/templatel -c

'create database psn'

Ins kjIacTepHOM WHCTUISIIIMK IIpPOIlefilypa pe3epBHPOBAaHUS U BOCCTAHOBJIEHHS
BBITIOJIHSIETCS] @JUHOKABI Ha JIF0OOM M3 XOCTOB IPyHnbl postgres (CM. MHBEHTApHBIN

daiisT yCTaHOBKH).

5.4 Co3naHue pe3epBHBIX KOIHH CIIY:k0bI KaTasoroB LDAP

[Tporienypa pesepBUpOBaHHS CITy>K0bI KATAJIOTOB BBITIOJIHSETCS CJlelytolleil KOMaHAoM:

docker exec $(docker ps -gf 'name=ldap') ldapsearch -xD cn=Manager,
dc=<external domain> -w <ds389 manager user> '*' >

<path to backup>/ldap.ldif

I'ne:

- <external domain> — 3aperMCTpUPOBAHHBLIN JOMEH MHCTAJUIALNH.

3anuch JOMeHa BTOPOro ypoBHs B HOTaruu LDAP BHITTIAIUT crieqyromuM ob6pa3oM s

example.com: dc=example,dc=com

- <ds389 manager user> — 3HadeHHWe IlepeMeHHOM ds389 manager user u3
WHBEHTapHOro ¢daijia UHCTAJUISIINH.

- <path to backup> — OyTb K CO3JaBaeMOX pe3epBHON KOIIHH.

[Ipontenypa BoccraHoBienusi JaHHbix LDAP w3 pe3epBHOWM KONMWUM BBIOIHSETCS

CJeIyIomuM 06pa3om:

cp <path to backup>/ldap.ldif
/var/lib/docker/volumes/psn-ldap ldap data/ data/ldap.ldif

docker exec $(docker ps -gf 'name=ldap') ldapadd -xD cn=Manager,

dc=<external domain> -w <ds389 manager user> -f /data/ldap.ldif -c

[TepBas xomanza ckomnupyeT ¢aiyl pe3epBHOM KONMM B IPUMOHTHMpoBaHHyIO k Docker-

KOHTEﬁHepy AUPEKTOPUIO, BTOPas — IIporu3BeleT BOCCTAHOBJIeHWEe TIdHHbIX.
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BrlmieynomMsiHy ThIe CITOCOOBI He TTO3BOJISIOT U3MEHUTD Y Ke CyliecTBytomue 3anvcu LDAP. B
ciay4dae, eciid 3TO TpeOyeTcs, BO3MOXXHO IIOJIHOCTbIO 3auMCTHTH JaHHble B LDAP mepen

BOCCTAQHOBJIEHUEM CJIeIYIOIe KOMaH0u:

docker exec $(docker ps -gf 'name=ldap') ldapdelete -xD cn=Manager,

dc=<external domain> -w <ds389 manager user> -r <external domain>

Eciv paHHble nepesi BOCCTAHOBJIeHWEM He OyAyT 3auyMIlleHbl, TO IpM BOCCTAHOBJIEHUU
n00aBATCS TOJNBKO OTCYTCTBYIOIIMe 3amucu. CylecTBylollMe 3alMcU He OynyT HM3MeHeHbI Jaxe

eCJIi JaHHbIe pa3/IM4dlOTCA.

Ins kiIacTepHOM WHCTA/UISIIIMK TIpOIlefilypa pe3epBHPOBAaHUS U BOCCTAHOBJIEHHS

BBITIOJTHAETCS eAMHOKABI Ha JII0O0M M3 XOCTOB I'pynnbl 1dap (CM. MHBEHTApHBINA ¢aiil

YCTaHOBKH).

5.5 Pe3epBHoOe KOITHpOBaHHe BJIOKeHUH K COOBITHSIM B KaJleHiape

Pe3epBHOe komupoBaHWe BIIOKEHHWH K KaJleHAApHbIM COOBITHSIM B TeKyIlleM peJin3e
PeKOMeH/1yeTCsl BBIIOJIHATh YTWINTON rsync. s 3Toro Heobxoqumo co37jaTh pe3epBHYIO KOIHUIO

IAHHBIX U3 /opt/poseidon/triton/eattach/ KOMaHIOM:

rsync -a /opt/poseidon/triton/eattach <path to backup>

5.6 Pe3epBHOe KONIpOBaHHe aBaTapoB

Pe3epBHOe koIlMpoBaHKe aBaTapoB IIOJIb30BaTesie B TeKYIeM peJjii3e peKOMeHJyeTcs
BBIIOJIHATh YTWIMTOM rsync. [ 3TOro HeoOXOAMMO CO3/[aTh pe3epBHYI0 KOIMUIO JIaHHBIX

U3 /opt/poseidon/triton/photos/ KOMaHOOM:

rsync -a /opt/poseidon/triton/photos <path to backup>
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6 ISMEHEHUE HOSTNAME

6.1 M3menenue hostname Ha xocrax rpynmsi ldap

B ciydae, ecnmu Ha paboraroieii cucreMe NOTpeOOBalOCh WU3MEHUTh hostname HOJ, Ha
KOTOPBIX PaboTaloT CepBUCHl ldap, HEOOXOJMMO CHSTh Pe3epBHYI0 KOIHWIO JAHHBIX CITY>KObI
katasioroB LDAP u ynmamuthk cootBercTByomue ciyxbe LDAP anmemeHThl Docker -stack #

volume KOMaHAAMH, OIIMCAHHBIMHU B IaHHOM paszele.

H3mMeHenmre hostname Ha COOTBETCTBYIOIIMX HOAAX U B TPyIIie XOCTOB 1dap MHBEHTAPHOIO

¢daiisia yCTaHOBKH MTPOU3BOJUTCS CIeyIOIIUM 00pa3oMm:

1. Ilocnme mnpoBeneHWs NpoleAypbl pe3epBHPOBaHHUS, ONKWCAHHOM B pasfenie Co3gaHue

pe3epBHBbIX KOMWM ciy>k0bl katanoroB LDAP, Heob6xoauMo yAanvuTbh COOTBETCTBYIOIIME CIIy>KOe

ldap asieMeHThl Docker - stack M volume ClegyIOIIMMH KOMaHIIaMHU:

docker stack rm psn-1ldap

Crnenyrorniyto KoMaHAy HeOOXOIMMO BBITIOJHUTh HAa BCEX XOCTaxX rpynmsl 1dap :

docker volume rm psn-ldap ldap data

2. U3MeHuTh hostname Ha HOZaX.
3. CrnenyromuM 1maroM OyjieT u3MeHeHHe hostname B TpyIiie XOCTOB 1dap WHBEHTAPHOTO

¢daiina ycTaHOBKM coIJlacHO pasfienly KoHurypupoBaHue WHBeHTapHOro daisia: hosts maHHoro

PYKOBOZCTBA U 3aIlyCK YCTAaHOBKHY C ITapaMeTpoM -t ldap :

./deploy psn.sh <hosts.yml> -t ldap

KoMaHpa mepeycTaHOBUT TOJIBKO CIIY>K0Yy KaTaIOroB

4. Tloce mepeyCTaHOBKU CITy>KObI HEOOXOIMMO BOCCTAaHOBHUTH JAHHBIE U3 pPe3ePBHON KOIHHU

COTJIACHO UHCTPYKIMSAM U3 pa3zesia Co3faHre pe3epBHBIX KOMUH JAaHHOTO PyKOBOJICTBA.

6.2 Nzmenenue hostname Ha xocrax rpynmsI etcd

B cnyuae, ecnu Ha paboraroiei cucreMe TpebyeTcsi UBMEHUTh hostname HOJI, Ha KOTOPBIX

paboTatoT cepBHUCHI etcd, HEOOXOIMMO BBIIIOJIHUTD CJIeIyIOoIIHe JeHCTBUS:
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1. CHATb pe3epBHYIO KOIUIO CIY>OBI etcd U postgresql (paboTa postgresqgl 3aBUCUT

oT ciayx0bl etcd). Cm. pasnenbl PesepBHoe konupoBanue etcd, CozflaHue pe3epBHBIX KOIMH

postgresql.

2. U3MeHuThL hostname Ha HOZaX.

3. H3meHuTp hostname B TIpyllle XOCTOB etcd WHBEHTApHOro ¢aijaa yCTaHOBKU B

COOTBETCTBUHU C pa3zesioM KondurypupoBanue nHBeHTapHOTO dara: hosts.

4. BBITTOJIHUTD 3aITyCK YCTAHOBKH C ITapaMeTpoM -t etcd:

./deploy psn.sh <hosts.yml> -t etcd

JInbo B KadecTBe dJIbTEPHATUBHOT'O crmocoba MOXKHO BPYYHYIO BHEeCTH HW3MEHEeHUs B
IlapaMeTpbl CJIY>K6I:>I. HJ’IH JTOro ciienyer Hd JII000H U3 HOJT I'PYIIIIBI etcd BEIIIOJIHUTHh KOMaHY:

docker service inspect psn-etcd etcd --format='{{json .Spec.Labels}}’'

[To BbIBOJYy KOMaH/BI OIpeNeNuTh MeTKY CIyXObl, CBS3aHHOM CO CTapbIM 3HAaYeHHEeM
hostname. KomaHza BepHeT 3anucu Buja:

<old-hostname>-etcd":"etcdN"

Jlasiee BBINIOJIHUTH KOMaHAY 110 U3MEHEHUIO MeTKU TS CITyKOBbI:

docker service update --label-rm <old hostname>-etcd --label-add

<new hostname>-etcd=etcdN --force psn-etcd etcd
['me N - HOMep CiTy>K0bI, TOTy4YeHHOM Ha TPeIbIYIIEM IIIare.

Ha nmepBoii Home rpymnmbl proxy BHECTH UW3MeHeHMsI B cojepxumoe daiiia

cTeKa /opt/poseidon/psn-etcd.yml. Heobxoaumo 3aMeHUTh COOTBETCTBYIOIIYIO METKY:
<old hostname>-etcd: "etcdN"

Ha

<new_hostname>-etcd: "etcdN"

6.3 3menenue hostname Ha xocrax rpynnsi redis

B citydae, ecniu Ha pabotarortieil cucteme TpebyeTcss U3BMEHUTh hostname HOJI, HA KOTOPBIX

pa60TamT CepBHUCHI redis, HEO6XOJII/IMO BBIIIOJIHUTD Clieyromre IerCTBUS:

1. HM3meHuTh hostname Ha HOZAX.
2. WUsmenuts hostname B rpymnme xocToB redis WHBEHTapHOrO ailjla yCTaHOBKHA B

COOTBETCTBHHU C pa3ieJ]ioM KonduryprpoBanre HHBeHTApHOTro dariya: hosts.
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3. BBINONHUTE 3aTyCK YCTAHOBKM C TTapaMeTpoM -t redis:
./deploy psn.sh <hosts.yml> -t redis

JIubo B KadecTBe aJbTEpPHATMBHOTO Crocob6a MOXXHO BPYYHYIO BHECTH H3MeHeHUs B

napameTpbl Ci1y>k0bl. [yt 3TOTO CriefiyeT Ha J1t000¥ M3 HOJI IPYNIbl redis BBIIOJIHUTD KOMaH/IbI:

docker service inspect psn-redis redis --format='{{json .Spec.Labels}}'

docker service inspect psn-redis sentinel --format='{{json .Spec.Labels}}"'

Ilo BbIBOAY KOMaH/I OIIpeJejInTb METKU CJIy>K6, CBA3dHHbBIX CO CTapbIM 3Hd4YeHHWeM

hOStname.KOM&HHHEEPHYTBBHHCHBHH&

<old-hostname>-redis":"redis-N"

<old-hostname>-sentinel":"sentinel-N"

L[anee BBIIIOJIHUTH KOMaHBI 110 K3MEeHEeHHWIO MeTOK IJId CJIy>K6:

docker service update --label-rm <old hostname>-redis --label-add
<new hostname>-redis=redis-N --force psn-redis redis

docker service update --label-rm <old hostname>-sentinel --label-add
<new hostname>-sentinel=sentinel-N --force psn-redis sentinel

I'me N - HOMep ciTy>K0BbI, TOTy4YeHHON Ha TPeIbIAYIIEeM IIare.
Jlanee Ha 1epBOM HOJAe TPYyNIbl Proxy BHECTH HW3MEHeHHs B COfAepXXuMoe aiia
cTeka /opt/poseidon/psn-redis-stack.yml. Heo0xoauMo 3aMeHHUTb COOTBETCTBYIOIIYIO

MEeTKY:

<old hostname>-redis: "redis-N"

<old hostname>-sentinel: "sentinel-N"

Ha

<new hostname>-redis: "redis-N"

<new_hostname>-sentinel: "sentinel-N"

Bce KOMaHJbI IJIs1 sentinel BBIIIOMHSIIOTCS TOJIBKO IPHU KHaCTepHOﬁ YCTaHOBKe

© 000 «HOBBIE OBJTAYHBIE TEXHOJIOT'UW», 2013-2024 56



MownOdounc

7 U3BBECTHBIE ITPOBJIEMbBI U1 CIIOCOBbI PEHIEHUA

B naHHOM paspeiie nprBelleHbl M3MeHEeHUs, KOTOpble He BOILIM B AUCTPUOYTHB TeKyIlero

peinn3a U JOJIXKHBI OBLITH BHECEHBI AOIIOJIHUTEJIbHO I10CJIe UJIU BO BpeMs YCTaHOBKH.

7.1 YcranoBka nj1g 00J161HI0I0 KOJIHYECTBA I10JIb30BaTe e

B Tekymem penuse BbIsIBJIeHa Mpo0JieMa C KJIACTEPHOM YCTAHOBKOW, PAaCCUYMTAHHOM [IJIst
onHoBpeMeHHOM paboTsl 500 u Gosee mosb3oBaTesned. B 3ToM citydae pekoMeH/IyeTCsl OTKIIIOUUTh
MOJICUCTeMY KilacTepu3aluu nuceM. [[is sToro HeoOxoqumo BbIOpaTh HOMY, Ha KOTOpOHM Oyner
pa3MellleHa akTyajlbHas 0a3a mHcCeM W [0 Hayaja YCTAaHOBKM 3alOJIHUTh IlepeMeHHbIe
cluster fallback u cluster fallback mail node (cmotpu pasjgen

Hacrpoiika ononHUTeNbHBIX TapaMeTpPoB ycTaHOBKH). [Ircbma nomkHbl O6bITh pa3meniienbl HE Ha

pacripesiesieHHOU ¢aiyioBoH cucrteMe. basa nmcem MOHTHpYeTCs 110 IIyTH, 3alaHHOMY B IlepeMeHHOU

cluster fallback mail path (Cm. paspmen HacTpoiika JIONOJIHUTENIBHBIX IIapaMeTpOB

ycraHoBk#). [lo yMomdaHuio TmiepeMeHHass COJEPXXUT 3HaueHWe /data/dovecot. B ciydae
HeoOXOAUMOCTH CJleflyeT U3MEeHHUTD ITyTh Ha TpebyeMbIi.
B nanHOM pexume paboTbl peKOMeHJyeTcsl INepuojdYecKasl CUHXPOHM3AlUs IHCeM C

APYI'MMH HOJIdaMHU I10 PACIIMCAHUIO cron CpeJCTBAMHU rsync.

7.2 Vicnmotb30BaHMe BBIIEJIEHHOT'0 YCTPOICTBA IJis poJu etcd

B Tekyiiem penuse mpu ycTaHOBKe B standalone peXXuMe BblfleJIeHHOE YCTPOMCTBO MJis
poJu etcd He HCIOJIb3YeTCs, AaXKe ecyid yKa3aHo. Eciii ycTpoicTBo He06X0/IMMO MCIIOJIb30BaTh, 10

Hayvajla yCTaHOBKU B ¢aiiie mabsoHa roles/etcd/templates/etcd.yml . j 2 KOHPUrypaIUIO

volumes:
etcd data:

driver: local

He0OXO0MMO IIPUBECTH K BUAY:

volumes:
etcd data:
driver: local
{% if hostvars[groups['etcd'][0]][ 'volume device etcd'] | bool %}
driver opts:
device: "{{ hostvars[groups['etcd'][0]]

['volume device etcd path'] }}"
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type: xfs

{% endif %}

7.3 N3meneHnne (paiyioBoOi CHCTEMBI

B Teky1iem penuse Ipu yCTaHOBKe M3 IUCTPUOYTHBA Ha Bbl/IeJIeHHOM YCTPOMCTBe TpebyeTcs
dainoBass cuctemMa xfs. OJTO IOBeleHHe MOXHO HW3MeHUTb, OTpelaKTHUPOBaB I1a0JIOH

KOH(l)I/IpraL[I/II/I COOTBETCTB}HOH.[EFI pOJiKn O Ha4aJld Oelllo4l.

— s pond etcd B ¢ainax roles/etcd/templates/etcd.yml.j2 (B ciydae
standalone wHCTAIAIMK) roles/etcd/templates/etcd-cluster.yml.j2 (B
CJly4yae KJIAaCTepPHOM MHCTAJUISIINN);

—is  poid  postgres B aililax roles/postgres/templates/postgres-
stack.yml.j2 (B ciy4ae standalone WHCTAJUISITIN)
roles/postgres/templates/patroni-stack.yml.j2 (B Cjlyd4ae KJIQCTepHOM
WHCTAJUISIIN);

— B KOH}UTypaluu volume, B CBOUCTBE type yKa3aTb HEOOXOMUMYIO0 HaiIOBYIO CHUCTEMY

(xfs/ext4).
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8§ MUT'PAIIMISI HA ®OPMAT XPAHEHMUS ITMCEM MDBOX

Murparnus 3amyckaeTcsi Ha OJJHOM U3 HOJ mail. Ha aToil Hofe Io/mkHaA OBITH yCTAaHOBJIEHA

yTUIUTa ldapserach.

8.1 IloaroroBKa K MUrpanuu

8.1.1 Mopyns murpamuu

Heobxoaumo 3anycTuTh ansible-plyabook sl HOJTOTOBKH MOMYJIS MUTPAIIUH:
ansible-playbook -i inventory/<inventory> playbooks/migrator prep.yml
W

ansible-playbook -i inventory/<inventory>

playbooks/migrator prep with conf.yml
rfe <inventory> - aKTyaJIbHbI MHBEHTAPHbIN (aiil.

Hocrouno BBIIIOJIHUTD TOJIBKO OIUH U3 71e0yKOB. [Tneiibyx
playbooks/migrator prep.yml IOAIOTOBUT TOJIbKO MOAYJIb MWUIDAllM, 4 1enoyk
playbooks/migrator prep with conf.yml IOATOTOBUT MOAYJb MUIDALIMM, a TaKXXe BHECET
HeoOXoJuMble M3MeHeHMs] B KOHUrypanuoHHble ¢ainbl dovecot. Ecinu Tpebyercs coxpaHUTh
py4YHble M3MeHeHUss B KOHQPUIypallMOHHBIX (ailslax dovecot, BbIOOpP IpefoCTaBleH

aJIMUHUCTPATOPY

Ilocne BbIMOIHEHUS HH€ﬁ6YKa Ha HOJax mail, B JIOMAIllHEM KaTajiore IIOSIBUTCS MOJYJIb

Murpanuy - ¢pann mdbox migration.sh.

Heo6x01MMO OTKPBITH €ro Jjisi pelakTUPOBaHUs U yOequTbCs, YTO IapameTpbl LDAP URI,
LDAP ROOT DN, LDAP ROOT PASS, LDAP SEARCH DN 3allOJIHeHbl KOPPEKTHO (3HadyeHus

OyIyT B3STHl U3 UHBEHTAPHOTO daiiia).
B 3aBucuMocTH OT TpeGOBaHUH ClielyeT U3MEeHUTh CIIeyOI1e TapaMeTphI:

— USER_LIST - eciiM IlepeMeHHas OIlpefieJieHa, MUrpanusi OyZleT BBINOJIHEHA TOJIbKO JJISt
YKa3aHHBIX I[10JIb30BaTesiel. YKa3blBAIOTCS aJipeca 3JIeKTPOHHOM IIOYThI B KaBbIYKaX,
pasJienuTeNb - Mpobert;

— LOGFILE - myTh A0 KypHaJIbHOTO ¢aiia MpoIiecca MUTpalyy;

—~ MATL_DIR - miyTb jio Kataniora ¢ nucbkMamu B KOHTEMHEPE dovecot (M3MeHATD varie

BCero He TpedyeTcs);
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— BACKUP_SYNC - BBIIOJIHATH JIM pPe3epBHYI0 KOIMIO IHceM B ¢opmare maildir npu
oMol rsync. B ciydae false - He BBIIOJHSTh, true - BBINONHATH. Komus Oyper
COXpaHeHa I10 IIyTH, YKa3aHHOMY B IlepeMeHHOU BACKUP ;

— BACKUP_ARCHIVE - BBIIOJHATH JIA Pe3epPBHYIO KOIMIO IMceM B ¢opmare maildir c
apxyuBHpoBaHMeM. B ciydae false - He BBIIONHSATH, true - BBIIOJIHATb. ApxuB Oyzaer
COXpaHeH I10 IIyTH, YKa3aHHBLIM B IlepeMeHHOW BACKUP. B cirydae eciu BACKUP SYNC u
BACKUP ARCHIVE BbICTaBJIeHBl B true, OyleT BBINOJHATHCS pe3epBHas KOIMS Kak
IIOCPeLICTBOM rsync, Tak U apXUBUPOBaHUEM,;

— BACKUP_DIR - IyTb JI0 KaTaJjiora, B KOTOPbIA OyAyT COXPaHATbCS pe3epBHbIe KONUU. JIiis
KOKIOro sIUKa apxyWB OyneT ImoMelleH B COOCTBeHHBbIM KaTtanor. Heobxomumo
paccuMTBIBaTh JIOCTYIIHOE MeCTO B TOYKe MOHTHPOBAHMS KaTajiora MCXOAsl M3 00BeMOB
II1CeM Ha CTeH]Ie,

— DEL MIGRATED - y#anarh JI IMcbMa B ¢popmare maildir mocne murpanyu. B cioydae
false - He yJaniTh, true - yaansaTe. Ilocne murpanyu nucbMa B popmare maildir He
TpebylOTCS U He BIMSIOT Ha pabory sivka. Karanor ¢ muceMamu B popmare maildir
MOXKeT OBITh He yZajleH, ecjld I103BOJIsieT CBOOOJHOe MeCTO U TpebyeTcsi ollepaTUBHBIN
OTKaT K ¢popmaTy maildir B ciiydyae HEOOXOAUMOCTH;

— MIGRATION MIGRATED - ¢pai, KOTOPBIM CO3[aeTcd B KOpPHe II0YTOBOIO fIMKa I10CIIe
YCIeITHOM MUTpaIuy (M3MeHSITh He TpebyeTcs);

— MAILBOX DIR - UMd Karajora C IMCbMaMu B ¢opmare maildir (M3MeHATL He
TpedyeTcs);

— MAILBOX NEW DIR - uM4 Karajora C IucbMaMM B ¢opmaTe mdbox (M3MEHSTb He
TpebyeTcs);

— ALTSTORAGE - WCHOJIb30BaTh JIM (YHKIIMOHAJ JIOMOJHUTENIbHOTO XPaHWIWINA ITHCEeM
dovecot. MoXeT HCIONb30BaThCS ISl XpaHeHWs CTapblXx NKUCeM Ha OOJIbIIOM, HO
MeJJIECHHOM OT/eJIbHOM XxpaHWMille. B ciydae, ecnum ¢yHKknMoHan Tpebyercs,
peKoMeHAyeTCsl HaCTPOUTH IlapaMeTphbl, OTHOCAIIMeCs K altstorage B HHBEHTApHOM
atine (ndbox_altstorage) Hu B atine group vars/all/main.yml
(ndbox altstorage path), 6onee momgpobHOe omnucaHve B JoKyMeHTauuu. Ilocie
M3MeHeHUs CJieflyeT Iepe3alyCTUTh TUIeHOYK /i TOATOTOBKYU MOAYJISi MUTPAIlUU C y4eTOM

HacTpoek ALTSTORAGE.
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8.1.2 Dovecot

H3menenus B KOHOUrypanvoHHble Gaiibl HEOOXOOUMO BHECTH TOJIBKO B Ciy4yae ecid
BaHYCKwKMIUmﬁ6yKplaybooks/migrator_prep.yml:

daiin dovecot.conf

B ¢aitie /opt/poseidon/dovecot/dovecot.conf Ha Bcex mail HOJax, rie 3amylieH
KOHTelHep dovecot, He0OXOOUMO:

1. U3mennth mapamerp mail plugins = acl quotaHamail plugins = acl quota
z1lib.

2. 3aKOMMEHTHUPOBATh OJIOK:

userdb {

driver = prefetch

3. Cpasy nocie Hero A00aBUThH OJIOK:

userdb migr {
driver = ldap
args = /etc/dovecot/conf.d/dovecot-ldap-migr.conf.ext

result success = continue

}
4. B 6710ke plugin M3MEeHHUTD

quota = maildir:User quota:ns=
quota rule = *:bytes=0
quota rule2 = Trash:storage=+10%%

°

Sent:storage=+10%%

quota rule3

Ha
quota = count:User quota:ns=
quota vsizes = yes

quota rule = *:bytes=0

quota rule2 = Trash:bytes=+10%%

quota rule3 Sent:bytes=+10%%

5. Takxke B 0j10ke plugin B KoHell 6JI0ka JOOABUT:

zlib save = zstd

6. B daiine /opt/poseidon/dovecot/conf/dovecot-ldap-pass.conf.ext Ha BCexX

mail HOOAX, re 3alylleH KOHTelHep dovecot, U3MEHUTh
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user filter = (&(mail=%u) (! (inetUserStatus=0)))
pass_filter = (&(mail=%u) (%{if;%{real local port};==;143;!

(inetUserStatus=0) ;inetUserStatus=1}))

Ha
user filter = (mail=%u)
pass filter = (mail=%u)

7. TaM ke U3MeHUTL

iterate filter = (&(objectClass=person) (! (inetUserStatus=0)))
Ha
iterate filter = (objectClass=person)

daiin director.conf (B cryuae kjIacTepHOil yCTaHOBKH)
1. B daiine /opt/poseidon/dovecot/dovecot director.conf Ha BCex mail Homax
M3MEeHMTb NapaMeTp mail plugins = acl quotaHamail plugins = acl quota zlib.

2. B aToM xe daiisie 3aKkOMMeHTHUPOBaTh OJIOK:

userdb {

driver = prefetch

3. Cpasy nocje Hero 100aBUTH 610K

userdb migr {
driver = ldap
args = /etc/dovecot/conf.d/dovecot-ldap-migr.conf.ext

result success = continue
[Tocre BHeceHMs U3MeHeHUH Ilepe3anyCTUTh mail stack:
docker stack rm psn-mail && sleep 3; docker stack deploy -

c /opt/poseidon/psn-mail-stack.yml psn-mail --with-registry-auth

Heobxomumo mepe3anmycTUTh CTeK mail He3aBUCUMO OT BbIIIOJHEHHOTO

mienbyka
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8.2 3anmyck murpanuu

ITocre 3aBepIIeHyd IIOATOTOBKY MOXHO 3dIlyCKdTb MUI'DAIIUTIO KOMaHIOM:

bash ./mdbox migration.sh

Mopyne murpanuy 1poBepUT 6a30Bble IapaMeTpbl, IIOCJIe Yero HavHeTCs IIpoLecc
murpanyi. IIporecc MoXXHO oCTaHAaBIMBATh U 3allyCKaTh 6e3 NONOIHUTENIbHBIX AeHCTBUN. Bo Bpems
MMIDAITAX MOXKHO MOJIb30BAThCS CTEHIOM.

[Tocne murpanuy SIIMKOB BCeX II0JIb30BaTejled PeKOMeHJyeTCs B HHBEHTApHOM daiiiie
nepeMeHHyl0  setup.mdbox format  BBICTaBUTb B  true (mdbox altstorage |
mdbox altstorage path 110 HeOOXOAMMOCTH) U 3aIlyCTUTh YCTAHOBKY C KJIIOYOM -t mail Jjs

repeBojia CTeH la Ha PaboTy UCKITIOYUTEIBHO C popMaToM mdbox.
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9 TEXHUYECKA{ IIOJJEPHKA

KonraktHas wHbopMarusi ciyx06bl TexHudeckod mnomnepkkd OO0 ««HoBbie obiadHbIe
TEXHOJIOTUM» B CJTydae BOSHUKHOBEHHUSI BOIIPOCOB, He OITMCAHHBIX B JIAHHOM PYKOBOJICTBE:

Anpec anekTpoHHOM TOUTHI: support@service.myoffice.ru Tenedon: 8-800-222-1-888.
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